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Why do we need 

Netwitness.  
Another proof point 
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Scheduled Report on FileTypes shows 
uncommon files in network session 
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Investigation Begins 
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All the files that were used  by the 
attacker 
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Session Details confirm that Directory 
traversal attack was used 
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First Session where mail application’s fw 
config was stolen 
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Attacker comes back 2 days later 
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Content of the IPTABLE 
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Another file type(Perl Script) confirmed 
the tool used to explore vulnerabilities 
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Session Details for DirBuster Tool 
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The attacker also uploaded a executable 
file on server 
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Netwitnss Spectrum revealed the Actual 
Author name. 

 



13 © Copyright 2011 EMC Corporation. All rights reserved. 

Application is a freeware for erasing 
tracks 
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Attack Summary 

• Source IP: X.x.x.x 

• Destination IP: X.X.X.X 

• Tool Used  by attacker : DIRbuster(OWASP Project), 
cleanup(Stevengould.org) 

• Exfiltrated Data 
– iptables.rules.sh 
– registry.conf.sh 
– mithi-system.httpd.conf.sh 
– mithi-system.fw.conf.sh 
– log4j.properties 
– cmdcodes.ini 
– userproperties.in 

 


