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Because One Size Fits Many

…but Not All
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What Do Parsers Do?
• Parsers originate meta
• They ask questions of the data?

– Meta is the answer to those questions
• Examines the raw data as it comes into 

the decoder
• Can also examine meta created in the 

session
– Can be used for data manipulation

• Help analysts get data they need to 
answer questions
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The Requirements

https://community.emc.com/docs/DOC-41108

• Parsers Book
• nw-api.lua
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The Requirements
• Pcaps
• Logs
• Meta
• Lua Interpreter
• Strings 
• Documentation
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Lua Tips
• You are always on a byte
• Counting starts at 1 not 0 (I know, I know)
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Lua Tips
• The position number is relative to where you started from
• Always keep track of your position
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Meta Keys

Where are you going to put your meta 
once you get it?
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Meta Keys

Where are you going to put your meta 
once you get it?
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Meta Keys

How is the meta key formatted?
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Meta Keys

How is the meta key formatted?
Some that I have used:
nwtypes.UInt8 -- An unsigned 8 bit number
nwtypes.UInt16 -- An unsigned 16 bit number
nwtypes.UInt32 -- An unsigned 32 bit number
nwtypes.Text -- Free form text (256 character max)
nwtypes.IPv4 -- A IPv4 address
nwtypes.MAC -- A MAC address

See the nw-api file for a complete listing.
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Tokens
• Parsers run in memory but tokens trigger the parser to 

run
– Be specific

• Answer some questions first.

– What is the question you are trying to answer?
– What data do I need to answer the question
– Where is the data located?
– What tokens will I need to get me to the data consistently?
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Tokens
• Tokens can be:

1. Text strings
• ^ for beginning of line
• $ for end of line

2. Decimal representation of 
HEX bytes

3. Meta callbacks
• Grab meta that was already 

generated in that session
4. Events about that session

• Once your token matches, the 
parser functions are run
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Real World Examples
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Use Case – HTTP Response Codes

Is there a way to detect all the 
HTTP response codes?
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Use Case – HTTP Response Codes
• Meta Key – result.code

• No format defaults to TEXT 
formatted Meta key

• Multiple Token Matches
• Kicks off same function

• Specifically calls payload within a certain 
range

• Looks for a space within that payload 
from beginning (1) to end (-1)

• Backs up 1 byte if it has data
• Converts that Payload to a string
• Writes that string as meta
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Use Case – Normalize User Accounts

Is there a way to normalize the meta I am 
seeing in user.dst?
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Use Case – Normalize User Accounts
• Custom Meta Key – root.user

• No format defaults to TEXT 
formatted Meta key

• Meta callback of ‘user.dst’ meta key
• Performs multiple string finds based 

on defined criteria
1. Function that finds the last occurrence 

of a string.
2. If found, may look for the last 

occurrence of a particular delimiter
• Then moves forward 1 byte and 

reads to the end.  Then converts 
to lower case

3. Finds the \\ and then moves 1 byte 
forward and reads to the end.  Then 
converts to lower case.
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Use Case – Normalize User Accounts

4. Finds the @ and then reads up to, but 
not including the @.  Then converts to 
lower case.

5. Also found last occurrence of “/” but 
then continues to replace a “\,” with 
just a comma “,” (line 55), look for 
the open parenthesis “ %(“  (% is an 
escape) and then read up to that 
minus one space.
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Use Case – Normalize User Accounts

6. Catchall

6. Our meta callback key
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Please Complete Session Evaluation 
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