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$whoami

Types of Threats

Recent Engagements Overview and Highlights

Similarities between disparate incidents

Learning from Others

Methodology for Hunting
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• Drive-by
• Classic Phishing
• Identity Theft

✼ Corporations
✼ Individuals

• Warfare
• Intel Operations
• Espionage

✼ Government
✼ Corporations

•Hacktivism
•Extortion
•Terrorism*

✼ Corporations
✼ Government
✼ Individuals

• Organized Crime
• PII
• CC #s
• Cash Dumps

• HaaS
• CaaS

• Moon Lighting
✼ Corporations

Criminal Targeted

OpportunisticPersistent 
Threats
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Espionage Warfare

Organized 
Crime

Extortion

Terrorism
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Criminal

• Russian 
Attackers

• POS Victim

• Targeting CC 
Data

Espionage

• Middle East 
Attackers

• DIB Victim

• Targeting 
Research

Extortion

• European 
Attackers

• ICS Victim

• Ransom Attack 

Espionage

• Asian Attackers

• DIB Victim

• Targeting IP

Espionage

• Middle East 
Attackers

• Middle East 
Victim

• Targeting 
Intelligence

Opportunistic

• Asian Attackers

• CN Speaking 
Targets

• Unknown 
Motivation
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Perimeter 
FW

Victim Company

Recon Server

Attack Server

Exchange Server

2FA Server

ME-DIB- R&D
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https://github.com/sensepost/reDuh
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Victim Company

Recon Server

Attack Server

Perimeter 
FW

EU-ICS-Ransom
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Encrypted Key Encrypted IV

Hashed File Path Encrypted 
Signature Key

Original File Length

Encrypted File Data

Original_file_name.txt.encryptedRSA
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Recent Engagements
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Internet

VPN
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Request for Malicious
Binary Code

AES Decryption of 
Malicious Binary Code  

Decompress Decrypted Data

Write Malicious  Code to Memory

Execute Malicious Code with Args
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Subsidiary Company Server

Exchange Server

Intranet

Attack Server

VPN

Web Server

Partner Company 
Server

Attack Server

ME-ME-intelligence Gathering
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C2 Server

Internet

CN News Site

US 
Intranet

X

CN-CN Speaking- UNK
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Internet

SSH
 Tunnel

RU-POS-CC Data
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We’re not all that different

Criminal

•Spear Phish

•Malware

•Cred Theft

•LoL

•Tunnel RDP

•Anti-Forensics

Espionage

•Vulnerability

•Web Shells

•Cred Theft

•LoL

•Tunnel RDP

•2FA Bypass

Extortion

•Vulnerability

•Web Shells

•Cred Theft

•LoL

•Tunnel RDP

Espionage

•Spear Phish

•Malware

•Cred Theft

•LoL

•VPN/RDP

•2FA Bypass

Espionage

•Vulnerability

•Web Shells

•Cred Theft

•LoL

•VPN/RDP

Opportunistic

•Waterhole -
Vulnerability

•Malware

•Cred Theft

•LoL

~ 4 months ~ 12 months ~ 1 month < 50 months ~24 months ~1 month
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• Adaptive Hunting 

• Staff your IR & SOC appropriately

• Understand what is normal in your network

• Get into a Collection and Analysis Cycle

• Then look for anomalies and outliers

• The Right Tools

• Equip your IR & SOC appropriately

• Tools will augment not replace analyst

• Anticipate the next move and strike surgically
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• Other’s Known Bad

• Most IOCs are low hanging fruit

• Vet your sources

• Distill more out of IOCs

• Your Unknown Bad

• How, what, and when to collect

• Look for tool Characteristics

• Identity Management

• Share is caring
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