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Solution Summary

The Ixia Phantom Virtualization Tap™ (vTap) solution is an “all-in-one” virtual traffic Monitoring tool—
providing centralized management with an easy-to-use web UI for total access and control of your
security and performance monitoring needs. The Phantom vTap captures east-west network packets
passing between internal virtual Machines (VMs) and sends that traffic of interest to any existing virtual
and physical Monitoring tools. In addition, it provides unprecedented visibility of packet-level data that
allows users to manage virtual network security, compliance and performance using a variety of
instrumentation layer tools (physical or virtual). Since the Phantom vTap can bridge virtual-to-physical in
converged environments, users can maintain Current policies without having to buy new expensive
monitoring tools for virtualized deployments. It can be used in conjunction with Ixia 5288 TAP with the
GRE module for more control and de-duplication.
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring the ixia Phantom with RSA Security Analytics. This
document is not intended to suggest optimum installations or configurations. It is assumed that the
reader has both working knowledge of all products involved, and the ability to perform the tasks outlined
in this section. Administrators should have access to the product documentation for all products in order
to install the required components. All ixia Phantom components must be installed and working prior to
the integration. Perform the necessary tests to confirm that this is true before proceeding.

I Important: The configuration shown in this Implementation Guide
is for example and testing purposes only. It is not intended to be the
optimal setup for the device. It is recommended that customers make
sure ixia Phantom is properly configured and secured before deploying
to a production environment. For more information, please refer to the
ixia Phantom documentation or website.

ixia Phantom Configuration

The Phantom Manager will install the vTap module appropriate to the host environment. The vTap
Module is installed as a low-level component in ESXi 5.0, ESXi 5.1 and KVM hosts environments. For ESXi
5.5 and ESXi 6.0 with Virtual Distributed Switch (vDS) environments, the Phantom vTap module is
installed on a host as a tap VM, one VM for each vDS connection. The purpose of this module is that it
performs the tapping function. This module enables you to configure complex network packet mirroring,
filtering and forwarding. Install the VM as outlined in the Ixia documentation for the appropriate Virtual
environment.After successfully installing the Management Server and assigning it an IP address, you can
log in to the Management Server through a browser.

1. Enter the IP address of the Management Server in the URL of a browser.

IXia

Username ||

Password

| Login | |“

Support © 2014-2015 Ixia. All rights reserved
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--After logging into the Management Server, a dialog appears asking you to connect a Virtualization
Platform you want to monitor. A Virtualization Platform can be:

e astandalone ESXi host
a vCenter containing 5.0 or 5.1 ESXi hosts for tapping vSwitches

Note: Even if the vCenter contains 5.5 and 6.0 hosts, they will not be
displayed in Inventory as they cannot be monitored

e avCenter containing 5.5 or 6.0 ESXi hosts for tapping Virtual Distributed
Switches (vDS)

Note: even if the vCenter contains 5.0 and 5.1 hosts, they will not be
displayed in Inventory as they cannot be monitored

e aKVM host
e a KVM host in Open Stack

Must Dtawus

[Time Setlings Host 4 | Driver $ | Actic

nagement
Configuration X

anagement . ] . . ) . ) . ] |& | Actic
No virtualization platform configured. You will not be able to use the full functionality until you configure one.
Do you want to add a virtualization platform at this point?

2. Click the Add button (if necessary, navigate to Configuration tab >
Virtualization Platforms page).

3. Click Add Virtualization Platform (right side of the page) to add a vCenter,
vCenter using vDS, standalone ESXi host or KVM host.

Add Virtualization Platform X

Platform Type*!) <Please Select> E]

<Please Select>
Hostname / IP Address* | kyvM-OVS

VMware-vSwitch ( ESXi 5.0.0/5.1.0)
Username* VMware-vDS ( ESXi 5.5.0/6.0.0)

Password*®

READY
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4. Select the Platform type from the drop down.: Enter the IP address or hostname of the Virtualization
Platform you are adding. the username and password of a user on that system and connect.
Platform Type Select
ESXi vCenter v5.0 or v5.1 w/vSwitch VMware-vSwitch
ESXi vCenter v5.5 or v6.0 w/vDS VMware-vDS
KVM or KVM w/Open Stack KVM-OVS
For KVM hosts, you can also define the VLAN interface which will be
used to forward mirrored traffic, if a VLAN forwarding policy is defined.
After the platform is connected, the platform appears on the Management Server Options and
Virtualization Platforms lists.
Management Server Options
Host Status
Host ¢ Platform Type ¢ Version ® Tap Action ®
= Install Tap
Host Licensing Status
Host ¢ Status ® Action
Assign License
License info: 8 out of 10 licenses can be assigned to hosts.
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5. Under the Host Status section, click Install Tap on the host where you want to install the vTap
Module.
6. If the host platform type is non-vDS, this Install Tap box appears.
7. a. Enter the username and password of a user that has access to the host.
8. b. Select the version of the Phantom vTap Module Tap to install.
9. c. Click Apply.
Enter username and password of host.
ESXi Host 10.215.185.6
User Name*
Password*
Version to install  vtap_vmkern_esx5_3.7.0.3 v
rory | caee
10. If the host platform type is vDS, this Install Tap box appears.
Host Setup
Datastore * datastorel (1) (411.3CB available) 2
Free space needed 8GCB free space needed on datastore.
Forwarding vmnic * None H
Tap Setup
GRE Source IP
GRE Subnet Mask
GRE Gateway
Version to Install * ixia_wvtap_3.7.0.102 $
Note: The GRE source is the IP assigned to the Ixia 5288 containing
the GRE card and the VMnic would be a nic on the vDS.

READY
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Policies

Phantom vTap enables you to more narrowly define the types of traffic to monitor. The vTap enables you
to define the traffic you want to monitor by configuring policies. There are two types of policies - Capture
Policies and Forwarding Policies. At the initial installation, there are no policies defined. Therefore it will
be up to the, the user, to create and assign these policies to the virtual machines you want to monitor.
By default, a Universal Capture Policy is defined, which has assigned to it all VMs from all hosts added in
the Management Server. However, no rules are defined in this policy. If you want to use the Universal
Policy, you must first define a Forwarding Policy and then add a Capture Rule within the Universal Policy.

11. Click New to add a new policy, we chose GRE.

i i Py PTORES | MSDRONE OO | SXPOR LOPRIQUIIDON | SXPOR LOGS | MEP | LOg LK
e
M Poiicies Forwarding Policies
1 Forwarding Port © New @ Edit © Delete
Forwarding Port ® Type © IP AddressVLANID S Forwarding-Port Name % Fragmentation ¢ Session Id s

Add Forgez —_—
VLAN
ERSPAN
Type GRE Forwarding Port 2 ﬂ
GRE
Name* SA-2
IP address* 10.100.51.170
Fragmentation (UTrue @False

READY
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Creating a New Visibility vSwitch

From
12. the vSphere Client, select "Add Networking."

S @ 3V-IW0. 1y localhost pe.rsa.com VMware ESXi, 5.1.0, 1065491 | Evaluation (40 days remaining)
(D FAL_VM3176 Phantom-Mar
& FALVM3177 Microsoft Wik Getting Started  Summary  Virtual Machines ResourceAllocation Performance JECLMFESRL) Local Users & Groups Events Permissions

&) FAL VM3178 Microsoft We
&) RSA_vm3103_10.5_Packet

Connection Type
Networking hardware can be partitioned to accommodate each service that requires connectivity.

Connection Types

@ virtual Machine
Add a labeled network to handie virtual machine network traffic.

© vMkernel

| The WWkernel TCP/IP stack handies traffic for the following ESXi services: vSphere vMotion, SCSI, NFS,
and host management.

READY
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13. Select the Create a VSphere standard switch and VMnic if more than one available and click next.

[ &) Add Network Wizard [

Virtual Machines - Network Access
virtual machines reach networks through uplink adapters attached to vSphere standard switches,

Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new

Connection Type
vSphere standard switch using the undaimed network adapters listed below,

Network Access
Connection Settings
Summary (¢ Create a vSphere standard switch Speed MNetworks
" Use vSwitcho Speed Metworks
Intel Corporation 82578DM Gigabit Network Connection
I~ B vmnico 1000Ful  10.100.48.1-10,100.55,254
Preview:
Virruz| Machine Port Group Physical Adapters
visibility Switch Q-B-No adapters

Help | < Back | MNext = I Cancel

READY
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14. Type the Network Label name (visibility vSwitch) and optional Vlan ID click next and finish.

@ [ Hvawv.i02
(D FAL_VM3176 Phantom-Mar
) FAL_VM3177 Microsoft Wi
() FAL.VM3178 Microsoft Wi
& RSA_vm3103_10.5_Packet

Use network labels to identify migration compatible connections common to two or more hosts.

Connection Type
Network Access
Connection Settings

Summary

Preview:
Virtual Machine Port Growp

visibility Switch B vmnico

Physical Adapters

Virual Machine Port Growp
Visibility Switch
Wikamel Port
VMkernel
vmk1 : 10.100.53.179
Virua! Maching Port Group
VM Network
Wicamel Port
Management Network

vmk0 : 10.100.50.189

fe80::baac:6fff:feb0:d846

READY
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If the environment is based on ESXi v5.0 and/or v5.1, when using GRE to forward mirrored traffic, a
VMkernel port needs to be attached to the Visibility vSwitch, with an IP address of the Ixia 5288 switch
that allows connectivity to the GRE destination. This address will be used as the GRE source IP address.

15. Enter the IP and subnet mask of the Ixia 5288 switch hit next and finish.

Eﬁdd Network Wizard |L= [ (5] |

VMkernel - IP Connection Settings
! Spedfy VYMkernel IP settings

Connection Type

- - {” Obtain IP settings automatically
E Connection Settings

1P Settings + Use the following IP settings:
Summary IP Address:
Subnet Mask:

WMkernel Default Gateway:

10 100 . 4w .1 Edit... |

Preview:

VMkezme! Port — - Phiysical Adapters
Visability Switch . B vmnic0
Virbuzal Machine Port Group
Visibility Switch e ¢
VYMkems! Port
WMkernel g-u-
vmk1 : 10.100.53.179
Virbuzal Machine Port Group
VM Netwark e o
VMkerme! Port
Management Network g-n-
vmk0 : 10.100.50.189

fed0::baac:6fff:febd:da4s

Help | < Back | Mext = I Cancel

READY
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16. Go to the VM host you want to monitor and edit the hardware to add to the visibility switch by
highlighting network adaptor, and set the network connection to the Visibility switch.

. S FALVM3178 Phantom-Management-5Server - Virtuz

A e N [

lachine F
Hardware |CI|:|tions | Resources |
™ Show All Devices Add... | Remave |
Hardware | Summary |
il Memaory 8182 MB
[d crus 2
Video card Video card
= VMCIdevice Restricted
@ 5CSI controller 0 LI LogicParallel
= Hard disk1 Virtual Disk
BB Network adapter 1 (edite...  Visibility Switch |

Virtual Machine Version: 7

—Device Status
[¥ Connected
¥ Connect at power on

— Adapter Type

Current adapter: E1000

—MAC Address
|un:nc:29:ns:bf:f5

{* Automatic

" Manua

—DirectPath 10

Status: Not supported )

—Metwork Connection
Metwork label:

Vigibility Switch hl

C=RAEE X

Help |

oK Cancel

-12 -
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17. Check network configuration and make sure the VM hosts you want to monitor are under the
visability switch.

o B e 2

(D FAL_VM3176 Phantom-Mar
(D FAL_VM3177 Microsoft Wit
(D FAL_VM3178 Microsoft Wi

[ Hardware View: | vSphere Standard Switch
Networking
Standard Switch: vSwitch0 Remove... Propertes
0 Visibility Switch e P vmnicd 1000 Full ©

FAL_VM3178 Microsoft Windows 7 Enterpri... (-4
FAL_VM3177 Microsoft Windows 7 Enterpri... {94

0 VMkernel 9_4 {

§3 VM Network go‘
FAL_VM3176 Phantom-Management-Server jo-

3 Management Network [CRY

Dashboard Introduction

The Dashboard displays overall status for Phantom vTaps and monitored/unmonitored virtual machines.
In addition, it also displays compliance status of all monitored virtual machines and pie charts for both
top talkers of machines and top talkers of monitored virtual machines.

My Profile | Network Tools | Export Configuration | Export Logs | Help | Log Out

IXia

Welcome, frank
Dashboard Inventory Policies Configuration Licenses
vTap Management Server Dashboard
@Il vMware Host vSwitch - 10.100.50.189
Overall Status Compliance Status
= Host 1
S FAL_VM3176 Phantom Managem
S FAL_VM3177 Microsoft Windows = vTap Deployed 1
S FAL_VM3178 Microsoft Windows
= Licensed Host 1
‘S RSA_vm3103_10.5_Packet D
= Monitored VMs 4
= Unmonitored VM 0
= Active Capture Policy 1
= Forwarding Port 1
Top Talkers Time Interval 5 Min Bytes Top Talkers - Monitored VMs Time Interval 5 Min Bytes

READY
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Certification Checklist for RSA Security Analytics

Date Tested: March 16 2016

Certification Environment

Product Name Version Information Operating System
RSA Security Analytics 10.5.01 Virtual Appliance
Ixia Phantom 3.7.0.4- Virtual Appliance
1vmw.500.0.0.472560

Security Analytics Test Cases Result

Packet Loss

Syslog TCP data consumed by the SA Log Decoder
Syslog UDP data consumed by the SA Log Decoder
Various packet data consumed by the SA Packet Decoder

De-duplication
Replaying data files to the SA Packet Decoder N/A

Traffic Mapping
Mapping network service ports to dedicated ports

Performance
SA Log Decoder minimal EPS performance
SA Packet Decoder minimal EPS performance

»/ = Pass . = Fail N/A = Non-Available Function

READY
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Known Issues

Partial Install

For VMware-vDS virtualization platforms, when installing the Tap on a host, it is possible
that the tapping will only succeed for a subset of the Virtual Distributed Switches connected
to that host due to external factors. This partial Install is shown in the UI with a warning
sign in the Tap column. On mouse-over a status is offered for the overall host and some
details for each failure. Most of these failures can be corrected by user actions.

Example:Adding Notes to the Document Outline

Install Status: 2 out of 2 tapped distributed switches

vDS Tap Status

DSwitchl1 Tapped with warnings:
* tap is not powered on

READY
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