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About This Guide

This NeAW itnes® Investigator User Guide provides information about performing the analysis of
the data captured from your network or from other collection sources using INVESTIGATOR. To
use this dynamic tool effectively, basic strategies are presented to illustrate the possible
approaches. There are no absolutes. The user must become familiar with the capabilities of the
application in order to effectively evaluate potential threats to your network.

This guide applies to releases beginning with the version 8.6 series. There will be periodic updates
made to the content.

Anyone using this guide should possess experience as a network engineer, equivalent to at least
that of a journeyman, and also have a strong understanding of network concepts and TCP/IP
communications.

Related Documentation

The following document is also available:

o NeWitness® System Administrator Guide — This document provides information about the
setup, configuration and management of the NetWitness appliances (DECODER and
CONCENTRATOR).

Conventions

Fonts and Typefaces

This Guide uses fonts and typefaces to connect what you read in this book to what you see on the
screen or what you need to type when using the system. Of particular importance are the
following:

bold sans serif For text that appears in windows or dialog boxes (e.g;, the Close and OK
buttons, the File menu) and for file names (e.g., c:\control.ini, /etc/hosts) that
appear within the text of paragraphs.

SMALL CAPITALS  For keyboard key names, such as ENTER or TAB.

NetWitness Corporation Vi
R1.3.0812



NetWitness® Investigator User Guide

monospaced Used for listing the contents of files and code samples.
font

bold Identifies actual characters you should type. For example:
monospaced .

font ... type exit at the prompt ...

means you should type the characters e, X, i,and t

Bold-italic Indicates that you should replace the text with the actual value appropriate
for your system. For example:

... locate the file d:\directory\control.ini ...
means you should replace d: and directory with the actual drive and path of

the file in question, when performing the task; for example,
c:\windows\control.ini

Special Symbols
- This arrow is used to show a series of selections (menu options, tabs, links, etc.). For
example:
... select File— New — Folder ...

means you should pull down the File menu and select New and then Folder.

B

The book symbol identifies a cross-reference to related information.

C The caution symbol indicates that you should carefully read and follow any directions
associated with it to prevent serious errors or data loss.

ﬁ The note symbol identifies a helpful tip or technique, or additional information about
the current topic.

Contact Customer Care

If you have any questions about your NETWITNESS® software, refer to the particular software’s
user guide or online help. If you cannot find the answer, contact one of our representatives.
Customer Care is available Monday through Friday, 8:00 AM—8:00 PM Eastern Time, except
holidays:

Phone: 866.601.2602
Fax: 703.651.3126

Contact:  httpr1.3.1111://community.netwitness.com

Vi NetWitness Corporation
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Preparing to Call

When you contact Customer Care, you should be at your computer and have the appropriate
product documentation at hand. Be prepared to give the following information:

o The version number of NETWITNESS® product or application you are using,

# The type of hardware you are using.

¢ The exact wording of any messages that appear on your screen.

+ A description of what happened and what you were doing when the problem occurred.
+ A description of how you tried to solve the problem.

# If possible, a screen print demonstrating where the problem or issue occurs. This helps the
Customer Care Engineer with the resolution process.

Trademarks and Copyrights

Subject to the terms and conditions set forth herein and in the License Agreement, NetWitness
Corporation hereby grants to Licensee a nontransferable, nonexclusive, limited license to use the
NetWitness Corporation computer software products, together with all documentation and other
materials accompanying such product(s) (together, the Software).

NetWitness Corporation ix
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Chapter 1
Overview

NetWitness Products

NETWITNESS provides a group of products to capture all network traffic and use the same data to
solve a broad range of business and security problems.

¢ Administrator—a Graphical User Interface (GUI) that allows you to manage a NetWitness
Service product. Management capabilities include:

+ Configuration

+ Stopping and starting services

* Monitoring service health and performance
+  Monitoring application performance

+ Viewing service logs

¢ Decoder—an appliance-based network capture device that fully reassembles and normalizes
traffic at every layer for full session analysis. This enables users to collect, filter, and analyze full
network traffic by an infinite number of dimensions.

+ Concentrator—a network appliance that consolidates multiple decoders to create single logical
views for analysis. This enables users to instantly analyze network and application layer detail
across multiple capture locations, including full content.

ﬁ Both DECODER and CONCENTRATOR are compatible with the free NetWitnessAPI/SDK applications.

For more information about these applications, contact support@netwitness.com.

¢ Broker—a NetWitness application that brokers and distributes queries across multiple
CONCENTRATORS (concentration points) to provide a single view across an entire network

+ Investigator—a NetWitness application that provides the capability to process pre-existing
data or capture live data from a network interface and perform analysis on data collected by
either of the two capture methods. INVESTIGATOR can connect live into DECODER or
CONCENTRATOR for interactive browsing and searching,

NetWitness Corporation 1
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+ Informer—a NetWitness application that enables users to create customized reports on
real-time incidents, threats, anomalies, misconfigurations, compliance violations, and other
malicious or benign activities on the network. Report results can be verified by using links to
NetWitness INVESTIGATOR.

¢ NwConsole—a command interface accessed through the Windows Command Shell or the
Secure Socket Shell (SSH). In addition to the management capabilities outlined in
Administrator, you can run scripts from the NwConsole.

System Requirements

Hardware

Hardware requirements vary greatly based on the volume and nature of the network being monitored.
The following are the core hardware specifications and configuration for NetWitness DECODER and
CONCENTRATOR products:

+ Intel Xeon (or AMD equivalent) x86-64 dual-core processor — 2 GHz or higher
¢ 16GB RAM

+ High speed, high capacity RAID storage system with 4 separate physical and logical volumes,
with ample storage for collected data(>4TB)

+ Optional high-speed capture interface card (DECODER)

If you need assistance, see Contact Customer Care on page Vviii.

Software

NetWitness products are offered as software for certain environments. The following are the core
operating system requirements:

¢ Servers

¢ Linux Fedore Core 8, x86-64 (highly recommended)
Kernel Version 2.6.23.9-85fc8

+ Windows 2003 Server RC2 with proper capture drivers

¢ Client Applications—Windows® XP, 2003 Server, or Vista with Internet Explorer v7+

“ﬂ NetWitness recommends that client applications should be IE v7+.

2 NetWitness Corporation
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Install NetWitness Investigator

Current users must close any current version of INVESTIGATOR before proceeding with the installation of a newer
ﬂ version or update installation.

The installation of ADMINISTRATOR must be performed on the Windows platform. The necessary
files are included in the installer package, available from netwitness.com/downloads.

1. Double-click on the installer file (.exe).

2. The SETUP WIZARD opens the License Agreement window automatically.

In the License Agreement window, click | Agree to continue.
NOTE: Clicking | Agree is required by the SETUP WIZARD.

u Please review the icense terms befire instaling NetWiness
Imvestigator 9.8,

Press Page Down to see the rest of the agresment.

LICENSE AGREEMENT

*** IMPORTANT INFORMATION - PLEASE READ
CAREFULLY ***

This Scftware contains computer oroarams and other oroorietary ™

If you accept the terms of the agreamant, dcl:uqnee o continue. Tou must socept the
agreement to instal Netiitness Investigator

o) |

3. 'The Choose Install Location window opens. Click Install to accept the default Destination Folder
displayed or click Browse to select another folder.

Choasa tha folder in which o install hetilitness Investigator 9.7,

Sewp wil instal MetWitess Investgator 9.8, in e folowing folder, To installin 3 dffersnt
falder, dick Browsa and salect anothar folder, Cick Install to start the nstalation.

NetWitness Corporation
R1.3.0812
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4. You have the option to install WINPCAP on your computer. It is only necessary if you will be
capturing packets directly while using NETWITNESS INVESTIGATOR, rather than importing pcap
files. To complete the Setup Wizard, check the option to install WinPcap and click FINISH.

If not, click FINISH to complete the NETWITNESS INVESTIGATOR installation. When the
installation is complete, click Close to close the SETUP WIZARD.

Completing the NelWitness ; e —
Investigator 9.2 Sotup Wizard L /==P *1= e)
l1'jl e WinFcap 4.1.2 nstaller |
Instal WinPag on thes computer? win caP Yiseome tn the WiPoap <.0.3 saleion Wi | 7+ WinPcap 412 Setug.

Welcome to the WinPcap 4.1.2
Setup Wizard

o | install wnkrap and complate the nstallabon
This vitzard vl quide you through the snfine winFoep
nstala tion.

Far mare information ar support, pleass wist the Winfoap
e page.

Pittp:feEdd winpCan.arg

Pathet Capturing and Network Analysis Salu

<Back || Mewi= Carwel

The License Agreement dialog is displayed.
5. You must accept the license agreement. Click on | Agree to continue.
Kl) - License Agreement
S ln caP Please review the license terms before installing WinPcap 4.1.2.

Press Page Down to see the rest of the agreement.

Copyright (c) 1999 - 2005 NetGroup, Politecnico di Terine (Italy). -
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California). i
All rights reserved. T

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.

2, Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disdaimer in the documentation and/or other materials -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.2.

< Back ][ I Agree ] [ Cancel

NetWitness Corporation
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6. By default, WINPCAP installs to start when you open NETWITNESS INVESTIGATOR.
Click Install.

{1 WinPcap 4.1.2 Sety E! )

\U . Installation options
¥ _ln ch Please review the following options before installing WinPcap Completing the WinPcap 412
+12 Setup Wizard
WinPcap 4, 1,2 has been installed on your computer,
Click Finish to dose this wizard.
V| Automatically start the WinPcap driver at boot time
<Back || Insal | [ cancel

7. When the installation is complete, click Close to close the SETUP WIZARD.

Uninstall Investigator

1. Close all programs.

2. From the Start menu, click Control Panel.

3. Double-click the Add/Remove Programs icon.

4. Highlight NetWitness Investigator 8.6 from the list of installed applications, and then click Remove.

5. Follow the instructions.

License Key Management

NetWitness requires a valid license key. License keys can be set to expire. Every computer will have a
unique Computer ID, which is associated with a specific license key.

1. Request a license key for NetWitness:

PATH: start—>Programs—>Netwitness—>Netwitness 8.6 Investigator—>
License Manager

The NetWitness License Key Manager window appears.

2. In the Computer ID field, copy the computer ID and send it to support@NetW itness.com.

NetWitness will respond with an e-mail containing a key file (.nwk) attachment.

3. Re-open the License Key Manager window and click the IMPORT KEYS button. The Open window
appears.

NetWitness Corporation 5
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4. Select the .nwk file and then click the OPEN button.
5. Click OK. The valid keys display on the NetWitness License Key Manager window.

a. 'To view the Product, Status, Generated and Expires for the license key, click the KEY DETAILS
button.

b. To delete a key, select the key that you want to delete and then click the DELETE KEYS button.
6. Click the EXIT button.

7. Incorrect license key entry is a common source of NetWitness operation errors. Therefore,
please verify your key options including product, number of sources, and expiration date. If you are
still having problems, please contact NetWitness Suppott at supporf@Net W itness.com, preferably
with a screenshot of the KEY DETAILS dialog,

6 NetWitness Corporation
R1.3.0812
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Chapter 2
Investigator Basics

Overview

NetWitness is a security intelligence product that audits and monitors all traffic on a network. It
creates a comprehensive log of all network activities and interprets the activities into a format that
network engineers and non-engineers alike can quickly understand.

NetWitness INVESTIGATOR is the application you use to analyze the data captured from your
network in order to identify possible internal or external threats to your security and IP
infrastructure. You can import data from other collection sources o, if you have the Field
Edition, perform live data capture (see Lzense Options on page 8).

You can capture directly from a local network interface or download a collection from a localhost
or a remote service (such as a DECODER or CONCENTRATOR). Username/password are required
to authenticate to the NetWitness Framework. Connection can be encrypted with SSL.

Application and Network rules are created for live capture collections as well as for imported
collections. Users can customize these rules or disable them as needed (see Rules Overvien on
page 49).

NetWitness converts each protocol into a common language, so knowledge of protocols is no
longer needed. Performing analysis using INVESTIGATOR can be as simple as looking for user
names, e-mails, applications, resources, actions, computer names.

NETWITNESS CORPORATION 7
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¢ Data |
: — Rk Nama: | Fiter OO o e Ik elienis
gl Dot | (@e=b0.3.0.1 1] 0.8e0mL0. 112 1| (5.0 03,01 1] BuR=10:11.2)
P ——
H ) e s vakd.
Investigator o
¥
P
x B
—
e o
R —
S —
Network laye | e
] ﬂlterS Defedsen | servics = B46T & acton wsercho

Itbsscnn Vakdaton ErcrsWarnngs
Fude s vl

|
@ Parsers e

e Fiber Truncan
Packets P—p—
reassembled sl “r
into sessions
ot e
L [ P —
y Application laye TGP Dest
filters Time Session ID | IP Dest Port Service Type
2008-Sep-24 (19:34:44
Meta created 2008-Sep-24 09:34:44| 10529916 64.78.17.130 | 80 HTTP
2008-Sep-24 09:34:43| 10529917 68.70.32.4 443 SSL
Index 2008-Sep-24 09:34:46| 10529918 64.78.17.130 | 80 HTTP
> 2008-Sep-24 09:34:47| 10529919 64.78.17.130 80 HTTP
| 10529920 67.72.32.193 | 21 FTP
[ Destination IP address I Service Type
8n B ————————— * 64.78.17.130 (16,348) - 68, L!;‘ HIIP (8.915
Investigator drill points -
. g P | Action Event | TCP Destination Port i‘ D City
pivot off indexed values get 6,58 - put 443 (haps) (15.407) - B0 sunnyvale (14,776}

The user can keep several windows open, arrange them on the screen to facilitate comparison, or
create tabs to view the content as the analysis progresses.

¢ Investigator Concepts (see page 10)
¢ Menus(see page 11)

+ Navigation (see page 15)

¢ Navigate Multiple Views (see page 17)

License Options

NetWitness INVESTIGATOR has extensive licensing options. Some features in this User Guide
may not be available to you. Please contact your account manager for more details.

8 NETWITNESS CORPORATION
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About Parsers

A parser is a program, usually part of a compiler, that receives input in the form of sequential
source program instructions, interactive online commands, markup tags, or some other defined
interface and breaks them up into parts (for example, the nouns (objects), verbs (methods), and
their attributes or options) that can then be managed by other programming (for example, other
components in a compiler). A parser may also check to see that all input has been provided that is
necessary.

All Metwark Protocals are converted into the NetWitness Comman
Language

Nouns Verbs Adjectives
= Computers 3 Login o) Tune
€ Users £ Get _‘i Aliases
¥y Applications £ Put \g Properties
£] Resources 2 Attach

E' Content

Exarnple: E-mail parser extracts this description from SMTP protacol:

£ ERC TN . Y-

usen@hotmail com Sent e-mail with Hagk zip using SMTP on 11730 from 192 168.1.21

The metadata contains important information such as network and application events. All
enabled parser plugins examine sessions and produce metadata. For example, in an FTP session,
the FTP parser will produce metadata such as login name, password, and file operations including

get, put, or delete. For a detailed list of the 45 parsers used by NetWitness, see Parsers and Associated
Metadata on page 110.

The custom-defined Search parser and the FLEXPARSE™ tool can be configured by the user,
extending your analysis capabilities considerably (see page 57).

NETWITNESS CORPORATION 9
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Investigator Concepts
Some of the concepts that pertain to using INVESTIGATOR are briefly described in the following
table.
CONCEPT DESCRIPTION
Parser A program, usually part of a compiler, that receives input in the form of
sequential source program instructions, interactive online commands,
markup tags, or some other defined interface and breaks them up into parts
(for example, the nouns (objects), verbs (methods), and their attributes or
options) that can then be managed by other programming
Drill The action of clicking on a link to the next level of detail. A drill point refers
to focusing the analytic view on a specific subset of a collection defined by
a particular metadata element (See About Parsers on page 9).
For example, to focus analysis on sessions related to a specific IP
address, the user can drill into that IP address to refocus the analytic
view to only those sessions related to the selected IP address. Drilling
will create a breadcrumb trail in the Navigation view that shows the user
the path traversed to the current drill point.
Collection A collection is a logically related group of packets. It consists of one or

more capture or remote device files. A collection can be created either by
the live capture capability within NetWitness INVESTIGATOR, by importing
existing pcap files, or by connecting to another NetWitness appliance.

Collection Summary

A scalable high-level view of the characteristics (session count, session
size, packet count) of a selected collection for a specific timeline.

Navigation View

The central mechanism for drilling into the extracted metadata.

Search View The mechanism for locating individual sessions with specified string values
or regular expressions.

Bookmark Analogous to a web browser bookmark, NetWitness INVESTIGATOR
bookmarks let the user create a reference to a single session or a group of
sessions. A single-click mechanism returns the user to the selected
session(s).

Breadcrumb Breadcrumbs are a way to maintain a path from the root of the collection to
the current drill point. The user can click on any element within the
breadcrumb to jump back to that point in the drill path. For example, if the
user has drilled into service HTTP:size medium:protocol TCP:time 11 AM,
clicking on size medium will jump the navigation window back to that drill
point.

View The relative position you are using to look at the captured data, in
descending order:

¢ Summary
¢ Collection
* Report
¢ Session
+ Search
+ Content
10 NETWITNESS CORPORATION
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CONCEPT

DESCRIPTION

Sessions

A group of related data packets. These packets are grouped into sessions
based on the transactional nature of the communication, as in the
client/service request and response.

Content

The actual information or object represented in the data capture. The
content of a session consists of every packet captured for that session.
Session content can be viewed by its content type (web, e-mail, IM, text,
etc.).

Metadata

Specific data types (Service Type, Action Event, Source IP Address, etc.)
used by the parsers to count and itemize in the captured data. A detailed
list of metadata for each parser may be found in the NetWitness System

Administrator Guide.

Index

Indexes are internal NetWitness data structures that organize the metadata
elements of sessions and are generated during data processing for a
collection. The content of the index, and consequently the metadata
elements that are displayed in the Navigation view, are controlled by
settings in effect during collection processing. Rebuilding a collection will
regenerate the index.

About the Investigator Menus

The menus for INVESTIGATOR ate:

¢ Collection (see page 12)
¢ Edit (see page 13)
¢ View (see page 13)
¢ Bookmarks (see page 14)
+ History (see page 14)
¢ Help (see page 14)
@, Netwitness Investigator 8 - The Investigator Menu bar

NETWITNESS CORPORATION
R1.3.0812
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Each menu contains commands that perform specific functions inherent in INVESTIGATOR
procedures. While the menus are available on all screens in INVESTIGATOR, some of the menu
options are dependent upon the level where you are working. An option must appear highlighted
for it to be available. If it is gray or dimmed, the option is not available.

y

You should also be aware of the right-click option menus. There may be options available that are not
represented by an icon on the toolbar for a particular view. These are explained in the chapter on Data Analysis on
page 63.

Each menu lists commands that can be executed by clicking on the command or by using a
shortcut key. An underlined character in a command, when pressed simultaneously with the CTRL
key, serves as a shortcut key for that command. Some commands have an additional shortcut key
ot keystroke combination that is listed alongside the command.Some commands carry out an
action immediately while others open a dialog box allowing you to select options. A description of
each menu and its options follows.

Collection Menu

Connect CTRL+ T | Initiate a connection with the database.
Disconnect [NONE] Terminate the connection with the database.
New Local Collection | CTRL + L Create a new local collection.
New Remote CTRL + R | Create a new remote collection.
Collection
Edit Collection CTRL+ E Edit the selected collection’s properties.
Import Packets CTRL + | Import packet files into the selected collection.
Export Collection [NONE] Export packet files to a saved format (.pcap, .raw, .xml, .csv, .txt).
Reprocess Collection | [NONE] Allows the user to export the selected collection to a new collection,
thereby reprocessing into a new collection and applying the active rules.
Delete Collection [NONE] Delete the selected collection.
Navigate Collection CTRL + N | Navigate to the selected collection.
Summarize Collection | CTRL + S | Creates a high-level snapshot of the selected collection
Delete Content Cache | [NONE] Clears the content cache for the selected collection.
Exit [NONE] Close the application.
12 NETWITNESS CORPORATION
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EpiT MENU OPTION

KEYBOARD SHORTCUT

DESCRIPTION

Undo CTRL +Z Resets the field last entered to its previous value.

Cut CTRL + X Removes the value from the field (or highlighted text)
and places it on the Windows Clipboard.

Copy CTRL+C Copies the value from the field (or highlighted text) and
places it in the Windows Clipboard.

Paste CTRL +V Places the contents of the Windows Clipboard in the
active field.

Select All CTRL+A Selects all the values or items based on where the cursor
is placed.

Find CTRL + F Creates a search for a user-defined term.

Options CTRL+ O Opens the Collection Configuration (scc page 33)
dialog box:
¢ General
¢ Display
¢ Reports
¢ Capture
¢ Process
¢ Audio Codecs
¢ Advanced

Rules CTRL + U Opens the Rules Configuration (sce page 33) dialog
box:
¢ Net Rules
¢ App Rules

View Menu

VIEW MENU OPTION KEYBOARD SHORTCUT DESCRIPTION

Refresh F5 Refresh the collection list with the latest information.

Session [NONE] Allows the user to view a specific session in the active
collection by entering the session ID.

Google Earth [NONE] Allows the user to represent the active data within Google

Earth. The GeolP parser must be active when the data is
processed.

NETWITNESS CORPORATION
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VIEW MENU OPTION KEYBOARD SHORTCUT DESCRIPTION

Collections v If checked, the Collection page displays the collections by
name, status, and size.

URL Bar v If checked, the time range, collection view, and search
fields are displayed.

Capture Bar v If checked, the Capture Bar is displayed.

Welcome Page The Welcome Page contains Frequently Asked

v Questions about Investigator and Recent News from

NetWitness.

Status Bar v System status messages and warnings appear on the
Status Bar.

Bookmarks Menu

BOOKMARK MENU OPTION | KEYBOARD SHORTCUT | DESCRIPTION

Add Bookmark [NONE] Adds the current drill path or session listing as a
bookmark. This option is only available while navigating
within a collection.

Organize Bookmarks [NONE] Allows the user to arrange existing bookmarks or
remove them. This list is user-specific.

History Menu

The History Menu displays and allows an immediate jump to any of the last 10 drill points created by

the uset.

Help Menu

HELP OPTION DESCRIPTION

Help Documentation

www.adobe.com.

A fully searchable PDF of the NetWitness Investigator User Guide. To be
able to view PDF files, you must have the latest version of Adobe
Acrobat® Reader installed. You can download this free application from

Registration ID

Displays your Registration ID for INVESTIGATOR.

14
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HELP OPTION DESCRIPTION

Check for Update Advises if there is a more current Version of INVESTIGATOR available.

NetWitness Investigator

You have the most recent wersion of
MetWitness Investigatar,

Mo new updates are available at this time.

License Manager Displays your computer ID and the Product Keys for each NetWitness
application. The status of the Product Keys and the date generated is
provided, as well as any applicable expiration date.

-‘? License Manager MNETWITNESS
‘Computer 10
| 54-706-210 Copy
Product Keys
Product ey Status
QNetW\tness Informer Valid Key
&, Netwitness Investigator Valid Key
\i) Mt:ﬁmms]mestigm
1 Wi
Gnerted: 121712007
Expires: Never
Product Options:
Inport Keys... | KeyDetals |  DeleteKey | Capture = 1
Remots = 1
Show Log This text file is analogous to the log files created by the DECODER and

CONCENTRATOR. It provides a record of all INVESTIGATOR actions and also
records system warnings and failures.

About INVESTIGATOR Displays the version of the INVESTIGATOR software installed on your system

Collection Navigation

As you explore the data in a collection, it is important that you understand the features in
INVESTIGATOR so that you know where you are in the collection. Because there are multiple data
items that you can drill into at any point along the way, it would be easy to direct yourself away
from an item of interest and proceed down a less productive path.

+ Navigation View (sce page 10)
+ Navigate Multiple Views (scc page 17)
+ Session List View (sce page 19)

+ Content View (see page 20)

NETWITNESS CORPORATION 15
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Navigation View
On the main Collection screen, double-click the desired collection (Sample Data) to open a new tab
for the Navigation process.

New Tab for o = —
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collectiol Poalzoon gl om0 painaks  gRay Hol
T
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5

£ Z00E-0% -5 1 2.34 2O2E=-25-000 | kil

Repoﬂi—? Cesnienon Coaivn d20 ol 113 eime -
wnirad acwar (15T -chine (= 558, -coninca 3" S5 -unlied kl-gde= 0 T80, - f-ores 1,1 50) - geads (BEI] —naky (B2
| Ppeicuran indomalim ER0 7 gy V= prcdamd me V] = Sl one 00250 Lagm B0 v g b (2580~ smmd e RG0S
Values—— erctliextanls ¢5] Kt §F e A T
mllpprlaredy oo | 20 = -k (22 Lrapl sk - ool e S50 - papann 133 0 = s gy (2060 [roans
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The tab for the selected collection shows a listing of the processed reports (e.g. IP Protocol, Service
Type, Action Event, ctc.). Each of the report types (see page 110) lists report values and their
associated session counts.

Navigation Toolbar

The appearance of the collection reports and the data contained are determined by the
combination of selections you make on the Navigation toolbar. For example, the Time Graph =+
allows you to expand a section of time for closer examination. For a detailed explanation, see

Nauvigation Toolbar on page 67.

The user can now perform either of the following two functions:

FUNCTION DESCRIPTION

Drill into a Report Value This will refocus the current view into a Navigation view with that particular
report value as a filter.

Drill into a Session List This will display a list of all the sessions for a specified drill point and their
associated metadata. Session content may be viewed from this list.

16 NETWITNESS CORPORATION
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As you begin to drill into sessions and values, it is usually helpful to arrange the session and
content panes so that you can easily compare data. Each of the labeled elements can be undocked
and moved, or hidden. The displayed arrangement is the default when INVESTIGATOR is installed.

INVESTIGATOR
Menu Bar__—W’

All Data

Bookmarks  History  Help

@ ek welcome (| @ SamplData @

Navigation Bar__jgg

uo g

Session List

<[ Sample Data > 192.165221.128 > Sessions for HTTP 2

Fage 1 of 5 ©|0 0 EEERLIEE

Service Size  Events

2008- P/ 60.01 [B]oooc2sazioz

4 | = Sample Data Content - Session 25000

GET /search?hi=en&q=scientific+development

* hl=en
+ gescientific development

Hdumepma

Web Images Maps News Shopping Gmail more v Blogs Books Calend

Pane—

Google
[scientific development Search | Advancec
Preferenc
Web  Books

Scientific Technology
WhiteDwarforg  Contribute to a Monprofit Project And Support Scientific Develop)

Home Office | Home Office Scientific Devel}

[) referer: hp://
Iy ctient: m

B aiias ip: 64.2.
B aiias nost:
[ action: get

I cirectory.

Home Office Scientific Development Branch.
scienceandresearch homeoffice.gov.uk/hosdb/ - 18k - Cached - Similar pages

Worldwide Developers Conference 2007 -
Development ...

To foster cutting-edge development on Mac OS X and provide a platform where sci
developer.apple - 10k - Cached - Similar p:

The Development of Scientific and Religio

Most scientists who have given the matter any thought. tend to be fans of Karl Popper
i bede org uk/intellectual htm - 40k - Cached - Similar pages

Content
Pane

+ If you want change the position or orientation of the Session List pane or the Content pane,
grab the edge of the pane and drag it out of position. Docking guides show possible
positioning for the pane. The transparent blue area indicates the original position of the

pane.

@ Hetiitness Tnvestigator 8 I
i Colection gdit  View Bookinarks History Help
T ][ sample bata > 152.168.221.129 > Sessions for cnina o0

@ Siwecome 6@ 5ok G
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One possible re-arrangement of the panes is shown below. You can determine which

arrangement works best for yourself.

R MetWitness Investigator 5

129 = Sessions vor “chiri

= Sample Data > 192.168.221

g wielcome | | @ Sarple Data G |

e | oiie 20 IQIQ > | GJ

Displisying 1 - 20 o 387 =

bz
=] 00:0C:29:A2:10:2A —> 00:50:56:FD:92:94
129 —> 159.226.25.136

o) [

“Firrie Seervice Siee

2008-May-30 IP/TCP/ 21.33
14:49:37 HTTP KE

Sample Data Content - Session 25002

The 2004 Report on Scientific Development

The 2004 Repori on Scicntiiic Developroent is the soventh of such monographs: of the Scienees

and Hocicty Soerics published by CASD The report iy prefaced by oan andicls entitled Somne
crations on o China's

Cons
HET Developmoent, in which
CAl L Yongiang 2004

tiakess aninedepth and

rational - anialysi of  the (X S g

developrient of ienes and .' E E

technology in China v ﬂ
Science Development Report

1, P

|~

‘ﬂ The Docking Guides are only available if you are using one of the 2007 themes (Edit = Options).

Content Pane Display Options

You can also use the display buttons in the upper right-hand corner of the Content pane.

To DO THIS...

View the Options menu to change the location of the Content pane.

Floating

|Z| Dockable

CLICK THIS...

Tabbed Docurnent

Auko Hide

Hide

NOTE: The Floating option is useful if you are using dual monitors.
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CLICK THS... To DO THIS...

E AutoHide hides the current Content pane and creates a tab to restore the
content view.

The Hide button closes the Content pane.

Click on the Options icon to change the properties of the pane.

Session List View

The Session List view will display a representation of all the sessions that correspond to the drill
from the Navigation view:

a1 NetWitness Investigator 9
i Collection Edt View Bockmarks Hstory Help

All Data = Sampl.. > HTTP > Sessions for 192.168.25.251

Session List
Toolba

Thumbnail

@ o4 Wekome @ serpleData @3
. 3 :
Image | Pagetorz lo[OW NREE
\ ‘:i Time Service  Size Events
Timestamp\ 2008-May-30 1P/ TCP; 2884 = o00c29:3 0 => 00:14:01-3E28:F%
7/—»”” K& k152168 1->125.65.76.2
. @ rzre-> tp)
Service Type”/ & payioad: 25026
/ A3 medium: 1
. . A tep flags: 30
File Size, —— A streams: 2
= A packets: &0
Events —_— ] A riterime: 0

\» @ action: ger i

M« directory: (001
filename: nkhtm

od #XtENsion: htm

(3] client: Mozilla 4.0

M. alias.ip: 125.65.76.2

o — M alias nost wowl2.w 25 west263.cn
——
el astion: get
.

+ Thumbnail image- A small image of the content for that session. If you click on the image, the
Content pane opens.

# Time- The date and time of the data capture

+ Service- The protocol(s) used by the network

¢ Size-The session size

¢ Events- List of metadata items found in the session.

For example, if a user has clicked on a session count of 212 to the right of a particular Address
report value from the Navigation view, the resulting 212 sessions will be listed on the Session List
view.

NETWITNESS CORPORATION 19
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Session List Toolbar

This toolbar facilitates moving among the individual sessions for the chosen Report and Value.
appearance of the collection reports and the data contained are determined by the combination
of selections you make on the Navigation toolbar. For a detailed explanation, see Session List Toolbar
on page 79.

Content View

To view the content in a particular session, you click on the Thumbnail image. A separate pane
displays the content detail for that session. You can select any one of the following formats, such
as View Web gl , from the Content Toolbar.

2, Hetwitness Trvostigator &
i Colection Edt Yiew Bockmaks Mstory help
Al Data = | wepsurt > verun

View Web

@ Someis Data

L]
D0 | websurfing Content - Sessian 57

FREE SHIPPING
When you spend $25 or more
¥ SEE DETAILS

BARNESNOBLED

USED BOUT | BUSINESSB | MEDICINE: | NEWSUSED | LIBROS EN
HOME R OF PRINT : TECHNOLOGY : SCIENCE TEXTBOOKS ESPANDL 1

BROWSE BOOKS : WHAT'S NEW : BESTSELLERS : COMING SOON : RECOMMENDED

Save Up to 30% - Top 10(

SEARCH] N

Know what you're looking INAL DAYS

for?

Search books, music, SUMME R SAL

and video Save 30% to 40%

Bookstors ~ — “/_Eln the Hott
< | 3

You can continue to explore the data through drilling into specific items, search the session for a
particular term, string, or other values.

For more details about viewing content through INVESTIGATOR, see Confent 7w on page 82.

Content Toolbar

When you view content, INVESTIGATOR selects the probable best format, based on the
collection’s type of service. Once you open the Content view, you are able to change from the
default Auto to any of the other options. For more information, see Content Toolbar on page 83
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Getting Started

This User Guide llustrates the capabilities of INVESTIGATOR, although your effectiveness depends
upon the types of threats your organization is experiencing, Generally, there are two main
categories that concern an organization:

# Malicious user activity—The introduction of malware that is destructive to your network,
such as virus or other intrusive programming,

+ Anomalous activity—This can be anything from downloads from your network during
off-peak hours to excessive activity with a suspicious source or content.

INVESTIGATOR, through the NetWitness Data Model, enables you to see the content through
filters that you customize to fit your specific objective(s). How you do this necessarily depends on
your understanding of the characteristics of your network. It is beyond the scope of this
document to attempt to illustrate an extensive number of scenarios describing how
INVESTIGATOR should be utilized on any specific network.

INVESTIGATOR can enable an historical investigation into events leading up to a network alarm or
incident.

If you know that a certain type of activity is taking place on your network, you can select only the
reports of interest to examine the content of data collections.

Once you become familiar with data navigation methods, you can explore the data more
completely through:

¢ Drilling into reports and report values
# Searching for specific types of information

+ Reviewing specific sessions and session content in detail.

The initial task of configuring INVESTIGATOR is described in the remainder of this chapter. As
you work with the application, you may decide to change certain settings to optimize
performance.

NetWitness Corporation 21
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About the Investigator Main Window

When you first open INVESTIGATOR, the Collections screen and the Welcome Page display. This
window enables you to create new collections and manage the existing saved collections.

Menu Bar

Data Time Range

Toolbar - Provides
shortcut buttons for

X \ Collection Edit  View\WWBoo
common functions.

Last 7 Days of Collaction Time

dxglesli@ @I
Status

Ready
News Feed

Capture Control

Start/Stop button

Minimize,
Maximize,

Collection View Refresh Stop Search and Close

Collection Collection_ Collection

= NetWitness Investigator

T RX tag Welcome 3

investigator

powered by | |

NetWitness Zacks.com - EMC's RSA Unveils New Products Google

Getting Started

Simply double-click into “Deme Collection” in the Collections Tab (on the left) to

browse s analytical c il For more an

You Tub how to load and capture your own data, apply filters and alerts, and perform

analysis see the FAQ below or visit our YouTube channel The NetWitness
Investigator User Guide is also an excellent resource for detail and context on
using the application. You may obtain a sample .peap file here,

Introducing NetWitness Visualize!
A revolutionary new way to
Visualize network traffic,
NetWitness Visualize brings the
data to you in a dynamic and
interactive interface that anyone
can interpret. Included in Informer
2.0, this new feature leverages the
award=-winning NetWitness
NextCen network capture and
analysis infrastructure to
automatically retrieve and display
images, documents, audio and
WolP conversations of interest.

Selected Collection

(5, Line Rate: — 0 /0 Mps

apture Adapter

A Collection may display any of the following in the Status column:

¢ Not Connected

¢ Connecting

¢ Unable to Connect
¢ Ready

¢ Processing

¢ Exporting

+ Importing

¢ Error

22
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You access the configuration options from the Edit menu on the INVESTIGATOR main window.
Settings that are not listed in these options may be viewed or changed in the Application Data

File

Last 7 Days of

| <2 Pan-Dd
|S2 PaN-cq

: Collection Editigiew Bookmarks History Help

Undo
Cut
Copy
Paste

|""-:?frenz"-' Select All
|S2 PaN-DE Eind
|SZpan-cd] | Rules

Custom Actions
Options

Ctrl+Z
Ctrl+X
Ctrl+C
Ctrl+V
Ctrl+A
Ctrl+F
Ctrl+U
Ctrl+M
Ctrl+O

’ NetWitr

The Options dialog box has seven categories:

General (see page 24)
Display (see page 25)

Reports (sce page 26)
Capture (sce page 27)

Process (sce page 28)

¢ Audio Codecs (sce page 30)

# Advanced (sce page 31)

General || Display | Reports | Capture | Process | Audio Codecs | Advanced

The complete configuration settings for INVESTIGATOR are available in the Application Data File on your system
(ﬂ after installation. For a detailed description of these settings, see Investigator Configuration Settings on page 131.

NetWitness Corporation
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General

This section allows you to determine where all collections are stored, thumbnail size, and warning
prompt settings.

Display | Reports | Capture | Process | Audio Codecs | Advanced

Default Collection Path | C:\\Documents'psermname \Investigations &

[¥] Automatically Check for Updates
[] Alow Investigator to Reach Internet
[/] Show Welcome Page on Application Startup
[/] Smart Hide Collections Page
[¥] Show Descriptive Toaltips
If at any point in the application you have opted to

Reset Warmng Prompts disable 3 warming prompt, dicking this button wil
re-enable all warning dislogs,

Restore Defadt Settings.  Reset Investigator Settings to the Default Settings.

+ Default Collection Path—This is the default directory path where all collections are stored on the
system. The default path is My Documents\Netwwitness\Collections.

+ Automatically Check for Updates—\When checked, INVESTIGATOR automatically checks for new
updates and prompts the ser to download them.

+ Allow Investigator to reach Internet—\When checked, INVESTIGATOR reaches out to the
NetWitness web service to load the most recent FAQs, News and Community posts in the
Welcome page.

+ Show Welcome Page on Application Startup—When checked, the Welcome page is automatically
displayed when INVESTIGATOR opens.

+ Smart Hide Collections Page—When checked, the Collection bar collapses when a collection is
navigated.

+ Show Descriptive Tooltips—When checked, tooltip descriptions display as you roll over icons or
regions of the INVESTIGATOR pane(s).

+ Reset Warning Prompts—T'his button re-enables all warning dialogs.

+ Restore Default Settings—This button restores all settings to their default values.

24 NetWitness Corporation
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Display
This section allows you to specify the way INVESTIGATOR appears and options for Session and
Content View.

General | Dis Reports | Capture | Process | Audio Codecs | Advanced
Theme
Office 2007 _Siver
Session View Cptions
Sessions Per Page 20
[¥] Automatic Thumbnail Generation
] Limit Thumbnad See: | 512 B

Content View Options
Packet Display Limit 50
Max Session Size o ]
7] Sessions Viewed Side by Side
[ | Do Mot Embed Application Types
(/] Enable C55 Reconstruction
| Disable Native Content Views
(7] Automaticaly Decrypt SSL Sessions

Theme
A theme is a set of elements, such as color scheme, that allows the user to personalize the
appearance of INVESTIGATOR.

Choosing any of the 2007 themes allows the use of docking guides, as described in Navigate
Multiple V'iews on page 17.

Session View Options

+ Sessions per Page—The number of sessions shown in Session List view.

+  Automatic Thumbnail Generation—If checked, thumbnails will automatically be generated
when viewing a session list.

+  Limit Thumbnail Size—\When Automatic Thumbnail Generation is checked, the user can specify a

size limit for thumbnail generation for any session content above the limit.

Content View Options

+ Sessions Viewed Side by Side—\When checked, Content View shows side1/side 2 side by side, as
opposed to top down. You must clear the content cache for each collection for this option
to take effect.

+ Do Not Embed Application Types—\When checked, application, audio, and video content types are
not embedded into the NetWitness content display page.
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+ Enable CSS Reconstruction—When checked, the application attempts to find and load the
website’s CSS files from other sessions. If you are having problems viewing specific
websites, try checking this option.

+ Disable Native Content Views—\When checked, the user is prevented from viewing content in
Web, MAIL, IM, and VOIP formats. This option is not normally used.

+ Automatically Decrypt SSL Sessions—\When checked, the content display page decrypts SSL
sessions that were encrypted with any of the provided RSA keys.

* RSA Keys Folder—When the Decrypt SSL Sessions is checked, the user can specify the
location to save RSA keys.

Reports

The user specifies the reports that are compiled when data is processed. The available settings for
reports are:

¢ Auto—This selection allows the application to determine whether the report is opened. If
there are less than 10,000 sessions, it is opened.

# Open—This selection opens the report regardless of the number of sessions.
# Closed—This selection does not display the query results for the report.

+ Hidden—This selection does not display the report.

For example, if the user only sets the Service, Time, and Address reports as Open and sets the rest of
the reports as Hidden, any Collection processed with those settings, only those three reports are
listed in the view. If you change the report settings, you must refresh the collection to reflect
those changes. The Reports Toolbar allows the user to group or re-arrange reports for ease of use.

o —

Reports Toolbar \- General | Display | Reports | Capture | Process | Audio Codecs | Advanced
=l IR
Report State A
Found Search Auto s
Match Search Itemn Closed -
TCP Destination Port Auto -
TCP Source Port Hidden -
UDP Target Port Auto -
UDP Source Port Hidden s
Source Country Auto -
Destination Country Auto -
Source Organization Auto -
Destination Organization Auto -
Password Closed s

Full Mame

Subject

Crypto
Organization
Database Mame Auto -
Group Channel Auto o
Etharnat Drntnrnl Austn -

0K Cancel

< |
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Reports Toolbar
CLICK THS... To DO THIS...

EI Set all reports to Open

Set all reports to Closed

Set all reports to Auto

I;‘ Set all reports to Hidden

|E| Move the selected rule up in the list

Move the selected rule down in the list
Capture

In this section, you specify the capture configuration options for INVESTIGATOR.

Network Adapter

Select the appropriate adapter for your network.

aﬂ The default network adapters available are set at installation. Consult your System Administrator for more
information.

Advanced Capture Settings

# Max Disk Usage-The percentage of drive space allowed to be used by the system.
If this value is 100, the drive is allowed to fill up completely

+ Buffer Size (MB)-Specify the size in MB that is used to cache packets on the network

Evidence Handling

# Hash Captures—External files that can be used to validate that the original capture files are
intact.

# Hash Directory—Specifies the file location.

NetWitness Corporation 27
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Process

There are three processes configured on this tab. Use the scroll bar to move through the dialog
box.

+ Application Parsers (see page 28)
¢ Assembler Properties (see page 29)

¢ Memory (see page 29)

Application Parsers

Use the Select All icon or the Clear All icon to make your selections.

“. Options

|General |Advanced |Reports |Pr0cess }Qudio Coders |

B Application Parsers
AIM
action

|

attachment
client:
username
ALERTS
alert
BITTORRENT
DHCP
alias host

IHEREEREEEE
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SETTING

DESCRIPTIONS

Session Timeout

Assembler active session timeout in seconds. This is how long a session
can be idle inside the assembler's cache.

The assembler timeout value specifies the time the assembler waits for a
session to complete prior to timing it out. Too many sessions waiting to be
timed out can occupy large amounts of memory (large timeout value);
however, too many sessions timing out at once can cause
system-degraded write performance (small timeout value).

NOTE: Timeout values less than 15 seconds or greater than 180 seconds are not
recommended.

Chain Timeout

Assembler active chain timeout in seconds

Maximum Session Size

Assembler maximum session size in bytes. This is the maximum amount of
data a single session can retain. If the size exceeds this value, the data is
truncated to the maximum size.

NOTE: Reducing the amount of memory can improve performance; however,
sessions above this byte limit will be truncated.

Maximum Index Size

Specifies the maximum index size

Minimum Parser Bytes

Specifies the minimum number of bytes to parse

Maximum Parser Bytes

Specifies the maximum number of bytes to parse

Packet Partial

Allows for truncated packets and ignores checksum. Enabling partial
packets will allow assembly of truncated packets and also not perform ip
and tcp cheksumming.

Memory
SETTING DESCRIPTION
Session Pool Total sessions to keep in preallocation pool. This is a performance setting
which allocates the number of sessions on NetWitness start.
Packet Pool Total packets to keep in preallocation pool. This is a performance setting
which allocates the number of packets on NetWitness start.
Using a larger packet pool can increase performance.
Chain Pool Total number of chain entries in the preallocation pool.
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Audio Codecs

NetWitness loads the standard Microsoft Operating System codecs; however, the user can modify
existing codecs. Codecs can be bound to the channels for replay; however, the required codecs
must be installed locally to be available for channel assignment.

“. Options

General | Display | Reports | Capture | Process | Audio Codecs || Advanced

Pavload Type | Audio Codec Binding ~
o CCITT u-Law (8,000 kHz, & Bit, Mono )
z Microsoft ADP 000 kHz, 4 Bit, Mono )
3
4 Microsoft G.723.1 (8 kHz Mono, 6400 Bitfs )
5
&
7
S CCITT A-Law (8,000 kHz, 5 Bit, Mono 3
9
10
11
12
13 v

| &

Edit Delate Reset Mote: Changes are saved immediately,

|_DKJ Caniel
When you highlight a row, there are three actions available:

+ Edit-When you click the Edit button, a dialog box opens that allows you to select:

¢ Name (sound quality)-The choices are CD, radio, or telephone.
Click Save As... to give the new codec a Name.
Click Remove to remove the value from the dropdown list.

+ Format—Select the format you want associated with the codes from the dropdown list.

+ Attributes—Select the attributes you want associated with the codes from the dropdown

list.
Select Audio Codec for Payload Type #73 rz|
Mame:
[untited] v
Format: | Microsoft ADPCH v |
Attibutes:  |B.000 kHz, 4 Bit, Mano dkbises v

# Delete—When you click the Delete button, the actual audio codec is not deleted. Its content is
merely cleared.

# Reset—When you click the Reset button and click Yes to confirm, all the standard Microsoft
Operating System codecs are reinstated.
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Advanced

This section allows you to set options for Indexing, Threads, and LLog Messages.

“. Options

General | Display | Reports | Capture | Process | Audio Codecs | Advanced

Indexing Options
Index Max Size (ME) | 256

Query Page Size (MB) |2

Mum Query Pages 20

Threads

Thread Priority Below Mormal -
Render Threads 4

Log Messages

[ Log Debug Messages

|_ 0K J Cancel ]

Indexing Options
¢ Index Max Size—The maximum size in MB that the local index can attain.

# Query Page Size—The query page size in KB. For large queries, an increased size can produce
more accurate results.

+ Num Query Pages—The number of memory query pages to be cached for reuse.

ﬂ Changing either of the query page settings requires a service restart.

Threads

# Thread Priority—The user can control the thread priority of the overall user interface.
+ Normal-This setting gives no priority to the data capture thread.

+ Below Normal —This setting gives priority to the data capture thread during a sustained
capture.

# Render Threads—The number of CPU threads allocated for rendering data, as users perform
other analysis operations simultaneously.

Log Messages

+ When checked, all debug messages are written to the log;
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Configuration Settings File

The configuration settings for INVESTIGATOR in the Edit— Options menu described in this chapter
are not the complete settings available. The complete list of settings is found in the
Nwinvestigator8.settings file created on your system at installation (see Investigator Configuration Settings
on page 131).

PATH: c:\Documents and Settings\user\Application Data\Netwitness\
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Chapter 4
Collection Management

Overview

Collections are logically-related sets of packet data. This packet data is processed by NetWitness®

INVESTIGATOR into the NetWitness Data Model. Once processed it is available for analysis.

INVESTIGATOR has very flexible configuration options to reduce the amount of time required to
process the data analysis. This chapter describes how to configure your data collection to find a
specific kind of activity.

Collections are created and populated with data through import from another source or live
network capture before analysis with INVESTIGATOR may occur.

Accessing Data

Investigator enables you to analyze data from two sources:
¢ A remote device, such as a DECODER or CONCENTRATOR

# A Local collection, either a live capture or packet imports (size is defined by NetWitness
License Agreement (see License Options on page 8)

Collection Configuration

Before actually capturing data for analysis, you must set the options for the collection that govern
the behavior of data processing and the user interface.

There are two levels of configuration that are required with INVESTIGATOR.

+ Application Level - Settings for new collections, such as where collections are stored,
thumbnail size, index settings and content view, and warning prompt settings. Changes at
this level do not affect existing saved collections. (see page 23)
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# Collection Level - Settings for file location, locking a collection, or making a collection the
default collection. (see page 34)

Collection Level

When you create a new collection, the configuration dialog box displays.

% New Local Collection

|L0ca| Collection |

Collection Mame | Mew Collection Mame |

| Ci\Documents and SettingsiUseriiy DocumentsietWitnessiInves

[ Lock Collection
|:| Auto Conneck

[ 0K ][ Cancel ]

+ Enter a unique name for the new collection in the New Local Collection dialog box.

(ﬁ NOTE: Collection names may not contain the following characters: / \ * ? " < >|

# Specify a location for the new collection if you want it saved other than the displayed folder
by checking the Override Default Location checkbox.

¢ Check the Lock Collection checkbox if you want to prevent the collection from being deleted
or used for future capture/import.

¢ Check the Auto Connect checkbox if you want the collection to open each time you open
INVESTIGATOR.

‘ﬂ The settings for a collection can be changed at any time.
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Investigator Toolbar

The INVESTIGATOR toolbar contains shortcut buttons that are used frequently to work with
collections. Some of these operations can be accessed with keyboard shortcuts. There are other
actions available from the Collection menu (see Colection Menn on page 12).

Chapter 4  Collection Management

CLICK THIS... OR PRESS THIS... To DO THS...
] CTRL+L Create a new local collection.
e+ CTRL+ R Create a new remote collection.
i CTRL+ E Edit the selected collection’s properties.
E [NONE] Delete the selected collection.
il CTRL + | Import packet files into the selected collection.
F5 Refresh the collection list with the latest information.
CTRL + N Navigate to the selected collection.
I CTRL + S Creates the sample Data Summary for the selected collection.
How To...

# Create a new collection in INVESTIGATOR (see page 30)

+ Configure the new collection (see page 37)

+ Import a data file (see page 38)

# Reprocess a collection (see page 38)
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Create a New Collection

1. On the INVESTIGATOR Toolbar, click the New Local Collection & icon.

ﬂ These steps are included as part of the Welcome Page under Frequently Asked Questions.

% New Local Collection @

Local Collection

Collection Mame | Mew Collection Mame|
[ crverride Default Location
CiDocuments and Settingsiusernameiiy DocumentsiMetWitnessy, |

[ Lock Collection
|:| Auto Conneck

Defrag Indesx

= 0K = Cancel )
i

a. Enter a unique name for the new collection in the New Local Collection dialog box.

@ NOTE: Collection names may not contain the following characters: / \ * ?2 " < >|

b. Specity a location for the new collection if you want it saved other than the
displayed folder by checking the Override Default Location checkbox.

c. Check the Lock Collection checkbox if you want to prevent the collection from
being deleted or used for future capture/import.

d. Check the Auto Connect checkbox if you want the collection to open each time
you open INVESTIGATOR.

‘ﬂ The settings for a collection can be changed at any time.
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2. Click OK. The named collection is added to the list on the Collections tab.
Double-click the collection to connect to the database. When the Status shows Ready,
continue to the Capture Control box.

‘ﬂ The INVESTIGATOR Welcome Page provides a group of Frequently Asked Questions (FAQs).

@, retwitness Investigator 8 - B X
: Collection Edit  Wiew Bookmarks  History  Help
all Data = | MetWitness Investigator P = 1
Collection - e wWelcome 3 4 b x
s @B D @D I 2
| = Mame | Status Maost Frequently Asked Questions
_|:“/,NEO=SDDDS = = O What are Investigators system reguirements?
|| S winsTon || © How do create a collection?
| LY anotherTest
_| I CollectiontSD)_News Ruls . — To create a collection, first make sure the collections page is visible
(o] Collecti Read
|| &l pemo Collection St I On the collection taolbar, click the New Local Callection ican
J ) Local Collection - = a. Enter a unique name for the new collection in the New Local
Ll __ Sample Data Ready 1 Collection dialog box.
| L smkp - b. Specify a location for the new collection if you want it saved other
_l _ Test This [ than the displayed folder by checking the Override Default Location L
[ | [ checkbox
| 1 websurfing
1 c. Check the Lock Collection checkbox if you want to prevent the
collection from being deleted or used for future capture /import.
d. Check the Auto Connect checkbox if you want the collection to open
Capture Toolbar each time you open INVESTICATOR.
s 2 s R - =
apture 8 x
Start/Stop button N ™ || ool Collection [ Line: Rate: 0f0Mbs Packets Captured: 0
AnotherTest
Zollection{SC)_MNew Rule |' |NUM |'
Demo Collection
Local Collection
Target Collection__—
wehsurfing
Capture Adapter Line Rate Indicator/ Packets Captured Counter

3. Select the target collection from the dropdown box. Proceed to configure the collection.

Configure the New Collection

You can create a new collection in one of two ways:

+ Importing an existing data file (see [nput File Types List on page 41)

The file is processed based on the current INVESTIGATOR configuration settings (see
Configure Investigator on page 23).

+ Configure live data from the network.

You set the Adapter and Rules before you begin the capture process (see Data Capture on
page 43).
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Import a Data File

1. Double-click the New Collection Name to connect to the database. The Status changes to Ready.

@, Metwitness Irvestigator &
! Collection Edit  Wiew Bookmarks  History  Help
Al Data = SampleData > Sessions for "application/x-javas
@ Collection
2 BB OI
ﬁ | Marne | Status Size | D1/08f2001 5:3... |
o
3 | <~ nEC:SD00S - 0E
| <2 winsToN = 0B
_| . Another Test o 0B
|_, CarolCapture o 0B
| L smkp 0B
| 1 Test This - 0B
| 1 TestEmailatts - 0B
» e e
—

2. On the CAPTURE Toolbar, click the Import s icon.

3. Navigate to the folder where the capture files are saved. Select the file to import and click
OK.

If you import a collection under a different name, you can apply a different set of Network and Application layer
(ﬂ rules (see Rules Overview on page 49) to obtain a different view of the same data.

Reprocess a Collection

When you capture data with INVESTIGATOR, the Network layer and Application layer rules that
you define are applied to the data. You might decide that it would be beneficial to use a different
set of rules. The rules on INVESTIGATOR apply to all collections. In order to reprocess an existing
collection, you must delete the existing rules and replace them with the new set of rules.

1. Export your rules to a file (.nwr) and then delete the existing files for the Network layer and
Application layer rules.

‘ﬂ Any rules you do not delete will be applied with the new rules to the collection when it is reprocessed.

38 NetWitness Corporation
R1.3.0812



Chapter 4  Collection Management

2. On the Collections Page, highlight the collection that you want to reprocess.

Q\ Mebwitness [nvestigator &

i Collection Edit  Wiew Bookmarks  History  Help

all Data & | NV
Collection » O
f<5|68@SI

| Name | Status

| <2 nED 50008
JE‘{WINSTON

| | AnotherTest
_l _-] Collection{50)_Mew Rule
_| | Dema Collection
_| _] Local Collection
»
| _] smtp
| Test This
7| _] websurfing

3. From the Collections menu, select Reprocess.

Q\ Metiwitness Investigakor &

: Colection | Edit “iew Bookmarks History Help

Disconnect Chrl+D

=
4

+a
X

Mew Local Collection Chrl+L

Mew Remote Colection  Chr+R

Edit Collection Chrl+E
Import Packets ChrHI
Export Collection

Repracess Collection

Delete Collection

Mavigate Caollection Chrl+N
U Surnmarize Collection Chrl+5

Delete Content Cache  Ctri+Del

Exit

4. Click YES to confirm that you want to proceed with reprocessing the selected collection. If
you click No, the procedure terminates.

92 This collection may contain a lok of data and could take
\:/ a long time to reprocess,

Are you sure you wank o proceed?

[Joon't ask this question again.
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5. Enter a unique name for the reprocessed collection and click OK.

New Local Collection

Local Collection “

Collection Mame | RP1 Sample Data |

Owertide Default Location

| Ci\Documents and SettingsiusernameiMy DocumentsiNetiWitness Investigations ||

Lock Callection
Auto Connect

Defrag Indesx

.
‘l @, NetWitness Investigator 1

i Colection Edit  Wiew Bookmarks  History  Help

|llpata |ﬁH NetWitness Investigator
I BB e QI '
[ Name: | Status | If you encounter problems with y
|g|\|50-50005 _ contact registration-help@nety,
| <& winsTon . [ ] )

] e Itness Lustomer Forj
|u‘nnntherTast 8 NetWit Cust P

| ¥ Colsction(SD)_Nevw Rule NetWitness Investigator B.6 |z‘ gl

Orlglnal collection to | u‘ Demo Collection Ready Reprocess has started successfully,
be reprocessed | I Local Collection = d
| u‘ Sample Data -rtlng 33% % s
. | st ' e
New collection to | et This .
i To create a collection, first ma
receive the | G websurfing .
reprocessed data [V rp1 Sample Data Ready On the collection toolbar, clicl
1) Enter a unigue name for th
Collection dialog box.
Q 1 ] ﬁ 2) Specify a location for the nef
€
Iﬂ |Luca| Collection |ﬁ] Line Rate: [e— 0/ 0 Mbs

7. When reprocessing is complete, click OK.

Gl RP1 Sample Data Ready
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Input File Types List

NetWitness INVESTIGATOR can read as file-based input any of the file types listed in the table
below. Packets provided in TCPDump format are preferred since this is the industry standard for
packet data. If data is in a format not listed here, a conversion utility, editcap, can perform format
conversions either the open-source Ethereal or Wireshark.

TYPE OF FILE CoMMON FILE EXTENSION

TCPDump .tep, .tep.gz, .pcap, .pcap.gz

NetMon .cap, .cap.gz

EtherPeek .pkt, .pkt.gz

IPTrace .ipt, .ipt.gz

NAIDOS .enc, .enc.gz

RAW .raw, .raw.gz

CAYMAN -ppPp

Network Instruments Observer .bfr
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Chapter 5

Data Capture

Overview

This chapter explains the steps necessary to prepare INVESTIGATOR for live data capture, as well
as the way captured data is processed. The two areas that affect how the data will be processed
are:

# Custom Parsers—This introduces specialized or user-defined parsers. For a general discussion
of parsers and what they do, see About Parsers on page 9.

+ NetWitness Live—NETWITNESS LIVE provides immediate access to multiple sources of threat
intelligence and reputational content. For a discussion of the process, see NetlW itness [ive on
page 45.

¢ Rules—There are two categories of rules that affect data capture, Network Layer and Application
Layer rules.For a discussion of the process, see Rules Overvien on page 49.

Use this list to prepare to capture live data with INVESTIGATOR.

v’ STEPS TO COMPLETE BEFORE BEGINNING A CAPTURE

(3 Select the parsers to use for the capture.

# Define any custom parsers for use. (see page 44)

(0 Define the Rules to be applied to the captured data.

# Network Layer (see page 50)
# Application Layer (see page 53)
(3 Verify the Capture Configuration settings.

# Network Adapter (see page 58)
(see page 59)
(see page 59)

¢ Advanced Capture Settings
¢ Evidence Handling
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v" STEPS TO COMPLETE BEFORE BEGINNING A CAPTURE

(]  Start the capture. (see page 60)

Custom Parsers

NetWitness INVESTIGATOR users can create custom parsers to unique specifications using any
one of several special parsers.

¢ GeolP-This parser associates the IP addresses with actual geographical locations.

¢ Search—This parser is user-configured to generate metadata by scanning for pre-defined
keywords and regular expressions.

& FLEXPARSE™-—This parser format that allows the user to define a parser for a new
application protocol.

For more information about these parsers, see Custom Parsers on page 97.

Configure Parsers

In INVESTIGATOR, to configure the parsers:

PATH: Edit—0ptions—Process

“. Options

General | Display | Reports | Capture ||Process | Audio Codecs | Advanced

alias.mac
DMS

alias host
lias.ip
Parsers ‘ FeedParser

FIX
FTP
action

attachment
directory
exkension
filenarmne

IEEEEEEEEEEEE

To customize the parsers for use in a particular collection, you can begin with all parsers selected
or clear the entire list of parsers and manually enable the parser(s) and which associated metadata
you wish to use. For the first method:
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1. Click on the Select All Parsers icon to select all parsers and associated metadata enabled.

2. Scroll through the list to disable any of the parsers or the associated metadata in the list.
Click OK.

For the second method:
1. Click on the Clear All Parsers icon to disable all the parsers and associated metadata.

2. Scroll through the list to select the parsers and the associated metadata to enable.
Click OK.

ﬁ When you define a new parser, it does not appear in this list of parsers until the next time you open INVESTIGATOR.

NetWitness Live

NETWITNESS® LIVE is a content management system that enables users to subscribe to similar
rules, protocols, flex parsers, and feeds that have been validated and made available by
NetWitness. When your subscription to the NETWITNESS® LIVE services is activated, you are
given the credentials to access the NetWitness Live 2.0 Service. You are then able to select from the
available content to download to INVESTIGATOR.

There are more than 200 alerts that can be imported into INVESTIGATOR and applied during live
capture or .pcap import. These are excellent examples of how to author your own rules for
INVESTIGATOR.

[N For more detailed information, see the NetWitness LiveManager User Guide.

Some of the data types that the baseline rules provided will help identify are:

Beaconing Watchlists Tunneling BOTs Password Vulnerabilities
Exploit Kits Attack Profiles Insider Activity ~ Remote Shell
Malware Applications ~ Malicious Downloads  Torrents Malicious Redirects ~ Non-standard Traffic

The SANS Internet Storm Center, contains the top 10,000 source IPs, associated with malicious
activity and tracked by S\4ANs and its contributors. As a NETWITNESS Feed, sessions containing
these IP addresses are flagged as new meta data for analysis. For more information on the SANs
Top Source list, visit /#p:/ [ isc.sans.org.

To get started, follow these steps:
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Threads

General | Display | Reports | Capture | Process | Audio Codecs |I'Ad\ranced‘

Thread Priority Below Mormal =

Render Threads

-

~Query Options
Session Threshold 100000

Fast Language Call

-~ Live Content Management

Server | CMS. netwitness.com

Username

: Collection Edit !iewiﬁookmalks History Help
All Data Refresh F5 El NetWitness Investigator

Collecti Session... Com e
Google Earth...

Live Content 4 Resources ...

Tags ..

Collections

URL Bar

Capture Bar
IM Window
Welcome Page

v Status Bar

1. Navigate to the Edit— Options menu and click on the Advanced tab. Complete the Live Content
Management credentials for your subscription. Click OK.
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The Live Content dialog is displayed. When you select a topic in the Refresh Tree Hierarchy, the
results are displayed in the CMS Resource Library pane to the right.

By Hierarchy | Search

ICM5 Resource Library

Refresh | Resources. =

i Refresh Tree |
| IName
Netiitmess [ carberp botnet activity
& Cf_;ph.re [ Filter Windows Updates
mem [ Filter Java Updates
L hetwork Bes
- Parsers [ Filter Symantec Updates
- Feeds [E] Filter Intel Updates
B~ Reporting [ Filter VMWare Up
- Infoemer
[ D Filtee Skype U Application Rule 12
:’ St [ Filter Macromedia Updates Application Rule 14 14
i--mesu [ Filter Mcafee 5 lication Rule 12 12
- IMPACT [ custom router firmware admin page Application Rule 10 11

# The Hierarchy view allows the user to browse all of the content in the system to which he
has access, arranged by content type.

Additional information about the displayed results are shown as you scroll to the right:

Name Client Created Downloaded Size
Version On

Type Latest Updated On URL
Release
Version

# When you click on the Resources in the CMS Resource Library, an option menu displays that
allows the user to control the subscriptions.

NetWitness Corporation
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CMS Resource Library
Refresh

|Name Select All | Client Version |Latest
carberp bot| Preview n Rule 1.0 11
Filter Windg . Bl —aa 11
Filter Java U Szl g Selected 11
Filter Googl Unsubscribe 4 All 1.
Filter Syma Clear All Subscriptions Rule 1.1 11
mppreawon Rule 1.1
L

lication Rule 1.1
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# The Search tab allows you to search your subscribed content on the system. You can
narrow your search by content type, tag, and keyword.

By Hierarchy | Search

Filter by Content Type
[7] Capture Feed B
[7] Capture Flex Parser
[7] Capture Hetwark Rude
7] Custom Action
[ informer adert
[7] infermer Chart
|71 tnformer Report
7] tnformer Rule

Addonal Search Parameters.
Keywords [ comma separated )

malware, DNS, domasn, botnet
Filter by Tags Reefiresh Tags
[ apt ~
] attads

| beta

Aoply Close:

Preview Content

When browsing the content, you can click the Preview | fevien | icon for any selected item. This
opens a dialog window that allows you to view text-based content. You will not be able to
preview binary content, such as a binary feed file. The preview dialog also allows you to view a

resource’s comments, tags, and any dependencies.

Dislog

File Edit

st tuml version="1.0" encoding="utf-8"7>
e b 3 ol

<parsers instance”
<l—

Parser created by gary.golomb @netwitness.com on 5/13/2010
Last update:

Discussion:
This parser detetcs when someane is starting the download of a new torrent and
Keys required by this parser:

<key description="TFiename” level="TndexKeys” name="flename" />

:;wstrnum-‘tittmml‘m-'!imm' service="6831">
<dedaration>
<meta format="Text" key="flenams" name ="filename"/>
«<token name =“torrent” options=Tnestart” value ="Content-Type: application x-bittomrent®/>
<number name ="offset1"/>
<number name ="offset2"/>
<number name="offset3’/>
<string name ="str_num"/>
Comments | 295 | Dependencies |

informational alex_c (2010-07-09T13:00: 31, 351-04:00)
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Update Content

When you click the subscribed check box in the content list the system downloads the content
from the server and checks that content against the server each time the application is started.
This happens without user intervention and is currently not configurable. An installed resource is

displayed with a check on its icon in the Rules Configuration dialog.

Checkmark
indicates a
subscribed rule

[ Rules Configuration

Exfiltration_OffsiteStorageSites
LoopbackRule
Adware_General

= Filters_Advertisement

[ w0005

@F

[
Condition

alias.host = 'www.freedrive.com’, www.m...

aliasip = 127.0.0.0/8

filename = “couponprinter.exe’ || alias.hes...

alias.host ends “adgard om’, advert

tepflags=16 &8 payload = 1-u

==

Session Data | /1y =
&y
&
filter

A

waledac_traffic_setl alias.host ENDS ‘bestchristmascard.com’,’... iy

'_ waledac_traffic_set? alias.host ENDS ‘seofon.net’,'seccom.na... i

waledac_SuspiciousFilenames filename ENDS "ecard.exe’,'postcard.exe’,’... A

[E7Zerolay_ShadowServerlist_200... alias.host ends “baidu.bbtull.cn”,"baidu.... &b

5| IETZercDay_ShadowServerlist_200... alias.host ends “www.i17gamo.com”,"ww... A
k| [ETZercDay_ShadowServerlist_200... alias.host ends “vw.wdZa.cn®,"927 bigww... My -

oK || Cancel

Rules Overview

Rules can be defined as filters created for specific metadata, that when matches are found, can
result in predefined behavior(s), known as actions. For example, if the user wanted to keep all
traffic that fit certain criteria, but filter all others, they might create a rule with the necessary
actions in order to fulfill this requirement. When applied, rules will affect both packet capture file
importing, as well as live network capture.

The two most common uses of rules within INVESTIGATOR are:
+ To filter out certain types of traffic that does not add value to the analysis of the data.

o To alert, and thereby create a custom alert meta value, when certain conditions are found
while INVESTIGATOR is processing and reconstructing packets into sessions.

By default, there are no rules defined when you first install INVESTIGATOR. Unless there are rules

specified, the packet(s) will not be filtered.

To configure the Network Layer and Application Layer rules, from the INVESTIGATOR menu bar:
PATH: Edit—2Rules

You configure the software rules for live network capture, as well as processing packet data
previously collected. There is a tab for each type of rules:

+ Network Layer Rules (see page 50)
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+ Application Layer Rules (see page 53)

Network Rules are applied prior to session reconstruction and Application Rules are applied after session
ﬂ reconstruction. For additional information about creating rules, see Rules on page 91.

Network Layer Rules

Network layer rules are applied at the packet level and are made up of rule sets from
Layer 2 - Layer 4. Multiple rules may be applied to the INVESTIGATOR. Rules may apply to
multiple layers (for example, when a network rule filters out specific ports for a specific IP
address).

1. From the INVESTIGATOR Edit menu, select the Rules option. The Rules Configuration dialog
displays.

2. 'The NetRules tab is selected by default.

£ Rules Configuration

Met Rules || App Rules

I~

For Metwork Capture, .,

For File Impart...

|C0nditi0n

3. Click the New Rule Type . Icon to specify whether the rule applies to:

a. Network Capture

or

b. File Import

‘ﬂ The same rules can be applied for both live Network Capture or File Import.
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4. In the Add Rule dialog, enter a descriptive name in the Rule Name field.

[ Add Rule

Rule Mame | Mew Rule Show Intelisense

Definition
Intellisense ‘alidation Errors/'Warnings
eth Rule is valid,
hdlc
ip
ipve
tcp
udp
Packet Data

Stop Rule Processing

* | Keep Filter Truncate

Session Opkions
Assemble [ Metwork Meta

[ alert

&

Data Capture

5. Complete the Definition field by entering directly in the field or by double clicking a meta
from the Intellisense window. As you build your rule definition, Intellisense displays syntax
errors and warnings.

y

If the Stop Rule Processing option is checked, network rule evaluation ends if the rule is matched.

6. Click OK to submit the rule.

1

Intellisense lets you know that the rule you created is valid. For more information about capture rules,
refer to Rules on page 91.

RULE ACTION
PACKET DATA
Keep

Filter

Truncate

SESSION OPTIONS
Assemble
Network Meta
Application Meta

Alert

NetWitness Corporation
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DESCRIPTION

The packet is saved when it matches the rule.
The packet is not saved when it matches the rule.

The packet payload is not saved when it matches the rule.

The assembler assembles the packet chain when it matches the rule.

The packet generates network metadata when it matches the rule.

The packet generates application metadata when it matches the rule.

The packet generates a custom metadata when metadata matches the rule.
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Sample Network Layer Rules

a. Truncate all SSL from the source port — tcp.srcport=443
Rule Action — Truncate

Rule Marne | 55L Truncate | Show Intelisense

Definition |tcp.srcp0rt=443

Intellisense ‘alidation Errors/Warnings

dstport: Rule is valid,

pork

srcpork

Packet Data

Stop Rule Processing

() Keep () Filker

Session Opkions

Assemble

[ alert

Metwork Meta Application Meta

1] 4 Cancel

b. Create a subnet filter — ip.addr=192.168.2.0/24
Rule Action — Filter

[ Add Rule

Rule Marne | Subnet Filker | Show Intelisense

Definition |ip.addr=192.168.0,|’24

Intelisense

eth
hdlc
ip
ipve
tcp
udp

‘alidation Errors/Warnings
Rule is valid,

Packet Data
Stop Rule Processing

':' Keep 'E' Filter ':' Truncate

Session Opkions
Assemble
[ alert

Metwork Meta Application Meta

1] 4 Cancel
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Working with Network Layer Rules

When several Network layer rules exist, you can edit or delete rules or change the rule priority.

£ Rules Configuration

Met Rules || App Rules

TR LR -
E|Name |Conditian |Packet Data |&|

(=) For : Metwork Capture

S5L Truncate
Subnet Filker ip.addr=1 0f24 Filker

truncate

1] 4 5| Cancel

When you select a rule, the following options are available:

a. Add— Click the icon to continue adding new rules.

b.

C.

Edit — Click the [ icon to change the parameters of the existing rule.

Enable— Click the icon to make the selected rule active.

Disable— Click the icon to make the selected rule inactive.

Delete — Click the icon to remove the selected rule.

Promote — Click the ¥ icon to move the selected rule up in execution priority.
Demote — Click the [§ icon to move the selected rule down in execution priority.
Import — Click the icon to load rules from a file and append to the rules list.

Export — Click the icon to save all rules to a file.

A

When you attempt to import a group of rules, INVESTIGATOR checks the type of rules imported. If you are
successful, a message displays the number of rules imported. If the rule type differs from the active tab type, you
must re-import the group under the correct tab or select another file to import.

Application Layer Rules

Application layer rules are applied at the session level. Once the first application layer rule is hit,
rule evaluation stops. If the first rule listed is not a match, INVESTIGATOR then attempts to match
the next rule listed, until a match is found.

1. From the INVESTIGATOR Edit menu, select the Rules option. The Rules Configuration dialog
displays.
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2. 'The NetRules tab is selected by default. Select the App Rules tab.

£ Rules Configuration

Met Rules || App Rules

- E I -
E|Name |Condition |Packet Data |&|

(=) For : Metwork Capture

55l Truncate bcp,srcpork=443 truncate
Subnet Filker ip.addr=192.168.0/24 filker

i_ 1] 4 _| Cancel

3. Click the Add a New Rule icon. You must designate the rule type.

£ Rules Configuration

Met Rules | App Rules

al & = | - [
| For Metwork Capture, ..
For File Impart...

When you add a rule, the following options are available:

a. Add— Click the icon to continue adding new rules.
b. Edit — Click the [ icon to change the parameters of the existing rule.

¢. Enable— Click the icon to make the selected rule active.

d. Disable— Click the icon to make the selected rule inactive.

e. Delete — Click the icon to remove the selected rule.

f. Promote — Click the §# icon to move the selected rule up in execution priority.
Demote — Click the 1§ icon to move the selected rule down in execution priority.
Import — Click the icon to load rules from a file and append to the rules list.

i. Export — Click the icon to save all rules to a file.

When you attempt to import a group of rules, INVESTIGATOR checks the type of rules imported. If you are
A successful, a message displays the number of rules imported. If the rule type differs from the active tab type, you
must re-import the group under the correct tab or select another file to import.
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4. In the Add Rule window, enter a descriptive name in the Rule Name field.

[ Add Rule

Rule Mame | KRNI

Session Data
Stop Rule Processing

*| Keep Filter

Session Opkions

[ alert

Show Intelisense

Definition

Intellisense ‘alidation Errors/\Warnings
ackion A | [Rule is vwalid,

address

alert

alias

attachment

buddy

cid v

i |

5. Complete the Definition field by entering directly in the field or by double clicking a meta
trom the Intellisense window. As you build your rule definition, Intellisense displays syntax

errors and warnings.

@ Intellisense lets you know that the rule you created is valid. For more information about capture rules, refer to

Rules on page 91.

6. In the Session Data area, specify the action for the new rule.

7. In the Session Data area, indicate whether you want an Alert to be created and verify that the

new rule is valid.

8. Click OK to submit the rule.

RULE ACTION DESCRIPTION

SESSION DATA

Keep The packet is saved when it matches the rule.
Filter The packet is not saved when it matches the rule.
Truncate The packet payload is not saved when it matches the rule.

Stop Rule Processing If checked, further rule evaluation ends if the rule is matched. The session is

saved as indicated.

SESSION OPTIONS

Alert The packet generates a custom metadata when metadata matches the rule.

NetWitness Corporation
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Sample Application Layer Rules

a. Truncate SMB — service=139
Rule Action — Truncate

[ Add Rule

Rule Marne | SME Truncate | Show Intelisense

Definition |service=139

Intellisense ‘alidation Errors/Warnings

address

alert

alias

attachment

buddy

cid v

ackion A | [Rule is walid,

Session Data
Stop Rule Processing

() Keep () Filker

Session Opkions

[ Alert /

oK

Select the type of report
that is created when
triggered by the rule.

Cancel

b. E-mail Filter to retain a specific e-mail address— email= name@company.com

Rule Action — Filter

[ Add Rule

Rule Marne | E-mail Filter | Show Intelisense

Definition |email=lucas.britten@netwitness.com

Intellisense ‘alidation Errors/Warnings

ackion A | [Rule is valid,
address =

alert

alias

attachment

buddy

cid v

Session Data
Stop Rule Processing

':' Keep ':' Truncate
Session Opkions
[ alert
0K

Cancel
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Working with Application Layer Rules
When several Application Layer Rules exist, you can edit or delete rules or change the priority of
the rules.

£ Rules Configuration

Met Rules | App Rules

- |7 BIE -
E|Name |C0nditi0n Session Data |&|

(=) For : Metwork Capture

E E-mail Filker email=lucas, britteni@

E SMB Truncate service=139 truncate

(= 1] 4 = Cancel

When you select a rule, the following options are available:
a. Add— Click the icon to continue adding new rules.
b. Edit — Click the [ icon to change the parameters of the existing rule.
c. Delete — Click the icon to remove the selected rule.
d. Demote — Click the % icon to move the selected rule down in execution priority.
e. Promote — Click the ¥ icon to move the selected rule up in execution priority.
f. Import — Click the icon to load rules from a file and append to the rules list.

g. Export — Click the icon to save all rules to a file.

When you attempt to import a group of rules, INVESTIGATOR checks the type of rules imported. If you are
ﬂ successful, a message displays the number of rules imported. If the rule type differs from the active tab type, you
must re-import the group under the correct tab or select another file to import.

Capture Configuration

1. From the INVESTIGATOR Edit menu, select Options. The Options dialog displays. The default
focus is on the General tab.

2. Click on the Capture tab.

The three areas to configure are:
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# Network Adapter-Select the appropriate adapter for your network.

@ The default network adapters available are set at installation. Consult your System Administrator for more
information

¢ Advanced Capture Settings

+ Max Disk Usage-The percentage of drive space allowed to be used by the system.
If this value is 100, the drive is allowed to fill up completely.

+ Buffer Size(MB)-Specify the size in MB that is used to cache packets on the network card.

+ Evidence Handling- Specify whether Hash Captures are to be saved and their file location.

Capture Configuration Settings

The Capture tab controls the Network Adapter, Advanced Capture Settings, and Evidence Handling. This is
where you set the parameters for disk usage and hash files.

Network Adapter

Verify that the appropriate setting is being used.

“. Dptions §|

General | Display | Reports | Capkure || Process | Audio Codecs | Advanced

Metwork Adapter
Adapter EBroadcom Metztreme Gigabit Ethernet Driver (Microsoft's F | =

Advanced Capture Setkings

Max Disk Usage % an

Ar 4

Buffer Size (MB) 10

Evidence Handling
[ Hash Captures (3HA-256)

Hash Directory

| 0K | Caneel

There are three wireless capture devices available:
+ packet_netmon_ (Microsoft Netmon)
+ packet_mac80211_ (Linux mac80211)
+ packet_airport_ (Mac OS X AirPort)

For more information about wireless LAN capture, see Capture Devices on page 143.
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Advanced Capture Settings

# Max Disk Usage—This setting allows the user to designate a percentage of total disk space (5%
- 100%) that will be used to store collected data. For example, if this is set to 95%, then live
network capture will only use 95% of the target drive for the storage.

+ Buffer-The user designates the percentage (1% - 100%) of the drive that is reserved as a

temporary storage area.

Evidence Handling

This setting allows the user to designate whether the system hashes the output .pcap files as they
are written to the hard drive. The user can also designate where the hash value file will be written.

There will be a hash file written for every .pcap file written.

To protect the integrity of the hash values written during live capture, the user should consider designating an
@ external drive for the hash value files.

Real-Time Network Capture

Real-time network capture allows the collection of traffic from the network using the WinPCap
capture driver. NetWitness monitors on a hub, a port-spanned switch, or a passive network tap.
Inserting NetWitness between your corporate firewall and the corporate intranet allows
monitoring of outbound and inbound Internet traffic. NetWitness does support wireless data
capture. For a more detailed description of its requirements, see Wireless Packet Capture on

page 143.

This feature may or may not be supported under your organization’s license agreement with NetWitness. Please
@ contact your account manager for more information.

NetWitness Corporation
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When NetWitness INVESTIGATOR Collection window opens, the live traffic capture configuration
options and controls are located on the Capture Toolbar in the lower panel.

Capture Toolbar

Start/Stop button

Select Collectio

Start/Stop the Live Capture

1. Verify that Parsers are correctly configured. (Confignre Parsers on page 44)

2. Verify that the Network Layer and Application Layer Rules are correctly defined. (Rules Overview on
page 49)

3. On the Capture toolbar, click the Start @ button. The Line Rate counter and the Packets
Captured counter begin increasing as the device actively captures traffic. In addition, the Start
@ button will blink red to indicate that live capture is in process.

a2

Packets Captured: 7,184 (0.0% Dropped)
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4. To stop the live capture, click the Start/Stop button again and it will stop blinking red when
the capture process terminates.

1

StealthMode is a configuration that keeps the point of collection logically invisible to hackers or other targets.
NetWitness INVESTIGATOR can collect data in stealth mode on Windows XP and Windows 2003. Stealth mode is
only applicable to Ethernet networks; it is not applicable to Token Ring or FDDI networks.

*
*
*

From the Start menu, select Control Panel.
Open Network Connections.

Position the cursor over a network connection and then right-click the mouse button. In the Options menu,
select the Properties option.

In the This connection uses the following items panel, clear all check boxes. Click OK.

in NetWitness INVESTIGATOR, select the network adapter that you want use to collect data on the Capture
Configuration dialog.
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MNETWITNESS

Chapter 6
Data Analysis

Introduction

Data analysis is the process of looking systematically into processed network data for specific
patterns of activity or content that may indicate a threat to the network or to highlight network
sessions of interest.

This chapter describes the two primary methods for analyzing network data processed by
NetWitness. You must become familiar with both methods so that you develop the critical ability
to choose the most effective way to look at the data from your network. Every situation is
somewhat unique in terms of the types of information you are attempting to find. The two
methods to examine the data in a collection are:

+ Navigation — the central mechanism for drilling into the extracted metadata (see page 65)

# Search — the mechanism to locate sessions with specified string values or regular expressions
(see page 82)

INVESTIGATOR presents the content of the captured packet as a Collection. The defined target

metadata are shown as Reports and the number of Sessions is represented as a numerical value.

When you click on one of these values at any given level, you are presented with a view of the
results on the next level.

Views

You can move between the views of data in INVESTIGATOR. They are presented in the order of
specificity. Your familiarity and use of Bookmarks and History as well as the Drill Path makes
navigation among the levels easier. The available views are:

+ Summary(sce page 64)
+ Navigation (sce page 65)
# Session (sce page 78)

# Content (sce page 82)
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Summary View

This is the highest level that you can look at the characteristics of a selected collection. There are
three snapshots displayed over the timeline.

¢ Session Count
¢ Session Size

¢ Packet Count

1. Highlight a Collection in the INVESTIGATOR Collection Pane.

2. Double-click the collection to connect to the database.

3. When the Status displays Ready, click on the Collection Summary |, icon.

In each of the snapshot views, you can zoom into a selected portion of the timeline. You can use
the Navigate icon to open a new tab to navigate to a selected slice of the timeline. You can
return to the previously selected time range by using the Zoom Out icon.

[ wkome [ soreecnn o x| Session Count Timaling _ 8
Session Count Timeline . " Selecting a part of the =0
o . . R
- timeline affects all -
g three views. |
i & ‘ - - ~
- i ‘ prevm okshpe prevym ore
¢ CXlbpm Gilipm OLelpe  OloOpm  GHiSsm Tiems: o
Time Session Size Timeline
Session Size Timeline (=)@

i

Time

Packet Count Timeline

i

arere crongm gt

Oilopm GId6pw Ordlpm  0lCOpm  CRl6ge CRBipm  ORSC

03:00 pm 03:16 pm

Packets

Packat Count Timaline

riwe

Shot0

15000

-

orospe orospe ox12 pm [
Time b

|E3

g wWelcome | FasampieData & |

Session Count Timeline

2000
2000

2000

Sessions

1000

Highlight a slice of the
timeline to expand.

Use the Navigate
icon to create a new
tab for that slice of
the timeline.

H L

Time

R —
—

o Welcome a Samcie Data G

Session Count Timeline

Sessions
- v w 8

o341 pm 0181 pm
Time

64

E B O == A

02:10pm  02:26pm 0243 pm  03:00pm  03:16pm 03:33 pm 12

HEE
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Navigation View

To begin data analysis, highlight the desired Collection in the INVESTIGATOR Main Window. The
steps you utilize are simply moving from the general to the specific by selecting a more specific
value to add to the drill path. There are many variations in the way you display the data. The basic

pattern is the following:

1. Select a Collection. Click on the Navigation icon to view the collection

3

Select a Report.

3. Select a group of Sessions.

4. View the Content in the selected Sessions.

5. Search for specific content to determine whether it meets your threat criteria.

6. Repeat the process for the next potential threat type in your network.

@ There may be circumstances that cause you to alter the order or deviate from this basic pattern. Your general

knowledge about network traffic and that of your organization determines the perception of anomalous activity and

how you use INVESTIGATOR to look more closely.

Select a Collection and double-click the name to connect to the database.
When the Status field shows Ready, click on the Navigation icon on the toolbat.

vestigator 8 —

Edit  Wiew EBookmarks History Help

=
|!]| MetWitness Investigator "g"ﬁl (e
e welcome “ 4 b

¢ Collection

|4l Data

O BBLO@Is

Yy
Ig - hatus netWitnces investigator
MNEC: 50005 - £

| <2 winsTon
| U AnotherTest
u | 1) Sample Data
|U smtp = aH . .

- ow do | load a PCAP into a collection?
| 3 Test This -
| U websurfing
| U Mew Local Collection Mame

Most Frequently Asked Questions

O How do | create a collection?

— O How can | capture my own traffic and analyze it?
QO What are network and application rules and how can | use them?

O What is the difference between local and remote collections?

Recent News
eptember 18, 2008 | Experts Don't Yahoo! Over Palin's E-Mail Practic

The listing displays the processed reports (e.g. Address, E-mail Address, File, etc.). Each of the report
types lists the report values and the associated session counts. Generally, it is useful to narrow the
scope of your drill in order to reveal the amount and type of activity you are searching.
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In this illustration, the reports are ordered to display Destination Country first, so a concern is

evident for suspicious traffic with foreign countries. For more information on configuring the
report display in collections, see Reports on page 20.

Drill Path
w g
Collection Tap___| ! &aiten kdt bai™uoeimaks  Ho  Hb
&l gz Sanplec Dama a ‘ﬂ =
Navigation ﬂ B eruim e =
Toolbar
-_leml s[FEEERRET S
g i 3D -DA -5 1554 2OTE-TE-N0 | Ed
Report Icon = Tnen crw 21 af 133 2 =
/'a . I i rimex 3, @R - unlimd Begdes (0,795 - Poanes [1,150) - geale (RT3 -tk (R0
" P > ] - L Sl = polamd e 1] - Dol oo O5&50 - Lasas (=00 ror g i (208 T ammlen IRES
Report Type/ g : - 2N - awals B (FETS - s 15 1 - S gy (326D o]
o VTh- TP TLAST) - SETACYS (470 - 95 057 20 - ThT (R 8 - 531 030 71 - TWTE CI%88 - TRTE | & 7] -
=20 INIPs 35 FEM R0 2GR TUL ! BSOS GOLIM s SLH S B s M0 0
' T e | Imo-w
e/ 7| fzurce P addres (20 af 1120 Bema
Valu *:- 02 EEI e 2FE- D02 2561 P A - 189 E2 1554 (7 A1 R 6 TF e SEar - 10202 5
. | Par RET TN - 15 LRE AP 1ES (AR 1071 P 5D A7) T 278 80T - T LRI DS 2 -
Sessions___— Yo, ERCEESE SR DL IS IS5y I o L B2 2l d TEY TG E 255 I05) 1S S5 SO
FUT (L T V2LEIIE 13 2 200 b [irdng]
-5*- SERES :- -:u SAFL 93BG 31
Scroll down to §5 250 11 53] 8.1 721 55 94 |- 27 -
view additional b -".:- & 1EE 1 1';-:|.-r|r=-| PR TR Bl /B [ Sl B T
reports_—

FAFERFEIEF SR R N -y [ H

Drill Path—Shows the items you have selected as part of your analysis (This allows a quick
method for stepping back to an earlier view of the data.)

Collection Tab—Shows the active collection in this view

Navigation Toolbar—Controls the appearance of the reports and the data (see page 67)

Report Icon—Symbol for the report with a context menu for results display (see page 73)
Report Type—The items selected in the Collection configuration (metadata fields)

Value—The instances in the collection that match the Report Type (20 are displayed by default)

Sessions—The number of instances identified in the network data containing the specific
metadata
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Navigation Toolbar

The appearance of the collection reports and the data contained are determined by the
combination of selections you make on the Navigation toolbar.

When you first install INVESTIGATOR, the default settings are highlighted:

psfec] 8 | 8 OO 7 S| S M| D[ @)

Displays Displays ort Data in \Data Values
log data Data by Descending  Display(estimate

for Session Alphanumeric or exact) is set
selected  Count Order by INVESTIGATOR
sessions

As each icon is selected, the resulting view is displayed in the following table:

CLICK THIS... TO DISPLAY DATA...

Time Graph
.slﬁ Time Graph—Shows session traffic (sessions per minute) in your current
o drill. You can select a part of the graph to expand the view.

Time Graph of S ion Traffic (5 i Per Mi
4000
3000
w
c
E
‘n 2000
w
u
v
1000
< 2008-05-3013:54 Time Graph of Session Traffic (Sessions Per Minute) (|
o 4000 @Q{IE'
Destination Country (1 iterm)
united states (19,177) g
H
"
"

o 2000
’I‘“ \w -

¢
< 2008-05-30 14:41 2008-05-30 1448 >
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CLICK THIS... TO DISPLAY DATA...

View Log Data

Log Data—Shows the log packets created by the Series 4 LOGDECODER for
the current session.

You can select a particular log event to view as a text file for more
information.

" 2o,
o51401 Oejecaserve

View, 20110
"
oster

View, 1011-0¢

arrans

Sort Data

E] Sort by Count—Arranges the data by number of sessions.

< 2008-05-3013:54 2008-05-3015:4!

Service Type (20 of 24 items)

OTHER (34,116) - HTTP (10,893) - NETEIOS (954) - DN5 (912) - SMB (618) - S5L (317) - SMTP (258) - GNUTEL
(207)-DHCP (137) - FTP (39) - POP3 (353) - MSN IM (29) - SIP (8) - TDS (6) - RPC (5) - AOL IM (3) - 55H (3) - R}
SHMP (2) - YAHOO IM (2) [maore]

Source IP Address (20 of 1320 items)
10.21.2.52 (24,273)-10.21.2.56 (7,846) - 169.254.155.81 (7,379 -172.16.131.129 (2,584)-10.21.2.3
192.168.1.79(507)-192.168.221.129 (440)-10.21.2.59 (362)-10.10.10.208 (307)-10.10.10.153 (24
19216 10.150(145)-10.10.10.194 (122)-10.21.2.62(111)-10.21.2.55 (95) -

131.130(46)-10.21.2.112 (43)-10.21.2.1 (41) [mores

NOTE: When you sort the values by the number of session counts, the default descending setting is still operant.

Sort Alphanumeric—Arranges the data by alphabetic order. If there are
numbers as part of the value or alias, they will precede the first alphabetic
value.
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CLICK THIS...

TO DISPLAY DATA...

Pz faocl 13 | 3 O =B B B[ B | 7 [S| =

< 2008-05-3013:54

User Account (20 of 32 itemns)

vzed3z3u (3) - todd®forensicsexplorers.com (2) - spyguy (1) - 5a (3) - nw.demo®63.142.233.1558:443 (],
(1) - demo@&netwitness.com (29) - coark (1) - cloudsatsrv03_jmarriott (12) - bobby (1) - bgirardi (1) - a:
<sip:nw.demo@68.142.233.158:443 (1) [more]

zdaman1 005 &Eearthlink.net (2) - yellowaznhboi2 7&yahoo.com (2) - xsagharbor2001 &yahoo.com (1)
wkimmetZEhkeallcorp.com (1) - voo2 1 Bcox-internet.com (1) - vicki_hall1 0&yahoo.com (1) - trinaam
tmthy_sllvn@&yahoo.com (1) - th.stephens@charter.net (2) - tkewilaZlodihealth.org (1) - tjaldridge 322

mm——

NOTE: When you sort the data by alphanumeric order, the default descending setting is still operant.

Arrange Data

18

Ascending Order:
# Numeric-Arranges the data from least to greatest.
¢ Alphabetic—Arranges the data in a-z order.

= BRSO e=DE I EHEE

< 2008-05-3013:54

User Account (20 of 32 items)

admin (1) - 17036520907 Fatlas-east.vonage.net (1) - 17036520907 2atla,

hdap.vocalocity.com (1) - 63022&sip-hdap.vocalocity.com (1) - 6302321

hdap.vocalocity.com (1) - <sip:nw.demo®68.142.233.158:4453 (1) - <si
[maore]

002ddefz@spbsturu (1) - 0058c2ea@sphsturu (1) - 17036520907 2a
3571 2alderwoods.com (1) - 683017 &sip-hdap.vocalocity.com (1) - 630
= 53027 ®sip.vocalocity.com (1) - 6831 34&sip-h
Zvahoo.com.tw (1) [m

NOTE: When you sort the data in ascending order, the alphabetic order setting is still operant. The leading . character (.admin) is
listed before the first numeric character.

8]

Descending Order:
¢ Numeric—Arranges the data from greatest to least.
¢ Alphabetic—Arranges the data in z-a order.
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CLICK THIS... TO DISPLAY DATA...

.
=2 0800 ==E I3

< 2008-05-3013:54

E User Account (20 of 32 items)
B vze33z3u (3) - toddBforensicsexplorers.com (2) - spyguy (1) - sa (5) - nvg

demo@netwitness.com (29) - coark (1) - cloudsatsrv08_jmarriott (12) - §
<sip:nw.demo@68.142.233.158:443 (1) [more]

= E-mail Address (20 of 248 items)

[ zdaman 1005 &earthlink.net (2) - yellowaznboi27 &yahoo.com (2) - x5
wkimmet&beallcorp.com (1) - vool 1 8cox-internet.com (1) - vicki_h
(1) - tl.stephens&charter.net (2) - tkewila®lodihealth.org (1) - tjaldrid

Session Quantifier

@] Session Count-Displays the metadata by session count.

NOTE: The values are displayed according to the greatest number of sessions for
each value in descending order.

Action Event (9 items)
get (10,650) - put (300) - sendfrom (277) - sendto (271) - login (54) - atl

User Account (20 of 32 items)
demo@netwitness.com (29) - cloudsatsrv03_jmarriott (12) - sa (5) -
17036520907 Fatlas-east.vonage.net (1) - 17036520907 2atlas2.at
53022&sip-hdap.vocalocity.com (1) - 83023210.10.10.155 (1) -6

E-mail Address (20 of 248 items)
michel.gearard®emilic.se (194) - mycah.gustaf®icrossing.com (417

S 217 (2) - debkouryEfuse.net (2) - denise®marywillis
Fabc.tld (2) - jimmy_2_tone&hoks

Session Size—Displays the metadata by session size total

NOTE: The values are displayed according to the session size for each value in
descending order.

S EEHEe=nE I EEE

< 2008-05-3013:54

Action Event (3 items)
9 get (198.92 ME) - login (5.68 ME) - logoff (4.34 MB) - put (2.84 MB) - sendto (2.18 ME) - sen

E User Account (20 of 32 items)

B .admin (4.34 ME) - jkenston (732.82 KEB) - demo@&netwitness.com (334.86 KB) -sa (123
53023 &sip.vocalocity.com (22.32 KB) - cloudsatsrv03_jmarriott (17.84 KBE) - nw.dem
170389841192206.132.91.138 (10.09 KE) - abc (8.15 KB) - vze33z3u (7.98 KE) - spyql
nw.demo®68.142.233.158:443 (6.15 KB) [more]

arard®emilio.se (543
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CLICK THIS... TO DISPLAY DATA...
Packet Count-Displays the metadata by packet count
NOTE: The values are displayed according to the number of packets for each value in
descending order.
< 2008-05-3013:34
Action Event (3 items)
g get (300,183) - sendfrom (14,180) - sendto (14,149) - put (10,769) - login (9,758
D User Account (20 of 32 items)
AB .admin (5,760) - jkenston (1,254) - demo®netwitness.com (1,005) - sa (678) -
- hbobby (71) - asterisk@64.57.251.7 (49) - 63023&10.10.10.155 (40) - 63023
[more]
f-—____-_‘_‘_"’-ua.'n;_]_‘_h
emishel gearard@emilio.se (3,
Index Calculation

These options determine how INVESTIGATOR displays values totals.

values.

Hybrid (Normal)-INVESTIGATOR decides when to display exact or estimated

accurate.

Estimates (Fast)-This is the fastest way to obtain results, but is the least

8]

to Estimates.

Exact (Slow)-Depending on the amount of data being indexed, this can
slow operations considerably. If Navigation is taking too long to load, switch

Actions

Custom Drill-The user defines the drill criteria.

& Custom Drill r5_<|

Definition |username=demo

Intellisense ‘alidation Errors/Warnings

| Show Intelisense

action
address
alert
alias
attachm
buddy
cid

Rule is valid,

ent

(4

Cancel

NetWitness Corporation
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CLICK THIS...

TO DISPLAY DATA...

View the Session in Google Earth— Using SHIFT+
dialog box and displays the last session viewed.

icon bypasses the

ata

g Welcome

| @ Sample Data & |

Sample Data > 10.10.10.216

NetWitness Investigator, 8.6

Mo IP addresses in this data set were found to have latitude or longitude data,
If this is consistently a problem, please check and make sure the GeoCity.dat
file is installed in the application directary,

Print—-The displayed content is printed.

View Logs

When the LOGDECODER is part of your organization’s architecture, the Log Data

the raw logs in time order.

i Collection Edit Yiew Bookmarks Hutory Help
Last 24 Hours of Caecton Trme PAN-CEO

<2011-11-0217:12 2011-11-0317:11 >

& 4 Action Event 186+ items
connection denled (> 100000 - OX) - teardown connection (> 100000 - 08 -
bisikd connection (> 1 (0000 = 0%) = teardown transiation (> 100000 = 0%) -
denied by Sccess-group (> 100000 - 0) - built transiation (> 100000 - 0%) -
ranslazion buit (> 100000 = 0%) - PEFIMARPEd rAIANON busk (> 100000 « %)
- teardown pOrtmap translation (> 100000 - 0%) - accessed (> 100000 - 0% - no
MMERINg Connection for error message (75.515) - access dented (37,237) -
duplicate tp sy (29,900) - scanning (26,688) - port-8191-65535 (15.974) -
transiation creation failed (9,524) - 10.12.0.0 (7,050} - starting ss! handshake
(6,457) - device complened 531 nandzhake (6,85 1)  FequEst 10 rESUME Previous
session (6.296) [more]

4 IWPAddress [open]

4 Destination Port (20 of £1645 e
2000 (> 100000 - 0% - 1000 (> 100000 - 1%) - 7000 (> 100000 - £%) - 1434

(> 100000 - %) - 443 (> 100000 - 125 - 53 (> 100000 - 13%) - 0 (> 100000 -
135 = 20617 (> 100000 = 1 3%) = 80 (> 100000 = 13%) - 3§51 (>100000 - 15%) -
$1413 (82,8 20387 (62.419)- 123 (55.448) - $2746 (51 548) -
52345 (39.877) - 22 (36,0500 - 1194 (33,291) - $192 (31,200} - 161 (27,889
[maore]

- Source User Account (11 i

root (131) 3 (36) (36) - q § (34) - batsut
(25) = Basharepoints (18) - ademin (12) = cralic (3) - badc$ (9) - ccralie (2)
fusr_batsharepoing (1)

4 Destination User ACCOURE (20 o 11 mems
1ep fins (> 100000 - 2%) - $yn timeout (> 100000 - 47%) - tep reset-o (> 100000
= 60%) - 5 resat=i (> 100000 - TOK) - Connection timeout (51,317) - fin timesut
(31,542 - xlate chear (26,535) - root [23.455) - enable_15 (11 - munin
(2.959) - anonymous | ) - MpDipbat) rwevent (660) - A1 BUThOrity Systemn
(S06) - operator (413) - rpdipbat batdriver$ (165) - rpdipbat batsglservers
(160) - npdipbat batdomino$ {160) - pdipbat, batsuts (1 44) - nt

authority| anonymous logon (1 44) - admin (1291 [mare]

4 Device Type 4
ciscoasa (> 100000 - 0%) - i
unknown (> 100000 -

1) enterasysswinch (356) -

- el

72

icon displays

2011-Nov-02
171200
2001 =New-02
171200
20011 -Nov-02
171200
2011-Nov-02
171200
2011 <New-02
171200
20011 -Nov-02
171200
2011 -Nov-02
171200
2001 -New-02
171200
2001-Nov-02
17200
2001 =New-02
171200
20011 -New-02
171200
2011-Nov-02
171200
2001 <New=02
17:12:00
20011 -Nov-02
171200
2011 -Nov-02
171200
2001 <New-02
171200
20011 -Nov-02
171200

2011 =New-02
171200
2011 <New-02

171200
2011-Nov-02

1 o0 code )

Displaying 1 - 20 of 1000
64512511091 da

1. Deny src
inside 10.244 48 97 1434

NPWSM-6- 106015 Deay UDP (no connection) from 10.10.10.10/ 36666 to
12.12.12.12/ 7000 fags RST on interface inside

APO-6-305001 Portmapped transiation buikt for gaddr 1. 1000 ladar 2.2.2.2/ 2000

NPO-5-304001: 1.1.1.2 Accessed URL 2.2.2.2-/usr/env] | data, icons Documentaton png

AP -6-305004 Teardown portmap translation for glotal 1.1.1.2 1000 lecal

2.2.2.2/2000
SFWSM-7-305003 Teardown transiation for global 1.1.1. 2local 2222
NPWSM-=1-105002 (Secondary) Enabling failover,

AP -6-302010 20 in use, 30 most used

NPASM-1-105004 (secondary) Monitoring on interface 3 normal

KPWEM-4- 106023 Deny emp src outside 1. 1 dstinside 2.2.2.2 (type 8, code 0) by,
access-group acl_mde_outside_access
faddr 1.1.1.2, gaddr 5.5.5.5/ 3000
3.3.3.3 2000
fagde ¥ .2/1000 gasdr 5.5.5.5 30§

laddr 3.3.3.3/ 2000
KPOC-6-602301 sa created, (sa) sa_dest= CXMAX-OTCRP-FOT,
Py de:

sa_prote 50, sa_spi=
Lsa_conn_id= 3
NPOL-6-602302 deleting SA, (5a) 52_dest= CXMAX-O7CRP-FO1, 5a_prote 50, 5a_spi=
Ox954aT02S(2514120741), sa_trans= esp-des esp-mdS-hmac , sa_cona id= 1
AFWSM-T-305002 Transltion bul for gadds 1.1.1.0 1o lacdr 2.2.2.3

P02~ 106006 Deny inbound udp from 1.1.1.2/ 100010 3.3.3.3 2000 on interface
side

TC 1000 for fagdr 5.5.5.6 1000 gaddr

7.7.7.9/1000 uddr 9.9.9.9/

NP6 302002 Teardown TCP connecton 3000 faddr 5.5.5.6 1000 gacdr 7.7.7.7 1000
laddr 9.9.9.9 1000 duration bytes 2000 (TCP_FiNs)
NPWSM-4- 106010 Deny

5556

7777 tvpe 8,
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i Collection [Edit View Bookmarks History Help

= PAN-CH0 > arubanetworks > auth failures

A

Chapter 6

When you drill into the meta, the Logs View pane updates to reflect that content.

HE=sEOEE S EmSG)
2011=11-03 1701 >

uensaiey [

View

< 2001-11-02 11:56

Q - Destination User ACCOUnt (& tems)
shmoo (36) - jriulmer (&) - laura (6) - guest (§) - heycoap (2) -
dinomite (2)

#- Device Type (| item)

arubanetworks (60)

View

View

L)

View

T Miew
4 Device IP (2 tems)

172166254 (400 - 172.16.6.10 (200 View

4 Device Class (1 e
wireless devices (60)

4~ Event Subject | o)
user (60)
.

20011 -Nov-03
16:30:29

2011 -Nov-03
16:30:29

201 1-Nov-03
163029

2011-Nov-03
163029

20011 -Nov-03
16:30:29

2011 -Nov-03
16:30:29

201 1-Nov=03
16:30:29

20011 -Nov-03
16:30:29

Jan 28 16:53:29 2011 [10.10.100.99] localdb{1437] <133009> <ERRS> |

User shmoo shmoo | 1 -open Failed MSChapv2
Jan 28 16:53:29 2011 [10.10.100.99] localdb{1437] <133009> <ERRS>
User shmoo shmoo | -open Failed MSChapV2 Authentication

Jan 28 170817 2011 [10.10.100.99] localdb{1437] <133009> <ERRS> ||

User shmoo shmoo | | -open Failed MSChapV2 Authentication

Jan 28 170817 2011 [10.10,100.99] localdb{1437] <133009> <ERRS>
User shmoo shmoo | 1 -open Failed MSChapV2 Authentication

Jan 28 17:08:24 2011 [10.10.100.59] localdb{1437] <133009> <ERRS> ||

User shmoo shmool 1-open Failed MSChaph2 Authentication
Jan 28 17:08:24 2011 [10.10.100.99] localdb{1437] <133009> <ERRS>
User shmoo shmool | -open Failed MSChaph2 Authentication

Jan 28 17:12:31 2001 [10.10.100.99] localdb{1437] <133009> <ERRS> |
Authentication

User shmoo shmool 1 -apen Faled MSChapv2

Jan 2817:12:31 20011 [10.10.100.99] localdb{1437] <133009> <ERRS>
User shmoo shmoo | -open Failed MSChapV2 Authentication
1437] <133009> <ERRS>

14
&
4

on for

| uopaajoy [or)

sessionid = 1633022135
time = 2011-Nov-03 20:30:29
size =172

Kig_thread = 3

medium = 32 [73129]

device type = arubanetworks [73129)
device.typeid = 110 [73129]

device class = Wireless Devices [73129)
header.id = 0001 [73129)

client = localdb [73129]

process.id = 1437 [73129]

severity = ERRS [73129]

user.dst = shmoo [73129]

userrole = shmool1-open [73129]
auth.method = MSChapV2 [73129]
ec.outcome = Failure [73129]
ec.subject = User [73129]

ec.theme = Authentication [73129]
event.cat = 1301000000 [73129]
evenrcatname = Auth Failures [73129)
msg.vid = 133009 [73129)

msg.id = 133009 [73129]

level = 3 [73129)

device.ip = 172.16.6.254 [73129]

“wmcom®

'\- PAN-CE0 > arubanetworks > auth failures 2% £ L]

CLECEE - L PR e

Context Menus

Data Analysis

localdb

If you click on the VIEW button for a specific log event, you can view the details for the currently
loaded session.

When you right-click in a pane (Collection or Navigation) on the INVESTIGATOR screen, a Context
menu opens. The functions on the toolbar, such as Print and Custom Drill, are accessible, as well as

current settings.

NetWitness Corporation
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Navigation Context Menu

Wiew Timeline
Select all
Copy

F".Id Prink...
Print Presviess Prirk...

Conktent Sear:

Prink Preview

Sork By
Prink. .. y
Display Yalue k| Yalue Siort By L4 Pi i
Prink Preview . YRk Preview
Estimates 4 i q DU NN o Session Tatal
1 pscendna Estimat M Session 5 Sort By >
Sort By Custam Drill... v Descending SHmates £35100 Jize

3

i i i Packet Tokal Display Yalug
2 Display Yalue Wigw All Sessions Custom Dl .

i Estimates v Ak
3kstimates Yiew All Sessions
Cuskom Drill,. Cuskarn Dl Blwans
Wieww Al Sessions Wigw Al Sessions Mewer

The reports display the first 20 results by default. If [open] or [more] is displayed at the end of the
list of value, that means that there are more results that you can view. When you click on a Report
icon, the following options are available:

Copy to Clipbeard (CSW)
Open Report

Cloze Report

Cloze Other Reportz
More Rezsultz

All Rezultz

Drill Inte...

If the options are greyed out, they are not available from the current view.

OPTION DESCRIPTION

Drrill Allows the user to define a custom query?. The resulting Navigation view
allows for all report operations, including drilling and the viewing of session
listings.

. Comtent Type (20 of 33 item
fi | rext/hemi (8,275) - image /gif (1.004) - image jpeg (52

| - ﬂlumaqe Jpeg Drill

All Results

Copy to clipboard Copies comma separated values (CSV)
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OPTION DESCRIPTION

Open Report To open the report, the user must confirm that the process may be
time-consuming in Confirm Open dialog:

Confirm Open

This report may contain a lot of data and could take
H‘/ a long time to retrieve.

Are you sure you wank o proceed?

[Joon't ask this question again.

Close Report Returns the display to hidden

Close Other Reports Closes all the reports

More Results Displays an additional 20 values

All Results When there are large numbers of results, the user must specify a maximum

number (1000, 2500, 5000, etc. to 50000) to display

Reset Results Returns the display to the original default 20 values

Drill into... Allows the user to input specific values for a custom query?. The result set
is a Navigation view, which will allow for all report operations, including
drilling and the viewing of session listings.

Drills and Filters

There are many possible approaches for analyzing the data with INVESTIGATOR. The primary
purpose of this chapter is to show how you can use the INVESTIGATOR features. As you become
more familiar with the application, your preferred approach may vary from what is presented in
this guide.

Clicking on a Report Value in the collection removes all items not associated with the chosen value.
This is useful because you are able to see patterns in events more easily. You can also create a
separate tab when you drill into a value or session group. The decision whether to continue to
extend the drill path in one tab, to create a separate tab for a secondary drill, or to create a new
tab with the last level as the root for the drill path depends upon your experience and personal
preference.

NetWitness Corporation 75
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If a user were interested in HT'TP activity with foreign countries, especially activity that contained
javascript files, a preliminary method for analysis of their network data is provided in this chapter.

Click on the HTTP
report value to filter
out other data

S, P s Ira st - ="
Popolzamn gl poa palanaks EEory Hek
&l Ca.z =l Saviple Data a lm o

P B e ﬂ L |

: = -_Imlmlﬁlullzlﬁl B[E[E] [=[=]
£

o ZOoDeS-D%-500 12054 EOTS=C 5= | S0dd e

“ Cesonemon Cosncn c20 of |33 e -
urrad amemar -ghne s 55N -cammen 1T Ses-uniied Eivgdeer (D TS - Prares (1500 - el (BT - naks (RO
i wrr Tecbomaliony V3350 = por o s CHE 1] = prada=d i85 1] = kg arna 08250« Lo am IEE5 - v an (B 58 - ammlgnn IBEE
ey larnds 05 1 B2 =ik 18370 bnaal i62E) = amab a3 ET - papann L3S 1y et gy (REED [noesrz]

h Saramm Tapw o 22 Rams
ST CA 15 - L T R AST - STTEO 4540 - 453 X =S R A =551 i1 T = CMTRe s - k! TP A (N7 -
LHUOFPI =42 7D 1Ar= 13320 PN P 2l TUSE! KIS SOLM ] S3HOEE B G S I
YA M cd] (Mo

T I Szurew F Gddreas (20 af |10

L =Ly .“.-’:-l ||.|. -
PO A R R b Bla W
PPE 0B SR cael  BELENNE S A A S b [rrare]

e 1700 - ZATL 8166 1342 -
"0 "I -JII'.EIE-F 24 'i.""-
' AR - SI-T7 IR 35T 4T -

e— n RN EE-R SR NG R R | -""'O'Q

In order to keep the drill path clear, a new tab is needed for this drill.

Create a New Tab

This can be done on the report value level or on a specific value

# Ctrl +Click on the report to open a separate tab.

# Alt +Click to make the report value the root of the Drill Path in a separate tab.

As you drill further into the collection, having these separate tabs improves your ability to go back
and refine the drill and look more closely at items of interest.

76
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The new view of the data has filtered out the other Service Types.

Drill Path

Focus on
Service Type
HTTP

0\ MetWitness Investigator 5 - B8

\> Sample Data > 11771 (S 4

[y fedwelcome @ Sample Data & |

[w.]m[m[w-DI-[%LLﬁlllﬂ_

v A O B0 A ACHE O 30 THAs s

uoE (oD

Deswirmigion Couriry (20 items) A
0 united states (9,948) - canada (251) - china (113) - germany (67) - czech republic (82) - russian
federation (38) - anonymous proxy (48) - united kingdom (40) - costa rica (38) - hong kong (25) -
estonia (24) - ukraine (207 - netherlands (14) - malaysia (12) - netherlands antilles (10) - japan (9) -
france (5) - india (4) - slovakia (2) -- chile (1) [more]

\-*::nri:::: Type: (1 item) o
MW TTR (10,893)

Somrce B Address (20 items)

*' 169.254.155.81 (7,378)-10.21.2.52 (2,462)-172.16.131.129(351) - 10.10.10.208 (261) -
10.10.10.153 (185)-192.168.221.129 (84) - 10.21.2.2 (39) - 172.16.131.130 (36) - 192.168.25.25%
(30)-192.168.25.251 (26) - 192.168.1.79 (14) - 192.168.1.58 (9) - 66.104.20.242 (3) - 10.10.10.55
(2)- 101010150 (2) 101010165 (2)-10.21.2.62 (2)-10.21.6.51 (2) - 10.10.10.164 (1) -
10.10.10.205 (1) [more]

Dhesiimiaiion I sadedross (20 items)

*' 169.254.92.60 (7,378) - 208.72.193.86 (316) - 209.172.57.70 (117) - 10.21.2.2 (90) - 142.163.175.
(63) - 7B.108.177.95(B1) - 216.73.87.52 (59) - 72.215.224.89 (54) - 65.54.161.250 (53) -
B5.195.123.26 (45) - 87.106.167.35 (45) - 209.191.109.42 (42) - 209.85.133.15 (41) - B.12.216.12¢
(37)-204.9.163.136 (37) - 72.215.224.91 (36) - 195.93.218.28 (35) - 200.122.168.204 (35) -
209.73.188.75(35)-76.13.218.11 (34) [more]

9 Adcgion Pveni (2 items)

get (10,677) - put (135)

F\

At this point, you must evaluate the Report Values and Session counts to determine the next item of
interest. Possible drills of interest might include an additional filter for:

+ A Destination Country (China)

L 4

A specific Source IP Address

¢ A Destination IP Address

+ An Action Event with an unusual number of sessions (get)

NetWitness Corporation
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View Sessions

Once the focus of the analysis has been narrowed to a particular type of event, clicking on the
number opens the drill to the Session level.

Q\ MetWitness Investigator 5 - B

! Collection Edit  Wiew Bookmarks  History  Help
Click

. 2l Data -~ Sample Data > HTTP =

Session#
to view &y tedwelcome |@Sample Data Ql 4 %
Session List ol — -
for a value 1= NeERD0ORS

S < 2008-05-3013:54 2008-05-30 15:49 >

Destination Country (20 items)
united states (9,94 8) - canada (251) - china (113) - germany (67) - czech republic (582) - russian

federation (38) - anonymous proxy (48) - united kingdom (40) - costa rica (36) - hong kong (29) -
estonia (24) - ukraine (20) - netherlands (14) - malaysia (12) - netherlands antilles (10) - japan (9) -
france (5) - india (4) - slovakia (2) - chile (1) [more]

(2)-1010.10150(2)-1010.10.165(2)-10.21.2.62 (2)-10.21.6.51 (2)-10.10.10.164 (1) -
10.10.10.205(1)-10.21.6.34 (1) - 20.20.20.2 (1)-72.215.224.88 (1)

i Destination IP address (20 items)

B6(316)-209.172.57.70(117)-10.21.2.2 (90)- 142.163.175]
= 224,89 (54)-65.54.161.250 (5312

Session View

The Session view displays a representation of all the sessions that correspond to the drill from the
Navigation view. For example, if a user clicks on a session count of 26 to the right of a particular
IP Address in the Navigation view, the resulting 26 sessions will be listed on the Session List view.

w2 NetWitness Investigator 9

Drill Path i Collection Edt  View Bookmarks Hstory Help

for ' P sampl .. > HTTP > Sessions for 192.168.25.251
navigation

i tedwelcome 5 | @ sancle Data @

Session List | E— >
Toolbar i'“ = lo{ow I

8 Time Service  Size Events

2008-May-30 P/ TCP/ 28.84 5 00:0C:29:3A°56:10 -> 00:14:01:3E:28F9

E‘ 14:56:38 HTTP KB o 152.168.25.251 -> 125.65.76.2
@ 1279 -> 80 (hup)
3 paylead: 25026
A3 medium: 1
4 rcp flags: 30
A streams: 2

i packets: &0

05 riterime: 0

@ action: get

M. directory: (001

filename: nkhtm

Lo EXTEASION htm

(=] client: Mozilla 4.0

2 Aliasip: 125.65.76.2

ﬂ, alias host wow02.w) 25 west263.cn

on: get

78 NetWitness Corporation
R1.3.0812



Chapter 6 Data Analysis

You can use the Session List toolbar to:
& Move through the pages of sessions.
+ Change the way you view the sessions.
# View the sessions with Google Earth.

+ Export or print the session information.

Session List Toolbar

This toolbar facilitates moving among the individual sessions for the chosen Report and Value. The
appearance of the collection reports and the data contained are determined by the combination
of selections you make on the Navigation toolbar (see page 67).

FuNCTION DESCRIPTION

Paging Control
i) Collections |Test2 @3
M _ g Click directly on the Page Display to open the Go To Page dialog box. This

Go To Page 'fe lets you move to a specific page of sessions without paging through each

s poe . [P group of sessions. This session group contained only 26 sessions, but
— ™ : often values are considerably larger. Other ways to find a specific session
= T [ cancel | are using Bookmarks and History (see page 14).

Next Session— Moves the view to the next session

[©

Previous Session— Moves the view to the previous session

©

First Page— Moves the view to the first page

Previous Page— Moves the view to the previous page

Next Page— Moves the view to the next page

1| B B
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FUNCTION DESCRIPTION
IE' Last Page— Moves the view to the last page
Display Control
= Hybrid View— Displays the session details and thumbnails.

|§| Event View— Displays each session on the page in one line (Time, Service,

— Size, Events) with hyperlinks to create a new drill.
|%| Thumbnail View— The sessions appear as thumbnail images. This serves

that session.

as a preview for session content. Click on the image to view the content for

Actions

Google Earth Session View— Displays the session on Google Earth
(see page 81).

80
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FUNCTION

DESCRIPTION

L1

Export- Export the sessions in the current Session View list to either an
external .pcap file or to a new Collection.

Print— Print the session information in the current view.

More Context Menus

Several of the functions on the toolbar (Paging, View, Print, and Export to File) are also available by
right-clicking any place on the INVESTIGATOR Session View screen. The Context menu opens.

NOTE: This Context menu allows you to create a new collection without leaving the current view.

Display Sessions on Google Earth

This feature uses Google Earth to map session activity from source and destination IP addresses,
using the GeolP database. By default, NetWitness installs the GeolP Lite version of the database.

NetWitness Corporation
R1.3.0812

First Page .
Last Page e‘;':;::‘;d:”‘:w — == \
Previous Page | 3> &0
Next Page ; @ Siwekon G[@ o .
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You must enable the GeolP parser to see this functionality.

PATH: Edit—0Options—Process

Target destination IP address in shown in
context of network traffic from the source IP
address.

Zoom in to view the street-level location for the
target destination IP address.

Ey

2008 Tele Atlas|

Content View

To view the content in a particular session, you click on the Thumbnail image. A separate pane
displays the content detail for that session. You can select any one of the following formats on the
Content Toolbar.

websurfing Content - Session 57

BARNESSZNOBLED | FREESTRNS ..
wmekacom

P SEEDETAILS

USED&DUT | BUSINESS® | MEDICINES | NEWSUSED | LIBROSEN
OFPRINT | TECHNOLOGY | SCIENCE XTBOOKS | ESPANDL |

LU sooks

BROWSE BOOKS : WHATS NEW : BESTSELLERS : C!

Save Up to 30

Know what you're looking FINAL DAYS
for?
Soéarch books, music, SUMMER SAL
and video Save 30z tuoll[%;;]‘o ot
Bookstors - n the Hott
= — e -
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When you view content, INVESTIGATOR selects the probable best format, based on the
collection’s type of service. Once you open the Content view, you are able to change from the
default Auto to any of the other options.

CLICK THIS...

To VIEW THIS...

VIEwW BOTH SIDES

Show both the request and response for the currently loaded session.

VIEW REQUEST

Show only the request for the currently loaded session.

VIEW RESPONSE

Show only the response for the currently loaded session.

[

Top TO BOTTOM

Alternate request and response packets from top to bottom.

H

SIDE TO SIDE

Alternate request and response packets from left to right.

&

BEST RECONSTRUCTION

View data in Auto format, which allows INVESTIGATOR to select the format.

VIEW DETAILS

View Details summary for each side of session (IP address, port, number of
packets, bytes for Data and Payload, and Flags, if applicable).

=l | [

VIEW TEXT

View data in text format.

VIEW HEX

View data is Hex format.

(]

VIEW PACKETS

View data in packet format.

VIEW MAIL

View data in Mail format.

€ | []

VIEw WEB

View data in Web format.

[0]

VIEW IM

View data in IM format.
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CLICK THIS... To VIEW THS...
PLAY AuDIO
Access data in audio (VoIP) format.
OPEN PCAP
ﬁ Open the currently loaded session as a PCAP.

EXPORT SESSION

H Export the currently loaded session.

PRINT SESSION

I‘:‘ Prints the currently loaded session.

You can continue to explore the data through drilling into specific items, search the session for a
particular term, string, or other values.

Search View

NetWitness Search allows users to search collections for keywords and regular expressions
(pattern matches). You have the option to create a new search or use any combination of various
common search criteria (e.g. social security numbers, credit card numbers, EIN tax numbers)
found in a compiled library.

The following describes the capabilities of the NetWitness Search engine and explains the various
options that users have when searching through their NetWitness data.

Simple Search

'To search a collection:
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1. Open and navigate to a collection from the list of NetWitness Collections. Click the Content
Search icon found on the Collection Toolbar. The Search Dialog displays, which allows users
to create and run ad hoc searches on either a keyword or a regular expression.

ag MetWitness Investigator 8

T i it View Bookmarks History  Help
Al Data Sample Data > HTTP >

@ Sample Data @

Navigation drill path_____|

8} Welcome

pajinn &)

Toggle button to
move between

Simple and
Advanced e
Search .l ‘
L ]
I Regular Expression Preferences »| [ Search Content
Search I search Metadata
™ Decode Sessions
™ case Insensitive

Lapture

X

Default setting for
Content

q x

) ocal Collection

Metivitness Investigator Ready

= Line Rate: |— 1 O Mbs

Packets Captured: 0

b

You could expand the search to include metadata by changing the settings in Preferences.
You could also specify that your search criteria are to be Case Insensitive, if necessary. For
more details about preference options, see Search Preferences on page 85.

2. The user has the option to designate whether or not the search is in the form of a regular
expression by making the appropriate check in the Regular Expression checkbox. If Regular
Expression is enabled, but the search string entered by the user is not a valid regular
expression, NetWitness will notify the user of an invalid query. If Regular Expression is not

enabled, the search engine will treat the search string as a keyword.

1

the Boost Homepage

NetWitness uses the Boost Perl regular expression engine. All regular expressions must be formatted in the
appropriate syntax. More information about the Boost Perl regular expression library and syntax can be found at

3. C(lick on the icon in the upper-left corner of the Search screen to go to Advanced Search.

Search Preferences

Before initiating either a Simple or Advanced Search, You can set or change your search preference
options by clicking on the Preferences text beneath the search box.

+ Search Content: This is the default setting.

# Search Metadata: If this option is enabled, NetWitness will search the metadata for each
session as well as the content. By default, NetWitness Search will only search through the

content of a session.
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+ Decode Sessions: Often, the payload of a session will be compressed, usually in a gzip format,
to reduce the amount of information sent over the network. If this option is enabled,
NetWitness attempts to decompress the content of every session it searches to find a match
for the search. Many web pages are gzipped on the web service and unzipped by the web
browser. NetWitness also unzips the content so that the search engine can search through

the original plain text.

ﬂ This option does not mean that NetWitness decrypts the content of a session and extract matches from encrypted

traffic.

+ Case Insensitive: This option designates whether the search should be case-sensitive.

Advanced Search

Advanced Search allows users to create a more advanced search and save that search to a search

library for future use or use one of the many pre-packaged searches that are standard with

NetWitness INVESTIGATOR.

In the Advanced Search dialog, users can select from saved searches by clicking on the drop down
menu, located to the right of Search Name. This list includes all default searches along with any

other advanced searches created and saved by the user.

e

NETWITNESS

Search Mame |

Mew Search

Search Description

Search For

Convert ASCII

To Unicode

r Regular Expression Preferences »

Search & Export | Search |

Reload Default Search Criteria

86
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The Search Description box is used to describe each saved search.

NETWITNESS

|Socia| Security Numbers j

Search Name

Mew Search Delete Search

search Description | Thig regex validates U.S. social security numbers, within the &

range of numbers that have been currently allocated. Matches

the pattern AAA-GG-5555, AAA GG 5555 or AAAGGSSSS. All

zeros in any one field is not allowed. See -
http:/ /'www.cpsr.org/cpsr/privacy/ssn/ssn.structure.html for
details on social security number patterns. Matches: [078-05- %

Searchiioy | b(71000)([0-6] d{2}| 7([0-6] \d| 7[01 2]))([ 177100 d' d' 3(710000) | d

v Regular Expression Preferences »

Search & Export | Search |

Reload Default Search Criteria

Convert ASCII

To Unicode

If you are creating a custom regular expression, it is often useful to include which strings will match the saved
(ﬁ regular expression and which will not. See the description of Social Security Numbers as an example of how to
best save the description of a new regular expression.

The actual search pattern (or text) is specified in the text box next to Search For.

Advanced Searches created by a user must be given a name, description, and search string before
they can be saved. These saved searches continue to exist until they are deleted by selecting the
search to be deleted and clicking the Delete Search text.

If one of the original Advanced Searches is changed, the user can revert to the default criteria by clicking Reload
ﬂ Default Search Criteria.

NetWitness Corporation
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Search Results

The search for js files in the 84 sessions from IP Address 192.168.221.129 produced two pages of
results.

ﬂ The original search results show all .js files in bold. When you enter .js in the search field a second time, each

instance in the results is highlighted.

: Collection Edit  Wiew Bookmarks  History  Help

all Data - |Zamp .= HTTP = 192, .= Sess .= Cont .. (51 « TRE
@ Collections | Sample Data | Sample Data | Sample Data | Sample Data GI 4 b X

Page 1 of 2 vy A M« » v HEH @M 5

B IP/TCP/HTTP | E 3 192.168.221.129 -> 59.60.147.168 ]

s frame= <script id="town_1535" type="text/javascript” src="http://u.Ttown com/Pub/mms/1535/index.js?
uid=26428&a=&b=&c=&d=&e=&f="></script> <td> </tr> <tr> <td=<div align="center"=</div=
2008-May-30 14:49:39 - 1910 KB

o IP/TCP/HTTP | * 192.168.221.129 -> 60.28.197.246 |

s MNT 5.1; SV1; \MET CLR 2.0.50727) Host: home wangmeng.com Proxy-Connection: Keep-Alive GET fwm.js HTTP/1.1 Accept:
** Referer: http://home. wangmeng.com/ai.aspx?hi=102330(6131107722|27192:60F 364
2008-May-30 14:49:39 - 8.33 KB

B IP/TCP/HTTP | E 3 192.168.221.129 -> 121.10.119.15 ]
GET /Pub/mms/1535/index.js?uid=26428 &a=&b=&c=&d=&e=&f= HTTP/1.1 Accept: ** Referer: http:/fivr. 3-a.net/ivr htm Accept
Lang
2008-May-30 14:49:39 - 11.20 KB

e IP/TCP/HTTP | E 3 192.168.221.129 -> 58.211.7.216 |

MNT 5.1, SW1; .NET CLR 2.0.50727) Host: www.91ivr.com Proxy-Connection: Keep-Alive GET /js/sendx.js HTTP/1.1 Accept: */

Referer: http:/fwew Hivr.com/sendx55 html?seo=8566&musicname= Accept-Langu

2008-May-30 14:49:39 - 25.91 KB

e IP/TCP/HTTP | * 192.168.221.129 -> 121.10.119.15 ]
ws NT 5.1: W1, \MET CLR 2.0.50727) Host: u.Ttown.com Proxy-Connection: Keep-Alive GET /cj/mmsf.js HTTRP/1.1 Accept: **
Referer: http://u. Ttown_ com/Pub/mms{1396/index_html?uid=26428&a=&h=&c=8&d=8&e=

DSkl e ==

= T —

Session List View

Regardless of the type of search, the engine returns all instances of the search criteria in the
following form:

88

*

*

A thumbnail of the matching session

The service type of the matching session (e.g. HT'TP, FTP, MSN IM, etc.)
The source and destination IP addresses and ports

The chunk of text in which the search term was found

The time stamp of the beginning of the matching session

The size of the matching session
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Once any results are displayed, the user can use the NetWitness Search toolbar to execute any of
the following actions:

*

*

Export the results to another collection for further searching and navigating (Click the
Export E icon on the toolbar)

Export the results to a .peap file (Click the Export E icon on the toolbar)
Page through the results using the paging controls on the top toolbar
Change the number of results displayed per page.

Jump to a specific page of the result set

Initiate another Simple Search

The top bar will also give feedback as to the number of sessions that contained a match. Another

way to export the results of a NetWitness Search is to right click the body of the results page and
select Export Sessions.

Content View

To open and view the content of a search result, either click on the pre-generated thumbnail or
the search term in the content snippet.

‘ﬂ The matching search text will be in bold text to make the match stand out from the other text.

@, HiotWitross Tnvestigator 8 - =
Collection [t Yiew Bockmarks  Hstory  Help
A Data ~ | Sample Data > HTTP » 192,168, ... > Sessions ... > Content 20 s
) Coboctions | Samgls Data /| Sargle Data | | Sampe Dtn (3 i 1w Semple Dals Conbenk - Seaplon 3311 A
B & = P ¢ oo o
Page 1 of 2 v 4 H 4 W B N ] ) i B eco0 oM
I —- IP-TCP-H"F[*192|'3322112;-:-3| 1298614 ]

le="display.none; “></frame> <script type="textjaascipt”

VBSCIpt” SICE images/send.js > </scnpt> </body> </tmi> 0

2008+ 30— 15,58 KB
1 IP/TCP / HTTP [ 3 122.188.221.120 -> 61.120.66.14 )

B o wmn
[

Connaction: Keep-Alive GET fimages/send.js HTTP/1.1 Accept: */°
Rederar: hitp:/www vip-

2008-May-30 14:49:39 - S4.09 KB
b - IP-TCP-HTTF[*IQ 8.221.129 -» 84233180104 |
1145740 LM=1200333570 S=3RNWdOPwAgShHER
GET fextemn_js/ACgibhiCAMMAMAAS wilALLACWDZ1ETlyBgod js
HTTP/1.1 Accept: /" Referer: hitp:/fwww geogle comisearch?
hovia Accept-Language: en-
B

BB.221.129 -> 59.80.147.1688 ]
i frame> <gonipt id="town_1535" type="textjavascrpt”
stc="http //u Tigwn comPubimms/1535/index Js7
uid=264288a=8b=8c=Rd=8e=&f="></scrpt> <td> <ir> <tr> <td><div

var arz = regax.exec(_uzl);

— rezurn RegExp.5i:
8.221.129 -> 80.28.197.248 ]

sNT 51 meng. com Proocy-
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NetWitness Search Tips

90

L 2

A NetWitness Search can be stopped at any point by clicking on the Stop | €3 icon while the
search is in progress. Stopping the search leaves any of the already displayed results on the

page.

An Advanced Search can be initiated from the results page by clicking on the Advanced Search
text underneath the input box.

NetWitness Search maintains a record of the last 10 searches. This list drops down
automatically when the user begins a search in the text box.

NetWitness Search caches the results of each search so that the search can be repeated very
quickly.

Multiple search windows can be open and running at the same time. The user is advised
that the number of simultaneous searches may affect the overall performance of
NetWitness INVESTIGATOR, especially when NetWitness is collecting in a sustained mode
with heavy traffic volumes.
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Appendix A
Rules

Introduction

Network layer rules are applied at the packet level and are made up of rule sets from Layer 2 —
Layer 4. Multiple rules may be applied to multiple layers (for example, when a network rule filters
out specific ports for a specific IP address.)

Application rules are used to define the data collected by the NetWitness system at the session
level. A rule can be used to either include or exclude all traffic not otherwise selected. NetWitness
processes rules in the order they are listed in the Rules Configuration dialog, A default rule, if used,
must always be placed at the bottom of the rule list. Otherwise, rule processing stops as soon as
the default rule is evaluated since, by definition, all traffic is selected by the default rule.

A general rule of thumb for order of rules is to have filter and truncation rules set as the first rules to
be tested. Then any alert rules follow. Finally, any additional keep or filter rules would be placed at
the very bottom of the list.

Packet Data Options

When creating or working with both network and application rules, one of three actions can be
performed, based on a rule match:

+ Keep — Keeps or retains the data based on a match.
# Filter — Filters the data based on a match.

¢ Truncate — The payload information is not saved, but the metadata elements are retained.

ﬁ If the criteria match, no subsequent rules will be evaluated, if the Stop Rule Processing checkbox is checked.

Session Options

For Network Rules, when choosing to Keep or Truncate a rule, the following options are available:

NetWitness Corporation 91
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+ Network Meta—\When selected, the capture system directs those packets to the component that
will extract network meta elements (i.e. MAC Address, IP address, tcp/udp port
information, etc.).

+ Application Meta—\When selected, the capture system directs those packets to the component
that will extract application meta elements (i.e. hostnames, filenames, e-mails accounts,
passwords, etc.).

¢ Alert—Creates a new meta element when the rule criteria matches. The new meta element is
listed under the Alert field and the value of the meta element will be the name of the rule.

Session Options

For Application Rules, when choosing to Keep or Truncate a rule, the following option is available:

¢ Alert— Creates a new meta element when the rule criteria matches. The new meta element
will be under the alert field and the value of the meta element will be the name of the rule.

Rule Order

Both network and application rules are applied in a top-down order. When a specific rule is
matched, the operation and options are acted upon. At that point, if the Stop Processing flag is
checked, then no further rules will be applied for that session. Rule evaluation will continue if
Stop Processing checkbox is unchecked.

For example, if there are three network rules and three application rules defined and network rule
#2 has the Stop Processing option checked. If network rule number 2 is matched for a session
which designates a Keep, then network rule number three will not be applied. The application
rules will then be measured against that specific session.

Rule Sets and Expressions

Groups of capture rules form rule sets. These rule sets can be imported and exported from the

system using the Load Rules (import) or the Save Rules (export) icons on the Rules
Configuration dialog. This feature enables multiple rule sets to be maintained for various scenarios.

The exported rule set, in the form of an .nwr file, can be copied to other NetWitness devices,
simplifying the deployment and configuration of multiple devices.

Capture rules consist of three logical parts, called an expression. The simplest form of a
expression would contain these elements:

Example: [<Field> + <Operator> + <Value>| + Action
Expressions may be grouped and logically combined with other expressions using Boolean

Operator(s). A Value can be a single value or a range of values.

92 NetWitness Corporation
R1.3.0812



Appendix A Rules

Actions are assigned to a rule to tell the NetWitness system how to deal with packets that match
the rule. The following table lists the possible actions for a rule.

AcCTION DESCRIPTION

Keep Instructs NetWitness to keep the packet and write it to disk.

Filter Instructs NetWitness to discard the packet. It is not written to disk.

Truncate The payload information is not saved, but the metadata elements are retained.

Rule Syntax

The syntax for writing capture rules consists of comparing a field to a value using a comparison
operator. The supported comparison operators are equals (=) and not equals (#).

Values can be expressed as discrete values, a range of values, an upper or lower bound or a
combination of these three. Greater than (>) and less than (<) comparisons are accomplished
through the use of ranges.You can create a greater than or less than comparison, test equality or

inequality against a range of values or an uppet/lower bound.

The following table summarizes the supported comparison operators and the syntax for

expressing values.

SYNTAX DESCRIPTION
* Default rule. By using an asterisk (*) as the sole character in a rule, that rule will select all
traffic.
= Equality operator
1= Inequality operator
&& Logical AND operator
Il Logical OR operator
-u Upper bound. For example, to select all TCP ports above 40000 the syntax would be:
tcp.port = 40000-u
| - Lower bound. For example, to select all TCP ports below 40000 the syntax would be:
tcp.port = 1-40000
- (dash) Denotes a range. This is only applicable to numeric values. Separate the lower and upper
bounds of the range with a dash (-) character. For example, to select TCP ports between
25 and 443 the syntax would be: tcp.port = 25-443
, (comma) Denotes a list of values. Single values may be used as well as any combination of ranges

and upper or lower bounds. For example, the following is valid syntax: tcp.port =
1-10,25,110,143-255,40000-u
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SYNTAX

DESCRIPTION

0

Grouping Operator. An expression can be enclosed in parentheses to create a new logical
expression.

For example, (ip.addr=192.168.1.1 && tcp.port=80) ||
(ip.addr=10.10.10.1 && tcp.port=443) would select traffic on port 80 to/from
192.168.1.1 OR traffic on port 443 to/from 10.10.10.1

Supported Fields

Supported metadata fields for creating capture rules are different for Network or Application
Layer Rules. Refer to Parsers and Associated Metadata on page 110 for the metadata fields supported
for use in Application Layer Rules. The following metadata fields are supported for use in

Network Layer Rules:

METADATA DESCRIPTION

eth.addr Ethernet source or destination address. Commonly known as the MAC
address.

eth.dst Destination Ethernet address. This is the same as the Ethernet address
field except it selects only packets where the destination address matches
the selected value(s).

eth.src Same as Ethernet destination except focuses on the source address.

eth.type Ethernet frame type. See Ethernet Protocol Reference List on page 121 for
a list of possible values and descriptions.

fddi.addr Fiber Distributed Data Interface (FDDI) physical source or destination
address. Same concept as the Ethernet address. FDDI is an older Layer 2
protocol that has largely been replaced with Ethernet. However, it may still
be found in some older networks.

fddi.dst Same as the Ethernet destination except uses the FDDI address.

fddi.src Same as the Ethernet source except uses the FDDI address.

fddi.type Frame type of the FDDI frame.

hdlc.addr High-level Data Link Control physical source or destination address. Same
concept as the Ethernet address.

hdlc.dst Same as the Ethernet destination except uses the HDLC address.

hdlc.src Same as the Ethernet source except uses the HDLC address.

hdlc.addr Frame type of the HDLC frame.

ip.addr IPv4 source or destination address in standard form. IP addresses can be
entered in CIDR notation for subnets.

ip.dst Destination IPv4 address in standard form. IP addresses can be entered in
CIDR notation for subnets.
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METADATA DESCRIPTION

ip.proto IPv4 protocol field. Internet Protocol Reference List on page 128 for a list of
possible values and descriptions.

ip.src Source IPv4 address in standard form. IP addresses can be entered in
CIDR notation for subnets.

ipv6.addr IPv6 source or destination address in hex format. Generally IPv6
addresses are written as eight groups of four hex digits, thus expressing
the entire 128 bit address length. Supports:: notation to represent multiple
blocks of 0000 in an address. Does not support CIDR notation.

ipv6.dst Destination IPv6 address in hex format.

ipv6.proto IPv6 protocol field. This maps to the Next Header field in the IPv6 header
and uses the same values as the IPv4 protocol field. See Internet Protocol
Reference List on page 128 for a list of possible values and descriptions.

ipv6.src Source IPv6 address in hex format.

tcp.dstport Destination TCP port. See TCP Protocol Reference List on page 133 for a
list of common TCP port assignments.

tcp.port TCP source or destination port.

tcp.sreport Source TCP port.

tr.addr Token Ring source or destination address.

tr.dst Destination Token Ring address.

tr.src Source Token Ring address.

tr.type Token Ring frame type.

udp.dstport Destination UDP port. See UDP Protocol Reference List on page 136 for a
list of common UDP port assignments.

udp.port UDP source or destination port.

udp.srcport Source UDP port.

eth.addr Ethernet source or destination address. Commonly known as the MAC

address.
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Appendix B
Custom Parsers

Introduction

The NetWitness parsing engine allows the user to customize definitions of the core parsers for
parsing network data. These parsers, known as the FLEXPARSE™ tool, are loaded and compiled
when either processing capture files in INVESTIGATOR or capturing data with DECODER. Most
commonly, they are used for static meta extraction and service identification. This flexible
definition allows users to easily extend the core NetWitness-defined services to provide extra
service type identification and metadata extraction. This is important in today’s world due to the
volume of custom applications that are used on networks around the world.

Each custom parser is defined as an XML-formatted .parser file. Each definition file must contain
at least one parser definition but may contain more. When the definition is created in a text editor
that understands the XML format, it is possible to provide full syntax validation as well as
Intellisense support for the designer.

Types of Custom Parsers

There are two types of custom parsers:

+ Service identification based solely on port. These are patsers that just use the source and/or
destination ports to identify the session application type (service). These are the most basic,
easiest to define.

+ Service identification based on a found token(s). These parsers use tokens to identify the service
type. This is also an easy way to expand which service types are identified. These are
important when identifying non-internet standard applications. These parsers require that
the protocol has a definable token that can uniquely identify the service type.
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Language Definition

The following table describes the XML schema used to define a parser using the FLEXPARSE™
tool. The XML node, attribute, and values referenced in descriptive text are bold. The root node
of every file must be the parsers node. Under that node there can be any number of parser nodes.
Each parser node defines a single parser. A parser node can have an optional declaration node and
any number of match nodes.

NODE NAME ATTRIBUTE NAME DESCRIPTION
parsers The root node in each definition file.
xmins:xsi Defines the namespace to use for the schema inclusion.
This attribute is not required; however, language
definition is not possible without it. This node must have
the following value:
http://www.w3.0rg/2001/XMLSchema-instance
xsi:noNamespaceSchemalocation | Defines the XSD schema validation file used to validate
the language definition. This attribute is not required;
however, language definition is not possible without it.
This node must have the following value:
parsers.xsd
parser The node that defines a single parser definition. This node must be directly under the parsers
node. There can be more than one per file.
name The name that uniquely identifies the parser. This name
should be short and succinct. This is used by the system
to allow enabling and disabling. It should contain only the
letters [a-z] and [A-Z].
desc This node provides a friendly description of what the
parser does.
service This is the unique number assigned to the session when
identified.
declaration The node that delineates the definition. Each of these definitions can have an associated match
entry.
token Specifies a definition for identifying a token somewhere in the session protocol. This defines a
match callback when the specified tokes in encountered in a session payload. The read position
is set to the byte immediately following the matched token.
name This is a unique identifier for the declaration.
value This is the exact token value to be identified.
options Options specify that the token should start on a new line
or at end of a line (linestart or linestop).
number Defines a numeric variable that can be referenced elsewhere within the parser definition. All
numeric values are 64-bit unsigned values.
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NODE NAME ATTRIBUTE NAME DESCRIPTION
name This is a unique identifier for the declaration.
scope (optional) Specifies when to reset the variable. This can either be
for each side of a two-sided session or only after a new
session is detected. The possible values are global,
constant, stream, and session (default).
string Defines a numeric variable that can be referenced elsewhere within the parser definition.
name This is a unique identifier for the declaration.
scope (optional) Specifies when to reset the variable. This can either be
for each side of a two-sided session or only after a new
session is detected. The possible values are global,
constant, stream, and session (default).
port Defines a match callback when a session is encountered using the specified port. The read
position is set to the first byte of the first stream (client) in the session.
name This is a unique identifier for the declaration.
value This is the port number to identify.
session Defines a match callback for session begin/end events. These events only occur if a token for
the parser is encountered in the session.
name This is a unique identifier for the declaration.
value Specifies that processing takes place at the beginning of
a new session or at the end of a session (begin or end).
stream Defines a match callback for stream begin/end events. These events only occur if a token for
the parser is encountered in the stream.
name This is a unique identifier for the declaration.
value Specifies that processing takes place at the beginning or
at the end of a stream (begin or end).
meta
key Specifies the key name. The key needs to be 1-16 bytes
in size.
format Specifies the variant type (e.g. Text, IPv4, UInt32). Refer
to the SDK documentation for a full list.
pattern Defines a regular expression variable for use by the regex function.

name

This is a unique identifier for the declaration.

scope (optional)

Specifies when to reset the variable. This can be for each
side of a two-sided session or only after a new session is
detected. Possible values are global, constant, stream,
and session (default).
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NoDE NAME ATTRIBUTE NAME DESCRIPTION
value (optional) Specifies a regular expression to assign to the pattern
variable. This attribute is only valid when the scope
attribute is set to constant.
match The possible entries for taking an action once a match criterion has been found for a
declaration. These nodes can be nested to provide deeper logic. There are several categories
of execution elements (functions) that can appear as children of a match element:
¢+ General
*  Arithmetic
¢ String
* Payload
General Functions
identify Marks the session with the parser’s service type if the service type has not already been
identified.
assign Assigns a value to a variable.
name The unique identifier assigned to the item in the
declaration section.
value Optional. If specified, the action defined in the match is
only applied when the declaration matches the given
value.
end This terminates the execution of the current match section.
if Compares two values. If the comparison is true, executes any sub-actions. Comparisons can
be number or string types, as long as both values are the same type.
name The unique variable identifier assigned to the item in the
Declaration section.
equal The operation value to compare. If true, any sub-actions
notequal are executed.
less
lessequal
greater,
greaterequal
and
or
register Adds metadata to the session.
name The unique identifier of a meta variable to be created, as
defined in the declaration section.
value The value of the metadata to be created.
while Compares two values and executes any sub-actions if the comparison is true. Comparisons
can be number or string types, as long as both values are the same type.
name The unique variable identifier assigned to the item in the
declaration section.
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NODE NAME ATTRIBUTE NAME DESCRIPTION
equal Specifies the operation value to compare. If true, any
notequal sub-action is executed. The and and or attributes signify
less bitwise operations and can only be applied to number
lessequal variables.
greater,
greaterequal
and
or

Arithmetic Functions

NOTE: All numbers are 64-bit unsigned values and subject to both underflow and overflow, depending on the operation.

and Performs bitwise AND between two numbers.
name Variable to AND result into
value Number to AND into result
or Performs bitwise OR between two numbers.
name Variable to OR result into
value Number to OR into result
increment Performs ADDITION of two numbers.
name Variable containing the initial value AND to receive

ADDITION results

value Number to ADD to initial value

decrement Performs SUBTRACTION of two numbers.

name Variable containing initial value AND to receive
SUBTRACTION results

value Number to SUBTRACT from initial value
divide Performs DIVISION of two numbers.
name Variable containing the initial value AND to receive

DIVISION results

value Number by which to divide the initial value.

NOTE: Division by zero generates an error and stops any further
processing of the current session by this parser.

modulo Performs MODULO of two numbers.

name Variable containing the initial value AND to receive
MODULO results

value Number by which to divide initial value.

NOTE: Division by zero generates an error and stops any further
processing of the current session by this parser.
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NoDE NAME ATTRIBUTE NAME DESCRIPTION
multiply Performs MULTIPLICATION of two numbers.
name Variable containing the initial value AND to receive
MULTIPLICATION results
value Number by which to MULTIPLY the initial value.
shiftleft Performs a binary shift left.
name Variable containing the initial value AND to receive shift
results
value Number of bits to shift by
shiftright Performs a binary shift right.
name Variable containing the initial value AND to receive shift
results
value Number of bits to shift by
String Functions
append Attaches a number or string to the end of a string variable.
name The unique identifier of a string variable to which the
specified value is to be attached
value A number or string to attach
find Searches a string for a provided string value. If it is found, the position is returned and any child
elements will execute. Otherwise, child elements will not execute.
name A number variable to receive the zero-based position,
where the provided value string was found in the in string.
value A string to find
in A string to search
length (optional) A limit to the length of the in string to be searched. If a
limit is not provided, all of in will be searched.
length Assigns the length of a string to a number variable.
name A number variable to receive the length of the specified
string.
value A string value whose length is to be determined.
regex Searches a string for matches to the provided regular expression. If a match is found, the
position and, optionally, the matching string is returned. Any child elements will then execute. If
not found, any child elements will not execute.
NOTE: Regular expression operations can adversely affect system performance.
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NoDE NAME ATTRIBUTE NAME DESCRIPTION
name A number variable to receive the zero-based position,
where the provided regular expression matched in the in
string.
value A regular expression to be searched for.
in A string to search.
length (optional) A limit to the length of the in string to be searched. If a
limit is not provided, all of in will be searched.
found (optional) The name of a string variable to receive the matched
string.
substring At least one of the optional attributes from and length must be specified.
name The unique identifier of a string variable to receive the

extracted value.

value A string value from which to extract a substring.

from (optional) The zero-based position from which to begin the
substring. If not specified, it defaults to zero.

length (optional) The number of characters to extract. If not specified, it
defaults to the remaining length of the string.

tolower Converts a string to all lowercase letters.

name The name of a string variable to process.
toupper Converts a string to all uppercase letters.

name The name of a string variable to process.
Payload Functions

These functions operate on a read position, set at the beginning of a match element, as described in
the declaration section above.

find Searches the stream payload starting at the read position for a provided string value. If the
value is found, the offset from the read position is returned. Any child elements will then
execute. If not found, any child elements will not execute.

name A number variable to receive the offset from the read
position where the match begins.

value A string to find

length (optional) A limit to the length of the payload to be searched. If a
limit is not provided, the remainder of the payload is
searched.

NOTE: It is recommended to always use the smallest value
possible here in order to reduce the effect on performance.
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NoDE NAME ATTRIBUTE NAME DESCRIPTION

move Moves the read position forward in the current stream by a specified number of bytes. If there is
sufficient data in the stream, the read position is updated and any child elements will then
execute. If not found, the read position remains unchanged and any child elements will not

execute.
value The number of bytes to move the read position.
read Reads a specified number of bytes starting at the read position into a variable. If there is

sufficient data in the stream, the read position is updated, the data read assigned, and any
child elements will then execute. If not found, the read position remains unchanged and any
child elements will not execute.

name The name of a string or number variable to receive
stream data. If a number variable is provided, the bytes
read are interpreted as a single unsigned numeric value.

length The number of bytes to read from a stream.

endianess (optional) The byte ordering to use when reading into a number
variable. Can be big (default) or little.

NOTE: The attribute is invalid when reading into a string
variable.

Regex—Searches the stream payload starting at the read position for matches to a provided regular expression.
If found, the offset from the read position and, optionally the matched string, is returned. Any child
elements execute. Otherwise, child elements do not execute.

NOTE: Regular expression operations can adversely affect system performance.

name A number variable to receive the offset from the read
position where the match begins.

value A regular expression to find.

length (optional) A limit to the length of the payload to be searched. If a
limit is not provided, the remainder of the payload is
searched.

NOTE: It is recommended to always use the smallest value
possible here in order to reduce the effect on performance.

found (optional) The name of a string variable to receive a matched
string.
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Common Parser Operations

Examples of defining six common parser operations are included.
& Match Port and Identify Immediately (see page 105)
& Match Port and Delay Identification (see page 105)
& Match Token and Identify Immediately (see page 100)
& Match Multiple Tokens (see page 100)

+ Match Token and Create Metadata (see page 107)

Match Port and Identify Immediately

<?mml wversion="1.0" encoding="utf-8"7>
<parsers
zmlns: xsi="http://www. w3. org/ 2001/ ¥MLEchema-instance"”

xsl:incNamespaceSchemalocation="parsers. x=d">
<parser name="CustApp" desc="Acme Custom App" sService="45324":

<declaration>
<port name="port" valus="45324" />
</declaration>
<match name="port ">
<identify />
</match>
</parser>
</parsers>

Match Port and Delay Identification

<?mml wversion="1.0" encoding="utf-8"7>
<parsers
smlng:xsi=http://www.w3.org/2001/¥MLSchema—instance

xsl:incNamespaceSchemalocation="parsers. x=d">

<parser name="MSRPC" desc="Microsoft RPC protocol”™ service="135">

<declaration>
<port name="port" wvalus="135" />
<number name="state" scope="session"” />
<gesslon name="end" value="end" />
</declaration>
<match name="port ">
<assign name="state"” valus="1" />
</match>

<match name="end">

<if name="state"” sgual="1">
<identify />

</if»
</match>
</parser>
</parsers>
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Match Token and Identify Immediately

<?mml wversion="1.0" encoding="utf-8"7>
<parsers

<declaration>

</declaration>
<match name="signature ">
<identify />
</match>
</parser>
</parsers>

zmlns: xsi="http://www. w3. org/ 2001/ ¥MLEchema-instance"”
xsl:incNamespaceSchemalocation="parsers. x=d">

<parser name="REDP" desc="Remote Desktop Protocol”™ service="3389">

<token name="signature” valus="Cookie:

mstzhash=" />

Match Multiple Tokens

<?mml wversion="1.0" encoding="utf-8"7>
<parsers

Service="333">
<declaration>
<number name="state"”

</declaration>

<match name="user ">
<or name=

</ match>

<match name="pass ">

</ match>

<match name="sesszion">
<identify />
</if>
</match>

</parser>

zmlns: xsi="http://www. w3. org/ 2001/ ¥MLEchema-instance"”
xsl:incNamespaceSchemalocation="parsers. x=d">

<parser name="MyZServiceMultiToken” desc="Multiple Tokens"

stream” />
"
"
value="end" />

<token name="user" valus="USER
<token name="pasgs" valus="PASS
<gesslon name="session”

="ztate" wvalue="1" />

<or name="state"” value="Z2" />

<if name="state"” sgqual="3">
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Match Token and Create Metadata

<?mml wversion="1.0" encoding="utf-8"7>
<parsers mulns:zsi="http://www. w3.org/2001/XMLEchema-instance”
xsi:noNamespaceSchemalocation="parsers.xsd">

<parser name="SHELL" desc="Command Shell Identification™s

<declaration>
<token name="cmd.exe"” wvalue="(C) Copyright 1985-2001
Microszoft Corp" options="linestart" />
<meta name="client™ key="client" format="Text" />
</declaration>

<match name="cmd. exe">

<register name="client” valuse="MZ Command Zhell" />

</match>
</parser>
</parsers>
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Appendix C .
Reference List Documents

This section contains several reference lists that you use to help define the appropriate rules for
the NetWitness capture configuration:

+ DParsers and Associated Metadata (see page 110)

+ Ethernet Protocol Reference List (sce page 121)

These protocols are valid for Ethernet, Token Ring, and FDDL
+ Internet Protocol Reference List (sce page 128)
¢ TCP Port Reference List (sce page 133)

¢ UDP Port Reference List (sce page 1306)
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Parsers and Associated Metadata

The following table presents a complete list of parsers and their associated metadata. You can
indicate, for DECODER or INVESTIGATOR, which parsers to enable and specify the meta for the

parsers to use.

PARSER METADATA DESCRIPTION
AIM action Action Event
AOL Instant Messenger attachment Attachment
client Client Application
username User Account
ALERTS alert Alerts
BITTORRENT None
BitTorrent File Sharing Protocol
DHCP alias.host Hostname Alias Record
Dynamic Host Configuration Protocol alias.ip IP Address Alias Record
DNS alias.host Hostname Alias Record
Domain Name Service alias.ip IP Address Alias Record

enVision
LogDecoder Service

See separate table on

on page 115.

FIX None
Financial Information eXchange Protocol
FTP action Action Event
File Transfer Protocol attachment Attachment
data_chan Data Channel
directory Directory
extension Extension
filename Filename
password Password
username User Account
GeolP city.dst Destination City
Geographic data based on ip.src city.src Source City
country.dst Destination Country
country.src Source Country
latdec.dst Destination Decimal Latitude
latdec.src Source Decimal Latitude
longdec.dst Destination Decimal Longitude
longdec.src Source Decimal Longitude
GNUTELLA None
File Sharing Protocol
GTalk action Action Event
Google Talk username User Account
H323 action Action Event
H.323 Teleconferencing Protocol username User Account
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PARSER METADATA DESCRIPTION
HTTP action Action Event
Hyper Text Transport Protocol alias.host Hostname Alias Record
alias.ip IP Address Alias Record
alias.ipv6 IPv6 Address Alias Record
attachment Attachment
content Content Type
directory Directory
extension Extension
filename Filename
password Password
query Query
referer Referer
username User Account
HTTPS client Client Application
Secure Socket Layer Protocol crypto Crypto Key
IMAP None
Internet Message Access Protocol
IRC action Action Event
Internet Relay Chat Protocol directory Directory
extension Extension
filename Filename
fullname Full Name
group Group Channel
password Password
username User Account
LotusNotes action Action Event
Lotus Notes Mail Protocol alias.host Hostname Alias Record
alias.ip IP Address Alias Record
alias.ipv6 IPv6 Address Alias Record
database Database Name
username User Account
MAIL action Action Event
Standard E-Mail Format (RFC822) attachment Attachment
content Content Type
email E-mail Address
group Group Channel
orig_ip Originating IP Address
subject Subject
MSN action Action Event
Mircosoft Instant Messenger attachment Attachment
email E-mail Address
MSRPC None
Microsoft Remote Procedure Call Protocol
Net2Phone action Action Event
Net2Phone Protocol phone Phone Number
username User Account
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PARSER METADATA DESCRIPTION

NETBIOS alias.host Hostname Alias Record

NETBIOS computer name and parser alias.ip IP Address Alias Record
alias.ipv6 IPv6 Address Alias Record

NETWORK eth.dst Ethernet Destination Address

Network Layer parser eth.src Ethernet Source Address
eth.type Ethernet Protocol
ip.dst Destination IP Address
ip.proto IP Protocol
ip.src Source IP Address
ipv6.dst Destination IPv6 Address
ipv6.proto IPv6 Protocol
ipv6.src Source IPv6 Address
service Service Type
tcp.dstport TCP Destination Port
tcp.srcport TCP Source Port
udp.dstport UDP Target Port
udp.srcport UDP Source Port

NFS None

Network File System

NNTP action Action Event

Network News Transport Portocol group Group Channel
username User Account

PGP crypto Crypto Key

PGP blocks within network traffic parser

POP3 action Action Event

Post Office Protocol password Password
username User Account

RDP action Action Event

Remote Desktop Protocol username User Account

RIP None

Routing Information Protocol

RTP None

Real Time Protocol for audio/video

SAMETIME action Action Event

Lotus Notes Sametime Instant Messenger | buddy Buddy Name

Protocol username User Account

SCCP fullname Full Name

Cisco Skinny Client Control Protocol phone Phone Number

SEARCH found Found Search

Searches content for keywords and/or match Match Search

regular expressions

SHELL client Client Application

Command Shell Identification
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PARSER METADATA DESCRIPTION

SIP action Action Event

Session Initiation Protocol content Content Type
email E-mail Address
fullname Full Name
username User Account

SMB action Action Event

Server Message Block alias.host Hostname Alias Record
alias.ip IP Address Alias Record
alias.ipv6 IPv6 Address Alias Record
directory Directory
error Error
extension Extension
filename Filename
username User Account

SMIME crypto Crypto Key

SMIME blocks within network traffic

SMTP action Action Event

Simple Mail Transport Protocol email E-mail Address

SNMP None

Simple Network Management Protocol

SSH crypto Crypto Key

Secure Shell

TDS action Action Event

MSSQL and Sybase Database Protocol database Database Name
sql Sql Query
username User Account

TELNET action Action Event

TELNET Protocol username User Account

TFTP action Action Event

Trivial File Transfer Protocol directory Directory
extension Extension
filename Filename

TNS action Action Event

Oracle Database Protocol alias.host Hostname Alias Record
alias.ip IP Address Alias Record
alias.ipv6 IPv6 Address Alias Record
sql Sql Query
username User Account

VCARD fullname Full Name

Extracts Full Name and E-mail information

WEBMAIL action Action Event

Webmail via HTTP attachment Attachment
email E-mail Address
subject Subject
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PARSER METADATA DESCRIPTION
YCHAT action Action Event
Yahoo! Web Chat Protocol group Group Channel
username User Account
YMSG action Action Event
Yahoo Messenger attachment Attachment
username User Account
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PARSER META DATA DESCRIPTION
enVision oS Operating System
LOGDECODER Service access.point Access Point
accesses Accesses
action Action Event
alias.host Hostname Aliases
audit.class Audit Class
auth.method Authentication Method
binary Binary Data
bytes Bytes
bytes.src Sent Bytes
category Category
cert.error Certificate Error

cert.host.cat
cert.host.name
cert.status
cert.subject
change.attrib
change.new
change.old
checksum
child.pid
cipher.dst
cipher.size.dst
cipher.size.src
cipher.src
client
comments
comp.version
connection.id
content.type
content.version
context
context.subject
context.target
cpu

crypto

cve

data

database
db.pid
dclass.c1
dclass.c1.str
dclass.c2
dclass.c2.str
dclass.c3
dclass.c3.str
ddomain

dead
device.class
device.ip
device.ipv6
dinterface

Certificate Hostname Category

Certificate Host Name
Certificate Status
Certificate Subject
Change Attribute
Change New Value
Change Old Value
Checksum

Child Process ID
Destination Cipher
Destination Cipher Size
Source Cipher Size
Source Cipher
Client Application
Comments
Component Version
Connection ID
Content

Content Version
Context

Subject Context
Target Context

CPU

Crypto

CVE Reference
Data

Database Name
Database Process ID
Counter1

Counter1 String
Counter2

Counter2 String
Counter3

Counter3 String
Destination Domain
Dead

Device Class

Device IP

Device IPv6
Destination Interface
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PARSER META DATA DESCRIPTION
enVision direction Direction
LOGDECODER Service directory Directory
disk.volume Disk Volume
disposition Disposition
dmask Destination Mask
dn No Index
dn.dst Destination Distinguished Name
dn.src Source Distinguished Name
doc.number Document Number
domain Domain Name
domain.id Domain ID
dtransaddr Translated Destination Address
dtransport Translated Destination Port

duration.str
duration.time
ec.activity
ec.outcome
ec.subject
ec.theme
effective.time
email
endtime

entry

eth.dst
eth.host
eth.src
event.cat
event.cat.name
event.counter
event.desc
event.log
event.queue.time
event.source
event.state
event.time.str
event.type
event.vcat
expected.val
expire.time
extension
fcatnum
federated.idp
federated.sp
filename
filename.size
filter
firsthame
forward.ip
forward.ipv6
fqdn

fresult
fullname
gateway

Duration String
Duration

Event Activity

Event Outcome

Event Subject

Event Theme

Effective Time

E-mail Address

End Time

Entry

Ethernet Destination
Device Mac Address
Ethernet Source

Event Category

Event Category Name
Event Counter

Event Description
Event Log

Event Queue Time
Event Source

Event State

Event Time String
Event Type

Vendor Event Category
Expected Value
Expiration Time
Extension

Filter Category Number
Federated Identity Provider
Federated Service Provider
Filename

Filename Size

Filter

User First Name
Forwarder IP
Forwarder IPv6

FQDN

Filter Result

Full Name

Gateway
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PARSER META DATA DESCRIPTION
enVision group Group
LOGDECODER Service group.id Group ID
group.object Group Object
hardware.id Hardware ID
hcode Hierarchy
header.id Header ID
icmp.code ICMP Code
icmp.type ICMP Type
ike IKE
ike.cookie1 IKE Cookie P1
ike.cookie2 IKE Cookie P2
index Index ID
inode Inode
instance Instance Name
interface Interface
ip.addr IP Address
ip.dst Destination IP address
ip.dstport Destination Port
ip.host IP Host
ip.host.dst IP Host Destination
ip.host.src IP Host Source
ip.src Source IP Address
ip.srcport Source Port
ipv6.addr IP Address v6
ipv6.dst Destination IPv6 address
ipv6.src Source IPv6 Address
job.num Job Number
lastname User Last Name
level Message Level
library Library
listhum Access List No
loc.city City
loc.country Country
loc.desc Location Description
loc.state State/Province
log.session.id Session
log.session.id1 Linked Session ID
logon.type Logon Type
Iread LRead
lun LUN
Iwrite LWrite
mail.id MailBox
mask IP Mask
medium Medium
message.body Message Body
middlename User Middle Name
msg Message
msg.id Message ID
msg.table Message Table
msg.vid Vendor ID

network.port
network.service
node

obj.name
obj.server

Network Port

Network Service Name
Node Name

Object Name

Object Server
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PARSER META DATA DESCRIPTION
enVision obj.type Object Type
LOGDECODER Service obj.val Object Value
observed.val Observed Value
operation.id Operation ID
org Organization
packets Packets
paddr Device Address
paddr.host Device Host
param Parameters
parent.node Parent Node Name
parent.pid Parent Process ID

parse.error
patient.fname
patient.id
patient.Iname
patient.mname
payload.dst
payload.src
peer

peer.id
permissions
phone
policy.id
policy.name
policy.value
pool.id
pool.name
port.name
pread
privilege
process
process.id
process.id.val
process.time
product
profile
protocol
protocol.detail
pwwn

query

rbytes

realm
recorded.time
reference.id
reference.id1
reference.id2
referer
reputation.num
resource
resource.class
result
result.code
risk

risk.num

rule

Parse Error

Patient First Name
Patient ID

Patient Last Name
Patient Middle Name
Destination Payload
Source Payload
Peer Gateway

Peer Identity
Permissions

Phone Number
Policy ID

Policy Name

Policy Value

Pool ID

Pool Name

Port Name

PRead

Privilege

Process

Process ID

Process ID Value
Processing Time
Product

User Profile
Protocol

Protocol Detail

Port World Wide Name
Querystring
Received Bytes
Realm

Recorded Time
Reference ID
Linked Reference ID
Linked Reference ID2
Referer

Reputation Number
Resource

Resource Class
Result

Result Code

Risk

Risk Number

Rule
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PARSER META DATA DESCRIPTION
enVision rule.group Rule Group
LOGDECODER Service rule.name Rule Name
rule.template Rule Template
rule.uid Rule UID
scheme Scheme
sensor Sensor
serial.number Serial Number
server Server Application
service.name Service
severity Severity
sig.id Signature ID
sig.id.str Signature ID String
sig.id1 Signature 1D1
sig.name Signature Name
sig.type Signature Type
sinterface Source Interface
site Site
smask Source Mask
spi.dst Destination SPI
spi.src Source SPI
ssl.ver.dst Destination SSLVersion
ssl.ver.src Source SSL Version
starttime Start Time
statement Statement
stransaddr Translated Source Address
stransport Translated Source Port
subject Subject
table.name Table Name
terminal Terminal
threat.category Threat Category
threat.desc Threat Description
time Time
timezone Time Zone
tos Type Of Service
trans.from Translated Sender Address
trans.to Translated Recipient Address
transact.id Transaction ID
trigger.desc Trigger Desc
trigger.val Trigger Value
url URL
user.agent User Agent
user.dept User Department
user.dst Destination User Account
user.role User Role
user.src Source User Account
username User Account
version Versions
virusname VirusName
vlan.name VLAN
vm.target VM Target
Vsys Virtual Name
vuln.ref Vulnerability References
web.cookie Web Cookie
web.domain Web Domain
web.page Web Page

web.ref.domain

Web Referer Domain
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PARSER

META DATA

DESCRIPTION

enVision
LOGDECODER Service

web.ref.page
web.ref.query
web.ref.root
web.root
wlan.channel
wlan.name
wlan.ssid
workspace
zone
zone.dst
zZone.src

Web Referer Page

Web Referer Query

Web Referer Root

Web Root

WLAN frequency channel
WLAN

WLAN service set identifier
Workspace

Zone

Destination Zone

Source Zone
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Ethernet Protocol Reference List

Use this network protocol reference list to help define the appropriate network rules for capture
configuration. These protocols will be valid for Ethernet, Token Ring, and FDDI.

In typical operational scenarios, all ports are processed; however, performance can be enhanced
by filtering specific protocols and turning content retention off.

To access Capture Rules in NetWitness INVESTIGATOR, click Edit— Rules. The Rules Configuration
dialog displays. Click the tab for Net Rules.

NUMBER NAME DESCRIPTION

0x0000 802.3 IEEE 802.3 Length Field (0.:1500.)

0x0101 Experimental

0x0200 Xerox PUP Xerox PUP (conflicts with 802.3 Length Field
range)

0x0201 Xerox PUP Xerox PUP Address Translation (conflicts
with 802.3 Length Field range)

0x0400 Nixdorf Nixdorf (conflicts with 802.3 Length Field
range)

0x0600 Xerox NS IDP

0x0601 XNS Address Translation (3MB only)

0x0800 IP Internet Protocol v4

0x0801 X.75 Internet

0x0802 NBS Internet

0x0803 ECMA Internet

0x0804 CHAOSnet

0x0805 X.25 Level 3

0x0806 ARP Address Resolution Protocol (for IP and for
CHAOQS)

0x0807 XNS Compatibility

0x081C Symbolics Private

0x0888 Xyplex

0x0900 Ungermann-Bass Network Debugger

0x0A00 Xerox IEEE802.3 PUP

0x0A01 Xerox IEEE802.3 PUP Address Translation
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NUMBER NAME DESCRIPTION
0x0BAD Banyan Systems
OxOBAF Banyan VINES Echo
0x1000 Berkeley Trailer Negotiation
0x1001 Berkeley Trailer Encapsulation for IP
0x1234 DCA — Multicast
0x1600 VALID System Protocol
0x1989 Artificial Horizons Aviator dogfight simulator on Sun
0x1995 Datapoint Corporation RCL LAN Protocol
0x3C00 3Com NBP virtual circuit datagram (like XNS
SPP) not registered
0x3C01 3Com NBP System Control Datagram not
registered
0x3C02 3Com NBP Connect Request (virtual cct) not
registered
0x3C03 3Com NBP Connect Response not registered
0x3C04 3Com NBP Connect Complete not registered
0x3C05 3Com NBP Close Request (virtual cct) not
registered
0x3C06 3Com NBP Close Response not registered
0x3C07 3Com NBP Datagram (like XNS IDP) not
registered
0x3C08 3Com NBP Datagram Broadcast not registered
0x3C09 3Com NBP Claim NETBIOS Name not
registered
0x3CO0A 3Com NBP Delete NETBIOS Name not
registered
0x3C0B 3Com NBP Remote Adaptor Status Request
not registered
0x3C0C 3Com NBP Remote Adaptor Response not
registered
0x3C0D 3Com NBP Reset not registered
0x4242 PCS Basic Block Protocol
0x424C Information Modes Little Big LAN Diagnostic
0x4321 THD - Diddle
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NUMBER NAME DESCRIPTION
0x4C42 Information Modes Little Big LAN
0x5208 BBN Simnet Private
0x6000 DEC unassigned experimental
0x6001 DEC Maintenance Operation Protocol (MOP)
Dump/Load Assistance
0x6002 DEC Maintenance Operation Protocol (MOP)
Remote Console
0x6003 DECNET Phase IV DNA routing
0x6004 DEC Local Area Transport (LAT)
0x6005 DEC Diagnostic Protocol (at interface
initialization?)
0x6006 DEC Customer Protocol
0x6007 DEC Local Area VAX Cluster (LAVC) System Communication Architecture (SCA)
0x6008 DEC AMBER
0x6009 DEC MUMPS
0x6010 3Com Corporation
0x7000 Ungermann-Bass Download
0x7001 Ungermann-Bass NIUs
0x7002 Ungermann-Bass Diagnostic/loopback
0x7003 Ungermann-Bass (NMC to/from UB Bridge)
0x7005 Ungermann-Bass Bridge Spanning Tree
0x7007 0OS/9 Microware
0x7009 OS/9 Net
0x7020 LRT (England) (now Sintrom)
0x7030 Racal-Interlan
0x7031 Prime NTS (Network Terminal Service)
0x7034 Cabletron
0x8003 Cronus VLN
0x8004 Cronus Direct
0x8005 HP Probe Protocol
0x8006 Nestar
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NUMBER NAME DESCRIPTION
0x8008 AT&T/Stanford University

0x8010 Excelan

0x8013 Silicon Graphics Diagnostic

0x8014 Silicon Graphics Network Games

0x8015 Silicon Graphics reserved

0x8016 Silicon Graphics XNS NameServer Bounce server
0x8019 Apollo DOMAIN

0x802E Tymshare

0x802F Tigan, Inc.

0x8035 Reverse Address Resolution Protocol (RARP)
0x8036 Aeonic Systems

0x8037 IPX (Novell Netware)

0x8038 DEC LanBridge Management

0x8039 DEC DSM/DDP

0x803A DEC Argonaut Console

0x803B DEC VAXELN

0x803C DEC DNS Naming Service

0x803D DEC Ethernet CSMA/CD Encryption Protocol
0x803E DEC Distributed Time Service

0x803F DEC LAN Traffic Monitor Protocol

0x8040 DEC PATHWORKS DECnet NETBIOS

Emulation

0x8041 DEC Local Area System Transport

0x8042 DEC unassigned

0x8044 Planning Research Corporation

0x8046 AT&T

0x8047 AT&T

0x8048 DEC Availability Manager for Distributed

Systems DECamds

0x8049 ExperData
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NUMBER NAME DESCRIPTION

0x805B VMTP VMTP (Versatile Message Transaction
Protocol)

0x805C Stanford V Kernel, version 6.0

0x805D Evans & Sutherland

0x8060 Little Machines

0x8062 Counterpoint Computers

0x8065 University of Massachusetts at Amherst

0x8066 University of Massachusetts at Amherst

0x8067 Veeco Integrated Automation

0x8068 General Dynamics

0x8069 AT&T

0x806A Autophon

0x806C ComDesign

0x806D Compugraphic Corporation

0x806E Landmark Graphics Corporation

0x807A Matra

0x807B Dansk Data Elektronik

0x807C Merit Internodal

0x807D Vitalink Communications

0x8080 Vitalink TransLAN Il Management

0x8081 Counterpoint Computers

0x8088 Xyplex

0x809B EtherTalk - AppleTalk over Ethernet

0x809C Datability

0x809F Spider Systems Ltd.

0x80A3 Nixdorf Computers

0x80A4 Siemens Gammasonics Inc.

0x80CO0 DCA Data Exchange Cluster

0x80C6 Pacer Software

0x80C7 Applitek Corporation
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NUMBER NAME DESCRIPTION

0x80C8 Intergraph Corporation

0x80CD Harris Corporation

0x80CF Taylor Instrument

0x80D3 Rosemount Corporation

0x80D5 IBM SNA Services over Ethernet

0x80DD Varian Associates

0x80DE TRFS (Integrated Solutions Transparent

Remote File System)

0x80EO Allen-Bradley

0x80E4 Datability

0x80F2 Retix

0x80F3 AppleTalk Address Resolution Protocol

(AARP)

0x80F4 Kinetics

0x80F7 Apollo Computer

0x80FF Wellfleet Communications

0x8102 Wellfleet BOFL WellFleet BOFL (Breath OF Life) pkts (every

5-10 secs.)

0x8103 Wellfleet Communications

0x8107 Symbolics Private

0x812B Talaris

0x8130 Waterloo Microsystems Inc.

0x8131 VG Laboratory Systems

0x8137 IPX Novell NetWare IPX (ECONFIG E option)
0x8138 Novell Inc.

0x8139 KTI

0x813F M/MUMPS Data Sharing

0x8145 Vrije Universiteit (NL)

0x8146 Vrije Universiteit (NL)

0x8147 Vrije Universiteit (NL)

0x814C SNMP SNMP over Ethernet
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NUMBER NAME DESCRIPTION
0x814F Technically Elite Concepts
0x817D XTP
0x8191 PowerLAN
0x81D6 Artisoft Lantastic
0x81D7 Artisoft Lantastic
0x8203 QNX Software Systems Ltd.
0x8390 Accton Technologies (unregistered)
0x852B Talaris multicast
0x8582 Kalpana
0x86DD IP version 6
0x8739 Control Technology Inc.
0x873A Control Technology Inc.
0x873B Control Technology Inc.
0x873C Control Technology Inc.
0x8820 Hitachi Cable (Optoelectronic Systems
Laboratory)
0x8856 Axis Communications AB
0x8888 HP LanProbe test
0x9000 Loopback (Configuration Test Protocol)
0x9001 3Com XNS Systems Management
0x9002 3Com TCP/IP Systems Management
0x9003 3Com Loopback Detection
OxAAAA DECNET
OxFAF5 Sonix Arpeggio
OxFFO00 BBN VITAL-LanBridge Cache Wakeups
0x8863 PPPoe PPPoe - PPP Discovery Over Ethernet
0x8864 PPPoe PPPoe - PPP Session Over Ethernet
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Internet Protocol Reference List

In typical operational scenarios, all ports are processed; however, performance can be enhanced
by filtering specific protocols and turning content retention off.

To access Capture Rules in NetWitness INVESTIGATOR, click Edit—> Rules. The Rules Configuration
dialog displays. Click the tab for Net Rules.

NUMBER NAME DESCRIPTION

0 HOPOPT IPv6 Hop-by-Hop Option [RFC1883]

1 ICMP Internet Control Message [RFC792]

2 IGMP Internet Group Management [RFC1112]

3 GGP Gateway-to-Gateway [RFC823]

4 IP IP in IP (encapsulation) [RFC2003]

5 ST Stream [RFC1190,RFC1819]

6 TCP Transmission Control Protocol [RFC793]

7 CBT CBT [Ballardie]

8 EGP Exterior Gateway Protocol [RFC888,DLM1]

9 IGP Any private interior gateway [IANA] (used by Cisco for their
IGRP)

10 BBN-RCC-M BBN RCC Monitoring [SGC]

11 NVP-II Network Voice Protocol [RFC741,SC3]

12 PUP PUP [PUP,XEROX]

13 ARGUS ARGUS [RWS4]

14 EMCON EMCON [BN7]

15 XNET Cross Net Debugger [IEN158,JFH2]

16 CHAOS Chaos[NC3]

17 UDP User Datagram [RFC768,JBP]

18 MUX Multiplexing [IEN90,JBP]

19 DCN-MEAS DCN Measurement Subsystems [DLM1]

20 HMP Host Monitoring [RFC869,RH6]

21 PRM Packet Radio Measurement [ZSU]

22 XNS-IDP XEROX NS IDP [ETHERNET,XEROX]
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NUMBER NAME DESCRIPTION

23 TRUNK-1 Trunk-1 [BWB6]

24 TRUNK-2 Trunk-2 [BWB6]

25 LEAF-1 Leaf-1 [BWB6]

26 LEAF-2 Leaf-2 [BWB6]

27 RDP Reliable Data Protocol [RFC908,RH6]

28 IRTP Internet Reliable Transaction [RFC938,TXM]
29 ISO-TP4 ISO Transport Protocol Class 4 [RFC905,RC77]
30 NETBLT Bulk Data Transfer Protocol [RFC969,DDC1]
31 MFE-NSP MFE Network Services Protocol [MFENET,BCH2]
32 MERIT-INP MERIT Internodal Protocol [HWB]

33 SEP Sequential Exchange Protocol [JC120]

34 3PC Third Party Connect Protocol [SAF3]

35 IDPR Inter-Domain Policy Routing Protocol [MXS1]
36 XTP XTP [GXC]

37 DDP Datagram Delivery Protocol [WXC]

38 IDPR-CMTP IDPR Control Message Transport Proto [MXS1]
39 TP++ TP++ Transport Protocol [DXF]

40 IL IL Transport Protocol [Presotto]

41 IPv6 Ipv6 [Deering]

42 SDRP Source Demand Routing Protocol [DXE1]

43 IPv6-Rout Routing Header for IPv6 [Deering]

44 IPv6-Frag Fragment Header for IPv6 [Deering]

45 IDRP Inter-Domain Routing Protocol [Sue Hares]

46 RSVP Reservation Protocol [Bob Braden]

47 GRE General Routing Encapsulation [Tony Li]

48 MHRP Mobile Host Routing Protocol[David Johnson]
49 BNA BNA [Gary Salamon]

50 ESP Encap Security Payload for IPv6 [RFC1827]

51 AH Authentication Header for IPv6 [RFC1826]
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NUMBER NAME DESCRIPTION

52 I-NLSP Integrated Net Layer Security TUBA [GLENN]

53 SWIPE IP with Encryption [JI6]

54 NARP NBMA Address Resolution Protocol [RFC1735]

55 MOBILE IP Mobility [Perkins]

56 TLSP Transport Layer Security Protocol [Oberg] using Kryptonet
key management]

57 SKIP SKIP [Markson]

58 IPv6-ICMP ICMP for IPv6 [RFC1883]

59 IPv6-NoNx No Next Header for IPv6 [RFC1883]

60 IPv6-Opts Destination Options for IPv6 [RFC1883]

61 AnyHost Any host internal protocol [IANA]

62 CFTP CFTP [CFTPHCF2]

63 AnyNetwork Any local network [IANA]

64 SAT-EXPAK SATNET and Backroom EXPAK [SHB]

65 KRYPTOLAN Kryptolan [PXL1]

66 RVD MIT Remote Virtual Disk Protocol [MBG]

67 IPPC Internet Pluribus Packet Core [SHB]

68 AnyFile Any distributed file system [IANA]

69 SAT-MON SATNET Monitoring [SHB]

70 VISA VISA Protocol [GXT1]

71 IPCV Internet Packet Core Utility [SHB]

72 CPNX Computer Protocol Network Executive [DXM2]

73 CPHB Computer Protocol Heart Beat [DXM2]

74 WSN Wang Span Network [VXD]

75 PVP Packet Video Protocol [SC3]

76 BR-SAT-MO Backroom SATNET Monitoring [SHB]

77 SUN-ND SUN ND PROTOCOL-Temporary [WM3]

78 WB-MON WIDEBAND Monitoring [SHB]

79 WB-EXPAK WIDEBAND EXPAK [SHB]

80 ISO-IP ISO Internet Protocol [MTR]
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NUMBER NAME DESCRIPTION

81 VMTP VMTP [DRC3]

82 SECURE-VM SECURE-VMTP [DRC3]

83 VINES VINES [BXH]

84 TTP TTP [JXS]

85 NSFNET-IG NSFNET-IGP [HWB]

86 DGP Dissimilar Gateway Protocol [DGP,ML109]

87 TCF TCF [GALS5]

88 EIGRP EIGRP [CISCO,GXS]

89 OSPFIGP OSPFIGP [RFC1583,JTM4]

90 Sprite-RP Sprite RPC Protocol [SPRITE,BXW]

91 LARP Locus Address Resolution Protocol [BXH]

92 MTP Multicast Transport Protocol [SXA]

93 AX.25 AX.25 Frames [BK29]

94 IPIP IP-within-IP Encapsulation Protocol [JI6]

95 MICP Mobile Internetworking Control Protocol [JI6]

96 SCC-SP Semaphore Communications Security Protocol [HXH]

97 ETHERIP Ethernet-within-IP Encapsulation [RDH1]

98 ENCAP Encapsulation Header [RFC1241,RXB3]

99 AnyPrivate Any private encryption scheme [IANA]

100 GMTP GMTP [RXB5]

101 IFMP Ipsilon Flow Management Protocol [Hinden]

102 PNNI PNNI over IP [Callon]

103 PIM Protocol Independent Multicast [Farinacci]

104 ARIS ARIS [Feldman]

105 SCPS SCPS [Durst]

106 QNX QNX [Hunter]

107 A/N Active Networks [Braden]

108 IPComp IP Payload Compression Protocol [RFC2393]

109 SNP Sitara Networks Protocol [Sridhar]
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NUMBER NAME DESCRIPTION

110 Compag-Pe Compagq Peer Protocol [Volpe]

111 IPX-in-IP IPX in IP [Lee]

112 VRRP Virtual Router Redundancy Protocol [Hinden]
113 PGM PGM Reliable Transport Protocol [Speakman]
114 AnyHop Any 0-hop protocol [IANA]

115 L2TP Layer Two Tunneling Protocol [Aboba]

116 DDX D-II Data Exchange (DDX) [Worley]

117 IATP Interactive Agent Transfer Protocol [Murphy]
118 STP Schedule Transfer Protocol [JMP]

119 SRP SpectraLink Radio Protocol [Hamilton]

120 uTl UTI [Lothberg]

121 SMP Simple Message Protocol [Ekblad]

122 SM SM [Crowcroft]

123 PTP Performance Transparency Protocol [Welzl]
124 ISIS ISI over v4 [Przygienda]

125 FIRE [Partridge]

126 CRTP Combat Radio Transport Protocol [Sautter]
127 CRUDP Combat Radio User Datagram [Sautter]

128 SSCOPMCE [Waber]

129 IPLT [Hollbach]

130 SPS Secure Packet Shield [McIntosh]

131 PIPE Prte IP Encapsulation within IP [Petri]

132 SCTP Stream Control Transmission Protocol [Stewart]
133 FC Fi Channel [Rajagopal]

134 RSVP-E2E-ORE [RFC3175]

255 Reserved [IANA]
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Appendix C  Reference List Documents

Use this Transmission Control Protocol (TCP) port reference list to help define the appropriate

network rules for capture configuration.

In typical operational scenarios, all ports are processed; however, performance can be enhanced
by filtering specific protocols and turning content retention off.

To access Capture Rules in NetWitness INVESTIGATOR, click Edit— Rules. The Rules Configuration

dialog displays. Click the tab for Net Rules.

TCP PoRT NAME DESCRIPTION

7 echo Echo

9 discard Discard

13 daytime Daytime

17 gotd Quote of the day

19 chargen Character generator
20 ftp-data File Transfer

21 ftp FTP Control

23 telnet Telnet

25 smtp Simple Mail Transfer
37 time Time

42 nameserver Host Name Server

43 nicname Who Is

53 domain Domain Name Server
70 gopher Gopher

79 finger Finger

80 http World Wide Web

88 kerberos Kerberos

101 hostname NIC Host Name Server
102 iso-tsap ISO-TSAP Class 0

107 rtelnet Remote Telnet Service
109 pop2 Post Office Protocol — Version 2
110 pop3 Post Office Protocol — Version 3
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TCP PORT NAME DESCRIPTION

111 sunrpc SUN Remote Procedure Call
113 auth Authentication Service

117 uucp-path UUCP Path Service

119 nntp Network News Transfer Protocol
135 epmap DCE endpoint resolution

137 netbios-ns NETBIOS Name Service

139 netbios-ssn NETBIOS Session Service

143 imap Internet Message Access Protocol
158 pcmail-srv PC Mail Server

170 print-srv Network PostScript

179 bgp Border Gateway Protocol

194 irc Internet Relay Chat Protocol

389 Idap Lightweight Directory Access Protocol
443 https Secure HTTP

445 cifs Microsoft CIFS

464 kpasswd Kerberos (v5)

512 exec Remote Process Execution

513 login Remote Login

514 cmd Automatic Authentication

515 printer Listens for incoming connections
520 efs Extended File Name Server

526 tempo Newdate

530 courier RPC

531 conference IRC Chat

532 netnews Readnews

540 uucp Uucpd

543 klogin Kerberos login

544 kshell Kerberos remote shell

556 remotefs Rfs Server
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TCP PORT NAME DESCRIPTION

636 Idaps LDAP over TLS/SSL

749 Kerberos-adm Kerberos administration

1109 kpop Kerberos POP

1433 ms-sql-s Microsoft-SQL-Server

1434 ms-sql-m Microsoft-SQL-Monitor

1512 wins Microsoft Windows Internet Name Service
1524 ingreslock Ingres

1723 pptp Point-to-point tunneling protocol
2053 knetd Kerberos de-multiplexer

9535 man Remote Man Server
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UDP Protocol Reference List

Use this User Datagram Protocol (UDP) port reference list to help define the appropriate

network rules for capture configuration.

In typical operational scenarios, all ports are processed; however, performance can be enhanced
by filtering specific protocols and turning content retention off.

To access Capture Rules in NetWitness INVESTIGATOR, click Edit = Rules. The Rules Configuration

dialog displays. Click the tab for Net Rules.

UDP PoRT NAME DESCRIPTION

7 echo Echo

9 discard Discard

13 daytime Daytime

17 gotd Quote of the day

19 chargen Character generator

37 time Time

39 rip Resource Location Protocol
42 nameserver Host Name Server

53 domain Domain Name Server

67 bootps Bootstrap Protocol Server
68 bootpc Bootstrap Protocol Client

69 tftp Trivial File Transfer

88 kerberos Kerberos

111 sunrpc SUN Remote Procedure Call
123 ntp Network Time Protocol

135 epmap DCE endpoint resolution
137 netbios-ns NETBIOS Name Service
138 netbios-dgm NETBIOS Datagram Service
161 snmp SNMP

162 snmptrap SNMP TRAP

213 ipx IPX over IP

443 https Secure HTTP
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UDP PoRT NAME DESCRIPTION

445 cifs Microsoft CIFS

464 kpasswd Kerberos (v5)

500 isakmp Internet Key Exchange (IPSec)

512 biff Notifies users of new mail

513 who Database of who is logged on (average load)
514 syslog 0

517 talk Establishes TCP connection

518 ntalk 0

520 router RIPv.1, RIPv.2

525 timed Timeserver

530 courier RPC

533 netwall For emergency broadcasts

550 new-rwho New-who

560 rmonitor Rmonitor

561 monitor 0

749 kerberos-adm Kerberos administration

1167 phone Conference-calling

1433 ms-sql-s Microsoft-SQL-Server

1434 ms-sql-m Microsoft-SQL-Monitor

1512 wins Microsoft Windows Internet Name Service
1701 12tp Layer Two Tunneling Protocol

1812 radiusauth RRAS (RADIUS Authentication Protocol)
1813 radacct RRAS (RADIUS Accounting Protocol)
2049 nfsd Sun NFS Server

2504 nibs Network Load Balancing
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pendix D

Ap
SDK Data Types
Supported Fields

The following is a list of currently supported field names.

CATEGORY ELEMENT NAME DATA TYPE | DESCRIPTION

Network
session ID Uint64 Session ID
time TimeT Start Time
size Uint32 Size
eth.src MAC Ethernet Source Address
eth.dst MAC Ethernet Target Address
eth.type Uint16 Ethernet Protocol
ip.proto UInt8 IP Protocol
ip.src IPv4 Source IP Address
ip.dst IPv4 Destination IP Address
ipv6.src IPv6 Source IPv6 Address
ipv6.dst IPv6 Target IPv6 Address
ipv6.proto IPv6 IPv6 Protocol
tcp.srcport Uint16 TCP Source Port
tcp.dstport Uint16 TCP Destination Port
udp.srcport Uint16 UDP Source Port
udp.dstport Uint16 UDP Target Port
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CATEGORY ELEMENT NAME DATA TYPE DESCRIPTION
Application
service Uint16 Service Type
action Text Action Event (login, logoff, sendfrom, sendto,
get, put, delete, attach, print)
Entities
username Text User Account
email Text E-mail Address
filename Text Filename resource
handle Text Resource Handle
database Text Database name
group Text Group Channel
Alias Records
alias.ip IPv4 IP Address Alias Record
alias.host Text Hostname Record
Properties
content Text Content Type
fullname Text Fullname
nickname Text Nickname
buddy Text Buddy Name
client Text Client Application
server Text Server Application
password Text Password
cookie Text Cookie
response Text Response
referer Text Referer
created Text Created
modified Text Modified
generator Text Generated
message Text Message
subject Text Subject
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SDK Data Types

CATEGORY ELEMENT NAME DATA TYPE DESCRIPTION

Properties (continued)
attachment Text Subject
crypto Text Crypto Key
org Text Organization
orig_ip Text Originating IP Address
link Text Link
renewal Text Renewal
dns Text Dns
address Text Address
subnet Text Subnet
sql Text Sql Query
sqlresponse Text Sql Response
create Text Create
invite Text Invite
crc Text 32bit CRC Hash
md5 Text MD5 Hash
phone Text Phone Number
device Text Device Name
signature Text Signature
alertid Text Alert ID
sourcefile Text Source File
found Text Found
match Text Match
encapsulated Text Encapsulated
data_chan Text Data Channel
proxy Text Proxy Name
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Appe.ﬂdz'xE
Wireless Packet Capture

Introduction

In version 9.0, support for 802.11 wireless LAN (WLAN) capture and parsing has been
introduced. In addition, support for Wired Equivalent Privacy (WEP) decryption is available.

This section provides details about these components and how they relate to wireless packet
capture.

Capture Devices

There are three radio capture devices in 9.0. These capture devices are designed to provide a
source of captured packets for their respective operating system and hardware.

# Microsoft Netmon capture device ("packet_netmon_") (see page 143)

¢ Linux mac80211 capture device ("packet_mac80211_") (see page 145)

Netmon Capture Device

The Microsoft Network Monitor (Netmon) is a network analysis tool quite similar to Wireshark.
Netmon can be downloaded directly from Microsoft's web site as a standalone application.
Microsoft has published the underlying packet capture API that the Netmon application is based
on. This means users are free to write their own custom network analysis tools in either C++ or
NET and link against the Netmon library. It is this library, namely NMAPIL.dIl, that the
Netwitness Netmon capture device uses.
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Since Microsoft does not yet permit redistribution of the Netmon DLL, users are required to
download the Netmon application directly from Microsoft, install it, then copy the NMAPIL.dIl
from the install directory into the directory where the Netwitness with INVESTIGATOR executable
resides. This is all that is required to use the Netmon capture device.

@n\")ﬂ 4= % Program Files » Microsoft Network Monitor 3 » - d'-,.!- SearcH

Organize =7 Open with... Burmn New folder

§ Windows NT - Mame
4 Windows Photo Viewer 5Pl
3 Windows Sidebar -

. Hel
J WinPcap . Iprt{
| eula.l
i Wireshark =
=] muauth.cab
). ProgramData B netmen.exe
. EX1
ECOVEry % NMAPLdII

L. System Volume Information —
2 inmcap.exe

i Users
J WinDDK

=T nmconfig.exe

Enm\uifi.z:z

| ReleaseMotes.bt

1. Copy the NMAPILAII to the 9.0 Install directory, specifically co-located with the application
executable.

2. Use the nmwifi.exe application that comes with the Microsoft Network Monitor to place the
USB wireless device into monitor mode as well as set the desired frequency channel.

@‘Qﬂ \. « Program Files » Microsoft Network Monitor3 » - 4,' Sear
Organize « J Open Bum New folder
W Favorites Name
Bl Desktop Ji AP
& Downloads 1 Help
| Recent Places 5 eula.rtf
i workspace _| muauth.cab
BB netmon.exe
Bl Desktop % NMAPLdI
o Libraries k| nMcap. exe
« Homegroup =7 nmeconfig.exe
A jswift E@nm\uifi.m
y"——_—_\______ __ | ReleaseMotes.txt
—

Windows versions prior to Vista are limited to NDIS 5, which does not support monitor (RFMON) mode.

(ﬂ Therefore, the Netmon capture device does not support these operating systems for the purposes of wireless
capture in monitor mode. However, the Netmon Capture Device does support wired capture in the same
manneras WinPcap. This means that one can use the Netmon Capture device to capture wired traffic in lieu of
installing WinPcap.

3. Start the nmwifi.exe application and select the wireless USB device from the dropdown list.
(

‘ﬂ If your PC does not have a wireless USB device, the dropdown list will be empty.
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4. Select the desired channel and check the box labeled Switch to Monitor Mode to enable
RFMON on the wireless device.

WiFi Scanning Options o | @ ||
g Opti | ||

Keep this window open while capturing in monitor mode., Closing the window will restore all wireless
cards to defzult, local mode.

|| Select adapter: -

[¥] Switch to Morstor Mode

Warning: Switching to Monitor Mode will break your wireless data connection. Returning to
l-- Local Mode will restore connectivity.
Capturing in Monitor Made is a new diagnostics feature. Many of today's WiFi drivers cause
system hangs or crashes when placed in Monitor Mode, Before using this feature, please save
Your wor.

More information may be avaiable bere.

Select alayer and channel
®) Scan on layer(s) and channel(s)

Timegut per channel:

milliseconds
Close and Return to Local Made | [ Apply
Meniter Mede: Off Layer: Channel:

5. Click the Apply button.
You're ready to start capturing with the 9.0 Netmon capture device.

Linux Capture Device

The radio capture device for Linux requires the mac80211 wireless stack that is the latest Linux
kernels. This capture device offers the most control and capability over all other platforms.

Not all Linux wireless drivers support monitor mode. In addition, the firmware for the wireless chipsets found on the
A USB and PCl wireless adapters do not all support monitor mode. Therefore, one must take great care in selecting
a device to use for wireless packet capture.

The target device for Linux is the USB form factor exclusively. Technically, any wireless USB
device with a Ralink RT73 or RT2574 chipset are ideal. Like the current mmap(2) capture device,
the Linux radio capture device provides a logical interface to capture wireless traffic across all
installed wireless USB NICs simultaneously. This is useful for users who are using multiple
wireless channels (e.g. 1, 6, 11).

802.11 Parsers

There are five link level parsers related to wireless LAN packet capture:
+ IEEE 802.11 parser (data frames and beacons only)

+ Radiotap w/ 802.11 header
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¢ Absolute Value Systems (AVS) w/ 802.11 header
¢ Prism IT w/ 802.11 header

¢ CACE's "Per Packet Information" (PPI) w/ 802.11 header

The IEEE 802.11 parser handles standard wireless frames. The other four parsers handle the link
level encapsulation headers that are typically added by wireless drivers to the 802.11 frames
captured by the wireless NIC. There is no standard format for these capture headers and they
vary greatly according to the specific driver and operating system combination being used. We
have attempted to provide parsers for the most prevalent formats available today.

The new 802.11 wireless parsers introduced in 9.0 all share a single configuration file. This
configuration file is used to define any wireless access points the user may have in their network.
The name of this file is wlan-config.xml and its primary purpose is to control decryption. The
BSSID of the access point and the SSID that it's authoritative for is added to this file as well as all
of the active default keys used by the access point. This file is technically optional. If decryption
of 802.11 traffic is not desired, users are not required to create one at all.

Example wlan-config.xml configuration:

<wlan>
<accesspoint bssid="00:1f:90:ea:6d:85" ssid="NwGusst"
channel="11">
<wep>
<key value="G66E726765"/ >
</ wep>
</ accesspoint>
</wlan>

This example includes every possible option currently supported. The only required attribute for
the <accesspoint/> element is the bssid. The ssid and the channel are optional and are determined by
the wireless parsers automatically by parsing 802.11 Management frames. If the wireless access
point is configured to use 40/64 bit or 104/128 bit WEDP, it should have a child element <wep/>
defined that contains all of the default keys (the standard allows a maximum of 4). The <key/>
element is used for this purpose and it has a single mandatory value attribute where a hexadecimal
key is provided.

Only a string of hexadecimal values can be given for the <key/> element since there is no consistent method to
[ﬁ turn a passphrase into a hex key for WEP for different vendors.

Supported Platforms

The supported platforms for wireless capture are:
+ Windows 2000, XP (NDIS 5) (see page 140)

+ Windows Vista, Windows 2003, Windows 2008, Windows 7 (NDIS 6) (see page 147)
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o Linux (2.6.27+) (see page 148)

The most important goal for the radio capture devices is the ability to place the wireless network
interface card (NIC) into what is known as monitor mode, also known as RFMON mode, which
is one of six modes defined by IEEE 802.11. This mode, in particular, allows applications to
monitor all traffic received from the wireless network, essentially grabbing raw 802.11 packets
right out of the air. Unlike promiscuous mode, which is also used for packet sniffing, monitor
mode allows packets to be captured without having to associate with an access point or ad-hoc
network. The monitor mode is exclusive to wireless networks, while promiscuous mode can be
used on both wired and wireless networks.

Windows 2000, XP

The versions of the Windows operating system are based on the Microsoft NDIS 5 standard, an
API for network interface cards (NICs). Unfortunately, NDIS 5 does not support any extensions
for monitor mode. Therefore, there is no radio capture device in the product that can directly
capture 802.11 frames for those versions of Windows.

However, the existing WinPcap capture device in 9.0 has been updated to support the
commercially available AirPcap wireless product from CACE Technologies. For users who have
an AirPcap device, it is possible to use 9.0 to capture 802.11 traffic using one of two different link
level frame capture formats, namely Radiotap or PPI.

In spite of the shortcomings of NDIS 5, older Windows users may still capture 802.11 packets,
provided they have the AirPcap product. This is possible because the AirPcap product includes a
branded wireless USB adapter and a proprietary device driver that can be used by the WinPcap
library. This is the library that underpins popular network analysis applications such as Wireshark
and WinDump as well as NetWitness. The latest version of AirPcap requires the WinPcap
4.1-beta library to work properly. This is included in the NetWitness product installation.

Windows Vista, Windows 7, Windows Server 2003, Windows Server 2008

Starting with Vista, Windows operating systems began supporting NDIS 6, which allows for
enabling monitor mode on the wireless NIC. As a result, we are able to utilize monitor mode for
wireless packet capture with these platforms. The obvious limitation is that the new Netmon
capture (see below) can only be used on platforms that support NDIS 6 and have wireless NICs
that have NDIS 6 drivers that also support monitor mode.

In other words, using an wireless PCMCIA or USB adapter on Windows Vista that comes with a
NDIS 5 or earlier driver will not support monitor mode. In those cases, the user's only options
are to purchase and use the AirPcap product or obtain a NIC and driver from a vendor that
supports NDIS 6.
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Linux

Linux is the most powerful and enabling platform for wireless packet capture. The current
wireless stack used by Linux 2.6 is called mac80211 and is the API used by the Linux radio capture
device. Despite the availability of a superior wireless API for controlling wireless devices, not all
devices, specifically their internal chipset, nor all wireless Linux device drivers, support monitor
mode. Fortunately, a great many do and have become popular choices for wireless Linux network
analysis applications. NetWitness has chosen to develop and test against one of the most popular
chipsets that offer monitor mode in the USB form factor, those produced by the Ralink
Technology Corp. Ralink has been a exemplary supporter of the Linux driver community. Not
surprisingly, their most popular chipsets--the RT73 and RT2500 series--are arguably the most
fully supported of their class on Linux. Due to their cooperation with the Linux community, the
rt73 and rt2500 Linux device drivers, and their respective firmware files, have been included in
the mainline Linux kernel so there should be no need to download, compile, and install drivers
for USB adapters with these Ralink chipsets. We chose to support the RT73 chipset specifically
and all development and testing with that chipset has been exclusively on Fedora and Ubuntu.
Ostensibly, any wireless USB adapter on the market that has the RT73 chipset could potentially
be used by our Linux radio capture device. To date, the capture device on Linux 2.6.27 has been
successfully tested against the following commercially available RT73 devices:

¢ ASUS WL-167G USB 2.0 WLAN Adapter

+ Hawking HWUGT1 Witeless G USB 2.0 Adapter w/ External SMA

Wired Equivalent Privacy

The Wired Equivalent Privacy (WEP) support allows for decryption of protected wireless frames
captured from WLAN networks that operate in infrastructure mode which is typical of most
802.11 deployments today.

Support for 802.11i, which includes Wi-Fi Protected Access (WPA) is planned for a future
release. It is likely that support for WPA2 will be added at the same time.
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