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Hosts View & Services > System > Host Task List dialog Services View

! |

Deploy a Host
(Including

Maintain a Service

- > = .
Installing a Host Maintain a Host
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1. NetWitness ServeriR A B #FHLFET,

2. Event Stream AnalysisstRANEB H LEFT,

3. Endpoint Log Hybrid/RAFZE #H L ET,

4. Malware AnalysistRAFZBHLFET .

5. BrokerEf=[&ConcentratorrR AN EE T LEFT

71—X2 - a2

1. 22MDecoderrR AN EEH LFET

2. 2DMConcentratorR Ak EArchiveriR AN EE T LET,
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1. NetWitness ServerrlRANEE #H L FT,
2. Event Stream AnalysisstRAMZE F LET,
3. Endpoint Log Hybrid/RAF ZE H L FET .
4. Malware AnalysisTRAFZEBHLFET .

. BrokerRRARZEFHLFET,
71—X2 - a2
1. 1DMDecodersRA &1 DMDConcentratorfR AR ZBH LET .

NetWitness PlatformhVF [CK 2 DT—3ZNE T 515 E . FEHADIVET,

21—X2 - a3
1. 12®MDecoderzAL . 1DMConcentratorii A+ B LU BrokeriRANEE FHLET,
2. Virtual Log CollectorZ 3 # 9 %8112, § XTMDLog DecoderrRAMEEH L ET,

3. DT ARNTORRASZEREFHFLES,

B3 EB DI R ITHEE

O TlE, 11.3.0.x8 AREIZIDONW ServeriR AR, 1 DMDEvent Stream Analysis7RAL , 1 DD
Malware Analysis?RRk . 4DMDDecoderrRAk . 4DMConcentratorrRAk , 22MBrokerRAR (2204
b2, ZENZEN2DDDecoder. 22MConcentrator, L1 DDBroker At & ) H& FNFET .

71—X1 - Y 1OEH

1. NW ServerrRREBE HLFET,

2. Event Stream AnalysistRANZE T LFET .
3. Endpoint Log Hybrid RAFZE #H L FT,
4. Malware AnalysisTRANZBHLFET .

5. 12®MBrokeriR Ak | 22MDecoderRAR . 2DMDConcentratorrR AN EE H L FT S
6. DI RTORANZEHLEFT,
71—R2 - YA 20E

1. BrokerlRARZE#FHLFT,

2. 2DMDecoderRANEE#FHLFET

3. 2 DMConcentratorrR AR E B FHLFET,
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N
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RAR &'U'—EZ®$ ]

FTRTOY—ERITRR AW E TH , hAR Dk 7T . RRARNTH—ERZE| YL T, 52, 2D
RAR H5NetWitness PlatformiE A IR & DRI DRAR [TH—ERZE| YUY THIENTEET,

Hosts View & Services > System > Host Task List dialog Services View

—

Deploy a Host
(Including

Installing a Host
Type on Host)

Maintain a Host

Set up a host.

Specify port connection.
Limit access to a host.
Verify NW Suite connection.
Update a Host Version.

Install a host type (service or services) on a host.

T

RARZ s 7Y T T BIZIE. ROZARVEIEEIZETLET,

RAr DYk 7T

Set Built-In Clock.
Add Filesystem Monitor.
Manage Host Groups.

Set Network Configuration.
Show Network Port Status.

Set Network Time Source.
Set Syslog Forwarding.
Reboot Host.

Search for Host.

Shut Down Host.

View Serial Number.

Set SNMP.

Stop or Start Service.

Maintain a Service

Add a service, modify, or delete a service.
Add, replicate, or delete a service user.
Add a service role.

Create and manage service groups.
Duplicate or replicate a service role.
Edit Core Service configuration files.
Edit or delete a service.

Explore and edit service property tree.
Kill a connection to a service.

Search for services.

Start, stop, or restart a service.

View service detalls.

ATV RANEE A LET,
ATV, IRAM I TH—ERZFA VRN —ILLET,
RT3 B D=HDSSLAR— 2R LET,
ATV 4. H—EANDT I REE B LET,
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room

RARDAUTFFUR - ROAVTFURBROIFIEFR R TS,
E& o KRR ADNA—S 3 E 5 O
o O—AILEFHUKRIEUADE 37 DEL E
o RSABKLUVOSE # FH D5 & RSk Dtvk 797
o RRR TIL—T ek L& 1B
o RAFDRFE
o RUkT—UE K DR E
o TYNT—Y BA L) —RDFRTE
o TYT—Y R—k RT—RRADE
o VUTIEE DR
o RALDI IR T
o KRN EDY—ERDZE IE LR IR

[RAR 225 YRR]  [RAR 2RD YRR ] BAT7O5%E B L T, RRAN BXURRS ERVET—HD
FA7RTHLORR & £ 12B8 ET%’S{Z’?E%}E TEET, A7 KA Tl EHDH—ERE &
RDAVTFUR URAS DI L AT 3w hVE B TEFET,

o KRR BRY YR MDRARYDE 1T
o T7AIL AT LEE 1R OB 10 LHI R
o RANDEAE

o RANABVOVIDE E

o TUNT—OFERL DR TE

o FUNT—D BAL—ADETE

o SNMPM& E

o Syslog#r 1X ME% TE

o Tk T—Y R—b RT—HRRDE *
o« VTILES DR

o RAFDYwURFIL

o KRRk EDY—ERDE LL LR IR
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rioom

H—EROAVTFY  ROFIE T Y—ERDALTFURA R IZONTHRBALET
2 . H—ER A—HDEM. LT)r—h . ik

o H—EX 1—HDA—/LMDE NN

o Y—EXR 1—H0D/\RT—FKDEE

o« Y—ERJI—TDIERLE

o Y—EX O—ILOE R F(FLT)Vr—+

o O7 Y—ERHE B 771 )LODHR &

o Y—EXOHR & F1-I5HI B

o H—ERDOTO/NT4 V)—DFR = LR E

o« Y—EXNDEHDIRT

o« H—ERDE R

o« Y—ERDIEEE, F1k. BIEE

o —EXDEF M DE =

ATV, KA DE A

FEE ARRANBICT 1ZE OGS L. AMBR AV BIEDILELIBYVET,
1. RRAFEE ALEYT,

MHERAN(RSATTSATUR) AL TLIROR B RS . AWSOR FRRL . Azure DR 28 7R
F2BATEET, RRAFEEATEHEIEICOVTIE, ROHARFES B LTS,

o RSA NetWitness® Platform YR 42 Xh—IL ALK

« RSA NetWitness® Platform R R+ 412 Xk—)L HAF

o RSA NetWitness® Platform AWSA Xk —IL AR

o RSA NetWitness® Platform Azure > —JL HAF
2. [HEB]>[RRR]IZBEBLET,

[(HLULKRRR ] Z/7ODER TSN, B A LIZRRAMBRRSNET,
3. AL T HRANEERLET .

(BRI A=a— AT DT IT4I IR YET,
4. [ARMIEEIZDIVILET,
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Enaﬂf&) Reject

Host Public Key Hash

host-uuid public-key

5. BMELIZARRNEEIRLET,
RRAMF[ARAM ] Ea—IRTSNES , COFF 1 T, RAMITH—ERZEA VA —LTEET,

ATYF2. KRR ADY—ERDL A —)L

Y—ERFRANMIA VA=)V BIZIE, ROFIBEEEITLET,
1. NetWitness PlatformT, [BEE]> [(RAF]IZBHLFT,
[fRRF ] Ea—hAFR RTENFET,

2. Y—EREAVRAN—ILT BHRANEE R LFET (A (. Event Stream Analysis) .

3w i—p B8 s,
[—ERADA VAR —IL] FAT7OTHR RESNET,
4. [ATIVIROYTEIY YRR hSH—ER(ESATSAIVEE) HEIRLET,

[H—ERDA Rk —IU] 54705 57 554 I Y

RA EF—ERDF E 19



RARBIUH—ER R2—k AR

B sl PN

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System  Security

+ c - 2 w:a\' Update ~ @ Discover @ Reboot Host Filce X
Name Name e Host Services | Current Version | Update Version status
P’/ Event Stream Analysis Primary IP-address - -
Install Services
o Log Decoder iP-gddress

Select the appropriate category and click Install to complete the

Log Hybrid I1P-address installation process. If yo
you must reimage the host

elect and install the wrong category,

1 version: 11.3.0.0 Hardware
Platform:

sds-esa

| Page 1

Cloud Gateway
SA Primary

3 ESA Secondary
Install Services

Select the appropriate category and click Install to complete the
installation process. If you select and install the wrong category,
you must reimage the host.

Version: 11.3.0.0 Hardware Cancel
sds-esa
Platform:

Category: ESA Primary ~

The following service(s) will be installed on this host:

= Entity Behavior Analytics

= Contexthub Server
= ESA Correlation

Cancel Install

ATVT3. B &R DF=HDSSLAR—F DR EE

£ 37 Y—ER(F, B L SNAELIESSLAR—h EiF 5 1k S f=SSLAR—k 2 DDR—hZE AL, 8
HEREZYR—NLET, ERER T BSIEEShf=SSLEA—+ZERALFET.

i S b Shf=SSLA—k

10.4LABEEFT IR AV AR —ILT 2DFEFTVTIL—R §5E. TIAI TRINDDEE E ICEUIERE
B AMEIL SNET

o SSLOSE NI YET,
o O7 H—ERIISSLR—hIZHEH L. BEHIE S LShFET,

% NetWitness Platforma” H—ERIE, X2 DDR—kZFEARALET,
o BEB b ENALIESSLAR—k
{5l : Archiver 50008

o BE5 1k &N f=SSLAR—k
151 : Archiver 56008
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SSLAR—h (&, JESSLAR—k+6000T9

RDEK L. TRXTONetWitness PlatformHP—EREFNFNDHR—F D— & TI, £a7 Y—EXHLD
DR—rZEFERALET ., LT OR—+FE S X XTTCPHTY,

S itshil | BSEshi

H73Y

Admin Server

Archiver

Broker
Cloud Gateway

Concentrator

Endpoint Broker

Endpoint Log
Hybrid

ESATS4 <)

ESAtHUA)

Log Collector
Log Decoder

Log Hybrid

Malware Analysis

H—EX

Admin

Config

Content
Integration
Investigate
License
Orchestration
Reporting Engine
Respond
Security

Archiver
Workbench

Broker

Cloud Gateway
Concentrator
Endpoint Broker

Log Collector
Log Decoder
Endpoint Server
Concentrator

Entity Behavior
Analytics
Contexthub

ESA Correlation

Entity Behavior
Analytics
ESA Correlation

Log Collector

Log Collector
Log Decoder

Log Collector
Log Decoder
Concentrator

Malware Analysis
Broker

JESSLR—r

N/A
N/A
N/A
N/A
N/A
N/A
N/A
51113
N/A
N/A

50008
50007

50003
N/A
50005
N/A

50001
50002
N/A

50005

N/A
N/A
N/A

N/A
N/A

50001

50001
50002

50001
50002
50005

N/A

*E
SSLAR—+

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

NW Server|ZZE %
NW Server|ZZE %
NW Server|ZZE %
NW Server|ZZE %
NW Server|ZZE %
NW Server|ZZE %
NW Server|ZZE %

NW Server
NW Server

.

4

1z
1z

Al
i

H

56008
56007

56003 a7 y—EX

N/A
56005 a7 y—EX

N/A

56001
56002
N/A

56005

N/A
N/A
50030

N/A
N/A

56001

56001
56002

56001
56002
56005

60007

RAFEF—ERDFE
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HT3aY ez S {thiily | BB eshi-
JESSLAR—F SSLA—+

Network Decoder Decoder 50004 56004
Network Hybrid Concentrator 50005 56005

Decoder
UEBA UEBA N/A N/A
Warehouse Warehouse 50020 56020 Ok SAUIZK
Connector Connector BAUAR—IL

RTYVT4. —ERDT7 72 AOE B

EEEEHK TIE, EY—EXIEINW ServerZBARBIIZIETE L. I —HOE B LERIAZTLET, CDfE
FERERICKY., [BH] > [—ER]T. NetWitness Platform®DE a7 H—ERIZRIEHEEEZ TS
W g‘é?;%' IEYFET , NW Server TR il s f-2—HIE, /1\RT—KRZF A W T 5L H—ERIZT7I+
ATEES,

EEEEOTA
R &

. A—H12O0—)LAE|YY THEN TS ELHYET,
HMITOWTIE, [P RTA tFal)Frla—HEEH/RION A—F 08 hn Ea—)LDE|YY T |
DrEYWIES BB L TS,

2. A—HEIRODEHEHRETILEIHYET,
o NetWitness PlatformlZES 4L, NW ServerlZkYFR %% (15
o Y—EXRNDTIERERZEEOTLVS

FIIE

1. NetWitness PlatformT, [EHE]> [V—ER]IZBELFT,
[H—ER]E2a—DRREINFET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness System  Security

Groups | Services
+ ¢ v o [Fie x
Name Name Licensed = Host Type version Actions
oA (25 Admin Admin Server 1Mxxx o
AnalystU AnalystU AnalystUl 11xXx%
Broker 11XXX

Broker

Endpoint Log Hybrid Concentrator

Log Hybrid Concentrator 11xxx

Concentrator 11%.%X

Config Server 11X.5.X

Content Server

Contexthub

Endpoint 11X.XX

ESA Correlation 1xxx

ESA Analytics ESA Primary ESA Analytics 11xx%

Integration Server 1NN

Investigate Server 11XXX

Endpoint Log Hybrid Log Collector T1XXX

Log Hybrid Log Collector 11XX%

Endpoint Log Hybrid Log Decoder 11X XX

&
Lo
o
Lo
o
o
o
o
Decoder 11xxX F
Eed
&
o
&
o
]
&
Lo
&

Log Hybrid Log Decoder 11XXX

R'S/\ NETWITNESS' PLATFORM
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2. TR BH—ER(Concentrator’s &) R L . DEH )L ET,
[—ERDRE ] T 7O DR R SNET,

Edit Service

Service Concentrator

Host Concentrator

Name Concentrator
Connection Details

Port 56005

Options

[_| Entitle Service

Test Connection

3. BRIERELTERETANTBICIE, [A—TRIZHIBRLET,
4. [BEFEDTANZD)ILET,
Edit Service

Service Concentrator

Host Concentrator

Name Concentrator
Connection Details

Port 56005

Options

[l Entitle Service

Test connection successful

Cancel

MEHDTANMCH I LEL =1 DAV E—UAR T ENDS & (L, EEERAEIL SN -CEER
RLFEY,
BHIEREE SN2 —HE, —HE LN\RT—FEZA N TEILGH—ERITTIERTEET,

5. (RTFIZDVIILEY,
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RARAD/ N —D3VE F O A

RAREH LLA—DaV TR T HICE. ROFRIERTLET
ROFEEERALT, RAMIN—CavEHEERALET .

FURDRIDIEFREZE B LIS S &, TRSABLUVOSE # A D5 EB RS kDt vk 797 | DR
BZES R L TS,

o [RRRIE2—HSE #FH % AT 5 WebT7IE2RHY)
o OVXUR SAVIOE #FH%E A 5 Web7IERIEL)

[RRRIE2—0SE #i %8 A 95(Web7otERHY)

AZR91: A=A URD FIICE Hi 28 B 950 S 8B URC k)EE 79793

NW Server&tzvbh 779 BRE 12, A—HJL UIRD k1) Repo) EF=IE5 &R TR 1)( Repo) Z# IR L FE
T, [RRAMN]Ea—TIE, COFERLIZURDMIDSN—D3 B HERGELET,

O—A)L URO R JEBIRLIZE S . ok TyI T 20 B IEHYFTAN, RFT/\—DavOF FHi &t

ETOMENDYET N—DavEHERE T AHFIRIOVTIE, TO—h)L JRD R IANDE # DE2
B 1ZZRL T,

N EBURSKEERLIS & [, b T7YTT DR ENHYET  URDMIITN—DavBEH
EE 5% I BHEDHEMIZDOLTIE, TRSABLUVOSE H H DA EURS K D7V T 1S B LT
=&Y,

BR92: [(RAM]Ea—hn& RAMNIEHEZER TS

[ARAR1Ea—IZ(E, O—AILE H RO RJICHAHE A w8874V Th D17 DR H/A—DavhR RmEh
FY, [(RAMEa—hro EREHEERLTERLET,

ZDFIE Tl&. RAFENetWitness Platform®DET LLVAN—U 3 ([CE EH35A K ICDOWLWVTEHRBLET,

¥ ZOREYITIE, 5 EL TNetWitness Platform 11.0.x.xH5V%511.3.0.0~\DE FHEZF AL FI,

1. NetWitness PlatformlZA% 4L FET,

2. [BE]>[KRARF]IZFZELET,

3. (AT mEDEHEZFVILFET,
£ Update = G Discover

Update Host I

Check for Updates
4. 1DFEIFEHORANEEIRLET,
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R AIINW ServerZix #1 /\—DaV TR H 0 BENHYET . EDM OB IEEDIEF TE
HIBENTETIN, EEEF TORITDAAR A VIR SIEEHE LT,
BIRLARRN A ON—2a B H HNO—ALEH URDRIICHLE & (. [RT—EX]SIIZ[E
HHYI DR RSNFS,

5. [E#FHON—Tav] oA Y S5/ \—DavEERLET,

Update Version

11300

11.3.0.0

11.3.01
11.4.0.0
12.0.0.0

RDAAR FAUNHE >TIZELY,

o BHOKRANER L/N—avV(CE#H TGS (L. NW ServerrRAMNEE #FH L& . R ARE
DE DFVIRVIRAEERLET , IBE HR—F SN TULDEFH /N—V 3 DA DR RTINFE
9,

. BREHOLIHBEESI(TOVIERLEVES E. BEHF A ER0a A5 Dx
SIILES . RDESHEIAFATHER R SET

Update Available

Update Host to 11.3.0.0

Hosts: <host>
Change summary

Features

e  TBD: Added many new features.
Fixed several defects.

Check the following settings before you update.
See the RSA-NetWitness Platform 11.3.0.0-Update Instructions pdf on RSALink

o BRIDN—U3U0 R OASIRVME R (E. [BHI> [EHOERBIZERL. UROIROE
A RLGEHREFVILES . EFAFARRLE S, TFHLOEHRIAF ARG TS 1&0
IAvE—UHRIRIN, [RATARX]FINB BRI ICEH N, (EHFHYIERTSNES . T
THI T EIR LIRS THR—F SWTVSE #H OADR TRENFS,
6. V—ILI\—DIEHF]> [FRFDEHFIZI'IVILFS,

£ Update = @& Discover

Update Host |
Check foF'Updates |

BRLEEHICETHERMSFATOTIRTSNET . [EFERKIEIVILET,
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Update Available

Update Host to 11.3.0.0

Hosts: <host>
Change summary

k

TBD: Added many new features.
Fixed several defects.

Features

Check the following settings before you update.
See the RSA-NetWitness Platform 11.3.0.0-Update Instructions pdf on RSA Link

Cancel Begin Update

[RT—EX]FIZIF. RDEIGEEFHOE B DK REHARREINET,
o« AT—C1LEFH/IVr—2o0Fo0a—F - EBIRLIRRN EOY—ERITERINSHRTR)
T—TA77I%ENW ServerlZ#ooO0—K LET,
o AT—U2:BFHINVTUDBE - EFO7ANEELWMER ITERLES,
o ZAF—U3BHIETRTT - RRAREHFLLNA—SaV B H L TOET,
7. TEFHHIET R TTINKR TSNS, TZ0HEILY 2L FT,

COEAEIZEY, [NetWitnessAJ A/ V] EE AR R SNDGEEIHYETH. BEOTAUL TR
AN IEA—ICRBIENTEFET,
RAN DE FHH5T T 35&. NetWitness PlatformhTRAF DB BB 23K Hd A vt— %2R mLE

o

8. Y—ILIN\—D[RAFDBEE 1 EV)ILET,

NetWitness Platforml&, 7RAR AALSA UIZRDETI BB ... | DAT—2RER RLET . /&
ARDAUTAUICR e, [RTABX] I [ BT ERREINFET , RRARDAUFAUICR D75
B 1. HRET— HR—F 2B/ LE hE<EELY,

X : Defense Information Systems Agency Security Technical Implementation Guides( DISA STIG) &
BEHICLTWBIE S, a7 —ERZR A T HIZFHI S~ 105 ADWET ., COBEIFFHLVGERE
TERTAHICELEFT,

O SAUMGE FTEE A 95 Web7/ER%GL)

NetWitness Platformi& A IR 15 AAWeb 7 VA TEL MG B (X ROFIE IR > T/N\—av B #H FE
BLEYT,

FERDOFIETE, HlEL T, 11.1.0.0ANDN—DaVEHZFEALTOET,

1. BBION—230D. zipB #F /W —D( 28 &, netwitness-11.1.0.0.zip) ZRSA LinkhMS
A—AL TALIRIHEOvB—R LET,

2. SSHTNW ServerrRRAM [ZHEfE LFET .

3. BBID/IN—P3 A2/ tmp/upgrade/<version>AT—I09 TALOMNJEERLET (&%
[£. tmp/upgrade/11.1.0. 0)o
mkdir -p /tmp/upgrade/11.1.0.0
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10.

2ipB 1N —% AT TAL YR LLI DNW Server £ DTALIR)( /tmphi ) 123
E_L/asj—o

TERRLI=RT—200 TA4LOR (=X &, /tmp/upgrade/11.1.0.0) [T/ \Wr—D% R ELE
ERR

unzip /<download-location>/netwitness-11.1.0.0.zip -d /tmp/upgrade/11.1.0.0

NW ServerCR #H ¢ #AL LFET,

upgrade-cli-client --init --version 11.1.0.0 --stage-dir /tmp/upgrade/

NW ServerlCE#HZEZEHALET .

upgrade-cli-client --upgrade --host-addr <NW Server IP> --version 11.1.0.0
NetWitness Platform(CA4 4L, [7RAR ]E2—TNW ServerrRAR B £ EILET,
JENW ServerDE RAMZEHZEALET,

upgrade-cli-client --upgrade --host-addr <non-NW Server IP address> --

version 11.1.0.0

BHIF R IAE T LR R TRETLET,

NetWitness Platform(CA4 AL, [fRAR ] Ea—THRANZEBEZHLFET,
ROATRFFERALT, RRAMMIE A SNfz/N\—Da %5 38 TEET,

upgrade-cli-client --1list

O—hIVE # VRS k U~NDE i OEE B

NetWitness Platformld, /\—23> DE FHrZLive B #FH VAR~ UNSO—AILEBE FHIRSFITEFELE
9, Live EFTURORMUADT IR, [BEE]> [ RTL] > [Live] THE R LT-Live 7hI b D
IR EFEA T A ELHYFET, IOIZ. XFTOEFHZE B WB LT, O—H/)L JRIHJICER
BETHHIZ. [BEB]S[DARATALI> [EH]D[Automatically download information
about new updates every day] 7‘1‘777R“J7Z§7_|"/[:?'%)LZ\E75‘?)")*70

R DOE L. Web7EAHA] BE i NetWitness Platform&E A IRIE T, N\—CaVDEFHEZWMEBIT5H %
ZrLTLET,
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RSA NetWitness Platform® 11.x.x.x Version Update Workflow —Web Access

Live
Update

Rze NetWitness Platform Updates Issued by RSA

Your NetWitness Deployment

Local
External I Update

Repo Repo

—b!%

NW Server Host

—’!q.—

Other Host 1

Other Host 2

—bE‘—

Other Hostn

FELiveB IR IIZR A ITELE I 515 A . CentOS TV AT L 185/ —U ERSARL &/ S —
CETRTIZITHIERTBEITHYET , CO# B OF # TlE, 2.5GBEB 25T —3hFo0—K &
NET . BIEAIZE I AR (L. £ B9 ANW ServerDA A —Rvb 3 45 IR 15 AORSA Live B # )i
RIDEST4VIIZESTERYET , Live B H VAR RIOME A (Fb B TIEHYEE A, T,
ERC:THER)RON )DL T YT IDRBAIZH T, SR EIRD K JEFE R T B EETEET,

Live B ARSRIZHEHE TAICIE, [BEB] > [VRATLIEA—IZ#EIL, A7 3> /SRILT[ Live
HP—ER]ZTHEIRL T, BEFERHIER SN TOBRIEEHE R LTI ([EHEFAIRIIGER) , %
BTHEWNMEE &, (A4 5D IIL T, #EHELET,

F :Live B H RS ADER (CTOXLEEATILENHSEE . TOFD KRR TOXY
A—HR ., TAXY IRV EERTEET, HMICOWTIK [ XTLAEREHIFID
['NetWitness Platform®DFTOXS O F 155 BB L TEELY,

Web7 Ot AN TELL L WetWitness PlatformE AIRIBDIF & (X, [aIUR SAUoBE#FHEER TS
(Web7OtR7%L) 125 BB L TZELN,

RO E. Web7otEAAEL WetWitness PlatformE A IRIE T, N—Cav DB M B TH55 %%
RLTULET,
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RSANetWitness Platform® 11.x.x.x Version Update Workflow — No Web Access

RSA Link
NetWitness Platform Updates Issued by RSA

Your NetWitness Deployment

Repo

Local
External I Update

Repo

!

NW Server Host

—’!-—

Other Host 1

Other Host 2

—bE‘—

Other Hostn

RSAHELUOSE # A D4t &8 VRS L UDtvk 77

FE:ROFIETIE. FELT, 1LL0.OANDN—DaV B FHEFEALTOES,
5488 AR R 1(Repo) vk 7T BICIE. ROFIEEETLES .
FE:1) COFIRESE T I BICE ARRANERR A—TA)TADA VAR —)LESN T B ABHYFE
9,2) ROFINEZZEITTHENI. WebH—/\DIERK F A Z BT L ELHYET,
1. (AFLaV) 5 EIRSrULSHY., ThELEESTREEIC. COFIEEFERTLET,
o TR S ERURT R UMSRRR Etvh YT L T2h NetWitness ServerrRRA~ £ dA—AJL JR
DhEFERLTTYIIL—R LW S,
a. /etc/netwitness/platform/repobase77AIEERRLET,

vi /etc/netwitness/platform/repobase

b. repobaseZ7AIVEMRE L T, 774 LA DIF AR DURLIZIFIZIEAELIIZLFET,

https://nw-node-zero/nwrpmrepo

¢. upgrade-cli-client Y—IL&EFERALE7YIIL—FDFIEEZT T LET,
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o 7—R2:NetWitness ServerrR Ak £ MO—H )L URD R UhisR AR vk 7y LT=hS, 44 &8 1R
DhEFERLTTYIIL—RLEzLME A,
a. /etc/netwitness/platform/repobase77AIEERLET,

vi /etc/netwitness/platform/repobase

b. repobaseZ7AIEMREL T, Z7M LA DIEFEEHR AR DURLEIFIZHEAKSICLET .

https://<webserver-ip>/<alias-for-repo>
c. upgrade-cli-clientW—ILEFERLE7YIIL—KDFIEEZTETLET,
[avok SAVUD LR FEE R T 5(Web7o2R%HGL) IOFIEZS B LET .
2. SAERURS KRR TYILES,

a. Web¥—/\RRMZAJAULETS,

b. NWURIK(netwitness-11.3.0.0.zip) ZRANT T4 I JEERLES (] : Web
H—/\Dweb-root DT Dziprepo), F=EZ X, /var/netwitnesshweb-rootls & . R DATUK
EITLES,
mkdir -p /var/netwitness/<your-zip-file-repo>

c. 11.3.0.0 T4LYk Y& /var/netwitness/<your-zip-file-repo>MDFIZERLET,
mkdir -p /var/netwitness/<your-zip-file-repo>/11.3.0.0

d. osT4LIR)ERSATALIL 'J’&/var/netwitness/<your—zip—file—repo>/ll .3.0.0DTF

[THERLET.

mkdir -p /var/netwitness/<your-zip-file-repo>/11.3.0.0/0S
mkdir -p /var/netwitness/<your-zip-file-repo>/11.3.0.0/RSA

e. netwitness-11.3.0.0.zip77M )& /var/netwitness/<your-zip-file-
repo>/11.3.0.0T4LUMIICERELET,
unzip netwitness-11.3.0.0.zip -d /var/netwitness/<your-zip-file-
repo>/11.3.0.0
netwitness-11.3.0.0.zipZfRE T D&, 2D2Dzip77MIU 05-11.3.0.0.zipHKURSA-
11.3.0.0.zip) EZDM DT7AILHLKDOMENFET
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f. LTFD&IIEELET,
0S-11.3.0.0.zip% /var/netwitness/<your-zip-file-repo>/11.3.0. 0/0sT4LIk

JIZEELES,

unzip /var/netwitness/<your-zip-file-repo>/11.3.0.0/0S-11.3.0.0.zip -d

/var/netwitness/<your-zip-file-repo>/11.3.0.0/0S

ROBIE, T714 IR E % DOS(ARL—TA2T S RTL) T7A LB EERLTLETS,

& Parent Directory,

E] OpenIPMI-modalias-2.0.19-15 el7.x86 6d.rpm

@) PYAML-LLL-Lel7 x56 64m
(?) SDL-1.2.15-14.¢|7.X86 64.rpm

[?) acl-2.2.51-12.617.x86 64.0pm

@) alsaclib-1.1.3-3.17.x86 64.0pm

[P a3l 13-22.017 42586 64.1pm

[?) atk-2.22.0-3.¢17.x86_64.5pm

@ attr-2.4.46-12 el7.x86_64.rpm

20-Nov-2016 12:49 1.1IM
03-0¢t-2017 10:07 4.6M
03-Oct-2017 10:05 1.5M
20-Nowv-2016 14:43 502K
20-Nowv-2016 14:43 15K
19-Dec-2017 12:30 160K
25-Nov-2015 10:39 204K
03-0ct-2017 10:04 B1K
13-Feb-2018 05:10 706K
10-Aug-2017 10:52 421K
25-Jan-2018 17:56 51K
10-Aug-2017 10:53 258K
03-Oct-2017 10:04 66K

Repo®DFt ERURLIEInttp: //<web server IP address>/<your-zip-file-repo>T9Y

LT DL ELES,

RSA-11.3.0.0.zip%/var/netwitness/<your-zip-file-repo>/11.3.0.0/RSATALY

FICERELETS,

unzip /var/netwitness/<your-zip-file-repo>/11.3.0.0/RSA-11.3.0.0.zip -d

/var/netwitness/<your-zip-file-repo>/11.3.0.0/RSA

R OB, T74 )RR R DRSAN—CavBH I7/ LB EZERLTOET,

lﬁ ixgbe-ze-5.0.4 12-dkms noarch rpm

03-Oct-2017 10:07 1.2M
03-Oct-2017 10:07 173K
22-Jan-2018 09:03 203K
03-0¢r-2017 10:07 52K
10-Aug-2017 11:14 85K
25-Jan-2018 17:56 134K
02-Oct-2017 19:36 277K
17-Apr-2018 09:37 32M
03-0ct-2017 10:07 17K
27-Feb-2018 09:11 1.3M
14-Feb-2018 19:23 102K
04-May-2018 11:08 399K
10-Aug-2017 12:41 HIK
08-Mar-2018 09:20 51K
04-May-2018 11:08 374K
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h (T3 AzureDIFE) : Azure DE FT DIF & (. ROFIBEETLET,

I. mkdir -p /var/netwitness/<your-zip-file-
repo>/11.3.0.0/0S/other

il. unzip nw-azure-11.3-extras.zip -d /var/netwitness/<your-zip-
file-repo>/11.3.0.0/0S/other

lii. cd /var/netwitness/<your-zip-file-repo>/11.3.0.0/0S

1Iv. createrepo

i. NW 11.3.0.0tvk 7v7 7O%55.L( nwsetup-tui) H[Enter the base URL of the external
update repositories] JAVTrFR RLTz5, http://<web server IP
address>/<your—zip—file—repo>&}-\ HLFET,

KRR TI—T Ol LB B

[RRFIE2—TIE. RRAFDYI—TEE B BLVE R T 5004 T avhR i shEzS, [T)L—
T1RIDY—)UN—IZIF, KRS TI—TOAE R . &R . BIBR DATLavhbyES, TIL—TDE
B . [RRR ]/ SRIDSTI—T IR RANER 59T TEET,

GI—T1&, BRI, i A, HANITOC I AL E, B ICHSTEREE AR T -THE
?i'@%i'q;o ;oa)ﬂ-\xh NMEBDTIN—TIZETHENTEFET, ZITlE, & ZDNDH FE OB F
2hvRL o

o I RTMBroker, Decoder, ConcentratorDig i L& MER 5 (29 B1=8I2, ATIIVTEIHI—T
|

o BLT—% 70—%4E L TLVAHRRM f=EA (X, Broker&ZAUIZES E 359 X TMDConcentratord
Decoder) &4 )L—71t ,

o RAMHER B SN TLVSM I8 A5 AT (TR STUIL—T1E . ThIZEY., HHME TRARLGEEL
RELGEIC. REEXTHAREIDHOIRANER 5 SH A ATEETY

TIN—TDE R

1. [BE]> [HRRFEZERLES,
[RRAFIEa—D R RENFET,

2. [N—F R NDY—n—T., FEIILET .
HFLWIL—TDI1—ILE DR RTSh, h—VILHAERLET,

Groups

= c

MName

=al o
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3. ZOTA—IRIZFHLWVIIIL—T DL HFI(TGeo 117 E)ZA AIL . EnterF—%#LFT,
IIN—TEI)—RITTHIFEL THERL SNET . FIL—T DR ICHEHE (X, ZDTIL—TH D7k
A~ DEERLET

Groups
+-Z2C
Name

&=l (12
[ = Geo1 (6 |

TI—T2DERE

1. [FRRRIE2—D[FIN—F]1SRIVT, GIL—TFLEZTIL D) d Bh. TI—TE8IRL . D%y
oL ET .
Z R DI —IR R FEN, h—YILPERLET,

2. JIL—"TO#HLLEETIZA AL, Enter¥F—2#HLFT,
[Z BT 1 74—ILK AEAC . T LWVIL—T 8 pSY—Ik R ShET,

FIW—F~ADHRA O3B hn
gﬂ;xh 1E2—®D[HRRM] /SRILT, RRAREEIRL T, [TI—T1N\RILDTIL—T THIFIZE 5L

GI—TTTRAR B N ENET,

FIW—TR OFRR+DFE R

SI—TRDRRAER RS BIZIE, [IN—T1\RIILDTIN—TE7 )L ET,
[ARRR]/SRJUZIE, FDTIV—THORRAHA—E R RShFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hos
+ -2 + Q X
N N Ser C ¢ S
(=1 [ 12] NW Server (co-located Broker) 1P-address
S Geo L6 ] Archiver IP-address
Concentrator 1P-address
Log Decoder IP-address
Malware Analysis 1P-address
Network Decoder (Packets) 1P-address
&
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TIW—ThismHRR+ DY k&

1. [[RANIEa—DIFIN—F1/3RILT, HIR T HHRANDNE FNTVNDYIL—TERIRLET ., TDY
I—TA ODRRNM[RRR ]/ RJUZR REShFET,

2. [ARRR]/SRIVT, TIL—ThSHIBR T HRANE1DU EZEIRL, Y—ILN—T = > [JIL—Thb
HIBRIZZEIRLFT,
BIRLI=RAMEITIL—THEI Br SN FET A NetWitness Platform1—4 A 27— (HI
BRENFL A, RRSNDKRRN L, TIL—THoHI R ESNI=ARXN D EZFHRYVET . [TTIY
IW—TIZIE, TIL—THhoHI B Si=RRN HE ENET S
R OB TlE, [Geo 1] ELVSE B DFRRR TIL—TIZIETHRARAE FENTOER A, TIL—THhinT R
TORRMZHIBR LIz TT,

Groups

+-=C

Name

Al (52

5 Geo (0]
TN—T0HI &

1. [RRFIEa—DITI—F]1/3%ILT. Bl T 25 IL—TEEIRLET,

2. T EIMILET,
BIRUIZIIW—TOBTI—TI I RILDBHEI R SNFET , JIL—TIT& FNTULARRE &
NetWitness Platforma1—4H 4 22 7x—ZADWIEHI R ENFE A, [TRTIVIL—TIZE., HlIkEh
=T IW—TDRA HE FENTLET,

KRR O &

[TRRR1E2—IZR R ENDKRRE D— B HSRRRER T TEET, [RAMEa—TI&. £ #i dRRE
2 THRAF D—EZT[EOKTAIIAR R TEET , L DNetWitness PlatformRANEZE B 5156
IZEFTT, RAFD—EZEZRHO—)LFTBDTIFEL, TMIIEEERTETHEIELOT, BB T SKRRE
2R BLTUERTHIENTEET,

F%;—t“x] Ea—Tld. H¥—ERXRZREL T, TFOY—EREE 1T T HHRANEREIZR DIFTHIENTE

A DI% #

1. [BHE]> AR ZEIRLET,
2. [IRARR]/SRILDY—)LIN—D[ T4 IV3] T4—ILK (2, RR DR BT F=IFFRARNR EFA D LFET,

Filter x

[D4WVB]1T4—ILR IZA LR BT — BT HRRR A, [FRRAM]/SRJUZR RENFET
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P—ERER 1T THHR DR R

1 [EE]>[V—ER]ZRRLET,
2. [P—ERIE2—T, —EREERLET, BE Do fRRNDY, ZOH—ERD[RRRM] 5112
RRSNET,

3. [RARFIE2—ZRWTZEDRANEE E I 3I2E, Y—ERDIHRRR 5 DU 9EDJILET , #
RLUF-Y—ERIZEE Do FARR B ARRR ] Ea—IZR RENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN N @admine @

Hosts Services Event Sources Health & Wellness System  Security

Q8 Discover

Name Name Host Services Current Version Update Version Status

+
(&
14

KRR 3R YRS DoDFRYDRE 17

I [HE]> [—ER]IEZRLET.
2. [H—ERIFTR T, —EREERL, ¥ ° > [HRR]> [VRTLIEIIWILET,

3% : Admin, Config, Orchestration, Security, Investigate, Respond®D%& H—ERIZI& [ AT L]
Ex—[EHYFEEA, cnoDY—ERIZF[IHVRTO—F]IE2—LABYFE A,
Y—ERD[ VAT LIE2—HRRINET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN 0 (@ admin

Hosts Services Event Sources Health & Wellness  Syste Security

Change Service B Broker

Broker Service Information Appliance Service Information

NW Server (Broker) NW Server (Host)

1P Adaress Login Time ~ Active Queries

P Addres

3. HERO[YRFL]E1—DY—)Lsi—. B HostTasks oo p ) o

Host Task List

ask w
Arguments Run

Infa

Output

Cancel
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4. [RRR BRY VAR T, [BRI]1 74— E0')0IL . KRR TEAIT T HERIDR OvTE I YR
FERRLET,

Task

UETELE TIIE=FSLETTT TRIOTITILT

Arguments Reboot Host Run

Set Host Built-In Clock

Infa Set Host Hostname

Set Metwork Configuration
Set Network Time Source
Set Syslog Ferwarding
Show Metwork Port Status

Show Serial Mumber

Shut Down Host

'E-ta"[::ier-.'.i:e
Stop Service

setSNMP -

5. BRVEBRIRLET, &AL, [—ERDEIE]ZV)ILET,

BRAIMBRY] 74— IR IZR RSN, BRODF A . BIB OB £F2UT10 O—)b, /545N
[ ] I avIcRRmRENFET,

Host Task List

Task Stop Service ~
Arguments 5E|".-'ce=:ecu:uda"| Run
Infa Stop a Metwitness service on this appliance -

Example arguments:
service=decoder

Output

Cancel

6. BEITGLTEI®ZANDL, [EFTIZIIILET,
ARURARTSN BENE AT €IV VITRTSNTS,
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74V AT LES 1R D8 hn &Hl B
Y—ERIZEOTEEDIT7AIL VATLEE R TOINENHDIIGE . Y—EXELEIRLT\REETE

L/\

B R A% F TEXE 9, NetWitness PlatformlZ&o>T. F7M IV AT LE R ASB INEhET . T71/L

SATLEREY—ERITEMT 5L, T D RATLERZHIBR T H5FET, ZOY—ERFIEEIN
12 RO ST490FE R/ LFET .

TPAIV D AT LB 1R D4

1.
2.

[BE]> [H—ERIEERLET.

[H—ER] TR T, H—EREBIRL. & > [RF]D> [VRTFLIEYIHLET,
H—ERD[LRTLIE1—AE TEhET,

H—EZRD[ L RAFL] E1—DY—ILA—T. [RRR 42D E5 L ET

[RR~ 2RI YRR T, [FPAIV ORATLERDEM]EEIRLET,
(BRI O avI, BRODBE EBRVDI B BR TSNES,

[BIEID1—IRIZ BRI BTFAIL S RTLDINREA N LET , 6l
path=/var/netwitness/decoder/packetdb

Host Task List

Task Add Filesystern Monitor W
Arguments path=/var/netwitness/decoder/packetdb Run
Info parameters: -

path - <string. {file:The file or directory must exist

Output

Cancel

[RITIEDIILFET,
BRNMHDIEE ISR REINES , Y—ERIZESTIZAMI VY RATLOE R AR SN, T7ML
DATLEREHIR T AETERIMBEINET,
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71V O RTLEE 1R Dl Bk

1. [RRR BR9 YRR 1A T7OJ 1B LET

2. [FRRF BRI YAR] T, [FPAIV D RATLE SR DHIBR ] ZERLET,
(Mo avIc, BRIDB B EARIDE | AR RSNFET,

3. [BI#]ID4—IRIZ, BEfRE =L T 5074V D RTLDINREA AILET, i :

path=/var/netwitness/decoder/packetdb

Host Task List

Task Delete Filesystern Monitor e
Arguments pa'_h=."-.'ar."na:wi[nez:.-'-je-:-::er."packe:dl:l | Run
Info Delete a filesystem monitor -

Example arguments:
path=fvar/netwitness/decoder/packetdb

Output

Cancel

4. [RBFTFIEIIILET,
HEMNHAIEE IR RTINET, H—LERIZESTIFAIL D ATLDERME L IhFET,

RA+ DF 8

BEORR(FERIE VI ITETYTIL—R L= E) TlE, RRFDB RS HIV E(THYFE

9, COFIETIE. [RR: 2R VAR ]ZE AL TRAR DD vk IOV EBE S E1TUVET,

NetWitness PlatformTl&., #th D% i& TRARE v ub AT 52 EETEET,

o RAFEDY—EREREIRL T, RRAFZEI b AUl BiEEI 355 S (L. [V—EX]E2—T
H—ERZEIRL THS[RANEa—IZBBEIL(TTRAFDIEFR 1ZS8B) . [ [[RXF ] E2a—D50R
RRDoAIR T EFLVBEE I DFIEEETLET .

o BEF TG WEARRNED YIS IIUTEFIRITONTIE, TR DU vob T 00 125 BL
TLZSELY,
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[RRF ] Ea—DSORRF Db BV BELUE I B
1. [BE]>[HRAMF=ZRRLET,
2. [ARAR]/SRIVTHRARERIRLET,

3. Wl A—ps, @8 RE000THOSt L s e,

[FRRF 2R9 YA 1 DSORAS DUk FIVELUE E B

L [EE]> [P—EX]EERLET,

2. [H—ER]/XHRILT, Y—EREFZEIRL. ¥ © > [RR]D> [VRATLIEIIILET,
H—EZRD[LRTLIE1—AE REhET,

3. Y—ERD[VRTLIEL—DY—)LI—T, [{RR: BRI1EI)ILET,

4. [RR: BRI YAR] T, [BRT]1 74—k D [HRADBEE ] ZEIRLFT,
51 8T EHYFEE A,

| Reboot I—u:-::l

Infa Reboot this appliance FS

Mo arguments required

5. [RITIEIIILFET,
RANABEB SN, BRAHAIBEIZRTSNET,

KRR B /OvODE FE

I AU FEIF TV E D% 12, "R £ TA—AIL YAVIDEE E AW B (T1E 55 & hHYFE

Yo RAFR B VOVIDEE E FARVIZEY, Bl &)t TEEYS,

RA EF—ERDF E

41



KA BLUH—ER R9—k MK

A—AhJL /8 DiF %l DE% TE

1. [E®]> [H—ERIEGERLES.

2. [H—ERIVUKR T, H—ERERIRL, & ¥ > [RR]ID> [VAFLIEZRRLET,
HY—ERD[ VAT L] E1—hE R ENET,

3. H—ERD[VRATLIEa—DY—)LIN—T, [RRS 8RT1 %7 )L ET

4. [FRRF BRY YRR ] T, [(RAMABI/OVDHRE 1 EEIRLET , FRIDANIVTHIE R ] FE 185
[ZRTRSNFET,
5. [BIBI74—IRICEHERZIZA D LFET, 1=K, 2017 108 318 11:59:59 PMZEFIE €95

(2. RDFSICABLET,
set=20171031T235959

Host Task List

Task Set Host Built-In Clock ~
Arguments set=201 ?IE-E.I'EBEEIEE* Run
Infa et the appliance local clock -

Example arguments:
=et=20091231T235959 i

Output

Cancel

6. [RITIZVIILFY,
OOVohMEE LR R IR ESh, Avt—U M AIEEIICRRENET,

Rk J—UH B D% E

B EAOOT RANDTFRLRAZE B T2 ENDDEE . [RAS 8RY YRR T, [RubT—VtE
B 0)%;: iidl BROZEIRL T, RARDEFLWWARYET— PRLUR, TRk RRY T—h Oz 1%E%

FE - LTEINEBIZEMICEY., mAR ANetWitnss PlatformMiot] Br s Ed, U] B Shf-k Xk
(&, FTLULVRYsT—9 7R L R%Z{#E F L TNetWitness PlatformIZE E 1B N3 2L EHhHYET,
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RRR DRI T—9 PELRADIE FE

1. [E®]> [H—ERIEGEIRLES.

2. [H—ERIFUIE T, H—EREGEIRL, & ¥ > [RFE]ID> [VRTFLIEIIWILES,
HY—ERD[ VAT L] E1—hE R ENET,

3. H—ERD[VATLIE2—DY—)LIN—T, [KRAM 8RI1 %)L ET

4. [RRF BRZ YRR T, [RIFT—IBR DR E1ZD )VILFET
BROMIBRY] 74— TR R EN, ATDMER] L avIckRmENFT,

5. [BI#ID4—IRIZBI8ZEA ALFT . Hi:
mode=static address=192.168.0.20 netmask=255.255.255.0 gateway=192.168.0.1

Host Task List

Task Set Metwork Configuration e
Arguments mode=static address=1%2.168.0.20 netmask=25 Run
Info Set metwork parameters. This will disconnect you ™

from the appliance.

Example arguments:

Output

Cancel

6. [EIT1ZIIILFET,
BRINEITIN, FEREINHAIEE TR TINET , "R HNetWitness Platformhist]] B Sh
F9, HILWPFLRATHRANZE EEBMT 2L EHIHYET,

AU T—D A3 T7T—ADmode ADHCPD15 & . NetWitness PlatformM 5 (EE LULNTR L X%/
DTEFBA FTLWTPRLRZER TAIZ1E. RRAMNCEEEHKE TN EIHYFET,

R T—D BAL L) —ADEETE

RAR THRYNT— Y099 ) —REE 3515 & (2K, RR DRk 7—5 H0Ov) ) —AELE ANTP
H—/\ORAM B F=IET7RLRAEHR ELET , AN TA—AIL HOv0 V—REFEH T35 8 (2. Z
ClllocalZiE EL. O—h)ILH/OW) Y—ADREZE N ITILEIBYET,
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YN0 Y0y ) —RADE E
1. [HE]>[VEXIEERRLET,

2. [H—ERIFR T, —ERELERL., ¥ ¥ > [RR]D> [VRATFLIEIIWILET,
H—ERD[L AT LIE1—DE RENFT,

3. H—ERD[VRTFLIE2—DY—)LIN\—T., [FRRF 8RS &5 )DL ET,

4. [FRRR 8RY YRR T, [FIRT—I B4 LY—RDB R IEZIRLET,

Host Task List

Task Set Network Time Source w
Arguments Run
Infa Set the clock source for this appliance

Example arguments:
source=tictoc.localdomain

Output

Cancel

5. ROVWITIAEEITLET,

o CORARDYIOYY )—RELTHE R TANTPH—/\ORAM R F=E7RFLAZA D LET, 1=
EAIE. RDESIZA A LFET, source=tictoc.localdomain

o H0OvY ) —RELTHRRAMDO—HIL YOI ER TG E L. RDEIIZAALET,

source=local

6. [RITIZVIILFEY,
o0y ) —ZAERE SN, Ave—UNIH A IEEICR RENET,

NTPYZAYY V—REL TlocalFE E L1=H & . FRRANDO—AJL yOvohME B S, Bl &M 7=
AMHNE 7OV DR E 1EERA L TE R SIhET,

SNMP®DE% &

[/RRk 2RY YA ] D[SNMPDEE E 112&kY. RR £ DSNMPH—ERZH b F=EEHIELLE
9, TRRA HSSNMPIE £ &3 {E TEALSIZT BIZIE. SNMPH—EREH %11k LET . NetWitness
Platform@if %1 CSNMPZE A LALLM & . COY—ERZH $E TELE (XHYEE A,
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HRRE £ DSNMPH—ERDA VAT

1. [E®]> [H—ERIEGEIRLES.

2. [H—ERIJUIR T, H—ERERIRL., & ¥ > [RFR]1D> [VAFLIEIIILET .
H—ERD[ P RTLIE1—HR R ENET,

3. H—ERD[VATLIE2—DY—)LIN—T, [KRAM 8RI1 %)L ET

4. [RRF BRY YRR ] T, [setSNMP]ZFERLFET,
(R o3V, FRIDB B EARIDE| DR RSNFET,

5. ROWThHEEITLET,
o —ERFENILTHIEE L. [BI8]T1r—I/LF [Zlenable=0JEA ILFEFT,

Task satSNMP

Arguments |E|-.5|;. ==0) Rurni

Infa Emabled or Disable the SMMP service y

Example arguments:
enable=1

o Y—EXRFHMLTHIEE L. [BI#]Tr—ILF [CTenable=11EA ILFET,

Task setSHMP

Arguments |Enab e=1 Run

Infa Emabled or Disable the SMMP service Y

Example arguments:
enable=1

RA EF—ERDF E
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6. [RITIZEIIILFY,
RN HAIEEH IR TEINET,

Syslogiz iX D&% T

Syslog#n 1% Z5% & L . NetWitness Platform7RA DARL—TFT424 & AT LDAS % JE—h Syslogt—
INIZTERIE § B EATEET , Sysloghn ik 28 ML E-FERN L T BI2E. [RRR 2R YRR T
[SysloglriX MEEE 1 2 RAVEERLETS

Syslogiz % D% 7E LB b

1 [BE]>[ER]IEERLET,

2. [—ERIFTR T, —EREERL, ¥ 7 > [RR]D> [VRATFLIEIIWILET,
H—EZAD[LRTLIE1—AE RENET,
3. Y—ERD[VRATFLIEA—DY—)L/IN—T., [RAN #RO1E9 )9O FT,

4. [RARF BRY YAR]T, [Syslog#niE DRE 1 ZERLFT,
(B8] ol avIz, FRVDBE LARIDE| B R RSNFET,

Host Task List

Tazk Set Syslog Forwarding w
Arguments Run
Infa Enable or disable syslog forwarding -

Example arguments:
hast=loghost.localdomain

Output

Cancel

5. [BI®]ID4—ILE T, ROVWFTIhOEEITLET,
o SyslogRi X ZH ML T BICIE. ROVTIhIDOR X EEELFT
« host=<loghost>.<localdomain>( f§ll : host=syslogserver.local)
« host=<loghost>.<localdomain>:<port>( {4l : host=syslogserver.local:514)
o host=<IP>( {5l : host=10.31.244.244)

o host=<IP>:<port>( {jl : host=10.31.244.244:514)
R DFE 2. Sysloghr it DA ML IZFEH 5/ \5A—2% R LET,
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loghost 1JE—b Syslogh—/\DRAL £

localdomain 'JE—h Syslogt—/\DF A/,

IP 1JE—b SyslogH—/\DIP7K L X,

port 1JE—h Syslogt—/\hSyslogAvt— %% (TH 2R —h &S

o Syslogdr 1% Z % %1t 3 BIZIL. host=disableEA I L ET,
6. [RITI=V)IILFET,
BRERAHADIEERH TR TIENFET,

Syslog#r 1% M\E $h b £ XE L SNdE, /etc/rsyslog.conf I7AILHBE BB IZE Hrah, 1)
E—h Syslogt—/\~DSysloglx 1% HVA $h 1k FF=ITE XN L S, Syslogh—ERNBE B SNFET,
Syslogdn X ZH L LTG5 & . R SN-H—EXDSDAJILTE F S f=SyslogH—/\ZBR X Sh,
BT DETEHRESINET,

i :JE—b Syslogt—/\CAJ AL | Sysloghn 1% %48 A L f=NetWitness Platform—EXMoDAy
—UFEZELTVEHEINERE R TEET,

RYh )= R—b RAT—RADE T~

[RAR B YRR ] D[RV T—9 iR—k RT—RADEK R FRIE, RRAM RSNz XTD
R"—b DAT—H2RERRTLET,

Yk J—H R—k RT—RRADER T

1. [HE]>[H—ERIEZZIRLET,

2. [H—ERITIR T, H—EREZIRL. B 7> [FR]> [VAFLIEERLES,
BIRLE-Y—ERAD[ATLIEAa—DR TEhET,
3. B—ERD[VATL]E1—DY—I)LIN—T, [{ KRR 2RZ1E7 )L ET,

4. [RR+ 2R YRR T, [RbT—) R—b RT—BADRTRIEIIVILET
BRIMBARI] 74— IR IZR TSN, BROICE T HIEHRMVER ] €/ aV ISR TSNFT,
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5. BRAVERTIBICE. [RITIEIIILFET,
RAS £ D& R—F DRT—R2ANH A IEE TR RTENET,

Show Metwork Port Status

Infa Show interface information s

Mo arguments required

Output la: link up
ethid: link up

DT IVEE DX R
[RRF AR YRR]ID[DI)TIVE B DRR]IFRIIE. RANDUTIVEBERTLET,

VI7VES DRE
1. [EE]>[VEX]ERRLET,

2. [H—ERIFTR T, H—EREERL, ¥ 7> [RR]> [VRTLIEVIWILET,
H—EZRD[L AT LI E1—AE R ENET,
3. H—ERD[VRTFLIE1—DY—ILA—T., [RRk BRI1EI L ES

4. [RARERY YRR ] T, [VITZIVEBDRRIZRIRLET,
(BRI O avIc, BRODBE LRV DEI B IR RENES,
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5. SORRIUTI, I BIERBEHYFELEA. [RITIZIIILFT,
BRI DVUT7IVESNH AIBE IR TShET,

Host Task List

Task Show Serial Number e
Rumn
Infa Retrieve the appliance serial number
Mo arguments required
-

Output seralnumber

Cancel

RRAR Dbk Ho

HE DR R (1R N~ STPOPYTIL—F NP IR R A B ERATAEBMOEES
E) T, MIERAR QU ok S92 B (T 2EABUET o AR EL vk A90F HE, BARTE
119 5F RTOY—ERDE L L. MEBAR OB R AT AYET

WIBAXNIEEBHICBESHLEEA, BRAMFEEALTRRANZBEEBLFT . WE KR
ABERE T HE RRAMNY—ERFBBHHICHESH T HLIEHRSINTUVET,

RARZED vk 3G B LB BEME LT 52K, RANEBEZELET,
KRR Dok o

1. [RRR RRO YRR I ZATATD[BARI] 74—ILK T, [(RRAF DI yb AoV 28 IRLET .
Host Task List

Task Shut Down Hcstl "|
Run
Info Shut down this appliance
Mo arguments required
-
Output

Cancel
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2. BRUERTIBICR, [RITIEIIILFET,
RARD A obEOUL BIROIATITRVET,

KRRk £ OY—ERDE Ik LB 1R

RAN AR YRR ZIE, KRR £ DY—ERZEE I BLUVE IR T 5=0DF T 3w HYET, [H—
EXADEIL 12R9EFE AL TH—ERFZF L LGS . Y—ERDTRTOTOERAEIEL, —EX
[CEHLTO-a—HFahEd, —ERICHEEAGELVEY, BEIMICERZLET ., Chik.
H—ERAD[ VAT LI Ea—D[H—ERDI ok F o1 4T3 ERIL T,

FILRICH—EXNBBMICBEDLEVMES . [—EXDRK]I2RVEZFERALTFH TH—LER
ZHREYTEET,

AR+ £ OY—EROE IE

. [EE®]> [H—ERIGERLES.

2. [H—ERITUER T, H—EREBIRL. 8 ¥ > [RR]> [VRFLIEIIILET .
H—ERD[ P RTFLIE2—HRRENET,

3. Y—ERD[OARTLIEA—DY—)LIN—T, [[RAF BRH1E9)OLFET,

4. [FRRk B8R VAR T, [—EROEIL]1E7IILET
BRIMBRD] T4—IK TR R EN, FRVICE T HEHMARER ] UL av IR TENFET,

5. {21k 9 %Y —ER(decoder, concentrator, broker, logdecoder. logcollector) %[5l #]
T4—ILR [THEE LEFT , il : service=decoder

Host Task List

Task Stop Service w
Arguments ser'.-ice=cecn:|dar| Run
Infa Stop a Metwitness service on this appliance -

Example arguments:
service=decoder

Cutput

Cancel

6. FRVHERITIHICIE, [RIT1EV)IILET,
HP—EZNME L L RF—EFZANH A 1o avRRTINET, —ERADTRTOTOLAHIE
1L, —ERICEHK T I ShET, S—ERICHEHIZLEY. BEFMNICHERZEL
EXI®
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"R+ E OY—EX DR 1R
1. [FRAR #RH YRR T, [4RZ]1ROYTEO YRR S [—EROBRR 1 E:E R LET,
BRAGMIBRI] T4—IR 2R RSN, ZRVIZE T REHRNEFR] ol avIcRRTINET,

2. [BI#]IT74—ILK T, B8 95 HP—ERX(decoder, concentrator, broker, logdecoder. logcollector) %
BELES . EXIE RDIIIHEELET,

service=decoder

Host Task List

Task Start Service -
Arguments service=d Ecu:u:iarl Run
Infa Start a Metwitness service on this appliance -

Example arguments:
service=decoder

Output

Cancel

3. BRUERTIHICE. [RITIEIIILFET,
Y—EZAFIE L, RAT—2ANH ATV avcR REnES,

Y—ER 1—FOE M. LTVr—t . BIRR
RO E &, A—FEHY—ERITEM T B ELIHYET .
. K&t
. FTREFALTHLERITIERTDEHE:

o V7 IATUR

« REST API

3 COREYIIE. NetWitness ServerD1—Y 4 AT —ANSY—ERIZ7 1 RT S1—H(ZIEE
AahFEEA, ThoD1—HIE, "j"—l:“7\'C*‘li7Q? L OVRTLIZEMT 2L ELHYEST, 5EHMIZDL
Tl 2 XRTA 2Farrba—YEE | OI A—H DR E | DLEVIES BB L T,

& H—ERXR 1—H[ZDT, RODARIEE T TEES,
o Y—ERMDI—HRIAEVTNLIBTONTAZEER TS
o« I—HEO—ILDOAVNTEMT B, ZOA—)UZELY, I—HIZfF 5 ShBERNRFVET,
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o DY—ERIZA—F THOURELTVS—RT 5
o BIRLIEY—EREDA—H /SRTJ—KEZLET3

[—EZX 23—/ \AT—K DZ & JTIE, ERDOH—LERDY—ER 2—HD/I\ATJ—R 4L EH TS
FIECDOWNTERBBALED,

F IR

[ )74 Ea—~DF X

UTDO&FIEIE. —ERD[EF2)T/]E2a—DSRHIBLETS,
HP—ERD[EFa)TAIE2—IBEHTHITUE. ROFIEEETLET,
1. NetWitness PlatformT. [E#]> [V—ER]IZBELFT,
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2 H—ERERRL. B S [BAR]> [XaUTEIUILES .
4R U FH—E 2O 11T 4] EahsE R & [1—] 4TI =%,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

h & Wellness svstem

L Sources Heait

Change Service ™  Concentrator Security

+ - @
er ArMatio
Username
ame ername
admin e o
<usernamel> - —
ma De
Agrr 2201 ACCOUN his senvice
ce ar o
JS e =4
Auth Type ¢ Query Time
eTWitness Platform v +
Query Pref e Thre

ggregaton

3E : NetWitness Platform 10.4LL Bl DH—ER /N—230 Tl [—5ER E 1223 (Z[Core/IY)
BA LTI TIFEL[HT) LRIV T4—ILK BR RENFET,

H—ER A—H0E N
1. [a—H4Tc. FEosLET,

2. Y—ERIZFTHERTBH1—HEEAHL. Enter¥—%HLFT,
[1—HIFE R ] o avca—Ya IR RSN, BYDT4—ILKE hRE T REIZRVET,

3. [PRRT—FIEXV[/\RT—F OHERR 1 T74—ILK T, Y—ERICATAU T 5F=8OD/INRT—~ZA 1
LFEI,

4. (ATLav) BMEHREADLET,
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o NetWitness PlatformlZAS A9 51504 #il

5. [A—YERE]I I3 T ROEREERLES,
. RBEEs17
o NetWitness PlatformM1—H%F85E I 515 & &, [Netwitness] ZEIRLET
o A—HEREE Df=IZActive DirectoryE/z[EPAMANetWitness ServerlZHE B SN TLVDIG &
(. [SHER]ZEBIRLFT

o [CoreZTV) BALLTIR]E, 1—FHH—ERIZH L TIDDITEEIT TESOARERB(H)
TY o CDT4—ILK [ENetWitness Platform 10.5LL B DH—ER N\—U 30 TERH SN, 10.4LLH]
DIN—30 IR REhFER A,

6. (AFLav)BMOITIEHERELET .

o [T T WIR]FOTIDITAIAEATYE , TLIWIREATL T, A—HIZR RSB EER
#HIERLET,

o [V aVRRE] L. ARME DY a B EH B 3 51=0DAFvoEH L EFT ., A2EDEY
AV ABEFLEREBE, BV A OA IV EEIELET,
7. [B=IL A2\ 12530 T, A—HAE YL THO—IILEERLET, a—HY—EXLE®D
A—JLDA NI HE, O—)UZE|YE TONTHER AT 5 SnET,
8. ILWH—ER A—H&7HT74T1 3 5(12F. EAIZIIMILET,
h O H—-ERADI—H DL T )r—k

. [2—H147T. —9EBRLT, ¥ 7> [LFW—+ 1590090 FET,
[ DH—ER~DI—HF DL TVr—k 1 FATOTHR FEhET,
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Replicate User to other services

Please enter and confirm the service user password. The entire service user account
replicates to the selected services. The user password also changes on each selected
service,

Password

Confirm Password

[ Name ~ Address Type

O - Broker Broker

O - Conc... Concentrator

O - Archi... Archiver

O - Work... Workbench

O -Log C... Log Collector

O -Log... Log Decoder

O - Wareh... Warehouse C...
NW —Mahware A Mahware A

Replicate

2. 1INRT—ZANL. EROEHI5—EAHALFES,
3. A—HDLITVr—h kDY —ERERIRLES,
4. [LFIVr—R1E9 )9 FET
H—EX 1—HFDHI Bk
l. [A—¥1427T. a—0LE=ERL. ~ 20 0ILFET,
NetWitness Platform|Z&>T, :ZE R LIz=A—TDHI R MR 570 T R RSINET,
2. A—HFHIBRTBICIE. [[FWN]ZEIIVILET,

H—E R A—HnOo—,LmE n

NetWitness Platform(Z[&, H—/\EXUVE H—ERIZEFIHE R SN-O0—ILHHYET , hAZL O—)L
FEMTBHIELELTEFT  RORIC, FRMER SNV RTL O—ILEZTOERZRLET,

Administrators )L Y RTLTOEA
Operators B ADTIRREEF OO, AFB XUV a0 T INDT I RE 5 -

A
Analysts ;‘9 BEUEY a0 TINDT IR AEEE DD, B ADT I RE S -
Ay
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SOC_ Analysts&f@] C7IRRIEITMAT, 12T DR 1K BFIERZH D
Managers
Malware TIVILT ANV ADTIRRE . BEUARELUE Va0 TIANDT 1R

Analysts BERED

Data Privacy ARAEIUVEv a0 TIINDTIRREE, S RT LA DM T—2 08 51t
Officers Ex ﬁf% B9 DR EATL AT IEREEHE D[ T3 T4\ —DF
HZ58H)

LT &SG1—Fen—)LzEmLi=iaa . Y—EXAO0—LEZEMT 2L ELNHYET,
o HLLMERDEUNERE & HY—ER 13—,

« NetWitness Server £ @ARA L O—)L, {58 & #t TlE. NW Server&, hRRL O—)LHF IR
5% P—ERDME A 2. Bl — DHRE L A—LHEE T 5 B HHAHHTT , CnoD4 FilIEE
—THAIVLEIHYET , 1=&Z X, NW Server Lt [ZJunior AnalystsA—/)LEBMLT=HE . D
O—LA 7Ot R %% H—E X[ZJunior AnalystsA—)L&B 135 BEAHYET , ZEMIZDUNT
(& T 2RTL F2U7rE—0E 2 | OF O—)LOE I SHER DEIYH TS B LTS,

EHIHE B SN TzAggregationtt—EX O—)LEHYFET , FEMITDLTIL. AggregationA—)L ] &l H—
ERD1—H O—LEER 125 B L TS,

F IR

Y—EADI—F O—/LEEML THERZE| YUY THIZE. ROFIEEETLET,
1. NetWitness PlatformT, [EH#]> [Y—ER] I HLET .

2 H—EzEBIRL. B S [RR]> [ BRIRLET,
2 4R U FH—E 2O 11T 4] EahsE R &, [1—] 4T =%,
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3. [A—l4aD0%BEIRL. TEOILET,
[B—IL]IZTIZX, 5DDERIER IN-O—ILHA—E R RTINFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System

Change Service B Concentrator

Name

v aggregate Allows aggregation of data

4. FHEH)HL. OB EA S LT, Enter ¥—5HLET,
O—)L& (L. [A—ILODWER 1 I avDEE IR RENET,

5. A—)Ut 5§ 5 —ERDIERZERIRLET,

6. (ERIZIIILET,
[A—H] 2T T, Y—ER 2—HE0O0—)LOA/NITE N TEET,

H—ER A—TD/\RT)—K DEE

COFIEICEY, BEEIF—ER 1—FO/RT—FELEEL, HLLVRT—R %, 201—5 7H
OURDE R INTNDITARATOAT Y—ERIZLTVr—bTEFET , EIRShF-a7 —ERIZLT)

r—hENBDIE, A—F THIOURE AR TIEGL, 1\ RT—FRDEEDAHTY, F=. EEH (L, 07

H—EZXDadmin7HI b DINRT—K EZE B 3 5EELTEFET,

F:[NRT—FDEE]FTav(Ed, 58 1—HICE@E A ShFELE A

Y—ER A—H D/ \RT—REZE BT AL, ROFIEFEITLET,

1. NetWitness PlatformT, [BE]1> [Y—ER] T EL T,
[BE]D[—ER]IEa—DRREEINET,

2 H—ERERIRL. S [RR]> (XTI RIS ES .
BRI H—E 2O 1 T] Ea—bR R ShET
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3. [A—H12T7T. 2—¥EBIRLT. 77230 FAAUhBIRT—FDEBRIZZRLES,
[ RO DERIZAT7ATHRREINET

Change Password

Please enter and confirm the service user password. Only the user password changes on the selected

services. No other user attributes will replicate to the services

Password

Confirm Password

] Name Address Type

Endpoint Log Hybrid - Log Decoder Log Decoder
LogDecoder - Log Collector Log Collector
LogDecoder - Log Decoder Log Decoder
Log Hybrid - Concentrator Concentrator
Log Hybrid - Log Collector Log Collector
Log Hybrid -Log Decoder Log Decoder
MalwareAnalysis - Broker Broker
Decoder - Decoder Decoder
NetworkHybrid - Concentrator Concentrator
NetworkHybrid - Decoder Decoder
RemoteLC(VLC) - Log Collector Log Collector v

€  Change Password

4. A—HOFH LIV RT—RZA AL,/ RT—FZHEZELFS,
5. A—HYDNRD—REE BT HH—ERZRIRLET.

6. [INRT—FDEB]IEIIVILET,
BIRLIZY—ERDNRT—F EE DRAT—AEADR RENET

HY—ER TI—TDER LE B

[BEE]D[H—ER]IEa—TIlX, —ERDTI—TEH#ERBEIVEE T 50N Tavhig i sh
F9, [—ER] I \RILDY—)LIN—ZlF, Y—ER TI—TDE L . iRE . Bl DA T awhrhYE
o VI—TDER 2 . [—ER] I\RILDSTI—TIZ& H—ERER SV TEET,

GI—T1&, #EEe R . g Bl . HANETOC IR RGE, B ICBTZEREE AKX I -THE
174 (t%;ﬁ“o % ’;_@ﬂ—t“xtﬁ?ﬁ BOTIN—TIZBTHIENTEFT, ZITlEH, EADNDDFEOH %
LXDhvRL o

o I RTDBroker. Decoder, Concentrator®iE i LEE R EA 5 (2T B1=0IZ, Y—ER BATTEIZH
JIL—71E .
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e RLT—2 J0—%#E B LTS Y —EX(Tz,A I, Broker&ZMIZRE E 959 X TMDConcentrators
Decoder) &4 )L—71t ,

o P—EXDER B SN TS I3 015 F (25 o TUIL—T1E . ThiEKY. HDHH i TR IR L34
PRELEGEIC, REEZ TORRRUAHLIY—LERER B ITHATTRETY .

o

=5
B

I

5

5 IW—TFDVE B

1. NetWitness PlatformT, [EEB]> [Y—ER]IZBHLFT .
[BEE]D[H—ERIEa—MRTEINFT,

2. [IN—F /%R DY—)Ln—T, FEHHLET
FLWWIL—TDOI—ILK DR RSN, hA—VILDE R LET,

Groups
+ -z C
Mame

Sal (14 )
& @
L1
L1

= East Coast

= West Coast

3. ZOTL—IRIZEFH LUV IIL—T DL R (A New Group % E) EA AL, EnterF—%# L FT,
TIN—TIEV)—RIZTHIWAEEL THER SNET . JIL—T DR IZHIBIE (L. ZDTIL—TAD
Y—ERDHERLET,

Groups
+ c

Name

& Al
= A New Group

& East Coast

00080

=} West Coast
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TI—T2DERE

. [H—BRIE1—D[FN—F]RILT. FI—FREZTIL 9o B, TIL—TEERL. D%
UL ES . [BRT]II4—IR AR RSN, h—YILHERLET,

2. JL—"TOHLWNERTZA AL, Enter¥—Z#LFET,
[BET] 24— AL, HILWWIL—TE V)R RENFT,

T IW—=FA0H—EZD:E hn

[H—ER]E2a—D[HY—ER]/WRIILT, Y—EREFIRL., [FIL—TINRILA DT IL—T T+ IVF (=&
Z £, [Log Collectors]) [TH—ERER 5L FET,
FI—TH—ERDE IMEhFET,

TIW—TAR O—ERDE R

GI—TRHDOY—ERER T T DI, [TI—=FIN\RIVTITIN—TE5)IILFET,
[H—ER]/RIUZ, FOTIL—THDH—EANR TENFET,

5 IW—=Thoaro—EZXDE Bk

L [H—ERIE2—DIN—T1/RIVT, BIR T Y —EZANE FNETIN—TERRLETS, DY
W—TRDOY—EZRD[H—ER]/FRIUR RENFET

2. [Y—ERI/SRIVT, TIL—THoEIBR T H5H—ERFIDLL EZEIRL, Y—ILN\—T = > [TI—T
MoHIBR ]I ZEIRLET,
BIRLIE=Y—ERIITIL—THoHEI R S FET A NetWitness Platforma1—H 4 A2 T7T—AM (&
HIBR SNFEB A, RRSNEZH—ERB (X, TIL—THBEI R ESN=—ERDEEHRYES, [T
RTCVITIN—TIZUE, TI—ThH| RS f=H—ERNE EFNET,
RO TlE. [A New Group] ELVSE BT DH—ER JIL—TIZEH—EANE FNTLEE A, ¥
I—THADF—ERZHIBR LT=1=HTT,

Groups

+ o
Marme

= Al
= A New Group

= East Coast

0 080

T West Coast
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TIN—TDH| k&
1. [V—ERIE2—DIFIN—T1/\RILT. BIBRTITI—TEEIRLET,

2. T EIMMILETS,
BIRLIETIW—THTI—T1 I RIIDSHEI R INET , TIL—T2& FNTL=H—ERIE
NetWitness Platforma1—4 4 2271 —ZMG (3| RSN FEE A, [TRTIV LTI, ElIkSh
=9 IN—"TOH—ERDNE FThET,

H—ER O—/)LOE B F=IL T )r—k

FLW—ERO—LZB MY 2R LA ELLT. ALA—LEZERLTHLLEZ AT TREL.
T TICENYE TONTWDEREE B THIENTEET . 1AL, AnalystsA—)LEE & TEEY,
BELT=5, JuniorAnalystsEL VDB BT TREL. EREEELFT,

Bt oO—)VER| DY —ERICHE BB M5 E EL T, B—IVEL TV r—h I HTENTEET, 1=
& 1. Broker|Z#&dJunior Analysts A—)L% Concentratorgs & ULog Decoder[CL )or—k TEET,

LUTOEFIEX. H—ERD[ X1 )71l Ea—DSRIBLET,
Y—ERD[EF1ITAIE2—IRB B THICIE. ROFIEEZETLET .
1. NetWitness PlatformT, [EE]> [H—ER]IZBEHLFT,

2 H—ERERRL. B S [BR]> [XaUT1EIUILES .
B AR L H—E D[ 25154 Ea—hE T Sh. [1—H] 4TI =%,

3. [A—JL]RTEEIRLFET,
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H—EX O—)LoE 8
1. [A—]ARJT,. B8 TH0-)LEERLET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN N @ admin @)

Hosts Services Event Sources Health & Wellness System

Change Service ¥ Concentrator Security

Name

v aggregate Allows aggregation of data

2. Bo—noms) xoummLET,
3. FiLWEREIZA AL, ERI1ZIIWILET,
4. FrLLa—)LEERLES,

5. [A—ILOER] Vv T HEREZBIRFLIGBIRFERL. HLOO—ILTERITTEINERZE
BLFEY,

A—)LOL I )r—k
1. [A—)LIRTT, LFIV)Vr—hg50-)LE&EIRL., [LFTVr—R1E9)000LFET,

2. [ DY—ERADO—ILDLTr—b ] 547045 T, O—)LEE M T2 H—EREZIRLET,
3. [LFVr—R1%9 )0 FT,

a7 H—ERE B 771 LR &

Decoder, Log Decoder, Broker, Concentrator, Archiver, Workbench4-—EXDHY—ERE B 771 )L
(F. 7‘;95_;; T7AIEL TR E TEETY . —EADERIEL—D[TFAILI ZTTIE, RDEZRVER
T TEFET,
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« NetWitness Platform> AT LR EFE AL TLWSH—ERERK 77/ IVER TEIURE T 5,
o TPAINDEF DNV TIYITERZF LY, 1\WITVTEIRNTS B,

o I7AINEMDY—ERIZT V29 5,

o IPAIVDEEZREFT 5,

WERBELI7MIUL. BT D ERDAATE-TRLGYFET, T_TOI7 Y—ERIZHED
T7AIUFRDEEYTT

o Y—ERATYIX T7AIL

o netwitness 771 )L

« crash reporter 771 )L

o scheduler771 )L

Decoder|Zl&. £ 521200 X T. Parser. FeedXE % . Wireless LANT7A J4%4E L 3 51=-50DT71 ILH\H
UEd,

F NSO L I7AIVDT IAILNMEIE— 3 F AR IE CIIER T80 E (THYFE AN
crash reporterfdscheduler’E EDNA T3y —ERFF A T 556 (. MEIVEITRYFET, [77
AIW]RZTTINLDITFAINEE BT D5 E (E. Tk T—VRBEOTAREBIUE T ~DEE
[ZDOWTH+ 7 ITEEL TLSEEE OANEE T HEIITL THZELY,

Y—EXE B T71 L0 5=
T7ANERE T BITE ROFIEZRTLET,
1. NetWitness PlatformT. [E¥]> [—ER]IZBELFT,
2. [H—ERI TR TH—LERERIRLET .
3B mR)> MRIERRLES.
Y—ERD[HE R IE1—DR RSN, [£K]IFTHRHEFES,

4. [FPANIZTEIIILET,
R LIz H—ER( Concentrator’i &) AV il DR AYTZI2 YRR RSNET,

5. (AT2aV) Y—ERTIFERRAN DT74 IVERE T 5I21E, FOYTH oY YRR TIAHRRR ] ZE iR
LFEY,
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6. [METHIPMIERRLTIZENI R OYTFIY YR ST/ IVERIRLES
I7AILDRA B IMREETH TRERSNFT,
RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts Services Event Sources Endpoint Sources Health & Wellness System  Security

Change Service M Concentrator Config

RS /\ NETWITNESS' PLATFORM

7. I7AVERELT, ERIZVIVILET,

b7} j’f gé_?'f S EEBESN, N\VIT7YT TPAIVIMERENET R FH—ERDBEBRICHED
T35t °

1\ PITDF—EX N B 774 IADO—)L )

BRI7TAUZEREZMATREL, Y—EREBRE I TDHE. /1 \WI7VT T71ILHME BRI BEIZAY
*9, I\WIPYILTE B 7/ U O—)L\wIT BB A 1L, RDOEIEEEFTLET,

1. SOREYVIDRDEIEDATYT1~6EEITLT, R IFAMIIEEIRLES,
2. B GetBackunzy s ET,

INITYT TP IVHEREET,
3. B I7AINENNWITYT N—CaVIZR IS, [(REIZDIVILET,
EE(FH—EXROBEBRICEMITBYES,

e DH—EZXA~DE B 771 VDTV 2

H—EXE R I7MIVERE LR . ALAA 7O OY—ERICRI L R E v 2 TEET,

1. COREVIDERWDIZHA H—ERE R T7/ILDRE I1FIBEDATYI1~6ZERTLT, R I7HM
IWEERLET,

B PUSh oL, [Y—ERDRIR ] SAFOTDE R ENES .

3. B O7ANET Y 2T B H—ERERRLET,
[H—ERIEa—TEIRLI-Y—ERER A4 TOH—ERTEIR T E2LELIHYET,
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AR BRI7AINET S LB S (X, [FevI]EF0 )L FET,

4, BIRLIE-TRTOY—ERIZER 774 IWVET 19 5156 1L, [OKIZF9)ILET,
B I7MIUE, BIRLE-TRTOY—ERIZT v ashEzd,

BRY R a—S0E R
scheduler 771 JL

scheduler 771 JUE, HY—ERDER]IE—DI[T7AIIV] 2T THRE TEEFT, ZOT771)UL, H—EX
|2 E THAIAFNFRY RV 1—F5F R LET , 2R Ry P 1—5d, B ESh-RfREE=IE
BESNF-ERICESMIZIRY Avt—2%FEELTIRIEEITLES,

ARY Rroa—50kE X

scheduler 774 ILDARIIT X, ROE X TR LET , <Value>|Z[ZAR—REE HAHEITTEFE

Ao

<ParamName>=<Value>

<Value>|ZAR—ZANE FNHIGE (L. RDKLIIZE AR LFT,

<ParamName>="<Value>"

EHBRVITTIE ROFAR AR NET

o time/\SA—A FfzTA2A—/3)L /\5A—4( seconds. minutes. hours) DLVFNHDWA E TY,
o BHRXF RN/ \WIRTYY ) LK TIRT—TLET,

BRDET 155+ —4

RI701—FTIE RDFRITINGA—BEHE R TEFT,

daysOfWeek: <string, optional, {enum-
any:sunjmon|tue|wed|thu]fri|sat|all}>

deleteOnFinish : <bool, optional>
hours : <uint32, optional, {range:1 to 8760}>

logOutput : <string, optional>

minutes : <uint32, optional, {range:1 to 525948}>
msg: <string>

params : <string, optional>

pathname : <string>

seconds : <uint32, optional, {range:1 to 31556926}>

time : <string>

BROEETIHER , TIAI)IE Fall,

IEESE T RIZZRDZHIFR T 5.
KITREMRE(FRE) .

o LTS 1A AL TH A 20
5125 8.

ETER(7) .

/—RISEET AT,
A= DINTGA—A,
Ae—UERETH/—FDINA,
ETER(P) .

HH::MM:SS# = D3E 17 B¢ [l ( ZDH—/ D
A—hJLEFFE) .

RAFEF—ERDFE
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timesToRun : <yint32, optional> H—ERB IR & OFRURTE . 035
1 BR (7T 74/Lh)

Aor—
BRYH RS a—5Omsg SA—SIZlE, ROAvE—UX FHIEHEE TEES,

Fot—

o

addInter 355 SNT=fIE TEITTIIRVTEMLET , FzEA L RDOAVE—[F6BFfE Z&IC
/index save v R X TLET,
addInter hours=6 pathname=/index msg=save

addMil 1 H O E OB . F=I34F € OIE B O & DOFF IR T T 52RVEEMLETS, 1=
ERIE. ROAE—DIEK E 2% B OF #1855 [Z/index saveav R #E T LET S
addMil time= 01:00:00 pathname=/index
msg=save daysOfWeek=mon,tue,wed,thu,fri

delSched BEFF DR7 D 21—)LEE E SNT=FRVZHIBRLET o CORRIDIA/NTGA—A(E, printAy
UMl BTEILELIHYET,
print AP a—)UER E SN BRIERTLET,

replace B — DA E—U TR Da—ILEETE SNZTRTDRRIZEIVE T, BEFE DERVET
~THIBRLEY,

save /—FERE,

ST BROLT

scheduler 774 LR 0?’5’7\7?-} D (%, FeedDRAR H—/\Hhi5120% ZElZDecoderl ZFeeds Swor—
774 ) feeds.zip) A O—F LET,

minutes=120 pathname=/parsers msg=feed params="type\=wget
file\=http://feedshost/nwlive/feeds.zip"

H—ER (U TVIR T71 VDR
ZOREVI TR, H—EADERIEA—D[IT7AIVIZTTHRE TR Y—ER HRBZL AVTYIR
TPAINVERE R T B5-ONEELRIERCHARSAUIOWTEHRBALET,

ATYIR TP IUE, DI R T7AILEEH I, £ a7 H—EXDLEZH|E L FF . NetWitness
PlatformMDY—ERD[#E K 1 E2A—TA U TWIR T7/ IVERLE, D71V E R &E TEFT,

FAVTYVIRTFAIDERIE, a7 —EROE R T T2 M CaiEmaaEziE oEE
E DHDEE T BESZLTLEEL, 1 TYIR T74 UL, TTSA TR H—E RO &5 B X
T7AIDIDTY , TARTHAT Y—ERT—EM DOHLIEREZTOLEHHYET . EHTIEHLA
HENFYIT7A VDB STHE R Sh=UT 5L, D RTLABAIE TEELVRBEIZARY., #5 2 AIITRSA
HARBAT— HR—k DFZ B AW B (T HF] REE ABHYET .

A TVIR D74 UZIER DEDHBHBYET .
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. index—broker.xmlj‘scth index-brokereustom.xml

e index-concentrator.xmlPBELUindex-concentrator-custom.xml
e index-decoder.xmlBEUWindex-decodereustom. xml

¢ index-logdecoder. xmlj’SJ:Uindex—logdecodereustom. xml

e index-archiver.xml$BLXU index-archiver-custom.xml

e index-workbench.xml ?BJ:Uindex—workbench-custom .xml

A TIIR TPAIENRBL A TYVIR TPALIL

A—HEH DA TVIADZE B (39 RT., index-<service>-custom.xml|ZERik LET, CDT7A
JLDEE E 1E. RSADHANE H F Dindex-<service>.xml DX TFELE=ZLFET,

HARBL AT YVIR T74 U index-<service>-custom.xml) Z{F Fl 7 52&(2&kHT, 7VIIL—F
I;JZ%)&'R B DR EEZ (1525, 1 B Dlanguage ¥ —DTE FR L E DL EZTEITOIENTEE

e index-<service>-custom. xml(:i % éﬂf::\:—lis index-<service>. xmlo)IHE %’&E %mi

FY,

e index-<service>eustom.xmlIZIBIIEH. index<service>.xmlIZFFFE LR ULE—IE, FHLL
F—&L TlanguageZIB D ENFET,

ATYIR T7AIDRE (X, RDESHIEE B ETY,

o FTLLVARAL A5 F—%B ML T, NetWitness Platform®Da1—H 4271 —RIZH LULVI4—)LK
#Emd 3,

o [T—BTSAINN—DEEIHARDERBAIZHE L, TIAN— K D—REL TR EShI-AE
F—HERT 5,

o [ NetWitness Platform a7 7—3N—X Fa—=7 H+4F DR A IZHE L), NetWitness Platforma7
T—BR—2ADYT) INTF—RRERE S B,

E R :DecoderHhingE 51 9 S ConcentratorE = ArchiverhdH 515 & (£, DecoderMindexKeysEl=IE
Ir}dexValuQes(:’r>7_2‘77X D&)%Eﬁ\fﬁ LA LTLIEE0Y, 7_"\771')‘14*~ @time{"}' F—%BABHDIY
TYIRE B EHR—b 3 BI2IE. A TVIRDIN—T4230 YA XHINSBEFT,

Crash Reporter—EXDH $h 1t

Crash Reporter(d, NetWitness PlatformY—ERDA T3> —EXTI, a7 —ERXT7oT7471k
9 D&, Crash Reporterld, H—ERIZEE HF £ L1=EEI2, TORE E D2 B 0fif IR 12fE A 9 51F K
DINAT—OFBBBICE R LET /W=D, BT DF=HICRSAICE B ITEE T ALK TE
TEFET, ZENHNEB L. FAE DFOITRSADYR—F R [ZERE SNFET S

RSAISEEENDEH/ Wr—UI2F, WE ST R EFEFENFLEA. CO/ W7 —DI2IF, RDIE
WAEENTT,

. A4
. WBRERTE
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o« YILOIT IN—D3Y

. CPUIEHR

o AVAR—ILENT-RPM
o TARY DAARY

Crash Reporter|Z&d95v 1D T IE. I7E K ITH L T7IT4TIL TEFET,
crashreporter.cfg 771 JL

Y—EXD[#E 1 E2—D[T74 L] 2T THe & 7l 272 T74 JLD1DIZ, Crash ReporterZ T4 F7b H—
I\KE L 774 )L, crashreporter.cfgh’®HYUET

ZDT7A UL, "R £ TCrash ReportDF vy, B#H . E AT IRVVTM ZEoTHASAES,
BE R 9 A& f &L T, Decoder. Concentrator, 78Xk, BrokerZ & $HAHZEMTEET,

R DI T. crashreporter.cfg7 74 JLDEFE FE IZDWVTERBALFET S

applicationlist=decoder, concentrator, host

sitedir=/var/crashreporter
webdir=/usr/share/crashreporter/Web
devdir=/var/crashreporter/Dev

datadir=/var/crashreporter/data

perldir=/usr/share/crashreporter/perl
bindir=/usr/share/crashreporter/bin
libdir=/usr/share/crashreporter/lib
cfgdir=/etc/crashreporter
logdir=/var/log/crashreporter
scriptdir=/usr/share/crashreporter/scripts
workdir=/var/crashreporter/work

sqldir=/var/crashreporter/sql

reportdir=/var/crashreporter/reports

packagedir=/var/crashreporter/packages

gdbconfig=/etc/crashreporter/crashreporter.gdb

ERIDIHMDIRNEEELEFT,
LiR—bk YA~ T4LIN DS,
WebT 42Uk D5 A

DevT AL~ UDI5 T,

TR I7FANERTFESTHTALIM
D5 T o

perl 774 JLOIG Pl o
NAFVEFTIOISLDEGR,
INFV SA4TZ)DI5 T o

B I71 VD5 R .

A J71 VD5 .
RAOVTNEELTAL IR DGR,
TOERDEE TN DS,

B B ENT=sql 771 ILHEL B S d
BT

— B LAR—h AME RSN BI5 7R .

1’; B ENT=/ S5 —S T74 LD
FITo

gdbt& Bk 71 LIS AR .
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B E

corewaittime=30

cyclewaittime=10

deletecores=1

deletereportdir=1

debug=1

A7 I7AIVNE ERA AR NESHE
FI B 9 B7=ICa7 D% H £ [T H
TRONHEEELTEY,

BRETAVINDEFHKERRE (5)EE
&LFI,

LAR—h & (207 71 IVEHIBR 95
MEIIERRELET .

0=LM&

1=[F0Ly

F a7 I, BIBRShBET.
crashreporterA\F B S b=l
7|_‘°_|~ 31’1'35';_0

LiR—bk & IZLAR—F ToL ok )ZEH|
BRI EMEIDERRELEFT . I7 L
R—hEFEHTRTITHIEE IR
IAHFET,

0=L N2

1=I&Ly

E i TALORNJEEIBR LGS S .
;g_l/ﬂ* JIZIFZE 1S —OhE Fh

crashreporter A4 11 TT/\w5
At —CFFFEEATITT HE
IHEERTELET,

0=LM&

1=[F0Ly

posturl=https://www .netwitnesslive.com/crash...ter/submit.php 1% {5 & DWebH—/\DURLEFE & L

postpackages=0

deletepackages=1

Crash Reporter—E XD B

Fo

INVTF—2FWebH—/N £ E 50
EONEEELES .

0=UL VA

1=1&Ly

WebH—/ SN R i |/ S —S%
Bl T A e E LET .

0=L A

1=[ELN

Crash Reportertf—ERXZEHE B T 5IZIE. ROFIEEZEITLET

1. [HE]>[H—EX]IEERRLET,

2. H—EREERL. ¥ 7> [RF]D> [BRIZTIVILET,

3. [FPANIZTERRLET,

RAFEF—ERDFE
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4. crashreporter.cfgZFRELFT,

5. (RFEIZVIOLFET,

6. —ERD[VATLIEA—%ERKRTTDO. (RIS [VATLIEZEIRLET,

7. G—EREBRBS B, O Shutdown Service x5 %7,
P—EXDB b OV THESLET,

Crash Reporter —EXDFA 1 &5 IE

Crash Reporter—ERXFF I8 §5I21&. ROFIEEETLET,

1. [EE]> [—ER]IEZERLET,

2. H—EREGERL. 8 > [RR]> [VATLIEIIILET,
3. WS B HostTasks 1 g
[[RRR 2R YRR I DT TREINFET,
4. [ARZ1ROYTEDY YART, [—EXDBAKR 1 #=#IRLET,
5. [B1#1274—JLR [Zlcrashreporter IEA 1L, [BIT1EVMILFET,

Host Task List

Task Start Service v
Arguments ‘ crashreporter | Run
Info Start a Netwitness service on this appliance

Example arguments:
service=decoder

Output

Cancel

Crash Reporterf—EXMNE By ShFES , Y—ERIIF LT HFETT7IT4ITY,

(;_rash Reporter—ER#FZ 1L 97 512(&, [FRV]IFAYTAOY YRR TIH—LERDEIE ] ZFIRLE

T 2T TP IO &

RSAMMRH T 57— _\7‘753/7\:77’{”« table-map.xmll&, Log Decoder&tg E‘ZT%)QE BICEE
w774 )b;;@“o D7)V, BT I"—YhME A T 5F—EMetaDBOF—IZTVEL T T HARTE &
I71ILTY,
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3 :table-map.xml 77AIUIIRE LEWVTESWD, EE AWM ELIF S X, table-map-
custom.xml Z7AMIEEBLET , mFTDtable-map.xml 774 JUILive M5 A F TE, RSATIX
WWEICELCTIOI7AIVEBFHLTWET, table-map. xnl Z7MIEFE B L TH, —EXFE (X
TV OTVITU—RIZEY, EEHAEEESNLAEEEIBYET

table-map 774 JL&table-map-custom 774 JUZIE, RO2DDE I HBHYFET .
o O IN—YIERTHEEZE. NetWitnessDAZ F—Z IZEH TS
o EMAR F—%Concentrator[ZiE H 3§ 50VEV AT LITIZEZA S

=&z 1L, BRIt DPalo AltoFl A% /S—H{Z& b, stransaddr A2 F—%6 [ZEUET, CDAA
F—IL, TSIV —X PR L A(source translated address) & LEY , table-map.xml 774 L%
B 3E. CDAR F—D Transient| Z5% & SN TLVAIEIHMNET,

<mapping envisionName="stransaddr" nwName="stransaddr" flags="Transient"
format="Text" />

ZDAAF F—I&. Transient|Z5% & SN TULVST=. Concentrator|Z[FiE H SNFE A, EE.
Concentrator CAT M5/ \—AL 1= A3%FFT ARTERRLTH, ZOF—(ER RTShFEEA.

table-map-customOE Z R DEIIZE BT HEHRELEFT .

<mapping envisionName="stransaddr" nwName="stransaddr" flags="None"
format="Text" />

ZDi5 & . key:valueldConcentrator| ZOE—&EN, ZEMDA U TVIREE K T EAMNEINEE IR TEE

o

table-map.xml TlX, Transient|ZE& & SNT=AZ F—tNonelZ5% FE SNz AZ =\'——75§37>L)$d'0 AR
F—HEREFL. ATYIREERL T BIZIE Nonel R ETIDLELIHYES, TELIEEF T 5IC

[&. Log DecoderCtable-map-custom.xmlELVIF B DIT7AIDIAE—ZFIEHK L . AF F—%FNonelZ
BETIMENIDHYET,

AR X—DAT VIR B IZDNT

« Log DecoderMtable-map.xmlI7AILT, A3 F—NonehFRESNTLVDIEE . TDAZ T—D
AUTYIRADME R ENFET

o Log DecoderMtable-map.xml 774 LT, A2 F—I[TTransient HEE E SN TLVDIHEE . TODAZ
X—DAUTVIRIIE L SNFR Ao TDAR X—DAUTVIREE R T 55 E (&, table-map-

custom.xml 77AJUZIUM)J—%aE—L T, flags="Transient"&flags="None"|[ZE B LFE
ER

o A3 X—hHLog DecoderDtable-map.xml F7MJUFFE LIELME & &, table-map-custom. xml
IFPAIUZTUN ) —EE ML EY

R table-map. xml 77 IUTTYT I —R [CKoT L EESNBA HEME A BH BT, BFH LA
TLIEEE W, M ELEE [T N Ttable-map-custom. xm1 77 )JUZTEB ML ET,
AR &4

Log DecoderlZtable-map-custom. xml F7A ILAVELME & (&, table-map.xm1ZIE—L ., & HIZE
table-map-custom.xmlIZZE B LFET,

FIR
TN RELT IPAIVERIELTEH I HICIF, ROFIEZETLET .
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I [E®E]> [—ER]BHLET,

2. [H—ERIF YK T, Log DecoderFZIRL ., ¥ © > [FR]1> [MRR1EVIILET,
3. [FPAIN]ETEH )L T, table-map.xmlIT7(IILEEIRLET,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN N @amine ()

Hosts Services Event Sources Health & Wellness System Security

1. Change Service M Log Decoder Config

Data Retention Scheduler ~ App Rules  Correlation Rules Feeds Parsers Parser Mappings DataPrivacy  Appliance Service 4

T nvisionDisplayName="Filename |FileName" nullTokens="N/A"/>

kens="(null) || N/A"/>

nvisionDisplayName="IndexID"/>

sionDisplayName="InstanceName™/>
visionDisplayName="Interface™/> e

4. flagsF—I—K HrransientEfzlINonelZIE LEEE E SN TLNDIELHERLET S

5. IVN)—EFERBTAILEIDHDE B (L., table-map.xml FT7AIEZE B LEWLTEEL, KHY
[Z. table-map-custom.xml 77 ILEE IR L T, table-map-custom.xml 77 JLCIUM)—%
BREL. flags¥—T—F ZTransienthoNonelZE B LET,
f=&Z X, RDhardware.id A3 F—(table-map.xml 774 JLA) [EflagsF—T—K A Transient

[CERESINTEY., 1o TVWIRIEERBESNFEE A,

<mapping envisionName="hardware id" nwName="hardware.id"
flags="Transient"/>

hardware.idA3 ¥—DAUTYIREE K T BIZIE, table-map-custom. xml Tflags¥F—T—K
ZTransientMBNonelZEBLEY,

<mapping envisionName="hardware id" nwName="hardware.id" flags="None"/>

6. Ib)J—htable-map.xnlZ7AJUIE FNTLVELME & L, table-map-custom. xml 774 JUZ
TR )—ZEMLEY,

7. table-map-custom.xmlZ7AIIEEBLI-R T, (EAIZV)ILET,

FEE:TOINELT IPAIWVEEE T BRI, AV TYIRETransientMioNoneCE BT HE
[CEEOEEFEEITRETL TS, EAARELRANL—U R & ELog Decoder®D/ NI+ —< 2 X[
EENE SAREEIHYET . TDI=D. TIAHIS TAUTIWIREE K T 542 F—IIE 5 TLY
%9, table-map-custom.xml 77 JUISEIFH AR THERALET,
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H—E DR & F-I13HI B

;\;F BFELIIR—IIBEEDERLGE, —ERZETEZEE LY, B BLGALo-—ERZHIBRTE
RIZERBATEEFIER. [Y—ERIE2—HSETLET,

[H—ER]E21—IZ# B 9 B(Z(%. NetWitness PlatformT. [BE]> [—ER] IR ELET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN (@) admin ®@

Hosts Services Event Sources Endpoint Sources Health & Wellness

+ ¢ . “
Name Name Licensed Host Type Version Actions

BA (25 ] Admin NW Server Admin Server o o
AnalystUl AnalystUl Analystul 11300% -]
Broker NW Server Broker 1xxx &
Concentrator Endpoint Log Hybrid Concentrator 11x20X &
Concentrator Log Hybrid Concentrator 11XX% -]
Concentrator Network Hybrid Concentrator 113XX &
Config NW Server Config Server T1XXX o
Content NW Server Content Server 1xxX o
Contexthub ESA Primary Contexthub XXX o
Decoder Network Hybrid Decoder 11xxx o
Endpoint Endpoint Log Hybrid Endpoint 113X o
ESA Correlation ESA Primary ESA Correlation 1Mxxx o
ESA Analytics ESA Primary ESA Analytics Mxxx o
Integration NW Server Integration Server 115X o]
Investigate Investigate Server 11XXX o
Log Collector Endpoint Log Hybrid Log Collector 11xxx o
Log Collector Log Hybrid Log Collector 112X o
Log Decoder Endpoint Log Hybrid Log Decoder T1XXX &
Log Decoder Log Hybrid Log Decoder 1MXXX o3 -
Page 1 | of1 | | C Displaying 1 - 25 of 25

RS /\ NETWITNESS’ PLATFORM

¥FIE
H—EX DR £
I [H—ER]E2—T. ¥—ExEBRL. Der-a ¥ 7 > (@m1 200 7.

[—ERDWEE ] A T7OTMNRRSINET, CIZlE, BIRLZY—ERITERINDT4—ILE D
AR RSNET,
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Edit Service

Service Eroker
Host lacalhast.localdomain
Mame Broker

Connection Details

i

Port 5e003

Test Connection

Cancel Save

2. ROVWTNHODI—INEEEBLT, Y—ERDFMERELETS

o BRI
o R—b - a7 H—ERIZIE, SSLEFESSLONDDHR—k HBHYET , (SR EHE DI S . SSLi—
raERATILEIDBYET,

o SSL-EHEHEHE DS S . SSLEERTA2BENHYET,
o [I—FRIBLVI/IRT—K] - ChioDRBIIFEHREFF AL T, Y EXDEHETANLE
7,

a. EHEERZERAIISE. I—FRFHIBRLES,
FEHEERZERALGWVMES . YR BLW/RT—FZANLET,

b. [EHEDTANIZI)ILET,
3. [REIZVIILET,
H—EX DY B

I [H—EXIE2—T. 1DBl L OY—EXEERL. — Fr37 > [MIBR1EIULES .
2. BB DFAT7OTDRRINET , Y—ERZHIBR T IZE. [[FLN]ZE0)00LFT,
Bl Bg S =Y —E R, NetWitness PlatformTf# i TEA G YET,

HY—ERAOTO/ T4 Y )—DFR T LR E

Y—ERD[THRATO—SF]E2—TIE, —ERDF MR EICTIEAL., #lf#H T 5IEMNTEET,
DE1—IR2DDE 5 THEBEINET . [/—RIURRZIE, AW V) —HEE TH—EREEENAR TS
nNEF, [BEER]1/A\RIUZIL, [/—FIVAN CGEIRL =4I E L T7AINDTNTAHR RENE

RIZERBATEEFIEIL, [T/RTO—F]Ea—mETLET,
[THRTO—S]E1—IZHBE T BIZF. RDFIEZETLET,
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1. NetWitness PlatformT, [BEE]> [Y—ER]IZBELET,

2 H—ERERRLT. S [RR]> [THRTO—SI 22 R LES,
[THRTA—S]Ea—hsR R SNET, [/—R1URk £ B2, (B8] SRz Bl I=hYES .

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System  Security

£, Change Service | ™ Concentrator

= Concentrator
B8l Concentrator — Concentrator (CONCENTRAT

8 [ concentrator

&[T conn

o[ datal

o[ dev

[ index

a[Jlogs

o[ rest

& [ sdk

B[ services

& [ storedproc

a[sys

B[ users

» 4 »

H—ER TR/ ST DR R F1=34R &

H—EX TONNTAERRTEE R ROFIEEETLET,

1. [/J—RIYRNEEIZ[E R /SRILTTAAIEE D)L ET,

2. [FRT41EDIILET,

P—EX TONNT/DEZRETIEEIF. ROFIEEETLET,

1. [BERINRIILT. WEAMRELITO/NTAEZERLET,

2. HLWMEZA ALFET,

/=R DA E—2 0L E

I [TO/TA15A4T7ATT, 2oe—2 84TEERLET, [/—FIVRFTEIRLEZT7AIUIELST

RRSINDIATIAVFERGYET,
BIRL A vt—2 34 TDFHR A D[ A= DAIVT] T4—IR TR R ENFET,

2. (ATLav) AvbE—CDRFTITLERIZE L, [135A—BR]I T4—IR [TINGA—3F A ALET,

3. [REIZVIMILEYS,
EFERALS [BEHND]IT—IFISRTENFT.

H—EXADEHEORT

P—ERAD[VRATLIE2L—TIE, P—ERATRITF DEVLaVERRTETY , Lvay URR Aoty
AVEBGIE T LY, B a3V N TPITATHEOT)E R HIE T 3 5ENTEET,
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H—EXDEY VDR HE R T
1. NetWitness PlatformT., [BE]> [—EXR]IZBELFET,
(BB ]D[Y—ER]IEa—DRTINFET,

2 H—EzEEIRL. ¥ S [BR]I> [VRATLIERRLES,
H—EAD[VATLIEa—hRrENET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness  System  Security

Broker Service Information Appliance Service Information

NW S Broker) NW Server [Hos)

05:43 2013-May

Broker User Information Host User Informartion

1P Address
admin P Addres

admin P Addres

P Addres

P Addres

3. TED[EY aABG®R]V)R T, vaJEEEZ0)WILET,
HRLAA7ODKR RINFET,
4. [FLNIEF2)ILFET,

A DT HTATEOI)DEFI R T
1. [vatg] VR EFTCRIO—ILLET,

2. [POT49% 0I5 T, €A OBEIIILES . TOTATHEITIDRAEADE & (. ¥
DI TEFEE A,
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[FPOTATIEOTN FAT7OTHRRENET

Active Queries

Running Since Query

2018-May—3011:40.. id1=1id2=1787124 size=10000 query="select
2018-May—3011:40.. jd1=1id2=1787124 size=10000 query="select
2018-May—3011:40.. id1=1760539 id2=1787124 size=10000 query:

2018-May—30 11:40.. id1=1508859 id2=1787124 size=10000 query:

Cancel Query

3. DTVEERL. [VTIDFN I EIIILET,
DITUMEIEL ., [TOTATEOTII DI AR FHENFET,

H—EADE &

[H—ERIEa—IZR RESNBY—ERD—ENSH K DY—ERZR R THIENTEET, [H—EX]
Ea—TIl&. 87, RAL, Y—ERX ZATI2&oT, Y—ERD— BT (L0 TAIATBIENTEE

T o [F4IWAIROYTEDY AZa—E[T4IWAR] T4—IR ZR R IZE R T5h. REFIERLTIU—
ERIEA—%#D(IATEET,

HY—ERDIE &

1. NetWitness PlatformT, [EHB]> [Y—ER]IZBHLFT .
2. [—ER]/SRILDY—ILIN—D[24IVA] T4—IR (2, H—ERDB BT F=ITHRRAREA A LFET,

L X
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[T4IWA]D4—ILRICA AL R E— BT D —ERD[ H—ER] /I \RIU—BE R RINFET,
ROBNE, [F4WV2]T4—ILR [Tlogé A LR DR RFER ERLTULET,

Services
I ¥ © log x
O Name Licensed = Host Type Version  Actions
0 @ LogCollector or v Log Decoder Log Collector 11.2.0.. |~
[J @ LogDecoder Hs v Log Decoder Log Decoder 11.20.. %~
| Page 1 of1 | | ¢ Displaying 1-2 of 2
HP—LERDFLTI2LDHT1IVF

1. NetWitness PlatformT, [E#]> [V—ER] I HLEFT,

2 [H—ER]E2—T. T “EHssL . [H—ER]IE1—IR R LEWH—ER A4 TER R LTS,
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riter

4

Admin Server
Archiver

Broker

Cloud Gateway Server
Concentrator

Config Server
Content Server
Contexthub Server
Decoder

Endpoint Server

Integration Server
Investigate Server
Log Collector

Log Decoder
Malware Analysis
Orchestration Server
Reporting Engine
Respond Server
Security Server
Source Server
UE2A Server

O000O0OO00O0O0OO0OO0O0O0OO0OO0OO0DO0OO0D0DO0O®ROOOOO

Workbench

BIRLEY——ER AT H—LER]IEa—IZRTEINFTT , ROHI .
[Decoder] TI4IALI=[H—ERIE2—%RLTLET,

Encity Behavior Analytics

Event Stream Analysis

Warehouse Connector

[ Concentrator] &

Services

Name

® Concentrator
® Concentrator
® LogDecoder
® LogDecoder
® Concentrator
® logDecoder

@ Concentrator

| Page 1 of1 |

Licensed | Host

Concentrator
EndpointLogHybrid
EndpointLogHybrid
Log Decoder
LogHybrid

< LogHybrid

NetworkHybrid

I C

Type

Concentrator
Concentrator
Log Decoder
Log Decoder
Concentrator
Log Decoder

Concentrator

® Filter
ved [ Admin Server
[ Archiver

"0 sroker
1 1: [0 Cloud Gateway Server

{ & Concentrator
{0 Config Server
| O Content Server
| 0 Contexthub Server
Decoder
Endpoint Server
Enrity Behavior Analytics
Event Stream Analysis
Integration Server
Investigaze Server
Log Cellector
Log Decoder
Malware Analysis
Orchestration Server
Reporting Engine
Respond Server

[J Security Server

[J Source Server
{ [ UEBAServer

[J Warehouse Connector

0O00O0OROOOODDOOOO

X
Actions
-]
il
=]
]
&
o
&
ng1-70f7
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"R+ E DY—ERDIR F&

[H—EX] E\J—'C*ﬁ- RAN DY—EREHE R TEET , =, [(RRAN]Ea—TH, {RA L TEITS
NBEH—ERET TR DIFBENTEFET,
1. NetWitness PlatformT, [EE]1> [(RRAF]IZBHLFT,
2. [RRRIEa—THRAREEIR L., [—ER] 5| D F ( H—ERE) HER RSN TULDRYIRED
JyoLET,
BIRLRAN EOY—EAN—E R TINET,

RO, 4ELSETF AR R ENTVESRVIREDIIL A A—UTY , BIRLT=RR £ 042D
H—EAN—BERRSNTVEY,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

+ C £ Ur e Q. >
Name Name Host Services Current Version Update Version Status
Sl o NW Server (co-located Broker) IP-address 11.2 to-Date -
Archiver IP-address
Concentrator IP-address
Endpoint Log Hybrid iP-address
Event Stream Analysis Primary 1P-address
Log Decoder IP-address
Log Hybrid IP-address
Malware Analysis IP-address
Network Decoder (Packets) IP-address e
Network Hybrid {Packets) IP-address 1.2 10-Date =
C Displaying 1 -10 of 10

3. Y—ERDILDED )T BE BIRLI-H—ERAD[H—EX]Ea—MR RENFT,

Y—EXDEH . FIL. BES

NEDFE I, a7 H—ERDOHE A SNET,

RIZHBATHEFIEIL, [H—ERIE2L—MDEITLET . NetWitness PlatformT, [EE]> [—E
RlIZBELFET,

H—E R DB ih

SERERIRLT T > (B £5LEE .
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H—EROE Ik

ﬁ—g:x%% L F5E TOY—EROTOERLTARTELLL ., TOT47 1—HFEH—EXDSY) BT &
nFEJ,

Y—ERZEF LT BT ROFIEERTLES .

L H—ERERRL. ¥ S (miEEsusLET
2 BEOIATOTHE T SNET, H—ERER 1 BI01E. (2] £l £,

HY—EXDE L B

BREEOERLGET, Y EADBEE IV ELRSEIBDYET . BEFHIWVEL/I\TA—E%
ZEHE L 115 & [, NetWitness PlatformlZAvt—U AR mENET,

H—ERZBIEF T DICE. ROFIEEZETLET .

| —ExERRL. ¥ S (BEBIEIILET.
2 REEOFATOTNE T ENES, F—CREE 1T 5I00E. [N E5LET,
FER Ao AAE L L TASE B CEEE LT

H—EADE #l DR T

H—EXDEHRER TELUEE T BICE —ERD[RRIAZ2—(HEIAT w2 ERLET .

System l View :

Stats
Config
Explore
Logs
Security

H—EZNDE E1—DH
FEa—IZIE, —ERDHE HE LD B AME I (LR REFS,

o [VATLIEA—IZIF, Y—ER, 7TSAT7UARA H—ER, wRA 21—, U aVICBA T AIEH DY
)R RSINFET,

Y—ERD[#i 5T 1 Ea—IZIE, —ERDEE ERT—AHREE R THHEPRAEINTVET,
H—EXD[#E L ]E1—TI&. Y—ERDFMEE K TEFT,
HY—ERD[IHRTO—5]E2—TlE, KRR EH—ERDE B ER RELVIRE TEFT,

o [SRFLOTIARIUTIE, RRABEEGRY—ER OTDBRRINET,
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o H—ERD[tFa)74]1E2—TIZL, NetWitness Platform®Da7 21— FHOUN (K H) . v &
SAT7b 21—, REST APIA—H%B M TEFET,

YR Ea—DT79ER

H—ERADE Ea—IZ7IERTBIZIE. ROFIEEZETLET,
1. NetWitness PlatformT. [BE]> [V—ER]IZBE#LET .

2 H—ERERIRL. 2 S (RRIEIHLES,
(%R ] A=a—hiE R ahET

System | View b
Stats Delete

Config Edit

Explare Start

Logs Stop

Security Restart

3. AT avhnE1l—EERLET,
X DE %, BrokerD[ AT L]IEA—TYT,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System Security

Host User Information

4. UTFTOYV—ILNN—%FRHALTEL—%B 8 TEFES,
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t. Change Service Broker

a. Bl OY—ERZEIRTBICE, [—EROEE]IEV)ILET,
[—ERDE R ] F(T7OITNRRENET,

b. BHIDY—ERDE QI ZHEFTIIRVIREFUIZLET
c. [RRIFOVIFEIY AZa—TRERLF-HY—ERDEL—EERLET,
B view © @ Nav

System

Stats

Config

Explore

Logs

Security

BIRLEY—EROFH LW E2—( =LA L, #iET) AR RSNFET,
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[RRF ]Ea—&[H—ER]Ea—DES ER#H

D EYIIE, NetWitness PlatformD[ & BB | 1—H /U271 —ATHE A TEAHEEEDS BB TI,

SO EYITIE, NetWitness Platform®D[ & B |1—H 42271 —X T A TEHHKREICOLVTERBAL
F9 . EEED2—ILTIL, NetWitness PlatformDE E ¢ 5 A DDE1—ZFEHLNTHY, KAk
(F7FTSATUR) . H—ER, BRY, X1 )JTA4ZE R BIUVE BT HENTEET,

FEwWY

o [RRR]Ea—

o [V—EXR]Ea—

o« H—EXDERKIE2L—

o« Y—ERD[IHRTO—F]E2—
o Y—EXD[OY]Ea—

o« —EXRD[tEFa)T11E2—

o« Y—ERD[#fiFH1E2—
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[RRF]E 21—

[7RAR 1E2—TI&. NetWitness PlatformY—EREE T3 AMEB I UE IR B oDt 77
BIVEBEEETLET,
BR HN—DavDAVRN—VOBRF TRAE LIS —ZBIR T HIZIE, [V AR—)LEE H Ok
ST a—Ta27 1S B LTSN,

Y—ERE ATDRE T ADT—NATRE, B DEREERITLES LRI, ERNR—
FTETIN, KRR OB B R STH ML FIEMIETETFT 1L TRESNES, A
a7 Y—ERZR AT AL EAHYFS

=V

o .
e S I{Eshily | BS{Eshi AE
SSLE—+

JESSLAR—+

Admin Server Admin N/A N/A NW Server|ZE %%
Config N/A N/A NW Server| 25 2
Content N/A N/A NW Server|ZE %%
Integration N/A N/A NW ServerlZ5E %
Investigate N/A N/A NW ServerlZ5E %
License N/A N/A NW Server|ZE %%
Orchestration N/A N/A NW Server|ZE %%
Reporting Engine 51113 N/A
Respond N/A N/A NW Server|Z5E 2
Security N/A N/A NW Serverl 25 %
Archiver Archiver 50008 56008
Workbench 50007 56007
Broker Broker 50003 56003 a7 4—EX
Cloud Gateway Cloud Gateway N/A N/A
Concentrator Concentrator 50005 56005 a7 4—EX
Endpoint Broker Endpoint Broker N/A N/A
Endpoint Log Log Collector 50001 56001
Hybrid Log Decoder 50002 56002
Endpoint Server N/A N/A
Concentrator 50005 56005
ESATS4<) Entity Behavior ~ N/A N/A
Analytics N/A N/A
Contexthub N/A 50030
ESA Correlation
ESAtAH ) Entity Behavior N/A N/A
Analytics N/A N/A

ESA Correlation

[RAFIEA—E,[V—FEXRIE1—0S = B I
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H—EX

e Ay (R R

JESSLA—F

5 ikhi=
SSLR—k

Log Collector
Log Decoder

Log Hybrid

Malware Analysis

Network Decoder

Network Hybrid

UEBA

Warehouse
Connector

Log Collector

Log Collector
Log Decoder

Log Collector
Log Decoder
Concentrator

Malware Analysis
Broker

Decoder

Concentrator
Decoder

UEBA

Warehouse
Connector

50001

50001
50002

50001
50002
50005

N/A

50004
50005

N/A
50020

56001

56001
56002

56001
56002
56005

60007

56004
56005

N/A
56020

avok SA4UIZ&
BAAN—IL

RRAN BLUHY—ERNT 2D # PIRE 7L EDRE RE TR 1T TES LD, Rk T—7, L RN EL
UH—EREDBEEE AT 2R ENHYFT

7—on—

—DT7—Y7a—%, KA EEURTYIL ., RAREE B L, /hRAZ#H LU WetWitness Platform/\—3

VICEFH T AH=HIZET
T, a7 Y—EXDRRN L, 180

=L ==

ax ;&

FBEIEERLES, COT—II0—DB B DIRIIE, KRR Dtk 7T
L TEINTYTINET , 0Dk . BN DR EEIN 7Y

7L T. NetWitness PlatformiE A IR R Y5 58 § A2 EMTEE T, ZDM2DDFRY(KRA DE B &R

A DN—U30DEH) [FBHEITSLCT

Hosts View

[ Il

=17

L.BFEDERFT

= 4=

=17

TOMLEFIHYFEEA,

Services View

Set Up a Host

Maintain a Host

You are here

AT LW EIfF T M ?
RDBAIDFMEFIBISONTIE, THRRANEH—ERDFIE 1ZS LTSS,
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e

EWE RRAAEEINTVITT S,

EEE RANEEETD,

EBE N—CaoDOR#HERAMNIERT S,
*ZDRAYISIRE DEL—TERITTEET,

filf B 73 B B

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN {:\i;]admm &
Hosts
Install Services
o - = = > & =
+ hd = 3 Install 4 Update ) @ Discover @ RebY gqjact the appropriate category and click Install to complete the X
Neme O name Hoet installation process. If you select and install the wrong category,
you must reimage the host.
All [ NW Server Ip-address
= o Version: 11.3.0.0 Hardware
. s4s-esa
H Event Stream Analysis Ip-address Platform: Event Stream Analysis
O Log Hybrid Ip-address Category: clect A tategory hd
Cloud Gateway
etwork Hy brid Ip-address -
B __—__-—-"ESA Primary
n'__ ESA Secondary
| Page 1 of1 | | C Displaying 1- 4 of 4

NETWITNESS SUITE

R OB F, RRMEEIS T VTS HA EERLET,

[BE]> [RRMEEIRLET,
B A L=RRANERIR LET(F-&2 (£, [Event Stream Analysis Primary]) ,
2 install ©( [AYRR—LI 7Aa0) #9UILET,

[ —ERDIVAR—IV A F7OGTAUAN—ILT ZHTIAVERIRLET (&%
(£, [ESATZARY]) , ZOhTT)%:84R 3 5&. Entity Behavior Analytics.
Context Hub, Event Stream AnalysisH—E XD Ak —)LENFET,

[RRR] 7RIV Y—)s\—

[RRAR ] Ea—D'Y—IL/S—IZ[E. NetWitness Platformi8 A IR 1B THRARZEATFHURT B1=0HOI12{FE A
I EHY—ILOE EFNTLVET,

[FRAR]Ea—IZ791RT BIZIE. NetWitness PlatformA=21—T., [BHE] > [FRRAR]ZZBIRLET,
[FRRR 17800 Y—)bi—(F, [[RARIE2A—D[RRAN] PR DL ERIZHYET,

B ae
R DOFE TIE, [RRAR] ARV Y—)LN—DREREIZDWVTERBALET S
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— [TI—THSHIB&] : RRR AYRAR TIL—TFIZBLTLSE & hANES
IL—Th8I Bk TEFET,
] [RRF OfRE ] FATOIEREES , COFAF7AY T, RAFEIFH—E

ADIDER AW BIE R EERELET, COF(7OJIZIE, [KRRD
BIM]FA7OTER LA BYET
BE 9 5F I : AT YT 1. AR DFEA
— [Y—ERDIUVRE =V ZA7OTHR R SNET , CCHDEAF AR
£ Install AMTH—EREAVAN—LTEES , EETEFIE: RTYT2. KARA~D
H—ERDAVRE—)L

£ Update = Q& Discover . [Eﬁ] ; [Eﬁ (DI(—*")EI‘/] S CREIRLF/\—23u(2, EIRL=RRE

| Update Host (BHGEREH ZEHLFET,
| checkiopcte . [EHOREE]: RSADR H OFE H A LHO—HILE HF UKD &
FILEYS,

BE I 5FE : KRR ~D/N— 3 5 #i O A

= o over EEAEDBE | R IEE WM IR TSN B0, LRI RIS EIUYY

&= FTEDE THYER A FIRAVAR—ILOE S (&, [BHE1REES
LTITaED 3= 71584705 vy RZ7o€AL ., FAOE 3=y Jx—
AETZTLET, FAE 3= 71—X5% T # . NetWitness Platforml
RAN E CEAINSAI—ERZB M IR E T56, [(BRE]1R2%
2 )09 L E (IHYEE AL

HIRAVAN—ILDE S &, (B 1R2 %2000 T(FREDa= F] 4
A70Y RYRIZFHOEAL, TAEYa= S J1—X%5xE T LFEIT, 7OE
oaz= ) 71—X5E T # . NetWitness Platformld7h Ak £ TE TIN5
Y—ERZBEIMIHEELET,

RANZEBEHLFTT.

& Reboot Host

P2% £ Bl £=lERAS THRARE 24 ILB) G L ET,

[FIWN—=T1 13RIV Y—) \—

[T \RILI—)LN—IZIE, RRS TI—TEEE T 5-DATavhBHE S TOED,
V—IN\—EERALTIIN—TZER. & BIBRLET . FJIL—TDERER . [RRR]AARLHST
IR KRR ER VI TEFT,

IIN—T&FERLT, #EeR . A, TOCIr AL E IR EREBR AR IR TR
AREFEDDHIENTEFT . I DDHRRNDEH DTIL—TITE T HIENTEET

NetWitness PlatformT, [BE]1> [[RAR]JIZBEILFT, [TIL—T1/\RIL Y—)L—(E, [[RRK]
Ex—DIYIW—F1 7R DL IZHYFET
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[FI—T1\RILTIE, RRN OFR BT IN—TE2E L TEET . RRRETIL—TL T L BHD
RAMI IR EHEICKIT I HENTEET,

¥ :NetWitness Live Tl {8 Bll O7RA SEZ)Y —REHTRISATFT B LI TEFTEAN, JIL—
TEMATBE JI—TTEI))—RESTRIZATTEET,

[TIL—T1\RIUE, B ESNfRAN TIL—TDIVANHR RESNBT IR & [TIL—T1 %IV Y—
JUN—ZE-THE R ESNhET,

=+

4

AR

<2 iF>

B L]

HFLWWIL—TEEMLET, [FIL—TITMRIZFH LT AR RSN, &
IW—TDEFIEAALET,

GI—TZHIBRLET ., BRDTOVTHAR TSN, HIBRZHE T =&
FroILTBIENTEET,

GIW—"TERELET . [TIL—T1T)IE DT I—T D% 8 714—ILK [ZH
LWERIZA D TERESIHYFET,

BIRLIIIW—TE2E#HLET .

RRS GI—T D&, TIN—TRED)I0T 5L TDTI—TIZEEFND
HRAR HRRR]/SRJUZR REINEFT,

GI—THDRR D ZE R LET , KA D EI )T BE, FDTIL—
TI2& FNBHRARDBHRAR ] /SRIUZR TEIhET,
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[H—ER]E21—

[H—ER]Ea1—TIlENetWitness Platform®DY—ERXZ v 7YyILTCEELET, [—ER]IE1—T
. RDARDEE 1T TEET,

« Log Decoderf®Warehouse Connector’s & D4 & DY —ERF = [EH—EX 21 TR B <R EHLU

5

o« Va— bR EFERALTERAIRIIZITIER
o« H—EXMDEM. RE. I

o BHIBEUHRRS TH—ERZEY—+
o 47, BRI, KRR TH—ERE DA
o« Y—EROME. F1k. BEE

HY—ERL, AT E OT—ADT—hATHE, BH OEREEZRITLES Y —EREL, ERK—
FTEITEN, RRFOR B R STE ML FFENIETETFT 1 ELTRIEESNES , KA
RORNAT Y—EREBH T IDEHIHBYFES,

HT3aY EE{EIhil | ES{E3Ihi-

H—ER . . AE
JESSLAKR—F SSLiKk—k

Admin Server Admin N/A N/A NW Server|ZE %
Config N/A N/A NW Server|Z5E %
Content N/A N/A NW Server|ZE %
Integration N/A N/A NW Server|Z5E %
Investigate N/A N/A NW Server|Z5E %
License N/A N/A NW Server|Z5E %
Orchestration N/A N/A NW Server|ZE %
Reporting Engine 51113 N/A
Respond N/A N/A NW Server|Z5E %
Security N/A N/A NW Server|Z5E %

Archiver Archiver 50008 56008
Workbench 50007 56007

Broker Broker 50003 56003 a7 —EX

Cloud Gateway Cloud Gateway N/A N/A

Concentrator Concentrator 50005 56005 a7 —EX

Endpoint Broker Endpoint Broker N/A N/A

Endpoint Log Log Collector 50001 56001

Hybrid Log Decoder 50002 56002
Endpoint Server N/A N/A
Concentrator 50005 56005
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X

g5k Shiziy

JESSLA—F

kB iksht-
SSLR—k~

ESATZ4 <)

ESAtHUA)

Log Collector

Log Decoder

Log Hybrid

Malware Analysis

Network Decoder

Network Hybrid

UEBA

Warehouse
Connector

Entity Behavior
Analytics
Contexthub

ESA Correlation

Entity Behavior
Analytics
ESA Correlation

Log Collector

Log Collector
Log Decoder

Log Collector
Log Decoder
Concentrator

Malware Analysis
Broker

Decoder

Concentrator
Decoder

UEBA

Warehouse
Connector

N/A
N/A
N/A

N/A
N/A

50001

50001
50002

50001
50002
50005

N/A

50004
50005

N/A
50020

N/A
N/A
50030

N/A
N/A

56001

56001
56002

56001
56002
56005

60007

56004
56005

N/A
56020

avok A&
BAAN—IL

RASBEUH—ERDT DI N CILE G EDH BEER T TEDED. Rk T, L DR+ E&
UH—EREDBEEHE AT 2R ENHYFT

J—70—

ZD7—70—(F, Y—ERDERTYIEE B DFIEERLET ., COT—70—D& P DERY

(&, RAM CH—ERZEB M T BHIETT, a7 Y—ERDORAN &, B0

HLTeys7yvTEanE

9, FDHE . RRAN B I DY—ERZ YR 7Tl . NetWitness Platform& A IR 15 #45h iR A2 EMN

TEFEY,

Hosts View

You are here

Maintain a Service
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EAT LWL T
ROZRYDF M TF IBISONTIE, THRRMES—ERDF B 1525 B LTS,

Py

ETEE H—EXZEETS,
EEE RREEITVITS,

BEE~EY
o AVAR—ILERH DLST IV a—TaY

il B 7B B
ROBITIE, RANEEETEHEZERLET .
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System Security

Name Name Licensed | Host Type version Actions
(3] Admin NW Server Admin Server & -
Archiver Archiver Archiver F
Broker Broker Broker 11.2.00 o
K Cloud Gateway Cloud Gateway Cloud Gateway Serve 11.200 -
B4 Concentrator Concentrator Concentrator 1.200 £+
Conf W coryer Config Server o
Cont ver Content Server o
tream .

Contl  Service Concentrator Seatexthub Server o

[TT—e-Decd  Host Concentrator r Decoder

>

System

‘m‘ Concentrator It Hybrid
snnection Details X Stats
‘_\\:\;*\__—;" tream Ana Ent
Po 56005 Config

[Tt " tream Ana  Eve
\\“‘* | | Explore
Int; ver nt¢

m o =
= 520
L3

T‘v?

Logs top

v Test Connection v |
/h‘/’ ver " Security
o/ Log] oder Log TOMTECTOT — =3

Cancel Save @

Res (ait

Log| _ oder Log Decoder &
Log Decoder e Endpoint Hybrid Log Decoder - @
Malware Analysis Malware Analysis Malware Analys o
Orchestration NW Server Orchestration Serve o

Reporting Engine NW Server Reporting Engine o

Respond NW Server Respond Server -

Security NW Server Security Server o

Source NW Server Source Server o
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Name

) 3 ALERTS
3 DHCP
3 DNS

. 3 Entropy

o FeedParser

At 3 fingerprint_office_lua

3 fingerprint_pdf_lua

Name Conng Value
3 fingerprint_rar_lua

3 Adapter
3 fingerprint_rtf lua

3 fingerprint_zip

3 FTP

3 GeolP

3 GeolP2 Mixes

3 GTalk

3 H323

v 3 HTTP

GURE ADMIN

Concentrator Config

Fies Data Retention Scheduler  Correlation Rules  Appliance Service Configuration

Seart Aggregaton

3 Aggregation Settings
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2. H—EZEBBRL. B 7> [FRF]> [THRTO—SIEBIRLET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness  System  Security

Change Service B Concentrator | Explore

%= Concentrator

e 55 Concentrator - Concentrotor (CONCENT. | meta.compressionevel @)

al) artrat meta.dira . /var/netwitness/concentrator/metadb=21.74 TB

el v Properties

——— meaarwerm @ - .
“ D config = | T »
@ [ Properties for S- nesntrator incentrator NCENTRATOR

[

[ - v

Q[ Jrest

& [ sdk e —— [5]

B[ service

|

[ r

[

W / —F2EBLT. /SA—420hTTVERRLET,
B oo/ T (1z£x1F, metadir) #5105 GEIRLETS,
H /R Friah730EE 205 <[ TrT41 25000 . [TRisT(184705%% = LET,
B /R FE=EhFAH T EEEEETLET,
a. RAOYFA™Y YRR ST R EEIRLET,
b. (BEKIFE)/INGA—EEAHNLET,
c. [EEIZYIILET,
H & hzraLEs,
¥ 8E
H—ERD[THRTA—F]Ea—IZl&, 22DAY 13RIIHBYET
° /_F UZI‘
o (BRI R

T7AIVER VL, [ TR T4 EEIRLTTIEALET,

/—FK YRk

/=K YRR &, /=R ETHIVED—E DV )8 & TEH—ERERRLET, /—F URFDLARLE
EBRLEY., FiY-1-AT. T2 LB B EXR R T=FET,
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o

(Log Deco... <
55, (LOG_DECODER)
B[] connections
B[] database
B decoder
B config
B[] recovery
B Jrules
B[] devices
E[Jparsers
[ stats
B index
[ config
[Jstats
E[TJlogs
B[ TJrest
B[] sdk
[ services
e[ storedproc
B[ sys
B[ Jusers

[ deviceappliance

B IL—b DAL, ZTOREEE (CE DULNTA BIAMT TN TWVET , 1=&Z &, /connections 74 /LF
I, BEINTULVD T RTDIPTRLAER RLET . BIP:PortDT IZIL. sessions&statsD2DDTA
IWEDBYET,

o sessions 7AHILAIZIE, HIP:PorthoDFT RTHDERIE FHA1—Y viavhR rEhET,
o statsTAHIVFX, ERIELFAvE—D#, ERELI/NMMULGE, B H—ERTLEDSE E DIEZE
RRLET, INBITIRE TEEEA,

/=K DAL DV)—TIANEEBIRT HE, [BR]/ SRIUTHIVIDRAB AR RENES , VI)—D
& /R ITEIZERINTULSI=8, stats/—F Ff=z[Zconfig/ —F DEHME B Shi=ELEE, 9<I2Y
J—EBE R/ ARIUSR B ShET,

[BEfR]/SRIL

[BE4R ]/ SrIUE, BIRSINF-/—F (1=, index) DTO/ FAHE BLUVHT THIVF (=LA IF.
config) R RLET . [EFRE T 55 L (X20HYFET,
o EZEVIVILTHLWMEZA ALET,

o [TONTAIFATOT TsetAvt—SFFEEFELET
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/index/Config
index.dir
index.dir.cold
index.dirwarm
page.compression

save.session.count

(Concentrator)

fvar/netwitness/concentratorfindex=7.08 GB

huffhybrid
0

=

% BE
Log Decodertt—E XMDi& fk /1 \TA—4

[(Fa/NT115147Rnd

H—ERAD[THVRTO—FIE2a—D[ T/ TAIFAT7ATEERL T, RDIRVERITLET

DRAT A J—K ADAE— Ok S
B HOHY—EROTO/ T+1E DB &
BHOY—EROTO/\TAEDEFE

EC%E;\’W] BA7AYE, ATFRN AZa—DS [T/ T EBIRT5HE. [ER ]/ SRILOTIZE

IRTD/—F L ROBEBEECANIVTERBLET

/—k DEL A

o HiR—kEINTLSAVE—D &5 TG 550 B DR~
° )“‘Jt—:)’\0377t1( :LIZ\ g 7‘6: ‘t’f\':l.')7_"f a—) l/o

{F A TEBAE—1F —ERDO THIIWF LS TELRYET . Aut—2 D% <IE. NetWitness

Platform®% > 17 R—K YPE1—%4 L THI A TS 8E T,
[TaNTA1FATATIIT RS BICIE. ROFIBIHLET,

L.

N

Ho»

NetWitness Platform T, [FH] > [V—ER]IHBELET .

CH—ERERRL. P S [RR]> [THRTO—SIHRIRLES .

[/—F1URRT, F7AVEERLET,

[BER ]/ SRLT, TanTaz2B8 0000 [FTanT11 &R RLES,

[RRFE2A—E[F—FEXIE1—DE E 8K
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findex/Config

inder- %~
indej Properties

index.dir.warm

[T/ \TA1FAT7ATHR RENES , [/—F VAN TEREDT7AIVER 7')oIL T, [TaN
TA1FAT7O0ER T HELTEFY,

R OBI L, Avt—(help) DANIVTDER R SN[ TR/ STA]1 414 T7RGERLTVET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)admm Q)

Hosts Services Event Sources Health & Wellne

. Change Service B Concentrator Explore

= Concentrator

Z Concentrato ¢

meta.compression.leve 0 -
= @ Concentrator - ) -
meta.dir /var/netwitness/concentrator/metadb=21.74 TB
B[ concentrator meta.dir.cold

B[] connections

85 database Properties for Concentrator /database/config/meta.dir.

Dconﬁg help v Parameters m

O stars Message Help
B[] deviceappliance Describes this node and its supported messages. NOTE: Command parameters are passed as <parameter1>="<value>" A
B[ index <parameter2>="<yalue>" etc, where <value> must be in double guotes if there is whitespace. To pass a quote in the value, you

o must escape it by preceding it with a backslash \.

B[ Jlogs security.roles: everyone e
B[ Jrest
B[] sdk Response Output
a[]se . description:The directory where the meta database is stored (separate multiple dirs with semicolon). Optional assigned max size A

services . z = v .

(=#unit), units are: t for TB: g for GB, m for MB. Change of size takes effect immediately, adding or removing directories takes effect
B[ storedproc on service restart.
v security.roles:database.manage,.everyone v
M << ? = 2 2
4 »

R
[TO/TA1FA4T7a51ZIER D RE ABHYET,

[FAre—TIrayd  BED/—F THERAAELTSTOAE—UARMNR TEShFET, /—F
2w AR [SEETEAE—CHERLET .

[INSA—RIA A CDIL—IR[TAvE—2 D5+ —2F A D LET,
T4—ILF

[EE IR J—FRIAy—CFEELET,
Iv—TOONVT BIEOAE—SONLVT TFEXRRNERRLED,
HEHA I t—U DL AR AE = [F A E— 0 hERRLET,
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HY—LERD[ASJ]Ea—

ZOREYITIX, —ERD[OT]Ea—IZDWVTE N LET,

H—ERAD[AT]E1—TIE, FE DY—ERADAVERRLTRER I HIENTEFY , H—ERAD[H
J1E2—3. ROODRAERVWT IV RATLIDLV AT L AT/ VER — TY

o« H—EAD[OY]EaA—IZIE, H—ERFEIFTHRAR DA E—UF 8 IR T BB M DT71)LE2HHBY
EXI®

o [PRTFLIDIDRTLOT]INRIUIIE, BT DR E F1TO1=HDE M DFTHHYET,
NetWitness Platform®DOS#BE DM (ZDNTIX, [BE] > [DATLI > [DATL OT] /R IVES
& L T30,

H—ERDAYER R ITBICIE. XOFIEEZETLET,

1. NetWitness PlatformT, [BEE]> [H—EX]IZFHBEHLFET,

) H—ExERRL. B S [®mR]> DV E5RRLET.
ROE = $—ERD[OF] Ea—O[UT A L] 5T R LET .

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness System  Security

1. Change Service B Concentrator Logs

v || Keywords Concentrator w Search

BUG IP address

8UG  IP address

ROE(Z, Y—ERAD[AT]E2—DIBE]15TERLET,
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RSA RESPOND

Hosts

Servic

Change Service B Concentrator
System Logging
Reaitime | Historical
Start Date B |EndDate | ALL v || Keywords Concentrator v | Search #* Export
Timestamp Level Message
2012-0 AUDIT User admin (sessicn 2680, IP address ) has finished query (channel 8700, queued 00:00:00. execute 00:00:00): query="salect 5. -,
DEBUG IP address has received a ping command, a reply of & bytes was sent
DEBUG IP address has received a ping command. a reply of & bytes wa;
AUDIT User admin (session 8680, IP address ) has issued query (chann: 5313): query="select sessionid, ime, referer,
AUDIT User admin (session 2680, IP address ) has finished query 0:00:00, execute 0k query="select 5.
DEBUG  IP address has receved a ping command, a reply of & by
DEBUG IP address has received a ping command. a reply of & bytes wa:
AUDIT User admin (session 8680, IP address | has ed query (chann: ) (thread 35313) query="select sessionid, time. referer,
AUDIT User admin (session 8680, IP address ) has finished query 700. queued 00:00:00, execute 00:00:00): query="select s...
DEBUG IP address has received a ping command. a reply of &
2018-06-05T15:29:17.000 DEBUG IP address has received 3 ping command, 3 reply of & bytes was sent -
« { | Page 20C of200 | | C Displaying 9951 - 10000 of 10000

INVESTIGATE

MONITOR CONFIGURE ADMIN

(@) admin

% RE

[V AT L AT IRIUIIER DFTHHYET . OTBEREICDNTIE, S RATL AVTFUAD—RELT
MBLTWET ([ XTAL A TF R H1FIDN NetWitness PlatformDANLAEZADE R 1 %S

8o
HAe

[UZNVBA L] 5T
[BE15T

B BA

ZDATTIE, Y—ERDY7IVEA LDOOTERTLET,

Y—EROB DS DR R T 4 E2—TT,

114
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HY—LERD[tF1)T1]Ea—

ZDREWTIE, Y—ERAD[EF2)TA]E2—TE T TH5H—LERDEF1 )T/ EE DL E (ZDULVT
EBALET,

NetWitness PlatformTld, —ERTElCa—H, O—JL, O—)LDIE R O B AdY . —ERD[ &
Fa)JT4]Ea—TEEBINTET,

NetWitness PlatformMDY—ERFE R IZF7IEAL . —ERICEA TR EZE T I BIZE. 2—HITFD

YR T AHERZHFODO—IUIE T AN EIDYET, EHEEHREFERITH104LEFD

NetWitness Platform Core —EAMDIF & . WebP54 7 MO A 51—HDF=8HI"NetWitness

Platform Core —ERIZ1—H FHOU N E1E L 54 E (374 FEYZEL 1=, NetWitness Platform Core

Zi;t;xl ::L—;f THAIOUNEE R T2 ELHDIDIE, E&T. V0 VTA4T7 . REST APIZER
> A O)H—G o

¥ TIAIE T, FARTOY—ERIINetWitness Platform®DT 74Uk Dadmin1—HDAHHME L =h

F9 ., —ERDEX1UT(ZFE B T BR11R & 4 L T, NetWitness PlatformD[ E ] > [H—E

R]Ea—IZT 74k Dadmin1—4 FHhOURDFEE T 20 EHHYET . 0 D1—HFIZDLVT

[&. NetWitness Platformmia4E & DH—ERT LTI REE R T AU ELAHYET,
ZDATIEETHFIBIZDONTIE, TTRRARNEH—ERDFE I THEALFET,
H—ERAD[ X1 )T/ E1a—IZT7IERTBIZIE. ROFIEEZETLET,

1. NetWitness PlatformT., [BEE]> [H—EX]IZHBEHLFT,
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2 H—ERERRL. B S [HR]> [ ERRLET.
BIRLEY—ERD[ X )Tr]Ea—DRRSNFET,

MONITOR CONFIGURE ADMIN

Change Service ™  Concentrator

+ - @ o I nFArm
Viername

ame JUsername
admin

3 admin

<usernamel> " Confiern Pa

ma -

m a%0r ac erice

Auth Type Cor & me

eTWitness Pl m &0

very Pref Sess e

v Administrators

gEregaton

Maware_Aralysis

Operators

% ge

Y—EXD[EF1 T Ea—IZlE, [A—H]14T. [A—IL]ZT. [REIFZTDI3I 2D THHYET .
O—)LEY—ERAD TR

Y—EADEF1UTHE R TEELOIE, O—LOFE & EO—IUADI—HOE YL TTY , $—EZD
[EZFXaUT]1Ea—IE. Shi2 D0 ge# [ 1—H]12T7L[A—)L1 2 TIZH ITTVET,

o [B—L]1ZTTIL, O—LEERL . BIRL-Y—EXOO—)UZMER ZE| YL THENTEET,

o [2—H15TTE, BRUY—EROI—FOEBM, 1—HHEDRE . 12— /SRI—F OZE
B, A—500—)L AN YT DR EEIT ST ENTEFS , Y—ERD[EFaUT]E1—TlLE
— DY—ERERRLETH, BRU—ERDREEM OV —ERISERATHLLTEET,

FEYS
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[A—L]15T

H—ERX 31— O—JLEHERR
AggregationA—)L

. [RE]IZT

o [1—4150
[(A—]15T

ZOREYITIE, Y—EXD[EFa T E2a—D[A—/L]1 2T DB BE ITDWNTERBAL ET,

[O—L1 BT TIE, B—VEER L THERZEI VY THIENTEEFY , & O—JUL, Y—ERTETZER
TNERIGEDERZFF DIENTEEY , =LA L. AnalystsA—)UIE, BIRENF-H—ERTLE LGS
R ZRF DIENTEET,

A—HIIA—)LZEIVE THRTIC. BE (I EER on—LZEHZL . O—JUMERZEYE TTHWD
BEHHYFET

COETICBEE S HFIRITONTIE, KRR ES—ERDF IE ITHBALET .
H—ERAD[EFa)TAIE2a—DIA—N]ETER R T BICE ROFIEEETLET,

1. NetWitness PlatformT, [HE]> [—EX] T EL T,

) O—EBMTEH—ERERRL. ® > [RR]> (XTI ERRLES,

3. [A—JL]RTEEIRLFET,
ROEA X, —ERD[tF1 )71 Ea—D[O—)L]12TERLTLET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN N @ admin @)

Hosts  Services Event Sources Health & Wellness System

Change Service ¥ Concentrator Security

Role Name ~
Aggregation

Name

v aggregate Allows aggregation of data
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# e

[A—)L]5T12(F, ZRIS[B—ILB ] A\RILDBYES , O—ILB EER T HE. A AlITEOO—LD
[B—UEH ]/ SRILARTENET,

[A—L& ]3IV

[A—ILE 1/ SRJUZIER DI RE D BYET

+ BEOY—ERIZHLLNO—)ILEEBMLET,
- IHE DH—ERMSE R L-O0—LEFHEIBRLET,

5] A—JLEEIYE ToNAER ZFH L L \a—)UTaE—LFT, FLL\a—/LDA A
F—ETHOIVEMNHYFET . 1=EXE, AnalystsO—)LEaE—L . Analyst_
Managers7g ED# L L 42 Bl THl DO—LEE K TEEY,

LIVr—+ O—)LEEIYE TONTAER 5| OY—ERIZT v alF9, A—LEEIRLT
[LIVr—h 1550005 k. [DY—EZXNOR—LOL IV r—+ 154705
gff‘c‘hi@“o SOFATAYTIE, A—VELT VT —h 359 —EREER T

RORAF, [ DYP—ERANOA—IDLFIVr—+ 1514 7A5%RLTVES,
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Replicate Role to other services

L] Name ~ Address Type

[] Broker Broker

[] Concentrator Concentrator
[] Decoder Decoder

] Broker

Replicate

[A—ILODIE ;| AR 1/ \RIL

[O—ILOEEHER 1/ \RIILTIXO—ILOEREZEZLET,

REUHRDOHYET,

o [(EAIRIVIE, [O—ILOER]INRIILTOEREZRFL. ERIEIAIHRITRYET,

o [JEYR]HREUIE, [B—ILOER]/NRILTEEZREFLTVEWNME S . TRTDIq—ILR EEE
EimERDEICEINLES,

HY—tER 21— O—/JLEHE R
COREVWTIE,. TR SNE-Y—ER A—HF O—I)LEERIZDOWVTERBELET,

H—ERD[ X1 )TA]E2a—D[O—)L]ZTTIE, H—ER 12— O—)L&xERL. R ZE|YLH TS
ZEDTEFET , NetWitness Platform| & FNAHERIE R SN-O—LEFERAL T, 2—FERZE|Y
LB THELTEET
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HY—EX 1—4¥no0—)L

NetWitness Platform(Z(&, LA T OFE I L Shi=—EX 12— O—ILhBYET,

YUY Toh-E
A=

R

ITARTOER

aggregate
sdk.content
sdk.meta
sdk.packets

Administrators

Aggregation

sdk.meta
sdk.content
sdk.packets
storedproc.execute

Analysts.
Malware
Analysts, SOC _
Managers

Data Privacy
Officers

sys.manage
users.manage
sdk.meta
sdk.content
sdk.packets
sdk.manage
logs.manage
database.manage
index.manage
dpo.manage

Operators sys.manage

services.manage

connections.manage

users.manage
logs.manage
parsers.manage
rules.manage
database.manage
index.manage
sdk.manage
decoder.manage
archiver.manage

concentrator.manage

storedproc.manage

HY—EX 1—FIER

8 8 F/TFhovk

NetWitness Platform AT LS B &

;2;1'_} L&E{E B L T, Aggregation7h U E/ERL T
SOOI, F—ADE EEITT BIOIL B R
K BE D& PR %12 £ L F 9, NetWitness Platform 10.5LL
& DH—ERTHOAF| A B 8ETI,

A—HE A EEMELT. HEDT IV r—av %
FERAL, JTUEEITL., AUTUVERTR T HIENTE
EXRS

TR TAN—EBEEHE

T—43 T54/\>—F& £ & [EDecoder&Log Decoder T
dpo.manage#ERZHFHFT,

ARL—A—([FH—ERNDB 7 DEAICH L TEEEZE
LVET,

NetWitness PlatformlZld, —EX O—JUZE|YY THIENTESAER NS HHYET ., 12—, B
DITEYE Tonf-0—)Lé, £O—)UBIVY TONFHER IS LT, & H—ERITH 3 5E 1151
RZEFDIENTEET, ROFK (L, O—)UZBIY LY THIENTESER ITOWLVTEHRBAL TLVET,
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sys.manage

services.rnanage

connections .manage

users.manage

aggregate

sdk.meta

sdk.content

sdk.packets

appliance.manage

decoder. manage

concentrator.manage

logs.manage

parsers.manage

rules.manage

database.manage

index.manage
sdk.manage
storedproc.execute
storedproc.manage
archiver.manage

dpo.manage

Aggregationd—)L

A—PA—ERBR R EERETHEEHFALET .
A—FhMh D —ERNDERBREEE T HLEHFALET
A—PAY—ERNDEREEE T HLEHFALET

A—HMVE R DA—HFea—F O— L&l L. I—FHEREZEE T H L%
FEILES,

A—PDTHDEFHERIT I HEEHFALES,

d—HhinvestigationdS EUReporting7 TVr— 3 THOITEEFTL. YTUN
RUFAGT—RER RS AIELHFAILET,

A—HANFTIADT T )7 —3(Investigation, Reporting) Mdraws V7 &
AJIZ7OEART B EEFH A LET,

A—HHINNTNDDT T )r—avhbraws Vv ERJICT RS BT EEEF
ALFET,

A—YNTITSATUR(RAN) BRYEE B HEEHFAILET . COER (T
Appliance *—ERXTWHE T,

d—HhDecoder—ERDE R R EERETHEEHFALET,

J—HHConcentrator/Broker—EAMDIE L X EZIRE T HEXFAILE
9,

A—HFAY—ERADOTER KL BEDY—ERADOTER R EEHET S
SEEEFRILET

d—Hhparsers/—F TIRTDRE MG EE B I HEEFHFALET .

A—HNFTRTOIL—IVEEBMEIVHEIBRTHEEHFALET,

A—Hheviay, A8, Vroh /0T TAR—ZADG T, YA X, T8 —
AT E5ZDMDIFEISF LR EHRETHEEHFALET,

A—PNGRTOIUTYIREER G EEETHELLHALET,
AN RTOSDKERIEBE R REFVRE T HELHFALET,
A—YHLuaDAR7F TOL—DvEETTHIELEHFAILET,
A—HHLuaDAR TR TA—OrEE B I HILEHF T LET,
A—HhArchiverlE N EE EJHEEHFFAILET,
A—YhEMERSEAA R EE I H5ILEHFALES,

DL EYITlEAggregationA—)L&, H—ER A—YHEEFHEE 1T T H1=DDIER ITDLVTERBALE

ER
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AggregationA—)UTH—ER 12— 0O—/)LTHY., T—ADEF DAHZEB B &L TLET,
AggregationA—)UE, RETZITHOOITKR /MBI EGZROIER ZHF DO—ILTY,

e aggregate

o sdk.meta

o sdk.packets

o sdk.content

Aggregationd—)LIENetWitness Platform 10.5LL [& DH—ERDATHI A TE, £5HT7HIUZEY
L THIENTEET . COA—ILDAUNEIFTNSDHE IR 4+ D —ER 1—H3, Decoder,
Concentrator, Archiver, Broker C& &t #XE 1T TEE T, aggregatet& [R Z3F DY —EX 1—H(F, &z
AVPOAIT—EADEET . BEURAW/ Vruk POS D& 51 £ 17 TEET,

decoder.manage. concentrator.manage. archiver.managet& fR % Fi 975 &E A BE TY AN
AggregationA—)LDE [R TIEE 51 DAHYA] 8E THY., TOMh OIE 1E [FE L ShTULVET,

H—EZX O—JUZIE, [BHE] > [H—ER](H—ERXZEIDREIR) > [Poav] > [RE]> [EFal
T41> (A= R THSTHOERATEET,

O—)UZEAELEFIBIZDOWLTIE, TTRANEY—ERDF B THBALTULET, [H—EX 12— O—

JLVHHER 1T, ERIEH Sh-0—LOERGTEREZRBALTLES,
RDEA (., AggregationA—)LDMER ZR L TLVET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN N (@ admin @

Hosts  Services Event Sources Health & Wellness System Security

Change Service B Concentrator Security

Role Name ~
Aggregation

Name Description

v aggregate Allows aggregation of data

[(BE]14T
COREVITIE, Y—ERD[EFaUTAIE2a—DIFHRFE 12T DHREITDOWVTERBALET,
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Y—ERD[ X2 )T4]Ea—IZH B[ 5% FE ] #T TIE. Broker, Concentrator, Decoder., Log Decoder|Z
FFLTA T—HAAOEREEETIVATLO-)NE, EBEENEVILELVER TEFT ., 20
WREEE R T DL, AP F—HH—ERD[EF1)T/1E2a—D[O—/)L] ZTITE M SNFET, Chik

Y, %5 E DY—ERDRE DA—JUME Bl DA% F—I3 THHEREEYE THIENTELLIITGY

FI, ROEA L. ShERLTULETD,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN 1\ (@ admin ©)

-l

Hosts Services Event Sources Health & Wellnes: System

Change Service ¥ Concentrator

Name

v aggregate Allows aggregation of data

COBRIE. — RIS, T—8 TSN\ —F BITE FNTEY, A8 T—EBLVIL T YO 1]
4 245 HE A— S (HIZHIR T A28 kY ., H—ERME A E-ITEHF L TLBEE DA TDa T
VDX ) TAEERTHEDITREINTET ([ 7—F TS5/ —DEE |25 B LTS,

BIERTIBIZIIRDFIEEERITLES .
1. NetWitness PlatformT, [BEE]> [—EX] T EFHL T,

2. [H—ER]F1)UR T, Decodertr—E RFEf=IELog Decoder—ERZEER L . - S>[EER]>
[EXaT0]1%ERL T, [BRE]IFTEIIVILET,
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ADMIN

When enabled, administrators can set querying and viewing permissions for meta and content on a per meta ey basis. Additional role
permissions are expos e secur 2 issions will be prefixed with sdk.mera. The sdk.meta permissions can
be defined using a whit
selecred. With either whitelisting or blacklisting, the filtering can apply to the meta, content, or bath.

5DK Meta Role Permissions  No Filtering (Disabled) bl

e
BT DD BEHE FhFET .
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EZEE >THDE [THYFEE A

system.roles

/—KiE

0 NGl A3 F—CTULHEREE HE T HVATL O—)UTEE TS,
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system.roles
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1. NetWitness PlatformT, [EE]> [V—ER]IZBEHLFT,

) A HEEMETEF—ERERRL. S [RR]D> [T 1 ERIR LTS,

Change Service ™ Concentrator
User inftormation
Username .
ame Username
admin
ministrato adm
< > P
usernamel " firmm Password
ma Des
Adm 830 3O ervice
S0 etting
User Selngs
Aut & Core Que me
Ne L a¥orm v 60 2
Que - Sess ® d
Role Membership
Groups
v Administrators
Aggregaton
Analysts
Data_Privacy_Officers
Maware_Aralysis
Operators
SOC_Maragers
¥ 4 .

# e

[A—F15T121E, ZERIZ[A—F YRR AARIDBHYET , I—FR TR IRTHE BRI D[1—HFE
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o 3 %?R LI=H—ERX 31— FATURH L, ROWTNADTILaE2ERTLE
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Replicate User to other services

Please enter and confirm the service user password. The entire service user account
replicates to the selected services. The user password also changes on each selected
service,

Password

Confirm Password

O Mame ~ Address Type

O - Broker Broker

O - Conc... Concentrator

O - Archi... Archiver

O - Work... Workbench

O -LogC... Log Collector

O -Log ... Log Decader
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Change Password

Please enter and confirm the service user password. Only the user password changes on the selected
services. No other user attributes will replicate to the services
Password
Confirm Password
' Name Address Type
[ Endpoint Log Hybrid - Log Decoder Log Decoder
[J LogDecoder - Log Callector Log Collector
[J LogDecoder - Log Decoder Log Decoder
[J Log Hybrid - Concentrator Concentrator
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[J NetworkHybrid - Concentrator ¢ Concentrator
[ NetworkHybrid - Decoder Decoder
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10.4LL T DH—ERIZIEFR R S FEE A, NetWitness Platform 10.4LL B D
HY—EXTIL, [CoreV T B4 LFIR]TIFHL[IT LN AME R SnE

2—FAT—CAIH L CIDOITER CEoR B MEs B ClEEL
T, COBAEO(0) ISRRINTOBBAE . HTY 41 LTI EH—ERED
1—HIZIEiE A S FE L A
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You are here
Set Up a Service ... View Service Statistics ...

ndd aservice to a host . . ; -
Add aservice to a host. View statistical information for a service.

Chart these stats over a user-specified period of time.

Gauges
[running time)
Timeline Charts
[running time) [

Timeline Chars | "
[historical period)
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B H—EXDE R DIE IR TINET,
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Key Stats
Capture Rate

Max Capture
Rate

Total Captured
Total Dropped
Total Packets
Begin Time
End Time

0 MBPS
33 MEPS

8.2 Million Packets

0 Packets (0% loss)
271,941 Packets
2008-Feb-13 16:55:19
2015-]an-23 05:15:47

o BrokerZE7=ldConcentratorld. ¥ # DH—ERNST—REZE T LET , TDI=6H. INE KR DT )y

FIZIE T RTOY—EZRNGDT—EDE KR ARENET . JUVE OFITIE, H—ERE . W&
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7%
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Heost System Info

CPU D%
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Historical Timeline Charts
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ZDOREYITIE, a7 Y—ERDRI D7 H—ERITIE K T 57 ik &6 {H § 58 B/ \TA—F(ZDT
SBALFET , F=&X (L. ConcentratorhDecoder| ZHE i § D15 & . TOHE K (FTNODE L/ \TA—2D
REICKOTHIEISNET,

a7 Y—EXHGE D7 H—ERDEMREHEIL T D5 EEIZ. VATV ELTHEET S5 0—EX
H. 1Y —Dservices TANRIZEFT LWV T IHIVFHE R LET . YT 74 DA FT IEH—ERD

ZEIERML, host:portDH K EEYFET , 1A I, Concentratort—E XHVSDecoder—E AN
DIEFRE DITAIVANL., /services/reston-va-decoder:50004DEKIITIHYFET , H H—ERE

BEIAIWTRIZIL, R/ SA—FERFE T DconfigHITIHIADHYET

RDFK 2, /services/host:port/configlDiE B / \TA—2 DR BAERLET .
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allow.nonssl.to.ssl truelZ5% & L1=15 & . JESSLIEHE NDSSLY—ERANDIEfE MEF Al s ET,
falseDIZ & . IESSLASSSLADIERE IFES SNFET, TR (FBEIEIZHE R IT4
UFErd,

compression T—AEEFIZEE T EINEINERTE I Seonfig/ —RERRLET, EffFH
A SNAEDEINDD I R LR HDEE /N HZEEDETHEELES . EOD
Ha. EfEShEEA.

cre.checksum T—3 AN J—LECRCFIVIHLTHERE T EMNEINER E 9 Seonfig/ —F &
FKRLFT, CRCEE IE A INENESIHDD I R L5 5iEE /NI ZELE
DETHEELEFS . CANZEE . CRCEE [FITHhhFEE A,

ssl ¥ &% DSSLEE B L = F 31k £ I\ 2 1L 9 Sconfig/ —F R R LET,

a7 —ERDVRT LI B354

ZDLEYITIE, R TDNetWitness Platforma7 H—ERIZH @ § 58 A/ \SA—FZDLWVTERBAL
FJ.

RORIT, VATLER /\GA—2D—ELERBAERLES,

DRT LI 74
5

compression EDEIERESINTNDIGE . Avt—IUME e SNdn Ik = &3 Hix /N
AN ERRLES, LADGE . Avt—VIEEBINEEA. TEIE. X
[B] D4z R B (TR BRENFT

crc.checksum EDENEREINTLNDIE S . Tk T—IFN L TEESNBIAE—DIC
CRCFWIH LI IFAT UMK OTIREE) AT I SN b7 I = &5 S /N
NEEERTRLES, EADHE | Avt—YIT8 T H5CRCF VIS LD
REFETINFFA, TR, REIOEGFICRBINET,

Isys/config

drives FREOHAEMEITIERATRESMITERRLET, —ERZHIRE
T HEEBBMNF NI YET,

port COY—ERNYRV T BIR—ERRLET, Y—ERZBREETEHEER
MEIHEYET,

scheduler ATV 21— LB E SIN=ERIDITAIVEER RTLET,

service.name.override EFHEZE T T BT7VITRRN)—L H—ERHNERRNE DR DYIZER T 54T
IVDH—ERZEFRRLET,

BRLIGEE . IRXTORST10IDSSLTHRESLEhFET, Y—EREE
EBITOEEFIEHNITRYFS,

stat.compression ARNLIBE . METHERHSITARN—RIZEZTAFENIEICERBINFE
T, —EXREBREBTIEEENEMITARYET,

ssl
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AT LB 74
5

stat.dir BEMEt T —HN—ZADME I SNDETALIN JERTLET . ERDTAL
OhVERETHEE . £Ia0VTRYYET , 77230 TEIYL Tons-
RAYAX(HEG) ZRLET BAL L, HTB, gh'GB, mHAMBTY,
Y—ERZBEHTHEEENERITBYVET,

stat.exclude MEt T—IR—ADSR N A ET D/I\REERRLET . EXZIRETD
8. ML D—REFERITEIENTEEFT, NIIFEEDIXFEE—H
LET, MF. RYYXE()FTOEOE L E DX FEE—BHLFET, [+
(J% %%]g;_(?%’é‘tﬁnﬂﬂ ULtDXFE—BLFET, ERISENEICH
;IAgL, .

Isyslconfig

stat.interval DRATLTHE /—FHAEFH NI EE (SR B R ELEFT . EEIL
BN IZH #HITEYET,
threads BEVIIACERETEALYR TN DAL B ERRLET . EE

(FENEE B RN BYETS

Decodert—tEADIE FX /1 S5A—43
ZDREYITIL. NetWitness Platform®Decoder CF FA Bl B2 548 B/ \oA—2(ZDWVNTERBAL 9,

Decoder®/\

TA—B T4—

U

Decoder /decoder/configl =L VT Decoder& & ULog DecoderDE Bl /oA —4 | %5 B

Database /database/configl = DL VT NetWitness Platform a7 T—3N—X Fa—=20 11
R0 F—B_—ZE B /—F |55 B

Index /index/config|ZDULNTI NetWitness Platform 37 T—BER—R Fa—=T H1F 1D
(MU TYIORER /—F 15 &

Logs /logs/configl=D\TI A7 H—ERDOTHE K /\54A—43 155 1B

REST /rest/configlZDULNTIRESTA VA TT—RDIE A/ \5A—3 |45 IR

SDK /sdk/configlZDULNTT NetWitness Platform 37 7_"‘—57’\“—3 Fa—=>T H1F D
[SDK#& X /—F | £ & UM NetWitness Platforma7 H—E XDsystem.roles E—F |

System /sys/configlZDNVTI AT H—ERDL AT LIE R/ \TA—3 155 IR

Decoder$&ULog Decoder®if i / \5A—4
ZDREYITIE. Decoderth—ERELog Decodert—E RT3 3@ OFE B / \TA—RIZDWNTEREALET S
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aggregate.buffer.size

aggregate.precache

assembler.pool.ratio

assembler.session.flush

assembler.session.pool

assembler.size.max

assembler.size.min

assembler.timeout.packet

assembler.timeout.session

assembler.voting. weights

capture.autostart

capture.buffer.size

1] D& 5 [2fE B S/ \wI70DH A X( T4k DB 4L IEKB) &
TRLET, N\IFERECT BEEOTE O/ Tr—< U RITA EL
FIH WED/INTH—TURIKE T I DA REE A HYFET . 2 F (LU
E0BEREBICAEMITRYET,

DecoderM7 YT AR )—L H—E RIS L TR DS5IUK DE S EE |
Ty a e EMEINERELEFS . KET D/ \TF—T R (FMA L LFET
L UE D/\TH—TURISE T I AR BEMEIDYFES . £ F (XENEE(C
BEMBYET,

TEITSHTEUT) TOEADE=HIZEBBEIOMERTELIT—IL R—
;“gg%u B(ERTLET, S EXREZBRETHIEERENERITHY

5 T B (TyarEoova(l), £ —REFITEy3vEadT5via
QLFET, H—EREBRETHEERIVFEHITLYETS,

Tylay T—ILDIVRN O ER T LET . —EREBRE T 5L
EEIEMITHYES,

T AVHIIG T AR R YA RERTLET, OISR E I 5HE, By
2 YA ZXDOHI B AVELIGYES  ZHEFENEIZE R IGYET,
Tyl NFERR T ADITD BRI YFARERRLET . £ F (ZAN
BEIZBERITGYES,

INTIRDRA LT IN G 5FETOM R ERRLET . TR (FEIEIZE
MITIEYFES,

AU h A LTI BETON B ERRTLET , T E (FANE(C
BRIHYET,

DA T BEUOH—NI—0EN5 3y AN )—LERTE T 51=
DIERASNDIE AT+, EEIFENEIZHE M ITGYET,

H—EZXNBAIA SNI-EEITINE T B BRI (SBAIR T AMEINEIREL
FY. Y EREBEHITHEEENEHNIRYFES,

IR & AFY \YI7DE|YE THAX(TIHI DE L IFMB)ER RLE
Y. P ERZBEHITHIEEENERILYET,
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capture.device.params

capture.selected

export.expire.minutes

export.packet.enabled

export.packet.local.path

export.packet.max

export.packet.remote.path

export.packet.size.max

export.rollup

export.session.enabled

export.session.format

WEH—EREE DINGA—RERTLEY  Y—ERZBEE T HEE
BEAERIBYFES,

CDI4—)UE TREEIND/N\FGA—EE, MEZBRSNTOHRNE TN

ARIZEE TY, I\TA—FDNVTNODERTE DIRE T/INAATRES

NEWGE | ZTO/I\SGA—FEE B SINFET,

Log DecoderlZl&, AT A RUMRE T/N\ARDHDHYFES , LIKDH\D

AT DINGA—EDBYET

« use-envision-time: 1|25 & 9 5&. & AUk Dtime A2, Log
Collector Rk J—LhbA UiRk—b SNFET , 0FEHRELLZELE S
[E. A1oR—bSNTFA RV B Z Hlevent time ARITHE S SN ET S

o port: ZO/\TA—E(Z(E, TIAIE DSyslog)RF—R—h(514) % £
EETTOHIEZHRETEFT,

INEDIREY—EREA A TI—RERRTLET, EHIIENEICED
[ZBYET,

IHRR—bk Frovia T7A IR VI NG > TITY 28N DETD
BfE( ) ZRRLET EEIIENEICHENIGYES,

BERLIBE . 1ok TADIVAR—HEF A ENES, —ER
EREPITILEENMEMITLRYFEY,

N7 DIHAR—k T—3%X vy 19 HO—NILOEFRERTLE
T ATavTEI VY ToONFIm R YA RX(HB ) R LFET, B
[ i} th;l“_];: ghGB, mHAMBTY , Y—ERZBILEF THELEEIE S
IZEYFET,

IHRR—b F7ANCEDR R /INTINBER TLET , Fvoia%E
A3 3IT0RKR—k I7MIL 3L4TDHEE . CORE (CEoTHFrya A
E)DHAZXHRFVET, OISR E T AHEEFIRIAVET . TR
BN IZHE I YET,

JE—b FOka)U nfs:/)) ET—BDIHVRR— K ERRTLET, —E
AEBEEITILERNFEMITLYET,

IHRR—b T7AINEDI NIk DR KN ERRTLET , Fvy
DAFEHTAIIVRR—F T7AILZALTOEBE . COERTEIZEST
Foula ARYDYA XHRFEYET , TAISKTE THEEFRITHYE
. THEIZENEIZESIHRYET,

IHAR—F F7ALDO—LT7IRRERELET . Y ERZBIEH
FREERENAEMITRYFS,

ARG S EYay T—E2DIVAR— A RIShES, —E
AEBEEBITHILERNMEMIALRYFTY,

Ty DIIAR—EIER T EI7 IR ERELET . YL
AEBEEBITHEEENEMITARYFTS,
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export.session.local.path YL IVDIHAR—F T—EEF v 19 HO0—NILOGEFRERTLE
o ATV TEIVYE ToONFcRmR R YA R(HEGL) R LFET . B
(. tHTB. gh'\GB. mAMBTY , H—EREBIEHN T HLEENE M
[ZGYES,

export.session.max IHRR—b T7AIWCEDR Ky arMERRLET, Tyl azE
A BTIRR—t 74 BATDIHE . ZORTE [TEoTHrva A
E)DOYAZHRFYET , TOISHE T HEEGRIEYFEST, ZE T
ENEIZH R IEYET,

export.session.meta.fields TITHRR—bXFRDAR T—ILRERELET . EH DI —ILRZEIEE
ITHEE. A TRYSTHEELEFT , IRNTOI(—ILLEHEETD
58 TAAAVERERLET , TRIYRDET4—IUR YRR & AHE
HETHEELEZE . YANLIZ24— LR ZBR<T RTDT1—ILR Hi%E
RITEYVES , T4—ILE YRS DHDIEE . ENODTA—ILE DAHHY%
REGYFEST, ERFENEICERITLRYET,

export.session.remote.path JE—k FORT)U nfs://) ET—RDIHRAR—F £ ERRTLET, —E
AEBEETHIEERBIFRITLHYET,

export.session.size.max ~ LHRR—b T7MILZEDEYav DR RN ERTLET . Fvv
VAEFERTBIIRR—k TN B4TDIGE | CORE ISEOT
T a AR)DYAZHRFYET , FTOIZEK TE I HEEFIRIAYE
. ERIFENEIZERITGYES,

export.usage.max IHRR—b T7AINCEDEYoao D RINEERRLET, Fvy
AEERTHIIRR—F TP AL TDIHE . COFRFE LT
Fovla ARDYA AR FYES , ERAITEE E I HEE HI R I YE
¥, ERIFENEICHEHNITAHYES,

parse.threads tolar D/ —RITHE A S HParserAL vk O#ER RLFES , EAICER
ELGE —NZEoTENRESNET , Y—ERZBEH 5L
ZEMERITRGYVES,

pool.packet.page.size INTIb R=UDYARXERIRLET(TIAILNIKB) . —ERZH
BIAEERENEMITBYES,

pool.packet.pages Decoderd¥ B Y& TTHEA T2/ vk DR—O8ERRLEFET, —E
AEBEHTEIEEENMEDITRYET,

pool.session.page.size tvlay R=UDYARXERRLES(TIHILEKB) , —EREH
I DEEENEMITRYET,

pool.session.pages DecoderhE|YH TTHER T 50 avDR—IHERRLES, Y—
EXZBEE T HEEEIEMITLBYVES,

Log Decodert—EAR Mg B /S5 A—4

ZDREYYTIL, RSA NetWitness Platform@®Log Decoder TH| i 7] BE 7248 Al / \SA—RIZDUVTER BA
LFEY,
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Log Decoder®# f% 3% 5
R DFIZ. Log Decoder®iE B 5% & DURL EERBAZRLET

Log Decoder

D&% B F1—IL
K
Database /database/configl=DUNT NetWitness Platform A7 T—FN—X Fa—=T7 51
F1DI T—AR—2E/W /—F 125 &
Decoder /decoder/configlZDULYNTI Decoderds & U Log DecoderDiE ik / \SA—42 | %5 R
Index /index/configlZDULNTT NetWitness Platform A7 T7—3N—X Fa—=27 H1F |
DA TYIRBR/—F 125 R
Logs /logs/configl=DWLVTCI a7 —ERDOJE R 155 BB
REST /rest/configl ZDUWVTIRESTA AT —RDME RX 1 %5 R
SDK /sdk/configlZDUNTT NetWitness Platform37 H—EX T—Z~N—X Fa—=4
H1R 1D SDKAE K /—F 1 5KV a7 H—E X Dsystem.rolesE—F | %5 B
System /sys/configlZDWVTCI a7 H—ERDVRATLIER 125 R
AYJ k=074 5—0 B E

Log DecoderlZl&, BENAY b—0F A =R BEF OTDDAR FATLEER 55 = ZHHT 5
F=ODERIBYET, BEOY F—0F 4 F—(L, # H5A HE ParserDtyk ELTEEINTHY.
& ParserlFFNFNHEH B AT RE b —00 DY T b XX YL FET, K ParserDIEHEZE . RDEK [
RLFEFT, INDword7A T LlE, Concentratord KUArchiverDA o TYIRE R IO UIZER YA E
N=EZ(2, TVTERS A TVIRER B LET , parsers.disabledt® il T )—%12EL T, A3
I500 h—0F A F—%FHHTEET,

Log Tokens EHRTOEIXFERTVY UL, Twordl A2 7 token.device.types.
ATLEERLES, token.char.classes.

token.max.length,
token.min.length,
token.unicode

IPSCAN IPVATE LADT BE & DNHAHTHFRANER token.device.types
;'\"‘/L, . lip.addr] AR PATLEE R LE

IPV6SCAN IPv6 7R LADH BE 1 h¥HHTFARER token.device.types
FooL, lipv6 | A2 PATLEE B LET,

URLSCAN URID®] BE 4 D DHTFRARERXFr L.,  token.device.types

lalias.host] . [filename]. [username] .

[password] A3 7ATLEE B LFET
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DOMAINSCAN RASZ DR EEE BB DTFRANERFY  token.device.types
L. lalias.host]. Ttld]. lcetld], Tsld]A#
BTFATLEERLET,

EMAILSCAN A—)L TR LADE BEE B85S THFARER  token.device.types
FroL. Nemail ] BEUTusername | A 2%
ERLFET,

SYSLOGTIMESTAMPSCAN  Sysloghs & DR LA T THHABETED  token.device.types
HETFARERFVvULET, SysloglZld,
FLRALYT—UDFELFR A, CDES
IETHANDUE H Ehdé, UTCEFfE ICIE
Rt ShTlevent.time | A3 7ATLHOWE B
=NFI,

INTERNETTIMESTAMPSCAN RFC 3339% & M2 A LRATDR[ BETE DAY  token.device.types
HATFARERF L. levent.time | A2
TATLEERLET,

ROKRIZ, AT b—0F A F—DE R /\GA—BERLET

Log Decoder® | &iBH
Parserf& 5 71—
IR

token.device.types rawTXRAL Dh—VUERX YT 5 R TINA R AL T DI TY, TIHILL
Tl&. unknownlZEB E SN THEY. /\—RSNLEHIo=ATZDLNTDH, rawT
FRRHRFYUEINFT, CSTAT FATEEBMTHILITKY, /1 —RFHO
GIZTHRN h—OUEREF M T HIENTEET,

CDI4—ILKEHZEDIEES . AT D—Y L ITEZ TT,

token.char.classes —DI1—ILR &, £ SNB:—I0DFATEHIELET . alpha. digit,
space. %Enct NEZEE I AE HOEDIENTEET, TIAHILNME L
alphaT9,

o alpha: h—VUICR X FEE HEHIENTEFT .

o digit: ~—IUICHF EE HEHENTEFET,

o space: b —UUICAR—IPRTHE HEHIENTEFT .
o punct: N—IUICH G REE HEENTEFT,

token.max.length ZDI71—I)UR (E, b=V DR EICHIBEZZELEFT . TIHINBEIXSXFT
T MAXFHDETE ZKY. Log DecoderTword A3 %4& §1 3 5F=DITH &
TR ERIR TEF T, RNV EFER T 5L, AR T—EN—ATLYZL
DB AW B TR YET A, rawTFRE DR RHIE T B &EITH S5 8 HHY
FI, BNV UEFERTLHE BEREFIC, TR 1) )J )b/ A—[FrawA
ThokY% KDFE AR YEE T 20 BELHYFET H metadb& AV TYIRT
A9 S EXKIEICELBENET .
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Log Decoder® | &% BA
Parseri& & 71—
JUF

token.min.length ~ CH(E B ARG TIAS b=V DHR/NERTY k=2 DR/ RIL,
A—HRERREFRIODITRRAVIRIZA N T EIUEDHAIR/NXF
BISH G LET  #HEEIXTIAIEDTY,

token.unicode ZHT—)UE MDE& FE (XK. token.char.classesi® TE [ TN FE NI HEE
[Z. Unicode4> 8 38 Bl %3 B T AMEIDEFIE L ET , truel 25X E L1=15
& . {OJIFUTF-8 T a—F Snfza—F RAUEDI— U REL TURES
L. UTF-8DTI—R HEITSN-E TR EHIEITINET, falselFHE LT
BE . ZOJIFASCIX F LT E I, ASCIIX F D7 8 DAHNEITIN
F9, Unicode X F M%7 $E 1Z1E. Log DecoderTkYZ% KMDCPUVY —RHNh E
T, FEBTIFRNDAVTHIRER DT ERIGE . COREEEDICT
BT &IZ&Y, Log DecoderMCPUTE FA Z #HI i TEFET . TI4/ILTIEFE RIS
UO—CL\-gE-g—o

RESTAAIT—AME FE 1 \S5A—4

ZDREYITIE, AT DNetWitness Platforma7 H—E RIZHH &A#3A FNTULVARESTA U4 7x—XIC
£ A TEAE R/ \TA R DWTERBALET,

B E
RDOFIZ, RESTE K /\SA DA ERBAERLET,
RESTH#&
[P WAV
cache.dir _fﬁjjgj{)[/ﬁﬁ DIRARR TALORJERTLET, S—EREBIRETEHEEENED
1273t o

cache.size Fvva TALIMUICKHASNDE TOIT7A VDA & DFx K YA X(T774)Lk DE i
[FMB) ZRRNLFET . COVAXZHEZADHE B WVWIFAIDGHEIBRENFT . —ER%E
BEETILEENMERITLGYET,

enabled  RESTH—ERDEMEEDNZUIVEZFT(1=F>. 0=40) . F—EREZBEH T5&
EENERITHYET,

Irest/config

port RESTH—ERNIAL T BR—rERRLET, —ERZBEHTIHIEEENF NI
HYFEd,
ssl BRILBE . TRXTOHOREST S7099HSSLTRE S ESnET, TIAILED

Msystem]Z45 5 LT=15 & | /sys/config/ssICDER E AMEASNEYT . Y—EREBEH
FTAEEENERITGYES,
NetWitness Platforma7 H—tEXMDsystem.rolesE—F

I RTDNetWitness Platforma7 "j‘—IZ“Z[iD—}l/ R—2ADTIRAHF A TR Z#RHELET, D+
EvoTlE, FRATERGAERE EF—EXTOERK A EICOVNTHRBALET,
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/sdk/config/system.rolest K /—K TIX, A2E XV TV T50T)EEE DER %
S TR E LT, CO/SABIETF—B 54/ & B R R L, £OLL5 O
NMDODEZEIRE L TEMIL THILKY, T2 ToAN—FBREHFEMNFE DOAZ F—LavTy
INDT I REH H T HENTEET , CO/\TA—AIL, NetWitness Platforma1—H 42T —X M
SEK AT EE T (FEMISDOWTIE, [ 7—4 TS/ —B B AR 1D [ T3 IS4\ —]140 1%
SHRLTZEY)  EEXRETHE EEMNICITIRBRENET,

0D5Z & . SDKAR F—(TH DH—ERER FE L SNFET,
e 0: éﬁ;‘j]
CTOLNDIEZIEE T HE. T3 TFAN—BEFFAY FT—FERIRL T, Y—ERDFE D1—

H O—)UIx L TR IR DARFFIATUVEIEZEDRE A ET74IV3T 518D, RIA MR Ff-
FTTVIURNELTE A TEET

o LI AABLUVILTIYDERIA YRS
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AR —ILEB T DORST IV a—T1Y

Dty avTlE, [BRARR]Ea—TOHRRR 1N\—230DFE # BEUVHRANADY—EZRDA VAR —)LT
BEIRELGSIC, [RARM E2—ITR REINDIIS— Avt—ITOWVCEHRBALET . RDORST
Woa—TA4U T DR RE TRR TELRVEFREIIAVAN—ILOR BB HHZI5 & L. hAREY— 5
R—F IZERB WA hELFEEL,

KRR+ D #r 4% X

Update for <host>

Host update failed
Error updating host <ip-address>to version 11.3.0.0. Check the

ogs. See Tro 5 ing Version Installations and Updates for
more details.

BEHHAN—UaERRL, [B#H]> [RRAFOEH VNI HE, Fov0—F TOERERK
ILETA. BEH TOEREERBRLET,

1. IRRRADN—DavBHOEREL—ERITLET.
ZLDBE . CNTRBEXMERLED,
2. INTEHLLINA—DaV[CEFI TERUME S (X, ROFIEZFE1TL TEELY,

a. EATEFIINW Server £ DR DAJZEE R LFT (=LA, ATUR FAUhBtail -
AYURERITLED),
/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out

homaIDIDLL L IZIS—hAFR RENET,
b. TORIEZERLT. N\—2avDEHEHEEEITLTZELY,
o [RE1:deploy adnin®D/NRT—k OF R SN TS,

fRBR®E deploy admin®/NRT—RZJtIb LET, deploy admin®/S\RT—K
#)tyk 9 BIZIE. #3k Dl deploy admin/ NAT—K DB S EAR I DEE R E D
FIEZES B L TZELY,

e [RE2:deploy admin@)/ \AJ—K AW ServerrR AR TZE B Shi=H, JENW
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ServerrRAR TIXFE B INTULVEL, ZDIF & (X, 11.xDT RXTDIENW ServerikR
FTROATEEEITL. NW Server&R] Ldeploy admin®/SRT—RZEIEE L
EX

/opt/rsa/saTools/bin/set-deploy-admin-password

3. TNTHLEFHZE A TELME S (X ATV 20052 REL T, ARET— YR—~IH
B LE HELEEL,

H—ERADE F %k K

RARERIRLTIAVRR=IED )T HE H—ERDIV R —)L TOERANK B L FE

o
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ZLDBE . CNTRBEIBRRLET,
2. INTEH——EREFAVRAR—ILTELRUME S (X, ROEEZE L THEE,

a. EITEFIINW Server £ DR OOJEERLFT (FEAE TR FMUhBtail
-fAvUREERTLED),

/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-
server.log

/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out
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a. SSHTNW ServerrRAMZIE#HHE L. ROOATURZEETLES,

security-cli-client --get-config-prop --prop-hierarchy
nw.security-client --prop-name
platform.deployment.password —quiet
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2. deploy adminZ:ZR L. [/ \RT—F OJvk 150097l FT,

o [/RRT—F DY 15A4T7RTTHEMBRUIND/ART—RZEA SIL., deploy
adninABERAZESELLEMEES . ROFIEEETLET,
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/opt/rsa/saTools/bin/set-deploy-admin-password
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LMeploy admin®D/SRAT—F&#HEELFT,
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