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RATGEG AT IR RESNET,
AI—HYRIEBETENDEE, /\XRT—F
MZE E | NetWitness Platformhio®
A7 IR F#{TITEMTEET,

CDTAAED )T B,
NetWitness Platform®DANLT KEwWS
IRIRSINET,

[BS 8 1 Ea—(ZlE. NetWitness PlatformZ W ark—K AR rahFE 3, [BE R IE1—IZ(X. ERIE R

FHOEY aRh—K ELR—

PACKETS

See How

NRNRRA NN

FARBESNTOEY, Tz, MBIERTHIELTEFT,

17
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BRAZa—

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN Ezi]adnﬂn' \il

Qverview Reports

BER AT a—ITIE, ROATLavhdpyEd,

e BME [MEIE2—TR VP ah— R ERTELVEE TETY  ROFAMERF ATV 2
AR EERTEET,

o TIHILE

o Identity

o Investigation

o Operations - File Analysis
o Operations - Logs

o Operations - Network

o Operations - Protocol Analysis
. BE

¢ RSA SecurID

o Threat - Hunting

o Threat - Intrusion

o Threat - Malware Indicators

10.6M, [FvYaR—K]1Ea—IZHHELET,

o LiR—h: [LAR—F]IE2—TI, BIVE TONIHER (25 5T, SOCE—/UCEE I HLR—F &%

RELUEETEET,
By aR—K &R [BEHR]> [HBE] [y R—F OB 14818,
By aR—RK OER [BEHR]1> [HE] [y ai—F DEE 1258,
By aR—KDEE [BEHR]I>[HE] [y R—F DB |48 18,
Li—k O3 = [BE#R]1> [LiR—h 1> [RR] TLAHA—k 1K 1558,
L—k D& B [BEfR]> [LiR—R]> (B8] TLHR—F H1F 1238,

NetWitness PlatformE A FEF—> 3>
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* It

[3t IS TEa—IlE, FHIARMZEB EEIRIC)—rENF=AUOTUrDFa—DRETENET, 7HIR
EAN Fa—DALTUNEIEE T HE AV TUNDIRE TR L DB E T —RIITFT IR TESELS
[ZEYES , EDT—AEDNA VTN DR EHREZHIML, B EITE L TIRAL—2avF =R
ETAHIENTEET,

¥ s A=a—

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin

Incidents Alerts Tasks
® s AZa—IZIE, ROATLavhBYET,
o« AVVTIUN AT VARIEZ—IZIE, TRTDAULTUDEKIFEHR DR HE RSN
T, [V TUOPDEMIEL—IZIE, A2 TUMNBE T MAR RINET,
o 7o—b:[75—h URRIEa—,[ 75—k M # 1 Ea—IZIE. NetWitness PlatformAh DMi5 ff T
ZELEIRTOBBEB 75— MO —2I BT 5EHRAR TRINET,

o ARG [RAARY ARIE2A—TIL, FRUDE R IS5E T ETEE T 5ENTEET,

ROEF, [HE]IEA—DIATUr VAN Ea—(BEE T TENFAVOTURDIRNERTT
%) #RLTLET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin @;\

Incidents  Alerts  Tasks

x Change Priority || ChangeStatus || Change Assignee || Delete:
ance cReaT v PRIORITY  RISKSCORE 1D
9:52 prm CRITICAL 90
CRITICAL 0
CRITICAL 0
CRITICAL 0
O Low
O Medium

O High
O Critical

HIGH
HIGH
HIGH
sTATUS
O New HIGH
O Assigned

O In Progress

[ Task Requested

O Task Complete

O Closed

O closed - False Positive

HIGH

HIGH

HIGH

HIGH

| meDum =0

HIGH
HIGH
HIGH
HIGH
HIGH

HIGH

Reset Filters Showing 1000 out of 1706 items | 2 selected

r—RE 18 Y—)LEL TNetWitness PlatformZ{# 4 515 & (&, COE—MSA o TURET—RE
B953IEBTEET . HILLUUTURNE /00T Fa—DLEEIZR RINFET,

0 O 0o0ooo0ooooooooooao
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ROA L., [FHEIEA—DIAUSTUbDFEMIE—(BIRLIzAV I TUDFEMER RS D) OFI
TR LTLET,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

INC-926
High Risk Alerts: ESA for

Send to Archer

oVERVIEW

Event Stream Analysis 05/3172018 05:24:00 prn
http-log

‘The domain is rare in this environment.

Event Stream Analysis 05/3172018 05:24:01 prm
http-log

A

EventStream Analysis 05/31/2018 05:24:01 pm
hitp-log : { communicates Wi

The domain is rare in this environment.

Event Stream Analysis 05/3172018 05:24:01 prm
htp-lo;

A

Event Stream Analysis 05/3172018 05:24:01 pm
http-log

2

[ 05/3172018 05:24:01 pm
http-log

Domain is relatively new to the environment,

Event Sweam Analysis 05/31/2018 05:24:01 pm
hitp-log

A

[X S ]1Ea—IE, 12T OFFEE . T—2DITHRNDIBIE . th D7 )RS EDITHRL—3
V. W RITG C=kVeE 7R B ~DRB 1T E/H B 1T A DFIITEE S TLET . RD
F—h DFMIEL—ZHIAI DT OBITY

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-11217: Event Analysis
None Of these for Event Stream
Analysis Network Event Details | Packet Analysis v/ Eoom

Send to Archer
wnload PCAP @ ) common Fiie patrerns ([ suaoe evies @) DISPLAY PAYLOADS ONLY

OVERVIEW
DESTINATION IP:PORT SERVICE FIRST PACKET TIME
10.

EventStream Analysis 05/31/2018 05:26:31 pm NW SERVICE SESSION ID
506 0 05/31/2018 05:25:26.298
pm

:PORT
ELD - Concentrator 208294 10 137572

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
05/31/2018 052526 pm 35'1‘31/20‘\8 05:25:26. 134 bytes 0bytes 2
S37572 .

1:c

Event Stream Anal 05/31/2018 05:2 REQUEST
CustomRule
= Packet 1 05/31/2018 05:25:26.208 pm g  SEQ252772485  PAYLOAD OBytes  sESsiONID
000000 56 33 11 <600 50 56 PV grPVv3 . B ulo
56 fd (40 00 49 06 (55 VYL @LUOE = sz
CustomRule 3 92 c4)[11 %a| 96 aa 85 3 JE A oo
e 8e s 00 00 02 03 05 9 2@%5 0 c oo
@ 68 00 00 o1 meDIuM
Event Stream Analysis 05/31/2018 05:26:41 pm S

Event Stream Analysis 05/31/2018 05:

PAYLOAD

RESPONSE  FTH.ALL

0 ETH.DST
Packet 2 05/31/2018 05:2: 4 PAYLOAD 0 Bytes

05/31/2018 05:26:41 pm ) ETHALL
608060 0 50 56 6 5 . 3 . A&l JE -

600016 @ 28 5e e R el . 5
60003 34 6c/11 s 39 50 14 3 R - Sep. IPSRC
608048 @ 00 c15c 62 00 00 00 00 08 0 @8 2o cco olo oo .ALL

ETH.TYPE

Event Stream Analysis 05/31/2018 05:26:41 pm
CustomRu NETNAME
G 18,057

1B.ALL

EventStream Analysis 05/31/2018 05:26:46 pr
CustemRule

NETNAME
2 DIRECTION lateral
1».pROTO
Event Stream Anal 05/31/2018 05:26:48 prm Tep.FLAGS
SRR Tep.SRCPORT
PORT.ALL
Event Stream Anal 05/31/2018 05:26:48 prm PORT.SRC.ALL
stomRule Tcp.DSTRORT
PORT.ALL
05/31/2018 05:26:50 pm PORT.DST.ALL
seRvICE
PACKETS PER PAGE

STREAM S
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ROAF, [RE]IE2—DT—r70—D EZRLTVET,

Review Determine . Escalate or
Investigate the

Prioritized which Incidents Incident Remediate the
Incident List Require Action Incident

[3 IS 1Ea—TIE, 7FHIRNAME K B FESNf=A o T DURRERERL . EDA TN TH
AW ENEHIBLES , PHIRNIRE DIV TURED )L T BE T 55 MEHREZTICT
DAV TN DEKGERAREIIBIEL, AUV TUNESOHISBRAER THIENTEFY, TOR . 77
AN EEBAOR IS EZEEL T, TRAL—2a0 T oDE TR E T 50 EHI B TEFT,

BREMITEN [FE]1> 1V FURI([410F Uk ) [NetWitness Respond1—4 HARK ]

feA4 7R )  RR1Ea—) =S,

Rk DFE R

Toa b E (RIS (AU ToRI([AVToh®  [NetWimess Respond1—H HAF]

BAVOTURD  FEHMIE3L- S,

HI

(A TUrD

ERI)

AV TURDR RG] > (A TURI([AVLTUb D [NetWitmess Respond 1—4 HAK]

= EMIEL—) 3R, ([ABIE2-1BTTS

ZELTEFEY,)

AVVTURDT WG] > (AU TUR([AVSTUbD  [NetWitness Respond 1—H 71K ]

ANL—ravEr: #EMIEL—) BEVIHIE]> [2R5] S,

[Fek & ([BRY YRR IEa—)

75—k DLE2— [XiG]> [75—r1([7Z5—k URR] [ NetWitness Respond1—4 1K
Ea—BLUN[ 75—+ DFEMIE2L—) SR,

iRE

[AZEIE2—TIE, 12DT—2 Uk LTI ODE L DHEL—DRE SN, TFIRREAZT—A,
rawT—3, IVRRAVL AT ARUE BEMGEFLITAREAUDT—BERITEFT 4
EDOY—EREEIRLTT—ARERAE T HMIC, [ G IE2—, [BE#R]1E2—. Reporting EnginelZd&o
TE R SNLIR—F R DI )—, F=(T8 V) (TR RSz —F =T & 7 )r— 3o hnif
BIBITTEET,, HEHEOABIE2a—DVWIIATHRHEZHIBL. A DFRAEBIEL—THRAEZH
CEFET, EOHH L AEOHRITGCTELGYVET , AWM BELARUNDR Dhof-5 S
(F AV TUREER L. AUV TURIEE DR IGIE2—TLUBR D72 avEETLES . i
[ZDULTIE, [ NetWitness Investigate 1—H AR 125 BB L TIZELY,

AEA=a—

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Navigate Events Event Analysis Hosts Files Users Malware Analysis

FAEAZa—IZIE, ROATLavhHYET .
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o FTEH—F [FEHS—F] Ea—TId, A9T—RICE R DE I, A3 T—EARED—EHRTRS
hEFT, TE3FR VLI BIRLIZARUNE[ARUR ] Ea—F = [ARUN B ] Ea—T
BWzY, ARV DOBFBEERTRLIEZY, ARUREHEFE LTV, Context Hub H—EXH53E 1 DO
UTXANERFBLRY, [FES—R I Ea—DIRBE R E A E R THENTEET,

o ARVL: [ARVMIEa—IZIE, rawT—RICE R EB L= ARUED—E AR RINET, V2T
HARUE YRGS, EHAVRN, QT VAR ETSORXTEET , INURERFEL, BIRLIzARVE
F[ARUE DT IELI—TRHL=Y, ARV DB B EER R LY., Context HubH—EXHS3E S0
DATFARER B LY, [ARVNEa—DBREB R EEHE R T 22E0TEET,

o ARVRSBHT : [ARUE DT IEL—ICTIE, AP T—RbrawT—2ICE R EE LA D—E AR
REhFT . BREICKYTE A0 EICRIDEVNERTRLEEY, [RARNEa—IZPv2TL
=Y. RAUR 7OV DIUR RA U287 LTzY. Context HubH—ER(/3\—3v 1120 &) hisiE
MDA THRARERE LY, Live TR ELRY, A B IO T7VTERIT T HIENTEET,

o [RRFIE2—: (/N—av 11 1) [7RAR 1Ea—IZIX. NetWitness Endpoint Insights DT— 12
FAEITEINTUVST RTORAS D—E LR RINFET . RRARTEIZ, TAER, K547\ DLL,
T7AIU EITABET7MIL) . Y—EX, EITH DAutorun, AT (Y A—HITEELFHRER T
TEET, [RRMEa—DS, [FET—R]IEa—,[ARVE DT IEA—ITBEN T HIENTEET,

o [FPAIV]Ea—: (/3—2311.1LL %) NetWitness Endpoint Insights AgentZE {TL TS5 & .
[I71 I Ea—IZlE, B ARE TR DOz RXTCOE F OIT71IILETNS0OE E T/ \T1h—
BERRSINET T7ANTEZ T7AL YA X IvbpE— B 4. BE . FooFh
BEDFMERRTEEY . [I7MIILIEa—DD, [FEF—R]Ea—,[ARUE T IE2L—ITHEED
T HIENTEFETS,

o [A—¥]Ea—: (/N\—Davi1.20 ) [2—H]Ea—TI&. RSA NetWitness UEBAZERAL T, T
VA—TSA XL R TREREI—DITEERHRIL TEET, BRE DS LVI—TDURME, RiE
TORERGITEICEITILMOEEYT)ZRALEST, I—FFEESEZERITNIE, &
BRAAITEIER A LIZ2M LMV D fliER T TEFT,

[ Ea—Id. BEE F-ITUEBAT7FIVRARDO—)LHE|YY THNTULVSIE & IZOME
B TEET,

« Malware Analysis: Malware Analysisl&. B Bj b SNF=ILOT7REMTY—ILTT , 5 E DFELEFED
F74IL AT Yk (Windows PE, PDF, MS Office’s &) 2L . BE DHBHT71/ )L THA U RE
4 Z5F i TEDKIITER FT SN TULVET . Malware AnalysisZ{f A 97 52&I12&-T, INESINF-K
ENT7AIUBEEZHN T, EEDHII7AIILTHAR REEARIB VISR ITIEES
EITTEFY,

RO F, [AEIEI—D[FES—FEa—ERLTVET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Navigate Events Event Analysis Hosts Files Users Malware Analysis

8 concentrator2884 - Concentrator ¥ Query © [ Profile © EMeta © | 8 Total i ESEventCount © | SaveEvents © - Actions
<
10 01 .
2008 ‘ 14 ‘ 16:35:00 (+00:00) All Data 2036 ‘ 11 ‘ 23:56:58 (+00:00) %
o
x
fas
pd
o
e}
x
c
..... o
SANVETEM O Reset Zoom | 4 Options | 2 Hide
@ Decoder Source (2 values) ©
pd2884 (504,060) - 1d2884 (12,534)
Network Name (16 values) &
-

loopback sr¢ (>100,000 - 70%) - other dst (>100,000 - 71%) - loopback dst (>100,000 - 73%) - other src (>100,000 - 78%) - other misc (68,384) - private src (67,825) - private dst (47,322) - private
misc (2,022) - multicast dst (645) - broadcast dst (275) - link-local src (150) - loopback misc (132) - broadcast src (34) - link-local dst (32) - multicast src (13) - broadcast misc (4)

Traffic Flow Direction (8 values) 2
lateral (>100,000 - 65%,) - cutbound (21,819) - inbound (2,061) - dir (2) - outbound remote access (1) - ingress (1) -incoming (1) - inbound remote access (1)

FQDN (20 of 20+ values) P

www.test.com (27) - prd119.¢s.ctc (3) - prd131.¢s.cte (2) - ddcaxpldap03.mckesson.com (2) - vs1.noridian.com (1) - stark.kdc.capitalone.com. (1) - shamdf1con1.stl.express-scripts.com (1)
- rptappserver."eso7a002"-eso7a002.ras (1) - prdstiprad02.cs.ctc (1) - prd601.cs.ctc (1) - prd166.cs.ctc (1) - prd158.cs.ctc (1) - prd153.cs.cte (1) - prd14d.cs.ctc(1) - prd143.cs.ctc (1)
-prd142.cs.cte (1) - prd141.cs.cte (1) - prd135.cs.cte (1) - prd109d.cs.ctc (1) - prd109a.cs.ctc (1) ... show more

Device Type (20 of 20+ values) 2

junosrouter (6,692) - rhlinux (1,653) - ciscoasa (1,113) - aix (900) - bit9 (382) - aventail (333) - unknown (306) - checkpointfw1 (252) - celerra (158) - airdefense (94) - actividentity (78) - apache (66)
-f5_asm (65) - aforecloudlink (55) - apconintellapatch (47) - alcatelomniswitch (43) - netscreenidp (32) - crossbeamc (31) - arubacppm (31) - arubaairwave (29) ... show more

RS /\ NETWITNESS' PLATFORM

RO F, [BAEIE2—D[ARUb T ]IE2—ZERLTUVET,

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Navigate Events EventAnalysis Hosts Files Users Malware Analysis | ]

Guided Mode

Events (100000+) X Network Event Details | Text Analysis Packet Analysis  File Analysis Email 0 Web 4 EooHm|

SUTay L Download PCAP [ v | ® coumon riL patrerns (I sHADE svTes @) DISPLAY PAYLOADS ONLY

COLLECTION .. EVENTTYPE  THEME

NW SERVIEE SESSION 1D : DESTINATION IP:PORT servicE FIRST PACKET TIME
B 47 - E - 80

06/21/2018 Network HTTP 06/21/2018 11:58:19 pm

11:58:19 pm Concentrator

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD sizE CALCULATED PACKET COUNT
06/21/2018 06/21/2018 11:58:19 pm 64424 bytes 61738 bytes 49
11:58:19 pm

06/21/2018 RESPONSE

11:58:19 pm Packet 5 06/21/2018 11:58:19.929 pm 1 11485 SEQ 1986090763 PAYLOAD 1460 Bytes SESSIONID a7

woocos TIME 06/21/2018 11:58:19 pm
06/2172018 000224

SIZE 137568
11:58:19 pm 000200
000256 PAYLOAD 132236
06/21/2018 MEDIUM 1
11:58:19 pm INTERESTING BYTES ETH.SRC

Potential DOS Executable / Windows PE file ETH.ALL
06/21/2018

000336 ETH.DST
1:58:19pm 90 ETH.ALL
06/21/2018

11:58:19 pm

ETH.TYPE
1p.sRe
AL
:)?I;I‘Z:::“ COUNTRY.SRC Philippines
ORG.SRC Philippine Long Distance Telephone

0672172018 Network DOMAIN.SRC pldtnet
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[RSA RESPOND  INVESTIGATE MONITOR

Navigate Events Event Analysis Hosts
a

windows

snapsHOTTIME  03/05/2018 10::

/ fe80:C54c:0004:26b6:2173%11 |

ARRANGE BY Alphabetical O Status

Allow Access Datasource Domain
Allow Display Mixed Content
Anti-virus

Bad Certificate Warning

Cookies Cleanup

Cross Site Script Filter

Firewall

INVESTIGATE

OVERVIEW USERS ALERTS

CONFIGURE  ADMIN
Files Users Malware Analysis
Autoruns  Files  Drivers b ystem Information

03/05/2018 10:43:13 am

sartsan | Pivot to Endpoint Export to JSON

MAC Address: 00:(

IE Dep Task Manager
IE Enhanced Security UAC

Intranet Zone Notification Warning On Zone Crossing
LA Warning Post Redirection
Registry Tools Windows Update

Smart Screen Fiter

System Restore

MONITOR CONFIGURE ADMIN

Mal

A

Indicators

Snooping User |

Snooping User |
Indicators

Snooping User | 4

20

Snooping User |

Aler rity

Last 6 months

Jun 13

O Show properties with values only

Snooping User |

Snooping User |
1

Snooping User |

Snooping User |
1

Snooping User |

> BDDE6001-055F-6923-322E-FBEE744BS.

03/05/2018 09:55:27.473 am
03/05/2018 09:55:27.832 am
1320

userModeOnly

11.1.00

Microsoft Windows 7 Enterprise
7601
65536

e ntoskml.exe
e 2010-11-2070¢

4

Indicators

4

Indicators

4

Indicators

NetWitness PlatformE & FEF—> 3>
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R DE [E. Malware AnalysisD[f Nk DY<)]ERLTVET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

tics | Continuous Mode | This Week

Start 3 End Time
2018-05.30T22:02:00 2018.06-06T22:01:558

High Confidence

71747 82433
e

High Confidence Cniy

#5Up 45 Down

Comenunity

fing 1
fimg 2
fing 3
fing 2

Update

ROAF, [AEBEIE2—DBELANILDOT—r70—%RLTVET,
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Begin or Continue an Investigation from the Investigate View
or a Pivot from the Respond View

Browse Event Triage an Incident

Investigate Endpoints .
Metadata
(Hosts View) (Pivot from Respond

(Navigate View) View)

Find Suspicious
Endpoint Files
(Files View)

Browse Raw Events
(Events View)

Analyze Raw Events Scan Files and
and Metadata Events for Malware
(Events Analysis (Malware Analysis
View) View)

v

Act on an Event or Endpoint

Perform Internal Create an Incident in

Reconstruct an Event Lookups Respond

Export Host
Attributes and
Global Files

IR

AR ARTF—HADE  [FEH—R] [ NetWitness Investigate 1—% H1F 1Dl [ FEHS—K ]

Export Events and Perform External
Files Lookups

g Ea— Ea—TOAT—2DREI1ZS R,

RAWARU K DS BB [fRUR] [ NetWitness Investigate 1—H% HAF |l [/ R 1 Ea—
Ea— TORAWARUEDFAE 1ES R,

RAWARUREAZT—  [ARUh% [ NetWitness Investigate 1— ALK |DI [A R 547 ]

BD53 T HrlEa— E1—TOAZT—RERAWA AU DR E 1 2SR,
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IRBRAUN DR E [7RAR] [ NetWitness Investigate 1— 1K | DI iR ET71 )L
t“:l-_ GDEEJ E J é% :EuE\ o

REHIVRRAUE [I71IL] [ NetWitness Investigate 1—H HA KR |DI RAk ET7AJL

T7AIVERET Ea— OREI1EZS ],

T7AIEARUNER [ Malware [ NetWitness Investigate 1—4 14 F ] I Malware
XL TIIVITTEIE  Analysis] AnalysisOE i |Z5 R,
ER Ea—

FERZI—YOEED [1—H] [RSA NetWitness UEBAA—H HAF %5 1B,
] Ea—

18

[(BRIEL—TE. BBATID IV AB Y EH (O T YDIFX R/ —F) HNetWitness Platform®
T—RV—REA N T—BEIDDE T CHEM L TEET,

W AZa—

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Live Content Incident Rules Respond Notifications ESA Rules  Subscriptions Custom Feeds Log Parser Rules

B AZ1—IZIE, ROATLavhHBYET .

o Livear72Y:(Live Services) [LiveaTY]Ea—TI&, Live Services' ) —RADIR & EHTRY
SATMTEZET, Live Servicesld. NetWitness Platformt—E RERSA NetWitness PlatformMDFHE
¥k AME R |l BE A2 Livea 7Y 547506 & 15 LE #l & 1 9 5. NetWitness Platform®3
UIR—3%2k TF, RSA Live CMS( Content Management System) DA T YER R, R, TR
92747 L . NetWitness PlatformMDHY—EREY T D TIZE A T HIENTEET , V—REHTRY
F479 %&. RSA Live ServicesoR FTEE AR TR E T HELICRBE LR YFET,
10.6TI&, [Live] > [#BZRIITHEHLES,

o AVITUN =L A2V TU L—IVIE2A—TIE, 1V TUR B EMICER T 5012, &F
SFELEBTAUITUN W—IVEER T HIENTEFT, BEEF IFESNFAV TR R
5 ] EA—TR K CTEET,
10.6TlE [A22 TR > (BRIICHBALET, 111 IETIE. BEIL—IUSAD TR IL—
VLR [ENET,

o G OB AN - [ 5315 DI 1 ] E2—TIE, SOCIR— w40, AUV TUMIEIYE Ton=7FIRE
[T LT AV TURDME R FEREFHEINEESICEFMIA—ILB I EEE THIENTEE
ERS

o ESAJL—JL: [ESAJL—IL]Ea—TI&, vk T7—0R O E DHDENE 0B Bl && ZoNdDI Uk
Z45 TE 9 H1=6ODESA( Event Stream Analysis) % ¥ §5ZEMNTEFET , ESAIL. IL—ILOFE# I
— I AERERE THET— R EERLET,

B 53 TESAJL—)VESE LT A Live ServiceshoF IV A—R §HTEATEES . IL—IL 54T 3)
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[2I&. B K F 2 IEF 00—k SNz F RTDESAIL—ILHR REINET, IL—ILEF T BIZIE,
IW—IIVEBEAREBEISEMT 2B EAHYFET . EAREKICEY, IL—IL FMT3IDIL—ILEE Y]
HESAH—ERIZE|IYE TET,

10.6TIE, [75—F]>[EBRIIHEBLFET,

o HIRHYTFTS 3> : (Live Services) [HTRV)TL 3] Ea—TIE, [Livear TV EA—THIRYS
AT LTLivear T V% E B TEFT, NetWitness PlatformTLive ServicesZ ik & 9 A(Z[F. CMS
HP—/\ENetWitness Platform&EDRE] DE 5 EREAZE R L EFT S
10.6TI&, [Live] > [ IITAEHLFET,

o ARALFeed: (Live Services) [IRA LFeed] Ea—TI&, AR LFeedDE i LB I DARYZERN ZF
B 23R 1T TEET . ER L1zDecoderéLog Decoder[CFeedDT—42%F A N §5EELTEET, hR
A LiFeed&ldentity FeedZi% E L CTE B §HIEMNTEET,
NetWitness Platform(&4} & E & DAZT—FE [ZE DNTART—AREVE R T 51|, Feed&{#
FLFEY . Feedld, INEF-FNEBEINE v av L BEENEST—E2DVANTY , FeedDR B &
— M9 5V avIllE, BN DAFT—EAMER SNFET,
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I Preferences Preferences
Notifications General | Investigation
Jobs o

Change My Password

Password Format Requirement
Old Password * Must be at least § characters

Mew Password

Confirm Password

Reset Password After you change your password, you will have to log back into Metwitnass.

Application Settings

Language English (United States) ~
Browser Time Zcne UTC (GMT+00:00) v
™ Enable Nerifications

™ Show Context Menus
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Notifications

Logs Extraction Complete

The log extraction o investigation-2018-Aug-08-11-
04-56 is complete and ready for download. View =
Meta Extraction Complete

The Meta extraction to investigation-2012-Aug-028-
09-42-26 is complete and ready for download.

VISW B

Endpoint Extraction Complete

The endpoint extraction to investigation-2018-Aug- 1 hour
08-09-48-18 is complete and ready for download.

o NetWitness Platform7 54 o4 R oDHE LB IZHD [.] >[FTOaPI]EERL., [REE
FIFAT7ATOATo 3y RIILTHEM I ZZIRLET,
[ER ]/ RILHR RSNET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN L_;:E:Iadrnin v

Preferences Notifications
I Notifications

Jobs Title Message Created ~
Logs Extraction Complete The log extraction to investigation-201 8-Aug-08-11-04-56 is complete and ready for download, View » 2018-08-08 3:05pm
Meta Extraction Complete The Meta extraction to investigation-2018-Aug-08-09-42-26 is complete and ready for download. View » 2018-08-08 1:48pm
Endpoint Exrraction Complere  The endpoint extraction to Investigation-2018-Aug-08-08-48-18 is compleze and ready for download. View » 2018-08-08 1:48pm
Logs Extraction Complete The log extraction to investigation-2018-Aug-08-09-48-10 is complete and ready for download. View = 2018-08-08 1:48pm
PCAP Extraction Complete The PCAP extraction to investigation-2018-Aug-08-00-48-02 is complete and ready for download. View » 2018-08-08 1:48pm
PCAP Extraction Complete The PCAP extraction to investigation-2018-Aug-08-09-46-50 is complete and ready for download. View = 2018-08-08 1:46pm
Meta Extraction Complete The Meta extraction to investigation-2018-Aug-08-09-46-11 is complete and ready for download. View » 2018-08-08 1:46pm
Logs Extraction Complete The log extraction to investigation-201 8-Aug-08-09-45-37 is complete and ready for download, View » 2018-08-08 1:45pm
Logs Extraction Complere The log extraction to investigation-2018-Aug-08-09-45-20 is complete and ready for download, View » 2018-08-08 1:45pm

Service Restart Required Config change has been applied to NH3233 - Decoder service. Restart is required for the configuration o take effect. View » 2018-08-02 1:43pm

oooooogooood

Service Restart Required Config change has been applied to LH3233 - Log Decoder service. Restart is required for the configuration to take effect. View >  2018-08-08 1:43pm

| Page 1 | of1 | I c Displaying 1-11 of 11
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Preferences JOOS

Notifications = | ® Resume M pause @ Cancel
O Job Name Recurring | Scheduled Companent Owner Action Message Status Progress
¥ Extract Meta to investig... No 2018-08-08 1:48pm  Investigation admin Download  Extracting meta for 10,..  Completed — Eom—
[0 Extract Endpoints to inves... No Investigation admin Download  Extracting endpoints for... Completed ~co—
[ ExtractLogs to investigati. No Investigation admin Extracting logs for 10,345..  Completed CE—
[0 Extwact PCAP 10 investigati.. No Investigation admin Extracting PCAP for 10,54...  Completed CE—
O No Investigation admin Extracting PCAP for 10,54.. Completed  Com——
O No -08 1:46pm  Investigation admin Download Extracting meta for 10,54...  Completed O
[ ExtactLogs to investigati. No 2018-08-08 1:45pm  Inwestigation admin Download Extracting logs for 10,345..  Completed C—
[0 Extractlogs winvestigati..  No 2018-02-08 1:45pm admin Extracting logs for 10,545... Completed e

| Page 1 | of1 | | Displaying 1-8 of 8

o [BE]I>[VRTLIBHLT, 7723y ARUTIDaT]ERIRLET .,
[EEORTLIEA—DIOAT] RN RRENET . TATOLI—HFDTITAR RENET

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)Edmin g @

Hosts Services Event Sources Health & Wellne

nfo
Updates
Licensing
Email |
Global Notifications Jab Name Recurring | Scheduled Component  Owner Action Message Status Progress
Extract M investi.. No 2018-08-08 1:48pm  Investigati.. admin Download Extracting meta for 10,545 sessions Completed —

Legacy Notifications
ExtractEndpointstoi..  No 2018-08-08 T:48pm  Investigati..  admin ownlosd  Extracting endpoints for 10,545 sessions ~ Completed e

System Logging

Extract Logs w investi..  No 2018-08-02 1:48pm  Investigati..  admin Download  Extracting logs for 10,5 Completed  com—

Global Auditing

Extract PCAP o invest..  No 201808-02 1:480m  Investigati..  admin Extracting PCAP for 10,54 Completed  eom—

Investigati..  admin Extracting PCAP for 10,54 Completed  E———

< vestigatl. racti or 10,545 ered e—
Live Services Investigati... admin Extracting meta for 10,545 Completed

Investigati... admin Extracting logs for 10,545 Completed  Eom—

URL Integration

vestigati..  admin Extracting logs for 10,5: Completed  C————

Context Menu Actions

Oo0ooooooooad

nvestigation
ESA Analytics
Cloud Gateway
Whois

HTTP Proxy Settings

NTP settings | Page |1 [of1 | I C Displaying 1-9 of 9
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Jobs
= | ® Resume @ Pause @ Cancel

1 Job Name Recurring | Scheduled Component Actio
¥ Extract Meta to inve... No 2018-08-08 1:48pm  Investiga... D *
] Extract Endpointstoi.. Mo 2018-08-08 1:48pm  Inwestigati.. D
[1 Extract Logs toinvest.. Mo 2018-08-08 1:48pm  Investigati.. D
[1 Extract PCAP toinvest.. Mo 2018-08-08 1:48pm Investigati... D
] Extract PCAP toinvest... Mo 2018-08-08 1:46pm Investigati... D7

1 r

View Your Jobs
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