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Phase 1 — Upgrade SA Server, ESA, and Malware
Phase 2 — Upgrade All Other Hosts

Troubleshoot
backup script
errors

Perform
Prepare Backup State
for — OK for Yes—|

Upgrade Upgrade

Migrate Upgrade Post
Upgrade

Tasks

Open Firewalls || Before each phase: 1. Back up 10.6.5.x Data. 1. Set up NW Server. Do Global Tasks.
for new ports. || 1, Create host backup list. 2. Deploy Same 10.6.5.x VM Stackin 11.1. |2 Set up ESA.
2. Set up SSH authentication. (Creates 11.1 base image). 3. Install ESA in NW UI. Do Core Services
Only do other || 3, Test for space. 3. Copy VMDK Files & Add to New VM. 4.Setup MA. Tasks.
tasks applicable || 4. Run backup script. 4., Retain MAC Address of Migrated VMs. 5. Install MA in NW UI.
to your 5. Restore 10.6.5 Backup to 11.1.0.0 VMs. || 6. Set up Brkr/Conc. Only do other
deployment. 7. Install Brkr/Conc in Ul. | | tasks applicable
8. Set up Other hosts. to your
9. Install other hosts in UI. | | deployment.

HRZT— B R—k ~DOER LVE HE

RSA NetWitness Platform 11.2I1ZB 95X 2 AL B 7335 & (ZIX, RSADWRZT— HR—k
( support@rsa.com) [ZEE LG HEIESLY,
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TITTL—FR G RRY

I;_etWitness Platform 11 2ICE T AIZIER DFRIERITLET , FRIIE. ROATIVZH FEEINE

° 7]:' —/ “)[/

¢ Respond
« Reporting Engine

ga—\)L
NetWitness PlatformZz& A 9 575 i% ©F A 9520 R—R UM R G, INEDRARIET T §5
WEIHYES,

BA91: a7 R—+ZHEEZBLTIPAT7o+—I)L Fi—+ZB <
RO (L, 11208 LLVEKR—+ T,

FEE AR TERVILARE TTYIIL— R BR B LGEWNES. 7YTIL—FRTISH LU
R—rZR T, TAFL TS,

NW ServersXk

NW7RRk NW Server TCP 4505, 4506 Salt¥RA— 7R—hk
NWHRZRk NW Server TCP 27017 MongoDB
EEJ)—HRF—3> NW Server TCP 15671 RabbitMQ & ¥ UI
NW7RRR NW Server TCP 15671 RabbitMQ & ¥ UI
ESARRK

NW Server,  ESAZS54<!) TCP 27017 MongoDB
NW Endpoint,
ESAtHIAY)

Endpoint HybridZF7fzIZEndpoint Log Hybrid

Endpoint Hybrid&7=[XEndpoint Log Hybrid NW Server TCP 5672  Awt— /AR
Endpoint Server NW Server TCP 27017 MongoDB
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F RTDNetWitness Platforma7 ;R—k (X, [RSA NetWitness® Platform& A HAKR | DI vk 7—24
T—FTOFv&R—b IFEVIIZER 8 SN TULVET , NetWitness Platform—ERET 7/ 7 o+—ILER
W9 5158 [21F5 B L TZELY, NetWitness Plarform Logs & Network 11.xDF NTOR FaAk
D—R L, [TRA5—B R | THERE TEFET,

R2ZX%92:10.6.6.XMadmin user®/\AT—K DEC §%

10.6.6.xMadmin userM/NRIT—RZFFEHLET . SO/ SRT—K [, 7VTIL—REFE T 35161
WHWETY,

BRYJ3: /etc/tstab TP WO NITTITOAE B

Jetc/fstabDTPAIET RTHOVMMSA—hHIL (NI 7T RANF=[FVE—F <2 2) 120
E_L/ gsj-o

FEZOTAAIUL, VMIZH SRR L—CFB YOV AR IR E TY,
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22%74:10.6.6.xT/\RAT—K D & & & DF T IRWIAD AN IE->TINDEERE R

10.6.6xTIEE]> [EF)T4]1 > [BREIFTD/\RIT—F DA E 1 o3 DF IR REA

ISLTHEWEIDBYET, 7705 & (. EZE M I2IBITINhELFA,

%5; 0397%?5% 7L, 10.6.6.xD[/\RAT—K OB& [E 1 023> DF oI AN T2 TWNA I EE

E%.]\ l/ o

1. Security Analytics 10.6.6.xT. [BE]> [tF¥a)7c] > [BREIZTDIEISEAFET,

2. [1NRI—R & E 103> DL & T DE Bl DF oI I AT R TAUNLE TSI ELTE
BLET, AUNIHLSTIVEWME S (X, AVICLTIER1Z2 )L ET,
ROHTlE. TRTOFTVIRYIADNA VN STONET (112127 YFIL—K $5R11210.6.6.xT
Wh7B) o

P Administration & Hosts 8 senvices

settings External Grou

Password Strength

|
|
|
|
|
|
| Minimum Required
|
|
|
|
|
|

E Minimum Password Length 3 > Characters
[# Uppercase Characters 0 o Characters
: [V Lowercase Characters o Characters
i [V Decamal Digits 0o & Characters
: ™ Special Characters o £ Characters
| (MQ#SWARS_+=" 000", 2N)
: M Non-Latin Alphabetic Characters 0 4 Characters

I
: [# Password May Not Contain Username

B
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| |

. ]
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Respond

4245 Domain ] F/=I&I Domain for Suspected C&C1ZF AL & IL—IND— B &
AR

IL—ILEIVEDR OYFEHY YA T, — B & O Tl Domain] F7z[E Domain for Suspected C&C J
%{% A L f=Incident Management#ft & JL—)LAVEL\OVE 38 L T Y, NetWitness Platform 11.2TI&, 11.2
[ST7YTIL—R LIzRICCNODEHEBEEMTEIBLELIHYES(T7VTIL—FEDIRI1D
[Respond | 202 avES ),

UTDOFIETEREN—INEERLET.

1. Security Analytics 10.6.6.xT. [ Tor] > [HBR]> [ME -] 2TDIEIE A, —EE
HERTIDEOITIL—IERELES,

2. [—B&H 1ty a T, £HOFOYTEIY )RR His[Domain] EF7zIEX[Domain for Suspected
C&CIZEERLTLDEDATELAMELFT

M Incidents 4-Queue | MAlerts | E3Remediation = %Configure
Aggregation Rules  Notifications  Integration ~ Retention Scheduler [ NDRC LA
Enabled 4
Name* Verify Domain for Suspected C8C field
Description This rule match Conditions for Domain & Domain for Suspected C&C in rule builder
Match Conditions* ® Query Builder O Advanced
Al of these |+ Add Condition —- Add Group
Domain ~ isequalto ~ -
Domain for Suspected C8C  ~ | is equal to ~ -
Action ® Groupinto an incident O Suppress the Alert
Grouping Options* Group By Bt °
Domain for Suspected C&C &
Time Window: 1 H
Incident Options Title ${ruleName} for ${groupByValue1} @
Summary
Categ
Assigy
Priority Critical so
B
Medium <
ove sider
v v v v
10

| @ English (United States) | GMT+00:00 | 10.6.5.0

3. BRETHEE (. )L—ILE & [Domain] Ffz[E[Domain for Suspected C&Cl%{F 9 554
DERCEREFOEZED) ZRLHLFT,
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AR96: TR EDORITHIRMZ246 M LL £ IR T

Security Analytics 10.6.xTI&, T—2RF DX 1T FH IR O /MEFFvoshFER A, 11.2TIE, 72
EH24F5 [ LL £ ORI TRIT I 55 F s B MmEnELf=, 11.2127YTIL—R 358 COfE
H2485 [ 2K it D5 & . Respond—ERIEBH IR S FEE A

11.21Z7vFJL—Fk L1z [IZRespond H—ERDFA I8 SN D LS. RDFIRVETE T LET,
I. Security Analytics 10.6.6.xT. [EE]> [Y—EX]ITF7I/EALET .

2. Incident Management—EXZE R L . #c > [RER]> [THRTA—SF]IEHERLET,

3. Incident Management®D[ TVRXFA—F]E1—T. Service > Configuration
> dataRetentionConfigurationlZ7PtEALET,

4. FrequencyInHours/\oA—2HR4LL £ THAHAEEHRLET,

A Administration ©® = Hosts £ services N\ Event Sources W Health & Wellness 2= system & security

- Change Service | SA- Incident Management |  Explore

com.rsa.netwitness.im/Service/Configuration/dataRetentionConfiguratic~  SA - Incident Management (Incident Management)

= SA - Incident Manage...

rmrrecgerres = [ExecutionHour 0
[notificationEngine alid true
Clroles Enabled false
[Odatabase FrequencylnHours 24
[TintegrationMessageBus RetentionPeriodinDays 90
[TruleEngine

[OnotificationSettings
[reporting

sl
[JdataRetentionConfiguration

B[ status

[l 2 Ll

Security Analytics 2 admin | Last login : Tuesday, May 15, 2018 11:33:56 AM UTC | @Enghsh (United States) | GMT+00:00 | 10.6.x.x
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Reporting Engine

(AT av) BRI 54 88 R L—2 DU R BR

Reporting Enginel 24} & Ak L—( LiR—b & $# Fl (DSAN( Storage Area Network) EfzIENAS

(Network Attached Storage) % &) BME B SN TLDIH & (L. ROFIEERITLTRANL—D D)L 9%
BRI DM ELHYFET,

ROFIEEERITLET,

e /home/rsasoc/rsa/soc/reporting-engine/l&, Reporting Engine Dih—Ls T4L IR T,

1.
2.

/externalStorage/l&, HEBRL—U DRI RAUETT,

Reporting EngineMRAM [CSSHTHE#EL . root DRRFEFEHMTOIIULET,
Reporting Engine—EXZ{E L LFT,

stop rsasoc re

. rsasocA—HIZHIYBEZFT,

Su rsasoc

Reporting EngineDik—L Ta4L IR JIZHEEBILET

cd /home/rsasoc/rsa/soc/reporting-engine/

NEBANL—F IOV LTzresultstore TALORUD) U HEEEBRLET,

unlink /externalStorage/resultstore

HNERRNL—UF VI LT formattedReport s TAL I DY OB BRLET,

unlink /externalStorage/formattedReports

FUIIL—F & g 2XT
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1NV TEIR

Security Analytics 10.6.6.xA¥MNetWitness Platform 11.21Z7v7 7L —F § & # DATYI 1L, 10.6.6.x
D RTOHRAS DR RT3/ \WITVI$HIETT,

FE 1) ARALEEBAE 77 ILEIUZEDM T RTHDCA(FREER ) 771 V% /root /customcerts
THIVEIZRE L T, oML E I710ILAE E 2/ 3o T VTS5 LI TS, ST/l
IEITEE B SN TLBDHRELEE A E I7 U, 7YTIL—F R IZB BMICURNTENET, 11.2
[Z7YTIL—R L1z, . hRALFEBAZE J71 UL /etc/pki/nw/trust /import|ZEE B SNET, =
NEDTFAIL BATDINITITDFMIZDONTIE, [T ATORRS 34 TIORTYT1ES B LT
280N, 2) NPV TERIR T HETIC, PKI( AR ER) DR EZEMICLES,

AR ROY—ERIL, 10.6.6.xD/ NI T7VTELVTYITL—F TOEXTEHYR—ShFEE A,
- IPDB

- All in One H—/\

- Security Analyticst—/\_E [Z# 77 9" HMalware Analysis

- RAUR A2 MWarehouse Connector

- Warehouse Analytics( Datascience)

RDAATDRRN ., 1\ T7YTLT, 7YTIL—F hIZBERIIZURN 7T HIENTEET,
o Security Analytics Admin Server

o Malware Analysis( RZF 7AY)

o Archiver

o Broker

« Event Stream Analysis( Context Hub&Incident Management7—32R—X%& & 1)

o Concentrator

o Log Decoder( B—7#)LLogCollector&Warehouse Connector( f AR —)LENTWNVDIGE &) EE D)
o Log Hybrid

« Network Decoder( 1> Ak —)LEN TS5 & (&, Warehouse Connectorz & £5)

o Network Hybrid

o Virtual Log Collector

aﬁ;g); _;_( TOI74IUT, BB/ NI TITENFET A, TYTTL—RRICFE TIRN TS AL EA

o PAM#E R 774 )L: PAMIE B J74 IWVEURN 7T DA EIZDWTIE, T 7w IL—R # DEII1D
[oB—/ L1933 BT RAY5: 11.2TOPAM( Plugable Authentication Module) D 48 AL | %
S LTSN,

e /etc/pfring/mtu.confBkW/etc/init.d/pf ring: CNLDITFAIEVRN 7T BIZIE. FE)
TI7AINERET DB EIHYES, /etc/pfring/mtu.conf 77 UL
/var/netwitness/database/nw-backup/restore/etc/pfring/mtu.conflZ,

/etc/init.d/pf ringZ7PAJUE/var/netwitness/database/nw-
backup/restore/etc/init.d/pf ringllBRE INET , CNoDIT7AILE)AN 7T EHAEEIZD
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WTlE, T Py IL—F # DEX 1 DNIN—K 97 EBRD | 723 ZHhbl (AT av) R
2:10G DecoderMI74 JLDAR 7 1% BB L TFEELY,

RO L, KRR DI\ TVTERITTRE2RID7O0—DBE B4R LTLET,

Check backup

Cremzza st Set up requirements Check for Back up your

Set
e hosts to back

external host. authentication. for specific adequate space. host Systems.

up.

types of hosts.

RDEI AT, INEDZARIITOWTEHRBALES .

RRY: T7A WEINSITVTS BT Ds} BB RRS Dtvk 79T
BR2: 1NVI T TS BRI DR DY R

BR3: 1\ T VT RAR EB—/F bk RAR D TOFR EE DF% TE
BRY4: 4% T DA TDRRS DI\ T7ITE 4 OREER

RRY5: INITYITR DTARIBE DF TV

RR96: KRS L RTLDINYIT VT

INVITVT% DRRY

BRI : TP IWNE 1 I TYTTBHI=D5N B R Dk 7vF

D74 WD T VI E R T B0 ERRNF s 7vTT 20 B HAHYET , ZORA [FCentOS 6%
= 1TL. Security AnalyticsD%& 7RAN [CSSHTHE i T2 B HHYFET,

:I( 7??' WDINVTTYTI2H BB AR R %4E B TEELME & [, RSADWRZT— HR—k IZEELE D
LS,

A} ER TR AR DS/ NI TV T 3 R DY AT LDRAN 2 %, DNSE=ld/etc/hostsTPAIUZKYARIR T
THEEERLET,

NPT 9T, CentOS 6 COHARERIT I AELIFZ TSN TULET , /\woT7vT R9)T+
[X. CentOS 6MDYL U TEITTILELHYET,

/
8
/

W TYTH IV DODODRYY T HBE T ENFET . RSA Link( https:/community.rsa.com/docs/DOC-
1514) hs, RDVUT (nw-backup-va.1.ziplh &) && Lzipd 7/ ILEFXHO—K L. CentOS 6D
W7V DATLIZOE—F BB HIHYET , zip 77 IVEREL T, RAOVTNZTORALET , X

DAVITRHE EFNFET,
e get-all-systems.sh:all-systemsZ7AIEERLET . COT7AIUIIE, 1\WI7VTF BTN

TMDSecurity Analytics—/\ERRN S RTLD—E NS EFNFET

FEERRETRTTYVIIL—FREERITIZEE L. EARBEOTANTORRNE.2127YTS
L—K 3 3%ET. all-systems 77/ ILDVYRE— IE—% R EZELTHEFT, BEETFTlE. &
FIINW Server&7vIIL—R T2 BHIHYET M, 7VITIL—K % ONW ServerDARL—
T4 AT LIFCentOSTIZE: B8, get-all-systems.shZx B EETIRHIEETEEE
Ao

N7 IITF R 22
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o ssh-propagate.sh:/\WITPVIXH R DL RATLE/NNVITVT KA VATLEIDXF—HEEZEH
EL. 7\RT—F DA H 7OV T I EH R RSNGEVKIIZLET,

e nw-backup.sh: RRR DI\ TV TERITLES,

o azure-mac-retention.psl:AzureZ{E L TL\AIG & [COAHLE T, FMICDOLTIE,

[Azure B A H41F 1%5 BB L TFZELY, NetWitness Plarform Logs & Network 11.xDF XTOHK Fa
A D—EIE TYRE—H R THETEFY,

3 1 10.6.67KAR T, /N—23210.6. XD\ T YT E)ANT ROV TRE#BEIERA LTSS & TH, C
CITYRRENTNVBDTARTORY )TN EE T TR ELIHYET,

B E O\ T7 YT Tldnw-backup-va . 1. zip F7AILDAD) T+ % B LIELTLESWLY, This
DAZ)TRIE, 10.6.6.xH511. 2~ DT YT L—R E BRI TWET,

F N\ TYT ZDVTR &L STIGD/ N\—F =2 0% A Shi=rRRs DT—48 1\ 7T aHHR—kL
FEA.
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BRD2: 13997 VT T HHRA DYRF DIE B

T7AINEINITYT T B=OIE BT EHRIVTRE, all-systemsT7A)bEall-systems-master-
copyI7ANES B LET , INoDT7AIUZIE, 1\ TV TF BRAN DURRDE FNET, all-
systems-master-copy Z7AL UL, TARTODHRAF DYRRHE ENTLVETS , all-systems 7L
(&, \woT7vT v ar TEE RSN, B E DYl ar T\ TYT T BRAN DHNE ENET .
NBDT7A )UTget-all-systems.shARYYTREERITLTERLET, RSATIE, —EITTATO
RARZE/ NI T VTS BDTIFEL TI—TNZR T TN TYTTHILEEHELES , 1 \voTvT 2y
LAV THRINDGRANDIERF T —TE. RORITRLET,

1
SA Servers
SA Hosts
Malware Hosts

Concentrators

_.:'I_
Log Collectors, VLCs, and Decoders
(includes Log and Packet Decoders)

& 1\ T7VT a3 TIEHRRNESE ISHIBR L . 1\ T7vT I74 VA OTARAVMEEHF B L7
FIILFEF . all-systems-master-copyZ7AINES B LAIS, /\Wo7vT i av A Dall-
sys%?ms77’f)|/§'ﬂzﬁib$3'o all-systemsZ7MIVEFENTHREL . R DHRANHE EFNdLOIC
LF9,

all-systems 77MILELUall-systems-master-copy 77AIEE KT BT, ROFIEZETL
F9,
1. 1\YIT7VIEERITTEHRANT, ROATLEEFTL. get-all-systems.shAYYTNEEITH
BEICLET,
chmod u+x get-all-systems.sh
2. rootbRJLT, get-all-systems.sh AT ERDELIIZETLET,
./get-all-systems.sh <IP-Address-of-SA-Admin-Server>
RARZEIZIE, KRS D RATLD/INRAT—K DA AERHLNFT,
DA )T hlall-systemsFT74M )b&all-systems-master-copy 774 JLE
/var/netwitness/database/nw-backup/IZRFELET,

N7 IITF R 24
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3. all-systemsZ7AJbéall-systems-master-copyZ7AJUZ, IE LLVRRAN NE ENTLVDZ EF
EELET,

4. INVITITL WO RTLDHNE FNDELD. all-systems TPMIERELET, all-
systems-master—copy J7AINES B LEHAG, all-systensT7AIVEITAR(vitd &) THE,
INGTITU WO RTLDHEEOFIICEBLET . /\wI7YILALVERRN EaAVE 7ORT
BIEHEWRLET (/1 \WITYILEUVVKRRNDITDEEE I v—TEE B (H ZE M),

R OB TIE, 10.6.6 Security AnalyticstH—/\&FaAk 7oL TWVET,
loghybrid, loghyb,172.16.0.1,45fe9del-1a82-49d7-9bbl-7ac5fal1d18d8,10.6.6.0
#inwserver ,nwserv1l06,172.31.255.23,67a9%9a0eb-1300-4fba-838f-

Tbe4d8cf5e65,10.6.6.0

F ViR I AE AL, all-systems T7AILAD/N\REWL T 18 FE L TSN,

all-systems-master-copy Z7AILODHEIZLL FITTRLET,

nwserver, my-nw-server,10.0.0.1,af922b9f-cd61-49cd-afdc-a48e558cec3e,10.6.6.0
archiver, my-nw-archiver,10.0.0.2,a65c1236-5e46-4117-8529-8ea837074bd0,10.6.6.0
concentrator, my-nw-concentrator,10.0.0.3,dc620e94-bcf5-4d51-83fe-
c003cdfcd7a6,10.6.6.0
esa,my-nw-esa,10.0.0.4,8b608c0d-a7£9-40c0-baee-8407dec774ab,10.6.6.0
logdecoder, my—-nw-logdecoder,10.0.0.5,c8beb5d45-el9%e-4a8d-90ce-
1cb2fe60077a,10.6.6.0

malwareanalysis, my-nw-malwareanalysis,10.0.0.6,2edc9585-7081-48c3-8f8c-
e0d02aal0a2fd,10.6.6.0

packetdecoder, my-nw-packetdecoder,10.0.0.7,a8£2£574-3dd0-4b65-9cf7-
d8141b78a192,10.6.6.0

vlic, my-nw-vlc,10.0.0.8,3ffefc4e-0b31-4951-bb77-dea5869fa98c,10.6.6.0

broker, my-nw-broker,10.0.0.9,0b65e7ce-61d5-4177-9647-c56ccfb0£737,10.6.6.0

UT & WO\ 7v7 yarTER T 5all-systems 774 JLOFI T, Security AnalyticsH—
7\, ESA7RRL . Malware Analysis?R Ak D&Y ST VTESNETS,

nwserver, my-nw-server,10.0.0.1,af922b9f-cd61-49cd-afdc-a48e558cec3e,10.6.6.0
#archiver, my-nw-archiver,10.0.0.2,a65c1236-5e46-4117-8529-
8ea837074bd0,10.6.6.0

#concentrator, my-nw-concentrator,10.0.0.3,dc620e94-bcf5-4d51-83fe~-
c003cdfcd7a6,10.6.6.0
esa,my-nw-esa,10.0.0.4,8b608c0d-a7f9-40c0-baee-8407dec774ab,10.6.6.0
#logdecoder, my-nw-logdecoder,10.0.0.5,c8be5d45-el19e-4a8d-90ce-
1cb2fe60077a,10.6.6.0

malwareanalysis, my-nw-malwareanalysis,10.0.0.6,2edc9585-7081-48c3-8f8c~-
e0d02aalaz2fd,10.6.6.0

#packetdecoder, my-nw-packetdecoder,10.0.0.7,a8f2£574-3dd0-4b65-9cf7-
d8141b78a192,10.6.6.0

#vlc, my-nw-vlic,10.0.0.8,3ffefc4e-0b31-4951-bb77-dea5869fa98¢c,10.6.6.0
#broker, my-nw-broker,10.0.0.9,0b65e7ce-61d5-4177-9647-c56ccfb0£737,10.6.6.0

ST a—T1 TR

e all-systemsZ7AJl&all-systems-master-copy 27 JILDAE—ZFR £ HIGFTICRTFELTHE
F9 . LT O EFIE (THE oTZELY,
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e all-systems-master-copy 274 JULHR E LA LTS,

o all-systemsI7AINEERHN—DaAERTEEE (BRI TVT 23 sz=ER/TS
BEEE) . BE/\WITVITTBHRRANDHEVANTEB ML, ZOM KRR (FaA s POorT 5
FIITLES, FEMITDONTIE, T3\ 7 VTR AR 155 B L TEEL,

e get-all-systems.shAPUTPEETHITADUL TWSHRRAN D RTLLSHDIGEE . RVUTH
(X, EH|HAR DOHOSEVVHRRNDURREERR LET . RVUTEHASE T L. all-systemsT7A LA
ER SNz, all-systemsT7AIEFHTHREL. FEL TV HRANDIFERZEMTILE
NHYET,

o get-all-systems.shAPTrIE, Security Analytics 1—H 4L ATT—XRIZTE & SNi=7RR DY)
AREERLET , TARTORRNEF—ERNE E TV RTLIZEMSIN TSI LEFHERELET,
E&ICTVATLISEIM SN TUVELRRR OH—ERNSH D15 G . TILIZ/ \WIT7vTEShFRE A,
RSATIZ., KA BEUH—ER%FSecurity Analytics AT AITIB I T 5EE(2IE, EFITEMENDS
&I, Security Analytics 1—H A AT71—REF AL TEM I HIEEHELTLES, f=FZL.
A—H ARV —RITE HEINTUWELVRAN F = (FH—EXDH D15 A (. FE)Tall-systems
T7AIUZEEMT 2 BELHYFET,

o get-all-systems.shAZUTbIL, & (. Security AnalyticsH—/\DURK ZE FNBL AT L
&R EBEGEREMG CTELVATLOM OHEEZHELETY (FREME TELRL/ —FIDFE:
(TP RT L DVAN DR R ENTIG E (L TNODVRATLIFE THIE, TNLDH—EINT N
TEITH THAHIL. Security AnalyticsH—/EE LGB E L TLSIEEHEFE L FET . (Windows
Legacy Collector®&f=[XFAWSISK CollectorlFall-systems 77AIJUTB I SN LM =8, F—H
DR R &L B REE HBHYFET . Chbld, FEBI Tall-systems TP JUTB M LEWTEELY, )

o all-systemsZ7AILODWE X MIE LLELME S . ROUTREEKBLFET, LR I1E, KRR TURY—
DRETE ITR D IEAR—ZDHDIGE . AVVTEER B LET,
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BRY3: 15997 F RARS E8—H vk FRA+ DR TORR EE DX TE

RSATIX. ssh-propagate.shARIVITREEITL., /\WI7VT KRR EFRRL AT LOB OF—HH
EEHEIETHIEEHELES,

F I\ RIL—ATRESNSSSHX—DHDE S . ssh-agentZFE AL TR ZETH TEFT, 5+
HIZDULTIE, ssh-agentDIY=aTIL R—U%FS B L TS,

RDBRYERITLT, 1\ 7vT KRR EF—4 bk KA DR FR ELET,

1. 1\ 7YTRONERAN D RTLT, ROAYUEEEITL Tssh-propagate. shAYTREE
TRTREICLETS,
chmod u+x ssh-propagate.sh

2. Jb—b TALORITRODATREEITLET , <path-to-all-systems-file>[Fall-systenms

T7A IR TF SN TS TAL IR IANDINRTY,
ssh-propagate.sh <path-to-all-systems-file>

3. RRRZEIZIE, SRT—R A DZEROONFT A, /NI 7 VTH IR YR LA 51§50 B (345
TYFET,

BRD4: %5 & DFATDRRS D/ \wIF7VTE - DR

1IN T fE B 7%)all—system577’f)|éﬂ5 BLT=%&. 1\ 7YTERTT BRI, T7A/IUZEE
B SNTARRAR DWVTNNZE B OB H AVEULHDER T2 EHHYFET

FRTOHRRS 247
FARTORRE 84T T ROFIEERITLET

1. Security Analyticst—/\E T, hAZLIEBAE I71ILEM DT RTODCA(RELRD) 771V %
/root/customcerts7AIVFICERE L. CNODEEBAE J74/ ILHKE R IZ/\WoT7vTENb L3I
FI . COTALIMNICER B SN TVDHRILIEAE I71)UE. 7vTJL—R R ICEERICUR
F7ENFET, 112ADTYTITL—K %, HRFLFEBAE J74)Ud/etc/pki/nw/trust/import
[CREESNFET,

CASEBAE LX—IF. B E DRIATOY—/NFEY T D7 EDE 14 w4 15 557180,
OpenSSLZE{# AL TIFESFLER K ITE M TEFT, 1zEX (. Apache T F 9 HPEM 71 JLE
PFX(PKCS#12) 774 JUZZE #: L, TomcatXPIISTHE B TEET, I7/IIVEE T HICIL, SSHT
Security AnalyticsH—/NZHERE L. R DOAATITR L TR DATR EEITLET,
DERZ7AJU( .crt .cer .der) ZPEMIZZE #2

openssl x509 -inform der -in certificate.cer -out certificate.pem

PEM 774 JUVEDERIZZ #

openssl x509 -outform der -in certificate.pem -out certificate.der

PEMGE BA 8 D741 JUERS B T—%PKCS#12( .pfx .p12) [TZE #1

openssl pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in

certificate.crt -certfile CACert.crt

W XL A E£E OPKCSHIZT74 U .pfx .p12) ZPEMIZZE #

openssl pkcsl2 -in keyStore.pfx -out keyStore.pem -nodes
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FRDISSGA—EFETORIZEMLES,
—nocerts'ix_ MEBX—DHEEBRLET,
-nokeysl&, SEBHE DAEEHLFT,

2. CentOS 7[CHE H #& IZVAR 73 B1=6IZ, CentOS 6 TIT o1=F RTDHRZLAE B (] : K54 /3DH
AARAR) #F B TR EHLET . CentOS 6~NDORALIE R (X, B M/ o7V THURRTHE
hEEA,

MongoT—43_R—ZADHHESATRAL

T A4 D10.6.x MongoT—RR—RAD/NAT—K [Fnetwitness TY o CONRT—REZEEL1-5

B 1\WITVT ROVTEDETHRICIS—HEE T IR BEEIHYET . /1 \WI7 YT THRA LMongo
T—AR—R INRAT—R % B9 5h. F=lX, 7\RT—K ZnetwitnessIZRE L Th¥onw-backup. shA
DTN EEITTEET,

1. MongoT—3R—X /\RXT—K hinetwitness THIM. FIFEBEINTLSIHEREZELEFT,

2. ZEINTULVSIE S . netwitnessIZR M FEEB SN/ \RT—RZEIEL THE. /W0
FYIH(CA B TEDESIZLET,

Decoder, Concentrator, Brokeri kR : T—43UR & L4 51 = 1E

[T RTORAS B4 71 TR T BR2RTIZHN A . Decoderis Ak . ConcentratorsR Ak . Broker 7R A (Z
DT, 1\ T7VTFTBIARTDVARATLTCT AN EELEHFEIELFET, FIBIZDOLTIE, Tt
3B TN E LE T DEIEEER 1ZS B LTS,

LC(Log Collector) &VLC( Virtual Log Collector) : prepare-for-migrate.sh®ME T

AR COFRIIEATNEER LT 5180, IWE TELVARUNER/DRIZT HL57VTIL—F
DERANZETTIDLEAHYFES . COAMFSEEE SN TS/ NI TVTETVTITL—K DERIIZ
WOT. CODBRIEE T LET,

HIT 12 & 4

LCEVLCOTYITL—K DERET BRI, RDFEHHALETY

o LockboxMLCEVLCTH) EAE SN TULVAIH & . LockboxMD/\RT—R ZBE L THWL B HAHYFE
9, 7YITL—K %12, LockboxZB R T2 ELNHYFET,

e RabbitMQ®D1ogcollectorA—HDNNRIT—FEHELIZZE (X TVIIL—FRICBERET
B=OIT\RT—R ZIBEL TEWM ELHYET,

FYFTL—F D=8 DLC EVLC DHE

RORARYEEITL T, 7YFTIL—K 9§ %Log Collector&Virtual Log Collectorz# fis LET

1. Log CollectorlCSSHTHAI AL ET,

2. ROARNEERTLET,

# /opt/rsa/nwlogcollector/nwtools/prepare-for-migrate.sh --prepare

COaATUR (TR DA IB ETULVET,
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o Puppet Agenth—ERFZF ILLFET,

o Log Collector|lZA% 77/ )VET7YTA—K 3 5=0OIfE R T 5774 VR E THIUk(Tsfipl 21—
H&lupload ] T I—T DG RTHDI—H) #E&h L LET, B T7A UL, Log Collectorh’11.21Z
TVIIL—R ESNBET, AUk Y—RIZEFEINET,

+ Log Collectort—EX E TFRTOIRETOFLEEELET
o TSTAY PHYIUL ERADBIMQ T I IV DURRNE R FELET,

o HLWAARUNDFEITINENES, RabbitMQU—/N\FE KL LFT , 2 aN)LrLog Decoder
Event Processor’i ED., Fa—ITB Fof-A Xk Dconsumerld, BI{EE#HETELET,

o Log CollectorMFa1—m T TR HFETHFHELET,
o Log Collectortt—ERZEZ LLLFT,
o Log Collector®IE & [T7YTTL—F D g INCTEI,ERTI—h— I7MIVEERLET .

rSTNa—T1oTHEH

prepare-for-migrate.sh Z?')jol* &, ROMIEBZEITULNET,

o BR.EE. I Ave—CFaDY—JUTEELET,

o tviay O45% /var/log/backup/TALIMIZRELET,

RDIF—WRELEGE L, IS—EBEL. EHFEERIIDEIDYET . XEMELGS S
(X, RSADRZT— HR—k [ZHBR WE HELEEL,

« Log CollectorMFa1—[ZA RNk H%% 5TULVHDIZ, ConsumerH' R DHBLELY,

o Puppet Agentt—E X% {Z IL TEXLY,

+ Log Collectortr—ERMYL 5L T Ok 2)VE(E IE TELLY,

o RabbitMQHY—/\ADA XU A B ETOVITELLY,

o Fa—ATBFEINFARNIENIE TEGOD, LB (TFE ADDW T ETND, RIVT [FARUE
DIE DT T HERZEFETRITLES . EEORT DR, 300 RI—TLET,

o Log Collectortt—ER%{= 1L TEALLY,

F ST a—TA T DFEMITOVTIE, TF8RA: FSTNa—T40 155 B L TEZEL,

Web Threat Detection&®¥ft & . Archer Cyber Incident & Breach Response=7=[&
NetWitness Endpoint:®Dif & : RabbitMQ1—H4 £/ \AT—K D— B R R

11.2.AD7YFJL—R & [ZRabbitMQDI1—H FHIU L FJRL 7 TESDELSIZ, 10.6.6.xDSecurity
Analyticsth—/\ 7RRk T, RabbitMQ®DF NTDA—HE &/ \RT—F DYAFEER 1§ T 5 B hHYFE
RabbitMQD1—HE &/ \RT—F YRR EER 1§ § BIZIE. ROATKREEITLET,

rabbitmgctl list users >> /root/rabbitmg users.txt

RabbitMQD—H FAIUSEVRN TS BIZIE, [ PTIL—K # DEXT| DI BR2: Web Threat
Detection, NetWitness SecOps ManagerZ7=[ENetWitness EndpointED#ft & DF=HMDSSLAE B 525 D
BRES RL T,
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Bluecoat 1Rk Y—RX

Bluecoat ProxySGA Nk Y—RTlE, FTPSZOkaJLAE AL T, B4 I74JLELC( Log Collector)

KUVLC( Virtual Log Collector) [ZPYTA—F LEF , 1Rk Y—RIZE T HR Fa AN, LCH

FUVLC L TVSFTPDH—ERZE R T AHF IBMR H I TLET,

o F—EFRNI0.6.6.XD/root/vsftpd/ TALININFETIEE .. /1\WITIVTEFIVIRNTEINE
T, F—ERIGNDIEHIHIIBEE . FET/\WIPVTELVIANFTIHELHYET,

o /etc/vsftpd/vsftpd.conf I7AILHN0.6.6.XITFE T HIHFE . T71 U \WIT7VTHELWIRE
TEINFEI,

BR95: 1N F VTR DTARIE &’ DFy

[TAN 7TV JISR SN TNt ATV ER EL T\ 7YT RYUTNERITT HE, 137
TV MR TARIBEBEWHR TEET . RVVTME, RRIT7AINENVITYTLIZY, TTD
Y—ERZE L THLELREITTEETY  RSATIE, TRTOT—HZRE TEDLIIC. COFIEZERE
FTLTIYWITYTRITH DB TARIBEN DA LEHE R THILEHELFET,
ROBRVERTLT,. T R ETARIBRENHI LR LET,
I ROARVRERITLT, /W7 vT ROVTHERITAREICLET

chmod u+x nw-backup.sh
2. Ib—k TALORY LRILTR DAY EERITLET,

./nw-backup.sh -t
H A, 1T VT I BIETARIBENR RINET,

3 TIAILTIE, . /nw-backup.sh -taAVUKR (E-dATLavTEITEINFET, =12
L. KVEHBT(RIBREEMYIMEGE (X, -DEIEEL., -aATLavsrLE2ETE
F, -DATLAVEFRE T DE 1TV I B BIETARIBE N RAR LR RS
NFEF, L. REFERARELGTIRIBRERIR TINFLA, FHARLGREN
RBYBWME S, -DATLavEI5—5RLET A EARRAN L DERA AT EEG B = %40
Y=L & X, df -havUREERTLET,

ROE &, -cATavaERALIZH Ol ZRLTOET,
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e required for

BR96: 1 RAE L RTLDINITYT

7T ZOUTRER T LCRIRIZ S TYIT BRI, + B RTARIB B HBE_EERRLE
Tooﬂ'\ZI‘ %/ “777“)776(}(;(3& AT aUFIRE L Tnw-backup.shAYJTREETLET, 2D
ATavlE, 12ADT7 YT TL—R A TY,

FERVUTRE RITHRICH—EREF UL LES, 2L R BRI E X RVVTRERIT TSR0
[CF &) TH—EREZ L TEFET,

INSITIT RDVTE DEITEIC, ROEVAVTHRATEIFTaVEEE TEFT,

ERA&E

./nw-backup.sh [-u -t -d -D -1 -x -e] <external-mnt> -b <backup file path>

— AT

-u : This option is required for upgrading to 11.2. Enables the upgrade flag
to run backup for upgrading to 11.2. It also enables disk space check (-d),

backing up reporting engine reports (-r) and stores backup content locally (-
1) . Default: (no)

-d : enables disk space check in 'fast' mode (quick estimate of space using
uncompressed data) . Default: (no)

-D : enables disk space check in 'full' mode (estimate of space using

compressed data, ~10X slower). Default: (no)

-1 : stores backup content locally on each host (automatically set if -u is
used) . Default: (no)

-e <path to mount point> : copies backup files of all devices onto an external
mount point. Default: (/mnt/external backup)

-x : move all backup files to an external mount point. Default: (no) - COPY
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-b <path to write backups> : path to the location for storing backup files on
a backup server. For upgrading to 11.2, please use the default location!
Default: (/var/netwitness/database/nw-backup)

F:T7VIIL—R (-u) TR TIE. /\WIT7vT INREZE B LTS,

FE:-uA T AV TN TIVTERT T HE, TATOY—ERAMRIELET /W T7VIDETHRD
B E5=10.6. XTIV EFE AT AL ELNHDIE FIE. 10.6xKANE)T— L, H—ERZBRELE

o

BT TUYRRATY Y

-c : back up Colocated Malware Analysis on SA servers. Default: (no)
-i : back up IPDB data (/var/netwitness/ipdbextractor). Default: (no)
-m : back up Malware Analysis File Repository. Default: (no)

-r : back up Reporting Engine Report Repository (automatically set if -u is
used) Default: (no)

-v : back up system logs (/var/log). Default: (no)
-y : back up YUM Web Server & RPM Repository. Default: (no)
-5 : If set: DISABLES back up of SMS RRD files. Default: (not-set)

-C : If set: DISABLES back up of Context-Hub configuration and database.
Default: (not-set)

-E : If set: DISABLES back up of ESA Mongo database. Default: (not-set)

FAN A Foav

-t : performs script test run for disk space check only. Services are not
stopped and excludes execution of backup. Can be combined with (-d) or (-D)
and other flags. Default: (-t)

a2k Dfl
./nw-backup.sh
%_0):17‘/ RKl&. ROUTH B B OAVF—IZR ESNTWNDA T avE# R L T/ \W7yTERTLE
R ol

./nw-backup.sh -ue /mnt/external backup
ZOATUR &, RYYTMFEE LT/ \woT7vT 4 \X"a_'—ﬁ AL, XROFTavzERALTRE O/
TUIERITLETS

-u : enables the upgrade flag to run backup for upgrading to 11.2. It also

enables disk space check (-d), backing up reporting engine reports (-r) and
stores backup content locally (-1). Default: (no)

-e : Copy the backup files to external mount point, mounted on /mnt/external
backup

For Help: ./nw-backup.sh -h

RAYUTE DEFTEFIT, ROTFRANDRYYT DL E ISR RENFT,

N7 IITF R 32



REBRRE FYTFTL—K HAE

3E®E :RSA nw-backupRIUTR L, ROVTH IR ESNI=ATLav(CE DT, B I771IL,
T3, BXUATEINAITYILET , 15TV T T74 eI\ T7vT H—N\IZRFELIZY, o>
b 7Rk (USB/NFS/SMB) £ D4t 88 A L—U (28 By F = (FaE—L 1Y, 2—7wk "R IR £
[SOE—9 5=DATLavzE=FERALT, A TOVEERLET,

CDINITYT ZRDVTE & R DIN—232 DSecurity Analytics THR EE SN TULVET

10.6.6.x

CDRI)JIREMDN—ao CERALIZEE . BELEERAZONG LA BEEABYET . F
Tz« RSADRAY— YiR—h TIEHR—b TELZ VA BEE ABHYET

3 1 RSADMR L TUVEWT RTOHRRL T7A )by ZRDVT . cronPad, BLUZDM DEE %
;74}[;{—/ WOTYINZE HBIZIE. /root. /home/'user', Ffzld/etcllBRE THALEIHYE

RRR &NV T VTS BITIE ROZRVEETLES,

. all-systemsZ7AIUINNVITYTS HRAN DHDNE FNTWAILEHER LFET, FFHITDONT
(F. TBRD2: 130 T7VT$ HRAR DA DIE R 1%5 BB L TEELY,

2. ROARNEEFTLT, 1\Wo7vT ROYTEETRIREICLET,
chmod u+x nw-backup.sh

3. L=k TALOR) LANLTROATRERTLT, /\Wo7yT TOeRERIBLET,

./nw-backup.sh -u

FE 112207 YT IL—F BIZTFAIHIE LKURR TSNDED, -uA T aEE A o BN
HYVET, 7VITIL—KR TIIHRTE DNREFE AL, RE DG T ICT—2EE N T 20 EHH5T-
&, 1\ TVT RGYTE DANYF—TINVIT VT INREZE B LA LTEELY,

lBackup completed with no errors|hFERaNNIE, /1 \WIPYIIXEEIE T LTLE
ER
RDES1E4 DAY T7AIHDINSITVT TALIR AR SN, 1\ PyTENT-T74 LI
I HEMAMR Y SNFET
rsa-nw-backup-2018-03-15.1og
4. INTYTHSET Lizo, B IDIT7A AT YT INT-CEERERR T 5012, RDATUKL %
EFTLT\WITYTEINI-TRTDITFAIVDIANES B LET,
tar -tzvf hostname-ip-address-backup.tar.gz
ROT—HAT T7AIBME R ENET
FRTDORR :
<hostname-IPaddress>-root.tar.gz
<hostname-IPaddress>-backup.tar.gz
tar checksumZ7A4 /L
<hostname-IPaddress>-network.info.txt
Security AnalyticsH—7\:
<hostname-IPaddress>-root.tar.gz
<hostname-IPaddress>-backup.tar.gz
<hostname-IPaddress>-mongodb.tar.gz
tar checksumZ7M /L
<hostname-IPaddress>-network.info.txt
ESATRRAR :
<hostname-IPaddress>-root.tar.gz
<hostname-IPaddress>-backup.tar.gz
<hostname-IPaddress>-mongodb.tar.gz
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<hostname-IPaddress>-controldata-mongodb.tar.gz
tar checksumZ71JL
<hostname-IPaddress>-network.info.txt

T—HATEIN=T7M4IUL, /var/netwitness/database/nw-backupTALIRJIZREINET,
tar 774 IV NADYF 18 KUY/ SUG & (. T7MIIVERWDTE LAYITYTIN TS HERR
LFEY,

1\ Tk DRRY

BRI : all-systems TPA ILEI VI Py Ttar 774 ILOAE—DIR 7F

all-systemsZ7A )., all-systems-master-copy 274 L. 1\ P TtarI 74 JLOIE—%1E AR
L. aE—2%2ZL £ LB IRELET, Security AnalyticsH—/\( BRI IZ(E, AdminH—ER) #11.2
[Z7VTTL—F LI (&, ShoDT7M IUTE £ B TEFE A,

BR92: W BIFINVITIT I74 IVDE BE DOFE B2

N7 vT Z7VTRERTLIZR . LKODDITFAIINE B ENET . ToDT7A UL, 1.2~ DTy
TIL—RITBBETY , 7YIIL—FER IR T BRI, 7YTIL—R T HRRN LI EG/\wo7vT
ITAIVEER B T2 BEABYFT .

INITYT ZRDVYTMZEST, TARTDRRMNIR DT74 IVHE B SNFET
e all-systems

e all-systems-master-copy

e appliance_ info

e service info

e <hostname>-<host-IP-address>-backup.tar.gz

e <hostname>-<host-IP-address>-backup.tar.gz.sha256

¢ <hostname>-<host-IP-address>-root.tar.gz

e <hostname>-<host-IP-address>-root.tar.gz.sha256

e <hostname>-<host-IP-address>-network.info.txt

L EE DT7A U Z T, Security Analyticst—7\ 7RRAN EESATRRN [ZIEXR DT71 ILHVE i S E
ED

e <hostname>-<host IP address>-mongodb.tar.gz

e <hostname>-<host IP address>-mongodb.tar.gz.sha?256

INITYT ZDV)TRE. RD controldata-mongodb.tar.gz27AILEE K LET,

F\ITVT RDVUTR & RDT74IVE, T RTHDESATRRAR HisSecurity AnalyticsH—/\ 7R+
DN 7T IRRIZIE—LFET
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e <esa hostname>-<esa hostip>-controldata-mongodb.tar.gz

e <esa hostname>-<esa hostip>-controldata-mongodb.tar.gz.sha256

RR3: (AT ay) E B ODESAKREb#HSH & (X, mongodb tar F7AIVEESATS(Y
RAMZOE—

EARRICEBODESARRRDHDI5E . RO2DODT7A Ve, FESATRRR MDESATSA Y KA
( Context HubH—ERAMNE 1T ENTULVDRAR) D/opt /rsa/database/nw-backup/Ta4LPRJIZT
to_L/ i—;-o

e <hostname>-<host-IP-address>-mongodb.tar.gz

e <hostname>-<host-IP-address>-mongodb.tar.gz.sha256

BRD4: B IZTARTOINNITIT D74 IR RA £ [CHDLEHER

1 1.2[;;“17’7‘1/—F‘ BRI, TYITTL—R T HRAMNI RDYRNIR T I IVDFE T HE4aHE
wmlLFET,

F N\ SOTIT TPAINDTIHIVE 1R ERDEY T,

- Security Analyticst—/\: /var/netwitness/database/nw-backup
- ESA7RAP : /opt /rsa/database/nw-backup

- Malware7R A : /var/lib/rsamalware/nw-backup

NetWitness Server(Zib B2 771 )L

e all-systems-master-copy

¢ <hostname>-<host-IP-address>-backup.tar.gz

e <hostname>-<host-IP-address>-backup.tar.gz.sha256

e <hostname>-<host-IP-address>-root.tar.gz

e <hostname>-<host-IP-address>-root.tar.gz.sha256

e <hostname>-<host-IP-address>-network.info.txt

e <hostname>-<host-IP-address>-mongodb.tar.gz

e <hostname>-<host-IP-address>-mongodb.tar.gz.sha256

e <esa—hostname>-<esa-host-IP-address>-controldata-mongodb.tar.gz

e <esa-hostname>-<esa-host-IP-address>-controldata-mongodb.tar.gz.sha256

ESA KRNI EZTPAIL

e all-systems-master-copy

e <hostname>-<host-IP-address>-backup.tar.gz

e <hostname>-<host-IP-address>-backup.tar.gz.sha256

¢ <hostname>-<host-IP-address>-root.tar.gz
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¢ <hostname>-<host-IP-address>-root.tar.gz.sha256
e <hostname>-<host-IP-address>-network.info.txt
e <hostname>-<host-IP-address>-mongodb.tar.gz

e <hostname>-<host-IP-address>-mongodb.tar.gz.sha256

DM DI RTORRANID BTV

e all-systems-master-copy

¢ <hostname>-<host-IP-address>-backup.tar.gz

e <hostname>-<host-IP-address>-backup.tar.gz.sha256
e <hostname>-<host-IP-address>-root.tar.gz

¢ <hostname>-<host-IP-address>-root.tar.gz.sha256

¢ <hostname>-<host-IP-address>-network.info.txt

FERDTPAIUL. TARTDRAR D<hostname>-<host-IP-address>-backup.tar.gz tarlZ&
FNFET,

appliance info

service info
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¥ riptable, NATH#E K . 21— 7HOUb . crontabT b U—Di NI 75T T7A ILEYRR T T74 )LD
ST, RDEBYTT,
NS P NAVE
BUPATH=/opt/rsa/database/nw-backup( ESAYHEI TP Y)
BUPATH=/var/lib/rsamalware/nw-backup( ¥ILITF H—EX)
BUPATH=/var/netwitness/database/nw-backup( T DT ATHDH—ER)
R 7 0% Pt -
BUPATH/restore/etc/sysconfig(iptable/L—/L)
BUPATH/restore/etc/sysconfig( NATHE AR)
BUPATH/restore/etc( crontabT/k1)—)
BUPATH/restore/etc( 1—H FHIUL , A—HIE passwdIZ7AMIUZEEL. JIL—Tldgroup?7
%f_)b(:ﬁ?:l_: LET, IholE7yIIL—k TOERATIEIRANTEINFELAD, FE TR T7TEE

) o
BU;)AT;{;estore/etc/ntp .conf( NTP#& Ak ., NetWitness Platform UIZ{E FHL TURN 79 50 &
HHYEY)
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K

FA4RYI RSL4T1010.6.6.xH5511.2~ADF 1T

CDFEIE. IREHRRFE10.6.6.x0511.2[127VvFTHIL—K 355 %ERLET,
FEE ) REIUDRSYILavkhhBIG S L. BITEERITTEEE A

2.) TANELGEBHENESIT, K ITT—XTRANETYITIL—F FHEREN/ W7V TEETLE

ER

3) ZOHAR (. RBERRSDT7YTTL—R IZDAHE B SNFET . EARBEICHIBARRS LR B R
A Dl A WD DEE . MBHRANETYIIL—K T BFEIZDLTIXIRSA NetWitness®
Platform11.2 Y EE R DF7YTTL—F H1K 1%5 BB L TZELY, NetWitness Plarform Logs &
Network 11.xDF RTDE FaA b D—E (L, [YRF—B R | THE TEEY,

T BTN, VMware ESX E [CTFEE T2 EIHYFET,

V%IJ( & *5 IV DTARY K S54T%10.6.6.x0511.212F8 1T T 51012, 5SDDRARVETE T T E
MHYET,

BZ91:10.6.6.xOR B I 2 DT—E%EI1\V TV,

BR42:10.6.6.xER AR B IV RAVITIL2ORBE I UEE A,

BAZ93: VMDK 774 )LEaE—L . HLIMRBE I UITN—K T4RELTEM,
RRY4: TYITTU—R LIzSAY—/ MR B I U DMACTR LADS | EffE &,
BZH5: 11.20R I 1210.6.6. xDI NI T VT T—RENAR T,

B291:10.6.6.xDR 18 2L o DT—5% 1\ 7vF

1.

Log CollectorD# 1TZ#mLFI .
a. Log CollectorlZ, root&lL TATALET,
b. /opt/rsa/nwlogcollector/nwtools/TALIZRUIZHEEL, ROATVKEEITLET,

sh prepare-for-migrate.sh --prepare
VLCET7YITL—k 3 %5 7 F B IZDLVTIE, IVirtual Log CollectorrRRk (VLC) 155 B&
L TL=&Ly,

10.6.6.x/\9F7vF ROJT%E & . 2ipF7A JLERSA Link( https://community.rsa.com/docs/DOC-
81514) hidHY B D/ \o 7T RARMZA o O—K LET,

S I7AIINDINI TN E BT BN ERRNE U TV T T AR BEAHYET , CORRR &
CentOS 6Z%ZE 17 L . NetWitness Platform®D%& 7R AN [ZTSSHTHEft T2 EABYET,

nw-backup/scriptsTALIMYTRDARVREEITLET (1 \WoT7vT RUVTE DFFMIZDLNT
(F. T\ TPYTFIB1ES B LTZELY, )

./get-all-systems.sh <SA-IP>

./ssh-propagate.sh <path-to-backup-directory/all-systems>

./nw-backup.sh -u
Malware VMAY$H S5 & [, ZOATUR D-m -uF-ulTBEEHRZFT (B : . /nw-backup.sh -n

—U) o
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£242:10.6.6.xER LR B 2L R8I T11.20H B IO EE A

10.6.6.xER CAR FB RRN R209% 11,200 B8 XLV E T2 B HIHYET . FIBIZDOLTIE,
[ RSA NetWitness® Platform 11.2 fR KR~ 42X —/)L HHAF 1%%5 BB L TZELY, NetWitness
Plarform Logs & Network 11.x0DF XTDR FaA b D—E (X, [YRE—EB X I TR TEET,

RDFEEIL., ESXiIREICOVARRANEE AT 5F BB E T,
RSA Link®Download Centralh, 11.2 OVAZA—AIL T4LOZR)IZA A—K LET,
1. VMware ESXilg (2O FH L FET,

2. [ZPANIROYTEIUT, [OVFTFYIL—hDTTAAL]EEIRLET,
[OVFToIL—kOTTAA1 44 T7ATHR T SNET,

Aon—R L1112 OVAZRFLzO0—HhIL TALINJES B LET,
11.2 OVAZEIRL T, [RANIZVIILFET
RETUOEUGEAETEIRLT, [RANZIIVILET,

A2 EIND— AL, Ay —IVERE. T 4 LET,
R I UDN2R—R A A=V (THEot=1=8., vk 7vF TAYF L nusetup-tui) #ERI1T9T 5
HEIHYET,

S

B3 VMDKI 7/ )LEaE—L . FILIME I UK T4RHELTE M

1. 10.6.6.xE11.20M 5 AR <L 2% /\0—AILFET,
2. ESXY—N\—(ZF7HtAL. [BE]127> [RL—D1E0IWILET,
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3. TRANTERVIVILT, [7"'_—9Zf~70)§ﬂ§]§7'}‘/’]biﬂ'o

_
@ Add Hardware - |_g§_
Select Existing Disk
Which existing disk do you want to use as this virtual disk?
g TS
Device Type @ BrowseD__atastore_s (==
Select a Disk _|
Select Existing Look in: Datastores -
Advanced Opti I =
ey ey Name | Capacity | Free space
& datastorel (7) 1.63TB 1.53 TB
File type: |Compatible Vitual Disks (*.vmdk, *.dsk, *.raw) |
Z)
e ———————————————————
< Back Next > Cancel

4, BRTFEDI0.6.6.xREBIUDT—RANTIZEELET,

5. 10.6.6. xR I DTRTOVMDK 7/ IVEERL, HY)vIL T, [aE—=]1%&0)0ILFT,

EE  A—XOVMDK 774 JU ffl : pata 106 sn) IZ[ECentOS6HYE FEN TSIz, aE—L

LWTLFZELY,

BEE O WV=VMDK 77/ )LET RTCIAE—T 2L EHAHYET , =&AL, 10.6.6.xDRE< >

% HData 106 SAMIGE A . Data 106 SA 1. Data 106 SA 2, Data 106 SA 3EEDT7A

JUTFT RTar—L %9,

TFART FSA4TM10.6.6 x5 1 2~DFZ T
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File Edit View Inventory Administration Plug-ins Help

55 Inventory

3 Inventory

8 & Home b
i &
2@ -

U vata_tSA5_106_LD
{5 Data_ESX5_106_SA
{h Data_ESX6 LD
fh Data_ESX6_SA

LT C D A ) Datastore Browser
Getting Started & -
B B¢ B B B X |@
General
datastore1 (7)] Data_ESX5_106_SA
Manufacturer: Folders | Search | [datastore1 (7)] L _106_
Model: fO - Name ] Size| Provisioned Size| Type [Path
CRUCores: oo |- sadst Data_ESX5_106_SA.nviam 8.48 KB Non-volatile... [datastorel (7)] Data_ESX
BrRoessonilype: £ Data_ESX6_LD £ Data_ESXS_106_SAvmdk 8,066,048.00 16,777,220.00 K Virtual Disk  [datastorel (7)] Data_ESX
License: E E':;dug;l?s - [l Data_ESX5_106_SAvmsd 0.00 KB File [datastorel (7)] Data_ESX
| @ Data_ESX5_106_5A (@ Data_ESX5_106_SAvmx 3.26KB Virtual Mach... [datastorel (7)] Data_ESX
Processor Sockets: . e &
Cores per Socket: [ Data_ESXS_106_SAvmx 0.26 KB File datastorel (7)] Data_ESx
Logical Processors £ Data_ESX5_106_SA_Lvmdk 20,636,670.050,331,650.00 K Virtual Disk _ [datastorel (7)] Data_ES
Hyperthreading: £ Data_ESX5_106_SA_2vmdk 9,699,328.00  142,606,300.00 Virtual Disk  [datastorel (7)] Data_ES
Number of NICs: £ Data_ESX5_106_SA_3vmdk 2,281,472.00  218,103,800.00 Virtual Disk  [datastorel (7)] Data_ES
State: . £+ Data_ESX5_106_SA_dvmdk 2,088,960.00 FERTEE = (7)] Data_ESX
Virtual Mxh‘"h:‘d anfl £l vmware.og 178.82 kB . OF :Ee” o1y [datastorel (7)] Data_ESX
m:;'?g S’g e ] vmware-1.log 23131kB i Talger [datastorel (7)] Data_ESX
£] vmware-2.log 177.07 KB Cut [datastorel (7)] Data_ESX
vsphere HA State {1 vmware-3.log 174.74 KB Copy [datastorel (7)] Data_ESX,
Host Configured fc Paste
Active Tasks: Inflate
Host Profie: <] I N '
Image Profie; 4 object selected 33.10 GB Download..
Profile 3 — — — Move to...
DirectPath 1/0: ot supported Rename
ST This host is currently managed by vCenter Server New Folder
Reconnect vSphere Client to this vCenter Server... Delete from Disk
&t New Virtual Machine Disassociate host from vCenter Server...
I Enter Maintenance Mode
B Reboot
B shutdown

6. FILWI2REILODT—RANTIZRRELET,

7.

10.31.204.13 - vSphere Client

A 70U TIRRYSF IFIZE00ILEY,

. T———

File Edit View Inventory Administration Plug-ins Help

b & nventory b Bl Inventory

a |é) Home
& @
e B3 -

& Data_ESX5_106_LD
& Data_ESX5_106_SA
@ Data_ESX6_LD
& Data_FSX6_SA

MainlineESX65 VM
Getting Started [

R Y VY Y Y Y Ty

& New virtual Machine

ﬁ Enter Maintenance Mode
B Reboot

& shutdown

Reconnect vSphere Client to this vCenter Server...
Disassociate host from vCenter Server...

General
FRS— Foiders | search | [datastore1 (7)] Data_ESX6_SA
Model: 2@/ Name: - Size | Provisioned Size | Type [Path
CPU Cores: {{) Data_ESX5_106_LD

: B .sdd. #1 Data_ESXS_106_SA_Lvmdk 20,636,670.0 50,331,650.00 K Virtual Disk  [datastorel (7)] Data_ESX
Foossonype ~{) Data_ESX6_LD 2 Data_ESX5_106_SA_2vmdk 9,609,328.00  142,606,300.00 Virtual Disk  [datastore1 (7)] Data_ESX
License: gég‘t';dlg?s - &1 Data_ESX5_106_SA_3umdk 2,281,472.00 218,103,800.00 Virtual Disk  [datastorel (7)] Data_ESX
T 0 Data ESX5 106 SA 1 Data_ESX5_106_SA_4.mdk 2,088,960.00 5242,880.00 KB Virtual Disk  [datastorel (7)] Data_ESX
Cores per Socket: Data_ESX6_SA.nviam 8.48 KB Non-volatile... [datastorel (7)] Data_ESX
Logical Processorss 81 Data_ESX6_SAvmdk 1,300,480.00 204,800,000.00 Virtual Disk  [datastorel (7)] Data_ESX
Hyperthreading: [ Data_ESX6_SA.vmsd 0.00 KB File [datastore1 (7)] Data_ESX
Number of NICs: & Data_ESX6_SAVMX 3.05 KB Virtual Mach... [datastorel (7)] Data_ESX
State: £ vmwarelog 178.09 KB Virtual Mach... [datastore1 (7)] Data_ESX
Virtual Machines angy ] vmware-Liog 159.58 kB Virtual Mach... [datastorel (7)) Diata_ESX
yHoton a8 O vmware-2Jog 17291 KB Virtual Mach... [datastore1 (7)] Data_ES¥

il vmware-3.log 68.48 KB Virtual Mach... [datastorel (7)] Data_ESX

vSphere HA State
Host Configured f
Active Tasks:
Host Profle: g JLL r
Image Profile:
Profie Compliance: — — -
DirectPath 1/0: ot supported ]
e This host is currently managed by vCenter Server

T RTDRB I UNSEHBE DRBE I DT—ERANTIZT RTOVMDK 774 JLASE £ 123
E—SN5ETHE#ITIDLELHYET,

H2REIVVERBRLT, [REDRSE]> LEMIZY)VILET,
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9. BAT7AT RYIRT, [1\—F TARD] > [RANIEIIILFET,

@ Add Hardware

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type
Select a Disk
Create a Disk
Advanced Options
Ready to Complete

Choose the type of device you wish to add.

&) Parallel Port

& Floppy Drive

(25 CD/DVD Drive

&) USB Controller

USB Device (unavaiable)
@ PCI Device (unavaiable)
BB Ethernet Adapter

= Hard Disk

{2, SCSI Device

< Back | Next > | Cancel

Z|
10. [BREOD/IN—F TA4RI]I> [RANIEDIILET,
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11. [8B]1Z0')IL. VMDKI7M IV EIE—L -T2 AN T7DE &S BLET,

" 1
@ Add Hardware . - | X |
Select Existing Disk
Which existing disk do you want to use as this virtual disk?
f

Device Tvpe @ Browse_lzfitastores (==

Select a Disk _|

Select Existing Look in: Datastores ¥

Advanced Opti I &

Ready to Com T | e | — T

B datastorel (7) 1.63TB 1.53 TB
File type: Compatble Virtual Disks (*.vmdk, *.dsk, *.raw) LI Cancel
=< Back | Next = | Cancel
Z

12. 112{REB I DT—E2ANTHhoTAA2ELTEM T HAVMDK 77/ ILEEIRLET,
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@ Add Hardware = v — E1

Ready to Complete
Review the selected options and dlick Finish to add the hardware.

Device Type S

Select a Disk e

Select Existing Disk Hardware type: Hard Disk

Advanced Options Create disk: Use existing disk

Ready to Complete | yirtyal Device Node: SCSI (0:1)
Disk file path: [datastorel (7)] Data_ESX6_SA/Data_ESX5_106_SA_1.vmdk
Disk mode: Persistent

< Back | Finish | Cancel

13. BINTFTBTARIZEIZ, ATVI8~ 2% YR LZET,
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@ Data_ESX5_106_SA - Virtual Machine Properties

I Hardware | aptions | Resources |

™ Show Al Devices Add... | Remove |
Hardware | Summary |
HE Memory 16384 MB

@ crus 8

Video card Video card

= VMU device Deprecated

© 5051 controller 0 LSI Logic Parallel

% CD/DVD drive 1 CD/DVD Drive 1

= Hard disk 1 Virtual Disk

= Hard disk 2 Virtual Disk

= Hard disk 3 Virtual Disk

& Hard disk 4 Virtual Disk

= Hard disk 5 Virtual Disk

BB MNetwork adapter 1 VM Network

Virtual Machine Version: 7

— Disk File

[[datastore1 (7)] Data_ESX5_106_SA/Data_ES»

— Disk Provisioning

Type: Thin Provision

Provisioned Size: Iﬁ I@

Maximum Size (GB): 1569.88
—Virtual Device Node

|Scst (0:4) Hard disk 5 -]
— Morle

[~ Independen
Independent disks are not affected by
T percictent

Changes are immediatety and

' Nonnersiste

Changes to this disk are discarded when

0K

Cancel

[

b ——

14. [OK]&ED')ILET,

45
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BRI4: PFTTL—R LI-SAH—/\R BT UOMACTRLRADE| &4k ¥

# 47 Lf=SA( Security Analytics) —/\DVM( R 1 <L >) DMACTE LR%E5| S =2, RDF
IEZ=EITLET .

FEROFIE L., SA ServerfR B YL (MACTRLADIB# 1EVLE THEBEELTERLIZED)
%. 11.2 NetWitness ServerlZ# 17955 & IZETLET , BHMMACTR LRZHFE DRE TN
BEIE. REITUDBERE]I TMACTRLAEFH TAANLT. MACTPRLAREZEE TE
9,

1. vCenter ServerlZAF A4 LFET,

3 HR—bk & BvCenterD/N\—23 0%, 5.5~ 6.5FTTY .

2. (AT2aV) IST—F2EINTWSIE & (&, M1 A DR IE IS ( NetWitness 10.6.6.x&11.2) /80—
ILFET,

3. [URYIZTHEDIIL., T—RANTEE D IILT, [T—EANTFDER]IEZERL, T—2ALT
DIGFRESRBLES,

4, IREIUDITAIVEIZFBEL. 10.6.6.xE11.20 . vnxT7A ILESZHO—K L, B—AHJL YRR
RELET,
TIHILE Tl MACTRLAZB B A LR B YLV DMACTR LRIER DR DL (2
HYEYS,
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F B
() RSANW_11.0_NAG_200 - Virtual Machine Properties _-- ESEERC
Hardware I[jpﬁons | Resources | Virtual Machine Version; vmx-09

—Device Status
[ Show All Devices Add... | Remave | ¥ Connected
Hardware | summary | ¥ Connect at power on
Bl Memory 32768 MEB
— Adapter Type
M ceus * C t adapte VMXMET 3
Viden card Viden card HUSIESE R
= VMCIdevice Restricted s
@ SCSI controller 0 Paravirtual
i i X IDD:DE:ZQ:ZB:?B:ZE
% CD/DVD drive 1 Client Device
&= Harddisk1 Virtual Disk ¥ Automatic  Manuz
BB Network adapter 1 VM Network |
— DirectPath IjO
Status: Inactive &)
To activate DirectPath 10, go to the Resources tab and
select Memory Settings to reserve all guest memory.
— Metwork Connection
Metwork label:
WM Metwork LI

Help | 0K | Cancel |

A

3 :00:0c:29:XX:YY:ZZ — 00:0c:291%. B & & B SNI-MACTF LRIZEF D# Al F T,

00:50:56:XX:YY:ZZ — 00:50:56(%. 5% B F1=(XF &) THE Bl SNT-MACTFK L RIZE F& D 7l

FTY, hld, vCenterHhE A SN TULVEULME & ([ZDHEZ B LET , vCenterhE A SN TLVD
58 . COMACT7RLRIZE A B SN-MACTR LRIZEH OB FEEKLET .

TXA IT45%FE AL T, uuid. location&ethernet0.generatedaddress DIE #10.6.6.x
D.vmxIT 74 LS 11.20.vmx 774 JUZaE—L FT

3 (vCenterZF#2 HH€3°) VMware ESXH—/\IZE #10.6.6.x A% V0% E A L1-15 & (F.
10.6.6.xMD.vimx 774 JLHV511.2M.vmxIZuuid. location&ethernet(.generatedAddress&3
E—L.MAT. vuid.biosHEZIAE—F 2 ELHYFET,

AURURMNS, 10.6.6.xE11.200 H DR BT #HIBRLETS
a. vCenter Server[ZF2 8L ET,

b. 10.6.6.xE11.20M A DRE 5B I )ILET,

c. [AURVNLGHIBRIZERLETS,

77
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7. ZELEN2Q.vmxT7AII\VET—RARTZIZ7vTO—R L., BEFEO.vmxI7MILEBE - LET,
8. T—ARARTT., 11.20.vmxTF7AIVER D)oL, [ARUEY~ADEM]IZEIRLET,
9. vCenter ServerlZBBEIL . 112k < ZI\J—ALFET,

LR DA

—UARRINTY

CORBIIUIBBIFITOE—EN-A RS IHBYVET . B EDEESIURVT—IOMREE
¥R 5=z, CORB T UHT B F-lFaf—3hf=CEEVMware ESXAFER AN EM
HYET ., bhoELME & X, TaF—LFEL-I1EBIRLET,

ET,J 10.31.244.70 - vSphere Client

Fle Edit View Inventory Administration Plug-ns Help

5] ‘E} Home b gf] Inventory b Gl Inventory

NG ER- I

=0
1 244APP144_MAGARAI_SA
(3 244APP145_NAGARAI_MW
{3 244APP146_MAGARA]_LC

@ 244APP147_MAGARAI_LD

@ 244APP148_MAGARAI_PD

. 244APP149_MAGARA]_CO

. 244APP150_MAGARA]_ER

s 244APPISL_MAGARAI_ESA

. 244APP153_MAGARAI_INC

s 244APP1S4_MAGARAI_ARCHIVER
Gl 244APP155_MAGARA]_IPDE

rsanw-11.0.0.0.675.el7-x86_64_1

Getting Started

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing

close tab

{3 244APP191_NAGARAD environment, you can use virtual machines as deskiop or i
(3 244APP206_SA_DEV workstation environments, as testing environments, or to R G Host
0 Cisco_lronport_95 consolidate server applications.
(s WAG_Cheflode_189
5 NAG_CheFserver_190 Virtual machines run on hosts. The same host can run ~_ R
s WAG_Chefwork_187 many virtual machines. o -
Radar724_Demo
B \l
[ & e )
Basic Tasks vSphere Client
Recent Tasks
Harme | Target | Status | Detalls | Initisted by | Requested Stark Ti.., = | Stark Time | Completed Time
¥ Power Onvirtualmach... G rsane-11.0.0.0. 0% ) root 7I7I2017 2:54:33 AM 71712017 2:54:33 AM
¥ Register virtual machine ] @ Completed root FF2017 25419 AW FF2017 25419 AN Fi7[2017 2:54:19 A
¥ Maripulats file paths @ Completed root 7[7I2017 2:54:06 AW TIF[2017 25408 AN F{7[2017 215406 AM
@ Unregister wirtual mach,,. (1 rsane-11.0.0.0, @ Completed roat FI7i2017 2:53:146 AM 71712017 2:53:146 AM FI7I2017 2:53:46 AM
53 Pawer CFF virbualmach... @1 rsanw-11.0.0.0.. @  Completed roat F[7i2017 2:53:37 AM 71712017 2:53:37 &M FI7I2017 2:53:41 AM

FART FS5AITMI0.6.6 xD511 2~0FB 1T
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10. REIUEEIIVIL, [FRR > [BERADEIE]IZERLET,
REIGEE IR TEINET

File Edt View Inventory Administration Plugins Help

I+ |Eﬁ Home b gF] Tnvertory b [l Inventory
[mw b oloaGD e

B E rsanw-11.0.0.0.675.el7-x86_64_1
(1 249APP194_NAGARAI_SA
(3 244APP145_NAGARAI_MW Getting Started
(3 244APP146_NAGARAI_LC close tab
(@ 244APP147_NAGARA) LD What is a Virtual Machine?
(3 244APP148_NAGARAI_PD /\r\
24404PP199_NAGARAI_CO . "
ot a5 OhySical compuler. ns et ———— LI
A : Ml =3 ¥irtual Machine Question M= E3
(3 2440PP1S1_NAGARAD ESA applications. An operatin
(3 2440PP153_NAGARAI_WC machine is called & gues ¥irtual Machine Message
(3 244APP154_NAGARA]_ARCHIVER This virtual machine might hawve been moved or copied. In order ko configure certain
(3 244APP15S_NAGARAI_IPDE Because every virtual m: management and networking Features, YMware ESX needs to know if this virtual machine was
s 2448PP151_NAGARA) environment, you can us moved or copied. IF you don't know, answer "button.uuid.copiedTheti",
(3 244PP206_5A_DEY workstation environment " Cancel
Cisco_lronport_98
% e consolidate server applic & Ihaved T
3 NaG_Chefserver_190 Virtual machines run on ¢ I Copied It
(s MAG_Chefwark_187 many virtual machines.
(3 QRadar724_Demo oK
(T3 QRadarabc
(B[ rsanw-11.0.0.0.675 l7-x36_64_1
Basic Tasks vSphere Client
Recent Tasks
Name | Target | Status | Details | Tnifiated by | Requested Stark Ti... = | Stark Time | Completed Time
¥4 Power Onvitualmach.., @& rsanw-11.0.0.0., 0% ) roat FAN2017 23520 AN FF[2017 2:35:29 AM
@ Register virkual machine E 10.31.244.70 @  Completed rook TI7I2017 2:35:12 AW FI7I2017 2:35:12 AM
@ IManipulate File paths @ Completed rook FI7[2017 2:35:01 AM FI7I2017 2:35:01 AM
¥ Unregister virtuslmach,. (G rsane-11.00.0. @ Completed roat FTN017 23030 A F(F[2017 23430 AM 7[7j2017 2:34:30 AM
#Y Power OFf wirtusl mach... G rsanw-11.0.0.0.. @&  Completed roat FITN017 23018 AN F(F[2017 234009 AN 7[7J2017 2:34:22 AM
¥4 answer virtual machine... (31 rsanw-11.0.0.0.. @ Completed roat 772017 2;30:05 AW 7(7[2017 Zi3005 AV 7[7JZ017 2:30:05 AM
%Y Power On vitualmach... (&1 rsanw-11.0.0.0.. & Completed roat 772017 2:29:54 AWM 7(7[2017 Zi2%S4 AN 7[7)2017 2:30:05 AM
¥4 Regster vitualmachine  [§ @ Completed roat FF2017 22945 AN F(7[2017 ZI2RAS AN 7[7[2017 2:29:45 AM
¥4 Manipulate file paths @ Completed roat FF2017 22915 AN F(7[2017 ZI2RIS AN 7[7(2017 2:29:15 AM
@ Unregisker virtual mach. .. @ rsanw-11.000.0., @ Completed root TiTI2017 2:28:496 AM Ti7[2017 2:28:46 AM FITIZ017 2128146 AM
I e AFF et dmek  Bh eear el 0AN @ memrtabad TRNITRBR T AW TATIRNT 2i0mAT 0 TN 2R

1. [BELELI-IZERLET,

12. [OK]IZ#0')ILFES,
10.6.6. xOMACTR LAM., 11.20MACTR LAEL TB| =k AN ET,
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BR95:11.20{K 28 7 1210.6.6. XD WO TPvT T—HE)XRT
11.2 VMZEND—AL . ROFIEEEITLET,
1. 1\VO7vT T—AR%nu-backupTALIM NS 2R B I2aE—LET,

o NW Server( 10.6.6.xTIXSA Server) D5 & :

X VLCETYIHIL—K 353 M7 F B IZDULVTIX, TVirtual Log CollectorsRRAk (VLC) %
SR LTEELY,

a. /tmp®DTF [Cnwhome TAL IR JEERRLET .

b. VolGroup0O0-nwhome%/tmp/nwhome/lZXIMLET,
mount /dev/mapper/VolGroup00-nwhome /tmp/nwhome/

c. /tmp/nwhome/TALIR)DA T V% /var/netwitness/IZAE—LET,

cp -r /tmp/nwhome/* /var/netwitness/

d. VolGroup02-redb%/var/netwitness/databaselZ¥OVELET,
mount /dev/mapper/VolGroup02-redb /var/netwitness/database/

3¥:/var/netwitness/database/nw- backupf*ﬂ/7|‘ UDMETEL . TT ATV RADI Y
DT ITtar I7A VDG SN TSI EERER L ET S

e. VolGroup00-nwhomeZ/tmp/nwhome/ M7 YIUELET,
umount /tmp/nwhome

« Archiver, Broker, Concentrator, Log Decoder/Log Collector, Network Decoder®di5 & :

#¥ :10.6.6.x Decoder®Ff=z[ELog Decoder| Z#8 # DAk T—0 A L 3—DJxA4 AWV 55 & 1.

rﬁ@? IEZ==1TLFEI,

1. Decoder®7=[%Log DecoderM11.2{R 38 <L L&/ 0—AIL FT5,
ARBIIUDBREDRE]ICEEL. LB OEthernet 724 T2%BMLET,

AR ENT—FHLFET,

CINTVT T—R%E)AN T BRI, Ethernet 7AT2ZEEBMLET

a. /tmp®TF [Cnwhome TAL I JEERLLET,

b. VolGroup00-nwhomeZ/tmp/nwhome/|Z—BFRIIZIIUMLET,
mount /dev/mapper/VolGroup00-nwhome /tmp/nwhome/

B W=

c. /tmp/nwhome/TALONIDIA T/ Y% /var/netwitness/IZAE—LFET,

cp -r /tmp/nwhome/* /var/netwitness/

d. VolGroup00-nwhomeZ/tmp/nwhome/MBFUIIELET,
umount /tmp/nwhome
o Malware Analysis®Di5 & ( Co-located Malwarel&, 11.207vF5L—K TlEYR—tShFEE
A)
a. /tmp/D T [TappsTALINJEERLET,
b. VolGroup0l-apps®/tmp/apps/IZ—BEBIIZIOUNLET,

mount /dev/mapper/VolGroupOl-apps /tmp/apps/
mkdir /var/netwitness/database
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c. nw-backup TALIMU%E /var/netwitness/[ZAE—LFET,
cp -r /tmp/apps/nw-backup /var/netwitness/database

d. VolGroup0Ol-apps%/tmp/apps/MoFUIIELET,
umount /tmp/apps

« Event Stream AnalysisDiZ & :
a. /tmp/D T [ZappsTALIMNJEERLET .

b. VolGroupOl-apps%/tmp/apps/IZ—BEBIIZIOUNLET,
mount /dev/mapper/VolGroupOl-apps /tmp/apps/
mkdir /var/netwitness/database

C. nw—backup?«fl/7|‘ |J% /var/netwitness(ZAE—LFET,
cp -r /tmp/apps/nw-backup /var/netwitness

d. VolGroup0Ol-apps%/tmp/apps/MoFPIIELET,
umount /tmp/apps

2. TARDERIVNLET,

FEREIUDORDOVNTNODTALINIDRZYIIZ, S EB DI IS RAVREE R LTS
HE I ROTIVE RAUE DR DYITHE DI RAUNEB I IOUNLET,

e NW Server®i5 & :
mount /dev/mapper/VolGroupOl-ipdbext /var/netwitness/ipdbextractor/
mount /dev/mapper/VolGroup02-redb /var/netwitness/database/

i :/var/netwitness/database/nw-backupTALIZNIUDETEL . TTSA T RADINVI T
tar 77 JLOME SR STV EFRERE L ET,

o Log Decoder/Log CollectorMi5 & :
i RDIIUK X, Virtual Log CollectorZ[Fih B HYFEE A,

mount /dev/mapper/VolGroupOl-decoroot /var/netwitness/logdecoder

mount /dev/mapper/VolGroup0Ol-index /var/netwitness/logdecoder/index

mount /dev/mapper/VolGroupOl-sessiondb /var/netwitness/logdecoder/sessiondb
mount /dev/mapper/VolGroupOl-metadb /var/netwitness/logdecoder/metadb

mount /dev/mapper/VolGroupOl-logcoll /var/netwitness/logcollector

mount /dev/mapper/VolGroupOl-packetdb /var/netwitness/logdecoder/packetdb

o Network Decoder®i5 & :
mount /dev/mapper/VolGroupOl-decoroot /var/netwitness/decoder
mount /dev/mapper/VolGroupOl-sessiondb /var/netwitness/decoder/sessiondb
mount /dev/mapper/VolGroupOl-index /var/netwitness/decoder/index
mount /dev/mapper/VolGroupOl-metadb /var/netwitness/decoder/metadb

mount /dev/mapper/VolGroupOl-packetdb /var/netwitness/decoder/packetdb

o Concentrator®i5 & :
mount /dev/mapper/VolGroupOl-concroot /var/netwitness/concentrator
mount /dev/mapper/VolGroup0Ol-sessiondb
/var/netwitness/concentrator/sessiondb
mount /dev/mapper/VolGroupOl-index /var/netwitness/concentrator/index
mount /dev/mapper/VolGroupOl-metadb /var/netwitness/concentrator/metadb
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o ArchiverMi5 & :
mount /dev/mapper/VolGroupOl-archiver /var/netwitness/archiver
mount /dev/mapper/VolGroup02-workbench /var/netwitness/workbench

o BrokerDif & :

mount /dev/mapper/VolGroupOl-broker /var/netwitness/broker

3. DI Ik IR )—%/etc/fstablTBMLET,

o NW Server®i5 & :
/dev/mapper/VolGroup0l-ipdbext /var/netwitness/ipdbextractor/ xfs
defaults,noatime, nosuid 1 2
/dev/mapper/VolGroup02-redb /var/netwitness/database/ xfs
defaults,noatime, nosuid 1 2

o Log Decoder/Log CollectorMi5 & :

7 RDT IR IE, Virtual Log Collector[ZIFih B HYFEH A,

/dev/mapper/VolGroup0Ol-decoroot /var/netwitness/logdecoder ext4
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroupO0l-index /var/netwitness/logdecoder/index xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroup0Ol-sessiondb /var/netwitness/logdecoder/sessiondb xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroupOl-metadb /var/netwitness/logdecoder/metadb xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroup0l-logcoll /var/netwitness/logcollector xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroupOl-packetdb /var/netwitness/logdecoder/packetdb xfs
defaults,noatime, nosuid 1 2

o Network DecoderMi5F & :
/dev/mapper/VolGroupOl-decoroot /var/netwitness/decoder exti

defaults,noatime,nosuid 1 2

/dev/mapper/VolGroupOl-sessiondb /var/netwitness/decoder/sessiondb xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroupOl-index /var/netwitness/decoder/index xfs
defaults,noatime,nosuid 1 2

/dev/mapper/VolGroupOl-metadb /var/netwitness/decoder/metadb xfs
defaults,noatime, nosuid 1 2

/dev/mapper/VolGroupOl-packetdb /var/netwitness/decoder/packetdb xfs
defaults,noatime, nosuid 1 2

o ConcentratorMiF & :
/dev/mapper/VolGroupOl-concroot /var/netwitness/concentrator ext4
defaults,noatime, nosuid 1 2
/dev/mapper/VolGroupOl-sessiondb /var/netwitness/concentrator/sessiondb
xfs defaults,nosuid,noatime 1 2
/dev/mapper/VolGroup0l-index /var/netwitness/concentrator/index xfs
defaults,noatime, nosuid 1 2
/dev/mapper/VolGroupOl-metadb /var/netwitness/concentrator/metadb xfs

defaults,noatime, nosuid 1 2
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o ArchiverMi5 & :
/dev/mapper/VolGroupOl-archiver /var/netwitness/archiver xfs
defaults,nosuid, noatime 1 2
/dev/mapper/VolGroup02-workbench /var/netwitness/workbench xfs
defaults,nosuid, noatime 1 2

o BrokerMigF & :
/dev/mapper/VolGroupOl-broker /var/netwitness/broker xfs
defaults,nosuid, noatime 1 2
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11.2TOR B HR: DY 7vF

11.2R 38 22 v9% bk 7vT 3 51012, L TN D2NI—AXEZDIEHE TETLET .

o 71—X1:NW Server, Event Stream Analysis, Malware Analysis, Broker, Concentrator/x Ak M
Tk 7T

¥ :10.6.6.x CEvent Stream Analysis®DC2EY 1—)L&EH $1E L TLV=35 & . Event Stream
AnalysisH—ERE11.2 IZ7YTIL—R §HE, BFDA—IDIA—LTVTERIRL . VA—LTYT
ASE T I 2HFTHA TEELYFET,

o 71—R2:BRYDaALKR—FUk KRR DEYE TV

71—X1:NW Server, Event Stream Analysis, Malware Analysis.
Broker, ConcentratorrR Ak Otzyk 79

22471 11.2 NetWitness Server®tvk 7y
[11.2 NW Servert Ak Dtk 7Y7 | DOF IBIZHELVET .

A292:11.2 ESADEYR 7V

R 10.6.6.xTC2ED2—I/IVEB L L TLV=HE & | Event Stream AnalysisH—EX%F11.2 [T7vT
;“;—F‘ T HE. B2 IO IA—LTVIERIR L. DA—LTYIDE T §5FTHE A TEHAGY

[11.2 3ENW ServerrRAk Dt vk 7T 1DF B IZHELY, ESAT KA ERVs7YILFET,

1. wyb7y7 TO95L%EFE B LTESATSAT) kAR ZEWNT7YIL, A—F (U8 71—AD[E
> [RRAF]E2—%#H AL T, "R L ICESATSA T —EREZ AV AR—ILLET .

BB OESATKANZFE A I 518 4 &, ESAtEHh A KRR ET7YT I L—R $ 512, ESAT
4 RRANETYTIL—K T BEABHYET . TF74 <) RAMIIET XTDnongodb( Mongo
T—RR—=2) DI\ T TtarI7/ ILHMRE TE S TLVET,

2. (FFLaV)ESAtHUF) KRR H955E . ok 7vT RIS LEE R L THRANE Uk 797
L. 21— A871—AD[EH-] > [RRF]E2—%E AL T, RA L IZESAEAVAH—ER
EAVRN—ILLET,

422%3:11.2 Malware AnalysisDtvk 77
[11.2 IENW ServerrR Ak Dtvk 797 | DF IBIZHE WLET,

R ZX44:11.2 BrokerZE/l=I¥Concentrator)tzvk 7y
M11.2 IENW Serverrh A Dt vk 7V 1DF IBIZHELNET .
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3% : BrokerhVE L MS & (£, Concentratoris A ZE 77T L—K LET, 11.2 NW ServerMFH L LY
Investigate# 8 (£10.6.6.x07 H—EREBEE TEFEH Ao CDT=8. 7z—X1 TBrokerFr=z &
ConcentratorRAR Z 7T 5L —K 32 EHHYET

71—X2: BYDaR—Rb RRF DV T7VT

Decoder. Concentrator, Log Collection®D& RANET7VIIL—R 3515 & (k. T—ARNEBIUVEE
DFLEEBROFIEICONT, M3 8B T—ARELEHDELLEHHE 125 B L TGS,

Decoderic Xk LU ConcentratoricA

1. T—ARELEFHFFLLELET,
2. T11.2 JENW ServericR AR DV 7Y T I DFIEEFEITLET,
3. TANRELEHERRLET,

Log Decoder/kRk

. TLC(Log Collector) EVLC( Virtual Log Collector) : prepare-for-migrate.shdDZE 17 I ( [ 23O PYTF
N 1) DEEEL [ZHE LY. Log CollectorDZEEMSE T LI=CEEfERLET,

. Log Decoder £ TT—AaIR&EZF L LFT,

. T11.2 JENW ServerrRRk Dt2vk 7V 1DF IEEERTLES

. Log Decoder £ TT—aIREZHRALET,

ETYITIL—R LIz TPYTIL—R R DRRY DI 3R30: 7YIIL—F EHEIRID— B

?# [Domain | THESNIAVITUN IL—ILDEH 1ZT T L& T, OJNEFZBHLE

—

AWM

Virtual Log Collectoriz Xk

1. TLC(Log Collector) EVLC( Virtual Log Collector) : prepare-for-migrate.shdDE 1T 1( [ 1 X PYTF
g 1) DEE &L (ZHE LN, Virtual Log CollectorDEfE A T LI=ZLERLET .
2. INITVTERITTHRAN EDall-systemsT7AIILEIREL . 10.6.6.x VLCE/\WIT7VILE
a. COFIEEEITT DRI, all-systems T7MILDARIZ, RDIFHRHE FN TSI EXHE
BLES
vlc,<host-name>,<IP-address>,<UUID>,10.6.6.X%
b. ROAXNEETLT, /W7 YTEERLET,
./nw-backup.sh -u

RARZ /NI TYTT B FIE(ZDLTI, T/\wOPYTFEIE 125 B LTS,
3. I\ IRARZ, RO K T, VLCOINWITYTDMER SN TWAIEEERLET,

<hostname>-<IPaddress>-root.tar.gz
<hostname>-<IPaddress>-root.tar.gz.sha256
<hostname>-<IPaddress>-backup.tar.gz
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10.

<hostname>-<IPaddress>-backup.tar.gz.sha256
<hostname-IPaddress>-network.info.txt

all-systems-master-copy

FHLWMI2RE T UNE CARvb D—I# B % i TEHKSIZ. 10.6.6.x VLCE/NTJ—ATLF
‘a_o

11.2 NetWitness Platform@OVAZ{FE AL T, JENW Server AN EH R IZB A LFET,
HLLOWLCORIE T D) — U LET,

10.6.6.x VLCER L Awh T—OR R ICE B LET,
COERMIE. 10.6.6.x VLC/ S\ 7T T74 )LMD<hostname-IPaddress>-network.info.txtlZ
REINTHET,

FIPVONNE L SN TR EEERLET,

a. /etc/sysconfig/network-scripts/ifcfg-eth0Z7MILEREL. REZEHLFT,
ifcfg-eth0 DAR TR DEIITAZYET,
TYPE=Ethernet
DEFROUTE=yes
NAME=ethO
UUID=<uuid>
DEVICE=ethO
DNSl=<nameserver from <hostname>-<ipaddress>-network-info.txt>

DNS2=<nameserver from <hostname>-<ipaddress>-network-info.txt>
BOOTPROTO=static

IPADDR=<ipaddress from <hostname>-<ipaddress>-network-info.txt>
NETMASK=<netmask from <hostname>-<ipaddress>-network-info.txt>
GATEWAY=<gateway from <hostname>-<ipaddress>-network-info.txt>
NM CONTROLLED=no

ONBOOT=yes

b. ROAVNXFHERTLET,
systemctl restart network.service
INSITVT TALONJEE R LET,
# mkdir -p /var/netwitness/database/nw-backup/

INVITTH N7V RAR @/var/netwit\nes s/database/nw-backupMoH 8 DVLCD
/var/netwitness /database/nw—backup?’»{l/@f* YIzaE—-LFEd,

NW Serverkd 4% DNetWitness Platforma>iRi—Rk DF=HD. r‘l 1.2 NW Serverd 4% DFRA~ D
ok TYTIDRATY N2~ 12K T LET . ATYT12TIE, H—EREL TLog CollectorZ:E R L E
ER

11.2 NW Server ;R R+ Dtvk 7v7

10.6.6.x SA Server’lRAk DT—2%W T /3w 7VTL TS, RARRZ/ S PyTTBIIE, T3
FPYIEIRIDOFIBICHESHEHHYET,
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FR T ANTELRYRIITE DL, SA Serverz11.2(27YITIL—R $BHERII/N\VITVTE
FE1TLFET . SA Serverg7 VI I L—K 9§ Bl [Call-systems 771/ LEE L T 2L EHAHYET, 2D
74 IUE, SA Server®11.2(Z7vF5L—K L1=#% TIXMER TEFEE A,

ROFIEEEITLT, 11.2NW Serverik R EtEvk 7VvILET,

L.

11.2 NW Server VMM —)UZAS AL | nwsetup-tuiAV/REETLET,
hizkYtyk7yT RIS LHERIE SN, EULAAR REhFET,

F:1) b 7yT TOISLDTOVTE R RSNL, TRSKMELEMEXMZEZFEALT
T4—IILREZFB L., Tab¥—2%F AL TavURBE( =& &, <Yes>, <No>, <OK>,
;(;;mceb) B HLET, EnterF—FHL T, VR DERZEZEEL. ROTOVTIFHBEIL
2)) b PvT FOSSLIZIE. RN ADTHERIE B HF RN T E = IEa Y — LD S—
A& —LhE A ShET,

Tab¥—T[Accept] (TR EIL . Enter F—%R L FT,

[Ts this the host you want for your 11.2 NW Server] VAT BR RINFET,

SEE NW Serverl 2R & of=FRAREE IR L T7YTIL—FKRZR T LS AKX T112NW
ServerrR AL DR 7T IDFIE 1~ 11ZE#EVIRL T, RYZEET 2L EIHYFET,

. Tab¥—T[Yes]IZFZEIL . Enter¥—%#LFET,

NW Server& 9 TIZ11.2027YFIL—F LTzB & . [No]l ZERLFET,
[Install or Upgrade] 7O T BR RENFET,

THEEXRENZFEALT. [2 Upgrade (From Previous Vers.)] 2% R L, Tab¥—T[OK]IZFE &)
L. Enter¥—%# L %7,
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[Backup path] 7OV TR AR RENFET

DBEIBHYFES

AR ROTOVTNR RSN\ TYT 1I\RI&, 13T VTR FLIzSRE— BT 500
BEHBYET, 1zEZ X, 1\ T7vT R9')Tk [E/var/metwitness/database/nw-backupZ T 74/t
DIRRELTEIVE TES , /NI TYITEF T I DN T7vT 1IREERL, TOEREERL
TULVEWME A &, ROTO T Thivar/metwitness/database/nw-backup i 5 L TE 3%

5. NRZEEBLIGUVMG A (L, TabF—TIOK] BB EIL | EnterF—Z0 L FY, /\REXE I D5 E
(X, /1 RZ#mEL . TabF—TIOKIITHEL . EnterF—ZHLFEY,

RRk 1INIPT 1R

RDORK(Z, RAS/H—ERBI DI\ 7 TE)AS T DI \R%E R LET,

YRRTF 1 R

Malware /var/lib/rsamlware/nw-backup

Event Stream /opt/rsa/database/nw-backup
Analysis

NW Server /var/netwitness/database/nw-
backup

FOht DT /var/netwitness/database/nw-
NTOHHRAR  backup

[Master Password] 7OV T R R ENFET,

/var/netwitness/malware
analytics server/nw-
backup/restore

/var/netwitness/database/nw-
backup/restore

/var/netwitness/restore

/var/netwitness/database/nw-
backup/restore
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YRB— INRAT—R EBA/NRT—R THERAFABELAXFO—EZ. RITRLFET,
CHE I @H%A T,

o« HF:0~9

o« INXF:a~z

« KXF:A~Z

RAZ— INRT—h EE A/ \RT—F T, oL F (IfER TEFEA, HI:
AR=RLP[TO /N~ <>

6. [Password] [CA L. FRIEDEEI Tl Verifyl (T EL., \XXRTJ—KZEB A AL, Tab¥—T
[OK]IZ#EL. Enter¥—2#LET,

[Deployment Password] 7OV Tk H&k R EShFET,

7. [Password] [CA AL, FRIEDXEIT[Verify] IZBEL . /\NAT—KZB A 1L, Tab¥—T
[OK]IZFE Bl . EnterX—Z%# L E T,

[Update Repository] 7OV TR AR RENFT,
NW ServerrRARZfE A LIZURIMJERIL D%, TRTORANTERATILEIHBYET .

8. THZEXHIELEREXZFERALT. [2 An External Repo (on an externally-managed
Server)] & IRLFET,
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[External Update Repo URL] 7O 7 & RENFET,
FIEIZDONTIE, TR D : S URDE UYDHE B | %25 R L TFZELY, NetWitness Plarform Logs
& Network 11.xDFRTOR FaAUD—E (&, [YRAE—H X | TR TEEY,

9. NetWitness Platform#} & UFRI M JDAR—RURL( fzEZ [, http:/testserver/netwitness-repo) & A
AL, [OKI&EYIILFET,

BENLBIPATIA—IVEREER T, MM TIHEERTHTOVTE R RSINE
ERS

10. BN IT7AT 94— LW B Z2E B I 512K, Tab¥—%FE AL TINol(T74/Lk) [TFEENL .
EnterX—%# LET, ZE WL I7ATo4—IILOE R EE L I BI1ZF, Tab¥F—%2FHLT
[Yes]IZ# 1L . EnterX—Z=# L F9,

o [Yes]ZBIRL TRIRZHETE 50\ HAWE[No] ZEIRL TIEREM LG T7ATI4—ILOWE
RZEFERLET.
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Warning: you chose to disable the default NetWitness
firewall configuration which means you must set up
firewall rules manually.

Select "Yes" to confirm that you will set up firewall
rules manually.

< Yes >

[Install or Upgrade] 7O 7k H%K ;R S FE S ( Recover (LE R TEFH A, 120K FEIBAT
¥o)

11. [1 Upgrade Now]Z:ERL . Tab¥+—TI[OK]IZFE EIL T, Entel$—€'#ﬁ LFI.
Start Install/Upgrade
A1l the required information has been gathered.

Select "1 Upgrade Now" to start the installation
on this host.

| JUpgrade Now

2 Restart

< Exit >

[nstallation complete | H'5R ;R B E, 10.6.6.x SA Server®M11.2 NW Server~D7VI I L—F (X
5T TY,

T inwsetup-tuidYURZFRAIR T HEZICR RTINS, RDRY)—2 3y ITRT K57 \vwy
22 a—KROIS—(FEB/RLET, YumlE, X1 )Tr2 EICMDZEFE ALV =6, VAT L
XTI E T HLEIHYELT A

tion delete (up
e] action nothing ( ‘pL~| due to action :nothing)

CR repository] action del

action runERROR:root:code for hash md5 was not found.

Tine 129, in <module>

n __get_openss1_constructor

12. JESA ServerrRARZ11.2[Z7YTIL—K §BHTIZ. TNW Server /%5 T LET,

11.2 JENW Serveri kX Otk 77

10.6.6. xR AR DT—42% W T 13007y TL TS, hRMZ/ WPV TFBIZIE, T3\ 7y TF)IE |
DFIBIZHESBBEIHYET
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Eg 3’ T—ANTELRYZITITE DL, RRANE1 217 VT I L—R T HERI/ N\ T VT EET
LFEI.

ROFIEEZEITLT, 11.2 IENW Serveric A Et vk 7y ILET,

1. 11.2 IENW Server@VM®DALY)—)UZAT AL, nwsetup-tuidvUREEITLET,
“hizkYtyk7v7 7RIS LA SN, EULADR REShFET,

2. Tab*—T[Accept] IZFEE L. Enter¥—%# L FT,

[Is this the host you want for your 11.2 NW Server] 7OV Th AR REhFET,

R NW Server| 2R 8 of-RRANER R L TFYIIL—REFTE T LIE A, [11.2NW Server
KRR DR T7YTIOFIE 1~ 11ERYVRL T RYEBET DL EHHYFT

3. Tab¥—T[No] IZFZEIL . Enter¥—%#H L EY,

[Install or Upgrade] 7O Tk H%& R SN ET (Recover[LE IR TEF LA, 120K EEIBAT
¥o)

4. FTRIEXMZFEALT, [2 Upgrade (From Previous Vers.)] Z:& R L. Tab¥—T[OK] [ # &l
L. Enter¥—%# L %7,
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[Backup path] 7O Tk R RENFET,

5. INREZERLIGEWME S [, Tab¥—T[OKIIZEEL . Enter X% LFET . /\RZEE T L5 E
(&, NREREL ., TabF—T[OK] I F L. EnterF—%# L FT,

R DN, RRSH—ERB D/ TVTE)ASTDIRERLET

Malware /var/lib/rsamlware/nw-backup /var/netwitness/malware
analytics server/nw-
backup/restore

Event Stream /opt/rsa/database/nw-backup /var/netwitness/database/nw-

Analysis backup/restore

NW Server /var/netwitness/database/nw- /var/netwitness/restore
backup

xaiors /var/netwitness/database/nw- /var/netwitness/database/nw-
RTOFHRAr backup backup/restore

[Deployment Password] 7OV Tk & RSN ET,

;I_ :NW Server®7v I L—R B IZEHALE=DERI CE A /NRT—REE R 320 EHHYE
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6. [Password] [CA AL, FRIZDXEIT[Verify] IZBEL. /\AT—KZB A AL, Tab¥—T
[OK]IZ#E B L. Enter ¥—## L FET,

[Update Repository] 7OV TR AR RENFT,

7. FTRAEXRMELEMEXENZ[EALT, [2 An External Repo (on an externally-managed
Server) ] Z:E R L. Tab¥—Z%E AL TIOKIIZE B L. Enter¥—%#H L FT,

[External Update Repo URL]1 7OV T &R RENFET,
YR R IZRSADE # HXUVCentOSDE FHEI B I 55T TT .

8. NetWitness Platform#} & JZRI K JDAR—RURL( fz&Z £, http://testserver/netwitness-repo) %
ABLT, [OKIZEDIILET A ERURD R LN BB URD N JURLEE B 9 HF B ICDLVTIE,
T{F8&D: S BB RO R UDIE R 125 BR L TSN,
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[NW Server IP Address] 7AV T DR RESNFET,
9. NW ServerDIP7R LRZEA AL, Tab¥—%E AL TIOK]Z:ERL . Enter¥—%LFET,

BENLIPATIA—IVEREERT50. ML TIHEERTEHTIOVTE R RSINE
ERR

10. B E R T7A Tro+—ILOWE K 2F 9 5I12(E., Tab¥—%FEH L TINol(T74LL) IS EIL.
Enter¥—Z LET, ZE MWL IT7AT794—ILOWE R EE 1L §5IZIE, Tab¥—ZFHALT
[Yes]I[ZF#2E L. Enter¥—Z# L F9,

o [Yes]ZEIRT DL, BIRAMEELFS

o [NolZRBIRY D&, BEMBT7ATI4—ILOWE L DNE A ShFEY

_[;nstall or Upgrade] 7OV T HFR R ENET (Recover [ &fE Al TEFEH A, 120K EH/IBAT
o)

” IM2TORERRFDEIT7IT



R AR 7VITL—K HAR

11. [1 Upgrade Now]ZZE R L . Tab¥+—T[OKIIZFEL T, Enter;\'——jé?fﬁ LEY,
Start Install/Upgrade
All the required information has been gathered.

Select "1 Upgrade Now" to start the installation
on this host.

1 Upgrade No
2 Restart

< Exit >

[nstallation complete | H'& ‘RSN DL, KRR DI2ADTYITIL—R [FFE T TY,
12. ROFIET, CORANZH—ERZAVRAR—ILLET,
a. NetWitness Platform|ZRJ /L, [BE] > [FRRAM DIEIZVILFET,
[(FTLLHRRR I Z47O0DKR R, [(RAM ] Ea—h\wI5 50K THL—R RESnEd,

F L FLULKRRR] FA7ODR RESNGEMEG S [(RRMN E2a—DY—)LA\—T[#HH %5
oLES,

b. [#LLVRRRNIZA7OTTHRRNED SO0 [BRE]1EIIVILET,
[#FHLULARRN Z47OJHB L., [RRM ] E2a—TRAR AR RENET

c. [(RRAM]IE2L—TEDHRRN(fz&Z [LEvent Stream Analysis) Z3E R L . 2 Install =7\ )oL
EXIB
[V—ERDLVAR—IL] ZA TR REINET

d. WYY —ER(F=EZILESATSA)) 8 IRL., [AVRN=IIZEDIILFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @]admiﬁ = @

Hosts

ud =
+ c - 2] 2 Instal é Update CE Discover é Reboot Host Filter x
Name / Host Services  Current Version | Update Version Status

Al Server Ip-address 1.0.0.0 o-co-Date

=) N nver adre 11.0.0.0 U D
¥ Evert Stream Analysis Ip-address Install Services g--- Event Stream Analysis
Sel he 3 e thi ate
s

priate host type and click Install to com

uired if the incorrect Host Type is selected

Hardware
Platform:

Host Type:

Public Key Hash

Cloud Gateway
ESA Primary

public-key

ESA Secondary

NetWitness Platform®IENW Serverik A D7 TSI L—K 52 T LEL 1=,
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7E :RespondR AR %10.6.6.xH0511.2(27YTTL—K 3535 & . Respondh’B UA 54 27
BFETIZHAHIE E OF; il B ET . CHITRespondDE T R ST —FHA U TYIRSND
M5TY o MongoT —3RN—RKN DT —EDHA XZE>THE [FEHYET,
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Legacy WindowsliR & O F F1=[F1V R —)L

['RSA NetWitness Legacy Windows R &1~ 1%% B L TFZEL, NetWitness Plarform Logs &
Network 11.xDF RTDR Fa A b D—E (&, [YRE2—B X | THERE TEET,

7 : Legacy WindowsiU & DAV R —)LEITE FT D . IE B [CAJZINE T 5180, DATLER
EELES,

Legacy WindowsiX & O #r £z X —)L 68
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TVFITL—F & DERH

ZDOREYITIE. 10.6.6.xD511 20127 YT —K L= & IR T 320 ENHIIRAIIZDOLNTHBALE
T o CNOHDARIIE, ROATINZH EIhFET,

E$

NW Server

RSA NetWitness® Endpoint

RSA NetWitness® Endpoint Insights

Event Stream Analysis

Investigate

AJYL &

Decoder $&ULog Decoder

Reporting Engine

Respond

RSA Archer® Cyber Incident & Breach Response
UEBA( User and Entity Behavior Analytics)
INITIT

e

BRI : R—h156T1ANE LSRR B SN TLVACLERERR

R—h156711F11.xTH LGB MENFEL DY, TP T oA—ILTIOR—ZR<B E IHYEE A,

[ RSA NetWitness® PlatformB A B AR 1D 7ok T—0 7—FXTOFv&R—h INEVWIESBRL.
15671 & LT RXTDR—b HIE L HE B SN TSI EFHE R L TSIZELY, NetWitness Plarform Logs
& Network 11.xDTANTOR FaAbD—F (L, [ YR2—H R I THERE TEES,

(FAF2av) 2RH2: hRZLAnalysts A—/LOYR 7
10.6.6. xTHRAYA AL f=AnalystsA—)L&EFE AL TLV=15 A (. 11.2TH

RETIVEIDHYEYS,

(#7232) T RSA NetWitness Platform > X714 EFar1Ed1—HEEH 1R 1O O—)LOE N LiE
fR DEN YL T %S B L TS, NetWitness Plarform Logs & Network 11.xDT RXTDR Fa AU+ D

. [YR2—B X | TR TEET,
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NW Server

42%3: AD( Active Directory) O 1T

NetWitness Platform 11.201—5 A 271 —RIZR A ICOTALT=EE, [ IT1HREED )L T
ADDBITET T THALEHIBHYET,

1. NetWitness Platform 11.2[Zadmin userDEREEIE R TAYAILFET,

2. NetWitness Platform 11.2A=2—T, [EE]> [Xa)T]DIEIERL., [BRE]I1FTEI)Y
ILES,
RDFATATHR RSINFET,

External Authentication Migration

10.6.x authentication providers and external role mappings are not migrated. To migrate these settings click on Migrate button.

3. [BIT1ZOMILTEY,
BTN T THE814707NELET .

A4 % 1T L1-ADHE 5 OF ¥ LI A & 07y IA—F

10.6.6.x CTAD( Active Directory) —/ATEREEZIT L. ADY—/\EDERTITSSLEFERA LTV 5 E
(X, #BITER DADE R ZEZ E L. Active Directory—/\DFEBAE 27w O0—K 3 2L EHLHYET,

SEBAZEET7YIO—R § B2, BITERDADE R TROFIEEZETLET .
1. NetWitness Platform 11.2A=2—T, [BEB]> [X1 )71 DIEISERL., [(REI1FTEI )Y
gLFET,

2. [Active Directory# %] T. AD¥E R ZERL. 20 IILFET,
(R ORE]FA7OIDR TINFT,

3. [REAEIPAIVI 4—ILR T, [BRIEV VLT SEAEIFMILERRLET,
4. [REIZVIILET,

A22%5:11.2THPAM( Pluggable Authentication Module) D # BX

12Z7YFIL—F LI=#& . PAMEBE K I 20 E0HYFT . FIBICDLTIL, TRSA NetWitness®
Platform > X714 F2170EI—EEEH1F IDTPAMBAY A A% RE D L 125 BB L TN,
NetWitness Plarform Logs & Network 11.x0DF NXTDR FaA bD—E (X, [YRE2—E X ITHEZRET
EE XD

10.6.6.xDI NI T7VT T—E2Dlete T4L I NIZEH510.6.6.xDPAMIE L 771 VxS B TE=FET,
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BAR96:NTPY—/\DOJRF7

NetWitness Platform 11.203—4 A2 71—R%FE AL . NTPH—/\OE R E AN 73 206 E HHY
F9, NTPH—/\DE B 1B #; (L. SBUPATH/restore/etc/ntp.conflZ®HYET,
/var/netwitness/restore/etc/ntp.conf Z77A JLONTPH—/\LZ ERAR B ZEFERALET . NTP
H—/\ZIB N T 575 % DFEMIZDULTIL, TRSA NetWitness® Platform > XTLIERE AR |DINTP
H—/\DHE B 175 BB L TFEELY, NetWitness Plarform Logs & Network 11.xDT RNTHDR 1A+
D—E L. [YRF—H R ITHERTEET,

A2 Z47:FlexNet Operations-On Demand AccessZ{# A L% L VR i TOSAEVADYR
7

Z{ F DIR & TFlexNet Operations-On DemandlZ7 7t AL 7L MG & (. NetWitness Platform>4
VAEBEAUO—RTEIMENHYET . MU REBAOvO—K 955 EITDLTIE, TRSA
NetWitness Platform 54 €2 XE B 1K | DI 7571 NetWitness ServerD& £k 15 B L TS
LY, NetWitness Plarform Logs & Network 11.x0DF RXTDE FaA b D—E &, [ YR5—H X I TH
HTEFY,

2248 : R # NW Server®S51/t>X%10.6.6.x MACFFK LRIZE wuELYT

i 18 <> > MSecurity Analytics Server&d 7V L—K 9515 & (X, 11.2 NW Server®{r 8 /KR~ D
MACT7R L R#10.6.6.xOMACTR LRIZE B §AH5ILIKY, S/ REMF TEEFT, 1A%
HFLLOWMACTRLRIZEBIVELTT 5 5 &L, [RSA NetWitness Platform 54 X EBHAR 1D
[ 27571 NetWitness ServerD& §k 1%5 B L TFZEL, NetWitness Plarform Logs & Network 11.x
DI ARNTOE FaAbD—E L, TYRZ—H R I THERTEES,

(AF2aV) 2RO BEIPATIA—IE R ERED 1L LG & . hRA Liptables%iE il

TITIL—R 2 BEDTPATO+—IE R EE AT 5H. FIEEMILTINEEIRTEET,
ENELIBE X EBHIE LI RTORANT, ROFIEER—RASA(EL T, A—HE B DT7A
ToAr—IL IIL—ILEER LET,

3 1\ TV T Drestore TAIVE 28D, $SBUPATH/restore/etc/sysconfig/iptables&
$BUPATH/restore/etc/sysconfig/ip6tables®@S ML . ip6tablesT7M)L&iptables 77
JIVERF TEET, /etc/netwitness/firewall.cfg@PAIUZIE, 12 #E DiptablesDI7PAT
VAL IIL—ILDYE FENTLET,

1. SSHTEARAMZIEH L. root TATAULFET .

2. ip6tablesF7A)&iptablesTPAINERF L. WRBLDIFATo4—IL IL—IVEEMLES,
/etc/sysconfig/iptables

/etc/sysconfig/ip6tables
3. iptablesHP—ER&ip6tables—ERZEEAO—KLZET,

service iptables reload
service ipb6tables reload

(AT2aV) 2X010: EEERERELTLVEIMES . SSLR—M28EE

—ELEBEREZRELTVEMGE DA, COFRVEZRITLET . ROGE(F, EEERINR
ESNTLFEEA,
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o 1032F=IFXFNLURT DEKRISOMA—DEFERLTULS,
e RPM/ W —CEITEERAL T, Y ATLEI0.6.6.XIZEH L=,

ZDEIIRE D7 H—ERIEIESSLA—F 500X XZ%{FE FH L TLVST=8. NetWitness Platform 11.2(%
:h%w&—ﬁx;ﬁ ETEFERA, [T—ERDFEE]F4 705 T, a7 —ERDFR—kESSLE—K 2
BHITHAILELIHYET,

1. NetWitness Platform 11.22=2—T, [§E]> [—EX]EBRLFS,
2. FA7 Y—ERERRNL., K-+ ZEIESSLMGSSLIZEELES

Broker 50003 56003

Concentrator 50005 56005

Decoder 50004 56004

Log Decoder 50002 56002

3. [H—ERIE2—DY—Ii—T. A(RmE) 9oL T,
[H—EXDmE I FAT7ATIARRTENET,

4. RITRT &I, R—bZIESSLMSSSLIZERE L. [(REFIZVIILFET (HI 2. Broker®R—bk
#50003HM556003I1ZEELET)

Edit Service

Service Broker

Host nwappliance13731

Mame nwappliance13731 - Brol

Connection Details

Port 58003

Test Connection

Cancel

BARJ11: (#FL3V) Logstasht H R 77/ IV CE HFI SN TLVEWNEE QST TFo7L—+
O IE

RIRE: 10.6.65511.2, F1=(X11.0.0.00511.201CE #FH T HEE, FO—/LEEE AR SN TLVSIS
A . Logstasht AR 771 L TEE QY ToIL— BB FHINFLE A,
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E#%: JO0—/ILEEMMER SN TLDIEE . JO—/ L@ H—/\DOLVF b \Dsyslog T~ )—
EHREL. (REIZVIVIILTRFOEEODIOEREER T 2L ENHYET,

11.0XxTYE—NVEE MR SN TVSES S . RFOTO—/LEE DB ZE A 57012, R
DFIRERITI IR EIBYET

1. NetWitness Platform 11.2A=2—T, [BEE]> [YATL]I > [JO—NILEADIEISERLE
-g_o
[(FO—/NLBERI I Ea—DR TShET,

2. [H—14T%9 )99 T, 1EE Dsyslogh—/\ERRLET,
3. U(RET1a0) &L T, [(BREIEVIVILET,

RSA NetWithess® Endpoint

BAI12: 2t— 1 R H DEndpoint75—~ OF # Bl

1. NetWitness Endpoint Server £ T, C:\Program
Files\RSA\ECAT\Server\ConsoleServer.exeZ7AILN DR BRI DE L ZE. RDELSIZE
BLZET,

<add key="IMVirtualHost" value="/rsa/system" />

3F : NetWitness Platform 11.2 T, IR RRAR &/ rsa/systemTY, 10.6.6.xLLR D/\—23 T
%, IREARAME/rsa/saTT,

2. API Server&Console Servere B EEILET,
3. SSHTNW ServerlZ3E#Hi L. root DEBEEIEH TATALFET,
4. ROATNEETLT, TRTOIEEAEFXNSANRANTIZEMLET,

orchestration-cli-client --update-admin-node

5. RMATUREE1TL T, RabbitMQ ServerzB £ B LET,
systemctl restart rabbitmg-server

NetWitness Endpoint 77k (& B B #9 [CRabbitMQ THI A AT 88 (TR YUFT S

6. /etc/pki/nw/ca/nwca-cert.pemJ7PAIbE/ete/pki/nw/ca/ssca-cert.pem 77 ILENW
Serverhs4 >7Rk—k L. Endpoint Server0E 8 TEAIL—FEBHE XM 7ITEMLET,

AZ913: Java/\—2avDZE E(Z&Y., LAY —EndpointhoD5E #i £ 17 Feed 25 # Bt

Java/A—230MZE B IZEKY, LA —EndpointDFE Hi E {TFeedZB K T2 EAHYET . COM

R RTBHICIE ROFIEZETLET .

1. TRSA NetWitness Endpoint#ft & AR 11285 #& V)R L FeedZ @ U f=Endpoint oD TF Rk
T—RDE R |k EY DN NetWitness EndpointDSSLEE B £ DITHRAR—k | DR B ITHE LY,
NetWitness Endpoint CAZE B & #NetWitness Platform®Dbk SR+ Ak PIZAR—bLET,
NetWitness Plarform Logs & Network 11.x0DF NTDR Fa A bD—E (X, [YR52—E X 1 THE
FTEFY .
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RSA NetWitness® Endpoint Insights

(AF3>) #R914: Endpoint HybridZEf=[XEndpoint Log Hybrid D> X+ —)L

LUTZESRL T,
[ RSA NetWitness Platform 11.2 Y B R A X —)L AR I(EBHRRASDAAF—ILFIE) .
[ RSA NetWitness Platform 11.2 fR F8:RX~ 412X —)L AR J(IREBHRRS DA AR—ILFIE) .

ESA( Event Stream Analysis) #X%

AZ915: ESADE By & B & HH OF 18 5L

10.6.6xCEBERBRHZEALTNVIEE . ROFIEEZEITL. 11.2MESA Analytics—EXIZ

BERTOILEIHYVET,

1. NetWitness Platform 11.2A=a2—T, [H¥]> [ RTL] > [ESA Analytics] Z:ERLET,
Suspicious DomainsEY 2—/LT#HD. Fwb T—Y T—2HC2(IT K &V bA—)L) EDa—)LE
A4S A C2EY 21—)UZIE, domains_whitelist | &LV5 4 B DARTA ~URR AW E TH,

2. (A#7<3v) Context HubH—E XD YRR ] 2T1ZH LV E B E B & H OFRTA RN R Rahd

5e . ROBEEETLES,

a. [BE]> [—ERXR]ZY')IL T, Context HubH—ERZERIRL ., 7Ua/( & =
DY AZa—T, [RER]> [HER] > (VAR 2TE0)0ILET,

b. @ ULBENE B &R OFRTA )RS D4 il %. Suspicious DomainsEY 1—)LAME 95
rdomains_whitelistj[:wﬁLij_o

FEHMIZDUNTIE. T NetWitness Platform B B) & B # H 71 F 1 5 &N NetWitness Platform ESA¥&E B
4K 1DIESA AnalyticsD#E B | 20232 % 5 BB L TZELY, NetWitness Plarform Logs & Network
ILxDFATOR FarobD—E I, TYRE—H X I THRETEET.

2 X%16:Web Threat Detection, Archer Cyber Incident & Breach ResponseF/-(&
NetWitness Endpoint&Difi & DF=hMDSSL4H EH &2 iE O Rt

Web Threat Detection, Archer Cyber Incident & Breach Response. NetWitness Endpointtﬁ’tﬁ ‘é_f 9515
& . RabbitMQAwtz— /NI KT B DR FE DF=0IZ, A 5% L AT LICSSLIE B R AL &4
Y ENDHYES

3 :10.6.6.xT—3%/\WI 7T LT=EZIZE 5 L F=RabbitMQA—HR &/ \AJ—KR #FE R L FT
(TN 7YTFEIE 1S B LTS,

1. NetWitness Platform|Z#f & 97 AHRAL AT LAIZA—HEERLET , RRAMZATIL, XD
rabbitmgct1AYREETLET,
> rabbitmgctl add user <username> <password>
i) -

> rabbitmgctl add user wtd-incidents incidents
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2. ROARRZERFTLT, A—VDERERELEFT(ATVIIOI—FREER)

> rabbitmgctl set permissions -p /rsa/system <username> ". *", " x" o sn
i) -
> rabbitmgctl set permissions -p /rsa/system wtd-incidents ".*", ".*", " x"

R X417 : Threat - Malware Indicators %2 2aKR—K OF $h ik

11.2.0TlZ. 10.6.6.xMDThreat -Indicators¥w 27K8—K M4 Hi HThreat - Malware Indicators¥w o
R—FK [CEBESNFELT= 10.6.6xTIDF Va1 R—FEEALTVIE A ROBEERITIS
WHWELIHYET,

1. 11.20Threat - Malware Indicators5 v afih—F 28 L LET,

2. LU albuk DT—3 Y —RERELET,
NetWitness Platform®DA i alvk MFF#ll (£, RSA Link( https:/community.rsa.com/docs/DOC-
81463) DI Fwralybh 15 B L TZALY,

Investigate

BZX918: hRBIA XL T=2—Y O—JUZA RN #T 27949 Binvestigate-servertE B
OB LERER

11.2.0.0127vF9L—K L1=%& . hRETA XENF=EDI—Y O—)LETIAIUk Tldinvestigate-
server.* MERIE I ITHOTWERFA, BYHZI—Y O—JUARUE D T ADTIERER HH
HEHEMHR T HITIE. ROFIEEEITLET,

1. Admin user®M& ¥ 15 R %F F L TNetWitness Platform 11.2.0.012A45 1/ L. (BB > [£¥%a
U411 8L ET,

(A=) 2 T%9 )L FET,
investigate-server.* MERADELO—ILEEIRLT, z( WMETAI) T )IILET,
[#EPR 1 Y av &S [ Investigate-server | F TEE IR LET,

[Investigate-server ] FTUIRVIRDALUTIHEME S . ARV DIV ERT 2L E DHH1—
HYOO—)LTIE, AUIEZELET .
Permissions

< Integration-server | Investigate [EINES-Eid--allTaN B

Assigned Description ~

A

. FY
B U Investigate-server

v investigate-server.®

6. (RTFIZVIILFEY,
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2LV E

2919 7vFL—K # MDLog CollectorMStable System ValueD')tvk
120Z7YTIL—F L1=tk . RDIRI%EZE(TL T, Log CollectordStable System ValueZ'Jzvk L., 3
RTCOWETOL IS E B ICHERLIZIEERERELET,

Lockbox@Stable System ValueD'Jtvk

LockboxIZ[&. Log Collector®A Nk V—REZDM D/ SRT—FK %85 5 L T 5= DF—hHMRF SN
F9, Log Collectorth—EXIX. Stable System Value A% B M f=1=8. LockboxZ I EMTEFE
Ao ZDT=8. LockboxDStable System ValueZJtzvb § 2 EAHYET, [OJIRE: RTYT3.
Lockbox% 7 |( [ RSA NetWitness® Platform OJYRE B EH AR 1) 5 BB L TFZELY, NetWitness
Plarform Logs & Network 11.x0DF NTDF Fa A b D—E [, [YR5—EB X ITHEZR TEET,

Log Collector —EAMRabbitMQ—Y PhI b O/ SRT—K OFE #

Log Collectort—E RMRabbitMQ 1—H FHOU bt DINRT—K HNE B S5 & (L, 11.2ADT7VT5
L—FZICBANTILEIHYET,

1. NetWitness Platform 11.24=21—T., [§E]> [H—tEXR]EZEIRLEFT.
2. Log CollectorZ# R LET,

3. Y poua) S [RR]> [THRTO—S]1 EUHLES .
4. event-brokerZxf& 7')yILT. [jl:ll{ﬁ"f] FERLET,

5. KOyFaoy YRR sl passwd ] ZEIRL . [/¥5A—42] 2 newpw=><newpassword>]&EA L
( <newpassword>[FRabbitMQI—4 ZHOUk D/SRT—K TY) | [EEIZFIIILET,

= /P-address Log Coll ¢ | evenmoroker 10.31.204.88 - Log Collector
nfig
B 10.31.204.88 - Log Collecter (LOG_COL... =
destination
B 0connections
rrrrrrrrrrrr
@[ deviceappl »
= ki )
(S Properties for IP-address Log Collector (LOG COLLECTOR)/event-broker. X
B[ config
passwd v | Parameters newpw=newpassword m
[ destination
Message Help
Doe ¢ 1| Change the management password
[ sources security.roles: logcollection.manage
parameters:
Ol oldpw - <string, optional> The old management password.

(AFL a3y FIPSHE $57510.6.6.xDLog Collector, Log Decoder, Network Decoder®
TYITIL—R L5 R)

22920 FIPST—FDE 1t

Log Collector, Log Decoder. DecoderZ g < XTDH—EXTIIFIPSHE #h [T >TLVET . Log
Collector, Log Decoder, Decoderd ¥+ DH—ERXTIIFIPSEEE X [T TEF A, CNHDH—EXT
FIPSEZR L HH EDFEMIDOVTIE, TV RTLAUTHUR FIPSOAE R L/ES L 1INEVI%E

2 BB L TLIEELN(TRSA NetWitness® Platform 2 X7 X7 F X 4K 1) o NetWitness Plarform
Logs & Network 11.xDF RNTDR FaA bD—E X, [YR2—B X I THRTEES.
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Decoder# & U'Log Decoder

(#AF2av) 8#X%421: GeolP2 ParserDAZT—42M0H $h1t

TI4IUk TlE. GeolP2 ParserhVE A 3B A T—A(XGeolP Parser& WD 1< YET, 11.2127VF5
L—R L= . B DART—EHW B35 & 1L, & DecoderT( 1A 1Z14) ENEDAZT—2EH $1E
TEODLEIDBYET , CORETTVITIL—FRRICEETEELTEFET, ispBEUorgDAR T4—
JWIRIE, BE . domaintRUIEZFE K TSR IZBE LT,

AAT—REFNITBIZE. ROFIEEETLES,
L [E8]>[EX]IHHLET,
2. [EH®]> [P—ER]EL—T. Log DecoderFf=I&DecoderEE R LET ,

3. POy PAAU( B oL, [RFR] > (BRI ESEIRLET, [Parseri B ]/ SRILAR
RENBDT, ZTMS[GeolP2] ZE IR L TH I DART—RERT T HIENTEFT .

GeolP2 ParserMzE #ll [ZDULVTIE, [ Decoder L ULog Decodert& fE 774K 1D GeolP2 Parser&Geol P
Parser] Dk EW9%E S B L TKZELY,

Reporting Engine

22222 4} & SyslogY—/\DCAZE B B #Reporting Engine[ZURR7

TYITL—R IR B LT/ N7 YT INCARE R E ZUARN 7 2 B ABYET , /X0 7vT 9
ThIE. 10.6.6.xDCATEBZE % /usr/1ib/jvm/java-1.8.0-openjdk-1.8.0.111-0.b15.e16
8.x86 64/jre/lib/security/cacertsTALININZINITYILET,
ROFIEZEEITL. CAREBAEZ11.21TURRTLET
1. SSHTNW ServerrRRN [ZHE#E L FT .
2. CASEAREZIORR—ILET,

keytool -export -alias <alias name> -keystorepath to keystore file -rfc -

file path to certificate file
3. /etc/pki/nw/trust/importT4LIMUJIZ, CA pemZzIE—LFT,

(AT 3av) #X%523: Reporting Engine D4} & Ak L—C DYRR 7

Reporting Engine ¥} &8 Ak L—( LAR—h R 77 A DSANAONASH: &) 055 & 1§, 7vTJL—FK
B OERRRL. 7TVIIL—R RICB YU 2 EHNHYET . FIBIZDLTIE, MReporting
Engine : Y4 ADK E75 LAR— (2% 5 3 5F=8DAR—RMDIE N | ( [ RSA NetWitness® Platform
Reporting Enginet& FE AR 1) %5 B L TLZ&ELY, NetWitness Plarform Logs & Network 11.xD3 T
D FaAVRD—E L, [TRE—H X THERTEEY,
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Respond

42924 :Respond—ERADHRS L F—DIART7

10.6.6.xTl&. groupByf] Tff A § 51=0DHRAL F—FEBMLIZHZE . alert rules.jsonF7A
IWHBEBEEINFELT, alert rules.jsonZ7AIUIIE REHIL—ILDRF—IHE FNTLET,
alert rules.jsonZ7AIUIRDFLIMGFTICHE B ShFEL T,

/var/lib/netwitness/respond-server/scripts

1. 1\99797 TALOURIR D/opt /rsa/im/fields/alert rules.jsonZ7A IS, WRAL F—
%:I:D_Lzasj_o
ZDTALIRIIE, 10.6.6.xDI\T T VT balert rules.jsonI7A VAR TENTI5 T TT,

2. 11.20/var/lib/netwitness/respond-server/data/aggregation rule schema.jsonlZ

BELET,
I, 11208 LWLVI7AILTT,

3. /var/lib/netwitness/respond-server/data/aggregation rule schema.j sonZimE

L. A7V 1 CaEl—L-hR2L —%EMLET,
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AR%25: Respond—ERXDHRALIE ] L RHOUT- DYR+7
11.2Tl&. Respond —EADIE 1L RVVTHF R &SN, ROFHLLVMGFF IS B LFEL =

/var/lib/netwitness/respond-server/scripts

10.6.6 XxCINBEDRIVTEHEHRARAALIG & (. ROBEEETITILEIHBYET,

1. /opt/rsa/im/scriptsTALOMIIZFEEILET,
ZDTALIRIIFE, R DRespondF—ERDIE FAL RDVTH H¥10.6.6. xD/ NI T YT hDYRRTEN
BB TY,
data privacy map.Jjs
normalize alerts.js
normalize core alerts.js
normalize ecat alerts.js
normalize ma alerts.js
normalize wtd alerts.js

utils.]js
2. 10.6.6.xDAI)Tk his, hRRL O woEIAE—LEFT,

3. /var/lib/netwitness/respond—server/scripts7_'\‘f(|/7|* DIZHELET,
ZDOTALIRJIE. NetWitness Platform 11.2CH &% &t SNz ROVTR K T 55T TT,

4, ATYF2T10.6.6 x APV T DoaE—L1=hRS L ODvIZE LIS HLWARYT 2R ELE
ERe

5. /opt/rsa/im/fields/alert rules.json 74 JLMNOARS L A woEIE—LET,
alert rules.jsonZ7AIUZIE, E&HIL—ILDRAF—IHE ENTLET,

AR26: hAAL A—JUH I OB MR TEOER ZEM TS

>t it O &N 5% & OHEBR IZ& Y. Respond Administrators, Data Privacy Officers, SOC Managers|&%}
COBHEEE([BRER]> [REOEH]) [CTIVERTE AV TUOMMER FIEE FrINfLEIC
A—JLBRZEE T HEMNAREITRYET,

CNLMEE E 1Z7 012 RT BIZIE. BETF DNetWitness PlatformDIZ % O1—4 O—)UTAER FE M T
LILVBEHNHYET , NAZL A—JUNERZTEM T I BEELHYET , [ NetWitness Respondtg B 1
K107 53 it i #1 5% 5 DIE R 1M EwIES BB L TS, 2 —HER OF M ITDOLTIE, T2 XTA
FaYTrba—YEBEH ALK 1%5 BB L TZELY, NetWitness Plarform Logs & Network 11.x0D3 R
TORFarA b D—E(E, [YRI—E RITHERTEES,

RR927 . 7} it 08 H 8% E EF B TH AL

NetWitness Platform 10.6.6.x~ 11.2MIncident Management®i& %0 5% 7€ (. 11.20%F it i@ &N 5% 7 &
(FREH7=0. BEF 010.6.6.x~ 11.208 F K E [F11.202F B T ShFEE A,

NetWitness Dxt s O £ DF% 7 1Z&2T. 41027 AME B F2(EFE F Shf=LEIZ, SOCTHR—
D0 AV TUNZEIYYE TON=TFIRMIA—ILE R EEE THENTEET,
XIEOBRMBELZFHTERTAICIE. (B> [RGB ]IZTIEALET , [ NetWitness
Respondf& B4R 1 DN % iz DA—) LB 1 5% & DHE X 1 DF IEZES BB L TS,

10.6.6.x~ 11.205@ F H—/ &, A—)L H—/3OF OVTF L YRR IR R ENER Ao A—IL H—
(F7B—/ LB E DLH—/ N A\R)Y [BEEB] > [LRTAL]> [JO—YLEH] > [Y—157) TR
EBSIUVREFIIRELIHYFET,
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1. NetWitness Platform 11.2X=2—7T, [BE]> [V ATL]I > [JO—/VLEM ] > [Y—/\142T
DIEISEIRLFET,

(R > [ IEOERM]ICT7IEALES , [RE OB & 0% E | Ea—hARREINFET,
CO | Tl [A—=IL Y==K OYTH T YR ZA—)LE 1 H—/ IR RS FEE A,
[A—=IL Y=\ 9% IILET . FO—/N LB H/ARILDR RSNFET
[H—=\12T%0 )L FT,

B A—ILBEH—NZDWVT, ROFIEEEITLET,

a. A—)LBHH—N\ERIRL T, ""é’]‘)/]bi?‘o

RESPOND INVESTIGATE MOMNITOR CONFIG

S i

nfo Global Notifications
Updates .
Output Servers Termnplates
Licensing -
Emnail
Enable Nam Outp Description Modified | Actions
I Global Motifications
v Respond Notification Ermail 516:46:02 3%

Legacy Motifications

System Logging

b, [A—LBHY—\DERIZA(T7OJVT, BERZBEHREAALTIREIEVIILET,

Define Email Notification Server

Enable ™
Name * Respond Motification
Description

Server IP Or Hostname *
Server Port 25

55L O

From Email Address * email.address@rsa.com
Username

Password kEEAIHEE

Max Alerts Per Minute 500

\1a>< Alert Wait Queue 0

Cancel Save

7. %_ﬁﬁﬁ] > [ EOBM]IRYES , F—/ DAL B—]IFOvTEIY YRS R R ENFE

Incident ManagementDH AR L& & T TL—h 112128817 T B EIETEE R A, 11.2TITHhRE
L ToT—h EHR—F S TOER A
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AR928: TIHI DAL TUR IL—ILDGroup ByfE DFE $i

TIHIE DAV T L—ILDS54DIE, Group ByflE &L Tl Source IP Address 1 &4 Fl 37553173
YFEL Tz T4 DIL—IVEB T BICIE. RDT IAILE DIL—)LDGroup Byl %[ Source IP
AddressIIZERELFY,

o High Risk Alerts: Reporting Engine

o High Risk Alerts: Malware Analysis

o High Risk Alerts: NetWitness Endpoint
High Risk Alerts: ESA

L (B> (12T WVIZBEL. BHTHL—IADIRR] 5 DV 0E7IILET
[A2o TR IL—ILOFFEM ] Ea—DRREINFT,

2. [Group Byl 74—JLUK T, $ LU \Group BylEZEIRLFT,

3. [REFEIZIVNVILTUL—IVERFHLET,

ARJ29: 42Tk JL—IADLGroup Byl Z4—JLK MiE N
[Group By] 74—/LK [£10.6.6TlIs 2B TIEHYFE LA TLIZA, 11.2TIER BT, 11.2127YF5
L—KL71=.

— DAL TR L—IUZIEZ[Group Byl 74—/ HVE V=8, JL—)UZIBIN T 2 B ABHYET .
EBMLGWEREICHEET . 1V TUREER TERREA

BAVTUR L—IUZDWTRDFEIEEETLET,

1. NetWitness Platform 11.2A=2—T, [#]1> [42 Tk W=I]IZ7OEALT. BEH TS
IW—ILDL A BT B DU IEIIILET

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin @)

Live Content Incident Rules Respond Notifications  ESA Rules  Subscriptions  Custom Feeds

I SELE R
This incident rule captures network user behavior.

.. This incident rule captures suspected communication with a Co...
This incident rule captures alerts generated by the RSA Malware...
This incident rule captures alerts generated by the RSA Netwitn...
This incident rule captures alerts generated by the RSA Reportin...
This incident rule captures alerts generated by the RSA ESA platf..
This incident rule captures alerts generated by IP addresses that...
This incident rule captures alerts generated by network users w...

... This incident rule captures alerts that are indicative of worm pro...
This incident rule captures alerts that identify common ICMP ho...
This incident rule captures any instance of an alert designed to ...

This incident rule captures alerts generated by the RSA Web Thr...
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2. [Group By] 74—JLK T, Group ByfE ANEIR SN TSI LERE R LET , BIRSINTLVELMNG S
[E. Group By[EZ#ZERLFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | (®)
Live Content Incident Rules Respond Notifications  ESA Rules  Subscriptions  Custom Feeds
BASIC SETTINGS D ENABLED

NAME*

User Watch List: Activity Detected

This incident rule captures alerts generated by network users whose user names have been added as a "Source UserName" condition. To add more than one
Username to the watch list. simply add an additional Source Username condition.

MATCH CONDITIONS* QUERY MODE
Rule Builder

OPERATOR

¥ isequal to jsmith

VALUE

jdoe

)SE THE ACTION TAKEN IF THE RULE MATCHES AN ALERT
Group into an Incident  © Suppress the Alert

GROUPING OPTIONS GROUP BY# Source Username

TIME WINDOW

ACTION®

a4 Hours

Cancel Save

3. [RFIZVIWVILTIL—IVERFLET,
A TR IL—ILDFEMIZDULVTIL, [ NetWitness Respondt&E B AR 125 B L TFEALY,
NetWitness Plarform Logs & Network 11.x0DYT RXTDR FaA b D—E (L, [ TR2—H X | THE
MTEFY,

BR930: PYTTL—F #E i BRI D— B 5 # [ Domain | TH B Shi=A Vo TUk IL—ILD

B

TVIGL—K #E i BRODN RA45: T Domain ] Ff=I& Domain for Suspected C&C1%{E B L1-# &
II—ILD— B EHRZER I THEL-MV TR L—ILEZEELET,

BELEEIL—IUIDNWVT, ROFIEFETLET,

1. NetWitness Platform 11.2A=2—T, [#R]1> [42 TUb =L ZEIRLT. EH THIL—
IWDLA RN ZHD I D%D)ILET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @:} admin

Live Content  Incident Rules  Respond No jons ESA Rules Subscriptions Custom Feeds

I SELECT ORDER ENABLED NAME DESCRIPTION LAST MATCHED MATCHED ALERTS INCIDENTS
1 » This incident rule captures network user behavior. 0
2 > ... This incident rule captures suspected communication with a Co... 0

This incident rule captures alerts generated by the RSA Malware...
This incident rule captures alerts generated by the RSA NetWitn...
This incident rule captures alerts generated by the RSA Reporti
This incident rule captures alerts generated by the RSA ESA platf...
This incident rule captures alerts generated by IP addresses that...
This incident rule captures alerts generated by network users w...
. This incident rule captures alerts that are indicative of worm pro...
This incident rule captures alerts that identify common ICMP ho...
This incident rule captures any instance of an alert designed to ...

This incident rule captures alerts generated by the RSA Web Thr...

2. [—EBEHIE I aNEADIT(—ILK T, KOYTEHY YR His[Domain] &[Domain for
Suspected CC]1ZZEIRL., 7VIIL—RRIDARITH EL-EHEEIRLET,

Live Content  Incident Rules Respond Notifications  ESA Rules  Subscriptions  Custom Feeds

BASIC SETTINGS ENABLED
NAME*

Verify Domain for Suspected C&C field

DESCRIPTION

This rule match Conditions for Domain & Domai cted C&C in rule builder

MATCH CONDITIONS* QUERY MODE
Rule Builder

Add Group

All of these v Add Condition

FIELD

CHOOSE THE ACTION TAKEN IF THE RULE MATCHES AN ALERT
Group into an Incident O Suppress the Alert

ACTION®

o | [

3. [RFIEVIILTUL-IVERHLEY, ‘
A TUR IL—ILDFEMIZDWTIL, [ NetWitness Respondt&E BT AKF 125 B L TFZELY,
NetWitness Plarform Logs & Network 11.xDF NTOR FaA b D—E (&, [YRA52—H X 1 THE
RTEFEY,
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RSA Archer® Cyber Incident & Breach Response

42%31: Archer® Cyber Incident & Breach Responseifi & O & B

Event Stream Analysis, Reporting Engine, Respond|Zf§ L'CArchgr@ Cyber Incident & Breach
ResponseZ B ¥ 9575 % ZDULWTIX, TRSA ArcherbDIEE 1R 1S BB L TEALY, i
NetWitness Plarform Logs & Network 11.x0DF RXTOR FaA b D—E (X, [TR5—EH R | THEZET
EEXE

UEBA( User and Entity Behavior Analytics)

(FFLav) #RH32: UEBADS VR =)L

UEBA [ENetWitness Platform11.2hV5%7 L<E A Shf-#EE TT,

UTZESRLTZEL,

[ RSA NetWitness Platform 11.2 ¥R, A2 X—)L AR 1( DB KRR DAV RAN—ILDFE) o
[ RSA NetWitness Platform 11.2 )R Z /KX~ A2 X —)L AR I(IRBE KRS DAV A—ILOFE) o

NetWitness Plarform Logs & Network 11.x0DF NTDR FaAbD—E (X, [YRA2—H R ITHERET
CEE IS

Avvre

B33 KA~ DO—HIL TALIRIDNS SO Py THE & I741 IVEH BR

FEE ) TRTCOINITVT T7AINDAE—EN E KRR L ICR BT 2B EHIHYET , 2) 11.27RX
b _EDO—HIL TALOR IS A7 TR & J74 IVEBIBR 3 BRI, /X7 ThsRRTLT=
T—ANTRTCNNL2LIZEETHIEERIELET .

1IN PYT  tar 7ML

FTARTORARNZELL20Z7YTIU—R LT=b, ROT7AIVEEHIR TAHELAHYET,

o RAM EDO—HIL TALININZHBI NI T T T74 )L,

o RAF £ Dnw-backupTAL Pk Ubkrestore TALIRNZHDTRTDIT7A )L,

Malware /var/lib/rsamlware/nw-backup /var/netwitness/malware analytics
server/nw-backup/restore

Event Stream /opt/rsa/database/nw-backup /var/netwitness/database/nw-

Analysis backup/restore

NW Server /var/netwitness/database/nw- /var/netwitness/restore
backup
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T 2171

FDM DT~ /var/netwitness/database/nw- /var/netwitness/database/nw-
TOHRAR backup backup/restore

85

TIUITL—F & DERY



R AR 7VITL—K HAR

F8&A: ST a—Ta9T

ZDEIIVTIE, AVRN—ILETYTIL—K TH &£ 9 0] 8814 DA 8 DR R F (ZDULVTER BA
;_i?'o [FEAEDIS E . ThLDR B HE £ 9 5H&. NetWitness PlatformAA45 A yt—oFH ALE

E RO ST I a—TAL T DR K TRIR TEEWTYTTL—F ORI EAHDHE & (F, RS
Y— HR—~ [ZHER LE HEEEN,

COEILAVTIE ROV—ER, #EE. TOERDN STV a—T4UJITOWTRE L TVET,
o CLI(ORUF 42 423 T71—R)

o I\VITVT RYVT

« Event Stream Analysis

o Log Collector—ER( nwlogcollector)

o Orchestration

o NW Server

o Reporting Engine

o NetWitness UEBA

TFHgEAFSIILa—F42F 36
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CLI(ATUk 34> 42371 —X)

CLI(av K 542 42371x—X) [, Orchestration failed. | ER R &5,

Mixlib::ShellOut::ShellCommandFailed: Command execution failed.
STDOUT/STDERR suppressed for sensitive resource
in/var/log/netwitness/config-management/chef-solo.log

nwsetup-tui Cfa] & ofzdeploy admin/\RAT—K#EELELT =,

deploy admin@/\RAT—kZEEFLET,
1. SSHTNW ServerrRAMZ3E#HE L. ROOTU R EETLES .

security-cli-client --get-config-prop --prop-hierarchy nw.security-

client --prop-name deployment.password

SSHTXR B L 7=rR R TR L FET
. EELUMeploy admin®/SRAT—RZE AL Thwsetup-tuiZzBEITLET,

ERROR com.rsa.smc.sa.admin.web.controller.ajax.health.
AlarmsController - Cannot connect to System Management Service

TYITTL—K MD5E T #% . SMS( Service Management Service) AVE 1T SN TL\BIZEH D
59", NetWitness PlatformlEZDH—ERIF UL TWSERBLET

SMSH—EXRZBEHLET,

systemctl restart rsa-sms

RANEATSAUTRFLTIT— LR IZ, 21— 41871 —RITRRAM & T—H
FRRIAE—UDRTENETS,

[ sA Server IP-Address n version-number Reboot Host

CLIZE AL TRANE TR T HLETEFRA, I—F A3 7—RAEFERHTH
HEIBHYFET,

A—HF A8 T—AD[RAF | Ea—THRRANEJT—FLET,
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/ $y77‘y7’( nw—backupxaujl“ )

IF5— Ay WARNING: Incorrect ESA Mongo admin password for host <hostname>.
>
REA ESA MongoDB admin®/XAT—R 24554 X F HAE EFNTOET(MN@#8% 175 E) .

fRR INVITYTHER 1T HRETIZ. ESA MongoDB admin®/\XJ—K T4k D
netwitness | [CE B LFET,

immutablef& 4 D% E AR E T/ \WO7VT I5—IRELEFT, KR RSNDBIS—0OH %R

Li@’
I
7— gy
Located in er
Backing up SA UI | files from:
B immutable( 2 B 7~ A ) T2 H%ER TE SN=771 D515 A( 5 Z [£. Puppet 7Ot RHHRA
B RARXLT=074 Ve LEELLBRNEKSITT B1=8) /1 \WITVTIZZEDTFANEFENT . T
T—hIEREINFET,
% | immutable 759 HER F SNF=T7AIHTEFE § HRAR T, ROAYVKREETL., T71ILD
R | immutable 759 FHIBRLET,
& | chattr -i <filename>
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Error creating Network Configuration Information file due to duplicate or bad entries in primary
network configuration file:
/etc/sysconfig/network-scripts/ifcfg-eml

Verify contents of /var/netwitness/logdecoder/packetdb/nw-backup/2018-02-
23/S5-BROK-36-10.25.53.36-network.info.txt

ROVNTNHIDI(—ILE T, FEFFEHE LIV )—DBHYFET  DEVICE,
BOOTPROTO. IPADDR. NETMASK. GATEWAY , CDIS5—I&, /\Wo7vITanbHAr
DTS4 JEthernetf VA TT—RKE B 774 LD HFER VB (TR H Sni-2 DT,

S ER\T T H— D1\ T ITE T . BEURRS £ OR—HIVE NI T VTG R (2D
15 A 1ZIEAh D/ ST I TDRT—D TSN TWNET) 12, FT7AIVEF B TERLET . 7714
JLE DFiz = |[F<hostname>-<hostip>-network.info.txtT, XDIV,)—ZEHINE
ABHYET .

DEVICE=<devicename> ; # from the host's primary ethernet interface
config file

BOOTPROTO=<bootprotocol> ; # from the host's primary ethernet interface
config file

IPADDR=<value> ; # from the host's primary ethernet interface config
file

NETMASK=<value> ; # from the host's primary ethernet interface config
file

GATEWAY=<value> ; # from the host's primary ethernet interface config
file

search <value> ; # from the host's /etc/resolv.conf file

nameserver <value> ; # from the host's /etc/resolv.conf file

89
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Event Stream Analysis

FIPSHE $hit Shi=# B T11.2.0.0127YF 9L —K L1=# . ESAY—EZXNOS5va Ll F9,

ESAH—EXMN, EN G FT—ANTESBLTWVED,

1. ESATS5A <) /RAMIZSSHTHER L, OJ1ULET,
2. /opt/rsa/esa/conf/wrapper.conf 7L ILIN DR DITEEBLFET,

wrapper.java.additional.5=-
Djavax.net.ssl.keyStore=/opt/rsa/esa/../carlos/keystore
THE%:
wrapper.java.additional.5=-
Djavax.net.ssl.keyStore=/opt/rsa/carlos/keystore

3. RDATUREETL.ESAZEEHLFEIT,

systemctl restart rsa-nw-esa-server

F B DESATKRANAHY., FICEEHIFEE T H5E (L. KRESATEHVA) RRRT
ATYT1H3ER VIR LET,

FEA FSIILSa—TF142F
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Log Collector'j'—le( nwlogcollector)

Log Collector®BA%Y &, nwlogcollector H—EREERITL TLVDRAN LD
/var/log/install/nwlogcollector install.loglZfRfFSNFET,

<timestamp>.NwLogCollector PostInstall: Lockbox Status : Failed to open
lockbox: The lockbox stable value threshold was not met because the
system fingerprint has changed. To reset the system fingerprint, open
the lockbox using the passphrase.

B ## . Log CollectorMLockboxZFAKZEMTEFEHATLT =,

NetWitness Platform|ZA%/ 4L, Lockbox(MStable System ValueZJtzvk 95 &ITEY, R
FLI T4 H =TI E b LET , SEMISDUNTIE, T OSYRE DI B 7 F ) T Lockbox
DX )T458 F DAL |+ EvIZ8H 50 Stable System ValueDtwvk [ +923 %S BLT
{fz&LY, NetWitness Plarform Logs & Network 11.x0DF RXTDR Fa A bD—E (L, YA
F—B R THRTEES,

<timestamp> NwLogCollector PostInstall: Lockbox Status : Not Found

B ## . Log CollectorMLockboxh%gE B SN TLVEH A

Log CollectorMLockboxZf# Fi I 515 & 13, NetWitness PlatformlZA% A4 L . Lockbox 48
BLET, MO TIE. [ETURE DIE LA AR ] DI LockboxMDEFJ715% TE DFE AX |
FEWI%ES BE L T, NetWitness Plarform Logs & Network 11.x0DT RNTDR Fa A+

w_%‘is r?ZQ_E m]?ﬁ;ﬂf%ij—o o
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<timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox
maintenance required: The lockbox stable value threshold requires
resetting. To reset the system fingerprint, select Reset Stable System
Value on the settings page of the Log Collector.

Log Collector@Lockbox®MStable System ValueBE 74—ILK vk 2L EHHYFET,

NetWitness Platform|{ZE%4 4L . Lockbox@®Stable System Value"é')‘l:"/l* LFET, FFfIZD0
Tlx, TATIREDEREI AR | 0)rLockbox0)‘t'$:L'JT'fu9 E O R | FEwIIZ8H BT Stable
System ValueD)tzvk |22 /EIJ’&* BB L T<FZ&0Y, NetWitness Plarform Logs & Network
1xDFRTOR FaA O— E (£, [YAZ—B X | THETEET,

Log CollectorD7vF T L—F Z# {5 L TULVEL f=hN, | = TIEX7YTIL—R L7iELZalsL
il/f:o

7‘\/771/_|: 0)5& E o

ROATREFETLT, 7VFIL—F D% fE %L TLVzLog CollectorZ it DK REIZR L .
BEOERZHEBALES,

# /opt/rsa/nwlogcollector/nwtools/prepare-for-migrate.sh —--revert
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NW Server

hinmadld, NW ServerrR A £ D/var/netwitness/uax/logs/sa.loglZ&EZRAFNET,

TYITL—R %, BEEOIN, JO—/NLEEITRTE SN LTI E SN TUIVENIEN
»hWELT=,

F-1X

RDAytE—Uhsa. loglliR fksnFEL =,

Syslog Configuration migration failed. Restart jetty service to fix
this issue

NW Server®%0—/\)LEE & 3% F (£, 10.6.6.x1511.2.0.0~DFE T2 BRLEL 1=,

1. SSHTNW ServerlZ#E#HLET,
2. ROARREERITLET,

orchestration-cli-client --update-admin-node

Orchestration

Orchestration Server®O% (&, NW ServersRAk £ M/var/log/netwitness/orchestration-
server/orchestration-server.log l:% FiA 35*13570

1. JENW Serverit AR ET7YIIL—F LEIELFELEM, LB LFELT=.
2. CORRCDT7TYIIU—RE#BRITLELED, BELBLEL -

orchestration-server.logllR DA vtE—UDERERSNET,

"'file' wvirtual returned False: cannot import name HASHES""

& B LT=FENW Serverrk Ak Tsalt minion7vF oL —K &, BEE SN TLVELVA B
T HHYES

1. 7YFIL—F 2K B Lz3ENW ServerrR AN [CSSHTHE L ET
2. ROAXNEERTLET,

systemctl unmask salt-minion

systemctl restart salt-minion

3. 3ENW Serverrh RN D7YFIL—R 2B HKITLET,
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Reporting Engine*—E'X

Reporting Engine MF 1 O%/1&. Reporting EngineZ3E 4T L TLV\SRAM £ D/var/log/re_
install.logZ7MIUREFINET,

<timestamp> : Available free space in /var/netwitness/re-
server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
required space [ <required-GB> ]

Reporting Engine MR #7 &, + 2 R TRV AR =DIZK B LFEL =,

A Ayt—VITREN TR BERBBICADETCT(AVRBER M LEYS, TARVHE
B &R T %75 K 1SDWTIE, [Reporting Enginef§ B AR | N 44 DK Efx LAR— (2
I DDA R—RAMDIE M 15 B L TS0, NetWitness Plarform Logs & Network
1LxDFRTOR FaA b D— & (&, [YRF—H R | THRTEET .
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NetWitness UEBA

E A AATI—RIZTTIEATEFE A,

R NetWitnessE A 1B 15 (248 3 (DNetWitness UEBAH—EXHMFEE L TLET (12D
A NetWitness UEBBAY—ERLMNE A TEEHA) »

R 5 T NetWitness UEBAY—ERZHIR TBI12IE. XROFIEEZETLET .

1. NW ServerlZSSHTH L. RMDATUFZERITL T, 1V AR —/LSN TL DNetWitness
UEBAY—ERDJRFERELFET,
# orchestration-cli-client --list-services|grep presidio-airflow
. Service: ID=7e682892-b913-4dee-ac84-ca2438e522bf, NAME=presidio-
airflow, HOST=xxX.xXXX.Xxx.xxx:null, TLS=true
. Service: ID=3ba35fbe-7220-4e26-a2ad-9el4ab5e%el5, NAME=presidio-
airflow, HOST=xxX.xXXX.Xxx.xxx:null, TLS=true

2. H—ERDIARHS, RRR TR LAFLEIZ, BIBR T Bpresidio-airflowt—ERFRTE
LET

3. ROaATUREZETITL. OrchestrationMbR 9 H—EXFHIBR L FET . —EXDURRIZ
Firant-, H—ERDEFEELET,

# orchestration-cli-client --remove-service --id <ID-for-presidio-

¥R

airflow-form-previous-output>

4, ROATNREETL. /—F0ZEH L TINGINXEJRR7LET .

# orchestration-cli-client --update-admin-node

5. NetWitness PlatformlZA5 AL, [BE] > [(RAR] T EL . & 5 A NetWitness
UEBARANZHIBRLET
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16&B: T—FNER LR At DF L LB B

RSATIZ. Decoder. Concentrator, BrokersRA Z11.2.0.0[Z7 V7L —K 3 BRIIZ. vk T—oBLDN
OJ DY & L& EHEZ I FALEMR LTI FIUELISFE L ShiodkRk =7vI9L—K 1=
BTRIINT—0BIUVOTDIRELESFZBRITIVLEINBYETS,

TR LK EH DF I

TR D= E DE LE

1. NetWitness PlatformlZAS AL, [BE]> [—EX] B EILET,
[H—ER]Ea—hARRINFET,

2. Decoder—EREERLET .

& services ¥ (0]

g

% Change Service | BN SIT-DEC1-Decoder | System ©

® stop Capture [ HostTasks () shutdown Service () Shutdown Appliance Service () Reboot

Decoder Service Information Appliance Service Information

SIT-DEC1 (Decoder) SIT-DECT (Host)

414 MB (2.57% of 16081 MB) 24876 KB (0.15% of 16081 MB)
51%

2016-Nov-15 10:12:07 2016-Nov-15 10:12:04

3 days 4 hours 25 minutes

2016-Nov-18 14:37:07

3 days 4 hours 25 minutes 4 seconds

2016-Nov-18 14:37:08

Decoder User Information Host User Information

»

NETWITNESS

3. B Foum) vl [BR]> [VATLI SRR LET,

4. *Y—)LIN\—T ® stop Capture =7 )L ET,

AR S OfE Ik

1. NetWitness Platform 2RS4/ L., [HHE]> [—ER]IZBEHLFT,
[H—ER]IEa—DRREhFET,
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2. Log Decodertt—ERZERLFT,

& services

&

£ Change Service | I SIT-DEC1 - Decoder |

® Stop Capture i Host Tasks (O Shutdown Service (O Shutdown Appliance Service (O Reboot

Decoder Service Information Applia nce Service Information
SIT-DEC1 (Decoder) SIT-DEC1 (Host)
414 MB (2.57% of 16081 MB) 24876 KB (0.15% of 16081 MB)
31 52
S 10:12:07 2016-Nov-15 10:12:04
s 4 hours 25 minutes 3 hours 25 minutes 4 seconds
6-Nov-18 14:37:07 2016-Nov-18 14:37:08
Decoder User Information Host User Information

-

g

3. B prua) T [RR]> [VAFLIERRLET,

4. =3 ® S0P Gt & e

£ EL

1. NetWitness PlatformlZA%5 /2L, [BHE] > [—ER] I ELFT,
2. Brokerb—ERXFEIRLET,

bl

B 7ooa T [RR]> BRIGRRLET.
(4881 4Th% R ShEd,

>

@ @ admin &

— : ___ IAA
& SErvices 3L
 Change Service 3 BROKER - Broker |  Config ©

General Files Appliance Service Configuration

+ = & | & Toggle Service ® Stop Aggregation Name Config Velue
¥ Address Port Rate Max - Stop consuming session from the list of attached

m || services.
¥ ip-address 56005 1 7091 0 =
System Configuraton | aggegsteloervel 60000
Name Config Value 5000000

2 admin | @)English (United States) | GMT+00:00 Send Us Feedback |

5. [H—EROKH ] OFI<Hs, S0P Agregation Lol e,
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T—43IUN 5k LR 5 DB R
11.2.00[CHFH L= . FubT7—0ELU0O07DIRE LEHEBRHRLET,
Rk T—UR £ DB 1R

1. NetWitness Platform(ZO5 1L, [BHE]> [V—EXR]IZEHLET,
[—ER]Ea—hD R TRINFET,

2. Decodert—ERZERLET,

3. R roa) T [BR]> [VATLIERRLET.

@ Start Capture

4. Y—)LI\—T =D)L ET,
O4IR $& DBA b&

1. NetWitness Platform|ZO05 4L, [BE]> [—EX] BB LFET,
[—ERIEa—DKRRESNFET,

2. Log Decodert—ERZZERLFET,

3. B Foum) vl [BR]> [VATFLIERRLET.

= Start Capture

4. Y—)LI\—T =L ES,
& OBt

1. NetWitness Platform (OS5 /L, [BE]> [—EX] I EILFET,
[H—ER]Ea—hIRRINFET,

2. % Concentrator—ERAB LUVE Broker —ERX T, XDFIBEZETLET,
a. Y—EXREERLFET,
b M (7H2a0) T [RER]> (HBRIZERLES,
¢. Y—)Li—T ) Start Aggregation %41 Ee,

FHEB. T ARE LR DFIEEERA

98



REBRRE FYTFTL—K HAE

{1k C: iDRACOfE A

ZLDEEW (T WL TIOEAHIFHIR SN, EEE DOTAYNYTHS0F 1518 1§ R Shi=)

EF—b YARTRRARER B L TOWET, COESIGE . TVITIL—R FIEAVAR—ILTBT/NA R
DA—HIL TARIIZVE B LINFSH B IZISOMA—CFREL . FDISOA A—CZFDRACHSER T
BIENTEFT, COAEIZELY., BEFE DNetWitnessT/\A A HHRANELTHE A TAIELTEE

&R IE RDOESGIK R HE ZoNnFET,

o 1= [@Hh DYk [ZConcentrator&DecoderZE% & L TLVS,

« EBEFEDOYAHSE I DYASETOF IR E B /NN,

o USBRTAwIEHEL. EEEANTYIIL—FEERT DM, &Rt DE L FH HAUSBRTVI%
TINARIZELRATENSF E D E B TIEEL,

DEIGIEE . ROBIEEZERITTEERS,

1. nfs-utils rppmZ&4 > A —)LLET,

2. NFSERZEERLES,

3. iDRACZHE AL . NFSE A ADERHKREZEMLET,
HR—b 3t & DWindowsEF=[FLinuxARL—T 425 L AT LT, iDRACT7—LIITEZEHLE
T, BHF (X, DellY7R—hk WebHA b ( http://www.support.dell.com) HidH7R—k 3t & DWindowsFE
f=IELinuxA RL—T12%9 L AT L MDell Update PackageZF4 O A—K LT, EITLET, 34
[ZDULVTIE, Dell¥7R—k WebH b ( http://topics-cdn.dell.com/pdf/dell-update-packages-v17.10.00
User's%20Guide en-us.pdf) Ml Dell Update Package User's Guide | %5 B8 L TF=&0Y,

4. 1SOT7ANEE LR BATATHT—h L, 7VIIL—REERTLET,

NFSH—/ \DiE X
1. yumZ{E AL ONFSEEDR F 1—TAJT1Z AV AR —ILLET,

yum install nfs-utils

2. NFSH—ERZT—hBFICEITTHLIERLET,
chkconfig nfs on
3. rpebind—ERET—hBFICR T T DL LET,
COY—ERIINFSHL E £F 5 H—EXTT , NFSZER I8 3 HRTICH IR T A0 EAHYFET,

chkconfig rpcbind on

4. rpcbind—ERZFRIHELET,

service rpcbind start

5. NFSH—ERZHIBLET,

service nfs start

6. A DIYRR—FADTALINJEERLET,
mkdir /exports/files
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7. NFS@exports 771 IVETHAS TT43THAEET,

vi /etc/exports

8. IRTCHOA—HITHAMYEBE R TIERTTALIMNJEIHRR—FT BIZIE, RDITEEMLE
ERS

/exports/files *(ro)

9. EERBERFELT. ITAERTLFES,

wq!

10. ERERTEZELETALINEIVAR—FLET,

exportfs -a

11. 779 —FRDETHRIE, T7ATI+—ILDIL—IVEE DL LET,

service iptables stop

12. ISOT77AIWEE LAV AN—)L ATAT% /exports/files T4LIMJIZOE—LET,

iDRACTDNFSET—h i Rk

3 IDRACT7—LITT7H 1 J—R4(R620) D1.57.57L £ THALEEHE R T AL EIHYET,

1. IDRACAAIT—RAIZAGAILET,
2. VE—h JPAIE B EATATELTERELET,

<server ip>:/export/files/11.2.0.0.iso
f51:10.10.10.10: /exports/files/rsa-11.2.0.0.1948.el7-usb.iso

[Connect] #0')vILFET,

NV —IIVERBILES,

[Next Boot] *=—a2—/H5[Virtual DVD/CD]ZZ# R LET
TINARE)T—RLFET,

S kW
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REBRRE FYTFTL—K HAE

8% D: 5 8 VAR < UDAE AL

L ER R R (Repo) vk 7YT 3 BIZIF. RDFIEEZETLET,

F:1) COFIEZESE T 9 DI<E, RANRREI—TAITADA VAR —ILESN TV DR BELHYF
Y ,2) ROFIEZRTIRHENZ, WebS—/\DE R F ZZEEZTILEIHYEYS,

1.
2

WebH—/N FRRMZATAULET,

NWURD K (netwitness-11.2.0.0.zip) ZRARFTBTALINJEER LET(H : WebH—/\
MDweb-root DT Mziprepo) . I=EAIX, /var/netwitnesshweb-rootMFE . RODATUR
ZEITLET,

mkdir -p /var/netwitness/<your-zip-file-repo>

11.2.0.0 T4L YUk Y& /var/netwitness/<your-zip-file-repo>MDTFIZHERRLET,
mkdir -p /var/netwitness/<your-zip-file-repo>/11.2.0.0

0sBELURSATAL L UE/Var/netwitness/<your—zip—file—repo>/ll .2.0.0DTFIZ4ERL
FI,

mkdir -p /var/netwitness/<your-zip-file-repo>/11.2.0.0/0S

mkdir -p /var/netwitness/<your-zip-file-repo>/11.2.0.0/RSA

5. netwitness-11.2.0.0.zipZ7A )& /var/netwitness/<your-zip-file-repo>/11.2.0.0
TALORIZERELES,
unzip netwitness-11.2.0.0.zip -d /var/netwitness/<your-zip-file-
repo>/11.2.0.0
netwitness-11.2.0.0.zipZfR R §5H&, 2DDzip77A)A 05-11.2.0.0.zipPBKURSA-
11.2.0.0.zip) EZFDM DT7A LA DOMRNET,
6. UTDLIIFEERELET,
a. OS—ll.Z.0.0.zip&'/var/netwitness/<your—zip—file—repo>/ll.2.0.0/087%1/7F
IR ELET,
unzip /var/netwitness/<your-zip-file-repo>/11.2.0.0/0S-11.2.0.0.zip -d
/var/netwitness/<your-zip-file-repo>/11.2.0.0/0S
ROB &, 774 IR EE DOS(ARL—TA2T D RTL) I714 VO EERLTWET,
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20-Nov-2016 12:49 1.1M
03-0e1-2017 10:07 4.6M
03-Oct-2017 10:05 1.5M
20-Nowv-2016 14:43 502K
20-Nov-2016 14:43 15K
19-Dec-2017 12:30 160K
25-Nov-2015 10:39 204K
03-0ct-2017 10:04 B1K
13-Feb-2018 05:10 706K
10-Aug-2017 10:52 421K
25-Jan-2018 17:56 51K
10-Aug-2017 10:53 258K
03-0ct-2017 10:04 66K

b. RSA-11.2.0.0. zip%/var/netwitness/<your—zip—file—repo>/ll .2.0.0/RSAT4LY
MIIZEERELET,
unzip /var/netwitness/<your-zip-file-repo>/11.2.0.0/RSA-11.2.0.0.zip -d

/var/netwitness/<your-zip-file-repo>/11.2.0.0/RSA
R OB E, T74 )R E % DRSAN—CaV B H I7A LB EER L TVET,

 Barent Directory, .
[stmmmmwmn 03-Oct-2017 10:07 1.2M
[#) OpenlPMI-2.0.19-15.¢17 x86_64.rpm 03-0ct-2017 10:07 173K
[ bind-utils9.9.4-51 17 4.2.x86_64.rpm 22-Jan-2018 09:03 203K
[# bzip2-1.0.6-13 61786 64.0om 03-0ct-2017 10:07 52K
[?) cifs-uils-6.2-10 ¢|7x86 64.pm 10-Aug-2017 11:14 85K
[@) device-mapper-multipath-0.4.9- 11117 42x86 64 rpm 25.Jan-2018 17:56 134K
[?) dusmasq-276-2.¢17 4.2.x86 64.rpm 02-Oct-2017 19:36 277K
[ elasticsearch-5.6.9.rpm 17-Apr-2018 09:37 32M
[?) erlage-19.3- 1 el7 centos x86_64.rpm 03-Oct-2017 10:07 17K
2 cer-4.6.0-2 ¢l7.586 64 27-Feb-2018 09:11 L.3M
[ litop-2.1.0-1 17 x86_64.rpm 14-Feb-2018 19:23 102K
[P) id0e-2¢-2.3.6.12- 1dkms noarch, 04-May-2018 11:08 399K
[ ipwmitool-1.8.18-5 17 x86 64.5pm 10-Aug-2017 12:41 441K
[?) iptables-services-1.4.21-18.3 17 4.x86_64.rpm 08-Mar-2018 09:20 51K
[ isebe-zc-5.0.4.12-dlms noarch.rpm 04-May-2018 11:08 374K

Repo®¥+ ERURLIEhttp: //<web server IP address>/<your-zip-file-repo>T9

7. NW 11.2.0.0vk 77 7095, nwsetup-tui) A[Enter the base URL of the external update
repositories ] JOVTrERRLIED, http://<web server IP address>/<your-zip-
file—repo>t)\ ALET,
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