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Administrative and platform services:

MetWitness Server

Archiver

Broker Mal_wareAnaI\sis

Stream Analyse
Context Hub
Entity Behavior Analysis

Hybrid Options for Logs and Network Data ',," ' X

Log Collector
Log Decoder

Concentrator
Concentrator
Log Hybrid /

ESASecondary (Optional)

UEBA

‘Warehouse Connector

Event Stream An:
Entity Behavior Analysi:

Cloud Gateway Log Decoder  Network Decoder

Remote Location ‘

3 physical or virtual host

<hosttype:

semice o rservices on host type

Remaote CullecturJ

{Command Line Install)

. Endpoint
- Concentraor

o .ur Endpoint Hybrid

Cloud Gateway See RSA NetWitness Platform Clowd Behavio ral Analytics Gotewa y Configurotion Guide formo re information.,

Log Collector
Log Decoder
Endpoint

Concentrator

Endpoint Log Hybrid

‘Warehouse Connector Install from command lne only. See RSA NetWitness Platform Wareho use Connector Configuration Guide forinst ructions.

------------------------ pathfor log and packet hybrid host options

remot & bocation (Remote Collector is ahways a virtual host)
— o — - Endpoint Hybrid or Endpoint Log Hybrid [if you use Endpoint insights, ch oose one)
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Content Server )

1 Server
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Investigate Server |
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(ARCHIVER) Broker

enVision LOCAL COLLECTOR

‘ { ) " Archer Cyber Incident
Endpoint 4.x Orchestration Server & Breach Response

Analyst Traffic

NW Server-component Traffic
Inter-component Traffic
External Traffic

Note:

Admin, Config, Content, Integration, Investigate, Orchestration, Respond, and Security services come online automatically when you deploy the NW Server.
« The core service hosts use the Local Update Repository on the NetWitness Server to get the rpm packages (that is, version updates).
NETWITNESS' 0 oot needst https:/; etwit to download Live Feed
PLATFORM ndpoint needs to access https://cms.netwitness.com to download Live Feeds.
RSA recommends that you use the Broker at the top of your deployment hierarchy for UEBA data source.

See RSA NetWitness Platform Cloud Behavioral Analytics Gateway Configuration Guide for information on the Cloud Gateway service.
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