NETWITNESS
SUITE

A REBHAF

IN—23211.0




Copyright © 1994-2017 Dell Inc. or its subsidiaries. All Rights Reserved.

EAEEHR

RSA Link( https://community.rsa.com) Tl&. &KL{HDHE [ ~DE & 1>, BL %0 DfE &E DFFR A
FEEEOFLIYOAR—REARLTOET, Fz. BB FFAVL Q22T TARNYT
DI REBGEL A RSN TOET .

R

RSA DFE 1ZE DR [ZDULVTIE, japan.emc.com/legal/EMC-corporation-trademarks. htm#rsa%
S RLTZELY,

& FAEFRERK
RUTRITTERER FaAUh &, EMCHE (R IEEIRA L THY. B A 8 24915 oT
REBEINET, AVTRITTERER FaA b O B S B (E, 5 FI 3 5 240 DK IE (6

L, LR DEFEZRELGIMGEE DAFHEINETT . KAVYINIITERER Fa AV &
FUEDEE Y ZAth N TR 52 LF— YR DoNFE A,

ARERAFEZNICEOT, RYTMIITEEE R Fa A b DT F #E SXUZEDM DX # B
EEINREINDEEHYER A, RYIFITT7EEERN Fa AV ER EITE R F =348
L5 RESIUHERBEIREONLIENHYFET

AYTRIzT7IEF ELRLKE B INEZEDHYET DT, HohLOHITE A HEFZE0N,
HY—FK 1\ —T+1 4R

COE R IZIFRSALLA DY —F /IN—TA(Z&-TRHRFE SNV I TINE FENET . A& &
R OY—R /\—TB YTz 7ISE RSN FAFFEZH DR R IZDLTIE, RSA Link
DGR FaA S R—DTHERTEFT AEREFHATHILEKY. AEFHOI—HIE,
AERFEZHOFEICRAELEDEAEESNET,

EEBRMIBETHEER

AERBICF, BSEMIMEARAFENTOET, ChoDIESHRITOFER . BA | 8.
EEDERTHELEFZEHBIATOET AR GEER. A . BWEIHERE. FE
([SEITH6 A T3 H A B3R (DR TNIERYFEE A,

[SEi7

EMC Corporationl&. CD&E $# TR EH SNDIFEIFHR A, F 1T HEF R CTIEFE THHEALEL TLE
Yo PEUKEREINDZEIHYFET,

2A 2018


https://community.rsa.com/
http://japan.emc.com/legal/emc-corporation-trademarks.htm#rsa

HR

AR AR M P 6
A R A O R . 6
= B s 0 7
B R R DA R 7
R B R AR DA R 8
DA RO B 8

B Gy S 8
BE Tl 9
TR R L 9
B R ) g L 9
DA RO A T 9
AT A T R RN T — 10

PR 11
B R A 11

ATV 1. NetWitnessH—/ DB G, . 12
B R R 12

License Server OE% B B BB .o 12
B N D B 13
B - & - 13
AIoA MR VTR E AL =&, . 15
T AR LA DB ) B 17
A R AR — LS UV LS B 20

ATvF2. NetWitnessY—/ ORI ... 21

BT R G 21
H— /I DN S T SN TN E A 21
Download Central &0 B . 21
B BB R B (A o) . 21
DA R B L 21

g B L/ 22



FAEREBAAF

ATw73.DLC(Download Central) WD & SV ADAUAR—IL ... 25
B DT NE 31
NetWitness Suite B & ORE R 32
O P R B IN T =D I 34
5 A #t &5t OTHORR—F B&UDecoderfE A#EEHDORR ... 35
[THRTO—5]E2—TODecoderd—ERDE B#E Gt OFERR . . 36
Local License ServerQA 254> ORI B ... 37
B G 37
Download Central 2% {E 9 A-ODMEFE YT AN DF 2 O—K . 37
NetWitness Suite NDAITSA A RE L AR AD 7Y T O—K 38
BE D TA Y AR TR 40
B R G 40
BIEDTAEUR ZRT—BRADI TR oo 40
LLSOSAEUR T—ILDF T EE B ] 42
B R Rl B T DA R IR TR e 42
B B R R 43
A AR BE D E 44
oA R 18RIl 46
[ EH A R BT 49
O A P AR B I T — 51
O T oA T R R AR B 51
AVTSATURE RITE DNTUOBTAEUR oo 53
DB 1 BT e 54
B BT DI AT 56
[ R R—ADSA Y R BT 57
LR T 1T 59
SAE S ARADN ST IV a—T A 62
A AP R B S T I8 R 62




FAEREBAAR

— BB OT DFAIERE R T7AIL L 62
NetWitness Hr—/ N BB ... 62
B BE B R R 64
A A AR A [T AR RE . 65
DLC(Download Central) [ZB8 9 AR BE ... 66
E LN SA R R B 3 AR R L 66




FAEREBAAF

1 ADL K #

RSA NetWitness Suite/\—311.0TlE, EFHER—RETEHTM/ VR ETIVEFERLE
T, WIEDTA AP AVTIATURERIREIZLEOII5 & TH, TISATU RIS EL
TEIELET,

ZFv71. NetWitnessH—/ \DZ 5k SAt AN B TOERER B T ARIIZ. 54
TR P—I\DA A=)l ETH T
HAE_LHEER T HILEIBHYET,

ATY72. NetWitnessH—/ \DE #A NetWitness H—7/\%Download Centrall 2%
FRL. IUAARNIAUNERYTT B2 E LD
LZFE9 , NetWitness Suite&Download Central
DR BRIZIE, A TFAEFTZA DR DODF

EDHBYET,
AT773. DLC(Download Central) ™WoDE &5  DLCOTILAL A—)L Avt—2 (21,
A2V ADAV AR =)L Download CentrallZ% 953 X7 L O WF

IBIZE ENTVET . RASMEVADFY
YA—R FIEITONTIE, COR Fatok e
DLC( Download Central) DWebt k252

BIhTuEd,

SAEVAR BATDRR

FAEDR BATIERIS T—DF H [TE DWTEIR L TFEEL, OY(SIEM) F=[ERvk T—
9 197 (R T—0 BZRL T EFRVN D=9 2L T) DB HI-YDRIL—TIh B E L
TROIMEVRERLEIT DGR L EMESIEVANRIERTY .

RSA NetWitness Suite 11.0TIER DRA T DT A& E A TEFES,
HEEFHTMEUR
e —ERXR—X S/t R
o W& OFEE S/t R

FE90B LURNITSAEUREE AT IFAVAN—ILT IR EIHYET, =L, B R B
DR RR A o RADE A THH0B MR BLI-E TH, MR (FBHELTEELE
ER

M1 ADL A 6



FAEREBAAR

HEHS1EVR

it 2§ 542 RIE, BY(SIEM) E=ERvk 7—5 179k ( Rvk 0—9 F=R) G ERIR
7—9 RIVoxT) DIH HIZUDRIL—TIEEEELFT, VRTLDEABH LEBEHKRD
TARFEHRERRETH/\—FIxzT7ZH & BATILEIHYFET,

18 H=YDRIL—Tuk (£, O D5 & (FXH /N ME G TEHRI SN, 7/ YYruk D5 & 1ZT75/\
ANBE A TERISNET, BERRIL, 1B HEYDOOTDXAH/ (3. F=(X18 HI=Yn/N
TIRDTIINA IR DT, BEHDEARBEOEHICEBLI-SA U REZEATHLE
PTEFT , FAEVR LAJULS DR E 125 b THY. 18 HI=YDR RIL—Th B LT
BIRLET, S/ RENF1H HFE-YDRRIL—TUR L, PEFRDIRFEIZE AShTLVS
NetWitnessE K I5&E ASNET .

DAV AR VRTLTIE, IN—KR 27 AVI7SANSH9F v avih—w U EYIUBEL T, B
#H DIB HIYDRIL—TINBE TIA LV REFHZRE TEDH, 79k 7—IREICED
T THRBIESINSM U REE A TEET , BEHK L. RokT—0FFXOTDRIL—T Uk
[ZE DUVT, RSAMSTEN Z A [TNetWitnessV Th D7 DA REMBLI-Z . B EE
DE ANRBE [T E R AV ITZANSIF v aAR—2 bk (Decoder, Concentrator, BrokerZs &
=8 AT 50D —/\)ZBEALET,

T REGESEXR—ZDY YR ZIZEKY, ALV ADTIHIVDE|I HEEE B L0
BEIZE &ALV RIUN)—DTI30 AZa—hoYBEZEERTTEFT, =L,
WA DA EVR BATHHR—FENEHTENRTIR TT

HY—ER R—ZX S4/EVR

RSA NetWitness Suite/ \—311.0l&, —ERX RXA—ADTA o REHR—kLFET, —EX
R—R AR, FA TV REDEETITATOTISA TV AE A TEET, chldd—
EXSEDK I SA VAT, AR IEHYER A, N—av1.00H—EREFETY
T4 T AL E (THYEL A,

HP—EX R—R StV RIH G L TWSH—ERIRDESYTY
o Decoder

o Log Decoder

o Concentrator

o Broker

o Archiver

o Event Stream Analysis

o Malware Analysis

7 FAEV AN H



FAEREBAAF

7 4 EL T, SAY—/N\IZH 7§ BMalware Analysisf Y RAZRIZDNVTIE, T4 T
FAEVAMMFT EENTULET,

B & £ & OFF i bk 512 A

RSA NetWitness Suite/ \—311.012I1E T 74/ TR R AV AMMT B L TEY., & &
DEREEEZ00R [ {FE F TEFE 9, 90H Dt | (. NetWitness Suite D1—H 42 TT—AM
BRI, 9OTERINEETT,

B & 1 & OFF A bR DRE B Fll 51 LU REFFY—ER R—RX A2V RDELLETIFATY
AITE AT HENEE R TEFT, it 2§l 512 R(E Decoder. LogDecoder. Malware
AnalysisIZD&H*F iz L TLET,

N—23011.0TIE, & & 8 OFFfi iR DH—EX RA—RX S/ RITEBRITHK 1T TEET,
FAEDRITx G BT LAV B (T o2 EFITEK, AV TIATURE R /INF—DRRSNE
ERR

1ADDM E

FERSTFYERZHNICEDVTRFDOVINITT7 N—2avwt T 554 ANE B &
nNET, RFH—ERZHNOHRIUINIIGE . 5ISHESE REFEHRTEETTH, A0TTF
VRAFEEIFTI=HIL HIR— DR R IZITHEVER A

PR A—X

HP—ERXR—Z MLV RALRDY—ERIEA TEET
o Decoder

o Log Decoder

o Concentrator

o Broker

o Archiver

o ESA

o Malware Analysis

AL ADE A 8




FAEREBAAR

ot & i
. STEVRERER. 18 HYOT—E AL—Tok DR ITE DEFS,

o Log Decoder, Packet Decoder, Malware Analysis( 22K 7AY) H—ERIZDAE B &h
F9,

o 18 H=YDRIL—TYk [E. Log Decoder&Packet Decoder®is & (&1 H HI=YDFH/ A+
B {51 TRl E S, Malware Analysis®Di5 & (X1 8 H=YDTI/ A~ B AL TRIE ShFET,

o HEFSME REREOHETIERITIRRE LR E SN, CSVELIFPDF R TTY
AR—hTEFT,

KA
SAEVRIE, TTFGATURBI=YDH—EREI BRI, FRHEOESHIZE IS, 15

YIRG )T 3>
SAEVRIE, 2R, 2408 L 36MA R EDEFE DM TEALET , YIRIUTLa
B OE#®IZ. VI 7OFEAME IESNET,

A0 E

. FRAENHEERIE. IBEOTEYFERAEZRLEY,

o Netmon, Network’Zg EDK A F4A4 LU RABFLUHY—ER RA—X 1t X, Ff=[IDecoderld1
TBY Dffff ShF Y,

o SIEMZ7=IELog Decoder(&50 GBY DIZ S E T,

« Malware Analysisl&. 1B H-YDFEHFERAEIZDOLTI TBY DI SNFET,

. ZYLI-IBHVDEREZRE A TINA [BEEBIBTHIENTEET, 4B B DR/
ONELEE BEHKITOVTISATURER DK EEIZEYET , AV TSATURIZHE of=fF
AE% ZOEBEADKBECIT7TEMEK L THF TELEE . AVTSAT7URE RN
TR RSINGELALRYET,

f=&Z 1L, 2017 11 B 238 (2481 B R/ IR E LTI=ET BE. BT EAM HAR017E 128
3IBETERY, AVTSATUARE R IN\F—DR T EINGLLGYET,

o BEFHAMARTLEERIC. BERABMABREVET,
o RUWNF—EHTLETEFEA

9 FAEV AN H



FAEREBAAF

RV FT—DRRINDGEE TH, BELNKDODNEIZE (THYFEEA, TTD
NetWitness 7 IS4 7RI, #H L TE TOMEENBIELFT . TDM DI XTDHE RE
(&, SAEUR(ESA, RRL—UHE) IZTE FNTLET .

BERINF0I7ISH T VADELET,
FERAEE KEFDTRTOTFIFAToADE FHEL TR E SNFES

f=&Z X, Decoderld. 18 %71=Y10 GBIZx L TSA U RE(T 5 TEFET, PEH(E. FL
A4t ATHE L DDecoderDfE A HEF Rl SN TULVET .

RDE M T TIEH—ERDBEBM ISV RShFET,

n H—EXNRRINIGE S,

n AT Ta—)LER E SNEARINIB R CLB RITShDE A .
n SAEVRBHNI—FILHO>ThIA—Sni=5 &,
HYIRDTay R—R AV RIEFEBIFERSINET,

ATSATURE R I1N—
ROWNTNODE M HIESLSIE, AVTIATURE R NF—DRIRESNET,

YN JOER G LSl R A8 VW= (W

HP—ERDTA LU RHMT 5 SN TLVELY,

AT A R AT Ntz 2B R LRI R I NDF E THS,
FERENAEVRESNTIVSREZB AT,
FERENFMEVRASN TSR EITESTLVS,

VTIATURER DIREEMR R T BICIE. REREFLET

EREZERLT . F=E.
RHEREZHAET D

AL ADE A 10




FAEREBAA(F

) 7 1% X

ZDEYITIE, NetWitness Suitel 254 REA VAR —)LT B=OITH B LT RXTDRTYS
[ZDWTERBALE T, S/ REERITHAEEE T, FRATYIZELWVERF TETIT 5
BEAHYET , MEAIBRDE (X, AT F VRO T I a—ToUJ 1B T2 IZDOLNTIE
[SAEVADS ST a—T10 7 1S BB L TS,

J—H 70—

ROI)—H70—(Z, IR Y— IR OS54 AREB 7ateRERLET,

Install Product Monitor and . e View Out-of-Compliance
) Configure
Licenses from Update Licensin Banner
Download Central Current g e Manage Entitlements

Server Server (DLC) License Status Notifications

Register Synchronize
NetWitness NetWitness

Al i= &

NetWitness Suite TR M LAV REZFR E 35812, ROV RATLE B HSE SN TS
CEEREFR L TS,

o RSADWLBEIZFA A% A & AT, RSA Download Central 1k (
https://download.rsasecurity.com/) DIAA L LAV T—ILAF| B 7] BE THI0 E HHY
FJ.

« HTML 5&JavaScriptaHR—h L TLVSWebT T,
o NetWitness Suite Webqf 2 ATT—AANDHTTPS 77t X,

o NetWitness—/\BLUZDH—/N\TEEINTVDSTRTDTIFA T AH, R LDLCD
FTHOUNDFFA—SF—E B RTLEDTHIUNZEFINTOARELHYFET,
NetWitness H—/ D54/ 2 R, F CDLCTAHIUNDERIEITHOUS DT TS5A T AIZ
DHE MM TEET,

o NetWitnessH—/\. BELUNetWitness Suite/\—3 11 .0FE T AM DT T5A TV AAD
EEREERTOTIER,

o TITGATUVAR AV REEIZTITA4IIL L TEL=DIZ, TRTOT7 IS4 TV AIE
NetWitness H—/\&@ E TEDAML EAHYET .

. NetWitness Suite ERSA Download Centralf§] TASA B R E1TOE S
o NetWitness—/ M 5Download Central N\OHTTPER B DA o A—1wk 7O A,

o NetWitnessH—/ T4 75 {E$,Download Central A k HDNSHE iR TEALE A HYFE
95,

11 ¥ 8 48 R


https://download.rsasecurity.com/

FAEREBAAF

AT7v 1. NetWitnessH—/\D& §%

ZDEVITIE. NetWitness Suite TUAA b LAV TAORZADER #] DATYIIZDNVTER AL
F9, NetWitness H—/\%& §% L. LLS( Local License Server) [CTURA R ILAVNEIVE LY
LFEYT,

BT i &

NetWitnessH—7\&Download Central|Z& £% 97 3(Z[&. License Serverh /> Ak—)Lah., E
TEINTWDREIHYFET . L. TURARILAU S EH—/\IZBEE D501 B (T
UFEYS,

License Server D% 5& f&E 52

License Server DR E SN TS EEHER TAIZIE. RDFIEEETLES,

1. https://<NW-IP>DNetWitness H—/NIZAJ AV LES , ZZT. <NW-IP>[ENetWitness—
INDIPFRLUATY , RSAB B SMEVRBE BT EZA NTHLIKDLEE MR RINFET,
FA O ADA A — VAL I8 Z45% (T AIZI1E . NetWitnessH—/ NI RARDUYTZIVE B ZEZA B
TEIDLEIHYET, VITIVE S L. SSHIBH TTISATURICERK L, ROaIUR%F
ETTIERRINET,

dmidecode -s system-serial-number
RDAvE—UHRTENDEEIHYFET,

[ S5 Error \D
C B biwesy/ w0 ogin

The site's security certificate is not trusted!
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SOFTWARE/LICENSE  DECRYPTION CODE ~ SUPPORT

HOME ¢ DOWNLOAD CENTRAL < CREATE SERVER
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PRODUCT LIST
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o input @ Security Anaitics (SA)local license server, copy the License Server ID Iocated on the SA user interface
information page (Administration > System > Info page).

ORDER HISTORY

D AACERENT] Ifkeyingin the License Server ID manually, all UPPER CASE Istiers must be used. Errors made within this fisld are
SEARCH SERVERS irreversible and wil require RSA customer suppartfor resalution. The ID Type and Type fields must be setto Ethernet for e
CREATE SERVER ion.

UPLOAD CAPABILITY REQUEST License Server ID:
INFORMATION D Type [ETHERNET <]
FAQS Type:
DOWNLOAD SUPPORT Alias: T
PRODUCT SUPPORT e
SWITCH SITE FLEXIDY

@ Internet | Protected Mode: On Va v R100% v
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System Logging
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Live Services

URL Integration
Context Menu Actions

Investigation

ESA Analytics
HTTP Proxy Settings

NTP Settings
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@ @admin

Bsvstem @

o Licensing

Updates N
Overview Service Based Licenses ~ Metered Licenses Settings

] ticensing =

Email Licensing Notifications

Global Notifications Generate the type of alert desired when the license is about to expire within a desired threshold

Legacy Notifications Notification Type Alert Location Threshold(s)

System Logging [ Email [ Login Notification Tray 30 C Days

Global Auditing [ Syslog [ NetWitness Suite Console Login Window 10 ¢/ Days
[JsnmP Trap

Jobs.

Live Services

!

URL Integration Apply Notifications

Context Menu Actions

Investigation Manage Local License Server Offline

ESA Synchronize the Local Licensing Server(LLS) with the online repositary from a server that is not connected to the internet

ESA Analytics Step 1: Download Offline Request Step 2: Upload Offline Response

HTTP Proxy Settings Save a licensing request from this server to a local file Selact a licensing response file received from the back office server for upload to

this server
NTP Settings Download Request
Upload Response

| NETWITNESS SUITE 11.0.0.0-170406062042.1.09¢812a

4. [FTTA42 VI)IRR DI A—R 112523 T, [WIRROAOA—R 129 )L F
ER
OfflineCapabilityRequest.bin&L\S 774 )LAO—HIL S RTLIZEOA—KR ShES, 2D
774 JUZIE. NetWitnessH—/\DIR E DA U RFEHRHE ENFET,
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[Download Central] *=a—M K RrENFET,

HOME

SOFTWARE

PRODUCT LIST

ORDER HISTORY
DEVICE MANAGEMENT
SEARCH SERVERS
CREATE SERVER
UPLOAD CAPABILITY REQUEST
INFORMATION

FAQS

DOWHNLOAD SUPPORT
PRODUCT SUPPORT

6. [DEVICE MANAGEMENT] G, [UPLOAD CAPABILITY REQUEST] %% )L %
ERS

[Upload Capability Request] ¥4 7OIMR RINFET
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7.

SOFTWARE/LICENSE ~ =

HELE Upload Capability Request
s ZRb Locate and send the offline request file. The browser will prompt you to save the response file
PRODUCT LIST

ORDER HISTORY
DEVICE MANAGEMENT

SEARCH SERVERS

CREATE SERVER

INFORMATION
FAQS
DOWHNLOAD SUPPORT
PRODUCT SUPPORT

SWITCH SITE

[P IVERIR 1 E )00 . NetWitness H—/ \—/\—ho4 00—k Snt-J71 L%
O—AIL 74 NA—HIL T7A IV AT LIFAIL O RATLTIELET,
OfflineCapabilityRequest.binZE R L3,

[Choose File] R D& (2074 L& BR R ENET,
[Send] Z#2')ILET,

Download Central CH—/\HAME R &, [View Server] ZA4 7OJZH—/\{FH AR RSh
F9 . COFITIE. NetWitnessH—/NTEMENTNEDT RTOIVZA M ILAVKIZEE T
HEMICMAT, KIFEADLIETANEENETT, —/\FEBMLIZERIL. [Add-
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=\ EFIN, RORTYTTIVAAN LAV EEIYE TEHIENTEDLSITHYE
ERS

I RAR LAV DEIYY T

TIRAR LAV DEIYE TTIE, SONetWitnessH—/\ZE|YL TAERARELR T ISATY
A IVBAR AU DHEBIRLET , —NITFTSATUR IVRAAR AR EEIY Y TS
[2IE. RDFNEZETLET .
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[ View Server] R—C T, [Map Add-Ons1 %' )0oLFET,
[Map Add-Ons] o> avh&RRINFET,
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Map Add-Ons
License Server ID
D4BEDYFGER50
ID Type
ETHERMNET
Alias
gsicst-nwbro0

Available Units  Total Units in
Add-0n Namea Serial Number Expiration in Line tem Line tem Qty to Add
SA Decoder CPDGY12 Permanent 0 1
5S4 Decoder CaLDy12 Permanent 0 1
Series45S HeadUnit Pkt Concentrator CPBGY12 Permanent 0 1
Series45 HeadUnit Pkt Concentrator CALFY12 Permanent 0 1
Series4S HeadUnit Broker CRIDY12 Permanent 0 |
Series4S HeadUnit Broker CPHGY12 Permanent 0 1
32TB VHiDen DirAttchCpety 4 Pkt Decdr RSA-CF24%134%01970 Permanent 0 1
willic
32TB VHiDen DirAttchCpcty 4 Pkt Decdr RSA-CF24%133601512 Permanent 0 1
wllic
32TB VYHiDen DirAttchCpcty 4 Pkt Decdr RSA-CF24Y 140300535 Permanent 0 1
w/lic
3278 VHiDen DirAttchCpcty 4 Pkt Decdr RSA-CF24Y133300552 Permanent 0 1
wilic
Series4S HeadUnit Broker CQHDY12 Permanent 0 1

[Add-On] DR IZ, FHOULTHERAAIRELTARTODIVZARILAVED—E LR RSNE

T o CORIZK, FTSATUR IUBA R ILAURCEIZR DIE AR RENFT,

o Add-On Name: T2k JLAVE DA T TY , 1=EZ (X, SMC ConcentratorEf=IESMC
Decoderfi &,

o VIPINES A—5F—IBEDIToNf-DUTILE S,

o Expiration: KM THWNEF—DEE . BB ICEAT5FH. —CDIT1—ILk DIE
(X, B E DB T (F=EZ I, 12/11/2017) F-IIEE B EFE (=& 1E. 908) TY, B
HMEFE THIGEE . TUFAM LAV D H—/NIZE| YH THN=EEHAE ) #1 R D A
BFICEYET,

o Available Units in Line Item: i A A/ RAD55, REFHAAGELIV2CMIL
ADME, COME L. TUFANILAUN DI DS, TITSATUR 54122 ADT=
HITNetWitness H—/NZEU G F HDIZA M LAV ZS| W =8IZRYET,
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2.

« Total Units in Line Item: B A F & SA U RIZEE DIFonf=T/\ A A ENDI 24
MILAS DS 3K

o Quantity to Add: B A& #5414 U RIZEE DIToNf=T /A ATEDIU AR LAV
D,

NetWitness —/NZE| YL TAIUAARIILAVE DM EZIEE T AICIE., [BBETHHAL]

FlIzthExANLFET,

[Map Add-Ons]Z=2')vILFT,

[H—/\—DRT]IR—DIZ, TURARIILAUE HNetWitness H—/NZIEEE (CE|YH THN
=l TR T AU RRTEINET,

View Server

The add-ons were successfully mapped to the device.

License Server |D: 000C252CB560
Type: Ethernet

D Type: ETHERMET
Identity: R34 Medium
Alias: SA-System-HQ
Vendor Dictionary : [None)

Map Add-Ons Remove Add-Ons Download Capability Response View History View Served Clients

Add-Ons
Add-On Mame Status Serial Number Units Mapped Expiratien Deownloadable ltems
SMC Decoder Waiting to add to device acme_8910 1 121172013 Nene
SMC Concentrator Waiting to add to device acme_8910 1 121172013 None

G T DIUEAN LAV FEIYE TEDTNARERITGEY, THhIUE T—ILhokR ot
SINFET, B IUFAM LAV D[ Status] [Z[ Waiting to add to appliance] A vtz— hik
RENFT , COBF R TIEFEE. TURAMILAUE FH—NIZIRBF S TOER A,

(AT a0) ELITTURAA M LAV EEB NS 515 & (X, [Map Add-Ons] A7 a2 %{E A
LFET,

(AT232) TURA R AU FHIBR T 515 A (£, [Remove Add-Ons] AT a3 %E AL
ia-o

N T, NetWitness H—/NZE| YL TONF-IU A LAV ER G T 5-OICREEETT
BIENTEET,
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FAEVARA VAR —ILENTUVVELG &

NetWitness Suite/ \—311.0074 TV REAAR—)LL TLVE MG & X, 0B BB % (2>
ATLIZATAUFBE, AVTSATURE R INFT—DIRRTESNFET,

ROIAVTIATVRE R DHER ] Av—UhR RENFET,

Out of Compliance Acknowledgement

% IMPORTANT INFORMATION PLEASE READ CAREFULLY ***

The installed license has expired. This condition must be resolved in order te return to
compliance under the terms of your license. Further information is available in the
Licensing Guide on community.rsa.com and in your ordering document.

o OE A ZER TAICE, [EEIZIIWILFET.

3 1 48 B DNetWitness SuiteiB A IR I TH—EZAN TS/ <)EED A1) DNetWitness Suite
[ZHEfH SN THY., T34 < DNetWitness Suite TDAHH—ERANTA RSN TWNSIG S .
tHH)DNetWitness Suite TIXE L H—ERIZDWVTSA o ADE $HEAR I A vt—o
MRIRINFT, Av—CFRRAL T R ROERAERKE TEET,

AT Y7 1. NetWitness H—/ \DZ& §% 20
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AT 72. NetWitnessH—/ \DE HA

ZDOREYITIL. NetWitness Suite TRk JLAVE TOERD2E H DATYIIZDOLVTEREAL
F9, NetWitness H—/\EA 54 URSKYERIHAL . vvTSNf=TU R A JLAU K ZFLocal
License Server( LLS) [ZA™>A—K LFET,

AR & 4

CDRATYTEI{TORIIZ. NetWitnessH—/\&Download Central[ZZ $ L. T AA R ILAVRE
IVTTBDDLENBYET , 7M1V R A E1T 515 & 1L, NetWitness Suite H L A—Rvb [ZTF
e RTE, 2—LHY—/\(DNS) hHE E SN TS ELHYFET , 7751V E I D15 & (£,
A B3—FINER T EHYFEEA,

H—/AICDNSHHE B Sh TS LamE R

H—/\IZDNSHYE E SN TWNDEXMHE R T HICIE. ROFIEFEITLET,

1. ROWTNHDIREFEITLET,

a. EIFEIPIRIEMDIG S . nameserverBHMEF ENT/etc/resolv.conflZANLZE
9,

b. EIFIPHE L TROOTPROTOZFstaticlZB R ELET,

2. ROAXNRZEFRLT, ’vbkT—0 H—ERZBHRLET .

service network restart

3. hostnameZfE AL THEB L AT LIZTOEATESZEEHEZE LET . FNO-OD hostnameZ
BHLET,

Download Central&MDfE] £

NetWitness Suite&Download Central D #i (2l B 8i( A 54Y) EXTTA20 DDA E N
HYVET, T, [SAEVR]IDBMEIFT T, LLSOSA U REB#H T HEKY, AoF51>
B 8 %54 # 9 (2R T TEFET .

BB MR (A1)

T 74Uk TlE. NetWitness Suitel&5E #A B4 7 f I& TDownload Central&[F #1 975K 51248 AL
SNFET, M DTIL VTR AL ELHYFEE A,

St RADE i

AV RERBFHT DL 1\ ITTIUR TRDARIHEITINET

21 ZTF2. NetWitness H—/ \D[E] A



FAEREBAAF

o LLSH—N\ZHEE£EL T, P RFlexerah—/\HD\ox FT DS/ RAERMEFLET,

o TAEVAIMT HEINTIVEWNWS—ERIZE B SAM U AEBEEDITET (E R fe RS54
T ALHDHEE) .

o AVEARUINDTA U AFITE & 18 OFFHE R 51 REBE NG IM BV RICEE
BAFT(EHAIRELEIIEANHDIEE) .

Local License ServerCff FA A B F/ U ADEA—E B #H T HICE RDFIEEETLE
ER

1. NetWitness Suite[CAY AL ET,

2. [BE]I>S[VARTLIRBLES,

3. ATYAY IRUTIIM BV RIEERLET .
[SAEVR]INRIDR RENFETS,

4. [SAEVARATHLaIROYTIEYY AZa—T, [S4EVADBEFH 1 5EIRLET,

SYSTEM @

(B> Licensing

verview | Service Based Licenses | Metered License: s | Settings

Current Licensing Status

onitor the current status of your service based and metered licens

System Logging Service Based Licenses Metered Licenses
Global Auditing | grams & Seracaype Available/Toral || Status © | senken ye

d
d
sed
d

ESA Analytics

ESA Analytics - Whois

NETWITNESS SUITE 11.0.0.0-170509133233.1.96608ad

FI514THRM

NetWitness H—/ A\ 23—k [TEE s SN TLVE LME & . Download Central D[ H—/3\M
RTRIR=UTIVEZARNIA DA TDTA VR A EE (T TEET,
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View Server
The add-ons were successfully mapped to the device.

License Server ID: 000C292CB580
Type: Ethernat
D Type: ETHERMNET
Identity: RSA Medium
Alias: SA-System-HQ
WVendor Dictionary ! (None)

Update Alias

Map Add-Ons Remove Add-Ons Download Capability Response View History View Served Clients

Add-Ons

Add-On Nama Status Serial Number  Units Mapped Expiration Downloadable ltems
SMC Decoder ‘Waiting to add to device acma_B310 1 121M11/2013 None
SMC Concentrator ~ Waiting to add to device acme_B910 1 1211/2013 None

1. [View Server] R— T, [Download Capability Response] &R L FT,
response.bin771( LER F 3 5TAVTE AR REINFET,

2. NetWitness B —/\IZ7 A TE ST XT Lihvs, https://<NW-IP>TNetWitness H—/\[Z0
JAULET o <NW-IP>[INetWitness H—/ \DIPFF LATY

3. [SAEVR]IARIUBEL, [REIZTEERLES,

([ Licensing

Updates .
Overview  Service Based Licenses  Metered Licenses  Sertings

] Licensing =

Email Licensing Notifications

Global Notifications. Generate the type of alert desired when the license is about to expire within a desired threshold

Legacy Notifications Notification Type Alert Location Threshold(s)

System Logging [ Email O Login Netification Tray 30 C Days

Global Auditing [ syslog [ Netwitness Suite Console Login Window 10 ¢ Days
[ SNMP Trap

Jobs

Live Services

!

on NMP Trap servers
URL Integration Apply Notifications

Context Menu Actions

Investigation Manage Local License Server Offline
ESA Synchronize the Local Licensing Server(LLS) with the online repository from a server that is not connected to the internet.
ESA Analytics Step 1: Download Offline Request Step 2: Upload Offline Response

Save a licensing request from this server to alocal file Select a licensing response file received from the back office server for upload to
this server

NTP Settings Download Request
Upload Response L

HTTP Proxy Settings

| NETWITNESS 11.0.0.0-170406062042.1.09¢812a

4. [AF5A40TOO—AIL S1EVR B—/I\OE B30T, [LRARVADPYIO—K ]
=7 )L ET,

[A T4 BEL AR ADT7YITA—R 1 FA4 7RI R RENFET,

23 T 72. NetWitnessH—7 \D[F] A
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Upload Offline Capability Response

Upload File (Bin) Browse

Cancel Upload

5. #47RA%5T, response.bin 77/ JLEER L., [T7MIILDOTYFO—K (Bin) ] Z4—ILK 1277
AINWERRILET,

6. [7yFO—K1&0)oLFET,

7. REAMNEREICSE T LI-CEEHER T 5012, ROWVTINE-TE 7 DIREZEITULE
j-c

« NetWitness Suite TS R &R R T5=0I, [BREIFTEZEHLET,
NetWitness SuiteZHR 5 SAT={E Bl DFL G T2/ LAV E AT RE/& &1 5112

RININFT,

Product Feature/Version Available/Total
Concentrator smcConcentrator 2013.1111 100f 10
Decoder smecDecoder 2013.1111 100f 10

« Download Central DA B IT—AT, TR LAV DAT—E XM In Sync] IZEHY
F9,
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AT7v73. DLC(Download Central) WD @ S51t>
ADAV AL —)L

ZDEYITlE, DLC(Download Central) hNNSRSAE G 54 U XEFSF 00—k § 51=80DF

JEIZDWWTERBALF Y,

1. TEXDSAPERRE T BHEIZ. DLCOTIVAL A—)L Aytz—Uh, SAPE—)LR F—5—
IBFNDTARTCOEEHRDIEL B ISEEINFET, FIBEAEFE A5 —DHERA—IL
EZELTT., BEHDIEYEINFLLDLCA—STHIIGE .. BH DTh IV EER
TEHEFERATIA—IN AvE—CHZELET,
FLWA—HDIEE | FIEA—IL AvE—22F ROBITR T LSIZ[STEIII1)DY
NEFENFET, ZOVVIZEY., BER—DIUFBHLET , R—2ILTIE. THOUEDUR
9 R—RBEE(RBA) AR ZHER TR ENHYFET .

SOFTWARE/LICENSE = i B.RSA

Lrear

This is an automated reply message. Please do not reply to this email.

Welcome ta R5A Download Central where wou have immediate aceess to download your licenses.
Flease Click Here, to complete ywour registration.

If wou need assistance please contact us using the information provided here, R5A Customer Support.

Sincerehy,

RS54 Security

2. RBAARZE®ICTHE A—HID(A—HFDA—)L PRLR) & R DA —ILH— B
INRT—R EELICBEFTT . RYIDOTAY v avTlE, ISRAT—REE BT HKL5ITK
HoNFET, 1 \RT—K A% B 3 5&, DLC( Download Central) [TAY AL FET,
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SOFTWARE/LICENSE 71t lRSA

Dear |

Welcome to REA Download Centrall You now have immediate access to your RSA product software and
licenses. You can access these files at the RSA Download Central wehsite.

Login [D:

Passward:

Ifyou have questions or prablems with the product, please contact RSA Customer Support.
Regards,

RS

i BE R DE L E DN OFEIIRSATSA o WebH A + DEXFF DT HO b Z LRI hvo
BoTW\i5E . CNoDBEFDOOJA U R EREER TAHEZIERTHEFA—IL
Ayt—UFIDETRZIELET . BEHRDIE L EF (L, BFEDI—YID, /SART—F | LU
RSAAYYRZERALTDLCIZAY 1L ET,

3. https://download.rsasecurity.comlZF# B 9 H&. R DI 2R KIIZ[RSA Secure Logon]
B AR RINET,

@Secure Logon

L_Er Log On

Logon is required. If you have forgotten your logon information, contact your help desk or administrator.

User ID:

4. A—HIDZEA AL TIOKIZEVIWIT BE. [1RRT—R 1 74— IR BT REINET, /\RT—
K#%A 51LThHW, Download CentrallZAG AL ET,
BARF AL TRLRIE, 2 —HIDORIEIFERALET . SEHR ORI TN IIL
1=1% & . [Download CentralV Ik Dz 7/5A4 O A R—UIZIFFTARTOE I O—K 7] gE4L
RSAB G DIUTIWVEF BAA—HF—FS. COBEDOEEHKOERL K ICEHEM TS
NTNBE—ILR F—F—DRRENFET

F - OJAUISERTEHAR LR T HEE . T BEHMABDLCIZAZAL T
Ehvof=15 & . RBAAY IR ZE AL TIDDRE R ZR Hondizg & hHYET .

ATv73. DLC(Download Central) ™WoDEL & SA4 2 ADA 2 A—)L 26
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FAEVREB AR

B, IR F—E— BLUVEAF—F—F S DVANIT IR TSN, ROBIZRY
&R OYTEIY AZa—TRRL=F—F—D5 i TH—F—Sh b DR REhE
a—o

SOFTABREANENSE  PRODUCTINFORMATION  DECRYPTICMCODE  SUPPORT

P
SOFTWARE/LICENSE -~ ﬂ RSA

Sofware Licenss
SOF TWARELICENSE

Bectiord M 02451

5. BHIDF—F—DRTRSNGVGE L, FIDIEEERAL T, ROEEDNT AT,
WAL TR R ER VAL TENTEFT,

o o [BfT]
. [BRA]
[SUT7IES]
o [BAA—F—]
o [E—ILRA—45—]

RO TlE, BEHE DIEAF—F—778899% 18 R T B=OIZ[BAA—F—] J4L2HFE RS
nEL71=.
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SOFTWARE/LICENSE ~ PRODUCTINFORMATION  DECRYPTIONCODE ~ SUPPORT

SOFTWARE/LICENSE b B 1A

Software License
SOF TWARE/LICENSE

Filter Clear

FERELEL 1IDULOBEHZRDIDYAMIEEM TonFET . COYARIDIE, BFE
FRORSAISEELI-EAA—AS IR HINTWSI[HZRELEBEI(WENLEH) T,
—EB DR Y F (FE B DY A FIDERE E DTN TULVDIG & AdhY. TNENDHARIDIZIHR
B DAY O0—K OYAR hHYET,

HARIDZEYIYE ZBIZ(E. [A—F—DBAERBIRL TSV R OYT T2 A=a—%Y
oL T, BYI R TRLAEEIRLET,

6. B#DF I O—K N A—HF—DF A ERR LTIV F OvTEIY A2a—I12H55
B, ROBITRT XIS NAFARREINIATDTATLED IVILET

SOFTWARE/LIENSE  PRODUCTINFORMATION  DECRYFTIONCODE  SUPPORT

- e
SOFTWARE/LICENSE ~ ﬂ R

Software License

SOFTWARE/LICENSE

AT7+73. DLC(Download Central) MSDE! G 542 ADA 2 A—)L 28
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7. IMIARRRENATDT7ATLEDIILFET

SOFTWARE/LICENSE ~ PRODUCT INFORMATION  DECRYFTIONCODE  SUPPORT

ISOFTWARE/LICENSE ~ LR A

Software License
SOFTWARELICENSE

T  Product Nama T T Purchase da T

. :;::I::-"z""_"";-'-';ii e H :

8. WEDIA(EUREZIO—R T BIZIE. ROBIITRT LI, [HE ] 0B D& & DI
Hd

EFALaUITHh—YIVEEDHEEFT,

SOFTWARE/LICENSE  PRODUCTINFORMATION  DECRYPTIONCODE  SUPPORT

HOME

RSA
SOFTWARE/LICENSE o
SUF.TWARE Order Detail
DEVICE MANAGEMENT =
e
Product Deseripion ==

29 ATY73. DLC(Download Central) Mo>DE & 514 2 ADA 2V Ak—)L
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[A—A—0F M B @ AR TINET,

9. B DAtV AREAIVA—R T B5=OI22DDA T avhE B el e TY,
[SAEVRIEERR T HE [SAEVRERIR—DITERE INFET , COR—UTIHIV
O—R 1R E91 9L T, S4BV R T4 IVEET0O0—K TEET,

SOFTWARE/LICENSE ~ A =0

HRVARNEERT AL, [BRER](ERESNFT, COR—UTIERBAIZI0IL
T, HEIZR TINBIERIZHESE, BBV IDITEAIUA—R TEXET,

SOFTWARE/LICENSE ~ PRODUCTINFORMATION  DECRYPTIONCODE =~ SUPPORT

—_——
L N

’ I RS

SOFTWARE/LICENSE -

Product Information

SOFTWARE
RSA Authentication Manager Virtual Appliance
Click the product you would like to download .
DEVICE MAHAGEMENT
Current
Wersion Dezcription [rate Awvailable
INFORMATIOH X — " .
Wersion 8.1 IRSAAuthentlcatlon tManagerVirtual Applianee V3.1 I [recd, 2013 Cawnload Lag
e

AT7+73. DLC(Download Central) MSDE! G 542 ADA 2 A—)L 30
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BINDEI|E

COREYVIIE, FAEVADMARENTE T LR TEERENR EICSLTRITISFIE

FFED-HLDTT,
LT OFIE XTILI7RUSEIZHE RSN TULVET,
o NetWitness Suitei® &1 D& pk

o AVTISATURERINIT—DHEE

o {F A#E DTHRR—b EELUDecoderf A # 51 DR =

e Local License Server®A 754> CHE &1

o BEDIAELADEK T

o LLSOTAEVR T—ILDRTLEEE

31
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NetWitness Suite @ &l D% B

—DLEYITIL, LLS( Local License Server) [CB AR EXER THFIEICDOLVTERBBALE
T o FAEVADE $HEAR ASE DUV=C,E R b 75— EZE L1=LME & &, NetWitness
SuiteZHE R L TR EEE THIENTEFET , BANIE. A—JL. syslog. SNMPIZKYZ{E T
FFET, BAIE, DRTLADOGAURICIRM]ISLADDER R TEFT . BAOREEELL
T. HIRYUINETOABEIETE THELTEET,

NetWitness Suite:@ &1 Z#& B I 5I2(F, ROFIEZERTLET,

1. NetWitness SuitelZAJA L, [BEEB]1> [VRTLIIZBELET .
2. AFLay IRIUTISMEVR]IERIRLES,

3. [BREIFITEERLES .

Licensing
Update N
Overview Service Based Licenses =~ Metered Licenses settings
] icensin g
Email Licensing Notifications
Global Notifications Generate the type of alert desired when the license is about to expire within a desired threshold
Legacy Notifications Notification Type Alert Location Threshold(s)
System Logging O email [ togin Notification Tray 30 £ Days
Global Auditing [ syslog [] NetWitness Suite Console Login Window 10 | Days
Ost
Jobs
Confiy st
Live Services Config servers.
URL Integration Apply Not ions
Context Menu Actions
Investigation Manage Local License Server Offline
ESA Synchronize the Local Licensing Server(LLS) with the online repositary from a server that is not connected to the internet.
ESA Analytics Step pload Offline Response
HTTP Proxy Settings rol office serve p
NTP Settings

| NETWITNESS SUITE

4. BHIEIR AR DL TLVBSA U RIZDULVT DR 41 ENetWitness SuitehiEE T 5H %%
FNEFNEIRLET, TRTEIRLAWLIEL, TRTREIRTBAIELARETT,
a. OJFAUBEISERMERIETAICE, [ATAV]IEERL., [RTLY D4R HDDRE ]
TA—IRIZSAE RE AR ORI BRI B MNEZETIHIEIRELETT,

b. BEIFNLATEMZZIE T AIZIE. [NetWitness SuiteaAV—JL] ZEIRL. [ERF
LADRRIE] 74—IR IS4 RE B DM B AR A EZE T EFIEELE
ERS

c. A—ILBHZEZIETBAICUL. [A—ILIZBIRL., [A—ILH—\EFERELET, I5ER
LET [A—IL]IRILHBI DRTIZR RSN, [A—IL P—\FE 1Y 3T
NetWitness Suitex® &1 &8 B TEET . sFMICOWTIK. [ SXRTLERL B T1F 1%
SEITL TSN,

NetWitness Suitex@ &1 O A 32
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d. Syslogi #1%&52 159 BII&. [Syslogl ZE R L. [Syslogt—/\ELUSNMP SvS
HY—NZHERLETIEBIRLET, [FO—/ L@ ]/ SRILHB DRTIZR T Eh.
Syslogi® #1 H—/\EHE B TEFT,

e. SNMPrSYIENLTCRMERZIE T 5ICIE. [SNMPRSYF]1ZZEIRL . [SyslogH—/

BEUSNMPr ST —\El B LETIERIRLET, [DRTLEE ]/ SRILHGI D
BTIZRREN, SNMPEEREEEE EBYB R TEFY,

5. [BEMOBRIZIIILES,
REMRESIN, TARBRESNTT,

33 NetWitness Suitex@ &1 D& A
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AVTFATURBR R INF—DHEE

ZDOREYITIE. NetWitnessH—/NZAS AU L= 1ZE & T (EF LA\ F—DHR R Shi=15
BTSSR EDHDIREICONVTEHRBALET , N\ F—E M &, P RTLIZATAL TS,
SAEVALERK R DAV TSATURAREEZB N THE M TEHHNIZR RIET,
B/ O/N\F—E, FHE OBREISEDOVTULAG & F=(354 2 ADFE $h #A R A% DULVT
WBIE & ICRRSNET,

3 !  Dismiss |

TUVNF—E, SAEVRATVTIATURE R D5 & F1=3E YL Ton-BEZE 2 1-15
BIZRTSINFET,

o One or more licenses have expired. Please see Licensing Overview for additional details.

BHRUN\FT—ZERRITTRICE. [ERRIRZEIIVILET,
FE RVNFT—ZH T LLTEFRA, FMEV RO EER R T DB ELIBYES .

AVTSATUVRE R INF—DEE 34
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i A #E 5T DT HORKR—k BEUDecoderf A #i 51 DF
7

NetWitness Suite Version 11.0[Z1&, £ £ Hl 514V A0 R BT/ R 24 TOFE B ##i
HERTRIHAEEERITHEINHAEINTWVET, EEBEX. S/ AOFERFETE
CSVE&LUPDFOR X THR1F TEET,

NetWitness H—/ Nt SN TS T NTOX R H—ERIZDVT, 1K [E & O &t AURE S
nEy,

ARNUVIER EIT VR T TEDLS EBEFE 5 OA—HOIL DRTLIZTAHAEREFL

T ERAZEITOVNTOIAVTFATURBE O B I<F A TEFET,

[ A#t & OTHOZRKR—F 1IT7OERT B, ROFIEERTLET.

1. [EEBI>[PRTLIBELT, AT7230 RILT[FMVR]IEERLET,

2. [BMEIFTEHEIRLET,
[(MEIFTDRRSINET,

3. [SAEVRTHLaVIRAYTEOY Aa—h [E R OTIAR— 1 &R LET,
[ At OTHRR—L ] FAT7ATDR R EINET,

Export Usage Stats

License Type All ~
Preset Range Last 24 Hours A4

to
Format sV v

export

4. SALVRA AT BB ESN-FE. BF&EA. KL+ OREBITERL
E

5. LTOWTFhODIEEERITLET,
a. [TORR—k1%9)L TCLR—bEIHVRR—FLET,
b. [FxvtILIZEV)ILTIBME]IZTICRYET,

FEEBOTIFAIVEE AlZipd7A ILHE O O—R ShET, zipR D T7M1 U, 51t
DR BATZUIZT RTOT/NARDE R E DEET A RSN TLET,

35 {# A # 5 DTHORR—b EELUDecoderf A #f 51 DX =
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[TH/RTO—5]E1—TDDecodert—E AN {fE A #i 5t DFERR

DecoderlZI&., /¥ ybh bS04 D E75E B A AT ¥ B 9 50 (21&% 3L DY—ERDE A
#HET HHY. DecoderlEZDTA U ATHAISNSFERAEF B RNIZRFINET, oD
# &t 1E%& Decoder—ERM/decoder/statsTAHINAIZHY, [BE] > [TH/RTO—7F]
Ea—THRE TEET .

e capture.netfilter.bytes: COi &t TlX, RYkD—9B & IL—)UZK>TI4ILF TR
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@ @ admin

SYSTEM @

o Licensing

Updates
Overview Service Based Licenses =~ Metered Licenses Settings

| ticensing

Email Licensing Notifications

Global Notifications Generate the type of alert desired when the license is about to expire within a desired threshold

Legacy Notifications Netification Type Alert Location Threshold(s)

System Logging [ Email [ Login Notification Tray 30 ¢ Days

Global Auditing O syslog [ Netwitness Suite Console Login Window 10 & Days
(] SNMP Trap

Jobs
Co ist.

Live Services Config % ap servers.

URL Integration Apply Notifications

Context Menu Actions

Investigation Manage Local License Server Offline

ESA Synchronize the Local Licensing Server(LLS) with the online repository from a server that is not connected to the internet

ESA Analytics Step 1: Download Offline Request Step 2: Upload Offline Response

HTTP Proxy Settings Save a licensing request from this server to a local file Select a licensing response file received from the back office server for upload to

NTP Settings Download Request
Upload Response

NOTICE: Once an offiine capability request has been uploaded to the back office server, the corresponding response file must be uploadad to the system within 24 hour:

| NETWITNESS SUITE 11.0.0.0-170406062042.1.09¢812a
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o Licensing

Updates
Overview | Service Based Licenses | Metered Licenses | Settings

| ticensing

Email Licensing Notifications

Global Notifications Generate the type of alert desired when the license is about to expire within a desired threshold

Legacy Notifications Netification Type Alert Location Threshold(s)

System Logging [ Email [ Login Notification Tray 30 ¢ Days

Global Auditing O syslog [ Netwitness Suite Console Login Window 10 & Days
(] SNMP Trap

Jobs

Live Services

URL Integration Apply Notifications

Context Menu Actions

Investigation Manage Local License Server Offline

ESA Synchronize the Local Licensing Server(LLS) with the online repository from a server that is not connected to the internet

ESA Analytics Step 1: Download Offline Request Step 2: Upload Offline Response

HTTP Proxy Settings Save alicensing request from this server to a local file Select a licensing response file received from the back office server for upload to

this server
NTP Settings Download Request
Upload Response

NOTICE: Once an offiine capability request has been uploaded to the back office server, the corresponding response file must be uploadad to the system within 24 hours.
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Service Based Licenses Metered Licenses

Status Service Type Available/Total Status Service Type
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@ Licensed Broker 01 @ Within Usage Limit  Log Decoder
@ Licensed Log Decoder i
@ Licensed Malware Analysis 01

Trial Licensed Concentrator

Trial Licensed Event Stream Analysis

Trial Licensed Decoder
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F Overview Service Based Licenses Metered Licenses Settings ?
I Licensing
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Global Notifications Moniter the current status of your service based and metered licenses.
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Service Based Licenses Metered Licenses
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HTTP Proxy Settings

NTP Settings
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