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1. AR 5S4 A58 7x2—R(CLI) TRDFIEEZEITLET.
a. SSHTNW Server[Z#E#ELET S
b. ROARURZEEITLES .
upgrade-cli-client --upgrade --host-addr <IP of Netwitness Server> --

version 11.4.1.0

2. NW ServerhiE & [T FHr Shf=5. NetWitness Platform®D1—H 4 427x—X(ZASJ/ L. [B
B> [ARRF]IZBEILET . RANDBREEZR OHAHTOVTFHR REINFET

3. Y—IN—D[RADBEE I Z7)ILET .
Z0Hh I RTORRN . 12— A AT—ZADBE #E 7V IL—K TEFT .

L [BEHHYVIFAT7OIDIEHERE ] EI)ILETT
RRANDTYTTL—R HSE T §5& RA DB B KR HEAvE—UhRREINFT .

2. U—=ILIN\—D[RADB RS &7 )ILFET .

A8—2yh IEEHEEFOIATUR SV 10487x—X(CLI) A &K

;jvr % AATFAVA K (Live P—EX~NDEHRLL) - AT F42 AV FTI—RIDFEIZHELE

TIITL—K RR5 14



FIFIL—K HAE

> £
TVITL—KR#& DRRY
ZDREYIIE. 22Dt o3 T I TWET . 7vFIL—FK /[RIZGE LT ROWLWThhDtoia
VDRFADETE T LTLIESLY,
o 11.3.xxF=F11.4.0 x0T VTHIL—K 558 DT7VITTL—K % DERY
o 112xXDBTVITL—FKTBHEEDTVIIL—FE & DERY
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FIIIL—K FiAE

11.3.x.xF=F11.4.0. xDSF7YFTITL—KTHEEDTVTT
L—K#& DaRY

11.3.xxF=E11.4.0xh511.4.1.017VTTL—R T B5 & 1F. SOOI VDT RTOERIEETL
9.

- 2

o Event Stream Analysis

o Investigate
« Respond

E$ 4

BAN:Y—EADBREE . THRE. TR ORER

Y—EZNBEH SN, THEWRELTWHLEHRLET (NIE. BEBFRAKBAEHITEOTNS
MEIMEOTERYFT) .

DEIZIELT. ROY—ERTTHDRELEHEBRALET
e Decoder

o Log Decoder

o Broker

« Concentrator

e Archiver

ok 7—IUN 5 DB 1A

1. NetWitness Platform*=1—T. [BE]> [—ER] I EFHLFT.
[H—ER]Ea—hARRSNFET.

2. Decodert—ERZEIRLFET.

3. B poua) T [BR]> [VATLIERRLET

@ Start Capture

4, Y—)L\—T =00ILETS
O4IR £ DBA BA

1. NetWitness Platform*=a1—7T. [BHE]> [Y—ER] 1T EILFET .
[H—ERIEa—DKRRSNFET.

2. Log Decodert—ERZERLFET .
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3.

4.

B prom) T [RR]> [VAFLIERRLES .

® Start Capture

Y—JLIN\—T 0 )OLET .

SR & DB B

1.

NetWitness Platform*=21—T. [E#]> [Y—EX]ZZRLFT .
[—EXR]IEa—DRIRINFET .

Concentrator . Broker. ArchiverM& H—EXIZH LT U TOFIEEEITLET .
a. Y—ERZERLFT.

b B Fooa) Tl IR > (BRIGRRUES .
c. U—JLIN—T ¥ Start Aggregation =L ET .

Event Stream Analysis

¥ : ThbMEvent Stream Analysis( ESA) #RV(&. 113 xxh0o7VyITIL—R 355 5IZRTLE
ERS

AX92:ESAIL—)LE A IR B’ DRAT—FXDFE 52

ESAIL—ILE AR DRT—AREHERLET .

1.

[(#RL] > [ESAIL—)L] > [—ER]IZTIHBELET .
[H—ER]Ea—hIR RSN, ESAY—EREE AIRE DRT—EAINREINET .

EBDIATa ] /s RILT. ESAH—EREEIRLET .

AR A DE F—EREEIRL . BRI ON\RIILTEARBEODITEHERLET . £271E. BRI D

ESAIL—/LB AREZRLTLET .

ESAIL—/LE ABE L. XOFIEEETLET.

a. [ESATVSVDMEHER]I I av T [REARVEF I LR L 2EZELET .
SO ET IS T—ADEE ER T AE Y IZITHON TSI EEER TEET . [BRHARUE
HIDEHIODSEE L. EARENTAIEZIELTLERA

b. [I—ILOMETER] I a T (BB E[ RN ZEZRLET . EDET
I—ILDHBIEE E. TFOT DIEAShI—ILOHEHER] Va0 TESTIL—ILDEE
MEERLET . EHAIL—IUIE. AVALARTINET . BEHEIIL—IUIIL. FEDOAH
RIRINFET .
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RSA

Respond  Investigate  Monitor Configure  Admin

LIVE CONTENT  SUBSCRIPTIONS MCIDENT RULES NCIDENT NOTIFICATIONS ~ ESARULES  CUSTOM FEEDS  LOG PARSER RULES
Services Settings
ESA SERVICES ESA - ESA Correlation <
I ESA - ESA Correlation ESA
SESA - ESA Correlation

Engine Stats Rule Stats Alert Stats

Esper Version 820 Rules Enabled Notifications

Time 2019-12-11722:18:06 Rules Disabled Message Bus

Events Offered 11406057584 Events Matched 272891
| Offered Rate 62,202 per secend / 335,808 max

status  Aawe
Deployed Rule Stats

See Health & Wellness to monit
1 enabl Nams Rule Type Trial Rul Last D d Events Matched 52
] Esp No 0 s
] Esp No 2019-12-11 22:16:1 340 0 bytes
] Esp No 0 0 bytes
[m] Esp No 0 0 bytes
O User Login Baseline Advanc Esp Yes 0 1.20 MB
O Multiple Failed Logins from Multiple Diff Sources t..  Esp No 20191211 22:16:23 4080 0 bytes
0 RDP Inbound Traffic Advanced Esp: No 0 0by
| Page |1 |of1 | | PageSize 100 v Displaying 1 - 100 of 100

5. BRI —IEANILTELELIHAEE L. ROFIEFZETLET.
a. [HR]> [ESAIL—IL]> [IL—N]ZTI 8 EL . |G IL—ILES ATULBESAIL—ILE A

RIEEZBEALEY.

b. [—ERIZTIZRY. IL—ILAEMMNEIIERERLET. IL—ILIELE LGB S L.

/var/log/netwitness/correlation-server/correlation-server.loglZ#HBHESA

Correlation—ERDAY J7A JVEHERLET .

BRY3: (AT av) BmET DIURRALk . UEBA. RSA Livear sV JL—IL
D=1, Multi-Valued/\5A—43&Single-Valued/\T5A—3 DA% X—%HB ¥

TEOMLEFIHYEEA.

o 11.3.020 11.3.1.1. 11.3.2, 11.4.0x~NDT7YTIL—F B IZCDRRYEZR T LSS . BEET

=T DIVRRAb . UEBA. LivearTY JL—)LZE{E B 954121 ESA Correlation—E XD
multi-valued/\oA—42%E H L . default-multi-valued/ \TA—2(Z& FTNET RTOASR F—%BEINT
LI BEHBHYET . =, single-valued/\TA—RZE F L . default-single-valued/ \TA—2IZE Fhbd

FARTDOAR F—EEMT DL EHIBYET -

multi-valued/ X5A—2IZ(F. ESAL—)LIME R § X FIIE I B DAZ F—HKRRSNFS . 2/
SA—A1E. NetWitness Platform/\—33211.2 L4 Hil MEvent Stream Analysis H—E XD

ArrayFieldNames/\SA—2([CH H LFT .

AR multi-valued/\GA—REZE B T5L BBFEDIL—IEE AT HEZIZIS—HFEE T HA
BEMEABYFET . multi-valued/\GA—REEHL T, A2 T—2FRLL. ESAIL—IILEZEHE
FTEET . —EITHRESNDIIS—DHZER 5T 1=, —EITEMT HA2 F—(F2DdFTITL TK

=Sy

MA3XXFEIZITA0xDo7YITU—F 328 & D7V ITL—F & DFRT
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3% : ESA Correlation—/A\DIS5— OY B & Av—U AR R ENDE S (K. default-multi-
valued/NoA—ARémulti-valued/ NTA—BANDAZ F—NDIE [CEE HHD=H. FILLVIVRK RS>
k. UEBA. LivearT 'V IL—ILh e LEHA. COFIEBZT T35 CORREIIAERLET.

a2
=

DI 1 %5 BB LTS

& Avt— 0OF 2DV T, TAR —0F 2 (ZB§ 3 AESA Correlation—/ \DZE & Avtz—

L.

10.

114 1UZ7YTIL—F L= . [BE]> [—ER]IFBELFEI. [—ERX]E2L—TESA
Correlation—EXEEIRLTASIE > [BR]> [THATO—SIEERLET.

ESA Correlationt—EAD[ ITHVATA—F]Ea—ND./—FK )Xk T. [correlation] > [stream] %:&
RLET.

multi-valued/\oA—AMAR X—¢& . default-multi-valued/\TA—HRDAR F—FEH KL E
. ARLTWAXFEFE 5| E DAS F—Fdefault-multi-valued/ \TA—2HIE—L T,
multi-valued/\OA—RIIR—ZAMLFET(—EIFRESNLIIS—DHER 5T 1=6H. —EITE
M BAR F—(F2DFETIZL TLEZELY) ©

X F 5|8 DAR F—%default-single-valued/\TA—FH5IE—L T. single-valued/\J
A—B[ZR—RFLET .

ESA Correlation—ERICE B ZF@EHALET .

[(BRE]1> [ESAL—L]IZREEL. [BRE]IFZTEIIVILET.

o [A2X—SRIT. AMBRIB(EH) 7122(D) &V )ILFET .

o B HDESA Correlation —ERADHH15 & L. B ESA Correlation—EX TR L A% F—D%E
BEITLET.

ESAFf #l )L—)LTdefault-multi-valuedF/=[Fdefault-single-valuedDL VT NLHDASZ
FAFEALTLSEE . L—IUEBXEEHLES . [BRV4.(F T2 av) hRRLESAIL—ILE
WA IV —IVESUESAFE #lJL—ILDFR EE 115 BB L TS,

default-multi-valued/\TA—AMDAS F—%ESAIL—ILEMTUIL—+TERLTWSG A
[T, FUoTL— R EZBEHL. A XT—DEFERBLET . [ XRTFABEBREAIFION FO—/3)LE
MToTL—hDERK 125 B LTSN,

ESAIL—ILE AIRIEZEALET .

ESAJL—/LE AIRIE D[ESAIL—IL] £ a  TIL—ILDIS— Avt—C %R 3 5H . ESA

Correlation—EADIS— O TIZ—AVEULVIER L ET .

o ESAIL—ILE AREDIS— Avt—U%FER T AICIE. [HR] > [ESAIL—IL] > [IL—I)L] 42
JIZBRELT. ERADAT a3y IRIILTEARBEFEIRL. [ESAI—I] o3 EREZEL
EXIR

o ESA Correlation—ERDATZ7HERT BIZIE. SSHEE AL TUOATLITHERL.

/var/log/netwitness/correlation-server/correlation-server.loglZ#BILET .
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BRY4 (AT av) ARBLESAIL—IL BV IL—ILELUESARE #l )L—ILD
R

o 11.3.02. 11.3.1.1. 11.3.2, 11.4.0x~DT7YVTTL—FR B IZCDERIET TLEE S . BEET
TEILEIHYFEEA.

ESAJL—IL EJVA JL—)LEESAEE#l )L—)LEB #1 L T, ESA Correlation—E RXMdefault-multi-
valued/\oA—2ELWdefault-single valued/\GA—RIZ)AREINTLVAX FIE BLXUXF
5 ER B B DA F—F NI TEALSICLFET . multi-valued/ \oA—2ELWsingle-valued/\T
A—BTAR F—FB M TEFT

=&z, ec.outcomeZ B — B AR F—EL TRITR T EIITESAIL—ILTERALTLDELET .
@RSAAlert

SELECT * FROM Event ((ec_outcome IN ( 'Success' )))

.win:time length batch (2 Minutes, 2)
HAVING COUNT (*) >= 2;

ec.outcomeZmulti-valued/\TA—R(JBMTBIGE (. L—ILERITRTIIICEHTIHLEDN
HYFET

@RSAAlert

SELECT * FROM Event (( 'Success' = ANY( ec_outcome ) ))
.win:time length batch (2 Minutes, 2)

HAVING COUNT (*) >= 2;

§$ ;m [ZDWTIK. TESAE R AR IDTESAFE B IIL—ILOE IZEE 5 B DA% F—%1E B 125 BB L T<
fatal AW

ESAF ST a—TF1 16

EEHR DT TESAR TSI IV a—T4 T E R 12 B L TEALY.

Investigate

BRY5: (T 3y - hARRL O—)LDIF & DH) AARAR L 11— O0—)LD
investigate-serverfE B D &

N=2aV 114 1PYTIL—R LIz . [REBEIE2—EFERATEH7FTIANA TOZRER 21—
O—JLTIE. ROERNERIEVET .

e investigate-server.columngroup.read
e investigate-server.metagroup.read

e investigate-server.profile.read
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11.4.1.0I1Z7vF49L—K L1=% . NetWitness PlatformlZCNSDIE R Z2Hh XA L 7FH YA O—)UZITE
ML =6. COFIEDERBRIZHK >THRRL EI—)VC*C*LE)(D*E RBxH ?g‘)] 2T 2L EAHYET
(A—Y O—LOFEMIZDOWTIE. [ RTA EFalrrbLUA—HEBEHIRFIES B LTS
LY,

NODIERINE NG HARSL 21— O—)LEE|YY 'CB*LT:J—'USIQI\ [FES—F] I:‘\:L_\& [LAS—
ARUN]Ea—TCRIBEI R ELET . 3IDDER OWLVTIUHIDE RN (T -TWRIG S . [FES—K]
Ea—DHEDO—K ]JREVIER RESNFBA. BIZ. FITIL—TOERNEM 1T -TWNVAE, [LA
— ARV Ea—IZlE. EFEHEI—DAHDR RSN, ZDth DE 1—0F J)L—T %R R TEALEN
SERENIEAELET .

A—4 O0—)LOEREZEMNIZTBICIE. ROFIEEETLET .

1 [BE]> [Fal<]IBEL. (B2 TEIIILET .

) FETINREL P O—LERRL . D(EETF) EOUHLES .
3. [A— LR &1 44 F7O5T. ROODERERRLET.

investigate-server.columngroup.read

investigate-server.metagroup.read
investigate-server.profile.read

4, [BREFEIZVIWVLT. ZERNEREZHRELTT . hREL 12— O—)LEE|YY TONE=TFIRRA
NetWitness Platform(ZAJ A9 5&. BB AF RN ITHYET .

Respond
NEDERIIE. TIAUESAH—I\F11.4.11Z7VTHL—R L% TET T2 ENHYET.

7 : IS4 <IUNW Server( Respond Servert—ER%E& ) Z7VIJL—K L1zt . T5AUESATRR
F&11.4.1IC7YTIL—K §5FET. Respond Servert—ERIEHE & %1k ShFEHA. RespondD 7w
JL—F & DARYIE. Respond Serverr—ERNTYITL—R Sh. B IKBITETHSETT
LILBENHYET .

BRH6: (4T 3aV) RespondH—ERAD#HE & IL—IL AX—TDHARRL F—%
DR+TFT B

FE: AVUTUMEE LIV RAA—TEF B THRIVA AL TR & [F. CORRVEET TS
HEEIHYFEA.

11.xDgroupByf) TE A T 57=®HIvar/1lib/netwitness/respond-
server/data/aggregation rule schema.jsonZ7MJUIARAL F—FEBMLIZEE (L.
/var/lib/netwitness/respond—server/data/aggregation_rule_schema.jsoﬂj7”fﬂ2§§§

BLT. BEI/\YIT7YT T7MILHSHRAL F—HEBMLET .
INVOTYT T74)UE /var/1lib/netwitness/respond-server/datalZ&HY. R DM K ITHYET .

aggregation rule schema.json.bak-<time of the backup>
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BRYT: (AT av) hRETAL XEh1-Respond—E ADIE #§ it A7) T+ %)
ALT7TB

%j T7HERLE ROUTEFE B THAATAZALTUVEVNE & (. CORRVEE TSR EF
UEt A

HAZIAZADN B HIN—DaV B #FHIZKY L ZEEFSNED%R5 =8, NetWitness Platform 11.4LLf§ T
E. ARBLIE R RDIT D74 IIVEFI B TEET . hRRL ODUI(E. custom normalize
<alert type>.jsZ7AJUZEBMLET .

1.

/var/lib/netwitness/respond-server/scripts. bak—<timestamp>7_:»fl/7|* ¥V YAV 7
T T ENT=RespondH—/\DIE R IL RDVTR hiohRA L OO WIERYHE LET . <timestamp>
(TN T7VTH5E T LB ZITY .

data privacy map.js

normalize alerts.js

normalize core alerts.js

normalize ecat alerts.js

normalize ma alerts.js

normalize ueba alerts.js

normalize wtd alerts.]s

utils.Jjs

Edit the new 11.4 or later script files in the /var/lib/netwitness/respond-
server/scripts directory to include any logic from the back up files. If you have any
customizations in the normalization files, add them to the normalization files with the
“custom” prefix.

data privacy map.js

custom normalize alerts.]js

custom normalize core alerts.js

custom normalize ecat alerts.js

custom normalize ma alerts.js

custom normalize ueba alerts.Js

custom_normalize_wtd_glerts.js
utils.js

fz&Z L. custom normalize core alerts.isld. ESAR MARAL ODVIFEB MY 518D
IEEfR L RDT T . SDlavaScript 774 JUZIE. 7/85A—4(headers rawAlert. Normalizealert
S OB Mormalizerlert IBHYFET . E#Mnormalized] &, ERIE SN/ XU DUR
b AME DA FENFAZS2—FTIEAE— AT DI T . ZDFD. ARUK IR L THRAL AR
F—ZHEBLTLBSIEE L. Nhormalized.events |ZR BRI EEL T, @Y R AZF—IZ
MrawAlert.events | ATV MSELZIM B TIMLELIHYES . RICTHUTILa—FZERLE
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1 (headers, rawAlert, normalizedAlert) {

varnormalized = Object, (normalizedAlert):

var custom_events:

ifilnormalized.events |=
om_events = normaliz

custom_events = new Array();

ri=0;i<rawAlerteventslength; i++] {

custom_events[i].legalentity: Utils, (rawAlert.events([i].isgs legalentity)
custom_events[i].companycode: Utils, (rawAlert.events[i].isgs_companycode):
q
i |
ifilnormalized.events == u
normalized,events = cu
0
J

return normalized;
5

BRD8: (A Tav) ¥ b DB R EER ZEM TS

T COERZIN2ZUBRTI TIER L THIE X COFRVERT T AL EIHYFEA.

*f it O3 &N 5% TE 2 BR (kY. RespondBE B EH . T—32 TSA/N\—FEFFH . SOCIHR—TvlExt i D
BANEE([HERR]> [HEOEA]) ITF7IOERTE, A0V TURDME R FILE #F Shiz&ETA—
JLB HEE (S TEDLSITHRYFET .

COEHRTEIZTIERT BIZIE. BE7F DNetWitness PlatformMDIZ #E Rt 12— O—)UIZHER ZE NI 5
WWEIHYFET . hARL O—)UZLIERZEMTEIHENHYET .

[ NetWitness Respondt& B T4 1D 3 [t DIl £ 5% & DIER 1M EwoES BB L TSN,
A—FHEROFMITONTIE, [ S RTA tFallrrba—E BN AR 165 B LTS,
RSA NetWitness Platform 11.x0DE NTOR FaA bD—E%. [#85 E ] THRTEET.
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11.2.x.xMSTVTITU—R THIHEE D7YTITL—F & DERY

11.2.x 305114 HUZP7YTIL—KR T BB EE. COEI3DTRTOERIEETLET.
. %

o Event Stream Analysis

« Investigate

o Respond
o Decoderg&ULog Decoder

E$ 4

BAN:Y—EADBREE . THRE. TR ORER

Y—EZNBEH SN, THEWRELTWHLEHRLET (NIE. BEBFRAKBAEHITEOTNS
MEIMEOTERYFT) .

DEIISELT. ROY—ERXTTHDRELEHEBRALET
e Decoder

o Log Decoder

o Broker

« Concentrator

e Archiver

ok 7—IUN 5 DB 1A

1. NetWitness Platform*=1—T. [BE]> [—ER] I EFHLFT.
[H—ER]Ea—hARRSNFET.

2. Decodert—ERZEIRLFET.

3. B poua) T [BR]> [VATLIERRLET

@ Start Capture

4, Y—)L\—T =00ILETS
O4IR £ DBA BA

1. NetWitness Platform*=a1—7T. [BHE]> [V—ER] I EILFET .
[H—ERIEa—DKRRSNFET.

2. Log Decodert—ERZERLFET .

3 B (79230) T [R/ERID> [VATLIERIRLET.

112xxDo7VIIL—F T35 & D7VITL—F & D3RR 24
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= Start Capture

4. Y—)LI\—T EVIILET .

Sk & DB

1. NetWitness Platform*=1—T. [ ] > [H—ER]IZBH LTI .
[H—ER]Ea—hRRTINFET.

2. Concentrator. Broker. Archiver D& H—ERIZXHLT. L TOFIEEZETLET.
a. —ERFRERLFET.

b B Fooa Tl [RR]D> (BRIERRLET.
c. Y—is—T P Start Aggregation %415 .

BRD2: A THARR AZa—TFoLavDI—THEBERE TS

Analysts. SOC Managers. Data Privacy Officers D& O—)UZaVTFHFRAN AZa— T3V DR
FRETBIZIE. ROFIEEETLET . LT DFIEZ. Analysts. SOC Managers. Data Privacy
OfficersDE A—/)UI L TE T T 2L EIHYFET

1. NetWitness Platform*=1—7T. [EE]> [t¥a)7,] > [A—IL] ZBIRLFT .
2. 31— O0—)Y f=&A L[ Data Privacy Officers]) 5 7))L 5 A—ILED)WIL TERL
wrald g k) EoUHLET.
Investigate ~ Monitor ~ Configure  Admin D admin v

EVENT SOURCES EMDPOINT SOURCES HEALTH & WELLMNESS SYSTEM SECURITY

External Group Mapping Settings PKI Settings  Login Banner  Single Sign-On Settings

+ -z =

O Name Description Permissions
[ Administrators The System Administrators per...  *
[] Respond_Administrator  The persona of Respand Admi.. correlation-server.engine.manage, dashletAccessUnifiedRSAFirstWatchPanel, integraticn-server.notification.,
™ Data_Privacy Officers The persona of Data Privacy ... View and Manage Incidents, Export List, content-server.*, Delete Alerts and incidents, Define Rule, D...
LI SOC_Managers The persona for 50C Managers...  integration-server.natification.manage, respond-server.alertrule.read, View and Manage Incidents, Export Li...
[ Operators The System Operators Persona...  correlation-server.engine.manage, dashletAccessUnifiedRSAFirstWatchPanel, integration-server.notification..
[ Malware_Analysts The persana of Malware Analy...  respond-server.remediation.read, respond-server.journal.read, contexthub-server listentries.manage, conte..,
[ Analysts The SOC Analysts persona is ce..  View and Manage Incidents, Export List, contexthub-server.listentries.manage, investigate-server.profile.rea..,
[ UEBA_Anzlyss The persana of the UEBA Analy... accesslnvestigatellsers

| Page 1 | of1 | | Displaying 1- 8 of 8

[R'S/\ NETWITNESS' PLATFORM 11.4.1.0
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3. [A—ILOREIEL—T. [BEB]ZTDOHER] 523> T, [Manage Logs] . [Manage
Plugins] . [Manage System Settings] D& FYIRVIREAVIZLT. [BRTEIEZVIWILET .

ttributes -

Care Query Timeout Default is 5 minutes

Core Session Threshold | Default is 100,000 sessions

Core Query Prefix

Permissions

Assigned Description ~

O Manage LLS -
™ Manage Logs

| Manage Motifications

] Manage Plugins

O Manage Predicates

O Manage Reconstruction

[+ Manage Security

[+ Manage Services

O Manage S5L Security

[+ Manage System Settngs

| Modify ESA Settings -

-

Cancel

4. Data Privacy Officers&[E #k[Z. Analysts&SOC Managers D& 0—)UZxt L TATYT1~3%%E
TLFET.

22%93:Manage Jobs 11& fR Z "D IR A% L \a—)UISE 95
Manage Jobs | ¥ R ZR OO—)UITEMLET .

o« SOC Managers

o Operators

o Data Privacy Officers
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1. NetWitness Platform*=1—T. [EE]> [¥aUTs] I BL T[A—IILIZIIVILET .
2. BHTHIULEDHHO0—)Y DFY. SOC_Managers. Operators. Data Privacy Officers) %12
mrLT. Doms) ool ss.
pond  Investigate  Monitor  Configure  Admin admin v

HEALTH o SECURITY

Settings PKI Settings  Login Banner  Single Sign-On Settings

+ -z B
0| Name Description Permissions
[0 Administrators The System Administrators per...  *
[ ] Respond_Administrator  The persona of Respand Admi., correlation-server.engine.manage, dashletAccessUnifiedRSAFirstWatchPanel, integration-server.notification..
[ Data_Privacy_Officers  The persona of Data Privacy ... View and Manage Incidents, Export List, content-server.*, Delete Alerts and incidents, Define Rule, D...
[T S0C_Managers The persona for 50C Managers...  integration-server.notification.manage, respond-server.alertrule.read, View and Manage Incidents, Export Li...
[ Operators The System Operators Persona...  correlation-server.engine.manage, dashletAccessUnifiedRSAFirstWatchPanel, integration-server.notification..
[ Malware_Analysts The persona of Malware Analy...  respond-server.remediation.read, respond-server.journal.read, contexthub-server.listentries.manage, conte...
[ Analysts The SOC Analysts persona isce...  View and Manage Incidents, Export List, contexthub-server liste .manage, investigate-server.profile.
[ UEBA Anzlyss The persona of the UEBA Analy...  accessinvestigateUsers

| Page 1 | of1 | | C Displaying 1-8 of 8
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3. [BEB1427%9')vIL T, [Manage Jobs] FT IR IREERL . [(REFEIZVIVILET .

EHTIEU[ES -

Core Query Timeout Default is 5 minutes

Core Session Threshold  Default is 100,000 sessions

Core Query Prefix

Permissions

Assigned Description ~

[+ Manage Auditing -
| Manage Email

[+ Manage Global Auditing

O Manage Health & Wellness Policy

[ Manage Jobs

[ Manage LLS

[+ Manage Logs

| Manage Morifications

[+ Manage Plugins

O Manage Predicates

O Manage Reconstruction ~

-

Cancel

4. 32N XTOHA—)U SOC_Managers. Operators. Data_Privacy Officers) (DT, A7V
1~3ZRTLFET -

BRO4: (AT RAL DA B EB H1TTH

TVFIL—R #4TSRTIZ. RSADFE T T HCAEBAE CU—ERIBAELREDN R HEHLEFHFS
NTWBILEHRLTHEWELHYET .

NetWitness Platform®DEE B £ OF h #AM (TR DEHYTT .

o NxEAREDCAIL—IEREXIOERAZTYT

o 10.6xBARBOCAI—IAZEISERMAETT

o Y—EXFEBAEIX1,000BREAMTY

;E )] HA R 0)?# ff?EH =HE 29 BIZIL. NetWitness Server'f*‘ca—expire—test—shx7')7°|* ZETLE

4., BEE#IZDOLTIL. TRSA NetWitness Platform 11.xTDIL—k CAEF1JT(IBHZENDHE R T 155
BLT. RYUT+ &4 oo0—K L TLREEL.
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CARFBAZ F-IIY—ERIBAZE LT # 9 BI1Z1E. TRSA NetWitness Platform 11.xTDJL—~CAt
FaTAEEBHE DBE FEITIZS B LTS,

3 : 8 AIRLE [CWindows Legacy Collector( WLC) 2’8415 & &, NetWitness Admin ServerD3E
BAEZEHLI-ET. WLCORBAEZEHLEFT .

HMITOWTIX S RTA XTI R BARIONEEAE DB HE 1T 155 B L TEEL.

BRARD5: 7FH)AF B—)U@investigate-serverfEPRZEEH 5

11.3LLFE . SOC Managers. Malware Analysts. AnalystsD%& O—)LDT 74 )Lk DERR (L. [41 Rk
;‘;ﬁ JEA—TORTVIEEIDELGERIBRESNEL . 11L3KYRTDOTIAILL DER TRAZY

*f-. predicate.manage*ﬁ R (- get-predicates. edit-predicates. remove-predicates-
remove-all-predicates@ ENDTIERMEE(T 5 9 575, SOC Managers. Malware Analysts.
AnalystsDA—)UZE| YL THEIRETIEHYE LA COTIERELBHDE. 5T DT—EANDTIER%E
il fR 9" %8% & [0l 8 52 EMNTEST=O. £Fa )70 VR LE DA BEE ABHYFET .

L1=hoT. N—23u112.xxD0 LA R IZ7YTIL—R 35158 3. ROFIEDHRBAIZHE ST, T
TAHILS DEBRZFT LULNT AL DFERR E— BT ALIICHE 1 T2 ELNHYFET

1. [EE]> [Fa )] > [A—-L]IBELET.
2. SOC Managers. Malware Analysts. Analysts®D& 0—/LTC. RDF|EEEITLET .

a. d1—4 O—)( [Analysts] 75 &) DF IR REZERL . Lll“IIE( wmE)EIIILET.
RSA Respond In : 7

HOSTS EVE SOURCES ENDPOIN ES HEALTH & WELLMESS SYSTEM SECURITY

Monitor  Configure  Admin (@  admin v

External Group Mapping Settings PKl Settings  Login Banner  Single Sign-On Settings

O Name Description Permissions
[ Administraters The System Administrators per..,  *
[] Respond_Administrator  The persona of Respond Admi...  correlation-server.engine.manage, Dashlet Access - Unifed RSA First Watch Dashlet, integration-server.notifi...
O Data_Privacy_Officers The persona of Data Privacy Of...  View and Manage Incidents, Export List, content-server.®, Delete Alerts and incidents, Define Rule, Dashler ...
[ 50C_Managers The persona for 50C Managers...  integration-server.notification.manage, respond-server.alertrule.read, View and Manage Incidents, Export Li...
[] Operators The System Operators Persona...  correlation-server.engine.manage, Dashlet Access - Unifed RSA First Watch Dashlet, integration-server.natifi...
[ Malware_aAnalysts The persona of Malware Analy...  respond-server.remediation.read, respond-server.journal.read, contexthub-server listentries.manage, conte...
¥ Analysts The 50C Analysts persona is ... View and Manage Incidents, Export List, contexthub-server.listentries.manage, investigate-server.pr...
[] UEBA_Analysts The persona of the UEBA Analy...  accesslnvestigatellsers

| Page 1 of1 | | C Displaying 1-8 of 8
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b. [#EPR ] DT TllInvestigate-server] 2 7%9 I FET .
c. RO¥ERDFIIZENHLET.

e investigate-server.*
e investigate-server.predicate.manage
d. ROERDFIVIZERLET .
e investigate-server.content.export
e investigate-server.content.reconstruct
e investigate-server.event.read
e investigate-server.metagroup.read

e investigate-server.predicate.read

Edit Role

Role Info

Name Analysts

Description | The SOC Analysts persona is centered around
nvestigation, erting. Reporting. and Incident

Management. but not system configuration.

Attributes

Core Query Prefix

Permissions

i Esa-analytics-server Integration-server Investigate-server !)

Assigned  Description ~

parameters.

e. (RTEIZVIILETS.

B2R456: (AT 3) PAM RadiusEZ2 i ZE R 95

11.2.x.XxTpam_radius/ ¥ —%fE F L TPAM RADIUSEREE Z4E B L TLV=
pam_radius_auth/W7—UZERLTHEBEBR I ILENHYFET .

NW ServerrRA TR DAY R EZETLET .

Uncheck the investigate-server.® and
investigate-server.predicate.manage

545 . 11L4LL & Tl
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¥ : 11.2.x.XxTpan_radiusZ@RLIZE S (X ATVT1EZEFTLT. BHEON—230FToAUR
F—ILLET . TN OF & [F RTYRAEAFT .

1. RO/ r—%HERRL . BEF Dpan radius F7AIWNETUOAVAR—ILLET .
rpm —-ga |grep pam radius
yum erase pam_ radius

2. pam radius auth/\W7r—UFAVRAR—)ILT BITIE. ROV EETLETS .

yum install pam radius_auth

3. RADIUSH¥E R 774 /U /etc/raddb/server) ZR D&IITHRE L T. RADIUSH—/\DHE B % 1B
mLEy.

# server([:port] shared secret timeout (s)

server secret 3
5l :111.222.33.44 secret 1

4. NW ServeriR Ak MPAM#E L 774U /etc/pam.d/securityanalytics) ZfmsE L. ROIT
BMLES. I7AUDSFELGG S [E DPMIVEERL. ROITEEMLET .

auth sufficient pam radius_auth.so

5. XOATKREEFTLT. /etc/raddb/serverNDEZAATILAERZHFAILET .

chown netwitness:netwitness /etc/raddb/server

6. RMOATUKZEEFTL T, panm_radius_authT4ITVEIAE—LFET .
cp /usr/lib/security/pam radius auth.so /usr/lib64/security/

7. pam radius authMBRZEEREL=E . ROOATUREETL UettyF—\ZHEBLFET.
systemctl restart jetty

BRHT: (AT av) NetWitness PlatformhioWeb 7 X TEL MG & (3.

L ARV ZRD.bin 77 VEE FyTO—R §5( 51tV R H—/Y)

NetWitnessi& A IR 15 HoA U A—RIN [TTIOEATER MG & (. 114K IZ7YTIL—K L=

T LARVAD . oinF7A IIVEE 7YyFA—K L. NetWitness Platforma1—H 42 2—2J14 AD[ &
B> [VATAI > [FAEVRIEAa—T3( U REREER THILELNHYET . FIBIZDLTIE.
[ 514t REEH 41K IDMN NetWitness Platform~DATZA4 > SA VR LARVAOT7YIO—K |%5
B8 L T<IZ&ELY. RSA NetWitness Platform 11.x0DF NTOR Fa A bD—E %, [#E& H X THER
TEEY .

BRD8: 1INRT—F DR INRESXFILIXFITEETSH
IN—2311.2.x.xTlE. NetWitness Platform®MDEx /N /\AT—K R [F8XF T . 11.3.xxLAF Tl &

INRIFIXFETY . 11.2xxDB11AUEIZ7YTIL—K LT . [ X T4 tF1)7rB LV 1—HE
BHARIDN 1SR —F OE 1% O R I DR A2 T /N \RT—FKRREE2IXFITHRELET .

Event Stream Analysis

¥ : THSMEvent Stream Analysis( ESA) #RI(E. 11.2.xxho7vIIL—K 3515 & 1ZER1TLE
—é— o

31 12xxho7VIIL—F T35 & D7VITL—F & DERD


https://community.rsa.com/docs/DOC-81328

TvIIL—K AAF

4 Z%9: ESA CorrelationH—E XML = 5l &2 5| B! A% X—DFR R ER DR
TV

IVRRA2k . UEBA. RSA Livea T V%EHR—k 9578 11.3LL& DESA Correlationt—EXT
[E. LKODDAR F—FE —E(XFF)) hERHIE(XFIEN) ICERTLI2HELIHYELT=.
- BMOXFH A2 F—E 0 E(TRYFELT=.

ESAJL—ILTE R SN TLBAZT—D, I FT DT I4ILS DEBUE AR F—ELR L BH5E . ESAIL—
JUSBI St LET A SERLEEICIL—IDAELLE A SNDES. TEALEITRAITH LA
A X—%F AL TESAJL—ILEE #H L TEELY.

ESA Correlation P —ERIZIE. R DLIGEEHIE (X FHE ) LE—{E(XFF) T T /54—
AMHYFET .

o multi-valued: ESA/L—/LCIREFEHAINTLEXFINEFI A% F—%RLFT . NetWitness
Platform 11.4LLB& 27V T 5L —F LTzIR 1R Tl 77T I L—K §i OB 7 O F 5 B 5 A% F—hH
FRRINET(ZD/\TA =3I, NetWitness Platform/N\—32,11.2 LR MEvent Stream Analysis
Y—ERXDarrayFieldNames/\oA—Z(ZHELET) .

o single-valued:ESA/L—/LCHREEHINTNEX F 5| A2 F—%RLFET . NetWitness
Platform 11.4LLB& IZ7YTIL—R L1zIREE TlX. ZO/N\SGA—Z2DIE [FZE TT .

o default-multi-valued: TRH/\— 3V THEBE DX FINERF| A2 +—%RLET .
o default-single-valued:Ex#/\—V 3V T BEDXFH A2 F—%RLFET

X : single-valued/\oA—Rbmulti-valued/NoA—RIZE L AR F—hHER ESNTNDIE S
[X. single-valued/ \TA—HDER TE hhulti-valued/ NTA—RDEE LKYHLE L SINFT .

1. ESA Correlation—ERXMDmulti-valued/\oA—32EELWsingle-valued/ \TA—RIZ’R E Shi=
A X—ERRLET .
a. [BE]>[H—LER]IZBEFL. [H—ER]IEA—TESA Correlation—ERXZE R L THD
S (251> [THRTO—S1ERRLET.

b. ESA CorrelationH—EAD[ IHRATA—F]1Ea—®D./—K )Xk T. [correlation] > [stream] %
EIRLET,

2. ESAIL—)UFE| & S EELET AN Live. UEBA. IVRRA UM DIL—IVEE AT HIE AL [F
RO (ATLa3) B DIURRA k. UEBA. RSA Livea T JL—)LDT=8HIZ. Multi-
Valued/ \XoA—43&Single-Valued/ \oA—3DAZ F—EB #F 1DF EZZE 1T L TSN,

FER: nulti-valued/\DA—REEE I 5E BEFDIL—IVEE AT HEZICIS—HFELE T 50
ﬁ"é'fi?ﬁ%b)i‘é’o multi—valued/\oa)‘—g?fiilﬁ' LT, A% :F_jéﬁﬁ,ﬂﬂ Ls ESA)[J—)%EEE
iﬁg‘é‘fiﬁ’o —EISRESINDIIS—DHER 5T =8, —EITEMT 542 F—(F2DFTITL T
T AN

X B B DESA Correlation—ERZE A L TLVA15 & (. T XTHDESA Correlationh—E X TR
Cnulti-valued/ {5}_93:53103 ingle-valued/ ﬁﬁ)‘—/}lé*ﬁ' E T%)LZ\ = ﬁiﬁ)bjid_ °
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BRD10: (AT aV) AR X—HC F 5 HhioEe 5l [T B Sh/-RSA Live ESA

W—NEBHTD

R DOR [L. NetWitness Platform 11.3.xB LU 14T FH MSEE B [CRATHE B IN-A% +—%
{81 8 9" BRSA Live ESA/L—ILDO—E T

W—IVE —y 1.3 xBLU11.4DE 5 51 TD
= - PrES
1 RIG Exploit Kit threat category
2 AWS Critical VM Modified alert
3 Multiple Successful Logins from Multiple Diff Src¢  host.src &host.dst
to Same Dest
4 Multiple Successful Logins from Multiple Diff Src  host.src&host.dst
to Diff Dest
5 Multiple Failed Logins from Multiple Diff Sources  host.src &host.dst

to Same Dest

6 Multiple Failed Logins from Multiple Users to host.src&host.dst
Same Destination

7 User Login Baseline host.src &host. dst

1. ROWFTNHAEERITLET.
o N—UaUBUBTIZINGLDIIL—ILEE AL TG E L. ROFIEEZETLET

a. CHEADIREIGEIR T A& —IONGA—2FEBLTVIGEIE. ZERNEERHEL
E I

b. B DIL—ILERSA LivehoAoO0—K LET .

c. TIHILDIL—ILINGA—RIELERZTL. IL—IIVEEALETS.
(FIEIZDWTIE. TESAHE )L—IL 75—k 2—H A RFIDIRSA Live ESAIL—ILDF I
A—R 1ZS B L TTZELY. )

o N—2aV114LUETINGDIIL—IVEHHTE AT 55 S L. ESAIL—ILOER B [ZHE LVHRA
TA XL TLIZELY, BT #8 DR DIL—IL3~ TTIE ESADIUyF AU J)—REL T, User
Whitelist. Host Whitelist - IP_Whitelist@Context HubJRFZiB 9 S B HiHYE
T . ([ESAE B )L—IL F5—F 12— B4 F]IDI Context Hub YRR ZI ) yF AL J—RELT
BRIZSE.)

2. TNHDIL—)VEEBMLUTF-ESAIL—ILE AIRIBEEZE ALFET . (TES44EE /L—/L 75—+~ 12—
HARIDTESAIL—ILDE A RTYT 1S . )
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ARV ESAI—IVEABRIBZRET5

11LALUREICT7YTIL—R LTz T, ESAIL—/LE ARBEZMREIILFET . ESATRRRZEIZ, T<Esa-
Hostname> — ESA Correlation] LD A BT DFHLWLE A IRBAMERL SNET .

L FHLOWEARBEMERSN=CEEMHRELET .

2. #$LWE AIZEEIZ, ESA Correlation—E R, T—42 Y —X., LLHI FDESATRANDE AR E(C
EBIMEINTWN=IL—ILAYE ESNTWNAEERERLET

3. ESA CorrelationH—ERDAT—RAN, [EB A FHI THAEEHERLET.

4. ESAIL—ILDRT—RAARE-TMES) | EF mantY. [RT—42]151 1B 7 aopszan
HEE X BBEEELTL—IIEEBETILEIHYES . BT IIL—IUIIS— Avt—DN

H2EHE (. [RT—AR =R IZB R RENBLS (A YELL. T5— DY THE
1B IW—IUTH—YIIEE HhEBETT— Av—DDY—IVFYINR REINET . (ESA
Correlation—ERXDOY T74 JUE. /var/log/netwitness/correlation-
server/correlation-server.loglZHUYET) .

TESAR STV a—T4 13 1ZS BB L TESL,

5. ESAIL—ILE AIREBE 2K DAT—AREEZE LFET . ESAIL—)LE ARBICRE A LMG & (.
ESAH—EREESAIL—ILDAT—RRIEIE N F A2V, T—3 Y—RIZEH € DI AR RS,
[ F<CHEAIRIVITENIGYVET.

MBI DWNTIE. TESAB AT IRIES B LTS, EARBEOFEMIZONTIE. TES41HE

= 75—k A—F HLRIDTESAI—ILDE A ZATVT 155 B LTS STV a—T125

DFEMIZDOWTIE. TESAME BT L—IL FS5—hk 2—H H1F %5 BB L TZELY. RSA NetWitness

Platform 11.xDF RXTHDF Fa A bD—E%. [#8E5 B k) THETEES.

BRN2(FTav) & DIVRE RS2k . UEBA. RSA Livear 7Y JL—)L

Df=HIZ. Multi-Valued/\5A—4&£Single-Valued/STA—2MD A2 X—%E ¥

BEFDIVR RSk, UEBA. Livea 7Y JL—)VEE 9 5IZI&. ESA Correlation—ER®D
multi-valued/\SA—42%E H L . default-multi-valued/ \5A—2(ZE FTNDT RTOASR F—%ENT
LB HHYET . F-. single-valued/\TA—2ZE H L . default-single-valued/\TA—RIZE Fhd
FTRTDAZ F—EEMTE2LELIBYES .

AR nulti-valued/\GA—REE B T5L BEFEDIL—IEE AT EHEEICIS—HFEE TSR
BEMABYET . multi-valued/\GA—FFEFH LT A2 F—Z%FBRELL.ESAIL—ILEZEEE
fﬁé’g%iﬂ'o —EIZREINDIIS—OHER 5T 1=H. —EITEM T 542 F—F20FTIZL T
A

3 : ESA Correlation—/\DIS5— O ZZE & Abr—U AR RSNDIBE & & default-multi-
valued/\oA—ARénulti-valued/\TGA—FDAE T—DIE CE R HHD=0. FHILLWIVR KAV
k. UEBA. Livea>T7 Y IL—ILOMEREL F B A. COFIEERE T 95&. COME IR RLET .
ZE Avt—20F] [2DLTIEL T A2 F—0OF B IZB 9 BESA Correlation—/\DE & Avt—
O 1%S BB L TIZE0N.

1. 114AURIZ7YTIL—R LT, [BE]> [V—EX]IZFEEL. [—ERX]E2—TESA
Correlationf—ERERZIRLTHS. T 7> [RR]> [THRTO—SIERRLET .
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2. ESA CorrelationH—EADN[ THRTO—5]Ea—0)./—K JRL T. [correlation] > [stream] &
RLET.

3. multi-valued/\TA—AMAS F—&. default-multi-valued/NTA—FDAR T—HLLELE
. AR LTWAXFEFE 5 E DAZ F—Fdefault-multi-valued/ \TA—2HIE—L T,
multi-valued/\TA—RIIR—RFLFET(—E IR ESINESIIT—OHER T . —EITE
M BAR F—(F2DFETIZL TLEELY) ©

4. XFH|E OAZ F—%default-single-valued/ \TA—EM5IE—L T. single-valued/\T
A—B[IR—RFLET .

5. ESA Correlation—ERIZZEEZEALFET .
6. [#BRE]I> [ESAL—IL]IZEBIL. [BRE]IFTEIIILET .
o [AMF—SRIT. AZBRBA(EH) 712( ) TV IILFET .
o B HDESA Correlation —ERADHH15 & L. £ ESA Correlation—EX TR L A% F—ND%E
BEITLES.

7. ESAFE#Hl/L—)L Tdefault-multi-valuedF/-[Xdefault-single-valuedDL\FT NLHDASZ
F—HFERALTWAIGE (X L—IUEXEEFHFLET . [FRV13.(ATL3) hRRALESAL—)L
EIA IL—ILEKIUESAFE flJL—ILOFRA E 1+ 5 BB L TZELy.

8. default-multi-valued/\TA—HMDAR F—EFESAIL—)LBEMTUIL—FTHERALTWSEE
F. TUIL—+EEHL. A FT—DERERBLET . [DXTLAERAACFIDON 00—\ L@
HToTL—h DR 155 BB L TIEELY. RSA NetWitness Platform 11.xDFT RTOR FaAo kD
—8%. [HREHR] CHERETEET.

9. ESAIL—ILEAREBEFEALFET.

10. ESAIL—ILE ABEDIESAIL—IL] 530 TIS— Avt—UCB 3 BIL—IVEFER T 50N
ESAMBE I5—0OJCIS—%HALET .
o ESAIL—ILE AR DIS— Avt—%0ER T AI2IE. [HR] > [ESAIL—IL] > [IL—IL] 2
TIZELT. ERIDAT a3y IRIILTEARBEFRIRL. [ESAI—I] I3 FREEL
3

o ESA Correlation—ERDOS 7ot AT (2. SSHEFE AL TOATLIZES L.

/var/log/netwitness/correlation-server/correlation-server.loglZ#ELFET .

BRI3(AFTLav) ARZLESAIL—IL BV IL—ILELUESAR #l )L—ILD)
R

ESAJL—)L EJVE JL—)LEESAFE# )L—)LEFE #7 L T, ESA Correlationf—ER0de fault-multi-
valued/NoA—42E LWUdefault-single valued/NoA—AIZ)RK 'c"ﬁ’L—CL‘%)X FIBEBLUOXF
B EE 5] B DAR F—H B TEDHESITLFET . multi-valued/\TA—2ELUPsingle-valued/\T
A—=BITAR XF—ZEBMTEFT -

fzEZEL ec.outcomeZF B —{E AR F—LL TRITTR T KOITESAIL—ILTHEAL TLVSELET .
@RSAAlert

SELECT * FROM Event ((ec_outcome IN ( 'Success' )))

.win:time length batch (2 Minutes, 2)
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HAVING COUNT (*) >= 2;

ec.outcomeZmulti-valued/\DA—ZIZEBMTHEE (L. IL—INERITRTIICEHTIHE
HYFET .
@RSAAlert
SELECT * FROM Event (( 'Success' = ANY( ec outcome ) ))
.win:time length batch (2 Minutes, 2)
HAVING COUNT (*) >= 2;

FMISOWTIL, TESAE A A FIDTESAE B IL—LOME IZEE 5| B AR F—2#E R 125 R L <
12&LY. RSA NetWitness Platform 11.x0DF RXTHDR FarobD—E%. [ E& B X THEERTEE
EE

ESAL STV a—T 458 3,

o AELGLIE QA —/\—AYRFR E T B0, [EIZTFRN T—3%E FE AR F—(2DUVT
(& ESAIL—ILENWADIRT— AV DEIR 1A 7RIS [ KX F NI FR AN GELIATS I
HHEIBEENZELT=. 11.4NDT7YTHIL—K B [Z. NetWitness Platformld. B DIL—ILD[ KX F /M
XFERMNBELIATL I EZEBLFEEA. BFEDIL—ILEIS JL—ILT, [KXF/INXFRX B
L1ATLavzwE f TELLE oA F—TIOA T VB IR SN TNVBIG A . TORT—h AV
FREL. FIORVIREAIILEWTBRELELSETHEIS—DHEELET .

IVRRAUNBEUPUEBADIA T VI Z . Live TIE it 9 BESAIL—ILDZE B (Xt s 3 B1=8.
ESA Correlation f—EXTI&, LIDHDAR F—% B — fE( X F F) hoE HIE(XFFIE ) ITE
B3 AUBENBYEL -, NetWitness Platform 11.4TIlE. X F 5| Hhis 3 = 5| B2 5l ADZE B Adpol-15
B ESAIZESTIL—IL AT AV DEEFHAEHMIHBINET L. FEITHREI M E LG
55 ELHYVET.

114U T FEHN B DAS F—%XFEH| BRI B DA X—IZFENTE R I BICIK TESABRL LT
FIDIESAR B JL—ILOIE IZEE 5 B! DAR F—FHE L 155 B L TEE0.

REHOIVRRAUN . UEBA. Livear7Y JL—ILEE BB 9 5IZI&. NetWitness Platform/S\—23>
11.4LLF& MESA Correlation—ERXTld. DT 74Uk DE BE A2 —HWE TT .

action , alert , alert.id , alias.host , alias.ip , alias.ipv6 , analysis.file
, analysis.service , analysis.session , boc , browserprint , cert.thumbprint ,
checksum , checksum.all , checksum.dst , checksum.src , client.all , content ,
context , context.all , context.dst , context.src , dir.path , dir.path.dst ,
dir.path.src , directory , directory.all , directory.dst , directory.src ,
email , email.dst , email.src , eoc , feed.category , feed.desc , feed.name ,
file.cat , file.cat.dst , file.cat.src , filename.dst , filename.src , filter
, function , host.all , host.dst , host.orig , host.src , host.state ,
inv.category , inv.context , ioc , ip.orig , ipv6.orig , netname , OS , param
, param.dst , param.src , registry.key , registry.value , risk , risk.info ,
risk.suspicious , risk.warning , threat.category , threat.desc , threat.source
, user.agent , username

NetWitness Platform 11.4LL[# MDESA Correlation —E X Tl R DT 74Uk QDB —{E A% F—H )
ETY,

accesses , context.target , file.attributes , logon.type.desc , packets

EHIN-XFF|E I AR F—F=[IXF N AR T—FESAIL—ILEHMTTL—FTEHAL TS
BEIE. TUIL—EEHL. A XT—DEBERBLET . [CXTLAEASTIRFIONTO—/\ )@
MToTL—h DR %S BB L TIEELY, RSA NetWitness Platform 11.xDFT RNTOR Fa Ak D—
Bx. [#BE5BX] CHRTEEY.
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;I):éé_fﬁlﬂEPL)b—)b?b“%&?)]I:ﬁiof:i%él:t\ BEMICEHFRING VO, FHTEBETILEDN
YEI .

F ST 2a—TA T DEEMIZDUTIX. [RSA NetWitness Platform ESA#E B IL—IL 75—~ 21— H
ARIDIESADRST IV a—T4% | %2 L T<IZELY. RSA NetWitness Platform 11.x0DY NXTDR
FaAbD—E%E. o5 H X)) CTHRETEET.

A% —0DA B 2B 3 BESA Correlation—/\DE & At — Dl

ESA Correlationt—/\DIZ— OJIZZ & Avt—U R RENBI5 & . default-multi-valued
INGA—Bbmulti-valued/ oA —EDAE T—DEIZEERIHB=0. FILLWIURE RSk,

UEBA. Livea7Y JL—ILAMEBEL FHA. [FRV12. (AT av) &R DIURRA k. UEBA,
RSA Livear 7Y JL—ILDT=HIZ. Multi-Valued/ \oA—43 ESingle-Valued/ \oA—3DAZ F—% 8
HINFIEEETT 5L COMBEEEBETEET

HBEOE G Ave—20f

2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [alert, alert id,
browserprint, cert thumbprint, checksum, checksum all, checksum dst, checksum
src, client all, content, context, context all, context dst, context src, dir_
path, dir path dst, dir path src, directory, directory all, directory dst,
directory src, email dst, email src, feed category, feed desc, feed name,

file cat, file cat dst, file cat src, filename dst, filename src, filter,
function, host all, host dst, host orig, host src, host state, ip orig, ipv6
orig, OS, param, param dst, param src, registry key, registry value, risk,
risk info, risk suspicious, risk warning, threat category, threat desc,

threat source, user agent] are still MISSING from multi-valued

H—{ENE & Ayt—afl
2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [accesses, context target,

file attributes, logon type desc, packets] are still MISSING from single-
valued

Investigate

BRANMA (AT ay - hRS L O—)ILDE G DFH) hARZL 12— O—)Ld)

investigate-server¥E R DFf &

N=Ua AU IS7YTIL—F LI [AEIEa—Z2FE AT 57T URNE TORER ft 21—
A—LTIE. ROERDEHIHEYET .

e investigate-server.columngroup.read

e investigate-server.metagroup.read

e investigate-server.profile.read

11.4LL [ (7Y T L—K L= . NetWitness Platforml&ZH oM R 2H X2 L 7F)AS O—)UZ(F
BALAL=SH. COFEDR A I >THRZL A—)LTINLDERZE 3 12T 20 BEHHYET

(A— B—LOFEM T DOWTIK. [P RTA tFa)TrbLUI—EBEH /RIS B LTS
LY) .
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NHDIE R AE SR HREL 1—F O—)LEEI VS Tonf-a—H1F., [FE7—rEa—&[LAY—
ARNVNEa—THEMRELET . 3IDDER OLVTNADER T -TLSIHE . [FES—H]
Ea—DMEDO—KR I REVIER RENFLA. BIC, FITIL—TOERIEH TG STLSE, [LA
V= ARNUREa—IZ(3E. FEHEL—DADNR T EN. TOM DE2—OF JIL—TER IR TELZLEL
SEEMIFEELES.

A— O—)LOERZA TSI ROFIEEEITLET
[EE]> [eXa)T«1IBEL. [A—LIFTEIIVILET .

) FETHIREL 1P O—LERRL . DFETIa) BoILET.
3. [A—ILOARE]F(T7OIT. RO3DDIEREZIRLET.

investigate-server.columngroup.read

[

investigate-server.metagroup.read
investigate-server.profile.read

4. [BEIZIVIILT.ZHEABREZRELFTT . h RS L 12— O—-)LEE YL TONE=FFHIRARN
NetWitness Platform|ZAS A>3 5. EENE I ITHYET .

Respond
NBDERIE, TSAESAY—/N\E1141ZTVTIL—K LR TETTA2LEIHYET.

i : TSA<IUNW Server( Respond Servert—ER%E & ) 7VIJL—K L=tk . T5AUESATRR
r%11.4.1IC7YFIL—K §5FET. Respond Servert—ERIEHE & %1k ShFEHA. Respond D7V
JU—K & OARY1E. Respond Serverth—ERNTYITIL—F s, BRI -THLERITT
LILELIBHYET .

BRH15: (FFTL3V) Respond—E XD & IL—IL AX—TDHhREL —%
DA T7$ B

FEAVUTUMEE LI RAA—TEF B THRIVA AL TR & [E. CORRVEETT S
HEEIHYFEA.

11.xMDgroupbyf) TE A T 57-HIvar/1lib/netwitness/respond-
server/data/aggregation rule schema.jsonZ7AJUIARAL F—ZEEMLIEE (X,
/var/lib/netwitness/respond—server/data/aggregation_rule_schema.jsodj7”fﬂﬁgg§

BLT. BE/ W7V I7AIDSHRAL F—EEBMLET .
INVITYT T7A)UE /var/lib/netwitness/respond-server/datalZ®y. RO K ITHYFET .

aggregation rule schema.json.bak-<time of the backup>

BRD16: (AT 3V) hRETA XEhT-RespondH—ERADIE i £ RV)T+ %
DA 7$ 5%

%jﬁTﬁ;FIEiEﬂ:Z’J')jI*’&?EJJ'G#JZ@?%XL'CL‘@L‘%%‘l:t\ CDERVERIT IR EIL
YFEEA-
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HARZTA DN BEHN—aV B EH 1KY EEEZSIhBDER =8, NetWitness Platform 11.4LLf§ T
(&, WRBLIEFRIE RDV)T D74 IIWVEF FH TEFT . hREZL ODUI(F. custom_normalize_
<alert type>.js77AJUZEBMLET .

1. /var/lib/netwitness/respond-server/scripts. bak—<timestamp>7_:«r|/7|“ YD\
TSN zRespond—/\DIE R 1L RVVT hoARAL ODWIERYH LET . <timestamp>
[T\ VT T LB ZITY .
data privacy map.Js
normalize alerts.js
normalize core alerts.js
normalize ecat alerts.js
normalize ma alerts.js
normalize ueba alerts.js (11.3EA[FD/\—T3Y)
normalize wtd alerts.js
utils.]js

2. /var/lib/netwitness/respond-server/scripts TAL IR D#F LUMI14RD)TS D74 IV %E
WELT. 1\ 7vT T7AIIRGLIZADYIZBIILES . ERE ITPAINENREITA XY
515 & (&, Tcustom] DIL TP ZADMT WV AL TP/ IUTEB ML ET .
data privacy map.Jjs
custom normalize alerts.js
custom normalize core alerts.js
custom normalize ecat alerts.js
custom normalize ma alerts.js
custom normalize ueba alerts.js
custom normalize wtd alerts.js
utils.Js

fz&Z I, custom normalize core alerts.jsl&. ESAR MARAL O VI%EB M T 51=8HD
IER 1L RDUTETH . ZDJavaScript 774 JUZIE. 7¥5A—%4(headers. rawAlert. Normalizealert
ZE OBl # Mnormalizenlert INBYFET . E#normalized] &, EFF L SNFzA R DUR
b ASE A FENTF=AZ2—FT)VEOE— ATV IR TT . TDFD. AR T L THhRAL AR
F—HHERHLTWAIE S IE. Tnormalized.events |ZREMICAME LT, @)L AZF—IZ
Mrawalert.events| AT VO MSEER B TILEIHYES . RITHUTILI—RERLE
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mction (headers, rawAlert, normalizedAlert) {

varnormalized = Object, (normalizedAlert):

var custom_events:

iflnormalized.events != u
custom_events = norms

custom_events = new Array();

for (vari=0;1<rawAlerteventslength; i++]) {

custom_events[i].legalentity: Utils, (rawAlert.events[i].isgs legalentity) |
custom_events[i].companycode: Utils. (rawAlert.events[i].isgs_companycode):
1
i |
ifinormalized.events == u
normalized.events = custo

return normalized;
5

BRNT (AT )R IEOBMFBEEREZEMTS

T COERZIN2UBRTITIEBRLTHIE B (X COFRIERT I IR EFIHYFEEA.

%} it 0@ %N % TE 2 BR (kY. RespondBE BB HE . T—32 TSA/N\—E FE . SOCYHR—IvIExt s D
BAEE([HERR]> [HEOEA]) ITFIOERTE, /02T HME R FIEE #FH Shiz&ETA—
JUBHEE S TEDLIITARYETS .

COEHRTEIZTIERT BIZIE. BE1F DNetWitness PlatformMIZ ¥Rt 12— O—)UIZHER ZFE NI 5
WWEIHYFET . hARL O—)UZLERZEMTEIHEINHYET .

[ NetWitness Respondt& B 74 11 it it D1l £ 5% & DHERR 1M EwvoES B L TSN,
A—HFHERDFMITOWTIE 2 RTA tFalrrba—EE SR 15 BLTLZE,
RSA NetWitness Platform 11.xDF RTHDR FaAbD—E%. {85 H R ] CTHIETEEY.

Decoder#&ULog Decoder

RZ918: Java/\—2 3V NDE B D= LA —EndpointhioDFE #1 £ 1T

14— =BWRTS

Java/Ai—230DE B IZEKY. LAY —EndpointDE A E T I —FEZBER TILELIHYET . 2D
BlREZMRIR T HICIE. ROFIEEZEITLET
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» [RSA NetWitness Endpoint#t & 1K 112851 FE 81 3£ 17 74— [ZKYER 1§ I HEndpoint hioDI
THRN T—RDE AL |k EY DI NetWitness EndpointDSSLEE B £ OIHRR—b | DR B 121
LY. NetWitness Endpoint CAZE B & #NetWitness PlatformMDk SR+ AR 7IZAR—kLFET
RSA NetWitness Platform 11.x0DE NTOR FaAbD—E%. [#85 E ] THRTEET.
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Endpointf> Xk —JL 2RD

11.4)L— B—/ DL A =)L
U—H— EHER LI5S (3. ROFIBERFTLET.

1.

7vIGL—K Eht=Endpoint Serverhis )L— H—/\DA VA —5F A0 O0—K L. Jb— H—/\%F
11LAZT7YTI—R T EBEIBYES . EEMIZDULTIE. TEndpointtEBEHARIDN (AT 1)
L— H—/ DA R —)LEHE AL 15 BB L TKZELY. RSA NetWitness Platform 11.x0DF XTOR
FaAND—EE. [#HEH R CTHETEEY.

ROATK %FE L T, Endpoint ServerzB i EILET -

systemctl restart rsa-nw-endpoint-server

EndpointT—> x>k O7YFIL—K

I—VxUhETYITTL—R %75 K ICDWTIE. [ NetWitmess Platform 11.4 Endpoint T—2x2h A2
RR—=I HARIDT T—2 2ok DT7YTTL—F 155 B LTS,

Endpointf > Ak —)L ZR%Y 42
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NetWitness UEBA7YIJL—F & DZRY

UL Dt 30Tl NetWitness UEBAZA VAR —ILE XUV TYITL—K §51=8DEATIZDLVT
RBALETS.

o (A7 3v) UEBAKE Bk D 31

(AF3v) 1% 9k RF—<D3E NI

(A7 3>) EndpointT—4 V—ADF #H 1k

(AT av) UEBAAU O r—RER 5 DAL

(W 2B) Airflowd Bk DE 1

(#F<3a>) UEBA#E B OFE &t

UEBAKE B DF B /\GA—42%E T T 51 UEBATL U TR Deurl IR R EETLET .
curl http://localhost:8888/application-default.properties

RDEIGEEBINGA—EIIRENET .

e uiIntegration.brokerIid:NWT—4 J—XZ( Broker/Concentrator) DHY—EXID.

e dataPipeline.schemas: UEBAIZE>TAUE EINBERAF—TIDAL.

o dataPipeline.startTime:UEBAHWetWitness7T—32 YV—AMoT—2DE S ZFHE LB 1.

e outputForwarding.enableForwarding: UEBAEEIE DAT—R X,

(AF2av) 1¥%ryb RF—2 OB

NetWitness Platform 11.4A% Vryk IREFE 1T HLIIAE L SN TLVSIH & (L. NetWitness UEBA
[Z/¥7r 9k RF—TEEB M TEET

NI RAF—TFIB N BIZIE. UEBAY—/\TROAYREETLET

curl -X PATCH http://localhost:8881/configuration -H 'content-type:

application/Jjson' -d '{"operations":
[{"op":"add", "path":"/dataPipeline/schemas/-","value":"TLS"}]}"'

Hunting Pack®:& N

NetWitness Platform . Hunting PackZ 318 il 9" %H\. Hunting PackAhME F 7] BE THAEEHERLE
?— o

1. NetWitness PlatformlZAJ A4 LET
2. [, [Admin Server] ZEIRLFET.
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3. B xS LT, [#BR] > [Livear TV & IRLETS .

] b

4. BBEEZHET. ROEBEHZERLET.
a. [V—RXBA4T]TIBundle | ZEIRLET.
b. [X & ] TMPacket/ZEIRLET .

5 [RFRIEIIILFET
— BB —ADVAR DR RENFT .

6. JAk A5 [Hunting Pack] Z:E R L. [BAIZVIWILFET .
Hunting PackhHE I ESNFET .

JA3EJA3sDIE fin

JAZERUIA3ST4—JLR (F. 11.3. 1LLER (DNetwork Decoder CH7R—k SN TLVET . Network Decoder
M3 1L DWLTIDDN—23 2TV T I —R ShTWVAIEERESR L FT

JASBEWA3SEEBIMT BICE. ROFIEEETLET .

1. NetWitness Platform(ZA5 (4> LFET .

2. [BH]IZHEBEIL . Decoder—EREERLET .

3. /decoder/parsers/config/parsers.optionsIZHEILET .
4

. HTTPS="ja3=true 7] a3s=trueZBMLFET .
JA3BEWIA3STr—ILE AR SnET .
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RSA

Respond
HOSTS
%, Change Service

Zdecoder2 - Decoder

B8 decoder? - Decoder (DECODER)

[config

B[ feeds
B[ stats
Otransforms
Dstats
& [ deviceappliance
B[ Jindex
8[Jl0gs
[ Jrest
Bsdk
B[ services
B[ storedproc
alsys
g Jusers

e Monitor

SERVICES VENT SOURCES ~ ENDPOINT SOURCES

Admin

Configure

HEALTH &

| ¥ decoder2 - Decoder |  Explore

/decoder/parsers/config
detailed.stats

feeds.disabled

flex.instruction limit
lua.debugger.auto.detach

lua.default.allocator

parsers.disabled

parsers.options.

session.met ta.max

WELLNESS

Configuration is successfully updated.

B[ connec tions
flename meta 2
B[] database
O flex.enabled ne
B3 decoder

) admin v

decoder2 - Decoder

1000000

yes
yes
1000000
128KB
KB

off

Entropy="log2=true" GeolP2="ipaddr=ip.src,ip.dst,ipv6.src,ipv6.dst" HTTPS="ja3=true ja3s=true
8192

R S /\ NETWITNESS' PLATFORM

(A7 3>) EndpointT—% Y —RDOEF ik

NetWitness Platform 11.4TNetWitness Endpoint Serverh%& i SN TUL\5i5 & (. T7OEXBL YRR
7 EDEndpointT—432 V—REH L TUEBADTI—h &4 K TEFET S

EndpointT—43 V—RA%ZH $ 23 (2. UEBBAY—/\TR DAY EERTLET .

curl -X PATCH http://localhost:8881/configuration -H

application/Jjson'

-d

'{"operations":

'content-type:

[{"op":"add", "path":"/dataPipeline/schemas/-","value":"PROCESS"},

{"op":"add", "path":"/dataPipeline/schemas/-", "value" :"REGISTRY"}]}"'

(AT a>) UEBAL O r—RE85 3% DE $h1E

NetWitness Platform 11.4IZNetWitness Respond ServerA%#& B S TL &35 & « NetWitness UEBAD
A2 r—A3%NetWitness Respond Server&Correlation Server[ZEr ik L TA U T EE R TEET .

UEBAA VO —RER X B T HI2E. ROATUREETLET.

curl -X PATCH http://localhost:8881/configuration -H ',
application/json' -d '{"operations":
[{"op":"replace", "path":"/outputForwarding/enableForwarding", "value":true}]}"

(S ]EA—ITAVoTURERTTAICIE. ROFIEFEITLET
1. NetWitness PlatformlZAY AL ET .
2. [HBRR]I> [AP T =B HLET.

content-type:
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[User Entity Behavior Analytics] JL—)LDFTVIRVIRAEZEIRL. HEHELET .

e Monitor Configure  Ad

INCIDENT RULES |

> ENDPOINT RISK SCORING SETTINGS

INCIDENT RULES

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

01/27/2020 10:33:55 p...

avior.

01/17/202010:45:50am  01/17/2020 10:46:59 am

(12 78) Airflow#® Bk O #i

NetWitness Platform 11.4.11IZ7v79L—K L1=1& . Airﬂow*% Bz # L TIEELY =20 & Airflow
BRZEHITHEIC. ROFIEEETTILELIHYET .
o UEBAYYUhoroot1—HEL TR DRY)TREEITLET .

python /var/netwitness/presidio/airflow/venv/lib/python2.7/site-

packages/presidio workflows-1.0-py2.7.egg/presidio/resources/rerun ueba
server config.py

Airflowti N ZBE 9 5I12I1E. ROFIEEZETLET .
1. Airflow Web¥—/\UI( https://<UEBA host>/admin/) [ZF7PEAL T, 1—HHE &/ \RT—K %
AALET,

E: Airflow WebY—/\UID1—H5 4 [FadminT. /SAT—FK [Edeploy Admin/NRT—k EEILT
EE

#E: )L IJO—DAGT, NetWitness Platform 11.3¢&NetWitness Platform 11.40f TH ¥ & Do
BRAVICIE. FLAARKSNFET .
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A Aiflow  DAGs  Data About~
e DAG Schedule Owner Recent Tasks @ LastRun @ DAG Runs @ Links
] ACTIVE_DIRECTORY_indicator_ueba_flow ['None | Aiflow @@ ™ 2019-11-16 14:00 @ @@ OeEHEUBAZ 4=C0O
] ACTIVE_DIRECTORY_model_ueba_fiow =3 Ailow © 2019-11-14 2300 © ® Oe¢BUKAZF=ECO
[ AUTHENTICATION_indicator_ueba_flow [ one | Airflow @ @ 8 2019-11-16 14:00 @ @@ Ce**UN A= +=EC0O
@ ) AUTHENTICATION_model_ueba_flow ['None | Aiflow ® 2019-11-1423:00 @ ® O ®*UNAE+E=ECO
[ FILE_indicator_ueba_flow ['hone | Airflow @ O 2019-11-16 14:00 © @@ Oe**UBAZ $=ECO
G ) FILE_model_ueba flow ["None | Aiflow @ 2019-11-1423:00 @ @ Oe** UK AZ +=C0
(] PROCESS_indicator_ueba_flow ['hone | Aiflow (0]0) O 2019-11-16 14:00 @ ®E O¢®*UBAZ $+=ECO
[ PROCESS_model_ueba_flow ["None | Airflow ® 2019-11-14 23:00 @ ® OC*H*UBAZ +=ECO
7] REGISTRY_indicator_ueba_flow = Aifow (00} o 2019-11-16 14:00 © ®E O*®EUBAZ 4=20
[ REGISTRY_model_ueba_flow [ one | Airflow @ 2019-11-14 23:00 @ @ Ce**UN A= +=ECO
7] TLS_indicator_ueba_flow ['hone | Airflow [0]0) ©) 2019-11-16 14:00 @ ®® O*®UBAEF=ECO
(] TLS_model_ueba_flow = Airflow @ 2019-11-14 23:00 @ @ O*®*EIBAES+=EC0O
G EX) ia3_hourly_model ueba_flow [ one | Airflow @ 2019-11-14 23:00 @ @ Ce**UINAE=Z+=C0
G ) ies_nourly_ueva_fiow Airflow OO 2019-11-15 17:00 @ @@ O * N AS +=C0
1] maintenance_flow_dag operations. [0} 20191121 08:00 @ O oexumizs=co
G Y presidio_upgrade_dag_from_11.3.0.0_to_11.4.0.0 = Aiflow O 20191120 10:08 @ O OeEUBAZ+=20
) reset_presidio = Airflow @ 2019-1120 10:14 @ @ Oe* N AESFECO
7] retention_ueba_flow ['None | Airflow Oe*UBAESIECO
[ o0t_2013-10-24_00_00_00_uebafiow Afiow [0/0) 2019-11-16 1500 © ®0 O¢®UBAZ +=EC0
G_[BY] ssiSubject hourly model ueba flow = Airflow @ 2019-11-1423:00 @ O PRENX T ES ES 5K

2. presidio upgrade dag from 11.* to 11.4.0. 1—C“® 7)ol T, 7L JA—DAGZ—
FFfElELET .

F: CORTYITIE. BB B AR7BRIOHF LLVIIL JO0—DAGHAE LS. & LYDJL 70—
DAGHEIBREh. HILLWIO—DAGHEIIRShET .

3. DAGOEFHMNEREIIFE T 35 presidio upgrade DAGRAYMD[Recent Tasks] | [ZHk & D
A LR RINFET .
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M DFEME

SOEHL AT 11LA1THEA TEDH KA ICOVTEHRBALET . COV—ADF K EED—FEIZD
WTIE. [RSA NetWitness Platform 11.4.1 J)—X /—k %% BB L TZELY. RSA NetWitness
Platform 11.xDF NTOR Fa A bD—E %, [#aE5 B R ] THERETEEYT.

HARBZ THAN) IV RE £ TOT5 L

RSA NetWitness Platform@DARAY THANIIU R[A £ TA%5L( CEIP) [X. RSA NetWitness
PlatformZ## #i 89 | 22X & §™51=hDE U A TT . BE R HCEIPEE 1L 5L, @ 7 D1—HD
RSA NetWitness PlatformTOE X K i B0 #F ShFET . 2O . 12— D7—r70—IZE| YA #%
7oY. A —9E ANEH E THEEHYER A RSAIZTNODD T 1E | 21T F DU)—RIEMT
B RE VL R RE DB A EEZRETAE=OIFEALET . FMISOWTIE. [ RTLEE T
FIDTARB<T THARYTUR[E £ TOTSL0M L 125 B LTS,

[ARVR]EA—TDA—)LB 1 E DX E

FFHIRM & [ARUR]Ea—DDEEA—IL EyavEdBEE TELSIITRYEL . FEMIZDONT
(& [Investigate 1—H HARIDN [ARUR]E2—TDARU DB E 125 B LTI,

[4RUF ] E2—TO57 &l ya v B E ARV DTI—TE

INELI-T—2DB B ELVE BT E TEDKITT B0, [ARVNEa—¢[LAY—ARUR]
Ea—Tl&. 58l a b E 3o DARUNET T TRHIENTEEFT . A —F 14
T—RIZIE RITARNUR DT IZE BT ARV HARRANL TR REIND=0H. KT ARUNEE AR
F4E 5 ITE B TEDESITHOTULET . EE M ISDULTIX. [nvestigate A—H HARIDIN [A R ]
t“:L—&< [7‘[/?:/_ ARUKN]E2—TOR B av B LUVE&E v avDA R DT I~ 1 %5
BE L TS0,

BRI RRGE[ARVE T IE—DIRUF B OLR

[ARUE DI IEL—D/TA—I U RERBIL T 5=, EEE (F[AAUF ]/ SUz0—F ShdA
RN OTIANWNDLERZREL . AI— O—)LCUCKVE W ERZRE §HEMNTEET . 5
HBIZDUWTIE [RSA NetWitness Platform S XTLEEHTARIDN ARV F T IEL—DETE 155
LTS,

[ARVF]E2—TOY T4 B O £ 1k & B b

SYBEBEMNDERIZTAIIWAZTER L. JTUEIEE 'C“%%)J::)\‘ :’ﬂi Iz a—Yy 4‘/’}2’71—X0)% BE
Al L AMTHONTLET . EEMIZDOWTIL. [Tnvestigate I—F HARIDN [A RUR]E2—TODA Rk
DI 1%5 BB LTS,

HERDODEMIE 43
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Log CollectoréLog DecoderTMDH R4 LEE BA & D i

Log Collector&Log Decoder CSyslog R DARZ LA E 1 L TEFET . ThITkY. fth DEERE T

[FERTIAVAN—ILSNIEEBAE ZE A 95— 7 T, SyslogURFT AR B DIEE I HEBAE ZE

FATERIINTAYES . FMICOWVTIE. (TR EERH AR IDN (AT 32) Log Collector TMHR

;);l;fl—l: BA %(?*iﬁk 1l DecodertE B AR 1D (AT 3>) Log Decoder CMH AR LEE B Z D& AL |
Z BB L TSN,

ARVE V—ADA R It L& TR DR E

FRLUR(IPTR LRAFEIIHRANR) F=lE BRTIZEOTAIRUS Y—RER R TEDLIITHY. Log
Collector E DE I DA V—REEHE IZR R TEFT . BEFYy—FLEEDERIE. [NLR EZ
AT [ARU Y—=R] > [BBIFTIBELELz. EMITOVWTIE. [1~"F V—XEHE
A—H1RIES B LTS,

Analyst UIT?DSSOE & D Y7R—k

8 1 DNetWitness Platformad—H A A TT—RA AV AZVAEZE A L-BIE TV IL YA o4Y
(SSO) AU R—kEShEd .

deploy_admin7Ao vk OF 2 O B 1b

deploy adminFAIUk . T XTDNetWitness PlatformRAk T i S5/ SRT—K R—ZDT X
TLTH IV THY. TRTORANE CTRIEAZR DB BEHABHYET . B K DIRIE ORI —IZ&o
TIE /I RV DEHNGEF I EITLEDEEIHYET . 11.4.1LLEF . deploy admin /8NRAT—
F(X. NW Server t Tnw-manage ROUT+#FE AL T— T MIZEEBINET . nw-manage RIUT+ D
EATIZEKY. deploy adminFAIUEZEE R T5H5FT X TDNetWitness PlatformaR—Rk KRR D
INRT—R DB FHINET . EFEMIZTONTIE. [ RTA A7 X HLRIDN deploy admin7AH Ik
DNEE |ZS B L T,

A —L A3 1N NW ServerDIPPRLANDZE &

TAHUFINW ServerDIPTR LADNTSATINW ServerER G R5E . FE8TIT—ILA—/\—F|E%E

FITL. IA—L REU/INAINW ServerDIPFR LAZZE B T=Fd . FIEIZDOWLWTIK. [BEAAHCIFID
[ TSATINW ServerMSIP 7R LADE % 5t HhHUNW Server~NDIT—)LA—/\—1Z2S B LTS
=0,

RSA SecurlD Access~DE YR 1—H 4 OEg % HR—k

NetWitness Platform&RSA SecurlD AccessD#ft & [Z&kY. NetWitness Respond Serverld. & RS
A—HDActive Directory L—H4 &AL TR HORSA SecurlD Access| XS TEAHEIITRYFEL
f=. Respond Server CDZDART—ADE L /5 iE IZDWTIE. [RespondtE AR 1ES B L TS
L \ o
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Nw-ShellCESA/L—/UE A B 1E Dk ST IV a—T125 AR )vO%
E

Nw-ShellZ{# FH L T. ESA Correlation—/\h5, ZESAJL—ILVE AR DA JIER R TEE
T INDDANIIICIE. EARBETERTST—2 V—RDtEva . IL—ILOAENMER KR
HENEFENET . FEMIZDOLVTIL. [RSA NetWitness Platform ESAHEFIL—IL 75—k 21— A
FIDTESAIL—IVE ARE N ST IV a—T42 7 Df=8HNw-ShellZ{E A L TCorrelationt—/\ Ak 1)y
DEWMF 1S B L TZAL.
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18 AAT51 A K (Liveh—EXRADEHHZL) - o<k
FGAL A3 71—R
DA K IE. NW ServerhLive —ERIFEHZE SN TULVELME S ITE A TEET .

AR &4

RSA Link( https://community.rsa.com/) IZ7274£AL . [NetWitness Platform] > [RSA NetWitness
Logs and Network] > [Downloads] > [RSA Downloads] M™oA—hAIL TAL IR NIZR DT7A ILNE™D
VA—RENTWSIELEHERLET

o 11.2.xxF=X11.3.xx0511.4.1.0[1ZF7VFTIL—KR TBHE T ROT7AIVEEoO0—R LET .
netwitness-11.4.0.0.zip

netwitness-11.4.1.0.zip

o 11.4.0x0511.4.1.01C7YFTL—FR §B5 & & ROT7AIVEFIO—RLET .
netwitness-11.4.1.0.zip

o HEBURTRIEERALTLSIGE S X AR IICRFTOEFHZEMLES . FEMITDONT
(F. THMEBUARD b U A B DCLIC L7 VI TL—R OF I 125 BB L TS,

=]
NW ServeriR Ak EAVR—Rbk RAR T, 7YTIL—KR FIBEZRTTILEIBHYET .

¥ : PDFA%aV R ZaE—L TLlinux SSHA—3FJUR—ZRFLTH. EELLKA A TEFHA. AT
KZ&F A AL TLESLY.

1. 11L.41.074IIWERT—UF9 LT 7YFI9L—KR DEBELET .

o 12xXFFENIXXDSTVITITU—F FTHFEE (. 11.4.0.0811.41.08RT 0T T2LEN
HYET . NW ServerlZroot ELTRAYAUL T, RDTALIMVEERLET .
/tmp/upgrade/11.4.0.0
/tmp/upgrade/11.4.1.0
R 18— ZipF7A IWVENW Server®/ root TALORJIZAE—L . R ODATU R EFHALT
Jroot M@ YN IETAL UM ELET .
unzip netwitness-11.4.0.0.zip -d /tmp/upgrade/11.4.0.0

unzip netwitness-11.4.1.0.zip -d /tmp/upgrade/11.4.1.0

o 11.4.0.00%11.4.1.0[CFPYFIL—F TR E . 11.41.0DRT—IU T DAL ETT . NW
ServerlZrootEL TATAUL T RDTALIRJEERBRLET .
/tmp/upgrade/11.4.1.0
RIZ. 15— ZipF74 IVENW Server®/ root TALZRJIZOE—L . RDATUREFERHL T
Jroot M@ YN TALIR IR IELET
unzip netwitness-11.4.1.0.zip -d /tmp/upgrade/11.4.1.0

FAERLIZRT—UVS T4L{7I~')I:.zip77/()l/€':|t°—b\ DG CHRRELIS S (. f#
HR . T DzipF7AIIETNT IZHIBR L TSN,
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2. ROAVNEFEALT. 7VFTIL—F DU EIIEEETLET .
upgrade-cli-client --init --version 11.4.1.0 --stage-dir /tmp/upgrade
3. ROATREFALT. NW ServerrkARE7 YT IL—KLFET .
upgrade-cli-client —--upgrade --host-addr <IP of Netwitness Server> --
version 11.4.1.0

4, NW Serveris Ak D7 vF9L—K AR Th L f=5. NetWitness Platforma—4 4 22 71—AD[RA
FlEa—hohRANZEEZELET.

5. FavR—FRUb RRAMIM LT, RTYT3I~5EBEYRLES . v DIPFRLARK, 7YFIL—
FgdavR—ok RARDIPPRFLRIZEELETS .
X : NW ServerrRAk Tupgrade-cli-client —-1listaA¥VRZFERAL T, TRXTORAS D/ \—

DI EHESR TEET . upgrade-cli-clientMANILIER R T BIZIE. upgrade-cli-client --
helpdVYR#FERALETS.

E: TYIIL—RHRIZR OISR RINEIENHYFET .

2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
0.s.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;
protocol method: #method<connection.close> (reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0)

IS—MRRENTEH, TYTILU—RBEEICKETLET . @A OT7I a0 EMAILELHYFEA.
TAI':J;)F ’é(%ﬁ L—él' WA=V ICE #H T AR [T DIS—AFEE LTI & (F. hARZT HR—kIZHR L
& HEFEELY.

5 #URDH UE A B DCLICKDT7YTIL—F DOF B

1. 11.41.0974IIWERT—U09 LT 7YFI9L—K DEBELET .

o N2 xxFRN3xDEPYIITU—LTHHE (. 11.4.0.0&811.4.1.08RT—0TF D EM
HYET . NW ServerlZroot ELTRIAUL T RDTALINVEERRLET .
/tmp/upgrade/11.4.0.0
/tmp/upgrade/11.4.1.0
RIZ, 17— Zip I 74 IWENW Server®D/ root TALZRJIZOE—L . ROATUREFERALT
Jroot M@ YN TALUMIZERELET .
unzip netwitness-11.4.0.0.zip -d /tmp/upgrade/11.4.0.0
unzip netwitness-11.4.1.0.zip -d /tmp/upgrade/11.4.1.0

o 11.4.0.0H511.4.1.0[7VFIL—F FTHB/E . 11.41.0DRT—S VT DHIWMETY . NW
Server|ZrootEL TAYAUL T RDTALIMVEER LET .
/tmp/upgrade/11.4.1.0
RIS 15— Zip T 74 IVENW Server®/ root TALZRJIZOE—L . ROATUREFE AL T
/root MBI ETALIMIIZERELET .
unzip netwitness-11.4.1.0.zip -d /tmp/upgrade/11.4.1.0

E: R LI=RT—D00 TALOR I Zipd A )VEaE—L . ZD5 AT CRRELE & (L. #2
HiE& . T Dzipd7AIIVEBENT IZAIBR L TS,

2. ROARNZEERLT. 7YFIL—F DR EAEEETLET .

upgrade-cli-client --init --version 11.4.1.0 --stage-dir /tmp/upgrade

TFH&EAFTSAOF K (Live—EX~NDER L) - aYF 542 /2FT71—X 52
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3.

4.

KOOI R EFF AL T NW ServerrRAR &7V L—K LET .
upgrade-cli-client --upgrade --host-addr <IP of Netwitness Server> --
version 11.4.1.0

NW Serverh Rk D7vTIL—K B DI L =5, NetWitness Platforma1—4H 422 71—AD[ KRR
FEa—hohRANZBEEELET.

£ avik—xbk RAMIH LT ATYFBERTYT4EB VIR LET . avUR DIPF7R LRI, 7vT
HL—K 3 Bari—wok RRARDIPPRLRIZEERLET .

3 NW S_erver7|'\Z|* Tupgrade-cli-client --listaA¥URFZFERALT. TRXTORASD/\—
DA EEFR TEET . upgrade-cli-clientMANJLTER R T BIZIE. upgrade-cli-client --
helpadWURZFEALFET.

X 7YTIL—RRICRDIZT—HRREINDIENHYET .
2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
o.
protocol method: #method<connection.close>(reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0)

IS—ARTENTH, PYTIL—RFEEIE T LES . A D730 Z2RM 2B ELHYFEEA.
RANEH LULWNA—DaV[CE T AR 1T DI5—A R A L1155 & (X, ARET YR—h IZHR L
BHELLSL.

S.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;

53
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1 8&B. AR —ILEPYTTU—R DST IV a—T12%5

Dty ar TR, [RRM]Ea—DBHRAN DN—23V B #H S KUT—ERDA VRN —ILEE#EL T,
BEMRELEG S, [RAM Ea—ICRRENEGTIT— Av—DITDNTEHRBALES . FSTL
2a—TAV ) DR R K TR TERVWE FFFA VAL —ILOM B AH S5 & 1§, HRET HR—+
[ZHE- LE HEEELY.

Ot arTlE. PYITIL—R R (R E T DA REEIBHEIR DIS—DE ST IV a—T120 5 F IR
[SDWTERBALET

o deploy admin®/\XT7—~ B HAR I TS5—

o ArO—K I5—

o /N—23Y <version-number>NE A 53— B #H /Wr—CDF B
o NEBURSMEFHFITS—

o RAM AVAF—ILKERTS—

o RAMEFHEXBRIS—

o« BNV FRRERIS—

e OpenSSL 1.1.xT5—

o NW Serverd 4+ ~0/ Y73 i T5—

o VUK SAUNLDE H & ORANB L E T5—

o 77 L—K % MDReporting Engine F 2 Ef

RDORAS BEUH—ERDT VI ITU—F F&EETYTIL—F R IZKETHABEEHAHEHITS—ID
WTH. FSTNoa—To o F IEFREH L TUVET .

o Log Collectort—EX

e NW Server

o Orchestration

Reporting Engine
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deploy_admin®Da1—4 /SA7—F B HAR i hT5—

Is5— n The deploy_admin user's password has expired. In order to perform a service install or
Ay ~ " update, change the user's password in the NetWitness Suite and follow instructions on

Cancel

R deploy admin®1—H /S\RT—K OF S HAR AN TLET .
deploy admin®/NRAT—R &Ik LFET .
1. (NW ServerrRRk LSt D) T RTHaAVHR—Rk RARN T, ROATKREEFTLET .
/opt/rsa/saTools/bin/set-deploy-admin-password

@R 2. IANTOAVR—RUb RARERH LK . NW ServerRA TR DAYURERITLE
% 9.

/opt/rsa/saTools/bin/set-deploy-admin-password

3. AVARM—=IVERIFA—T AL —2 302k B L =7R AR £ T\ nwsetup-tui AYR %
E {TL . [Deployment Password] D70 Tk H3K 7R Sf=5. deploy_adminD#T L LD
INAT—FZAHDLFET.
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BHN—TavERRL. [EF] > [RANDEH 12500073 58, Foo0—KhRtESh
FINEERTLEY

N=230DEIO—F TP IDHYAZXAKREL, o0 O0—K (2K H D615 & A\bYE
Y. Fo O—RHRISEEDMENMEE T HE TR IFERBRLES.

1. EFHEERTLET.

2. RCLIS—CTHEXKLIG S &, [NetWitness Platform 11.4 7FIL—K H4FID
[[ARRME2—DSDATZAA R IF=IEIATUR SA42 AU T7—REF R LA
FAVA R IDFRRAIZH ST, 7771425 K TE#H L THTIZELY. RSA NetWitness
Platform 11.xDFRNTDR FaAbD—E%. [#E5 E ) CTHIRTEET.

3. TNTLEFH TELMG B (X HRET HR—L 2B LOE HE<IEL.

THRBAVAF—ILETYTITLU—F DRIV 2—T427
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I\—23Y <version-number>DE A IS5—: B/ \Wr—DOF B

Initialize Update Package for RSA NetWitness Platform

I

5— Initialize Update for Version <version-number>
fé‘J_ AError deploying version <version-number>

DA

v

g [ 73— 3> <version-number>ME A F [ZT5—0NE & LEL -1 DIS—IFTEFH /05—
= BELTWWSIEEIC. [E ¥ﬁ' pr) ﬂ“ﬂﬁ 129y L 1-% T. [RSA NetWitness Platformd)
BEH/ Wr—09 e 1 3470 IR RmESnET .

1. [FALB1ZV L THATOIERALET .

2. RTF—UU THIEDBIN—Tay THIVSEEIBR LET .

3. salt-mastert—ERXNRITINTWNAELFHERLFET

B/ A= DzipF7A WERT—20T T IVFITBEIE—LFT .

[RRARTE2—DY—ILN—T. [B#H ORI B EERLET.
E Update q:__ Discover

ook

Wm¥R

Check for Updates

6. [(BEFHOMMIEIZI)IVILET .
7. U—IWN—DIEH] > [RRFDEHFIEIIILET .

8. [EHBYIF(7OJTIEHERIBIZIIVILET .
RANDEFH AT T 5L RRANDBEBER DDA E—CHRTENET .

9. Y—ILN\—D[FAFDBEENZI)ILES .

NEBURIS B HIT5—

I HLUON—DaVITEHLESET HE RDESEIT—ARSNFL =

7 o Repository 'nw-rsa-base': Error parsing config: Error parsing

Ay "baseurl = 'https://nw-node-zero/nwrpmrepo /<version-number>/RSA'":
47— URL must be http, ftp, file or https not ""
:/‘

RE | 5F L=/ \RIZEEHAHYET .
i ROEHERBLET.
# . URLANW ServerrkZh E [ZHEET .

7 FEBAVAN—ILETYTIL—FR DFSTN a—T427
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- . ELLVSREBRAL. /SRADIERR—ZEEIE LTS,

THRBAVAF—ILETYTITLU—F DRIV 2—T427

58




TvIIL—FK AAF

AR AR —IVR B T5—

Install for <service>

Host installation failed
Error installing <service> on host <ip-address>. Checkthe logs.

See Troubleshooting Version Installations and Updates for more

details.

RRAEERLTIAVARR—=N]E0)90F Bl B—ERDS VAN — VLB R BLET .

1. Y—ERDIVAR—ILEBHITLET .
BE(F CNTHE MR RINTS .

2. ENTEH—EREAVRAR—ILTEGIMG B 1F. ROFIEZETLES .

a. EITEFIINW Server £ DR DOJEE R LFT (AKX IIUF 54 Trail -
faAYUREEITLED)
/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-
server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out

IS—(FhonnT DD e IDITR TENFET .
b. MEZEMRL. —ERETBAVRN—ILLET .

o [RE1:nwsetup-tuiTdeploy adminOfE]i& ofz/\AXTJ—RZA AW LFELT=.
f# IR K : deploy admin®/NRT—R &Ik LET

1. 11.xDNW ServeriR Ak EZNLLSL DT RTODRA T, ROATREEITL
EXIR

/opt/rsa/saTools/bin/set-deploy-admin-password

2. AVAN—=IVERIEA—T AL—2 3V IZR BRL fz7RAL £ T\ nwsetup-tui
aYUR%#E 7L . [Deployment Password] DTAL Tk HiFK TR a3 =5,
deploy_admin®D#FHLLVRT—KZA HLFET .

o [RE2:deploy admin®/NRT—k OF AR I TLET .
f# IR K :deploy admin@/NAT—RZJUkLFETS .
1. 11.xDNW ServerrRRr EZNLLI DT ATORAN T, ROATURERTL
F9.

/opt/rsa/saTools/bin/set-deploy-admin-password

2. AVRN—=IVEIFA—T AL —30I2K B L Fz7RRk £ T\ nwsetup-tui
avUR#E 7L . [Deployment Password] DTAL Tk hiFk TR SN =5,
deploy_admin®D#F LLVSRT—RZEZA ALFET .

3. TNTHLEHZE A TELRWME S (L. RTY2005ZIRE L T, hRET HR—hZH
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RAFEHF KRB ITS—

Update for <host>

Error updating host <ip-address> to version <version-number=.
Check the logs. See Troubleshooting Version Installations and
Updates for more details.

Close

HHN—CaEBIRL. [BH > [FRAMNVOEH 14003 54, 4900—K J7OtR
[ERMLEITHA BEHIOERETEEKLET.

L. RARADN—Ca B H OBEREBHAITLES .
BEIEL ChTHREMERSNET .

2. ENTHHLOWA—DaV[CEH TEGWME B X ROFIEZEITLTZEL.

a. EITEFIINW Server £ DX DOOJEERLFET(FzEAIE, aTUF 1005
tail -fAYURZEERITLEYD).
/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-
server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log

/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-

stacktrace.out

IS—FTonnI DL E<ELIDIR RENET .
b. TOMEERRLT. N—2avDEHEBFEERITL TS,

o JRE1:deploy admin®/\RT—F DOF HER AN TLVET .

fi# IR K : deploy admin®/SRT—R &Ik LET

RRE %R T BT ROFIEEETLET

1. NetWitness PlatformA=a2—T. [HE]> [€Xa)5s] > [2—14TD
IEIZZEIRLETS .

2. deploy adminZi&RL. [/ RIT—F DHewk 120 )09 FT .

3. (ATLav) [1RRT—F DJtvk 134 T7a7THE N EAR AW fzdeploy
admin®/\RAT—F DB FEAMEETSNDGEE(F. ROFIEEZEITLE
ER
a. deploy admin®/NAT—RZF LLVART—R 2 LET
b. 11.xDNW Server A 9% DT ANTORAN T, ROIATUREETL.NW

Server&@ Ldeploy adminD/ARAT—R#HEELFET -
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/opt/rsa/saTools/bin/set-deploy-admin-password

o [RE2:deploy admin®/SRAT—K HNW ServerrRAb TE B INFEL AN

NW ServerEd 4% D7RAL TIXZE B SN TULEE A

[RE2ZFERTHICIE. ROFIEEZETLET .

= [1.xDNW Server A9 DF RTORRANT, ROATUFEEITL. NW
Server&@ Ldeploy adminD/\RT—F#HEELET -
/opt/rsa/saTools/bin/set-deploy-admin-password

3. TNTEEHZE A TERIME S 1. ATy 2005% R EL T, hRET H7R—kIZ
BELE HELESLN.

B/ \Wr— AR R IS5—

Initialize Update for Version 11.4.x.x

Missing the following update package(s)
= 11.4.00
= 11.4.0.x
= 11.4.xXx

Download Packages from RSA Link

TRDBEF 157 — MR DIFEE A, [RRM ] Ea—SA TS/ THRANEEHTH
B (2. RTF—08 TAIWA 2B YL S — hdp A E. [RSA NetWitness Platform DR
FAr—20 e 1 17Ok RENET.

1. [RSA NetWitness Platform®3E F 7 Swor—> D# B4k 1 ¥4 704 TLRSA LinkHhiss vy
=R O—R &9 )ILET .
BIRLNA\—DaV 08 #H 74 IUHYE ENARSA LinkR—U DR R ENFT

2. RT=U5 JHIWFIZR YL —U R IRLFET (1=EA 1. 11.4.0.0. 11.4.0.x.
11.4.x.x) »

stageRepo

stageRepo

& netwitness-11.4.0,0.zip
= netwitness-11.4.0.x.2ip
= netwitness-11.4.x.xzip

FEBAVAF—ILETYTIL—FR DFST IV a—T427
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[RSA NetWitness Platform®D3E §/ \Wor— O L 1 54705 hB & E#H/ Svr—
DEEE A [ N TEELD A E—UR RENET S

Initialize Update for Version 11.4.x.x

o Ready to initialize the update packages

Initialize Update

OpenSSL 1.1.x

R OB E. OpenSSL 1.1.xH VAR —JLENTUNSTRAL hNosshI T4 TR EEITLIZE S

25 & 950 5E 14 DHHsshITZ5—Z R L TLET .

$ ssh root@10.1.2.3

ssh_dispatch_run_ fatal: Connection to 10.1.2.3 port 22: message
authentication code incorrect

OpenSSL 1.1.x%fE F L TL\%U54 7k hioNetWitness Platform7RRR (2 L # 21— h%ssh
TH#EL £5EF DL CENTOS 7.xEOpenSSL 1.1.xDf [TE 2 14 AYE LM =8, COT5—AH
RHELET . RIHEZEITET.

$ rpm -gq openssl
openssl-1.1.1-8.e18.x86 64

Bt OHHE S AN EaTUN SAUTHRELET . RITHIZEZEITET .

$ ssh -oCiphers=aesl28-ctr,aesl92-ctr,aes256-ctr root@10.1.2.3

I've read & consent to terms in IS user agreement.
root@10.1.2.3"'s password:
Last login: Mon Oct 21 19:03:23 2019

NW Serverll 4} A0/ yF# F T5—

/var/log/netwitness/orchestration-server/orchestration-server.logll. &
DEIFEI—MEEFRSNELT=.
API|Failure /rsa/orchestration/task/update-config-management
[counter=10 reason=IllegalArgumentException::Version 'll.x.x.n' is not
supported

NW ServerrR Ak D/ N\—230F B #H L= T NW ServerBL 5 DT RTORANZER L/ —
CIVICEHITALENHYET . 1=EZ X NW Server£11.4.0.00511.4x xIZHE EH 3 5E.
NW Server A 4% DRRS DHE — DF 7/ \R(E. B L/A—232( DFY. 11.4xx) FZITTY .
NW Server A MRRAR Z 5l D/ A—23(1zEZ (XL 11.4.0.009511.4.0.x) [(CEFHLELS5ET S
& CDIS—HIRTEINFET

2DDERKRLBHYEY
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o NW ServerA 4t MR Z#11.4xxICEFHLET
o NW Serverd 9t DIRAREE I LFFA(TRED/N—2305# ) o

aAvUR SAUMoME &k ORANBE 8 05—

RANEADSAVTEH LTHEESL-RIC, RAMNEBEREB T ALK O AvtE—D
PA—F A RT—RIZRTINFET .

[J sA server IP-Address n version-number Reboot Host

CLIZERLTRRANEB R H T HEETEFRA. I—F (AR T7—REFRHTH
WHELIHYET

A—HF (BT —AD[RAN ] Ea—THRANEBREELFES .

7y L—FK # MDReporting Engine & i Bj

11.2011.3% ED11LxDN—230 Vo 11.427vTIL—R L1=# . Reporting Engine f—E A
mMIcEESER A KRRERYBRTIHEEIHYET .

4T Fr—b . 77—k RAT—ERX, LiR—k RT—BADT—HN—R T7/)LHEIEL . IEE
(ZO—K TELEUVVATRE S ABHYET .

COREERRTBIZE. ROFIEEZETLES .

1. EOT—ER—R T/ ILHEIE L TLAIEFERLET .

/var/netwitness/reserver/rsa/soc/reporting-engine/logs/reporting-

engine.logZ7MIVERE. ROTOWEHERLET .
o AT Fr—bDdbITFAIHEEL TLDIEE (X, ROOTHRRTINET .

Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2,jdbc)dbeSQLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message.DbException.getldbcSOLException(DbException.java:345)
at org.h2.message.DbException.get(DbException.java:168)

org.springframework.beans.factory.BeanCreationException: Error creating bean with name
‘chartSummaryDAOImpl: Invocation of init method failed; nested exception is
com.rsa.soc.re.exception.ReportingException: java.sgl.5QLException: Connections could not be acquired from the
underlying database!

o 77—k RT—BADAT7AILHHEIEL TLVSIHE & (X ROATHRREINET .
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Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2,jdbc)dbeSOLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-198]

at org.h2.message.DbException.get/dbcSQLException(DbException.java:345)
at org.h2.message.DbException.get(DbException.java: 168)

org.springframework.beans.factory.UnsatisfiedDependencyException: Error creating bean with name
‘alertStatusHandler”: Unsatisfied dependency expressed through field ‘alertExecutionStatsDAQO'; nested exception
is org.springframework.beans.factory.UnsatisfiedDependencyException: Error creating bean with name
‘alertExecutionStatsDAOImpl": Unsatisfied dependency expressed through field
‘persistedAlertExecutionStatsDAO"; nested exception is
org.springframework.beans.factory.BeanCreationException: Error creating bean with name
'persistedAlertExecutionStatsDAOImpl'

o LIR—h ZT—2ZADdbT7AIHEBLTLSIH & [T ROATHARREINET .

org.h2.jdbc.JdbcSQLException: File corrupted while reading record:
null. Possible solution: use the recovery tool [90030-196]

2. F4T Fr—b TAR—R I7AILOWBERRTBHITE. ROFIRERITLES .
a. Reporting Engineth—EX#FZ 1L LFT .
b. livechart.mv.dbZ7qJL%. /var/netwitness/reserver/rsa/soc/reporting-
engine/livecharts7AIAMNS—BEMEIGFTICEHLET .
c. Reporting Engine—ERFEH/EBLFT .
X: COFIEEETTHE —BBDTA4T Fry—k TAEANKONLA REEIHYE

<]

T7—b AT—ARFERFLR— RT—2RX T—EAR—R T7M VO IBEE R T HIZE R
DFIEEEITLET .

a. Reporting Engine—ERXFZ IELFET .
b. BB LT =dbI7A)L% /var/netwitness/reserver/rsa/soc/reporting-

engine/archives 74N IZHAER T MDalertstatusmanager.mv.db 774 JLE=(E
reportstatusmanager.mv.do 77/ ILCESHAFET .

c. Reporting Engine—EXRFHBEELFET .

FHH I DWWTIE, FLw R—REB & [Reporting Engine restarts After upgrade to RSA
NetWitness Platform 11.4.1%% B L TZELN.

Log CO"ector'U"_EZ( nwlogcollector)

Log Collector®BA% 1. nwlogcollector H—EREERITL TLVDHRAN LD
/var/log/install/nwlogcollector install.loglZRFSNFET .

<timestamp>.NwLogCollector PostInstall: Lockbox Status : Failed to open
lockbox: The lockbox stable value threshold was not met because the
system fingerprint has changed. To reset the system fingerprint, open
the lockbox using the passphrase.
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B ## . Log CollectorMLockboxZ B ZEMNTEFEFATL=.

NetWitness Platform|ZA%4 2L . LockboxMStable System ValueD/SRT—K Z vk 9752
EIZRY, S RTL D4 H T E b LET . FMISDOWTIE, [ATREDE LTI
F 1@l LockboxMz¥-a1)715% T O BL | 712350 Stable System ValueD'tz bk 124
LavES R LTS,

<timestamp> NwLogCollector PostInstall: Lockbox Status : Not Found

B # # . Log CollectorMLockboxh%E B SN TLVEH A

Log Collector®LockboxZ{# FA 9 515 & &, NetWitness Platform|ZA% 4L . LockboxZ#%
FRLES . EMICDOWTIL, [ ATURE DIERL A AR DT Lockbox D2 T45% E DFE
BEVIES LTS,
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<timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox
maintenance required: The lockbox stable value threshold requires
resetting. To reset the system fingerprint, select Reset Stable System
Value on the settings page of the Log Collector.

Log Collector@Lockbox®MStable System ValueBE 74—ILK Ztvh 2L EHHYFET .

NetWitness PlatformlZA%4 2L . LockboxMStable System Value®/ \AJ—R &tz LE
9. Iz TIL. [ OJURE DfE A 1 F ] O LockboxDE X2 JT45% E DR | EwY
[Z& 5T Stable System ValueD' Uk 192 a0a25 B L TZEL.

NW Server

hnsmad1E. NW ServerrRA £ MD/var/netwitness/uax/logs/sa.loglZ&EERAFNFET .

TYTIL—R % BEEOIH., FO—/VLE E (TR TE SNT=5E £ (TER X SN TULVE LI EN
P hYELT=.

F=1%

RDAytE—Uhsa. loglliR dxsnFELT =,

Syslog Configuration migration failed. Restart jetty service to fix
this issue

NW Server®DA—/NLEE B R TFE 1. 11.2.xxF=[F11.3.x.x5511.4.0.0~DFE {TIZHR B L
FL 1=,

1. SSHTNW ServerlZ#E#HLET .
2. ROATNREEITLET

orchestration-cli-client --update-admin-node
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Orchestration

Orchestration Server®A% (&, NW ServersRAk £ M /var/log/netwitness/orchestration-
server/orchestration-server.log [ZEFAFENFT

1. JENW ServerrRRRET7YITL—R LESELFEL AN KRELFELT .
2. CORRNDTYITL—FZBHITLELA BELXBLEL.

orchestration-server.loglZR DA vtE—UDEE R SNET .

"'file' wvirtual returned False: cannot import name HASHES""

TIITIL—K 2% XL =IENW ServerrR Ak Tsalt minionh7yFoL—K sh. BEF#HSh
TLVELVE BEE ABYET S

1. 7YFIU—F 2R B LT=IENW ServerrRAN [CSSHTHERE L EFT .
2. ROATNEETLES

systemctl unmask salt-minion

systemctl restart salt-minion

3. 3ENW ServerrRRAk D7YFTFL—R #B R TLET.

Reporting Enginet—E X

Reporting Engine & # A%/, Reporting EngineZ3E 4T L TLV\SRAM £ D/var/log/re_
install.logZ7MUIRFINFET .

<timestamp> : Available free space in /var/netwitness/re-
server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
required space [ <required-GB> ]

Reporting Engine DB # (& + 2 T4 RV AVELV=0HIZK BRLFEL 1=,

04 Avt—UISRINTVIBBLBEITE hE TTAAVEBEMR B LFT . TRV
18 %2 1 I 575 3£ 12 DUVTIE. [Reporting Engine t8 B4R | T 44 DK Eh LR—h 12
X I BIZODAR—ADIB N 1%S BB L TS
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