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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @jadmin B @

Hosts  Services Event Sources Endpoint Sources Health & Wellness  System  Security

| ino N "
Version Information
Updates
Current Version 11.3.0, 24309
(i Current Build
Email License Server 1D

Global Notifications
Legacy Notifications
System Logging
Global Auditing
Jobs

Live Services

URL Integration
Context Menu Actions
Investigation

ESA Analytics

Cloud Gateway
Whois

HTTP Proxy Settings

NTP Settings
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RSA i
SOFTWARE/LICENSE "RSA

Dear =

Welcome to My RSAI You now have immediate access to your RSA product software and licenses. You can
access these files at the My RSA website.

Login ID:
If you have questions or problems with the product, please contact RSA Customer Support.
Regards,

RSA

3 BEHHEEICRSA LinkE/=IERSA Online WebH A kD7 HIUREBEHLEDE &1L, BF
DOTANERDFER A EEZCERNTEIA-INEIBEFZIELET . BEFEDI—HID. /5
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Please do not bookmark this web page. Bookmark the web page after you have authenticated.
Forgot Password/Additional Self Service Register for Access
Need to Token Authenticate? Additional Support

User ID: l PR

A—HIDZEA AL TIOKIZS)wo$ B&. [Password] T4—ILK AR RENFET . /\RT—FZA
N3 BE myRSAICOSA U TEET .

EREA=ILTRLUADN, A—HIDOHERIERASNTET . SEXR B TO AR TILE=E
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FTARTCERTINET .
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[Order Detail| BIEm &R~ LFET .
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myRSA

Software/License Software/License

myRSA > Orders

Select the location to view results for that location.

1000732974 - RSA - 24 HOMESTEAD RD ESSEX 01945

Q

14 Results found

Analytics Server wi10 Users - S/W Only

) Serial #:
N

SecAnlytics Log Decoder SW

@ Serial #:
AN

SecAnlytics Log Cnentrtr SW

) Serial #:
N

SecAnlytics Broker S/W

@ Serial #:
AN

Search your orders by serial number, purchase order, or order number.

Purchase Order.

Purchase Qrder.

Purchase Order.

Purchase Order.
i

Choose a date range to filter results by date:

Order

Order

Order

Order #

Logout

Select Range

October 17,2018

October 17,2018

October 17,2018

October 17,2018

myRSANDT7EX
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NetWitness Endpoint 4.4.0.xDEE 77 DHZE #k HY. NetWitness Platform Server. Log Hybrid. ESA7RAR
1L EFBMIE A [L. NetWitness Endpoint 4.4&11.3T—2 0k Dl A DA REZ (TRYET .
NetWitness Endpoint 4.4.0.xENetWitness Platform 11.3MD54 £ ADEE M HEE & Shi-. RDES7
RSA Order Fulfillment Confirmation A—JLh%E bNET .

¥ : NetWitness Platform 11.3DFT ] DHEE #k DF & . RSA Order Fulfillment ConfirmationA—JUIZ
X\ 11.3\—=230 DA 2 ADEE Hl DAHHEE & SN TLVET .

Fulfllment Date

ECAT-SUB-T4 Tierd RNWE Subsc p/Host 1001-2500 1Mo 1 February 7, 2019

# of License Months - 3

Billing Plan Type - Annual in advance
License Duration - Term

Sales Type - Upgrade

Number of Hosts - 500

Serial/License Nurri)er: L

RSA-0015012 ECAT Host Sub License(per host) ;1 February 7, 2019

# of License Months - 3

Billing Plan Type - Annual in advance
License Duration - Term

Sales Type - Upgrade

Number of Hosts - 500

Serial/License Number: +#¢

L BB DRI 39k TIE. RSA-001501200/ \—YFE B [ENetWitness Endpoint 4.454 2 X% R L .
ECAT-SUB-TA®/\—YE & [{NetWitness Platform 11.354 2V RERLTLET . BEHH
NetWitness Endpoint 4.454 2 REHFHE MG & (& NetWitness Platform 11.354 2 RERMF TS
& myRSATIETE B DAV ADKRRA BN 7YT T —K ShET .
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Endpoint( ECAT) 4.4.x51 Y AE&FA 00— §3I21E. ROFIEEEITLET .
1. myRSAIZAY (2§ &, ECATHIRYTV 3y S4BV AR RENFET S

m% R SA Logout

January 02,2019

. erial #: hase Order: rder #:
SO are/liverse g@% Serial # Purchase Order A Order #
ECAT Host Sub License{per host) December 19,2018
U
Serial #: Purchase Order: Order #:

AN

ECAT Host Sub License(per host) December 19,2018

Serial #: Purchase Order: Order #:

RSA SID Access Virtual Appliance December 12,2018

Serial #: Purchase Order: Order #:

)
(}7‘/ N . . 320179284

«°2 3 4 5 . 14 »

2. [ECAT Host Sub License (per host)]Z2J»IL % .
[Order Detail | R—Uh\R R SNFET .

"RSA
SOFTWARE/LICENSE  DECRYPTIONCODE SUPPORT

Home « myRSA « Order Detail

HOME

Order Detail

SOFTWARE

PRODUCTLIST

ORDER HISTORY Attention: For Software/License Download & Product Selection - Please place your cursor over the icon in the last column next
DEVICE MANAGEMENT TGyl

SEARCH SERVERS

CREATE LICENSE SERVER Serial Number: ¢

UPLOAD CAPABILITY REQUEST Order Date: Dec 19, 2018
INFORMATION PO Number: : D?

FAQS

DOWNLOAD SUPPORT Product Description s Qty

PRODUCT SUPPORT

RESA MetWitness Endpoint Host Subscription License 1
SWITCH SITE

3. [Product Description] Z27')vIL %7 .
[ License Information] R—U MR RSN FET .

NetWitness Endpoint 4.4.0xIT— DS/ £V R 14
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"y RSA

SOFTWARE/LICENSE  DECRYPTIONCODE  SUPPORT

Home « myRSA « License Information

alr Iz License Information
SOFTWARE .
Displayed below is the license information for your products
PRODUCTLIST
ORDER HISTORY Product: RSA NetWitness Endpoint Hosllubscnplion License
Effective Date: Dec 19, 2018
DEVICE MANAGEMENT Order ID: |
SEARCH SERVERS Order Date: Dec 19, 2018
CREATE LICENSE SERVER POESmoaE
UPLOAD CAPABILITY REQUEST
INFORMATION 0 Available
i License File: |
DOWNLOAD SUPPORT )
Download
PRODUCT SUPPORT [ Download|
SWITCH SITE

4. [Download] %%')»YL TNetWitness Endpoint 4.4.0.x54 2V A&FA 00—k LET .

NetWitness Endpoint 4.4.0.x%BE [Z#53F B T. RSA NetWitness PlatformZzHEFHTEIME S X, 51/t
DAY—NIZEFRTIDLEIHYET . ML = \DEER(AFTA B ER) 1TSS RBL TS
L\O

NetWitness Endpoint 4.4.0.xDEE 77 DHZE £k H'NetWitness Platformb HHFHEDIHE & (L. BLI/tU X
#NetWitness Platform Tf# i TEFE T .

NetWitness Platform11.3D# 8 MFHEE #% HNetWitness EndpointZFHFF HDI5 & . NetWitness
Platform|Z5k 7R SNADIFIR E D/N—2 3> D712 ADHTT .

15 NetWitness Endpoint 4.4.0xIT— 0k DS/ VR
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NetWitness Platform®D54 £ RE 1§ 7Ot X Tld. NetWitness ServerzZ $ L . Local License Server
(LLS) IZ5M4 2 RETIE LTS Db BEHHYET . NetWitness PlatforméEmyRSA DR A [Z1E. A5
AEFTSAINDODFE EIBYET .

7 : TI4)Lk T, NetWitness Platform/dmyRSAERE £ HI [ZR #A 3L 58 L SN TS0, F8)
TR ILEFTHYFEEA.

1. [ Sofware/License] R— T, KAYIE O AZa—hioA—3—DIG M EEIRLET . SHI2—
BMeHHE. RFEFEX. BAFTXDURNDR REINET .

myRSA

Software/License

myRSA > Orders

Select the location to view results for that location.

1000732074 - RSA - 24 KOMESTEAD RD ESSEX 01045

Search your orders by serial number, purchase order, or order number.

October 17,2018

@ Serial # Purchase Order. Order #

@ Serial #: Purchase Order: Order #
AN
SecAnlytics Broker SW. October 17,2018
@ Serial #: Purchase Order: Order #
[N i B

2. 1DDEBEIIVILET .
[Order Detail | R—U DR R ENFET .

F—N\DER(FS1FRK) 16
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"RSA

SOFTWARE/LICENSE

YPTION CODE

HOME
SOFTWARE
PRODUCT LIST
ORDER HISTORY
DEVICE MANAGEMENT

UP
INFORMATION
FAQS
DOWNLOAD SUPPORT
PRODUCT SUPPORT

SWITCH SITE

SUPPORT

Order Detail

Attention: For Software/License Download & Product Selection - Please place your cursor over the icon in the last column next

to Qty 1

Serial Number:
Order Date: Dec 19, 2018
PO Number:

P

Product Description Oty

RSA NetWitness Endpoint Host Subscription License

[Create License Server] =7 )oL%Ed .

meRSA

SOFTWARE/LICENSE  DECRYPTION CODE

Home ¢« myRSA ¢ Create License Server

HOME

SOFTWARE

PRODUCT LIST

ORDER HISTORY

DEVICE MANAGEMENT
SEARCH SERVERS
CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST
INFORMATION

FAQS

DOWNLOAD SUPPORT
PRODUCT SUPPORT

SUPPORT

Create License Server

To input a Security Analytics (SA) lecal license server, copy the License Server |D located on the SA user inferface information
page (Administration = System = Info page).

Important:

If keying in the License Server D manually; all UPPER CASE letters must be used. Errors made within this field are irreversible
and will require RSA customer support for resolution. The ID Type field must be set to Ethernet for the server o function

License Server
ID*
ID Type ETHERNET ¥

Alias

LLTOI24—ILRIZA ALET.

17
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EXR

5. [Create] &2 )vILET .

[License Server ID] Z4—ILK 2542 R H—/\IDZIE—F Dh\. TR AXET)A AL

[ID Typel K OvF #™5>C. [ETHERNET]( T74/)LMME) &R LET
[Typel K B #9LC. [Ethernet]( T74/LMME) 8 IRLET
(AFav) [Alias] D4—ILR . TTSATURIDDIA)TREA A LET .

[View Server] R—U MWK manFEd .

"4RSA

SOFTWARE/LICENSE  DECRYPTION CODE

Home ¢ myRSA ¢« View Server

HOME

SOFTWARE
PRODUCT LIST
ORDER HISTORY

DEVICE MANAGEMENT

SEARCH SERVERS
CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST

INFORMATION

FAQS
DOWNLOAD SUPPORT
PRODUCT SUPPORT

SUPPORT

View Server

License Server

1D
ID Type ETHERNET
Alias Update Alias

Map Add-Ons =~ Remove Add-Ons | View History = View Served Clients = Download Capability Response
Add-Ons
Add-On Name Status Serial Number Units Mapped i D loadable ltems
No add-ons are currently mapped.

[Map Add-Ons] &0 )L FET .

[Map Add-Ons] R—U DR RENFT .

F—OER(FFI1VFR)
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"RSA

HOME

SOFTWARE

PRODUCT LIST

ORDER HISTORY

DEVICE MANAGEMENT
SEARCH SERVERS
CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST
INFORMATION

FAQS

DOWNLOAD SUPPORT
PRODUCT SUPPORT

SOFTWARE/LICENSE ~ DECRYPTION CODE

Home ¢« myRSA « Map Add-Ons

SUPPORT

Map Add-Ons

Search Add-Ons for Server

Activation Code

Add-On Name

Add-On Mame Serial Number

SecAnlytics Log
Crnentrir SIW

MW UEBA Perpetual

Sechnlytics
Hybrid4Logs w/5TB
s

SecAnalytics ESA
=0

SecAnlytics Broker
=0

MW Metwork
Malware Option -
Perpatual

MW Metwork
Maonitoring -
Perpatual

NW UEBA
Subsecription

MW Malware Option -
Subsecription

MW Metwork
Maonitoring -
Subsecription

Map Add-Ons

Ezxpiration

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Oct 18, 2019

Oct 18, 2019

Oct 18, 2019

Serial Number

HAyailable Units in
Line liem

1

150

1

200

100

250

200

50

Total Units in Line
Item Oty to Add

| —
| —

7. AR J—I\—FEF L ToOA U RADFEMER RTLI=5. TUAARILAVNERVE LT Bih
EABYET . FEHICOWTIE. T4 RADIVELT 1S B LTSN,

7 : T4k T, NetWitness Platform7R R [EmyRSA &7 # B 1Z[E #A 9 5 K54 Bk S THY.
F—LH—/\(DNS) BIEEINTWET . M D73 EWM AN ELHYFEA

¥ 82 3 DNetWitness PlatformZFiE& A L1-IR 15 T, Y—ERDNTSANEEA Al B D
NetWitness Platform7R AR [ZEE#E L . T54 <DNetWitness Platform TODHH—EZRNTA U REh
TWAIE & . Eh A DNetWitness PlatformTIEE L H—ERIZDWTSA U ADE $HEAR U1 1
A —UNRRINET . AvE—DFFEGE LT EROFERE#M G TEFT.
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AL ADTIELT

SAEADTIE T TIE. RIHIIZ&LY. NetWitness ServerlZE| WY TASA o ADMERIRLET .

SAtEUREIVELTTBIZIE. ROFIEZETLES .
1. myRSAIZEGALET.
2. FAEVR B—NIDEV)VILT. b—/\DFMZERRTLET .

"RSA
SOFTWARE/LICENSE  DECRYPTIONCODE  SUPPORT

Home « myRSA « View Server

HOME

View Server

SOFTWARE
PRODUCT LIST License Server
D

ORDER HISTORY

DEVICE MANAGEMENT ID Type ETHERNET

CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST

INFORMATION
FAQS Add-Ons
DOWNLOAD SUPPORT

Mo add-ons are currently mapped.

Ali .
SEARCH SERVERS fas Update Alias

Map Add-Ons Remove Add-Ons = View History = View Served Clients

Downlead Capability Response

Downloadable ltems

PRODUCT SUPPORT Add-On Name Status Serial Number Units Mapped

3. [Map Add-Ons] %2 )»ILET .
[Map Add-Ons] R—UHFR RENFET .

A ADTELY

20
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"4 RSA
SOFTWARE/LICENSE ~ DECRYPTIONCODE  SUPPORT

Home ¢« myRSA « Map Add-Ons

HOME
SOFTWARE

PRODUCT LIST
ORDER HISTORY

DEVICE MANAGEMENT

Map Add-Ons

Search Add-Ons for Server

Activation Code

SEARCH SERVERS |

CREATE LICENSE SERVER

UPLOAD CAPABILITY REQUEST Add-On Name

INFORMATION |

FAQS
DOWNLOAD SUPPORT Search

PRODUCT SUPPORT

Add-On Mame Serial Number

SecAnlytics Log
Crnentrir SIW

MW UEBA Perpetual

Sechnlytics
Hybrid4Logs w/5TB
s

SecAnalytics ESA
=0

SecAnlytics Broker
=0

MW Metwork
Malware Option -
Perpatual

MW Metwork
Maonitoring -
Perpatual

NW UEBA
Subsecription

MW Malware Option -
Subsecription

MW Metwork
Maonitoring -
Subsecription

Map Add-Ons

Ezxpiration

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Permanent

Oct 18, 2019

Oct 18, 2019

Oct 18, 2019

Serial Number

HAyailable Units in
Line liem
1

150

1

1

1

200

100

250

200

50

Total Units in Line
Item Oty to Add

| —
| —
| —
| ]

[Add-On] DR IZ. SOTHIUEIME A AT REE T RTDTA U AD—E HR RSNFET . CDOFXK
[ZI1&. NetWitness PlatformD&E G SA o AT EIZR DIFE AR RINFET .

e Add-On Name: 742 ANDE Bl TY . 1=&AIX. SMC Concentratorgz7=I&SMC Decoder’i &
Serial Number : & 5 2B E Do =- )7 ILE S .

Expiration: K #t 21V ATHME S (X B AR DERIAR RTINET . COT—ILED
E (X, ¥ F DB {T(2019F 108 6B %4 &) =X & E (908 B4 &) TY . B AR & B
DIEE . FRAVEY—NZEL T LB E IR ABHIALET .

Available Units in Line Item: ZD5A 2 ATIREF AR BEL AU ADE . O, 54
2 2D HS. T TITNetWitness ServerlZ9vE T an-SA o AN #8| L\f-81 TF .

Total Units in Line Item: %§ & D54 2 RIZEE DlFont=514 o ADE .

Quantity to Add: ¥ DT/ A0 .

1B [CADLET .

NetWitness ServerlZYvEL TS 571 AN 16 E T 515 & (&, TDE %[ Quantity to Add
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5. [Map Add-Ons]1%2')oLFET .

[View Server] R—I[Z, 54t ADWNetWitness Serverl ZIE & [T VE D SN f-C &R T A vE—

SHRTENET
RUELTENISAEI R, ADIIELTHTERIRY, FHOUE ToLhSR I SNET .

& 5142 AD[ Status] [Z[ Waiting to add to appliance] Avt—U R R ENET . COFF = Tl

FE SA VR E—N\ER B ShTUOER AL
6. (AFLa0) IBITSTAEURFE|IYE THHE S (L. [ Map Add-Ons] A7 ava2ERALET .
7. (AF2a0) A R%EBIBR T 5354 £, [ Remove Add-Ons 1473 #FEHALET .
NT. TETENT=51 o X% B # L T, NetWitness Server|Zi# f TEAIRE ITHRYEL -

W E DT ADE R

A4t A B TOEANSE T L1=5. NetWitness PlatformDUITIR £ DTA R AT—2REME R
TEEY .

£ NetWitness Serverld. B B2 T 50— ERIISA U RAE T 533514 RX —/\Di e %
RELFET . Y—ERIAT 5T 55/ RAEFW G T 58 5142 X% NetWitness Server@DLocal
License Server( LLS) [Z¥VEL T T 2L EAHYET .

TR DRTL(1DDFT T 54 7 AIZConcentrator&DecoderHME £ ) Tl & aVR—=Ry
kDA REE R [ 5§20 EHAHYET .

TGV RADR T ELUVEE
NetWitness PlatformTI&. AR GE RS/ AR RLTEE TEFT .
¥ T DNetWitness Platform T FA A] B 51 £V REKR R T HIZIE. ROFIEEZEITLET .
1. [BEB]I>[ARTLIIBEILET.
2. ATL3y INRIT, [GAEVRIEGERLET .
[SAEV RO 2 TR RSINET .

S4B ADIVELD
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RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE  ADMIN @ admin
Hosts s Event Sources Endpoint Sources Health & Wellness
It Licensing
Updates
License Details
| ticensing
nail
eTWitness Network (Facker) 28 a0ay(s) a
ElolRoiatons NetWitness Malware Analytics within Usage Limit 178 0 dayl &
Legacy Notifications » RSA NetWitness Logs Within Usage Limit s068 0dzy(s) &
System Logging _
pliance Licenses
Global Auditing
Licenses and Assoclated Services Status ~ Available/Total | UsageTrend  ExpiryDate | MaintenanceDate | Actions
liobs » Concentrator Licensed o1 HO
Live Services Correlation Licensed o1 #O
URL Integration NetWitness Logs Licensed " I 20181231 X
Context Menu Actions A
' UEBA Licenses
nvestigation Licenses and Associated Services Status ~ Entitled Usoge | ExceededUsage | UsageTrend|  ExpiryDate | MaintenenceDate | Actions
ESA Analytics } RSA NetWitness UE within Usage Limit 2 Users 0day(s) & O
Cloud Gateway
Whois
ndpoint Licenses
HTTP Proxy Settings Endpoint Licenses
Licenses and Associated Services Status ~ Entitied Usoge | ExceededUsage | UsageTrend|  ExpiryDate | MaintenonceDate | Actions
NTP Settings
» RSA NetWitness Endpoint Server Within Usage Limit 1 Agents & -

RS/\ NETWITNESS'PLATFORM

BIMEVRIE FAEVR BATZEZT PR IZR REINET . S/ EVADRT—ARAMN, AT—ER
TUZE S FENE-O M LB EF R ELEICR RINET .
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H—1 DB R (AT S1EVR YITRR)

NetWitness Platforml&LLS( Local License Server) # HH CoA U RAE BB LET . £ I(T7oh 77
FATO AL LLSHA VAR —)LENT= R BE TH AT ENET . COREVITIE Ao 512 URDRE
Local License Server( LLS) #4754 CTRIEA I HF IBICDWLVTERBAL FY . LLSORE RE DFF# 12D
WTIE. ToAE A A 125 B L TZEL.

NetWitness ServerFA~ 74 T §k T=% M5 & (X, NetWitness PlatformMod 754> 542X )
HIRLHEA2O—R L. myRSATR—RIUZ/NAFIDVI IR T VT O—K TEEF . NetWitness
ServerHhA U A—F Uk [THEHE SN TULVELME & - myRSAD[ View Server] R—U TV ADAIT5A
VR EE T TEET

B = &

NetWitness Platform| 24754V ToA 2 A% A 3 DRI, ROZEFRETR L TSN,

o NetWitness ServerAmyRSA( https:/my.rsa.com/) [IZ& R S, SA U ADIIELTEINTIND., F
TAVRIEADIZ & & 13— g [T EHYFEEA-

o myRSAIZTYIO—R §B51=80NDF 751> 542 R )T AR HiNetWitness Platform UTAHSH I
A—kF#HTHD-

o myRSAMDZZ (TEX of=A 754 LRAKR R% . 2485 [8] LL N [INetWitness Platform| Z7y7A—K &
HTHA.

RDE X 754 TmyRSAMNSTA UV RZRBF L. RRTHETNT—/I70—ERLTVET .

Login to - Refresh and
NetWitness Download . Upload Offline REI:O“::;::mm Upload Offline View Lic_ens:-a
Platform Ul > Offline Request Login to myRSA Request in .bin Ee Response in Information in

Licensing > in .bin format format IR .bin format the License

Settings tab (response.bin) Details Tab

myRSAITE {§ §547514> YOTRN DF > a—k

A4 AR VIIRM EE AL TH—N\ZE8 & T HICIE. ROFIEEETLET
1. NetWitness Platforma—4 42 27x—XIZAJA1ULFT .
2. [BE]>[VARTL]IIBEILET.
3. [SAMEVR]ZIIILEFET
[SA L RDFEMIN—UDRRENET .

Y—OE R (T7514> S4BV X JIIRE) 24
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RSA RESPOND  INVESTIGATE MONITOR  CONFIGURE ADMIN @aomn® @
rvices Event Sources Endpoint Sources  Health & Welln System
Info icens
Licensing
Updates
License Details | Settings

| ticensing

Refresh Licenses | Export Usage Stats

Email
Global Notifications Throughput Licenses
ey ot ietions Licenses and Associated Services Seatus ~ EntmedUsage | ExceededUsage | UsageTrend  Explry Date Maintenance Date  Actions

System Logging

Global Auditing

Jebs Appliance Licenses
Live Servic Ucenses and Assacisted Services Status Avslablermotal | UsageTrend | BxplryDate | MaimtensnceDste | Actions
URL Integration » Broker Trial Licensed - 2015-02-26
Context Menu Actions *» Concentrato Trial Licensed - 2015-02-26
Investigation » RSA NetWitness Logs Licensed - P 02-26
» RSA NetWitness Ner Trial Licensed - P 2015-02-26
ESA Analytics

» ES icensed - 2018-02-26

Cloud Gateway

UEBA Licenses

Whois
N Licenses and Associated services status ~ Entitledusage | Exceededusage | Usage Trend Expiry Date MaintenanceDate | Actions
TP Prosy Settings uedusage | Exceededus expiry.2 Maintenance Date
» Within Usage Limit - - £}
NTP Settings
Endpoint Lic
Licenses and Associated services status ~ Entitledusage | Exceededusage | Usage Trend Expiry Date MaintenanceDate | Actions
» RSA NetWitness Endpaint Server thin Usage Limit -

gy |

4. [BEISTERIRLFT .
[REIR—UHRTEINFT

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE  ADMIN @ admin
Hosts Services Event Sourc Endpoint Sources  Health & Wellnes System  Security

Info Licensing

Updates

License Details | Settings
| ticensing

Email

the available serv

Global Notifications

Legacy Notifications

System Logging
Global Auditing

Jobs bout to expire within a desired thy

Live Services

Notification Type Alert Location Threshold(s)

URL Integration e Login Window 10 5] Days

Context Menu Actions [l Sysiog Notification Tray 30 2| Days
ClsnwpTrep

Investigation

ESA Analytics

Cloud Gateway

whois

HTTP Proxy settngs

NTP settings Licensing Server{LLS) wih the online rep:
Step 1: Download Offline Request Step 2: Upload Offline Response

o a local file from the back offi

ing response file

m within 24 hours,

5. [RTYAATS5A42 VTR OFO—R 1 /3R ILT, [Foon—R &0 )0ILET .
OfflineCapabilityRequest.bin&EL N3 77/ ILAO—H)IL S AT LIZAIoO—K ShZET .

6. BERDI—Y FHOUL%EFE AL T, myRSAZR—3)U https://my.rsa.com/) [ITATAVLET .
7. FAEVRRBFT I EDHLIF—EREIIVILETS.
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[DEVICE MANAGEMENT] DT (Z8%. [UPLOAD CAPABILITY REQUEST]%%2')woL %
ER

[Upload Capability Request] ¥4 7AIMNER REINFET .

"4 RSA
SOFTWARE/LICENSE  DECRYPTIONCODE = SUPPORT

Home <« myRSA <« Upload Capability Request

HOME
SOFTWARE
PRODUCT LIST
IR Choose File | Mo file chosen
DEVICE MANAGEMENT

SEARCH SERVERS

CREATE LICENSE SERVER

UPLOAD CAPABILITY REQUEST

INFORMATION

FAQS

Upload Capability Request

Locate and send the offline request file. The browser will prompt you to save the response file.

DOWNLOAD SUPPORT
PRODUCT SUPPORT

8. [Choose File] &4')»2L . NetWitness Serveriod o O—K L=770 IV FRFLI=0—AHIL LR
TL%S B LFEI . OfflineCapabilityRequest.binZE R L FJ .

[Choose File] RE DI (2774 VA DR RENFET .

9. [Send] &Y' )wILFET
binT7MIE K DAV R T—2HF D0 0—K SNET . binT74 UL, NetWitness Server|Z
EBMEINTWNETARTOTIA VR THERE. BEESA D LETEANEFENFET . —N\
#EMLERZ (X [Add-Ons] DT [CTVR)—HR RESNFEA. —/\EZEFLI=L. XDEY
LAV TEHBA T AL, S4BV RETE LT TELLIIHAYET .

10. myRSAMS.binT7A JLESAI2O—K L1z . NetWitness Platform UIIZAS AL T, [RE ] R—
DThinIZ7AIVET7YTO—R LET . M 2D T, [NetWitness Platform~DA 751> 514t
A LZARVZAD7YyFO—F |55 B L TS,

NetWitness Platform~ADA 751> 5S4t X LARRADTVS
A—k

NetWitness Serverhf o A— vk [T SN TLVELME & - myRSAD[ View Server] R—U T3

ADAITZA VR EEIT TEFET . myRSAMNSHIA—F L TA—AIL T7AIL D RTLIZRF LA

5142 541X LARU Z( response.bin) 774 )VET7YTA—L §5(21&. ROFIEEETLET .

1. TmyRSAIZEIE T 254X VIIRARDSAI2O—K | FIBIZE H SN TWDRTYI1~3%E(T
LFET.

2. NetWitness Platforma1—4H 4271 —X[CAJA VL ET

Y—OE R (T7514> S4BV X JIIRE) 26
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3. [BE]> [DATLI> [S1EVR] > [BE]ISTIHRHILET.
4. [AF94Y LARAOPYTA—K 19230 T, [PyFa—K 19 )00oLET .
T7A4IWVET7YTO—K §5=00FAT7AThMR RehEzT .

Upload Offline Capability Response

Upload File (Bin) Browse

Cancel Upload

5. response.bin77MIILES B L GERL. [F7MILO7YIO—K (Bin) ] Z4—ILK IZRRKLFET .
6. [PyFA—R1&0)vILFET

4t AHWNetWitness PlatformlZ7yTA—R S, [SAEVADFEM#M 12T DI )R (SEINEShE
T o CNBDTFAEVRE TIZATURE R THIENTEET

AU RETVIA—R LI . ROVWThAERTL TR ZHEZE TEET

o NetWitness PlatformTHE R ER T TDICIE. [BE] > [VATL] > [S4EVR] > [F4ER
DFM]12TIFEFLET . NetWitness Platform|ZE| YL TON=FK & BS54 O £ A 7
BE/EE ]S IR RENFETS .

e myRSADAATT—ATIE. T4V RDAT—RAH [ In Sync] [TEHYFET .

FAEADE Fi

HLWSAEURME MM ENT=EEC. FILWSA BV RADRIEL I ER T T BIZE. [SAEVRDE

1z oL ES .

AV RERBFT DL 1\ ITTIUR TRDARIHETINET .

o LLSH—/\ZHEIE L T. Central Flexerar—/\MWox H D5/ AWM ELFET .

o TAEVAMT 5 SN TUWVEWY—ERIZE NGS5/ REEEDITET (E R A B AT VAN
HdHEE) -

o AMBARVINDIA L RF I & & OFF MR SA U AER MBI/ LV RITESRAFT
(ERERREIMEVADHIER) .
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SAt o ADE IE

NetWitness Platformy) 7k Dz 7 &b B H—ERFEA VAR —ILLT-E . & V—EXF(FH—ER Y
W~ DAtV AEWE T 2B HHYET . NetWitness PlatformDT(4 U R (&, E B ER—RET
574V R BETIVCYE . ALV RN AV TIATURE R DK EITE5TH, TITATURIGEE E
HUBEELFT

FAEVR BALTDRIR

AR BAT(EAUk T—OF H (ZH DUVTE IR L TSEEUY, RSA NetWitness PlatformTIER D%
ATt REFE R TEET

« A=Yk SA4EVR

« TISATVAR A4V R

o UEBA( User and Entity Behavior Analytics)
« EndpointZ1/ 2R

R DE [E. NetWitness PlatformD& fi EH—ERXTH BRI BELE S/ VR 24 TERLTUVET . &5
AR BALFIZDONT. DIV THRBELET .

Types of Licenses

Throughput Licenses Appliance Licenses UEBA Licenses Endpoint Licenses
Supported Service: Supported Service: Supported Service; Supported Service:
* Decoder e Archiver s LUEBA * Endpoint Log
* lLog Decoder * Broker Hyhbrid
*  Malware ¢ Concentrator
Analysis * Decoder
* ESA Correlation
* Log Decoder
o Malware
Analysis

SAERDER 29
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AI—Tvk S4ER

A~k SAEDRIE. BY(SIEM) « Ryk D=5 1V 9ob (R T—985R) . F=ERIILOT T 0
T. 1BHFYIZR B EINEZT = [TEDLTWVET .

1B ORIL—TF Yk &, OF DB & (18 HE=YDFTHNARE T, /Y ob DB & 1E18 HI-YDT5/\(
M THIE SNET . RIL—TYk DB &1 1%, NetWitness PlatformE A B iE € A TS/ A TLY
5. 1B H=YDRIL—TIS DEETHIZE TR FVFET . COTA BV RIFR DESITH E SNFET .

o« FAEVRERER. 18 HYDT—2 AIL—TIkDE NS EShET.

o RIL—TYk X, Log Decoder®i5 & &1 8 &H1=YDFH/ A+ (GB) . Network Decoder®i5 & [£1
H H-YDTZ5/31( TB) 1. Malware AnalysisDi5 & (18 H-UDT5/3(+(TB) B TRIE S
nxEy.

« FAREE TRTOY—ERDRIL—TIrEE 5L TEIESINFET . 7zLX L. Log Decoderl=. 1H

fﬂt Y50 GBOSA U RE T ELET . COSA U AFERAL T, #8 #8 DLog DecoderFi&E A TEE

o RIL—TYk SAEADE B#EET L. PNGH K F£-[XPDF2 & TTHOAR— TEET .

o RAI—TUk SAEDRIF. KEIA U RERITHITRD)T 3 SAw2REL TR S, | TBE
L BN TEET.

« SIEMZF7=IELog Decoder®is & (&, 50 GBE i TE M TEFY -

o Malware AnalysisDRIL—Fvk SR, 1B HEYDFEHFERAEICE DVTIRE SN, 1 TB
B TEMTEEY.

o FALVADREREEZBALIZEEIZDH X G T B/N\F—IRIRINET . LXK 220
Log Decoder R IZRIL—Twk A4V RER B L THY. & Log Decoder|250 GBDTA 2 A%EE| Y
L T35 4 . Log Decodert—ERE A DT 2 RIE£100 GBIZAEYFET . — 75 MDLog DecoderDfE
RAEMNGBRLEBBLTEH. £5—AIFBBLTELT . MADFERAEZELERERENL
BR D100 GBZH#R @ L TLVEITHIE, NF—ERIRSNFESA. FEMIZOVTIE, AV TSATUR
B R/ANF—IZOWTIES B LTS,

TISGATIR 54V R

NetWitness Platforml&. 77547V R 4V A& HHR—h L TWVET . TISATUR S4BV RIE. 5

AU REWNBE LT DHTRNTORANE A TEET . thDY—ERX SAEVRIBEHYFEFEA. 7T

ATOR AV RIERDESITE E EINFET .

o BMBTISATUR FAEVADNDNIE. FNIZE FNEZH—ERDTAEVALE I 5 Sh
*7.

o TIFATUVAR AV RIE, KiEFMEVRATT . EHHAR TG A ERRFENHIDLETT . ¥
JRDVTVay 4V RF FAEV AR ZRBH LLBEWERE BRI NITZYES .
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User and Entity Behavior Analytics51/t> X

NetWitness Platform(d. UEBA( User and Entity Behavior Analytics) 54 2 X&HHR—t L TLVEYS .
DAV RIE TOT47 A—FOHIE DNTLET .

EndpointS/4/t>X

EndpointZ4 2 R(& B A FADTIT14T T—2xb OFIZE DLTLET .
IS IR0 THHYES .

o BMllI—Cob BARKRICAVAN LT HFEMI—D b ORICEOTIA AL ET . 5
RS54 ZROEAME X908 TY . 908 fE O A HA fEl A% 18 9 4&. NetWitness Endpoint Log
Hybrid®MLog Decoder—tE R EEndpointH—E X2, FOMBEIUEA I—U1b DT/ 2 RAHNE
H&hZE3 . Endpointo1 2 A% #E B 9 5&. Archiver. Broker. Concentrator. ESADZA X4,
BEMIH EEINET . ROLIGEKIR T SAE APV TIATURE RT3 5180, E H
EBBNFTDRREINET .

a. POT47 I=DzUb DD ZA VRSN TSI~V OB EEB A TLDIE &
b. Endpoint# TRV T L avh\E <A R Y1 MITH 50 S TICHR AWM TLSIE S .

FzEZ L. 50,000L—2 ok DA REHE AL TLDIGE 12, IT—2 b O HY50,0005#8 25
& NF—RRENFET .
F=lE, 50,000L—> b DA A% A L. myRSATI0,000L—2 ok 73 DTA £ ADHE
TVEVILTWBIE B & 7747 T—xb O A LR (10,000) Z4BB F5&. a2 TS5A4T
ZERNFT—DRRINET .

o InsightsT—xobh : I—D1UMNIVRRAUL T—EDHZERE T BIH R T MR TR E
HYFELEA-
M I —Uob Lnsights T—U oM [EEB LY . WindowsAY T—2%5E §A2EHTEET . &
DI BEZE A 9 512X, B #7514 > AMDLog Decoder( Fi=[FHybrid) [CWindows AT %% {9
BB HBHY. Log Decoder| T FH SN TLBRI—T Y SAVVREETISATUOR 54U R
DERA=ITMESINET . OJ1X. NetWitness Endpoint Log Hybrid E [CIR FENDE & LHYET
M ZOIFE TH, EELNI—U IV AE R SN TLSMZHDHST . BT DRIL—Tvk 11>
ADWMHETY .

NetWitness Endpoint 4.4.0.x514t> X

NetWitness Endpoint 4.4.0x71 2 REHEFEDE G £, B CE D112 RX%ENetWitness Platform
11.3C#E f TEFT . =& 1L, NetWitness Endpoint 4.4.0.x050,00051 £ A& A L1=15 & 1L,
NetWitness Endpoint 4.4.0.x7=[+ T4 {NetWitness Platform 11.3T%50,00054 2 REWMBFLFET .
NetWitness Endpoint 4.4.0.xD51 £ XZE 15 9 575 i& OFF #l IZDLVTIX. INetWitness Endpoint
4.4.0xI—xU b DA R1ES B LTS,
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B & IR OFF i bR 512X

RSA NetWitness Platform(ZId. 908 B MOOTBEE i ki 54 2 AAMT @ L TLVET .
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18 B DNetWitness Server®S51t ADHE

HFE LDIR 12 248 3L DNetWitness ServerZE AL . S/ VAN ELZ S (X, EHOMACTRL
AREERT AL ELIBHYFET .

UM TR T BICIE. ROFIREETLET

1.
2.
3.

NetWitness Server®a2Y/—JUZRG AL ET .
Jopt/netwitness/flexnetls| Z# 8 L £ .

local-configuration.yaml 771 JLE#REE L « 7\ 7 VT "R F = (F AU F1) KRR DMACTE LR
ZEBMLFET.

5l : Thackup-hostid: 685B3596A5F3 ]+ [backup-hostid:
"685B3596A5F3:785B3596A5F3" |

ROATNREEFTL. —ERZBEHLFET :systemctl restart flexnetls-RSALM

wget http://localhost:3333/api/l.0/instancesZ@EITL. AVAIVADFMEEE
L. "failoverRole"Z#MAINIZER E L CIT—ILA—/\—%FERLET .
5 :TrfailoverRole” : "MAIN”]

A4V T T BICE. ROFIREEITLES .

1.

2
3.
4

ASAVFIEDATYI1~5%FITLET.

. NetWitness Platform UIDS 542X YJT AR E4H0O0—K LET .

TR ZFNO(myRSA) [Z7v7A—KR LET .

. FNO(myRSA) H5NetWitness Platform UIIZL AR RE7YITA—R LET .
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42 3l 5 O X

ZDrEYITIE. LLS( Local License Server) [TB A E K T H5F IBICDOWVTERBALES . 1t
DADE R ANE DNCEE R HESHTT— & (E L1-LME & (X, NetWitness PlatformZ## BZ L
TEBMEEETHIENTEET . BANE. A—IL. syslog. SNMPIZ&YZE TEFET . Y RTL AGT
VERBLUVBMMNATEMNERRTAHAIELLTEFT . BHORMELLT. SR NETOR #%
BETHIELTEET .

7 : Analyst ULIZIE. SA4ERDAVTIATURE RAKBEITEof2Y 51412 ADF 31 # (R H3]
NTHBHELAOATAY AR INSA D RB M IR RESNFEA. COBEMIE. EEEM
[FULZDHFTR REINFET .

BHNZER T DT ROFIFRERITLET .

L.

NetWitness PlatformlZRS AL ET .
[BEE]> [SRTLIBELET .
[SAEVR]EERLFT .
[REIFTEERLET .

[RSA RESPOND  INVESTIGATE

Hosts Services Event Sources Endpoint Sources ealth & Wellness  System

30 ¢ oays

Al
Whois B

Step 2: Upload Offline Response ~— [El

Download Upload

FSA R AT—RRIZDLNT D@ %1 ENetWitness PlatformhSEE T EZZFNFNEIRLE
9.

a. OJFVERE ISR ZZIETAICE. [ATAVIEERL. (AT 24U F DO IE] 14—k
[SoAEREMEAROF BATISERZZIETINEHEELFT .

b. BEIFLATEMERET AT AMELAIZERL. GEM LA DRE] Z74—ILN (25
ALV ZAEN RO BRTISEIM ZZETO0EHRELFTT .

c. *—ILBMEZIETAHICIE. [A=IVERRL. [ A= P—EEELET. 1Z2BRLFET.
[A—IL]/SRILDBI DB TIZR TSN, [A—IL H—N\RE 17 ao TR ZHE R TEET.
HMITOWTIX TS XTLERAIR 125 ZE 2L TSN,
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d. Syslogifi #1515 9 BICIE. [Syslogl ZZE R L . [Syslogt—/\ELUSNMPF FvF H—/\%
B LEFTIZIILET . [Syslogik T 1/ \RILHAI DR T (25 7R St SyslogH—/ \&HE Ak
TEFET

e. SNMPrSvTEN L CGEAMEZIE T 5IZIE. [SNMPRSYF1 &R L . [SyslogH—/3\E LU
SNMPh 57 B—\EE R LET I HE R LET . [SNMPERE 1/ SRILHFI DATZR RS
. SNMPH—/N\ZIE K TEFT .

6. LERIZYVIILET
REMRESN. IAAEMITRYFS .
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AV TFATVRE R 5F—I2DT

FAEVADAT—HALE A E DIEF KRR HANF—IZRRSNET .

HY—ERDFA U ZADE R HUE K& [TVBAMILAVE DA R ] Avt—U 0 R ov—E
ADYARR EELI[ZRRENFT .

Entitlernent Expiration

Recommended Action

Please notify the customer support team no later than 10 days prior to expiration.

Service Name Entitlement Days Remaining
endpointhybrid1 - Log Decoder smclogDecoderMetered 10
packethybrid - Decoder smcDecoderMetered 10
endpointloghybrid1 - Log Decoder smclogDecoderMetered 10

OJAULR . SV AOME IS LT RFLEE R DNF—HRREINGENHYET .

o RULNNFT—X SAEVADEHHARINTGEE . EFRETEBALIEE . FE51tY
AHEBIS—IFEELTVBIGEEICRREINET

@) One or more licenses have expired. Please see License Details for additional details.

F: RUNFT—EHILITEFREA. SMEVADMBEERIR T 20 EHHYFY . UEBBATA
T2 AE L UNetWitness Endpoint Insight T— M 2B L TIE, /N F—IEIR REINFH A

o« BARONTE, FAEVADEHEARIEDNTNSGE S . FEFIEADFEREDLRIC
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You are here

Managing Licenses
Usage Trends
Reclaim
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Refresh License
Canfigure License
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i Licensing
Updates . i
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NTP Settings
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin O]

Hosts  Services Event Sources Endpoint Sources Health & Wellness ~ System  Security

(D Licensing
Updates b

License Details | Settings

| Licensing
Refresh Licenses

Email

¥ KA NETWITNess Network (¥acket) ® Over Usage Limit 218 z W ETHN
o okt » RSA vare Analytics Within Usage Limit 118 i #C
Legacy Notifications » RSANetWitness Logs within Usage Limit 50 GB 0 day(s) h 2O
System Logging . .

Appliance Licenses
Global Auditing

Licenses and Assoclated Services status ~ AvsilablefTotal | UssgeTrend|  ExpiryDate | Meintenance Date | Actions
oo » Concentrator o 181231 o
Live Services » ESA Correlation o1 2O
URL Integration b RSA NetWit ”n o 2O
Context Menu Actions UEBA Licenses
Investigation Licenses and Associated Services Status ~ EntitledUssge | ExceededUsage | UsageTrend|  ExpiryDate | Meintenance Date | Actions
EsAAnalytics » RSA NetWitness UEBA Within Usage Limit 2 Users ) W -
Cloud Gateway
Whois

ipoint Li S

HTTP Proxy Settings Endpoint Licenses

Licenses and Associated Services Status ~ EnitledUsoge | Exceeded Usage | UsageTrend | ExpiryDate | Meintenance Date | Actions
NTP Settings

b RSA NetWitness Endpoint Server Within Usage Limit 1 Agents 0 dayts) h B0

RS/\ NETWITNESS' PLATFORM
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sage Trend

Date Range | Past 1 month v

Usage Trend for RSA NetWitness Network (Packet)
From Jan 26, 2019 to Feb 26, 2019
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Actual Usage: 3104.94GB
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sage Trend

Actual Usage: 0GB
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Usage Trend for RSA NetWitness Malware Analytics
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1600
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M usage within entitled limit [l Usage exceeding entitled limit
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness ~ System  Security

(D Licensing
Updates
License Details | Settings
| ticensing
Refresh Licenses
Email
Ok (Packet) @ Uver Usage Limit 218 4gay(s) o - -
Elrie] i s » RSA NetWitness Malware Analytics Within Usage Limit 118 0day(s) i $o

Legacy Notifications » RSA NetWitness Logs Within Usage Limit 50 GB 0 day(s) & *

System Logging .
Appliance Licenses
Global Auditing

T 5 Expiry
[z » Concentrator Licensed o - 2018-12:31 Ho
LireEan /7= » ESA Corralation Licensed o - 2018-12:31 B O
URL Integration » RSA NetWitness Logs Licensed n a - 2018-12-31 S
Context Menu Actions UEBA Licenses
(I am dAssociated Services saus ~ Enitied Usoge | Exceeded Usage | UsageTrend  Expiry Date
ESA Analytics » RSA NetWitness UzaA within Usage Limit 2 Users 0day(s) & $O
Cloud Gateway
Whois
i i S
HTTP Proxy Settings Endpoint License
atedSevices . saws - EntitedUsoge  Bxceeded Usage  UsageTrend  Expiry Date

NTP Settings

» RSA NetWitness Endpoint Server Within Usage Limit 1Agents 0 day(s) & -
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Reassign To Another License

Select a license from the below table to apply to the selected service

Licenses License Type  Entitled Usage  Available/Total Expiry Date Maintenance Date

[ ] RSANetWitness Logs Throughput = 2 2018-11-07 2018-10-25

Cancel
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(D Licensing
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Email
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System Logging .
Appliance Licenses
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5 Expiry ance Actions
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HTTP Proxy Settings
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4.

S.

Export Usage Stats

Preset Range Last 30 Days

Format

Aggregation
Type

[@EE]. [BER](HQR2LEE DS E) . [(BR]. [RESATIERIRL LA EE R

LEI.
[THRR—P 120000 L TLIR—b ZTHORKR—R T 5h. [FrovIVIED )L TISLERADEE

MIFTIZRYFETS .

51

& A at OF o~ ETVRR—F



FAEREBAAR

ZOREYITIE. [T R] 7 3RILD[ 5% B 147 T B 1 BE A5 NetWitness Platform0Dil 1 5% € (2D
WTERBALET

J—2o0—
ZD7—o70—(F., SAEUAEBITOROE KB ERLTVET.

You are here

Managing Licenses
Usage Trends
Reclaim

Export Usage Stats
Refresh License
Configure License
Obtain License Server Login to myRSA > New Update Currant License Notifications

ID from NetWitness User > Register > Login Reset License
Status

View, Maniter and

Download and
Upload Offlline
Request and
Response

Handling Out-Of-

Compliance Banners
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Licensing

icense Details | Settings

s and the current licenses will be deleted.
Global Notifications

o erver
Reset
LegocyNotctons =
Note: Offline users mus manually upload the licenses on reset. For more informatian on how to upload licenses, see the documentation on RSAlink,

System Logging
Global Auditing
Jobs

Live Services
Threshold(s) "_’

Login Window 10 &/ Days

URL Integration
Context Menu Actions
Notification Tray 30 &/ Days
Investigation

ESA Analytics
Cloud Gateway
Whois

HTTP Proxy Settings

NTP Settings

Step 1: Download Offline Reques '7-

2ve a licensing request from this server to a local file

Step 2: Upload Offline Response*’—dﬂ

Select a licensing response file received from the back office server for upload to
this server

Download Upload
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Obtain License Server
ID from NetWitness

Legin to myRSA > New
User > Register > Login

EATLIEWEEff TYM?

View, Monitor and
Update Current License
Status

Managing Licenses
Usage Trends
Reclaim
Export Usage Stats
Refresh License
Configure License
Notifications
Reset License
Download and Upload

Offlline Request and
Response

Handling Out-Of-
Compliance Banners

You are here
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