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05/03/202101:32

= MetaGroup ‘ 1% Ordering

O[OTHER]

O[OTHER]
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E1—%% B TEET . RSAYIL—T(RSA LiveaTYERSA OOTBYIIL—T) . BFUVHEF Y IL—
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() access.point Access Point
=) accesses
% action Action Event |

2 ad.computerdst Active Directory Workstation Destination

(&} ad.computer.src Active Directory Workstation Source

(8 ad.domain.dst Active Directory Domain Destination
1 D IS P At [ I (BN

ADVANCED OPTIONS CTRL+]
Click to start a free form query Free-Form Filter

Click to start a text query Text Filter
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RS/  investigate  Respo Users osts  Files Dashboard  Reports

EVENTS

Query Profiles B packethybrid - Concentrator

05/03/2021 04:43

I RSAHTTP

05/03/202104:43:02pm acl ri lateral O[OTHER]
05/03/202104:43:02pm & pacl i 0 [OTHER]
05/03/2021 04:43:07 pm & packethybrid ateral O[OTHER]
05/03/202104:43:07 pm 6) packethybrid O[OTHER]
05/03/202104:43:12 pm @ packethybrid lateral O[OTHER]
05/03/202104:43:12pm @ packethybrid O[OTHER]
05/03/202104:43:17 pm & packethybrid lateral 0 [OTHER]
05/03/202104:43:17 pm packethybrid O [OTHER]
05/03/202104:43:22pm 6) packethybrid lateral O[OTHER]

05/03/202104:43:22pm @ packethybrid O[OTHER]

o
o
o
u]
o
o
o
o
u]
o
o
o

05/03/202104:43:27 pm & packethybrid lateral O[OTHER]
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HAR—RIZEHTERYET (T74/Lk TIE10 GBAR SN FET) . AR T—ARAR—ZATOHOO—)LA—
N—F EVEE TALINIIZT TIZRFEINTVBARUNIEIHELFEA. A—2RRIZIE EVE
ESNFARNUREF I O—R TEGWELWDEBEFIR AHYET . COMEE L. RIEDV)—RXTER
[Z72Y, BEISNFET .
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I7OBRBIZBNVTEREMEZHIE TS, YARAIL—ILEE (Ehb7I)ILor 7R R 26 B (TE T F
9. YARAIZ. 490 O0—KR L1070 L= E B ICH 8 TREr L. Z71 00T hdhDIL—)UZ—
BMLTWBIE A (. ZDIT7AILDOIYRY ZAa7% L ITET . ZDf=. 7FHIRRHE B IR &E 123 G 3
BDIZZ I BFET . M IZDOULTIE. [ NetWitness Endpoint1—H— H1R %5 BB L TS0,
YARAZE L THE K 957 ik 2DWTIX. [NetWitness Endpointtg FE AR 1%5 BB L TS0,

RSA  Investi d Users osts  Files 2eports © ® @ admin>

< Filters S endpointbrok... View Certificates 4% Change File Status @ Analyze Events | ¢ More Actions v NWEAgent.exe

. FILE DETAILS RISK DETAILS
FILE NAME RISK SCORE FIRSTSEENTIME  ONHOSTS REPUTATION  SIZE SIGNATURE PERESOURCES.. FILESTATUS %

NWEAgent.exe 76 03/08/202104:46... = 56MB  signedyalid RSA Neutral

03/08/202104:46.. - 2370... signedyalid - Neutral Show details with values only

03/08/202109:38... - 1671...  signedyalid MicrosoftCorp...  Neutral aE

03/10/202107:19:20.496 am
03/15/202108:16... = 20KB  unsigned - Neutral
S

03/08/202104:46... - 125KB  microsoftsignedyalid... MicrosoftCorp... ~Neutral

03/08/202104:46... - 57.0KB  microsoftsignedyalid.. Microsoft Corp...  Neutral

opy  6.148869517394801
03/15/202108:16... = 18KB  unsigned - Neutral

5.6MB
03/08/202104:46... - 4005... microsoftsignedvalid  Microsoft Corp...  Neutral

e
03/15/202108:16... = unsigned = Neutral

03/15/202108:16... - unsigned = Neutral Signature

s signedyalid
03/08/202104:46... - microsoft,signedyvalid Microsoft Corp...  Neutral

41365680ef4b5e4e4f9250b6c1e47763f6...
03/08/202104:52... - microsoft signedyalid... MicrosoftCorp... ~ Neutral

[m]
=4
(m)
[m]
[m]
[m]
[m]
o 03/15/202108:16.. = 13KB  unsigned = Neutral NWEAgent.exe
[m]
[m]
[m]
[m]
(m)
- -
gne! NWEBuild
[m]

03/08/202105:37... - microsoft signedyalid... MicrosoftCorp... ~ Neutral

e

Showing 100 out of 1000+ files | 1 selected MD5  e57af326bf6f05c28f134ec03b87108¢

UVIZERALEERBR TS0k 7Y —K 773y

EEEEX UIZFEALT BIRLEI—2obFRETRTOI—D b E TV L— R B&UT7Y
AVAR—=ILTERELIITTEYEL - THIZKY. NetWitnessT—U UM FIEE [T B ICE B TEET
RIS DUWNTIX, [ NetWitness Endpoint T—21 ok 42 X—)L B4R %5 BB L TSN,

RSA r ate d Users Hosts Files Dashboard Reports O] % ®  admin

Y Filters S EPS1-Endpoi... $ More Actions v/ E‘é m

Delete

O wHosTNaME L RISK SCORE 0Os - DEs! li  AGENT VERSION AGENT LAST SEEN
. Reset Risk Score

Select m] ) Microsof N 11600 A 4daysago

—_— Download Files to Server

SAVED FILTERS

RedHat 11600 afewsecondsago
Upgrade Selected Agent

CentOS | A 4 days ago

i Uninstall Selected Agent 11600 A S

O Roaming

O Isolated e

Start Scan

Download Files to Server

Reset Risk Score:

Upgrade Selected Agent

HOSTNAME

Equals Enter Value Uninstall Selected Agent

USERNAME

Equals

AGEN
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UVIZERALEE PR IT—s08 PUOALVARN—IL A T3

EEEE UIZFEALT. BRLEEI—Do Vb FREETARATOI—V b BT A VRN —)L
TEFT . RAMEBIRLGLKTE—ETUA VRN —/UAAI BETY . COREBEIR IR ITKY . B AET 9
SN, BRADH G ICKYE P TESIIITGYEY . —iET7UAVAN—ILOFI A E R EHm =921,
I—xobANN—23V11.5.1L B THAB BELNHYET . 3l IZDLTIE. [ NetWitness Endpoint T—
STk AR —)L HAR%ES B LTSN,

RS/\ Users Hosts Files d R (o] % O admin

Y Filters X 8 EPS1-Endpoi... ¥ i More Actions v [—‘é B

Upgrade All Agents

O HosTNAME +  RISK SCORE Os - DES CANSTATUS  AGENT VERSION AGENT LAST SEEN
. Uninstall All Agents

Select m] Microsof 11600 A 4daysago

SAVED FILTERS

osr o Red Hat Enterprise Linux Se... Idle 11600 afewsecondsago

O Managed [m] CentOS release 6.7 (Final) Idle 11600 A 4daysago

O Roaming

O Isolated

#FEH O 0—R EH T4 IILOA—h)L AaE—R 77 OYFR—k

FHIAME, FO0O—F L=V RTL ST, TORR FUT MFTHREDAE—2RF T HILET. #
HMARBEETAL U DOVIZFT (XK B ([ZE 1T TED IR YFEL -

RSA

Hosts Files @ admin

< Filters x S endpointioghy... % Change File Status )

Google Lookup
O ruename RISK SCORE FIRSTSEENTIME  ONHOSTS  + q PERESOURCES.. FILE STATUS
. VirusTotal Lookup
Select Q) 03/16/202105: - Neutral

SAVED FILTERS

03/15/2021 08:16.. - Neutral
Save a Local Copy
Equals eg.F 03/15/2021 08:16.. - Neutral

FILE NAME

— 03/15/2021 08:16.. - Neutral
FILE STATUS Reset Risk Score

O Neutral 03/15/2021 08:16.. - TZKRE UTSTgnen - Neutral
O Blacklist
O Graylist
O Whitelist

03/15/202108:16.. = X unsigned = Neutral

03/15/202108:16.. = X unsigned = Neutral

REMEDIATION

O Blocked

03/15/202108:16.. = E unsigned = Neutral
03/15/2021 08:16.. - . unsigned - Neutral
03/15/2021 08:16... = X unsigned = Neutral
03/15/2021 08:16... = . unsigned = Neutral

O Known 03/15/2021 08:16... = X unsigned = Neutral

O Known Good 03/15/2021 08:16... - 1 unsigned - Rt
O Invalid

03/15/2021 08:16... = u unsigned = Neutral

03/15/2021 08:16... = E unsigned = Neutral

0O 0o oo oo o oo o0 o0 o0

03/15/202108: = . unsigned = Neutral

Showing 100 out of 1818 files | 4 selected
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£ & DWindows K SATHSOMFTOF o 0—K OHYHR—k+

TFHIAME A E DR SATOMFTEA I A—K LT, NTFSYOUk NRIZAHO—K 35283 TE
BISNTHYFEL . ThIZ&Y., PFIRMED AT L AR)2—LIZIN AT, F7A U L TEE E 45
EB.HOW. IALOOWIERITTEEY .

:

AGENT VERSION  LAST SCAN TIME AGENT SCANSTATUS  OS - DESCRIPTION AGENT LAST SEEN USERNAME

Download MFT to Server

Download MFT of a volume by selecting its assigned drive or path to the
folder where itis mounted.

Select Drive O Specify NTFS mount path

DRIVE

©

75 A OB =00 157 1% DL K

WindowsT— b AN, Rk J—OH H AQIE—BF (23— Uk IV TRITAIREHREZTAAHAN
UNEHRE T AHEIITHERE L SR SNFELT=. TFHIRME, Rk J—oH B I2TIE—EN TS T71 LD
Jﬁfiﬂ THE o TLVS. WindowsTODHE A R DI EN T OTAETA4ZKYEE M TR R 1L TESLIITGVFE
L=

Respond

© checksum.all contains '37a81324b53e177e43bff9e8ab23438f09ecf53b46fc65f17dcdci4768ede12 » | AND | # action = writetoexecutable

11/18/202006:40 11/18/2020 07:09-+00:00

Fit T - oo

USER NAME GoRy COLLECTION TIME
keslp ile 11/18/202006:51:40 am

Evi
11/18/202006:51:05 am

@ 11/18/2620 06:51:05 an [ DESKTOP-FQISES (@ DESKTOP-FQISGE9\Kslp

ntoskrnl.exe writeToExecutable o1 injectors4 - Copy.pdf

3438f09eck5 3b46fc65f1 7dcAck
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EIE (L. WindowsAT ET7AIL O ENRR LY AT LIZER % A2 82&Y. EVLCORTFLTIN
SOOTEINE TEDESITHYFELT=.

rs Hosts Files Dashboard Reports O] % @ admin >

ES ENDPOINT SOURCES ~ HEALTH & WELLNESS ~ SYSTEM  SECURITY

Available Settings @

Publish Policy

KD RBRMBHISBIMShFHLLIL—IL

K 5T ME B AT (2 SB BER T 57z0D#H LLIL—ILHY, TURRAUR IL—IL \UR JUTBIMEh
il,f:%:wbt;%@fa%ﬂj ENdE INLDIL—IUZESTTI—h AR A=, YRY Za7hE
FYFET

Broker. Concentrator. Decoder. Log Decodert—tE X

FEUIS— ALYTUY TR

DecoderhNT—42% 50 T TEBDRIL—TY &R L& 51=8. 7o I5—I5&5i 51t 5| B EE (T
FTAISIMRRESNFEL = WE SN/ VWb ZRRNJ—LIZBE 7RI LT HTOERIE. 7H2TS5E
M ENFET . 22DF—FZFEAL T, 7TV IR EEARITARTEDSSITRYFELZ. Thiod
F—RE#ERL T BIZIE. assembler. threading.enabledE FonFEf=ldot IR ELET . TI4IL
ME[EoffTT . onE—F Tl& K T7EUITS AV RIVANE A 7Oyt —TEME 57128, X)L—
Tub %R L SEHIENTEET .

TE2IZ5 TR &I B TE TR LD/ VI IR EDE O TWNDIG B IZOAHERELET . B
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NetWitness Platform Audit rsa-audit-plugins-11.6.0.0-4671.5.25a824322.¢l7.noarch.rpm
Plugins

NetWitness Platform rsa-nw-appliance-11.6.0.0-12002.5.7a8a57058.e17.x86_64.rpm
Appliance

NetWitness Platform rsa-nw-archiver-11.6.0.0-12002.5.7a8a57058.¢17.x86_64.rpm
Archiver

NetWitness Platform rsa-nw-broker-11.6.0.0-12002.5.7a8a57058.e17.x86_64.rpm
Broker

NetWitness Platform rsa-nw-concentrator-11.6.0.0-12002.5.7a8a57058.¢e17.x86_64.rpm
Concentrator

NetWitness Platform rsa-nw-config-management-11.6.0.0-

Config Management 2104212116.5.d60ftff.el7.noarch.rpm

NetWitness Platform rsa-nw-config-server-11.6.0.0-

Config Server 210331045328.5.6fe2c5e.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-console-11.6.0.0-12002.5.7a8a57058.€17.x86_64.rpm
Console

NetWitness Platform rsa-nw-content-server-11.6.0.0-

Content Server 210318023955.5.2647b0c.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-contexthub-server-11.6.0.0-

ContextHub Server 210331043419.5.3d6abd0.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-correlation-server-11.6.0.0-

Correlation Server( ESA) 210415073028.5.3610f9b.¢l7.centos.noarch.rpm

NetWitness Platform rsa-nw-decoder-11.6.0.0-12002.5.7a8a57058.e17.x86_64.rpm
Decoder

NetWitness Platform rsa-nw-deployment-upgrade-11.6.0.0-

Deployment Upgrade 2103151416.5.£557d92.e17.noarch.rpm

NetWitness Platform rsa-nw-endpoint-agents-11.6.0.0-2103311945.5.bd1280b.e17.x86_64.rpm
Endpoint Agents

NetWitness Platform rsa-nw-endpoint-broker-server-11.6.0.0-

Endpoint Broker Server 210331080032.5.2bc8f1d.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-endpoint-server-11.6.0.0-

Endpoint Server 210406104611.5.4c9695b.¢el7.centos.noarch.rpm
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Runtime
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rsa-nw-integration-server-11.6.0.0-
210331043939.5.385a853.¢el7.centos.noarch.rpm

rsa-nw-investigate-server-11.6.0.0-
210430143448.5.1b23b39.el7.centos.noarch.rpm

rsa-nw-legacy-web-server-11.6.0.0-
210504044611.5.9ec73de.el7.centos.noarch.rpm

rsa-nw-license-server-11.6.0.0-
210503080758.5.619d23a.¢el7.centos.noarch.rpm

rsa-nw-logdecoder-11.6.0.0-12002.5.7a8a57058.e17.x86_64.rpm
rsa-nw-logplayer-11.6.0.0-12002.5.7a8a57058.¢17.x86_64.rpm
rsa-nw-malware-analytics-server-11.6.0.0-

210325105147.5.293bed9.el7.centos.x86_64.rpm

rsa-nw-metrics-server-11.6.0.0-
210421095948.5.37b59af.el7.centos.noarch.rpm

rsa-nw-orchestration-server-11.6.0.0-
210316174042.5.c0a599c.el7.centos.noarch.rpm

rsa-nw-re-server-11.6.0.0-5893.5.6eab5cd2a.el7.x86 64.rpm

rsa-nw-respond-server-11.6.0.0-
210428102736.5.64efcea.el7.centos.noarch.rpm

rsa-nw-root-ca-update-11.6.0.0-2011031833.5.745f08a.el7.noarch.rpm
rsa-nw-sdk-11.6.0.0-11374.5.£e9457¢29.e17.x86_64.rpm

rsa-nw-security-server-11.6.0.0-
210330025250.5.ab7b8b1.el7.centos.noarch.rpm

rsa-nw-source-server-11.6.0.0-
210414045818.5.348fe73.el7.centos.noarch.rpm
rsa-nw-ui-11.6.0.0-210503011255.5.5f8590a66a.e17.centos.noarch.rpm
rsa-nw-workbench-11.6.0.0-12002.5.7a8a57058.e17.x86_64.rpm
rsa-sa-tools-11.6.0.0-2102240502.5.fea248a.el7.noarch.rpm

rsa-sms-runtime-rt-11.6.0.0-4671.5.25a824322.e17.x86_64.rpm

rsa-sms-server-11.6.0.0-4671.5.25a824322.e17.x86_64.rpm
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