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I5—Dh ST a—TAVTHEITDNTIE TA VA —)LEBE i D50 )V a—T4200 155

BE L TSN =& &L T/v—2 3 <version-number>MDE&E A T5—| MR DE i /05— UHR
DM FEEAIH[RSA NetWitness Platform®DE §/S/r—2 DR E 1 F47RJ IR RmEnb
BEMHYEYD) .

4. [EFHOMMI]IZIIILFET .

nitialee Update Package for RSA NetWitness Platform

Initialize Update for Version 11.6.0.0

& Initializing package(s), please wait...

REQGITFANERR R T D BEDSHAH=0. 15— DR EE 1T ADWET . B (L. 7R
AL DB A EICE>TERYET .

MEEAE DL . [RTARR]FNI[EHFHYI AR TEINI=D. RYDFIEZEITLTRRAND
TYIIL—FERTLES.

5. Y=ILIN—D[EH]> [FRRFDEH 19 )ILFET .

RSA Investigate Respond Users Hosts Files Dashboard Reports

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

-+ Fo = v 4 | #nstall 4 Update © Qf Discover g Reboot Host
.
. ¥ Name dpdate Host Services  Current Version Update Version Status
~ NW Server Check for Updates |

11.4.1 xF=F11.5 xS DPYFTL—K

FIRSTIHRACDEFI1Z7IILEER . ROFIEZERITLET -

L [E#HHYIZATOIDIEHERR]IETIILET .
RANDTVTITL—R D T §5& RRAN DB B ER DA v—U MR RENFET .

2. Y=\ —DRAFDBEE 27 )VILES .

TYIIL—k FTTav 14
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11.4.0.0F=F11.4.0 150507V FTTL—K

FIESTIHRRCDEF 10 )L [F000—F IT5—AvE—UhKRREIN, TYIIL—F &
KBLET . ROFIEIZH ST, 7VIFIL—REEREITTE T TEET .

1. AR 5S4V A28 71—X(CLI) TRDFIEEZETLET.
a. SSHTNW Serverl Z#E# LET .
b. ROAXKREETLET .
upgrade-cli-client --upgrade --host-key <ID, IP address, hostname or
display name of host> --version 11.6.0.0

2. NW Server®iE & [C7VTT—h ENtz5. NW ServerD1—4 422 T7x—RICAT1L . ( &
B) > [HRRF]IHELET . RAFOBEEER HETOVTFHRREINET .

3. Y—ILN—DHRADBREB ] Z7')WILFET .

ZOM I RTORRN E. A—F A1 2T—ADSE ET7YIIL—K TEET .

L [EHHYIFATOIDOIEHERB]IEI)ILET
RRANDTYTTL—F H5E T §5& RA DB B ER HIAvE—DUhRREIhFT .

2. U—ILIN—D[RAFDBRE 1 E7')ILET .

AF303: 43—k FEEEHFEBF OOAIUE FLY AUB3—T(R
(CL) A=

;ﬁ 3 A AT54 5 R (Live —ERIZEHE LAY - AWK 5S4 A 8—DJxA RIDFBIHELVE
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FYITTL—E & DERY

11.61=27v 75 L —K L= [%. NetWitness Platform®D1—H— A 22— x A RIZLWKDOH DT #4 g AN
HYET . SEH KRR DFRIET T LTS,

. 2fif
o Event Stream Analysis( ESA)
o« FINILR EZA

o Investigate

« Respond
o JJ7L 2 ALog Decoder

o Windows Log Collector

o User Entity Behavior Analytics

=

(T3 ) NATE B DIPFPRLREE R T3

NW ServerrR AN [T 3 21=INATHE H DIPTR LRZ W E L9 B7RAN(VLCE E) hdh55 &
X ROF IECHRANMER EZE#H T 2L EHIHYFET .

. aAVY—ILEIESSHEE A L T, NATHR B OIPTR LAOfE A hWs B ARRMNZATAULET .
2. ROARNERITLES .

nw-manage —--enable-nat-usage
3. NW Server®NAT IP7R LRZEE E 3 516 ROFIEZEITLET

a. AV —)UEFIESSHEE AL T, NW ServerlZAJAULET .

b. ROAVNERTLET
nw-manage -update-host --host-id <UUID of NW Server> --ipv4-public <NAT
IP of NW Server>

¥ : nw-manage —-list-hostsZE 1T dE. FRANDUUIDER £ DNAT IP7K L R%HE
RTEFET

(FF23y - DA—LRBIN KRR DiF & DH) IA—LRIV I KA DL
HAJIPPRELRER BT
ROFEE (L. IA—LRE A H—RE116IFYTIL—R L THOET T 20 EHBYET.

TIITL—K & DRRD 16



FIFIL—K HAE

1. A —)LE=IESSHZFE AL T, NW ServerlZAJ AL FET
2. ROARNREEFTLET.

nw-manage --add-nws-secondary-ip --ipv4 <ip address of Warm/Standby Server>

B DIV T OFRRR DS T IR TED LT, TA—LRRAU N, H—/\IINATHE
H DIP7E LR(IPv4/T)0) L BHIE S &, ROAIVREETLTNAT IPTR LREZE £}
TEIDLEHIHYET: nw-manage —--add-nws-secondary-ip --ipv4 <NAT-based IP
address of Warm Standby Server>

3. ROATREZEITLT. GA—LRZU N, TRAR DIPTR LADEAE LWLV EEFERLET .

nw-manage --get-nws-secondary-ip

letc/hosts.usermi>dy LVRAM I )—ZHIBR T3

NW ServerrR Ak FfzlFaVR—R b IRRNET7YITIL—F L1z T. /etc/hosts.user 774 LDN
BREERL. FHONTLVEWLVE LVRRN IR )J—DEENTLVEUODFESRE L ET .
/etc/hosts.user 774 JUZIE. NetWitness PlatformlZ&>TE B INTULVE LD AT LNPI—HANE
MmLE=ToR)—hEFENFET . 1=1ZL. /etc/hosts.userMI M )—I&. NetWitness PlatformhY&E Bl
FBHRAS RIELTEI—E N, Jete/hostsFHERBLUR FHTH-OIERINET.
NetWitness Platformh¥4E ik 35 vE T DR & 0 & L . IPTR LADZE B IZK 51 T5—0DF
4 % [E] B 9 B71=8. NetWitness Platformrk Ak DIL—T/S\WIIPT7R L ALL S DI 1 )—hH
/etc/hosts.userlCEENTWDIG &L, BIBRTHILEHRELETS .

/etc/hosts.userZBFLI-E T. ROOATKREEITLTURTLEIILY AT B ELIHYE
ElR

nw-manage --refresh-host --host-key <ID, IP, hostname or display name of
host>

N
DNSH—/\AH R T5

FIA4ILE Tl 11LALET DIN—230 7y IO L—K ant=arR—R= ok RARZIE. NW Serverd
B LY RATLDNSH—/ \hME L S ET . COaviR—Rbk 7RAN TR DY AT LDNS7R LAD WL E
BIESDFIEIZDOWTIE [ RTL AT F R HTARIDN AN Rk T—IO1B R DE R 125 BL
TLE&LN,

P—ERDBEE . T2NE . TR ORER

H—EXNBEI SN, THENREL TWHLEHERLET (IF. BBFRABAEHITEOTNS
MEIMEOTELGYFEY) .
DEITELT ROY—ERTTADREELEHEBRLET

e Decoder

Log Decoder
o Broker
o Concentrator

e Archiver
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vk DU &£ DA 15

1. NetWitness Platform*=a1—T. ( BIE)> [—ER]BELET.
[H—ERIEa—DRRESNFET.

2. & Decodert—ERTEIRLET.

3. B (prra) T [BR]> [VATLIERRLET

® Start Capture

4, Y—)LI\—T =)L ET .
O4IR £ DBA kA

1. NetWitness Platform*=a1—T. ( BIE) > [—ER]BELET.
[H—ERIEa—DKRRESNFET.

2. & LogDecoder—ERTERLET

3. B (Frra) T [BR]> [VATLIERRLET

= Start Capture

4. Y—JLN—T EVIILET .
SREt DBt

1. NetWitness Platform*=a21—T. ( E) > [—LER]IEHERLET
[H—EX]Ea—hFRRINET .

2. Concentrator. Broker. ArchiverM& H—EXIZH LT U TOFIEEZEITLET .
a. P—ERZERLFETS.

b U (proa T, [BRR]> MRIERRLET.

c. Y—is—T ¥ Start Ageregation g5 gy,
3. Event Stream Analysis( ESA)

i EFEE—F [E. NetWitness Platform/\—23211.6 LA [# MESAR AL TlEHR—k ShTLVEE
As. NetWitness Servers ESATS54 ) 1hAk . ESAtAAY) iRAR AT RT. [F L NetWitness
Platform/\—3> CThAL EHLHYET .

ESAITH B TYIIL—F & DFRIIEHYFEE A ESADN STV a—T42J12DVTIE, TESARS
N a—T4 TR 1S BTSN,

Endpoint. UEBA. Livea7Y JL—)LOHYR—t %8B N9 515 & (&, ESA Correlationth—E XD
multi-valued/NXoA—RFEEUsingle-valued/\TA—ARZFEHLT. B EL AR F—%4FTXTEM
FTEIDEIHYET . 7VIIL—F R IZINODFABEIT SN E (THYFTA. R TEHE DENVIIIY
TR BHETOIIENTETT . M EFIEICDOWNTIX. TESAERE 1RO 678 ODE BIE HLUVE
— B DAZ F—ITEHETESAIL—IIVEE FH 1S B L TG,
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ESA AnalyticsO7v 7L —F B8 955 BB

Event Stream Analytics Server( ESA Analytics) —ERI&. NetWitness Platform/S\—3211.6 LA [& T
HIR— SN TULVE LAY, FF=(3E A TEFEA. Whois)LyI 7T B EESA AnalyticsRuE S 734
WUE A AU —DAR([BEBE] > [V RATL]) IR RENGLGYFELT -,

¥ : Event Stream Analysis( ESA) [, 5| Ef ER Bt S TLVET . ESATHEIJL—ILEESAHHES
HP—EXNYR—F SN TNET . B HE B AR H 12 A SN BESA Analyticsid. ESAFE B JL—/LE
(X5 DB BE THY. EOLTI . KDYIZ, KYUZ KD BE ELWEB M=/ DX —< U RZIR # 9 HESA
HEIIL—IOY—EREE R TEET

I ANILR =4

LSO AILR B=AE 1LAXXDRERANILR BE=A( RN EEBEEBRAET .

LiveZz{E I L TH AR T=ADA T VEHEATD

IN—23011.4xxDB11.6IZ7YTIL—R LTz « FINILRA EZAOATUVIEE I SN TULERA.
& (T4 DAV TUYEE AT BHIZIE. NetWitness Liveh—ERZE R LTIV ToVEEAYT
BDHEHIHYFET .

3 : NetWitness Live —EXNSaToYEE AT 5L BEFEDOITUYNLEEETIND-H. &
ABTIZILAXXDANLA =R AToYDAE—EE L THECEEHE R LT .

1. NetWitness Platform UIIZAY AL ET .

2. ( |A) > [LIVEaU TV E I )ILET .
3. [BREFKH]/SRILT, ROIWY—REBLTIERIRLET .

o Health and Wellness Dashboards

o Health and Wellness Monitors
4. [RRI1ZEVIILET .
5. [=B9BYV/—RIE2—T. BATHN—ADEQIZHEFTvIRIREAUILET .
[— BT BUY—R]/SHRILDY—ILA—T, F DIy gL ES,
[BAYPR]> [V—R]IZTT. [RANIEIIVILET
[H—ERX] 2T T. Metrics Servert—EREERLET .
[RANZEDIILET .
10. [BAIEIIILFT

[(BAIR—IUHRFTINFET . BIRLFY—ERICZVY—ZDE E [CE A SINDE. EH /—h¥k

BIZEDYET .

1. [BACBRIZYIILET -

o ® =N
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(AF2av) Y—ERE R F oAUk OF AR E=5 "R QUUIDEE H 7

%

set-config APIZfE Fi L T\ FINILR E=ADY—ER%Fnw-shel 1MOHE A L THY. NetWitness
Platform®/\—3 % 11.4.xxh511.61Z7 YT I L —KR 3515 & & FIANILR EZABS U A—ILEn
BHRA DIPEUUID TR #1920 B HHYET .

1.
2.

SSH TNetWitness Serverl ZEE#t LE T
ROATNKREFRAL T, FINLR EZARA VAR —ILENTULVARAS DUUIDZEZR L ET

orchestration-cli-client --list-hosts

ZMDaYUK (L. NetWitness PlatformRRAk E& FRRAR DUUIDZ—E R RTLET . HINILRA EZAN
AV AR—ILEN TSR DUUIDZEE 8L THEEFET .

ROATUFZEER LT, set-confighWE U SNHP—ERERELET .
mongo localhost/metrics-server -u deploy admin -p <deployment password> --

authenticationDatabase admin --eval 'db.metric config.find({ "createdBy": ({

Sne: "system" }})'

AR &, set-confighViE U SNSH—ERDIE LK FaA L E—BERTRLET

F: Y—ERDOR Fa AU DRRINGG & (X TYTIL—R OFTITH—ERDME B EN TLVELY
CEEEERT 51280 BYDATYIEER L THEULFEEA.

4.

5.

B I71LDY—ER K Fa Ak Dl host] Z4—ILE DIPTE LR%E . Fi NILR BE=ADA DV RR—)L

SNTLSRAFDUUIDIZE S 2 Y.

fzEZ I RDESITTRAR DIPFR LRAZUUIDIZE B LET .
"host" : “e086511c-121c-4e66-95a3-e87e27bl2acb”

avoR

nw-shellZfE AL Tnw-shelllZAJALET .

RDOaATR#FE AL T, metrics-server—ERIZEHK LET

connect --service metrics-server

AJA4> av R EAALET .

login

adminD1—HE &/ \AJ—KZA HDLFET.

/rsa/metrics/elastic/set-configlZ#EIL . Ok

invoke --file /<absolute_path_of_service_config_file>§1§Fﬁ L CHE R I7/ILEME
UHLFY .
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Investigate

(AF2ay - hRSL B—)LDiF & DOHA) hAZ L 1—5 A—/LDinvestigate-
servert fR &R

N—SIU LT YFIL—F L= . [ ] Ea—E B+ 57U (BEGZOM) DI 12 i
dA—4% A—)LTldinvestigate-server.event. filteriE R HAE IR YET H. ZOHER HT7v7
JU—F TOtRICESTHRAL A— O—ILTHEMNITG L LFHYFEA. COERME R
TULVEWARR L A—5 O—)LEEI VS ToON-2A—HIZIE, [ARU DI YA #] 1 R ILDBR R SIE
Bh. L AZTHRERJILEIUTEDILODFH LUV IRILTY .

F: [AEIC2—Z2FERAYTH7FIANA DR ER 21— O—LTIK, N\—Davil4TEMEh
=Rl D3 DDME R £H N IT7EVET A NSO R AT7VITTL—K TALRIZESTHRRL 12—
A—)LTHE LGS EFHYFEA. CNoDERAELVAREL 12— O—)LEE| YL Ton TL
51—, [FETS—PIEaA—,[LAL—ARVKIEAa—[AB I AZa—ARRTINFEHA- B
ABL A— O—)LTHA T IBELHDIDDER . ROEEYTT .
investigate-server.columngroup.reads investigate-server.metagroup.read-
investigate-server.profile.read

1~ LR EEMI=T B, ROFIRERFLET .
B g > rexassaicBBL. (AL sTEssLES

2 BEMDELAREL 1—F O—VERIRL . D(FEETAa) EDIILET .
3. [O— LR 1 A FOUT. R OIDDHE R A B (AT B LA B L =T

investigate-server.event.filter

p—

investigate-server.columngroup.read

investigate-server.metagroup.read
investigate-server.profile.read

4, [(RTFEIZIVIVLT. ZERNEZRELFEFT . hRA2L 12— O )LZE YL TONE=TFHIRR A
NetWitness PlatformlZAJ A9 5&. BB NE S ITHYET

Respond
INEDARYIE TZAESAY—N\ZE11.6I1ZTYITIL—FR LIz TEITTILELHYET .

3 1 54 <INW Server( Respond Server—EREE §) 27749 L—K L1=#% . Respond Server
H—ERIF. TFATESARRR 116127 VT IL—R $H5FETIIBE BMICEBE A ML ShFEEA.
RespondD7 VT I L—K % DR AL, Respond Server—ERXD7VITIL—K Sh. H TR E(C
BOTHBLEITTILENHYFET .
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(#723v) Respond B —EZRDE & IL—IL RX—IDHRBL F—%VALT
7%

FEAVUTUMEE LI RA—TEF B THRIVA AL TR & [E. CORRVEET TS
BEFHYFEEA-

11.xMDgroupbyf) TE A T 57-8HIvar/1lib/netwitness/respond-
server/data/aggregation rule schema.jsonZ7MJUIARAL F—FEBMLIZEE (L.
/var/lib/netwitness/respond—server/data/aggregation_rule_schema.jsodj7”fﬁﬁ§§§

BLT. BEI/ \WITYT I7M I hRE L F—EEBMLET .
1INV TYT T7AIUE /var/1lib/netwitness/respond-server/datalZ®HY. XROK K THYET .

aggregation rule schema.json.bak-<time of the backup>

(AF2av) hRFT1 XEN-Respond—EADE K & RPVT+EVANTFT
3

% : gs—h ERIERDITREZFFH THRITA AL TLVEWME B (X CORRDEZETTANEL
YEHA.

CODFIEIE. 11.3.xM511.6~NDTYTTL—R ISE A SNET . 11.4x5511.61Z7YTIL—K 515
B lE. 7YIIL—F hICEEEFSNALME F Dcustom normalize RPUTb T7AJUTHRATA X
MBI ENET=0. EEBIERDITr I71IUT O TVTENFEA.

NRZTA ZDNBEHN—DaV B EH 1KY EEEZShBDER, =8, NetWitness Platform 11.4LLf§ T
&, ARBLIERIE RDITS D74 IVEFI B TEET . hRAL ALY ¥custom normalize
<alert type>.js77AJUZEBMLET .

1. /var/lib/netwitness/respond-server/scripts.bak-<timestamp><timestamp>7T (L%
RUIZEH B\ Ty TENTRespondiE #8 1k RVVT MdoHRRL ODVIERYH LEST . 22T
&lt;timestampsgt; . 7 WWHOTYTHhSE T LIz ZI T .
data privacy map.js
normalize alerts.js
normalize core alerts.js
normalize ecat alerts.js
normalize ma alerts.js
normalize ueba alerts.js
normalize wtd alerts.js
utils.js

2. /var/lib/netwitness/respond-server/scripts TAL IR JIZHD11.4LLE DFLWNRS)T
b I7AIVEREL T, \WITVT IJPANLERGLEADYIEBMLET . ERIERDITRED
RATART Bi5 & 1&. custom ELVDITLI4VIRDAF WVZIE L T7/JUTEMLUETS .
data privacy map.js
custom normalize alerts.js
custom normalize core alerts.js
custom normalize ecat alerts.js
custom normalize ma alerts.js

custom normalize ueba alerts.js

custom normalize wtd alerts.js
utils.js
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fz&Z [\ custom normalize core alerts.jsl&. ESAF MARAL B VI%EEB NS 51=HD
ERIERDVTE T . ZDjavaRP Tt T7A UL, 155A—H(Theaders. rawhAlert,
normalizedalertZ DB normalizenlert ID®BYET . 8 normalized]ld. IEFF1E
SNF=ARUS DYRS DR DA FENFAZ2—RTIEAE— AT DI TF . FDF=H. AU
S LTHRIL A2 T—FERALTULAIE & 1. lnormalized.events]ZRER L T,
BWHI I ASY F—|Mrawnlert.events | AT IO MSEEZM B TILEIBYET . RITHT
IV aA—KZERLFET .

normalizeAlert = function (headers, rawAlert, normalizedAlert) {

// normalizedAlert is the immutable copy of ootb normalizer alert, make
sure you use

// normalized object to update/set the values in your scripts
var normalized = Object.assign (normalizedAlert);
var custom events;

if (normalized.events !== undefined) {

custom_events normalized.events;

} else {

custom events new Array([]):;

for (var i = 0; i < rawAlert.events.length; i++) {

custom events[i].legalentity=Utils.stringValue (rawAlert.events[i].isgs_
legalentity);

custom events[i].companycode=Utils.stringValue (rawAlert.events[i].isgs_
companycode) ;

23
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if (normalized.events === undefined) {
normalized.events = custom events;

}

return normalized;
}i

custom_normalize_alerts.jsA2')F+ O # [Tk SDetect AIfR H 1Rk D

IEMIE

7YFIL—F AR Dcustom normalize alerts.jsAIUTEDEEEZEFHIZIE.
custom normalize alerts.jsAYUT- D¥RE EE FHZE1T ST, Detect AIMRUFDIEFR LI
BELGEAHZESHFET.

lvi /var/netwitness/respond—server/scripts/custom_normalize_alerts.j577”f)b

=R OIHEY.
2ROA—FZ#TESRITEMLET .

"custom normalize detectai alerts"

3RDA—FH#TEE4ITEMLET .

else if (headers.deviceProduct == "Detect AI")

{ transformer = transformers["custom normalize detectai alerts"]; }

Ffz. normalize alerts.jsEE. 2R # DRespondiE L RVVT J7/IVES BT HIE
HTEFET . FEMICOUVWTIE. [ NetWitness Respondt& B 741 R I DI hRA LsRespondV—/\ 75—k
ERIE DE R 1ZS B LTS,

1J27L > XLog Decoder
FTRTOWEREZEFI FH 9 BIZIE. VI77L > RXLog Decoderh’ 1.6LL B THAHAEEHER LET . JT7LUR

Log DecoderZtyk 7YIL TULVELME & £ CORRVEERITTILEEHYELA. FEHMICDONT
& [OT /I~ HRETA X H1F %S B L TS,

Windows Log Collector

Windows Log Collectord®UUIDZE & 95

1L.6~DTYFTL—R £ 12, HE LOIR 55 TH B SN TLY %S Windows Log CollectorZ&lZ, R DAY
KZNW ServerCEITLFET .

wlc-cli-client --update-to-uuid --host <WLC host address>
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User Entity Behavior Analytics

BE: 7 L—FAIC SAODXBROMBAREL . ThERALIB A . 7977 ik
[Cauthentication.json 77 IEE EM A THS. 7VITIL—R & DIRVEE T T2 EHHY
F9 . Airflow TOZRI DK B DO 78 L2 DfiF R K (& [UEBAB R AR IDNST IV a—T4>
JINEVITHRASNTOEYS .

EE: $XTOUEBARIE TIX. 7v7IL—K JOtR%E5E T 9568 0 OF B AW E LY
9. 11.5.0.0F=(11.5.1.00511.6.0.0[7vTIL—K § 35 & &, 11.5.1.00f 7vFTIL—K HA
KIS H SN TOABUEBADFIEZETLTHDI1.6.0.01I27 YT —K 2L EHIHYET .

o 11.4xH5511.6.0.0NDT7YTITU—R B2, IR DB RAX—TZEHLLEWNMG S (L. BE28H
M IZDWCUEBAV RTLEZEB ETTALE(XHYFEREA. 11.4xKYETD/N\—230HN511.6.0.0~D
TYITL—K B 2l UEBBAVATLANB B ICEEfTINTET.

1. (REI2DI5E DH) VMODAirflowdlli 5| LB EZBFHLET .
UEBAYVATLNVMTE TSN TLVS1E & (&, UEBATRAR Trootkl TR MDATUKREETL T,
AirflowDil 5| AL B Z64I B FTLET

sed -1 "s|parallelism = 256|parallelism = 64|g"
/var/netwitness/presidio/airflow/airflow.cfg

2. UEBARSUMORMDAYURZERLT. UEBBABRZE#HLES .
python /var/netwitness/presidio/airflow/venv/lib/python2.7/site-
packages/presidio workflows-1.0-py2.7.egg/presidio/resources/rerun ueba
server config.py

3. (ATLa) RDRIYTE#FERALT. UBBARLE RX—<T4E#HLFT .

python /var/netwitness/presidio/airflow/venv/1lib/python2.7/site-
packages/presidio workflows-1.0-py2.7.egg/presidio/utils/airflow/reset
presidio.py script.

UEBARIE B R EDB T KYU28B RIIER E T HELM R LET . TLST—ADUNEFFEL
TWAUEBAVRTLDG &1L, FB BARAEDB FKY148 UL LFTDB FIZRE SN TS
CEHRTIVEIBYES .

M DOWTIX. TUEBA#E B AR I Dl reset-presidio AP T+ 15 BB L TLZ&LN.
4. AirflowdDDAGT7YFTJL—RE#ETLET .
o AirflowDAA> R—https://<UEBA-host-name>/adminlZfELET .

o adminD1—HE L/ \RT—KZEA ALFET .
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DAGs
Search:
(i} DAG Schedule ‘Owner Recent Tasks @ Last Run @ DAG Runs @ Link:

N o ] [ -] Aflow ® 202009150700 @ ® OCe®BUNAE =00
N o ] [ -] Al ® 202009142300 @ ® OCe®BUMAZT =00
¢ B [ ] Aifor (0} 2020.0945 0700 @ ® OeBUMBMAE 4200
© [ ] Al (0} 202009142300 @ ® OeBUMBAE 4200
© o Al (0} 2020.0945 0700 @ ® OB UBAE 4200
© [ ] Aflow (0} 202009142300 @ ® OeBUMBAE 4200
G [ ] Ailow (0} 2020 o ® OB UBAE 400
G [ ] Ailow (0} 202009442300 @ ) OB UMBAE $EC0
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G 0 [ ] Aflow ® 2020.09450700 @ ® OB UBAS $=C0
A - I [ ] Aflow (0} 202009142300 @ o OB UBAS $=C0
¢ By " [ ] Aflow (0} 202009142300 @ ® OB UBAS $=C0
¢ B [ -] Alow [0} 202009142300 @ o OB UBAS $=C0
¢ B @ Aflow ® o) 202009450700 @ ®0 OB UBMAS $=C0
2 & [ o0} operat ® 2020.0945 0645 @ ) OB UBAST $=C0
¢ B = = O = 2 OB UBMAS $=C0
¢ B - [~ ] Aifow OtsuMAIE+=ECO
¢ B - [~ ] Aifow XERL R )
¢ B - = Aifow o) 20200915 0700 © ® CeEMMAZT F=EC0
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¢ B - [~ ] Aifow o) 202009142300 © o CeBABNAZ $=00
I o (N [ oo} Aflow ® 202009450700 @ ® OB UMBMAS $=C0

& : 7YIIL—Rd(E DAGTYITL—F 1T DIE ISR B DA DR RShFES . 7YIIL—
F TOEZRMNEREISE T L5 A E AH0EE DA KRE ICEDYFES . 7VIIL—K T
AEZANK B L5 & (L. BAANEE OANRICEDYFET .

5. @& Y) 7 Boot Jar Pools | RAVR & ELFET .
o« MBFISAFUR: spring boot jar pool RAYNMEZEISIZEFHLET .

. ﬂiﬁﬁa'fTJZ: spring boot j ar_poolBJZUfretention_spring_boot_j ar_poolZ
Ak DEZ2ACE#HLES .
"Spring Boot Jar Pools" ARk ZFE # 9 BIZIL. AirflowDASY R—=UIZBFHL. R LE D
N—IZHB[EE]2TE2IIL. [T EFYTLET .

a. Airflow UIIZ724ERX9 BIZIE nttps://<UEBA host>/adninlZF7VEAL . RBELEREA
HLFET.
21— admin
INRTJ—F : ZOER & Ddeploy admin/ \AT—F
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IVRRAU DTYTITU—F B3R

11.61L— Y—/ DAV RE—IL

W—HP—n\ZRHLI5E . ROFIEEZEITLET .

1. 7749 L—K L1=Endpoint Serverh. JL— H—/\DA VR —5%F 45 O0—R LT, JL— H—N\
#11.61Z7YTIL—R T2 BEHNHYET . 5EMIZDULTIX. [EndpointiEREA1RIDN (AT 3V)
Y— HB—/\DAVAr —)LEME X 155 BB L TFZELY. RSA NetWitness Platform 11.x0DF XTD
FXaAsbD—E (& VA5 —E R I THRETEET.

2. RO UR %FE FHL T, Endpoint ServerF B2 B L FT .

systemctl restart rsa-nw-endpoint-server

EndpointT—> x>k O7YFIL—K

I—DxhETVTIU—R I 575 K IZDWTIL, [ NetWitness Platform 11.6 Endpoint T—2x2k A~
RR—=I HARIDT T—2 2ok DT7YTTL—F 155 B LTS,
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11.6ICT7YFIL—R 1= (L. 3 2<% WML I EEEZH DT BEMNTEET . NetWitness
PlatformMD& I8 DI EEND—E XL T ITTRLET . COUJ—RDFT #4 B DM 2DV TIE.

[RSA NetWitness Platform 11.6"))—X /—k %5 B L TLfZ&L Y. RSA NetWitness Platform 11.xMD9
RTORFAAND—E (XK. [TA5—H X ) THERTEET.

o AE - SIEMERYS T—Y b S5T499 D5 #

o User Entity Behavior Analytics

o« AVVTUNKIG

o« IVFRALEDIRE

« Broker. Concentrator. Decoder. Log Decoder—E X

o Event Stream Analysis( ESA)
. BEELER

o Context Hub

. OJRE

o AR

o ToUbTA—L

E - SIEMERYE T—I 5249905 1

o« J7EIUNEE

o« ABILTIUV(HITIN—T. A2 JI—T, HT)— TOT771)L) DERE
e RSA Live2ERALEABEILTUV N TI—T . 22 I —F, HT)— TOo74)L) DB {5
. EAUEH

. BEEBHEBERXOVT)—FETFRMER

o« DI)—D4IVADMEEETR L

o EBIDAZ F—DHY7R—b D5E1E

o NRBLINTIL—TDHERETR L

« EIELATON T30 E

o AR JARILOMERE TR 1L

o IndexNone*% F—

. BREEOHEERIL(DDTVYRKEIE—FTI )
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o YARARFYDHYHR—
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. TEUIT— AT TR
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Event Stream Analysis( ESA)
o A IUTATADHR—

o BIE BB DM R—k SR &

. SHETEIRIDER

o Detect AIDYHR—k

LR

RELH YL R—F OBl

Context Hub
e REST APIT—% V—ADHYHR—k

o OAVTHFAN IN(TALTIDBERER L

nJu &

o YH—UK Logstash@H7R—hk

o BRHTIL—IWUIDHE RESR 1L
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18 A: A7514F K (Live —ERIZIEH LAY - avF
A A 3—TIAR

DA H L. NW ServerhLive H—ERIZHEfFHE SN TLVE LS & 12 A T,

ATR&EH

RSA Link( https://community.rsa.com/) > [ NetWitness Platform] > [RSA NetWitness Logs and
Network] > [Downloads]‘> [RSA Downloads] M5A—AJL T4 IZnetwitness-
11.6.0.0.zipZ27AIVEFOoO—R L TEWDEHHYFET .

FIE

NW Serverrk Ak EaiR—Rbk KRR T, 7YIIL—FK FIEZEITTILEILDBYET

¥ : PDFA%aVYR ZaE—L TLinux SSHA—3FJUR—RFLTH. IEELLKA A TEFHA. AT
KZ&F A AL TLESLY,

1. 1L.6.0.0DT7AINERT—UF LT 7Y —R DERELET .

o NW ServerlZrooté&lLTRI AL
/tmp/upgrade/11.6.0.0&LDTALINJEERLET
RIZ. NW Server®/ root TAL I/ SAr—2zip 77 )VEIE—L . ROIATUREFERAL
T, /root oY) L TAL I )IZAEELFET . unzip netwitness-11.6.0.0.zip -d
/tmp/upgrade/11.6.0.0

E: R LIZRT D00 TALORNIZ Zipd7A)VEaE—L . ZDi5 T CRRELTIE & (L. #2
RE& . T Dzipd7A IV EBE NS I2HIBR L TSN,

2. ROARNEERLT, 7vFIL—F DR EEEETLET .

upgrade-cli-client --init --version 11.6.0.0 --stage-dir /tmp/upgrade

3. ROATRZFERALT. NW Serverih R E 7V I L—K LET .

upgrade-cli-client --upgrade --host-<ID, name or address> <ID / display

name / (hostname/ IP address)> --version 11.6.0.0

4, NW Serveris Ak D7 vF9L—K AR Th L f=5. NetWitness Platform—4 4 22 71—AD[ KA
FlEa—hoRANZEEZELET.

5. fthDaHR—HRUb FRRMZDNWVT, ATYBEFUIER YR LET .

i : NW ServersiR Ak Tupgrade-cli-client --1listAYVRZERITTHE. TRTOHRASD/\—
DAVEFIVITBIENTEET . upgrade-cli-clientMANILTER R T BIZIE. upgrade-cli-
client —-helpaV¥ RZEFERLET.
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F: TYVIIL—FRREFIZ, ROIZ—DRRINDEEHHYET .

2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
0.s.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;
protocol method: #method<connection.close> (reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0)

COIHFE TH. Y—ERX /WO LAV RN —)LENETS . M D723V EWMBLBELHYFEEA-
FLLN—DaVITRRN 2B #9508 S OTS—DF £ LT-5 & (&, hRZT— HR—+

( https://community.rsa.com/docs/DOC-1294) [ZER LVE HrELFEELY,

CLIZEBT7YFIL—K Df=HD4} E R M DHE {i§
1. 11.6.0.00774IWERT—UUI LT, 7v7I9L—K OEFEELET .

2. NW ServerlZrootELTRAIAUL T RDTAL UM JEER LET . /tmp/upgrade/11.6.0.0
RIZ. NW Server®/ root TAL ORI/ S —Szip 774/ )VEE—L . ROOATUREFEHL T,
/root OB YL TAL IR )IZAEELZFET . unzip netwitness-11.6.0.0.zip -d
/tmp/upgrade/11.6.0.0

FE: AR LIZRT—D0T TALINIZ2ipI7AIVEIE—L . D5 TRELISE & 3.
Bk TTDzipI7MIVEBENT ITHIBR L TS,

3. ROATUKZEHERALT, 7vFIL—F OF L EETLET .

upgrade-cli-client --init --version 11.6.0.0 --stage-dir /tmp/upgrade

4, ROATKRZEFEALT. NW Serverr kAR E7YIIL—K LET .

upgrade-cli-client --upgrade --host-<ID, name or address> <ID / display

name / (hostname/ IP address)> --version 11.6.0.0

5. NW Serverih Ak D7 YFIL—K B I L1=5. NetWitness Platforma—4 42271 —AD[ KR
REa—hhRRANEB R LET.

6. DO R—FRUk FRRMZDNT, ATYBELAEREYIRLET .
3 : NW ServersRAk Tupgrade-cli-client --1istaAYVREEITTHE. TAATOHRRA D/N\—

DAVEFIVIT BENTEET . upgrade-cli-clientMANILTER R T BIZIE. upgrade-cli-
client --helpaANRZEERALET.

F: 7YTIL—FR B IR DIS—HRTINDIG A HIHYET .

2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
o.s.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;
protocol method: #method<connection.close> (reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0)

COIE B TH, Y—EX /WO LAV RN —ILENET . M D7V avEM AL ELHYFEE A
ﬁ 5{,) L\/<§—§E|.‘/I:7l'\7<|~ EREH TR OIS—HARELIGE X HAZ7— FR—FIZB/EL
& HhE<=aly.
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18 B.4+ E IR L YDV TS
5L ER RO R )(Repo) vk 7y 3 5(12IF. ROFIEZERTLET .

F: 1) COFIREE T 9IS, ARRANERR A—TA)TAHA VAR —)LSN TV B HBHYFE
T, 2) ROFIEEEITTHATNZ. WebH—/\DER FEZZEELTLWILELHYET .

1. (AFLaV) s EIRSEULHY. ThELEEZTRHEEIC. COFIEEFERTLET.
o —R1: 5 EURD R UHISHRRRFyk 7T F=hY, NetWitness ServersR Ak £ DA—HJL UK
DhEFERLTTZYIIL—R LM S
a. /etc/netwitness/platform/repobaseZ7AIEFERLET .

vi /etc/netwitness/platform/repobase

b. repobaseZ7AIVEMREL T, F7/ LA DIE AR DURLIZIFIZTHE HELIIZLET .
https://nw-node-zero/nwrpmrepo
c. upgrade-cli-clientW—ILEFERLT7YIIL—FREERTTE-ODFIEEETLE
EE
o 7—R2:NetWitness ServerrRAb £ DO—HJL YRI K UMSRR S Ztuk 7L 1zh% 54 ER AR
ChEFERLTTYIIL—R LM S
a. /etc/netwitness/platform/repobase77AIEERLET .

vi /etc/netwitness/platform/repobase

b. repobaseZ7AIVEMREL T, T7M LA DIE AR DURLIEFIZHEBEIIZLET .

https://<webserver-ip>/<alias-for-repo>

¢c. upgrade-cli-clientY—ILEERLT7YIIL—REERTTE5-HDFIEEETLE
9.
F B & [RSA NetWitness Platform 77T —R H4FIDM 4§ A : A 25425 K (Live
H—ERIEHK LAY - AYR SAY A3 —DzA R EH SN TULVET . RSA
NetWitness Platform 11.x0DF XTOR FaA bD—E (X, V25 —E X | CHERTEES.

2. SAERURD R UE RIS TYILET
a. WebY—/\RRAMZAGAULET .

b. NWURY K )(netwitness-11.6.0.0.zip) ERANTBDTAL I JEER LES (] : Web
Y—/\—Dweb-root DT MDziprepo) . =&AL, /var/netwitnesshiweb-rootis & . R DA
FEETLET.

mkdir -p /var/netwitness/<your-zip-file-repo>

c. 11.6.0.0 T4L UM% /var/netwitness/<your-zip-file-repo>®DTFIZERKLZET .
mkdir -p /var/netwitness/<your-zip-file-repo>/11.6.0.0

d. osBLUrRsATALIK 'Jé/var/netwitness/<your—zip—file—repo>/ll .6.0.0DFIZHE
BLES.
mkdir -p /var/netwitness/<your-zip-file-repo>/11.6.0.0/0S
mkdir -p /var/netwitness/<your-zip-file-repo>/11.6.0.0/RSA
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netwitness-11.6.0.0.zip 774 J)L%& /var/netwitness/<your-zip-file-
repo>/11.6.0.0TALIMIICEEELET .

unzip netwitness-11.6.0.0.zip -d /var/netwitness/<your-zip-file-
repo>/11.6.0.0netwitness-11.6.0.0.zip -d /var/netwitness/&lt;your-zip-

file-repo&gt;/11.6.0.0

netwitness-11.6.0.0.zipZfRE §5&. 2DDZipF7A I 05-11.6.0.0.zipERSA-
11.6.0.0.zip) EZDI DL DODT7A ILHER NET .

UTOESIEELES .
OS—ll.6.0.0.zip€‘/var/netwitness/<your—zip—file—repo>/ll.6.0.0/OS§¥H/7F

DIZREELES
unzip /var/netwitness/<your-zip-file-repo>/11.6.0.0/0S-11.6.0.0.zip -d
/var/netwitness/<your-zip-file-repo>/11.6.0.0/0S

Repoo)ﬂgﬂurllihttp://<web server IP address>/<your-zip-file-repo>T9d .
UT DL ELFET.
RSA—ll.6.0.0.zipE%var/netwitness/<your—zip—file—repo>/ll.6.0.0/RSA7¥1/9
FOICERELET.

unzip /var/netwitness/<your-zip-file-repo>/11.6.0.0/RSA-11.6.0.0.zip -d
/var/netwitness/<your-zip-file-repo>/11.6.0.0/RSA

(AF2av: AzureDIF &) : Azure DEFH DIHF S (. ROFIBEETLET .

1. mkdir -p /var/netwitness/<your-zip-file-
repo>/11.6.0.0/0S/other

ii. unzip nw-azure-11.3-extras.zip -d /var/netwitness/<your-zip-
file-repo>/11.6.0.0/0S/other

lii. cd /var/netwitness/<your-zip-file-repo>/11.6.0.0/0S

V. createrepo

i. NW 11.6.0.0tvk 7v7 7055 L( nwsetup-tui) H[Enter the base URL of the external

update repositories] JAVTrFR RL1z5. http://<web server IP
addreSs>/<your—zip—file—repo>t)\ HALFET.
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FERC: A1V RF—ILEBR T D STV a—T4 T

ZOtHLa TR, [RAR ] Ea—MSRAR D/N\—2 3y 7YTT— BLUP—ERDA AN —)LVEE
LT FEIRLELEESIZ. [(RAF ] Ea—IcR RENDBIS— Avb—I2DOVTERBALED . <
ST a—TAV T DR R R TRIR TERWTYIT—hFEEFRA VAN —ILOB ELABHDE S (X, HA
B7— HR—F 2B WG HETES0L,

Ot 3 TlE. PYITIL—R R (2R E T DA REEIBHEIR DIS—DE ST IV a—T12 5 F IR
[SDWTERBALET

o deploy_admin®/NAT—F B3 AR I hTS5—

o AvA—k I5—

o /\—23 <version-number>NE A I5—: B/ Wr—C DR B
o« TVIUL—FKRKRIS—

o HAEBURTHUE T T5—

o RAMEFH LB IS—

o« BH/INVT—CRRIS—

e OpenSSL 1.1.xT5—

o NW Serverd 4% A/ \F 3 A T5—

o ONUE SAUMLDRE H ik ORAN B8 T5—

o 77 L—FK # MReporting Engine F #2 &

RORA BLUOH—ERDTYITTLU—K R FE LT VT I —R & IR E T HABEEAHIHTT—IZD
WT. ST a—TAUJF B ERBLTOET .

o Log Collectort—EX

e NW Server

o Orchestration

« Reporting Engine

« Event Stream Analysis
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deploy_admin®Da1—4 /SA7—F B HAR i hT5—

The deploy_admin user's password has expired. In order to perform a service install or
update, change the user's password in the NetWitness Suite and follow instructions on

Cancel

deploy_admin@a—H /\RT—K DOF s #A R AP TLVET
deploy admin®/NRT—kZEJUkLET .

1.

NW ServeriR Ak DA TR DAY EEITLET .

nw-manage --update-deploy-admin-pw

Please enter the new deploy admin account password: <new-deploy-
admin-password>

Please confirm the new deploy admin account password: <new-deploy-
admin-password>

nw-manage ——update—deploy—admin—pw37>|: D HEHEELT, deploy
admin/NRT—R G RTORAN CTEE [CEFHINFTEEHRLET . NWHRRR AR
L TLVBAN nw-manage --update-deploy-admin-pwI</k DH AIZTX RSN
TWAA A DEH TERB LGS IL. BIEESE IR INT & Thw-manage —-
sync-deploy-admin-pw --host-key <host-identifier>Z%ZE{TLT. LKL T=
RARENW ServerDfi] T/ART—RZR AL FT

AV RN —=IVEIIA— AN L—3 (2K BR L fz7R A £ T\ nusetup-tuidIUR %
= 17L . [Deployment Password] DAL T+ HK ;R Stzi5. deploy_adminDFET L LD
INRT—RZABLFET
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pREg  EH/\—UaEERL. [E#]> [RAFDEF 1500003 L. Aovn—F hES
NFIHAERERTLETS

BE U080 O IJPOVOYAZHKREL IV ISR EADNDIE & HHYE
Y. o O—FHRISEEDMENIEE T HE T IFEXBLES.

I BHERHATLET

2. RILIS—THE XK LIS S (. [NetWitness Platform 11.6 7FIL—K H4KFID
#ir [[ARRFE2a—AoDATF4 A K IFEMATUR S A8 —Tx/ REFER LT
= AI2FAV A K IDFHBRBIHE ST, A7/ A KX TEH L THTZEL . RSA
NetWitness Platform 11.xDTRTDR FaA b D—E (L. [ VA5 —H X | THEZETEE
ERD

3. EINTHT7VIT—hTELGWMG & (E HAZY— HiR—FIZBELE hELTZEL.
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I\—23Y <version-number>DE A IS5—: B/ \Wr—SDF B

Initialize Update Package for RSA NetWitness Platform

Initialize Update for Version <version-number>

A Error deploying version <version-number>

[/3—32 <version-number>ME A 1 [ZT5—HFE £ LEL -1 DIS—IEE #FH/ swor—>
M HAHIELTWSISE SIS, [BEHFOMMIE 10090 1% T. [RSA NetWitness Platform
DEF /A= DN 1 FAT7OJ IR REINET .

1. [FALBIZV L THATRIERALET .

2. RF—=UU5 THIVEHDIN—30 TAIVIEEIBRLET .

3. salt-master—ERXNRITSINTNVSEEFEZELET .

BH /=S Dzip I 7 A WERT—UT JAIVAICEIE—LFT .
[RRARTE2—DY—ILN—T. [BH ORI B EEIRLET.

E Update C_F: Discover

o | S

Check for Updates

AN

6. [(BEHOMMILIZI)IILET .
7. V=N —DIEH] > [RRFDEFHIEIIILET .

8. [E#HBYIF470JTCIEHOEABIZIIILES
RANDEHFH AT T 5L KRS DBEEFERDHIAE—UHRTENET .

9. Y—ILI\—D[RAFDFEE]ZV)ILET .

FPYIIL—F KRB IS—

RARZN—=DaU 2L B IT7YTT—h FEA VR —ILT HEEIT. ROIT—HDFHEET
55 B HHYET . COIF—IL. /var/log/netwitness/config-management/chef-solo.logl &2

o= BENTUET.
j\y .......
[2019-04-16T20:55:32+60:0@] ERROR: Running exception handlers
‘|Z [2019-84-16T20:55:32+400:00] ERROR: Exception handlers complete %
é/‘ [2019-84-16T20:55:32+460:80] FATAL: Stacktrace dumped to /var/lib/netwitness/config-management/cache/chef-stacktrace.out

[2619-04-16T20:55: 32+00:@0] FATAL: Please provide the contents of the stacktrace.out file if you file a bug report

[2619-04-16T20:55: 32+00:00] ERROR: ruby_block[resolve ips] (nw-dns-client::config line 69) had an error: Resolv::ResolvError: no address for 889e5752-6ae3-4286-
33f4ccbe

[2619-84-16T20:55: 32+00:00] FATAL: Chef::Exceptions: :ChildConvergeError: Chef run process exited unsuccessfully (exit code 1)
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ﬁ

REAEL T 23— vk FRAR A’Admin Server £ MDdnsmasq—ERZEEFH L TR 7l ( 2D
15 & 1£889e5752-6ae3-4286-2944-c 182 33fdccbe) ZfE iR 9B (2. 7R—bk 53 TAdmin Server
GEIE TELRNIENE ZONFET . L. Admin Server@salt minion IDTY . CDIE ZHE
229 BIZ(%. Admin Server Tl cat /etc/salt/minion] Z#EfTLFET . H A :

"oot@S5-NWAdmin ~]# cat Jetc/salt/minion
master: localhost

hash_type: sha256

log_level: info

id: 889e5752-bae3-4286-a944-c18233f4cchc

A RER IS B (K. AR—FS3TEAE TEDLSIZ. 2—4 Uk KRR EAdmin ServerrR Ak DR D
T7ATIA—IVEER LEY . N Al RE 415 & DR & X (L. 2 R—RUk RAMD
fetc/hostT7A JUZS=AUIDZE &, 11.4))—RLUE . COEERE L EEZLELEIIC
chefLYEZZE B IHIETY

KBER & lNnstall/Upgrade fails in RSA NetWitness Platform because Resolv::ResolvError:no
address for a particular host 2% BB L TLfZ&0Y,

IN—2a 116127 YT T—h L &S ETBE. RDESHGEIS—HASIZHE hanELT=.

FATAL: Chef::Exceptions::Package: yum_package[rsa-protobufs-rt] {rsa-
audit::packages line 11) had an error: Chef::Exceptions::Package: Mo version
specified, and no candidate wversion available for rsa-protcbufs-rt

RRR £ 124V RR—)LENI=— 88 DAR—H Uk AHRAL EILR /rpm T ( HotfixZ A2 R
F—ILLTZ B E) .

COBBEZRRRTAIZIE. ROFIEIZHEWNET .
1. SSHTNetWitness Server[Z3E#t LE9 .

2. ROARUFEEATL T, AUR—RUh TARIVTZ T7AIDTALINIITHEELF
EE

cd /etc/netwitness/component-descriptor/

3. ROARUKFEEATL T, AVR—RUh TARIVTE T4 IVEREFT .

vi nw-component-descriptor. json

4. hARBLEIR rpm&EFA VAR —)LL f=ariR—R b Dl packages | Va3 F R R LE
T o OB F. HARZ L EJLR /rpmZE A 2 Ak —JLL 1=l concentrator | 7RAk D7 S5 —2 D
HEMERLTOEYS.

“concentrator”: {
“cookbook name”: “rsa-concentrator”,
“service names”: [“rsa-nw-concentrator”],
“family”: “launch”,
“default port”: xxxx, “description”: “Concentrator”,
“packages”:[{ “name”: “rsa-nw-concentrator”,
“version” : “11.6.0.0-2003001075220.5.cecf24b.e.l7.centos”
s

5. packagestIavDN—2afFHET RN IXFEEO) BIBRLET . ROHFIIE.
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N—23UNE 8 ZHI BR L 1=1& Dpackages 923> TY .
“packages”: [{
“name”: “rsa-nw-concentrator”

y

7 : Admin Server@AVR—HRUk TARY)T AT, ARAL EJUR ipmEA 2V RR—)LL 1=
FTARTORASDN—DaNEREHIBR T AL ENHYFES .

6. 7VFIL—FK JOLREBEETLES.

NEBURSFVEHFIS5—

LT A LLIWNA—Dau[TE#FH L ESET & RDEISLGIS—HFEAELFELT-.
.Repository 'nw-rsa-base': Error parsing config: Error parsing
"baseurl = 'https://nw-node-zero/nwrpmrepo /<version-number>/RSA'":
URL must be http, ftp, file or https not ""

BELEARIZEELIDYETS .
ROBEHEERLET S

o URLANWW ServerrRRk L IZTFEET S,

o ELLVREFERAL . AR—XFHI|BRL TLVS.

RAFBEHERTS—

Update for <host>

Ir5>—
)(“ N Error updating host <ip-address= Toversio_n <version—number>.
Check the logs. See Troubleshooting Version Installations and
:/‘ Updates for more details.
pE  TVITh A—DaVERERL, [PYIT RS RRAROTIT RS g B &
Joa—k JOERIE I LETH 7YIT—F TOEREEBRLET.
I RRARADN—CaVBH OERERHAITLET
BE L CWTHEMERSNTS .
2. EINTEHLLIN—23UITTVI T TELRWME B (T ROFIEEETL TS
fRRE LY
EITEIINW Server L DR DOJEE R LET (FzEAIE. IR SAUhbtail -
fARVRERITLED) .
/var/netwitness/uax/logs/sa.log
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/var/log/netwitness/orchestration-server/orchestration-server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out

IS5—(FhonnI DD EELIDITR TENFETS .

3. FNTHL7YIT—r 2B A TELWME & (X ATy2005%2REL T, hAZ7T— 4
R—FIZHBR WG HELEEL.

B/ r—DFR R I5—

I5— /3 —avxx.x.x.xDPYITT7—DF#A1E

Ay RDOTVTT—h 1T NR OHERA

g— RSA Linkh\s/ S —S %290 0—R LTS
[ROEFH 17— NROMWERBAIE. [FRAM Ea—h oA 75/ THRANEE#H T3

M B, 27U THVHIZR VLY S —Uhipd e, [RSA NetWitness PlatformDE
;i r—C0MBe 1 54 7odIcR T ENET .

1. [RSA NetWitness Platform®DE Fr/WWr—2 DR B 1 54 7045 TIRSA Linkhiss by
=% AT o n—R &9 )WL ET .
2R BIRLIN\—Da DE H I74IUAE FNARSA Link R—U MR R SNET
R 2 RF—UUH AR YR S —CERIRLET .
[RSA NetWitness Platform®D7YS 57—k /s —2 OB 1 54700 h B =, 7V
T—bk 1N —DFH BRI T A [ N TERELS AV E—U R RESNET

OpenSSL 1.1.x

15— RODMHIIE, OpenSSL 1.1xAM VAR —)LESNTWSHIRAN MosshP 547U ERITLIZG &
Ay | [TRET OB OHAHsshITF—ERLTLET .

— $ ssh root@10.1.2.3
o ssh_dispatch_run_fatal: Connection to 10.1.2.3 port 22: message
d authentication code incorrect

OpenSSL 1.1.x%{# A L TL\%954 7k hisNetWitness Platform7R AR (2 £ #k A—Hh%ssh
TEHLKLS5ET BE. CENTOS 7.xE0penSSL 1.1.xDM 1ZH #214 AVE L=, ZOI5—H
ffE HELFT. UTICHIERLET.

$ rpm -g openssl
openssl-1.1.1-8.e18.x86 64

Bt DHHEE S VANEITURN SAVTHEELES . LTITHZRLET .

$ ssh -oCiphers=aesl28-ctr,aesl92-ctr,aes256-ctr root@10.1.2.3
I've read & consent to terms in IS user agreement.

root@10.1.2.3's password:
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Last login: Mon Oct 21 19:03:23 2019

NW ServerLl 5 A/ \FE H T5—

Is5— /Varélog/netw}tness/orchestration—server/orchestration—server .1og T\
*y | ROESEIFT—HFELFLT-.

27— API|Failure /rsa/orchestration/task/update-config-management

s [counter=10 reason=IllegalArgumentException::Version 'll.x.x.n' is not
d supported

NW ServerrR Ak D/ \—30F B #7 L= T. NW ServerL 5 DT RTHHRARZERFE L/3\—
DAVICEFH T EIBLENHYET . f2EZ X NW Server£11.4.0.00511.6.0.0 7 YT T—k

MR  95& NW Serverkl 4% OFRRk DM — D7 YT T—h /18R(&. R/ A—30( DFY.
11.6.0.0) 7217T9 . NW Serverd 4% DFRRRZ 5l D/\—23( 1=EZ 1L 11.4.0.0H%
11.4xx) IZBE#FHLKLIET B4 COIS—DRRINFET .

2DMERFZAHYFET .
g& o NW Serverbl 5 DFRRAR#11.6.0.017YTT—kLET .
o NW Serverld S DRRAN B #HLFEFA(BRE D/N—2a &) «

aRUE AV HL0E i & ORANBE R OT5—

RANEATSATREF LTI LIZRIC, —5 (U5 T71—RITRR )T —h

Byl TRISAVE—ULRRENET

SA Server IP-Address version-number

B CLIZERLTRRMNEBREH TAHEETEFRFA. I—F A2 T7—REFERTH
HEMHYET .

iR % A—H (BT —AD[RAN ] E2a—THRAE)T— L ET .

7v7L—K # MDReporting Engine & it B}

B 1L4EEDIXDN—23u 11617 YTIL—R LT | Reporting EngineF—E AN i
B MCEESZERA KRERYRIEEHIDHYET .
R 547 Fy—bt. 75—b RT3, Lif—h RT—BRADT—HAR—X T7/JLHEIEL . IEE
[ZA—F TEGELVATBE M ABHYFET -

COREBERRARTHICE. ROFIEEZETLET .
B L LT SRR I LRBL TS ERBLES .
% /var/netwitness/reserver/rsa/soc/reporting-engine/logs/reporting-

engine.logZ7MIVERE. ROTOWVEHERLET
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4T Fr—bDAT7AIILHRIEL TV & L. ROATHR RENFET .

Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
mare than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2.jdbc)dbcSQLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message.DbException.get)dbcSOLException(DbException.java:345)
at org.h2.message.DbException.get(DbException,java:168)

org.springframework.beans.factory.BeanCreationException: Error creating bean with name
‘chartSummaryDAOImpl": Invocation of init method failed; nested exception is
com.rsa.soc.re.exception.ReportingException: java.sql.5QLException: Connections could not be acquired from the
underlying database!

T7—h RT—RZADIT7AIVHAEE L TLVSE & (X, ROOTHR RENET .

Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2.jdbc.)dbeSQLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message DbException.get)dbcSQLException(DbException.java:345)
at org.h2.message.DbException.get{DbException.java: 168)

org.springframework.beans.factory.UnsatisfiedDependencyException: Error creating bean with name
‘alertStatusHandler’: Unsatisfied dependency expressed through field "alertExecution5tatsDAQ"; nested exception
is org.springframework.beans.factery. UnsatisfiedDependencyException: Error creating bean with name
‘alertExecutionStatsDAOImpl': Unsatisfied dependency expressed through field
'persistedAlertExecutionStatsDAQO'; nested exception is
org.springframewaork.beans.factory.BeanCreationException: Error creating bean with name
‘persistedAlertExecution5tatsDAOImpl

LiR—k XT—RZADdbI7AIIVHBEIE L TLSIE & (L. ROOTHR REINFET .

org.h2.jdbc.JdbcSQLException: File corrupted while reading record:
null. Possible solution: use the recovery tool [90030-196]

SA4T Fro—b T—AR—R TPV EERRTHIZIE. ROFIEEEITLET .

a.

b.

Reporting Engine —ERXFZE 1L LFT .

livechart.mv.db 774 L%,
/var/netwitness/reserver/rsa/soc/reporting-engine/livechartsZ#JlL

Eho—BRGERICEELES.
Reporting Engine—ERXZBE L FT .

F: COFIEEEITIHE —BDFAT Fr—t TESNKRONSE HEMELHYE

o

T7—b AT—ARFFLR—F RT—2R T—AR—X D74 VOB B ZfE R T HIZIE.
ROFIEZERITLET -

a.

b.

Reporting Enginet—EX#FZ 1L LFT .

B8 LT=dbI7A )% /var/netwitness/reserver/rsa/soc/reporting-
engine/archives7AIAIZHAER T MDalertstatusmanager.mv.db I 74 JLE=(E
reportstatusmanager.mv.do 7ML CE SR AFET .

Reporting Engine—ERXZBEHLET -
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FEMITOLTIX. FLYPAR—REEZHE Reporting Engine restarts After upgrade to RSA
NetWitness Platform 11.4. |25 B L TFZELY.

il =8 IN—3011.61279 79 L—K L1=1& T. Reporting Engine—E RN B 2 B ShFH A

Reporting Engine—E X[, R DWFTNADE M IZKYR B LA LME & HABHYET .
BEE - workspace.xmlAVEE FT S TLVELY,
- livechart 2T —3~"—X T AE LKE SN TLVELY.
- JCR(JackrabbitJiRZC k1)) HT54) +—& R THIEL TS,

C R RE Z i iR 9 BIZIX. Reporting Engine —E XD V Ak —)LENTLVHAdmin
Server_t TReporting Engine#% 17 1)7/\!) *Y—) rsa-nw-re-migration-
recovery.sh) ZEI{TLET .

¥ : Reporting Engine® 1T A/ \— Y—JULR DG T IZHYET -
/opt/rsa/soc/reporting-engine-11.6.0.0-<Tag>/nwtools

1.SSHCNetWitness Serverl Z#E & LFE9 .
2. R Mk %3 17 L TRE( Reporting Engine) Y—IVEfEELET .

tar -xvi rsa-nw-re-recovery-tool-bundle.tar

BRE  3(+To3) B OTALINJIREY—IL TP IVER BT HE A L. TALINUEE R
LTREY—IIEZBRETEET . XOAVKREEFTLET.

mkdir <NAME OF THE DIRECTORY>
tar -xvf rsa-nw-re-recovery-tool-bundle.tar --directory <PATH OF
THE DIRECTORY>

4ROARNEEFTLTCRIVILEETLETS .
./<PATH OF THE DIRECTORY>/rsa-nw-re-recovery-tool.sh

FEMIZDLTIX. Ly R—REE = [Reporting Engine Migration Recovery Tool | %
SRLTZAL,

Log COI |ect0r"j'—EZ( nwlogcollector)

Log Collector®4 > Ak —)L B41&. nwlogcollector—ERFE {TL TLVDRRAM LD
/var/log/install/nwlogcollector install. loglZRESINFET .

I5— <timestamp>.NwLogCollector_ PostInstall: Lockbox Status : Failed to

P open lockbox: The lockbox stable value threshold was not met because
+— the system fingerprint has changed. To reset the system fingerprint,
S open the lockbox using the passphrase.

IREA  F|##% . Log Collector®LockboxZF {CEMTEFHATLT =

NetWitness Platform|20%/4 2L . Lockbox(MStable System ValueZJt vk 95 &[2kY. &
fRIR  RTL 4 =TI E IR LET . BMISDOWTIE. [ATREDER AR D
% [LockboxDtF)7T15% & DIE AL | k12330 Stable System Value Dtk | £5S 3>
S RL TS,
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I5— <timestamp> NwLogCollector PostInstall: Lockbox Status : Not Found

=} B # % . Log CollectorMLockboxh'& B SN TLVEH A

@k Log Collector®LockboxZf# F 9515 & [, NetWitness Platform|20%'A 2L . Lockbox%
BRLET. E#MICOWTIE. [OTIRE DIER A AK ]OI Lockbox DX T15% E D
B INEVIES B LTZEL,
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<timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox
maintenance required: The lockbox stable value threshold requires
resetting. To reset the system fingerprint, select Reset Stable System
Value on the settings page of the Log Collector.

Log Collector®MLockboxMStable System Valuefd il 74—ILk Z' ) vb T2 EAHYET .
NetWitness Platform(Z04/4 2L . Lockbox@MStable System ValueZ'JHzvk LEY . M (=D

g* WTlZ. [ AR E DfE RS 1R DI Lockbox DX 11T45% T DR AL | FEYIIZH 5
['Stable System ValueDtzwbk | 2023 %5 B L TZELN.
I5— DecoderDMA AR DIREZRIBLEISELFTHAKBLET .
é‘y_ .i'-J% 27 II31:4-‘-:4';_ "Il'-':'_ECCCIE’ NwDecoder[8852]: [Decoder] [failure] The PF_RING
9
COEBERRRTHIZIE. ROFIEEETLET
3k 1. SSH%{& AL TDhecoderrRAM THEH L FET -
& 2. ROARNEETLES.
yum reinstall pfring*
systemctl restart nwdecoder
NW Server

hosmadlE. NW Server®DRAk £ M /var/netwitness/uax/logs/sa.loglZEERAFNFET .

TYIIL—R % BEEOIH. FO0—/\)VE B 2R T SNT=5E 5 TR 13X SN TULVE LI ER
o hWFELT=.

EIPe

i o ]
RDAE—UDsa. loglliR R SINFEL =
Syslog Configuration migration failed. Restart jetty service to fix
this issue
BEE W Server®FO—/ LB E R E £, 11L4xxF L5 xxDD11.6.0.0 DB AT ITE KL
FL 1=
. 1. SSHTNW ServerlZfE#LET -
= 2. ROATREEITLET .
orchestration-cli-client --update-admin-node
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Orchestration

Orchestration Server®A% (&, NW ServerfRAk £ D/var/log/netwitness/orchestration-
server/orchestration-server.loglZEERAFNFET .

]

Repo

1. JENW Serverih AR ZT7VvTOL—K L &SELFEL=A. kB LFELT-.
2. ZORARMDTYTIL—REBEHITLELES. BELXKLEL-.

orchestration-server. logl:m DA t—hEE EEINES .

"'file' wvirtual returned False: cannot import name HASHES""

TvFIU—R 25k BRL1=IENW Serversi Ak Tsalt minionMN7v7 L —K &h. Biggish
TULVELAT REE BBHYFET S

1. 7YFIL—RIZR B LT=IENW ServerrR RN IZSSHTHERE L FT -
2. ROARNZEEITLES

systemctl unmask salt-minion

systemctl restart salt-minion

3. IENW ServerrRAk D7YFTGL—K #B R 1TLET .

rting Engine—E X

Reporting Engine D # 041X, Reporting EngineZ3E 1T L TL\S7RAM L D/var/log/re
install.logZ7MIURFSINFET .

<timestamp> : Available free space in /var/netwitness/re-
server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
required space [ <required-GB> ]

Reporting Engine D $T (& + 2 X T4 RVE I AVEULV=DIZK B L FL 1=,

OF A—VISREN TV BR B EICELETT(RAVABERRLES . T(AVMHE
18 %2 W I 575 £ 12 DUVTIE. [Reporting Engine #& B T4 F | T 44 DK £t L—h 12
X i F BDIzHODAR—RAE M 1ZE R L TS

Event Stream Analysis

N—23V11.61ZF7v T L—K L1z T. ESA Correlationt—/\—(E#E ki Shiz=7—4%2 V—
ANoDA AU EEF LEE A
Invalid username or password at

com.rsa.netwitness.streams.base.RecordSourceSubscription.run
(RecordSourceSubscription.java:173)

CORBEZERTBICIE. ROFIEEZEITLET .
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NetWitness Platform®D1—4 /24 J1—XT.

1. (Configure) > [ESAJL—IL] IZB L FT .
[ESAL—IL] /SRIILTUIL—] 2T DR R anET .

2. [IW—N]1BTDATLay "RIID[EARBEIOTT. EARESERLET.

3. [F—AY—R] I3 T TR Y—REBIRL T, Y—In—D A %5 )L E
ER

4. [—ERXDBWEIF(70IT. FDT—RJ—ADI\RAT—KZEZAHLET.

5. [EHOTARIREE91 )99 T, ESAY—EREBE TEAIEEER L THS.
[OK]ZEZ')WILFET

I B SNE=TRTOT—42 V—RIZDOWT. B DFIEZETLET.

6. EARBICERZMAI-Z. [§I<CEAIEV )L TESAIL—IILEARIEZH
BALET.

ESAr ST a—T1 716

ESAIL—)UZEK>TF7F—b HME B Shii iy

75—k AR RTINS S (K. ESAIL—ILDE A RT—RREHE R LTI,

1. Bl (Configure) > [ESAIL—] > [$—ER]1 4TI BBLES .
[H—ER]E1—A%K T &N, ESAH—EREE A B DRT—HRATRENET,

2. EIDIAT 3]/ \RILT, ESAY—EREZEIRLET .

3. YRR DEH—EREEIRL. GRIO/NRIITEABEOFIZHEZRLET . 847X B D
ESAIL—ILE AIRBEFRLTLET.

4, ESAIL—ILEABECHZ. ROFIEEZEITLET .

a. [ESATIVUVOMEHER] O30T [BRHARVMN IR L] DEEERLES .
N E AD. T—ADEE ER T AB Y AT HON TS LR TEFT . [RH AR
VrHIDBEAODIEG S (T BARENT HEZELTVFEEA,

b. [IL—ILOEHTER]I o T (AT LBV DEZERLET. £
BIL—ILHHDIGE L. ZOT OIEA ShIIL—ILOBEH#EET 1 o a0 TED L IIL—ILD
HMEEZELTET .. EVLIL—UIIE. BODAIRTEINET . BRHIIL-UIIL HED
AR RSINET
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Rules Services Settings
ESA SERVICES ESA - ESA Correlation <
| esa- esa correlation ren
SESA - ESA Correlation
Engine Stats Alert Stats
Esper Version Notifications
Time  2019-12417224308 | RulesDissbled 1 |  Message Bus
Events Offerad 11406057584 |  EventsMatched 272891
Offered Rate 62,222 per second / 335,
Status
Deployed Rule Stats
I rall r
L[] Enable ~ | Name Rule Type TrielRule  Last Detected Events Matched Memary Usage
[m] . Espe: No 0 bytes
[m] Esp N 201 122:16:1 0 bytes
[m] Espe: No 0 bytes
[m] Espe: No 0 bytes
] User Login Baseline Advanced Esp e 1.20 MB
O Mulsiple Failed Logins from Muldple Diff Sources t..  Esper No 2019-12-11 22:16:23 4080 0bytes
O RDP Inbaund Traffic Advanced Esper No 0 0 bytes
| Page |1 of1 | | Pagesize 100 - Displaying 1 - 100 of 100

5. BALBIWN—NEANLTOIBELNHDEE L. ROFIRERITLET -

a. (Configure) > [ESAJL—IL] > [IL—IL]1 218 8L . |7 I/L—ILEE ATULVBESA
I—IVBEARREZEEEALEY.

b. [—ERIFTIZRY. IL—ILDENDEIDERERLFET . LB EREBNGIH S (L.
/var/log/netwitness/correlation-server/correlation-server.loglZ#HBESA

CorrelationH—ERDAOY J7/ JVEERLFT

3 AELGLE QA —/\—AYRFR E T B0, [EIZTFRN T—3%E FELAR F—(2DU\T

(X ESAIL—ILEWADIRT— AV DEIR 1A 7RIS [ KX F NI FRANGELIATS I
HHEIBEENFELT=. 11.4NDT7YTHL—K B [Z. NetWitness Platformld. B DIL—ILD[ K X F /M
XERMNBELIATL I EZEBLFEA. BFEDIL—ILEIS JL—ILT., [KXF/INXFERX B

L1AT L avzwE f TELLE oA F—TIOA T VB IR SN TNV & . TDRT— AV
#REL. FIORYIREADIZLEWTEB R BELELSETHEIS—DHELET .

IR ALk . UEBA, Livear 7Y JL—)LHE BE L TLVELY

IR RAUR BEVUEBADI T VIZIN Z .\ Live TIE f 97 BESAIL—ILDZE B (3t i 3 516,
ESA Correlation —EXTIE. LDHDAZ F—%H —fH( X FF|) hoEHIE(XFHE ) TE
BHIBAULENHYELT-. NetWitness Platform 11.4LL[% . X =F 5l Hhis 3 =F 5| B2 51| ~DZE B H\dHof=

55 ESAIZEDTIL—IL RAT—h AN DEEFHAE AR INTIT N, XFIHNEHIDEE(C
DWTIE. FEITHREILE L DA REE A HYET .

1LAUBE TXFEHNE OAZ F—5XFHEHN B DA X—ICF I TERE I BIZIE. TESAER A
FIDTESAHBEIIL—ILOE IZEE 5 B! AR F—%E R 1ZS BB L TSN,

BT DIVRRAb . UEBA. LivearTY JL—ILE{E F 9 4121 NetWitness Platform/\—3>
11.4LLB& MESA Correlation —E XTIl R DT 74Uk O BUE A% F—HW E T,
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action , alert , alert.id , alias.host , alias.ip , alias.ipv6 , analysis.file
, analysis.service , analysis.session , boc , browserprint , cert.thumbprint ,
checksum , checksum.all , checksum.dst , checksum.src , client.all , content ,
context , context.all , context.dst , context.src , dir.path , dir.path.dst ,
dir.path.src , directory , directory.all , directory.dst , directory.src ,
email , email.dst , email.src , eoc , feed.category , feed.desc , feed.name ,
file.cat , file.cat.dst , file.cat.src , filename.dst , filename.src , filter
, function , host.all , host.dst , host.orig , host.src , host.state ,
inv.category , inv.context , ioc , ip.orig , ipv6.orig , netname , OS , param
, param.dst , param.src , registry.key , registry.value , risk , risk.info ,
risk.suspicious , risk.warning , threat.category , threat.desc , threat.source
, user.agent , username
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accesses , context.target , file.attributes , logon.type.desc , packets
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2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [alert, alert id,
browserprint, cert thumbprint, checksum, checksum all, checksum dst, checksum
src, client all, content, context, context all, context dst, context src, dir
path, dir path dst, dir path src, directory, directory all, directory dst,
directory src, email dst, email src, feed category, feed desc, feed name,
file cat, file cat dst, file cat src, filename dst, filename src, filter,
function, host all, host dst, host orig, host src, host state, ip orig, 1ipv6
orig, OS, param, param dst, param src, registry key, registry value, risk,
risk info, risk suspicious, risk warning, threat category, threat desc,
threat source, user_agent] are still MISSING from multi-valued
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2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [accesses, context target,

file attributes, logon type desc, packets] are still MISSING from single-
valued
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