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@ Crizical  Concanteator Meta Rate Zero Concentrator nwappliance28763 1031125172 Concentrator/Meza Rate (current) 0
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»

| Page 1 | oft | | C M AutoRefresh ltems 1-130f 13

NETWITNESS SUITE

9 NetWitness SuiteDNJLRAEZADES 18



DRTLAVTFIORTAR

R —DE =

R —ZE, A—NEZR L =L DL, RSAMMR T 5L DAHYFES . RS —TIE, RDA
BREEELFT.

o RIS—DFE AR ET B —ERERRL

o TI—LEEMTHI—IUMETRIEICKYIEE)

o RUL—EMHIF 224327

o To—LhMIA—3NTEEITEM T HEF LTDIA(Z2Y,

B E T A5 BNy EL T, [NetWitness SuiteDE §i & H AR — 155 B LTSN,

EPKI( A BB ER) A E QPR U NRAT—RREE N T 5RO —ZHE B TESDLIIC
ﬁL)isz:o

RIS —03E
1. [FE]> [NLRE=AR]IZBRELET.
2. [RR—187%5UILET,
[RUL—1Ea—hRRENET,
3. =T U woesLET,
16 B3 BRUS — DB 1 31 R 1THE & TEAHRRR EH—ERD— B AR RENET,

NetWitness SuiteMNJLRAEZADES 1] 10




DRTLAVTFTUR AR

Alarms Monitoring Policies

Palicies
+ - |

Admin Server

A
W

Archiver

Broker

Concentrator

Config Server
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+o =1 ® X
b [0 Archiver
¥ [ Eroker

4 Concentrator

@ 54 Concerntrator Monitoring Policy

o|
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PKIAR)S —DE B (TR EMNZUTLL T DX YFET,
1. FTLLWPKIARJ—FEBMLES,

@®
Aarms  Monitoring [EEINUSSCR System Stats Browser  Event Source Monitoring  Settings
Policies Host: SA PKI save
o -Z 1 BY M Enable Last Modified:  2016.05-04 03:51:14 PM
» D Archiver @ | | Hosts
» ClBroker @ | Choose the hoss, senvices, and groups that your healh policy applies o
Q@ +¢
© O Name~ Gmm s
» [(JDecoder o O LOCALHOST Host
[RRSTOE. |, P o
Rules
Ao ©  pene  wart t trigger an alarm for the Security Analyics health problems (definition includes severity, statistc the alarm applies o, threshold, and chreshold at which the alarm clears). After you define the
Sam sler
SAPKI + -
» [J1PDB Extractor © & enovie | Name ~ Severity Category Statistic Threshold
» Clinciden Mar o ¥ Alert When a CRL Expi... ~ Critical PKI SA Server PKI CRL Expiration Alarm <=0 for 0 MINUTES
LI )
Policy Suppression
© | | i the time periods tosuppress polies
(]
+ TimeZone: | UTC (GMT+00:00) ~
(]
O pays Time Range
@ Click on + to add suppression to policy
[ ]
Notification
I L . L

2. METEWMICBATHIL—ILEEMLETS,
. CADEZEARR

Enable “
Name Trsuted CA Certificate Expiry Time
Description

Statistic PEI ~ | | SA Server PKI Certificate Expiration ~ | TRUSTED_CA ~

w2400 For 0 £ Minutes

v 2400 For Minutes

Time Zone: UTC {GMT+00:00)

Click on + to add suppression to rule

. CRLOEBhEAR
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DARTLAVTFTUR AR

Add Rule

Enable ~
Name CRL Expiration Based On Time
Description

PKI ~ | | S5A Server PKI CRL Expiration hd

= ~ 2400 For 0 £ Minutes

w0 For 1 < Minutes L\\:

Time Zone: UTC (GMT+00:00)

Click on + to add suppression to rule

Cancel Save

o CRLORT—HZAR

Add Rule

Enable ™

Name CRL Status
Description

Severity High v

~ | |5A Server PKI CRL Status hd

~  Valid For |0 £ Minutes

~  Valid For |1 £ Minutes

Time Zone: UTC {GMT+00:00)

Click on + to add suppression to rule

Cancel Save

« Y/ GEAZ OFEAR

NetWitness Suite DNJLAEZADES 187 14
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Add Rule

Enable “

r%me |Sewer|Cer‘ti"'cate Expiry Time |

Description

Severity High e
PKI ~ | | SA Server PKI Certificate Expiration ~ | SERWER_CERT w
= v || 2400 For |0 | Minutes
= w2400 For 1 < Minutes

Time Zone: UTC {GMT+00:00)

Click on + to add suppression to rule

Cancel Save

RS —OR %

1. [FB]> [ANREARBEHLET,

2. [RP—=12TE0)9LFS,
[ARUS—1E1—DKR RShFET,

3. RARFEIFH—ERDT TRYS—( f=£Z [£Concentrator Policy Status) ZEIRLFET,
R —DF IR RINFET,

4. BroywLET,

RIS —D4 Ril (1=&Z [XAdmin Server Monitoring Policy) &7RS —5E #ll / A LHYR &£
AIBEITIEYET .
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RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Aarms  Monitoring VIS System Stats Browser  Event Source Monitoring  Settings

Policies Admin Server: Admin Server Monitoring Policy m
+ ZIBY Rules and suppression schedules of Out-of.the-box policies cannot be directly modified. Duplicazs the policy if you wish to 5o moddy them
[ Enable Last Modified: 2017-02:2012:00:00 AM
45 Admin Server 0
Admin Server Monitoring Policy Services
» DY Arch ] Cheose d th policy appl
b [ Broker 0 +
o 0 Nam Group. Typs
| o Grw

(]

1]

] Jinproblems (defndon nciudes s alarm applies 0, th

(1]

0

Category

0

o h

] oo

Imi Stoppe 3/
a-

NETWITNESS SUITE 11.0.0.0-170918082456.1.2bcbc92

5. RS —FM/N\RILTRERBEREZMAT, (REIEZINILET . ROBEHEERITTE
ij—o

« R —BERET D,

o RJ—FH ML FIEEM LTS,

o RUD—THRRMBLUVY—ERZEE M F=(XHI R T 5,
o RUS—TIL—)VEEM. HIFR. ZET 5,

o RUS—THIHI %38 00 /4R & /EIBR T 5.

o RS —THE & Z8 /4R S /HIBR T 5,

FREIZVIITHE BEL/ENE DFERITE DVTRID— IL—ILhVE A ShE
Y, Fz. RESNIL—LADIL—IVE B EZAI—ER)—2 KN b EhET,

RUS—08 &

1. [BEEB]> [NLREZR]IZBELET,
2. [RI—=142TE0)9LFET,
3. RARFIFH—ERDT TR —( fzEZ [LConcentrator Policy Status) Z:E R LFET,

4., @57')‘77L¥70 NetWitness Suite[Z&>TR)—haE—an, Tt DR —%& 2%
fTmML=& B TRRINET,
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RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @admm- @

Health & Wellness

Aarms  Monitoring [N System Stats Browser ~ Event Source Monitoring  Settings

Policies Decoder: Decoder Monitoring Policy [ soe |
+ Z | B b4 Rules and suppressicn schedules of Out-of-the-box policies cannot be directly modified, Duplicate the policy if you wish to so modify them
¥ Enable Last Modified: 2017-01-20 12:00:00 AM

» [JAdmin Se 0 .
¥ [ Archiv 0 Services
» CJ8rok 0 Choose the hosts, services, and groups that your health policy applies to
» [JConcentras 0 +

0 Neme Group Type

| oup
0
for the NetWitness Sute health problems (definition includes severity, staristic the alarm applies to, thresheld, and threshold at which the alarm clears).

0

0

0 Enable Name » Severity Category Statistic Threshold

Stan fINUTES
0
apture pture Packet Rate for 2 MI
0
0"

NETWITNESS SUITE 11.0.0.0-170918082456.1 abc6c92

5. BWayyysL ., RIS —n& §1%5%E B LES(F-£Z (L. Decoder Monitoring Policy(1)%
New Concentrator Policy Status[CE B LFEY),

FEBEELUERS—ETIHI TEDE SN, RANEF—ERDE| YUY TIFRE S
hEEA, E R LIRS —%E B L TNetWitness Suiteq > I75A SO9F ¥ DIE & %
B AEZES R I BDRIIC. B E T SRR EH—ERZZOR)—(ZE|YY TET,

Y—EXE X IN—TDE| VLY T
RANFEEP—ERER)D—IZEIYE THIZE, ROFIEEETLES,
1. [BEEB]> [NLREZR]IZBELET,
2. [RP—=1527%5 )L FF,
[RUS—]Ea—DRREINFET,
3. RANFELIETH—ERDT TRUD—( 2L EB IR —) ZEIRLET,
R —DF M NR RINFETS,
4. [Y—ERT o avnv—n—ctEopsLES,
5. ROWLWENIDT I3 EE R LTSN,
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o RANDIGE (X, BIRAZ2A—IS[TIN—TFTF =L [HRRAN ] ERIRLFET,
o H—ERDIGE L, BIRAZ2A—DS[TN—F1F=EX[H—ER]IEZIRLET,

6. —ERFIFTTIN—TDELLEEIYY THMNZIELY., ROVNWFNADTI I EETLE
j— o

o [TI—TNERIRLEBEIE. RRSNBEMITIN—F1F4705T, BEDRANE
= IF—ERDT I—TE=EIRLFT,

Add Groups
Groups Services
Name Filter *
& Name Host Type
Concentrator MWAPPLIANCEZ2655 Concentrator

Cancel Select

[V—ERIZERLIEE (L RnShpEM —EX]F/7057T, L2 0Y—E
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7.

AEERLFET,
Add Service
Groups Services
Mame Filter *
= Name Host Type
[l Concentrator MWAPPLIANCEZ22655 Concentrator

Cancel Select

RUL—IZBIYE THTI—TE I —ERDE ([CHEHF IRV REERL T, #1470
TOLERIRIED )L RID—EE M/ \RIILTIRFIZIIVILES,

ARV —DRATIZE DNT, BIRATRE L H—ERD I ILASNE T, =&AL
Concentrator®4 7D —Mi5 & |&. Concentratorb—E RADHAHZE IR TEET,

Y—ERFXTN—T DA B
RS —hSRRE FFH—EREHI RS BIZF. ROFIEERTLET,

1.
2.

[&E]> [ARE=F] B BLET.
[~ 54TEIIILET
(RS —] Ea—hiR R ShET
P—EROF TR —ER R LET,
UL —DF A R SNET
ARR EFIEH—ERERRLES
— OUILET.
IR L TR R S —ERAVRUS — Aol B ST,
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I—ILOE I F-(34R &
R —IZI—IVEEBMTBIZIE. ROFIBEZEITLET,

1.
2.

[EE]> [~NREARBELET,

[RUS—12TE9)0ILFET

[RUL—]Ea—DRFTINET,

RANFEIFH—ERDT TR —( fz&Z [ECheckpoint) ZE R L FT

RS —DFEM IR R SNET,

BEF DIL—ILEB NS Bh, F=FIL—ILEEB M T EMNIEST, REXEFTLES,
. BINTBISE, LS arnyv—n—TcFEIILES,

. RETRITE. [L—LIURFABIL—IVEERR L. D00l ET,
BATOTIBBIGEZAALT, L—IEE R FEIEHLET,
ROBITRT LI, [REA] Zr—ILE B IMShTLET,

Add Rule

Enable “ -
Name Check Point
Description Trigger alarm when Check Point Log Collection stops
severity Medium e
Checkpoint Collection v | Collection State ~
= ~ | stopped For |1 | Minutes
= v~ started For 1 < Minutes

Time Zone: UTC (GMT+00:00)

Time Range

™ Sun Mon Tue Wed Thur Fri Sat 00:00 To 00:15

-

Cancel Save

[OK]ZEV')ILET .
=LA RS — B N ( £ IEXEH) ShFET,

W—ILEHF DIERTFRIER T
[IL—IL] 1SR ILTI—ILE DFl 2R R EIFERRICTBIZIE. ROFIEEZETLET,
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1. [EE]> [ANRE=R]ICBELES,

2. [R—142T%#0)0LFS,
[RUL—1Ea—DRFRSNFET,

3. Y—ERDOTF TR —EERLET,
RS —DF DR RSINET,

4. [W—N] I\ RIUBBELET,

Rules

Define the conditions under which you want to trigger an alarm for the NetWitness Suite health problems (definition includes severity, statistic the alarm
applies to, threshold, and threshold at which the alarm clears). After you define the alarm rule, enable or disable the alarm.

[l Enable Name ~ Severity Category Statistic Threshold

O [ ] Concentrator.,  Medium Concentrator Queries Pending Alarm >=5 for 10 MINUTES

O [ ] Concentrator...  Medium Devices Seszions Behind Alarm >= 100000 for 30 MINUTES
O [ ] Concentrator..  High Devices Sessions Behind Alarm == 1000000 for 30 MINUTES
O ® Concentrator...  Critical Devices Seszions Behind Alarm >= 50000000 for 30 MINUTES
O [ ] Concentrator...  Critical Concentrator Status Alarm != 'started’ for 0 MINUTES

O ® Concentrator... Critical Datzhaze Status Alarm !="opened’ for 0 MINUTES
O [ ] Concentrator...  High Concentrator Rule Error Count Alarm = 0 for 0 MINUTES

1 - Pl ok, Caisieal Pl o, KA Do f =1 AL =N £ D RAIKIITOC

5. [ATFEAVIOBE DOIvIED )L T, [FI]EEIRL. [(#E ] BV RE] OF IRy X
#=A2I12LET,

IL—ILD— & THFH| DR R EIERTIE, FoIRWIREA L E-IATIZTBHEIZLHT
PYE ZDBIENTEET,
=] IARIIDIL—ILE B TE L TRIRSNET,
—ILOHI B
RS —DoR AN E S —ERFHI R T 5I121E, ROFIEEZEITLET,
1. [BE]> [NLRAE=A]IZBELET .
2. [RB—1527%5)9LFT,
[RUS—]Ea—hIKRFTENFT,
3. Y—EXDT TR —EERLET,
RS —DEF AR RIhET,
4. [I—=JL]YRE D5 )L—)U T=&Z [LCheckpoint) ZE R L FT,
5. T &#O)WILES,
FEIRLIZIL—ILARS —DHI RS ET,
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=L §l

L. [RP—]18TE0 )L FET,
[R)S—1Ea—DRRINFET,

2. H—EROT TR —EZIRLET,
R —DE DR REINFET , IL—ILEHNFI 3 D8 M D B (L, IL—)LER A ITEMT
BEE, FIIIN—INERE T HLEZITIEE TEFET .

3. IL—IIEEMFE-IFRELET,

4. (=B ]F =X [N—IDRE 1 FA 7T DLI—IUNF 1 /3R ILT, JL—ILEHT
THEBLEHZDEFEIEELET,

RS —DH] &

1. R —ZEMEFRELET,
[RUS—]Ea—DRREINFET,

2. [ —HIH ]/ SRILTR DI EETULET,

a. [BALJ—2]1RBYTF U YRR DDA LT =V IRLET,
CDRA LT —UFAR)D —2 R (R —H il &)L —) VNG Ofl 77) (S8 A EhES

b, U—bs—oFESHLES,
c. R)O—%HFTHERLFZDEFERZIEELET,

A—JLE &N B N
RS —A— LB EEB M T BIZIE. ROFIEEETLES,

1. R —ZEMEFRELET,
[R)S—]Ea—DRREINFET,

2. [EA]/SRILTR DR EETUVET,
a. V—In—oFrEspoLES,
% B OA—LBETARTRENET,
b. A—JUBETHUT DEELTERLET,

e [ZEFHIITEMAATERIRLET (DR OYTEIY YR DIE DY —RIZDLY
Tl&. [ NetWitness Suite > R TLIER AR IO BB D OB 1S B LTS
Ly,
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o DERY—N]1FTEMY—NERRLES (DR AYTEIY YR DIE DY —XRIC
DWTIZ. [ NetWitness Suite > A TLERETAR 1D BRI Y—/\OWER 1S B LT
F=&Ly),

o [TUTIL—RIBITTUTIL—bF H—\EBIRLET (DK OVTEOL YR DIED
Y —RIZDWTIX, T NetWitness Suite > XTLE L1 F 10T ERTTIL—b O
B 1ESBLTZELY) .

T HETELEZESR ADANILAEZS A—JLB SN, NLRAEZS TUTL—
DT IHIV DA—)UE L FEB M T B5E (X, [TIHISDrA—IUE B EE O
51%S B LTSN,

A— Vil 51 OB B
AL —IA— LB EE M T B, ROFIBERTLET,
LR —EEME R E LET,

(RS —] Ea—hiR R ShET
2. LB/ SRLTR DR T VET

2. A—LBHERRLET,

b T EOUSHLETS.

SR U1 0 A1 B ST

T4 DA—) Ut B EE D

R —IZEE E LB A ZESTE B ENBA—IUIIE AILREZADTIAILE DA —)LiE %1
TUIL—h Dol 2 AR YA FENFEA, HFR2PRMYRAFNEWNMEEIZE. R EFRETS
HEIHYET, CONEBFIETIIYL2EZTVIL—FIEBATEAERIZDODVTEHRBALED,

BELETANE Y EL T, TR —1E2—1 B KU NetWitness SuiteDZE #il & HE AR — 155 IR
L Ty,

A= LB IIANIIVREZADA—=I)L ToTL— DB L EEMTBIZIE. ROFIEEZETLE
d-o

1. [BE]>[VATLIIBELET,
2. [AFLa ]/ RIILT, [Fo—LBEH I8 IRLET,

3. NLAEZADA—)L T TL—h (Health & Wellness Default SMTP TemplateZs &) %3
RLFEF,
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RSA' RESPOND

INVESTIGATE

MONITOR CONFIGURE  ADMIN

L Global Notifications
Updates
Output Servers | Templates
Licensing
X
Emai + l #

[ Global Notifications L Name ~ Template Type Description Actions.
Legacy Notifications Audit Logging Default Audit CEF Template el
System Logging Audit Logging Default Audit Human-Readable Format fed

lobal Auditin - . : -

Global Auditing Defauts SMTP Template Event Swream Analysis Default SMTP Template %
Jobs

Default SNMP Template Event Stream Analysis Default SNMP Template fed
Live Services
URL Integration Default Script Template Event Stream Analysis System default FreeMarker template for Seript netifications fol

€8

Context Menu Actions Defaul: Syslog Template Event Stream Analysis Default Syslog Template fol
Investigation ESW Defauk: Email Template Event Source Monitoring ESM Defautt Emil Template Y
ESA -~

ESM Default SNMP Template Event Source Monitoring ESM Default SNMP Templace &
ESA Analytics
Whois [0 ESM Defauk Syslog Template Event Source Monitoring ESM Default Syslog Template &
HTTP Proxy Settings Health & Wellness Defaul: SMTP Template Health Alarms Health & Wellness Defaul SMTP Template F o SIS

»
NTP Settings
Page 1 of1 | | ¢ Pagesize 25 v Displaying 1 - 12 of 12 templates

11.0.00-

[T TL—kDFE

HIFAT7OTHRTENET

Exoo0 , [FoFI—h174—IR T, L& EN\YIFITaE—LET(H L ENIFAF

RRLTCul-CEHLED),

Define Template

MName *
Template Type

Description

Template *

Health & Wellness Default SMTP Template
Health Alarms

Health & Wellness Default SMTP Template

// RECOMMEND: Use this line from the template as the Email Subject line
when defining Motification Type
MW Health <#if state == "ACTIVE"=>${severity?lower_case?cap_first}
everity<#else>${state?lower_case?cap_first}</#if> Alarm:
${ruleName!"Unknown Rule Name"} on ${hostName!"Unknown Host Name'
_—-

<head=

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
</head>
<body bgcolor="#eeseee" leftmargin="0" topmargin="0" marginwidth="0"
marginheight="0">
=table border="0" cellpadding="0" cellspacing="0" height="100%"
width="100%" id="bodyTable">

Cancel

NetWitness SuiteMNJLAEZADES 1R
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5. [FtIVIEDIOLT, ToTL—ERALET,
6. (HATIETEH)IILT, BHEEIRLEST(EEZIEINILREZSR]D
7. WxH L ES,

[A—ILEHIDEE ] F(7OIDRTEINET,

8. [FRIT4—IKDTHFRN RV ADEZ/NNYIT7T—ARA DE B ICEERAFT(BEFEOTF
ARENATARRRLT, CU-VERLZEY) ,

Define Email Notification

Enable U
H&W Email notification

To Email Addresses * pratik.shah@rsa.com,scott. marcus@emc.com

Subject Template Type  Health & Wellness default email subject

MW Health <#if state == "ACTIVE"=${severity?lower_case?
cap_first} Severity<#else=%{state?lower_case?cap_first}</#if>
Alarm: ${ruleName!"Unknown Rule Name"} on
${hostName!"Unknown Host Name"}

Cancel

90. (REFIZVIILET,

VAT L E DEE

[ ATLEEET TZ0H] Tl RRR  RRAR TR ITSh TSV R—RUb, #iEtHT3, @
Al D 5T 2B IR Dh\, F=(FRAL, avR—xUb, A7, #HEt DEE O AE HEIC
FOTRTRITAAFBERETAIWILET , [FHRER T T DIEF LBIR TEET,

AT LI E TSOFITOERT BITIE. ROFIEEERITLET,

1. [EE]> [NLRE=ANIZRBELET.
[NLRE=AIEa—DR RSN, [7TT—LIFZTHEHEEET,

2. [DRTLEETFOY] 2750 )ILET,
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[LRT L ET TS0 TR RENFET

RSA RESPOND INVESTIGATE MONITOR CONFIGURE  ADMIN

Health & Wellness

Monitoring  Policies ESEENNEIGEVIEIE Event Source Monitoring  Settings

Host Component Category Statistic Order By

Any v | Any v Any v Clear

Regex Regex ®Ascending (Descending

Host Component Category Statistic Subitem Value Last Update Historical Graph

spelad els

Configu

tems 1-50 of 1160

| NETWITNESS SUITE 11000

VAT LR DI1VE
VAT LR E [FRDVNT DD E TIIVEL TER T HIENTEFY .
o FFTE ORAL TR & Shi=#f 5t
o FE DAUR—RUM TIRE SO
o BEDIATEIRFE DATIIE I 585t
o BIRLIEEETHEIZY—+
DARTLEE DUVARNEDLIVET B
I [BE]> [NVREZR]IRELES.
[NLVREZSIEa—DR RSN, [75—LIFTHREET,
2. [DRTLEEER TSI E2DIILES,
[LRT L& TS0 2T R RENET

NetWitness SuiteMDNJLRAEZANDES 1R 26
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RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Event Source Monitoring  Settings

Last Update Historical Graph

Maximum Memory 31.42G8

Admin Server Processinfo Memory Utilization 74116 MB

w1 o2 1) )1 C

NETWITNESS SUITE

DRT LI ET DURRER DT NDDA & TI4IVELET .

o FEORAS DL RATLIREH R R T BI2E, [RRAR] R OYTF 0 YRR DSHRRN %

BIRLFT,
BIRLIZARRAS DV AT LI AR R ENFET,

o BEOAVKR—RUF DV AT LI EN ER TS AL, [AUR—RUN I FOVTESY )

AR MSaAUR—R R EEIRLET,
BIRLEOVR—RUM DV RATLE S AR TEINET,

. BEDOATIVDY AT LIS 2R T T BIZE, [ATIV] T4—IK THTFIDG R %

AHALFET,

[Regex] ZZE IR T D&, RegexIAIAMNB R TIEVET , COTINAZEMIZT HE T
FANDERKRBRENETIN, —BHTIATIINRREINFET, [Regex] &R
LAVG & (X, JREVY 13— ?uF Y R—k ShET,
BIRLI-ATIVDOV AT LIRS DR RESNET,

HEt DURNEY)—k 3 BIZ(X. [OrderBy] 5 TIEF % ELET,
ERANDHFE D ETER T TDICIE. [BE 12— IR I DEEIZEAALE
ER

[Regex] ZZE IR D&, RegexIAIWAMNB N TIEVET , COTAINAZTEMIZT HE T
FADERKRBRENETIN, —BHTIATIINIRREINET, [Regex] &R
LAEVG & (X, JREVY 13— vuF Y R—k ShET,

BIRLEHE OVRATLBE AR RTShET,

R OE (. NWAPPLIANCE106047:Rk TI4JLAL | fR et HT3)DMK IE TURS ST =

27
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VAT LR E ISP ERLTLET,

RSA RESPOND INVESTIGATE MON

(l Event Source Monitoring  Settings

11.0.0.0-170509133233.1.96608ad

3. 4 Dt OFMERTTHICIE ROFIRERITLET
a. TEERLTREAEERLFTT,

b. =0 )ILET,
[(#ET DM ] AR RSINET,
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DRTLAVTFTUR AR

Stat Details >
Host 14e55222-12ba-4212-2376-20a2ebed 9903 -
lostname MWAPPLIAMCE 10604
Component 1D appliance
Component Host
Marme Mounted Filesystem Disk Usage
Subitem fdevishm
th
Plugin appliance_df
ugin Instance dev_shm
Type fs_usage
ype Instance
Description Disk usage information for mounted filesystem
fdevishm
Category FileSystem
ast Updated Time 2017-07-14 03:11:18 PM
value 15.71 5B size, 12.00 KB used, 15.71 GB available
Ra alue 1.686943792E10 bytes size, 12288.0 bytes used,
1.6869445632E10 bytes available
Graph Data 14e55322-12ba-4af2-a376-
20aZebeadso3/appliance_df-dev_shmifs_usage
Stat Key 14e55a22-12ba-4af2-a376-
20a2ebed9993/appliance_df-dev_shmifs_usage
stat_collector_version 11.0.0.0
Filesy=tam tmofs =

[ADMIN] > [ NLVRE=R] > [V RTLFEE TS99 E1—DSFEEH/ SA—40
BB CDUTIE, T[S RT LS I59H]Ea— 155 B L TGS,

VAT L & OFF B Fv—k DX R

Y& L=V AT LR 5T OFF B Fv—h 23, EIR LR FEEE ITh=2% B O EH S 975
E|ARRINET

BEFr—E2RTTHICUE. ROFIEEZRTLET,
1. [BE]> [ANREAR]BELET,
[NLREZAR]Ea—DR RSN, [7I—LIFZTHRREET,
2. [PRTLEE T 2TE0 0O ET
3. [PRTLEHETZVYIFTT, BRI O ER R T 2=0DT AR EFRELET,
4. [BEFr—r15IT, hEBRLFT,
BIRLU-H A OB EFr— R RINET,
R OB [F, RS DAEJF A EHE O B Fv—k Ofl 2R L TOES,
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Historical Graph

Host: Memory Utilization Time Frame Current Day v

Zoom 1h 6h 12h 1d A

1l From | Jul 9, 2017 To | Jul 10, 2017

21:00 10. Jul 03:00 06:00 09:00 12:00 15:00 18:00

10. Jul 06:00 _——12:00 T8:00
[11] »

average

Click and drag in the plot area to zoom in

COFv—hIE. § B 18 O ERRL. 1B RE (1085155 ~ 11K 155) DIEEX—LA
VRRTDIINAIRAZXINTVET . Fr—hITRAUFEEHEDLE. B E DR A TO
AR TINES LRI CORITIE, 11EF005 DAENERAEARTINTUVE
d—o

X (FHEESEE]BSIUBFEE ] EEIRTILELY, Fr—hRTREDRITAATEE
T EDX—LA OB 85 B 258 & TE5(FH. TOVBEZI LTRSSV T 52
[Z&Y, Fr—bEX—LRTTEET , RTRDHWAREITA XX —LA A EE DFFEH DT
X, TS RTLHS DB EFr—hr 1ZS B LTSN, 95700 N E P &, —EXFE
T2 IEFRRS D ZDRE R = IE L TUV=2EFRLET,

H—ER$i &t 17 8 DEE 1R

NetWitness Suite|Zl&, —ERDAT—ARCENEEEE R T DA EPAE SN TVET,
[H—ER]I DA Ea—IiE, WEK R Y—ERDRTLIER . T/AAAHFEL TLVD
RAN DY RTLIEBR IR RINFET , SHIC, SOUEEB ASMET T —D PR LTMY Fr—
FTCRRTEET, tvlar Y4 X, viar, /Yo D EHBERICOVWTIE, BEA2MLS
A2 Fr—h TRRTEFT,

H—ERDFA TG CCTHI A CEAM AR RIEELGYFET N B EDER(FTTRTOIT T
NARIZH BT,

NetWitness Suite CH—ER# FH B HRZER THICIE. ROFIEEETLET,

1. [EE]>[H—ER]BHLET,
[H—EX]Ea—bD R RENFET,
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2. Y—EREERL. [7/2aV]FITIRRI> [HEH]IEZRLET,

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Decoder &
=
Key Stats Service System Info Host System Info Physical Drives o
0 MbPS o 09 (7 ";
v
0 MbPS amB 1,005.4 MB = a
=
31.4GB 31.4GB I
Packet 126.1 MB 22.6 MB =
o
31.4G8 31.4GB =
ket minut
Ju Read 4 hour: 3 minut
017-un-1 2017+ul-10 13:13:48 Ready
2017-1ul-10 15:04:35 20174ul-10 10:30:42
Gauges - Page 1 of -+
Memory Process BX ey B Memory Process Max

| NETWITNESS SUITE

3. Ea—FHhRIRARTBICIE. ROFIEEETLET, Fr—hEFULOH. BRALE
9, &R [#ETFry—h FLAIZEBE T 5L, FIA ARG Fr—h AR RSINFET,
I FELETIRSVWILTIBFEEBLET, &R, [(F—D1woiavsdz—&F L
[ZESYIL T, [ EH I o3> DL TR E TEET,

B—IFIEFv—h A0 & 1E R 0B fin

[—EX]D[#EH 1 Ea—TIE, Y—ERTU, BRI AR ERENDRAITA AT HIENT
EFT, [#EFFr—b bLATIZE, Y—EXTR ARG TATORFERIA—BERTS
nFEJ, MEFEHRIT. ERINGTERDRATITIECTRAGYES . [#HatFr—b bLA]
NOMEHERIE, T—OFFEALFAY Fr—h TRIRTEEY, Eviay 44X &y
LAy, o DIEEH R RIZOWTIE, BERA LAY Fr—h TRIRTEEY,

a5 DT — DI AL

[—EX]DL#EE IE2—THEEHRROF—CZER T B, ROFIEERITLES,

1. [BB]I>[H—EX]IHHLET,
[EE]D[Y—ER]Ea—DRTREINET,

2. Y—ERZEIRL, [772aV]FITIRR]I> @I EZRLET,
BAIHRE Fy—b FLADBRTEINFT,

3. FLADULEFERTVSEG S N &I T 5HE. AR R H R DU DR
RSNFT,

4, [#EEEFv—b FLAIDS, EBEDHEHBEREIIVIL, [F—21w02avITk SVILE
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‘a_o

REAFEROTS—IMERSINET , =D DAR—ZAHMEUVME & 1L, [F— 15 avIc
HFLOR—UAMER SN, FILLWR=DIZHF—=DUhB IMEhEd, T Ol T, [#HEt
Fy—b FLAIHBR ST BTEKST, [F—2 10237 Active CPU TimeFv—hk
B MEINTULET,

Gauges - Page 1 of 1 A=+

H X CPU X Memory Process Max 10D Active CPU Time X
Name 4 Value .
Dis...  Memory Process Max

Path  /sys/stats/memory.process.max

Sta..  MEMOry.process.max

0%

1.0GB

Active CPU
Time

#ETHIE DI LS Fr—bh DIE L

HEHEHR DI LAV TAICIE ROFIREETLET,

(L&t Fv—bt FLAIDD. FEHIEREVIVIL. [BLA LMY Fr— 1 F I [BEFY—
M ELaVIZESVILET,

MEBERDIA LTI Fr—bDMERESNFET , Fr—h DAR—RHEMEE &, [F1LF
A2 Fro—b 1202 avITFH LLR—UDMER SN, FTILLR—DITFy—h DB INENET,

T OBITIE, [#HETFr—b bLAIDBR FVITHIETEST, [BA LTIV Fr—h 1103
IZAssembler Packet PagesFv¥—k ANE I SN TULVET,

Timeline Charts - Page 1 of 1 A—+
Memory Process @&X CPU 10D
1.18 T 2.0 =
838 2M t 1.5=
558.8M — 1.0
z?;.dr.:j 05
oo T T T T T 0e T T T T T
11:08 am 11:08 am 1:10 am 11:11 am 11:13am 11:06 am 11:08 am 11:10 am 11:11am 11:13am
Memory Process Max @X Assembler Packet Pages @X
67.58 T 72.0
50.68 | Frs
= - i3
oo T T T T T ne
11:08 am 11:08 am 11:10 am 11:11 am 11:13am

[#f &t Fr—bk L A1 TOHR & 17 T DIR =

MEHFHMER R T DICIE, [BRFBEIT4—ILN IR R FE (Tsession ] 75 E) ZA AL T, EnterZ
HLETY, BRI IMETARTSN, —BIIHEEBEIRARTINTT
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Chart Stats Tray 1>

Search |session| X

Stats

Assembler Sessions
Stat Mame:3zsembler.sessions
Path:/decoder/stars/assembler.zessions

Session Bytes
Stat Name:session.bytes
Path:'database/stats/session. bytes

Session Bytes Last Hour
Stat Name:session.bytes.|last.hour
Path:/'database/stats/session. bytes.last. hour

Session Completion Queue
Stat Name:pool.session.complets
Path'decoder/parsers/stats/pocl.session.complete

Session Correlation Queue
Stat Mame:pool.session.correlats
Path:/decoder/stats/pool.session.correlate

Session Decrement Queue
Stat Name:pool.session.decrement
Path:'decoder/stats/pool.session.decrement

Session Export Cache Files
Stat Name:=xport.session.cache.files
Path:/decoder/stats/export.session.cache.files -

| Page 1+ of2 | » » | C Stats 1-12 of 24

HEERS—> 0T T DR E

[—EX] D I Ea—D[ 75— 1202 ar TR, HEERL 7O T—OHB X TR R
SNFES, AR DTS OTOTAIRERRETT . TRTDT—VTHA M IVERE TEE
T, SOIHRE AL T/ \TAHHIEDLHYET

F—OTONT1 DR &£
1. [BE]>[H—ER]IBHLET,
(BB D[Y—ER]IEa—DRTINET,

2. Y—EREFIRL., [7OLaV]HTIRR]IS> M IZERLET,
[H—ER]ID# & Ea—I2X[F—2] 202 avhBYET,
3. TOINTAERET D7 —UITBELET (=X (X, [Memory Process]) .
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Memory Process Max X

21.4GB

18.0GB 44 0GB
12.6GB 50.3GB

5.3GE 314G8 58 6GB

0.0 Memory Process 82.8GE
Max

4 [FOISTFATATN ) EOUIL T, 1 SA—5% LEER RLET,

5. [RIRB 14— DEZ/NATANFR R T HITIL, EDER 5 ( [Memory Process] 7 &)
ATV OIILET

i 2B TR, D2 DDMEES )L THIRE K EICEF R YEE A, ChonTon
TAXT—UTRIREE TELRL=HTT,

6. [RTEBUHHLIMEZA ALT, [T 73 &) £oL£T,
[Memory Process] DX HYIZHFH LULVEA R LDR RENFET,

[F— 19230 ~0% 5 IE R 018 0

(BB Fo—h FLA]AB[H—S] 2o 3 I sHE R ER 59T T B HE-T, H—S%
BIMTEET,

I st Fr—k FLA12RET 3z, 2oL Es,

2. FARZB—JLL. [Session Rate (maximum)] (w3 L—h (& K) )G EDHETHIEHRE
EZERLFES,

3. [Vl avIHEtiEHRENSVILET,
FLWW—UN =2 woiavcRmEINET,

BALFGAY Fo—t OTO ST 1 DR £

BALSAY Fr—hIZIE, BITH O 5 HRA LA VIR RSINFET , [V—ER]D[HiEt]
Ea—IZl&, UTZIWAA LERE FE ELNS2EFE DFA LA UHBHYET . [#HETFr—k FLA1IZH
BT X[ BA LAY Fr—b 1 I aVITR VI TEET, Eviay 44X, wyiar, /N
b DR EH B R IZDOWVTIE, BEAMLSAY Fry—h TRRTEXT, B R DI LS
Fo—hDTONTAIREFHETT . TRTDIALTAY Fr—b TAANIVERE TEE
T, SOIHRE R B T/ ST A B A ET B HYET .

Fr—bIFIOERTBICE. ROFIEZEZEITLET,
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1.

[BEE]> [H—ER]BELET,

2. P—EREERL. [BEI1EVIILET,

[—EX] DI i I Ea—DRTENFET , Fr—hIE, COE2—ITHYFET,

BALZGADTUINT1 DR E
BALZGAY Fr—rDTONTAZRE T AL ROFIEEZETLET,
1. TONTAERETB3M LAY Fr—b BB LFET (=LA IEL. [Memory Process]) .

2.

Timeline Charts - Page 1 of 1 A=+
Memory Process BX CPU X
1.18 : 2.0
838.2M | 15
538.8M - 1.0
;7;_1”3 0.5 =g
0o T T T T T 0e T T 1 T
11:08 am 11:08 am 11:10 am 11:11am 11:13 am 11:08 am 11:08 am 1:10 am 1:11am 1:13 am
Memory Process Max X Assembler Packet Pages X
8758 T e
= ' i3
00 00

| I I
11:06 am 11:08 am 11:10 am 11:11am 11:13 am

[FOFA) AT ) EOL T, 1 55A—4% LEER R LET .

3. EEFTILIIILT(FERIR, [RRB 71— EZRETREICLET

& COBITIE, 2 DODIEZEY )L TR E R EIZFAYVERA, ThioDTn/ T
[FFv—h TR K TERLV=DTT,

4 HLWMEZAAL. [T 71 ) oL,

FLIMENR BRENT=BA LMY Fr—bARTEINET,

& BE Fv—bk D70/ T4 DR &
BREFr—bhDOTO/\TAERETHICIE. ROFIEEEITLET,

1.

2.

3.

BEFY—NBHLET,
[T TATA )OI T, 1552 —5% LEER R LET,
EZEZ7 )L T(T=EAE, [BARB 1 74—I/LE DM 01/27/2015)) [EEFRE R REIZLFT,

HFLWMEZANLEYS,
DLETHNE, [BTRHILIRFTRIEHRELET,

(T84 743 ) 2oL ET .
#7 LU ME A B SNF-TB B Fr—h AR R S ET

35
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EBEF—tDOTNTAZTIAHINZEL, AR B LR T BDEHIBMICEFHF NS
FITTBICIL, R B LR T B DEZHEIBRL. [BAE B 1 70—ILR ICh—YIILEE VT, T
SOYEBRHLET,

BA LFA2 Fr—b ~OHf 51 1E i D& hn

[# &t Fr—b FLAIDS[RALIAU] I VIR BB EN 50T HTEITELOT, 24
Loy Fr—haEBMTEEY,

1. [#stFr—k FLA1ERET 3z, oL Es,

2. FAZXZO—)LL. [Session Rate (maximum)]( i3> L—h (& X)) B EDHEHIEHR
FERLFET,

3. [BALSAV]eoiavI#ietBHREN SVILET,
F LW LA A LTA ]I aVITRREINFET,

KRRk EH—ERDE R

NetWitness Suite[Zld, 42V AR—ILENTNVSHRRF BLUH—ERDAT—ARREFE R T5HH %
PAEBEINTVET, TRXTORRSDIRE DR BIKE . HFHRANTEITHFOY—EX, CPU
FREATNERE. RANDFEM . Y—EXDFEMER T TEET,

NetWitness Suite CTRAN BEUH—ERZE R TBICIE. ROFIEEETLET .
1. [BE]> [ANLREZR]IZHRFHLET,
[NLVAEZAIEa—DR RSN, [T5—L]12THEHEEET,
2. [BEfRIATERIRLFET,
TIHIE T [TRTIVIL—TIZE T 5T XRTCORRS BLUZDRE & H—EXDURR A

RIRSNFT
& RAS DEEENE AT 2R, CPURE R R, AENERENRTINET,

NetWitness SuiteMNJLRAEZADES 1] 36



DRTLAVTFTUR AR

R5MA RESPOND INVESTIGATE MOMNITOR CONFIGURE ADMIN

Health & Wellness

Policies System Stans Browser  Event Source Monitoring

e seem Stopped Services Stopped Processing Physical Drive Problems Logical Drive Problems Full Filesystems
= e 1] 3 0 hosts) 0 hosifs) 0 hosts)
-] Sawc® 00 PURLIER ) B
Servite HESRR StAtUS | Rate Nare SErvice Type cPU Memory Usage Uptirie
] L] Srous 5 g 2 ™ 2
alwars
® e ‘s minute
i 418 ME 3 da i
B 2450 ul -
sanvite HEARN SAtuS | Rate Namie SErCE Type =0 Memory Usage uptire
Read L Bro 3 30 ME
=sad £ cl-
Read 3N
Read &
Fea %
Ready = @ . HWAPPUANCEZ2OD. Imwestigat.  [Imescigas & & minuze
L]
Page (1 | of1 1 Displaying 1 -2 of 2

RAN DE B 2HDaEx )L ET (ald, RRAMIH—ERDBS VAR —)LEh TS5 & (1
KIRSINED),

3. BIRLIZARRMZIAV AR —=ILENT LS H—ERDAR DR RENFET,
H—ERTEIZE BT NEEERT—ARRX. CPUBERE ATNFHE. REBERIRT
INFEY,

[8 R 1 Ea—TORRF EH—LERDT1)V5

ROBFEDNTNOEFEALT, [BERIEA—IIR R T EHIRRNEF—ERETAIVAT HIEN
TEFEY.

o BEDVI—TIZR T HHRRE

o 5 E ORAS EENITEEE DITON TS Y—ER

o P—ERIMZE L SN TULVSHRRR

o« Y—EXTUIEAE LLSNTULSH, LI AF DI STLSHRRR
. MBRSATIZRHEHLIHEHERL

o HEBRSATIZHEHIBHEERL

o T7AIL VAT LD — RITLESTULSRAR

BEYHFEVIITDONTIE, T[ERIE2—1ZS B L TS,

37 NetWitness SuiteMDNJLRAE=ADES 18



DARTLAVTFTUR AR

RAS E—EREDAWARE T BICE, ROFIRERITLET .
1. [BE]I> [NVREZR]BREBLFT,

[NLREZAIEa—DR RSN, TIHITIT5—LIZTHEHEEET,
2. [BERRIFTEEIRLET,
3. ROWTNHDSA % T, RRNEH—ERED4ILELET .

. BEDYVIL—TIZE T BHHKRRR & FORRMZEE Dtohi-—ERER R T 5IZI1E.
[TI—=TIN\RIVTIOIN—TERRLET,

BIRLEIIV—TIZE T BT RTORAL &, ZORANZEE DIFohi=H—ERM, [k
AR IN\RIUZR RENET,

F RRRDTITE, [BBIR—CTER T IL—ThomGEnET ., [BEE]
R—UTHERENET ATDYIL—TMNIITR RENFT

=&z (X, [PI—T1\RILTLC_GroupJ IL—TEE IR T BHE. FDTIL—TIZET ST
RTDRRR DR REINFET,

o WMIBEEIELTWAY—ERDIYANER R TBIZIE, [RRAR AR TAREE D]
=L ET,

DI EBIDDY—ERDRAT—AZAN LB (= 1E F ] [T 5TLOERAR DYRR AR R E
nFEg,

X EEB DRI, NetWitness Suite| 48 B SNF=F RTODRRA DY AT L#f 5t %
RRLET, TIL—TDI4I2EERALTH, KRRRBFEDYFEFA,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Monitoring Policies System Stats Browser  Event Source Monitoring Settings

Groups Hosts Filter
Name Sodnt Stopped Services Stopped Processing Physical Drive Problems Logical Drive Problems Full Filesystems
Sal 1o 0 5 0 host(s) 0 host(s) 2 host(s)
= NWAPPLIANCES Status: CPU: 6.15% Memory: 21.78 GB/31.42 GB
Service Health Status | Rate Name Service Type cPU Memory Usage Uptime
Ready [ ] 0 Broker Broker 0.3% 22.18 MB ay & h
Ready Reporting Engine 7.2% 153GB ay & h
Ready Orchestration Server 0.2% 753.33MB ay 8 h
Ready Security Server 0.2% 664.82 MB ay & h
Ready - Admin Serve Admin Server 0.1% 728.84 MB ay & ho
Config Server 0.1% 688.21 MB ay 8 ho
Invesigate Server 0.2% 678.88 M8 ay 8 h
Ready - ) e Respond Server 0.2% 742.2BMB 1 day & hou .
| Page 1 | of1 | | C Displaying 1 -5 of 5

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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E:ERRIC. BU R TANAZEIR T HILEY, KRR EZNITEE & DIFonf-—ERDY)
AR ETAIVZTEFT

- [—ERE L FIZEDIIT HE, H—EXMME IE DT RTORRNDYRNER RLE
d—c

-[(MBEFSATEE]IED)IVIT 5L MEFSATIREIHERASDYRRER RLE
j—o

- [TANARIRVORITRRN DR ETEA T HE, B I ORAS EZDRAN TRITENTLVD
Y—ERDYRF DHERTLET

TRA OF i D8 48

RANTREIREL-E SRR, ARYBIUVCPUDFE AR R, SATLIEHR . MERS
AT REBRSAT, T7MIL SV ATLDFHMER RL T, SHITFHLEGAE TEFT,

RAFDFMERTT AT, ROFIRZEETLET,

L [HE]> [NARESRBBLEYS,
[NVREZSIEa—DR RSN, [75—LIFTHREET,

2. [BEf]1A0EEIRLET,
3. [RAR]INRIVCRRREI)ILET
[RRAN DFEMIE—DEH LLR—D IR RTENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE9 @

HOST AND SERVICES °
Host Details
| Host
System Info
Broker
. Memory Utilization

Reporting Engine rest

E cPU Used Memory 21.74GB
Qrchestration Server

i Total Memory 31.42GB
Running Since 7

Security Server Current Time Cached Memory
Admin Server Uptime 1 day 6 hours 59 minutes 40 seconds Swap Utilization
System Info ~ Used Swap 0 bytes
Config Server o 10.0-514.26.2.17.x86_64 x86_64 Total Swap
Investigate Server
Respond Server Physical Drive || Logical Drive || File System Adapter Message Bus
State Enclosure slot Failure Count Raw Size Inquiry Data

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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H—EXDF¥ H D8 11
H—EXDF M. AE)DERELCPUNFEAE | DRTLER. BRLE-Y—ERIZEFD
EEFMBERER R TEET,
H—EADHMER TTBICUX. ROFIEERTLES.
1. [BE]> [NLRE=AIZRBELET.
[NLREZR]Ea—DR RSN, [TT—LIFTHRHREFET,
2. [BERI1ZDEZEIRLET,
3. [FRAR]/SRIVTHRRR DEEs oL ET
FORAN TEITHDY—ER—E IR RTINET,
4, WFNDDY—EREIIILET

FLLWR—UITH—ERDEF I EA—D R ;R SN E T, Archiver. Broker. Concentrator.
Decoder—ERD[FFMIEa—IZ(F, [H—EX] LM ]/ SRILHHYFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Alarms Monitoring Policies  System Stats Browser  Event Source Monitoring ~ Settings ~ NWAPPLIANCE10604 - NUENIZNENNaPFIL-]

ERVICE N i

Concentrator Details
Host
Service
I Concentrator

cPuU 0.5% Used Memory 2.62GB
Running Since 2017-Jul-10 10:30:32 Max Process Memory 31.42GB
Build Date 2017-Jul-09 07:19:42 Version Information 11.0.0.0
Details
Aggregation Stat started T 54:45
Meta Rate 0 Time End
Meta Rate Max 97222

Session Rate

Session Rate Max

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

ESA( Event Stream Analysis) Y—EXD[F##l ] Ea—IZ(E. [Y—ER]BLU[FEM]/ RIL
[CIMAT. EMNMOHEEHRIAR RTINS [ERIFTEIVMIZTHHYFETS,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Host Services Event Sou Health leliness

Alarms Monitoring Policies = System Stats Browser =~ Event Source Monitoring  Settings  JUEGGRENIEI VAL

ESA Details

Host
Service
I Event Stream Analysis
CcPU Used Memory 14GB
Contexthub Server = ’
Running Since Max Process Memory 31.42GB

Entity Behavior Analytics

Build Date Version Information

Rules Monitor VM

Deployed Rule Memaory Utilization

Event Stream Engine Average Estimated Memory (last hr)

'dbedblefi bdfb8cSed Local Defaulz)

Local ESA (Defaulz)

Local ESA (Default)

‘ NETW 11.0.0.0-170709005430.1.9127d8d

Malware AnalysisH—EXD[FEHI 1 Ea—IZ(X, [H—ER]/FRIUZHDZ T, 1B H0 0% 5t
BIAR R INDIL—I], [ARVR]IBLUVIVMIZTHHYFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hea ellne:
Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE10604 ~ NWAPPLIANCE22655 - EEVIGRENTaLEEL R
Malware Details
Host
Service
Broker
. CcPU Used Memory
I Malware Analysis
Running Since Max Process Memory
Build Date Version Information
Events VM
Number Of Events For Past 24 Hours Average Processing Time
Number Of Files For Past 24 Hours Events In Queue
Number Of Events For Past 7 Days Events Processed
Number Of Files For Past 7 Days Events Per Second Throughput
Number Of Events For Past Month Session Time Of Last Event
Number Of Files For Past Month
Number Of Events For Past 3 Months
Number Of Files For Past 2 Months

‘ NETWITNESS SUIT 11.0.0.0-170709005430.1.9127d8d

Reporting Engine —EXD[F# Ml ] E2—IZ(&, [Y—ER]/\RJUINIZ T, BN OHEHIE
AR RTINS LHR—L 12T EIVMIZTHHYET
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE L @:@mm ANQ

ervices Event Source: Health & Wellness yste e

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCES @

HOST AND SERVICES ” - J—
Reporting Engine Details
Host
Service
Broker
crPu 14.8% Used Memory .53 GB
I Reporting Engine = ’
Running Since 2017-Jul-10 10:04:28 Max Process Memory 31.42GB
Orchestration Server
Build Date Version Information
Security Server
Admin Server Report VM
Config Server Number Of OAs Failed In Last Hour 0 Number Of Active Requests 0
Investigate Server Number Of Reports Failed In Last Hour 0 Average Time Taken For RE Requests 0 milliseconds
. Number Of Rules Failed In Last Hour 0 Number Of Enabled Alerts 0
Respond Server
Maximum Time Taken For RE Request 215 milliseconds MNumber Of Alert Execution Failed In Last
, 10 Minutes h
Number Of Requests Completed 2543 OMinutes
Max Number Of Rows Fetched For 10 Max Rows Fetched For Alerts N
Charts Number Of Requests Failed In Last 10 N
M
Number Of Chart Executions Failed In n=
Last 10 Mins h Number Of Requests Received 2542
Number Of Enabled Charts 15 Number Of Requests Failed 0 £

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

FE R DOAELELT, [RRFDFM I Ea—DA TS a3y /IRIUI— B R RINESGF—ERESD
LT, [Y—ERDFEMIEL—2RTTHELTEFET,

EH—EAD[FMIEL—DFMARBAICONTIE, T[BERIE1—1ZS B LTI,

ARk V—RADEE R
NetWitness SuiteDA Nk Y—R BRI THEBE 121X, R OBEBEABYET,
. 71’()[/7.'——/ ‘—O)ﬂﬁ_l‘

o ARUE Y—RELUVEEE 3§ BCollector&Log DecoderT/\f RIZBH § 5 & Shf-Eo1—%
RH#ELFT,

o JL—JUTX ¢ BRegexDHYR—k

. fRBR

o TAIVBIJHERE

. BEFY—h

Ffos ANV V—RADE R VR ZATHDE R SNIzA NV B O . IRESHTzAAN

VU DEEFr—b DRERETITENTEEY , A Uh V—REERTAOHIZIE B ELGE
EICRMEER L TEETALIICANUL V—REER T DL EIHYET .
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ARVE Y—R B=R)U T 0 B

AR Y—REE R T E=0IIE M ELREZITRMEE R L TGEETALIITARUS Y—
REERTILEIDYET, BEIT DS BEEVWIIZDONTIE, TIALREZLDE F 1E1—:
ARUE V=R |ES B L TLZELY,

NetWitness Suite TARUh E=AYLJEE L. BRI THICIE. ROFIEITREVET,
1 [EHE]> [NREZR]ICBELET,
2. [BREI> [ARUF V—R]ZEIRLET,

[ARUE Y—=R]IZTHRRSNET,

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE  ADMIN

Health & Wellness

Alarms Monitoring Policies System Stats Browser ~ Event

Event Source Archiver Warehouse Connector

Event Source Monitoring

These setting dictate when to generate notifications for event sources that the system is no longer receiving logs from and where t

HHHHH

3. [ARUk V=R E=UTI T FEIIILET,
[BERRY—RADEMAMRE]FATOAITHR TINET,

4. NetWitness Suite ~NDAJECE DIF IE Z#1& H T 5702, BER /R L HA Nk U—RIZ
DT, [V—=REALT]., [V—REKRM] ., [REIZEELFTT . BIEZEELEIO-
15 & . NetWitness SuitelE, B {E HER E SNDAETAINUL V—REER LG ITES .

FE (V=R ELTE[V—ARBRRR]I2DWVTIE, [BE] > [—EX] > [Log
Collector—ER] > [RR] > [ERIEA—D[ARUk Y—R]ZTT, 4Rk Y—
R LTHERLIEZIEE TA2LEIHYET, ERTHINUE YV—REFEMF
FIFEBLET, 1 Uk Y—REHE AT B/ 5A—2(E, V=R ELTE)—R KRR
M2DTY , JAELH (18— TyF T ETAIR H—R X F)EERL T, 1Rk
Y—AD[Y—=R BLTI E[V—R KRR 5 & TEFT
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Add/Edit Source Monitor

[ Regex

Source Type *

Source Host *

0 Hours

Time Threshold *
0 Minutes

5. [OK]Z&2ILFET,
ARUL V—=AHARIUZR RENFET

6. BRIAEZHER T BHICF, ROVTIAMERITLET
o (A H—NBEEERLET, IEBRLET.

[BE]> [VATL]IS [A—IL H—N\RE ]/ \RILAR TSN, BRI OEELEETE
THIENTEFT,

o [SyslogH—/\EXUSNMPr Sy —n\EERLTT ., 12RIRLFT,
[BEE]> [VATLID[EE DER]/\RILHER RS, @ &1 DiE {E 5k &75 5Sysloge
SNMPh ST L §H5EMNTEET,
7. ERAIEIIILET,
ZDARUL J—ZAMNoDARU S DZFEHME 1L L . B 6 O E AR 8 95 &, NetWitness
Suite (@B #1 DE EZRAIRLFET S
[ARUE V=R BRI DR TFEIEA—DINTGA—EADFHEMMIZDONTIL, T[4RUE Y—R E=
A 1Ea—1ES B L TS,

ARUE Y—R EZBYUTDIR &

ARV Y—R EZAR) 5% E& E LT=Log Collectort—E X( B—A/LCollectorE = (X JE—F
Collector) hME F TE4 {7 o1-15 & . NetWitness Suite(XCollectorh¥i# B SNBE T, 1 Uk
FZIELTUVEWIEFBHLET,

TR JE—FCollector TIxA JLA—/\— B—AH)LCollectorz#E B L . B—AHJLCollectorH’R
22131 Log Decoder|ZT7xA )LA—/\—L 135 & . B H Z L HBIZ(EA—H /L Collector & fiE
BRI 2LEIHYES,

ARUS V—RATDARUS V—R BB %R T HH %
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1. [BEE]> [NLRE=R]IRELES.

2. [BE]I> ARV V=R ZERLET,
[ARUr Y—=R]ZTHRTENFET,

3. [T, FEopsLET,
[fREE ] 57O hE RESNET,

4. ARUL BRI DB HERB T D) —AD[V—RBLTE[V—R KRN ZEELE
ER

Decommission

V¥ Regex

Source Type *  apache

Source Host *

Cancel

ARUE YV—RDI4IVF

TAIWAEBIRL T, ROKIGANUSER R TEES,
o« BHEDIRUL Y—RIZEL TSI
BEDIRUS V=R FLTITR L TLBIRUE

4% E MDLog Collector| &> TUNE Sh =AUk

o« ARNUK Y—R AL, Log Collector, Log Decoder., &% #% UX £ B % DIE (Zif NE 2 5hi=
ARV AR

ARV V—ADVARETLIVET BIZIE ROFIRZERTLES,
I [BE]> [ANRE=R]IBELES,

2. [ARUF V=R E=AYLT ) EZIRLET,

3. ROWTIADF ETIRREDIVALET,

o BEDAINUL Y—RIZEOTE B INFzARULER T T BIZIE, [ARVS Y—=R] T4—)L
RICHBI DAL Y—REFA ALET, [Regex] ZE R L TRegexT1ILAZH MIZL .
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ERIZEIIILET, COTMIWAEBENIZTSHE TFRAFDER KRB RRIAET SN,
— BT HHhTIAVIARRENET , SBIZ, TOTA—ILK TIE, FAEVY 18— vuF o5
HHR—bShET,

BESNFARUE Y—RIZESTE B INTZTRTDARUE BR REINET,

« ¥§ 5 DLog Collector|Z&oTIRE SNFzARURER R T BICIE FEYTFIL YRR HDS
Log Collectorz#RL . EAI1ZE7)IILET,
8 7 &f-Log Collector| 2R TIHEFIFLRE AR V—AHBIRE SNI=FT XTI R D
DAR DR RENFET,

FEROINWAEEIRTHELTEET

BEDAIRNUS V=R EALTDARUNER TS BITIE, ARV V=R EAALTEEIRL., [#E
R1#9)1ILFET,

BEDIANL IU—LRNTRZIELIEARNVNERTTAICE, ML TL—LEEIRL, [E
R1&9)I9LFET, VTHEREZSHITT VAL T, RRESN=-OT D564 F DR A IS
ZEINFARUL Y—ADHINE ENDESICLT-Y, T34 F ORI R IZEZOSH = (E
SINEHDA RV JY—RDHNE ENDESILEYTEET,

BFEOINGA—REZFOHBEADFEMIZDONTIE, T[4V V=R E=AYLFTE2—|ZS BEBLT
= AN

ARV Y—ATOI L 1R+ DO B Fr—h DFE R
ARV Y—RHBUNE SNF=A RNk DFE B Fr—b (X, ZBIR LR & THh=2IRE D
BERICBE T EREIRELET,
BREFr—hE2RTTHIZE. ROFIEEZEITLET,
1. [BE]> [ANARE=A]IZBELET .
[NLREZARIEa—DR RSN, [75—L]12ThFHEET,
2. [ARUd V=R BB %D IILET,
[ARUE V=R EZA)UTEa—DRRENFET,
3. [BEFy—h15IT, hE&BRLET,
EBREINFZARUL V—RDE R Fr—h HARRINFET,
UTORIE, 41Xk Y—R B4 Twinevent_snare DfE FE Fr—k DI ERLET,

NetWitness SuiteMNJLRAEZADES 1] 46



DRTLAVTFTUR AR

Historical Graph

winevent_snare: 10.30.94.35 Time Frame | Current Da}" b
Zoom 1h 6h 12h 1d Al From | Jul 9, 2017 To | Jul 10,2017
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HH
10. Jul 06:00 Weo 1500
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Click and drag in the plot area tc zoom in

T+ OFv—b R R IE BEDOH FITIRESNIZARURER R T SDITHRITA
AENTEY, E (X155 ORI FE(09.05~ 105.058 ) TA—LR RSN TWES, Fr—bk
[TRAUB%EE HEDHE. TE O R TOFEMARRINET, 1z&AE. ORI TIERF L
09.301ZHITHFE HUIRE L—F AR RINTNET,

T (BREEE]ISIVIBFEEIZEIRYTHLEY, Fr—hRREHDRITAIZATER
Yo B DX —LaA X0 ] & B 5% & TEAIFD, TAv B EV )0l TR 999 5L
[Z&Y, Fr—bEX—LRRTEET . RIREDRIVARXT Bf=0OD/INGA—BORX—LAY
WREISDOLVTIX, ARUE Y—ZADURE SN [ NMRE=SIDIBEFr—r]1 1ZZ LT
&Ly,

Fr—h [CT—E0RREINGEGE S (F ROVTIHDEHIE ZNFT,

- ARV Y—RAMMELEL TV,

- ARNUS V—AMNRFE R B E L TUVRLY,

Fo—LOE R

ANIWARAEZAR /2B TT—ATIE. NetWitness Suite B A IR 1B ORA EH—ERIZEH §575—L4
FRELTCEHRTEET, RIV— IL—ILTEE NIz, KRR E—ERICE T 5# 5T RIEZE
HBRDENTOTATILTI—LELTIT75—LIZTIZRTSINET, JHNNREZEBZS

& To—LIFTL—FRRITEY, TOUFTEHIAT—RRIZEHYET,

To—LDINGA—RE [ R —DE B | THRELFIT R —DE BB ET LS B REVIIZD
WTIEL TIANLR E=B]Ea—: [75—LIEa—|ZFS B L TSN,

NetWitness Suite TFo—LZE R I HIZIE. ROFIEEEITLED,
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1. [BE]> [NLRAE=R]IZRREILET,
[NLRAEZAIEa—HAR RSN, TIHIS TLT7S5—LIZTHREET,

A\
(7
®

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE  ADMIN @Iadmm-

Services  Event Sources  Health & Wellness

LEILE Monitoring  Policies  System Stats Browser  Event Source Monitoring

Severity  Rule Name Service Hostname IP Address Stat Value %
@ Crit Concentrator Mesa Rata Zero Concentrator 1031.125.172 3
@i &0 Z
[ Je t Stream Analysi 5
[ oker stopped

L ] oker 1031.12

| Page 1 oft | | C M AutoRefresh

11.0.0.0-170918082456.1.abc6c52

NETWITNESS SUITE

2. [FMI/ N \RIUBEMERTIDTI5—LEDIILET,
3. BRLET7S—LDFMERTIAHICE. ~ (BR)EIIILES,
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Alarm Details

Hostname
Service
Policy
Rule Mame

nformational Text

191-1037-0007

2017-07-10 10:35:43 AM
ACTIVE

CRITICAL

MNWAPPLIANCEZ22655
Concentrator

Concentrator Monitoring Policy
Concentrator Meta Rate Zero

This Concentrator is not receiving meta from its
upstream services, which is indicative of an

aggregation problem or capture problem on an
upstream service,

Possible Remediation Action:

Pleasze check whether aggregation iz started on
the Concentrator, and whether all upstream
Decoders from which it is aggregating are in a
'‘consuming' state. There should be additional
corresponding alarms if this is not the case.

To check the assresatinon status of this

SNMP75—b % A LI-AILREZADE R

NetWitness H—/\a7R—R Uk %85 1 L. SNMP( Simple Network Management Protocol) %
FALT, AELARTLEEICE XTOT7ITATRET—hEH T T HIENTEET,

NetWitness Suite AVR—HRU - DR DEEZE R T HENTEET,
. ERFHOFEICEZEL-CPUDH A X

« ERFAORMEIEIZELIATIERE

o« ERFAHDREICEEL-TARIERE

49
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SNMP 0¥ X

SNMPV3ER B b YT HELUVEBE 18 b SVTEE (E 3 DKL, NetWitness—/\FHE K T 5EH
TEFET, BENSYTIE/ —F IR LI-FELSEEI L. NetWitness Suitea7 77 )7r—3
UhSEEINFET, BERMNIVTE. R T7AILTIE E S8 B (2D T, SNMPT—EY
M5IEE SNFET , NetWitness Suite NSSNMPh ST 4% E 9 5I12(&, 21— TH OH—E
RIZSNMPT—EVZFER TE 9D B HBHYET . NetWitness Suite| 2% F"5SNMPDER 7E 1.
NetWitness H—/ \DA& B 5% & TITOEMNTEET , M IZDULVTIL, [ NetWitness Suite 7R R
PFUY—ER XG—, HAF1DOTH—ERER R TE I T, 15 E ORANCE T 555 0%5 1B
L TE=&Ly,

R

BE (L. setLimitAvt—U (25 15§ HE B DY—ERFKEHIERICH L THRE THENTE
FY . BAEDOREE L, getLimitAyE—C%FE AL TG TEET . HIREHRE T 57=0I,
BREDLRETRERE I CEANTEEY,

RELIE|RDE LT R F=F LR OBBEE 2 &2, SNMPh ST U —Sh, BfE
PR BINFIENBHEINETS , COMSYTKENTRIEZT B o P LREZLE>
=R [EhUH—ShEEAL, EAEE O E( TREIVEARE, ERELYBPELY) IS
R of-EEIZIFRI D SYTH A —EnFS

H—EXDFE L, [—ER]ID[THVARTO—F]E2—F=(IREST APIZEHLTHRETS
HEIHYFET,

RIZ, CPUE R EZE R T 5 E DBl R LET(10%% T B of=15 & £90%% £ [B of-15
B ORE) .

/sys/stats/cpu setLimit low=10 high=90

RIZ, REST APIZE AL CRAEZHRE I 50 ER~LET,

http://<log decoder>:50102/sys/stats/cpu?msg=setLimit&low=10&high=90

CPU{E FH T H90%EH#E 2 HE. SNMPSWTHVE i s Ed,

23435333 2013-Dec-16 11:08:35 Threshold warning path=/sys/stats/cpu
0ld=77% new=91

KRR DSNMPV3D#E

1. [EE]>[H—EX]IHHLET.
[H—ER]Ea—DRRENFET,

2. —ERZERLES,
3. [7U2avlslT, [RR]I>[THRTO—31E0')ILET

4. /—F YRrZERBRL. configdAIAEEIRLET, fz&Z (X, [logs] > [config] DIIE I
RLFET,
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5. SNMPV3#E =R ELET .

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Services
%, Change Service | I Concentrator | Explore ©

= Concentrator

B k=i Concentrator (CONCENTRATOR)

| NETWITNESS SUITE i

H—ERDR E D% 5

1. [EE]>[H—EX]IHHLET.
[H—ER]Ea—DRRENFET,

2. —EREFFRLET,

3. [7HiavlflT, [RR]1> [THRTO—S1&0 )L ET,
4. /J—F YRLEERL. sysDT Dstats TAINSFEHERLET
5. METEHREEIRL T(F=EAE[epul) . B IVILET,

6. RAYIF Y A=a—@D[TANTAIEERLET,

[TR/TAIIRIVDR REINET, [T/ To]/IRILDR AYTEHY YR Z, #E1ET S
At—Uh—EBERTERRINET,

| St

get
getlimit
help
info

setlimit

7. setLimitZFERLET,
8. THRIELLREEZIEELET,
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AWRE=BDFST IV a—T15

FTRTORRN B&UVH—LERIZH & T IR B
RDZE . ANAEZAR AATI—RITR - EHIEBRAR RSNDIZELHYET .
o —EFERIZTRTORAS EH—ERN, EELLTOED =9 EXUE $hE S TULVELY,

o BAINTNSN—UauhNETE L TULS( DFEY, RRAAIEIFE L NetWitness Suite/ \—
DAVITEHFHINTLND)

° -U-TI_:_F -U-_E‘Xb‘\% 'If? é;ha-Clr\t:; lI\O

AR II—RFEXAYT T4 DA vt—2 it B Sh5 B

ZDtH 3Tl NetWitness Suite DN LAEZA A BATT—RIZR mENBEH, F=1EFAIIL
REZA O I7M)JUZE RS- Avt—U & THEH E SNABIE DR ST IV a—TFT140512
DVCERBALEY,

A—H (0871 —R: YATLEBY—EREHETEELA
SMS( System Management Service) 0%

Caught an exception during connection recovery!
java.ilo.IOException

at com.rabbitmg.client.impl.AMQChannel.wrap (AMQChannel.java:106)
at com.rabbitmg.client.impl.AMQChannel.wrap (AMQChannel.java:102)
at com.rabbitmg.client.impl.AMQConnection.start
(AMQConnection.java:346)

at
com.rabbitmg.client.impl.recovery.RecoveryAwareAMQConnectionFacto
ry.
newConnection (RecoveryAwareAMQConnectionFactory.java:36)

at com.rabbitmg.client.impl.recovery.AutorecoveringConnection.
recoverConnection (AutorecoveringConnection. java:388)

at com.rabbitmg.client.impl.recovery.AutorecoveringConnection.
beginAutomaticRecovery (AutorecoveringConnection.java:360)

at

com.rabbitmg.client.impl.recovery.AutorecoveringConnection.access
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$000 (AutorecoveringConnection.java:48)

at com.rabbitmg.client.impl.recovery.AutorecoveringConnection$l.
shutdownCompleted (AutorecoveringConnection.java:345)

at
com.rabbitmg.client.impl.ShutdownNotifierComponent.notifyListener
s (ShutdownNotifierComponent.java:75)

at com.rabbitmg.client.impl.AMQConnection$SMainLoop.run
(AMQConnection.java:572)

at java.lang.Thread.run (Thread.java:745)

Caused by: com.rabbitmg.client.ShutdownSignalException:
connection error

at com.rabbitmg.utility.ValueOrException.getValue
(ValueOrException.java:67)

at
com.rabbitmg.utility.BlockingValueOrException.uninterruptibleGetV
alue (BlockingValueOrException.java:33)

at
com.rabbitmg.client.impl.AMQChannel$BlockingRpcContinuation.getRe
ply

(AMQChannel.java:343)

at com.rabbitmg.client.impl.AMQConnection.start
(AMQConnection.java:292)

8 more

Caused by: java.net.SocketException: Connection reset

at java.net.SocketInputStream.read (SocketInputStream.java:189)
at java.net.SocketInputStream.read (SocketInputStream.java:121)
at java.io.BufferedInputStream.fill
(BufferedInputStream.java:246)

at java.io.BufferedInputStream.read
(BufferedInputStream.java:265)

at java.io.DatalInputStream.readUnsignedByte
(DataInputStream.java:288)

at com.rabbitmg.client.impl.Frame.readFrom (Frame.java:95)

at com.rabbitmg.client.impl.SocketFrameHandler.readFrame

(SocketFrameHandler.java:139)
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at com.rabbitmg.client.impl.AMQConnection$SMainLoop.run

(AMQConnection.java:532)

RabbitMQHY—E XAWNetWitness H—/\TER TSN TLEE A,

ROATUR EFE L T, RabbitMQH—E X, SMSH—E X, NetWitness Suite—E R
ZBHELEY,

systemctl restart rabbitmg-server

systemctl restart rsa-sms

systemctl restart jetty

A A3 71—R: VAT LE B HY—ERIEHK TEELA

DRATLE B Y—EX, RabbitMQ. MongoDL YT NADY—ERNE 1T I TULVE
A,

NetWitness —/A\TR DIATUF EE T LT INLDOY—EXTRTHE TSI
TWAIEEHERLES,
[root@nwserver ~]# systemctl status rsa-sms
RSA NetWitness SMS :: Server is not running.
[root@nwserver ~]# systemctl start rsa-sms
Starting RSA NetWitness SMS :: Server...
[root@nwserver ~]# systemctl status rsa-sms
RSA NetWitness SMS :: Server is running (5687).
[root@nwserver ~]# systemctl status mongod
mongod (pid 2779) is running...

systemctl status rabbitmg-server
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Status of node nw@localhost ...
[{pid, 2501},
{running applications,
[{rabbitmg federation management, "RabbitMQ Federation
Management",

"3.3.4"},

A—H (371~ R: VAT LEBY—EREHK TEFLA

/var/lib/rabbitmg/ \—T4 3> DfE FHEHMN70%LL £ TT,

HARZAT HR—b IZHER LA HhELEELY,

A—H A7 —R . RAMEIT LB,

12LL £ MNetWitness Suite —E ZAAME IE 4K BE (22 > TUL\B AT RETE AU E
ERS

ROY—EZRDEITIN TSI ELHE R L THD, NetWitnessH—/\ZH i
BLFET,

Archiver, Broker, Concentrator, Decoder. Event Stream Analysis, Response
Server, IPDB Extractor, Log Collector. Log Decoder. Malware Analysis.
Reporting Engine, Warehouse Connector, Workbench

A—HY AR T71—R: Y—EREFI A TEFEE A,

55 NetWitness SuiteMDNJLAEZADES 7



DRATLASTFOR AR

12LL £ MNetWitness Suite —E ZAME 1E IR BE (A2 > TUL\D AT BETE AU FE T,

ROY—EANEITENTVSIELFE TR L TH'D, NetWitnessH—/\EH B
L&9 . Archiver, Broker, Concentrator, Decoder, Event Stream Analysis.
Response Server, IPDB Extractor, Log Collector. Log Decoder. Malware

Analysis. Reporting Engine. Warehouse Connector, Workbench

A—H 42 371—R: Y—EREF A TEEEA

SMS( L RTLE BH—EX) . RabbitMQ. MongoDL\F NADH—ERMNE T
NTUOFEEA,

NetWitness H—/\TR DAVUR EERITL T, INLDHY—ERTRTHE TSN
TWAIELEfERRLET,

[root@nwserver ~]# systemctl status rsa-sms

RSA NetWitness SMS :: Server is not running.
[root@nwserver ~]# systemctl start rsa-sms
Starting RSA NetWitness SMS :: Server...
[root@nwserver ~]# systemctl status rsa-sms
RSA NetWitness SMS :: Server is running (5687).
[root@nwserver ~]# systemctl status mongod

mongod (pid 2779) is running...
systemctl status rabbitmg-server
Status of node nw@localhost ...
[{pid, 2501},
{running applications,

[{rabbitmg federation management, "RabbitMQ Federation
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DRATLASTFORTAR

Management",

"3.3.4"},

/var/lib/rabbitmg/N\—T12 3 OFE FHEIT5%R i THALEHERLET

TI5—hHYE LA WNetWitnessH—/\A5 J7( )L

(var/lib/netwitness/uax/logs/nw.loq) ZHEELET,

ContextHubAMZ 1L L, T—42 V—RB IR EE IN F=I15#R & TEFEEA.

A L= AU lHLN(95% Ll ) TF,

/etc/netwitness/contexthub-server/ contexthub-server.ymllZ&HAHYML I 71 L& R
FITHILET, ANL—FHEOLET,
fzEZIE RRL—2%120 GBAYS150 GBITHE A9 (2IE. B E § 5/ \5A—5%4R

KLTEZAR Li?-( /“’fl‘i‘[ﬁ) o r'sa.contexthub.data.disk-size:
161061273600

FPEFEEFIRERAOKREZIASZHIFRLET

STIXBXUTAXIT—ARZEH M IZHIBRL . ANL—D8BEEF9)— 7y T3 5K
312, YRR DTTLAVTYIREE R LET .

Context HubME&E E AEJLE TEITEN., T B IZ50% N F S TLNVED,
T am100% UL BE, T2 EMNMELE LET, ITRXTOEFLLVE
RIZBWTC, EMNMEREIZHYET,

Fus UV olEL Y 50% L £) TT,
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K

T 74I)Uk Tl&. Context Hubld30% C&lZxvv 2z )—7vILEd, T—43
V—ADF v a B M EEBELET,

T3 V—ADFv 1 EHIELET,

/etc/netwitness/contexthub-server/contexthub-server.conf 274 JLCH| FA 8] HE %5 -
xnxA TR E T HIET, CH JavaTOEZADRAMEE L FEF, gava
OPTST, ~xmxA T avEHRRLET,

&1L RIS )—ZRELFT,

-Xmx8G

ER

ZCT. 8GII8 GBOFEHEZR LFET . TND% . ContextHubH—EREZBE S L F

FEAEVE, FMIBA LRV RATLA AEYEYE/NSKLFET, R E THEIZE
ZLDY—EANEITEINTLBIHTEE L T,

YRR T3 V—RIZE & TRV & E R PRATRADNR RShFET,

RDEER T TEFEAS
« T—RY—AADTHIER

o CSVI7AILOFEMT E-IEHk ~HY
« —HLAZLCSVDRFT—T

T3 V—RITTVERS HEEITREE TEFE A,

csv 274 V& IE L LG BT (/var/lib/netwitness/contexthub-server/data/%: &) 12
REL. BDEGHRADMYERIHLIEEHERELET,

ﬁ%ﬁ Li‘d—o _ﬁL—CL\fd:L\i%é N %ﬁ' LL\Z#——?E{E% L/—c%ﬁ. L/L\7__“_9

FT—R ) —2DE B 121 F L zesvI A ILDAF—IH— B L TR I &R
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V—REE T M, AF—IT— T DL esvIFMIVERELEFT , =&
ZIE, B, 512, FI3ELDRF—TEFERALTIRS T—2 V—REER T
BB IEFONET , RIZcsvITAIIVEERFH T A, FI B AE R LT-
Y. S DIEF HEBEINET , COLIEIGEE . RF—IH—ELALV=0.
B RUE HDURS T—3 Y —RIENVRAE=ADHETERICTEE 1 ERRL
E

IRAT—RDE LW EERRLET, T2 V—RORE LR T B,
INRT—REAAL, [EHROTANZVIILET .

Bk ODFZ SR % (CREE I A MIF RIS DULVTIK. T Context HubtEBE 1K |
DREVIT T—45 ) —REL TDUR D¥E L 155 BB L TS,

A= LD —RE(FOTHSEE E CTELVVEE

ZDt 3 Tl NetWitness Suite DNILAEZR A AT1—RIZR Rant=Y, Ff=[EZANILR
E=A O I7AJUZR RS- Av—U s34 E TERVERB O STIV a—T12 512D
WTERBALFEYT . &R, B EH B A ATI—RIZKR REINDIG & HHYFET,

ANIWREZAR A ATI—RIZR - EHIEHR AR RSNFET,

SMSH—ERANE TSN TULVEH A, SMSH—ERIE, NetWitnessH—/\TE TN T
WAL ELIBHYET,

SMSH—ERZBRLET,

- jettysrv(jeTTyH—/\) ZB B 3 5F T, 7VIIL—F & DI—23uh
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NetWitness Suite| 2 ;R SN FEE As

NetWitness Suiteld., 30F) C&lZH—ERZER—) I L T, FDH—ERDNTH
TATDEINERHER LTI, TO30F OB ITH—EXNMEI/RLI-IEE . D
H—EADFH LLVA—a G LER AL

I —EREFHTHEILELFS,
2. Y—EZRDATSA UL BHETHDBES,

3. Y—EREBHLET,
NetWitness Suite[ZIE LLWVN—23UhR T RENFET .

NetWitness H—/\Z[H—ER%EF| l TEFHAIR—UHAR RTEINFEE A

NetWitness SuiteZ/\—23>10.51Z7 V7 L—R LIZE #& (&, IDK 185774
JUE DIN—23 0 ZTER TE SNTULVEL =8, jettysrv(je TTyH—/\) HiE B) TE%:
IEYFET , jeTTyH—/3hVE L&, NetWitness Suite b —/ \[X [ Y—ER%EF| F
TEFBAIR—DER R TEEE A,

jettysrvZEEBLET,

SMSH—EZRAMZEIE L, O TP/ IUZR DIS—DR R SNFET,

java.lang.OutOfMemoryError: Java heap space

ROBRREZFERALT, BETSCTARIFE O IENTEET,
1. /opt/rsa/sms/conf/wrapper.conf&BEET,
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2. wrapper.java.additional.l=-Xmx8192mZR CE#HELFET,
wrapper.java.additional.l=-Xmx1l6g

3. SMSH—ERFHBBELEY,

systemctl start rsa-sms
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NetWitness Suite COE FTNE B

RSA [k %55 B 2 8 & DR ZE (ZZ2 HTHY. NetWitness Suite T Dz 7 N\—U3 DR FH %
EHRICRITLES, YVILO7 N—23V OB (E V=R, Y—EX /30, /I\WwF(EFa
T4 1INFEE D) [TM A, V=R, H—ER 1\ 1INFIIKRTF T 5B Y O D7 THE
BENFET, YILOxT7 N—30DEFH OV )AL a—F AAR MR Sh, Bz >
A=V B1=ODF MG AT VTR B SN TOES, JJ—ADE H A ZRSA Link

( https://community.rsa.com/community/products/netwitness) MdATIA—K LT, i T
WARTYIRSIENEE TY, FMERICOVTIE. [FARFBLUY—ER XZ—F H1
K 1Dk EwoT Update Existing Host to New Versionl &, [ RTLIDIEH 1/SRIL - [REIS
1725 R LTS,
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AT QT EY—ER 0T DR R

NetWitness SuitelZ[&. AT L OFEH—ERX O DE2a—hAHE SN TWVET, —EX 04
#XR KL T, Y—ERORRM B T 5A9—F R IR T 56 TEFET,

AT L AT DFE T

1. [BEB]I>[ATLIIZREHLET,
2. [ATLav]\wIT, [VARTL AT EERLET,

LLU admin © | (2)

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

System

Info Quetem | poging
System Logging
Updates )
Realtime | Historical Settings
Licensing
ALL ¥ Keyword: Search
Emai
Timestamp Level | Message

Global Notifications

Legacy Notifications

| system Logang

Global Auditing
g, array, object, ‘rue’, false"or ‘null) at [Source: javaiioStringReade.

Jobs

ive Services - . . -
Lizens r (7 (code 70)): expected a valid value (number, String, array, ebject, ‘rue’, false” or null) at [Source: java.io StringReade.

URL Integration
Context Menu Actions (number, Sering, array, bject, 'wrue, false" or 'null) at [Source: java.io StringReade.

Investigation
ESA

ESA Analytics

HTTP Proxy Settings

H—ER 050k R

NetWitness Suite—EX A9 R R T 5IZIE. ROFIEZEITLES
1 [HE]>[H—ER]BHEBLET,

2. [Y—EXIFT IR TH—EREZIRLET,
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3. [POLav]gTc, [BRR]1>[AT]1EEIRLET,

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @:Iadmm \':I

4 Change Service | I nwappliance13731-Broker |  Logs ©

System Logging

Realtime Historical

Timestamp Level  Message

NETWITNESS SUITE 11.0.0.0-170918082456.1.abc6c52

ng TR Y—DI1)L3

[UTZNAA L] ZTTRRINTWDIERET(IATBICIE. ROFIEFETLET,

1. (7230 VATL BGEY—ER OJTIE, (AT LR [ F—0—F 18R LET,
DRATLOJIZIE, BT LRSI HYET . T—EX AJIZIX[FL—RILANLAE LV
&, BT LRJUIOFEFE TS, TIAHILE, [TARTIAEH>TULET,

2. (AT av)—ERRIDE S &, [—ER] THRAMEIIH—ERERIRLFET,

3. [24W31E9)ILFET,

Ea—N"E#HFIh, TR — BT EREHFT DI DIV =R REINFET, T1IL58%
HIZEHTRH LAY TR —hEiEShDE, Ea—DEHFIN, IVR)—DRRS
nEvd,

Y TN —DFHER T

A7 Tk DLITIWVEA LI ZTOFATIC, BT TR )J—OYINERMEEH SN TLFET , #
MERTI DL ROFIEZEZERITLFET
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1. B b )—EZTIL 9 )ILET,

[AT Aoe—U]18AT7OThRR TSN, [FALREZVT], [AA—2]. [RLYR], [LAX
L. [Ave—C10& B B AR RESNET,

Log Mes=sage

Timestamp 201 7-0e-22T07:47:12.000

Logzer Mame Engine

Thread
Lewvel ALIDIT
Mezzage User escalsteduser (session 343, 10.37.125.240:35328) has logged

ot

2. HERELIELFALCAIZEY IILET,

Reporting Engine®0O% 274 ILADF7 Ot R

FRTOAY I AL

Reporting Engine (£ (DA% % rsasoc/rsa/soc/reporting-engine/log 7Lk JIZH& #f L TLVE
ER

« reporting-engine.log771 JUZER T OOIIMRFINFET,

« reporting-engine.log.* 774 JUZ, LB DAY D/ 7vT aE—aE—hIRFEINFET,

o RO X DL BIAMT L=T74)UZ, TRTOUNIXRYT OJEREHFLTOES,
reporting-engine.sh_timestamp.log( =& Z |X. reporting-engine.sh_20120921.log) .

Reporting Enginel&. S<FENIZTATUR A2 TT5— Aytz—I%rsasoc/nohup.out 771 JUZE
FRADLIELBYFETS,

Upstarta%

Reporting Engineld. Upstart7—E> & UReporting Engine DFE F) AT NEZA DO Ay
t— EH S %F/var/log/secure TAL R JITEIMLET,

Upstart0%5 774 JUE. root 1—HD#HHEE AB YA §EH L AT L BSOS J74ILTY,
Reporting Engineld. B 774 )LOE K . BT DAY I74 VDo 7v7 IE—DIR .
UNIXRZYTk OF J74 L& #% . Upstart0%4” I74 JLDRBI DT ALK JADE M1 1T LVE
ER
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B B 0J Dk & ETHVRAAR—+

NetWitness Suite Tl&. NetWitness Suite A5 E =3 H—ERX OJ DR T ER R ER—E A T
TIENTEFT , RAIOO—K B, TR 21K, Y ATLFE I —ERDOOY TV )—DFK
FIEHROR—TUHRRINET, BEDOY E2—TlE, OVEIIRR—FTEET,
AT LAY DR B DR R
ATLDEEOTERTTBICIE. ROFIEEETLES,
1. [BE]>[VRTLIBEILET,
2. [AF2av]/RILT, [VARTLRTIEERLET .
[ RTLBTINRIVABE, T4 TLUTIAA L] ZTHR TEINET,
3. [BE1ZTE)ILET,
AT LOBEOTDIAN DR RENET

Updates

Realtime | Historice Settings
Licensing .
Starz Date i EndDate B AL v| Keywords Search [ Expar:
Email
Timestamp Level Message
Global Notifications —

Legacy Notifications
System Logging
Global Auditing

Jobs

Live Services

URL Integration
Context Menu Actions
Investigation

A

m
A

ESA Analytics
ESA Analytics - Whois
HTTP Proxy Settings

NTP Settings

L S O B S S 0 BV N I B R R
O O O 0 O o0 0O o0 00000000000
SR rRE R R el e i e} bl il e ]

€ | Page 41 ofar | I C Displaying 2001 - 2020 of 2020

H—EX O DE B DX 7~
Y—EROBEFEOYER T THIZIE. ROFIEEZETLET,
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1. [BHE]> [—ER]IEZIRLET,
2. —EREERLETS,
3. [Poiavlfic, [RR]1>[BT]EERLET.
[H—ER]ID[ATIEaA—DFRREN, [UTIEAL]IZTHHEEET,
4. [BEIZTEDIVILFET,
BIRL=-H—ERDRE BEOJ DA R REINET,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Services

% Change Service | B nwappliance13731 - Broker | Logs ©

System Logging
Realtime | Historical

B EndDate B au v Keyword Broker v Search  Export

Displaying 301 - 350 of 350

NETWITNESS SUITE 11.0.0.0-170918082456.1.abc6ic92

Oy T )—0D %

[BEIFT TR RINDERETIATBIZIE, ROFIEEEITLET,

1. (AF7230) [FABRBIBLIUNTHIZEIRLET, A7 3 TlRABKZ ] TORR .
BLURTHEZIITOMMEERLEY,

2. (ATLaV) VRTLRGTEY—ER O T, [AT LRI P[F—7—F1EZIRLET,
DRTLAJIZIE, BT LRUHTREFEHYET . —EX OJIZIE[FL—RILARILAE LV
&, O LAR)JUI6HEFE T, TIAHINE, [TRTIIZAE-TUVET,

3. (AFLav) H—ERX B D5 & (X, [—ER] CTHRANEZIEH—EREZIRLET,

4. [RIRIZEVIILFET,
Ea—AE #HIN, TR —HTERFT DI DIV )J—DRTREINFET, T1ILE%E
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HIZEBTHHFLLOY IO DR RSNDE, Ea—DEHF SN, TUNJ—DRTRSE
nFEy,

Ay T )—DFE i ER =

07 7)ok DIEEIZT0OFITIC, B IV J—OYIMERAEEH SN TLET, OY Ay
T DFEMETATRTIDICUE. ROFIRZERTLES .

1. BT TR )—EFTIL 0 )ILET,

[AT Aye—T1FA7ATDR RSN, [FALREZUT], [BA—E&], [RALWR], [LR
W, [Aoe—C]0FEB ARTSNET,

Log Mes=sage

Timestamp 201 7-06-22T07:47:12.000
Logeer Mame Engine

Thread

Level ALIDIT

- -

Meszage User escalsteduser [session 343, 10.31.125.240:35328) has logged
out

2. BRLESELBIEIIILET,
SAFOIHBLET
O TR )—DR—U DI 1k
TUSK OF 8 1=5BR—SB B Y—ILERE LT, Bl OR—SIZR R EATNBAY Tk —
EE T TEET,
. FEH—La KA O R

o RIRLIEWWNR—UFBZSEZFENTA AL, EnterF—%HLET,

a4 274 JLOITH ATR—k
B O 12K R SN TWNBOSETIAR— T 5(ld. ROFIEEEFLES .

[THRR—R1ZE9 )L T, KRYTEIY 77030 [CSVIE R 1 FX[ATR V]I LT Hh
MEERLET,

A5 34T ET4—)UR X 81 YT F A%E B 8] BE 7R T74 L& OfF W =D71 )LhE oo a—k Sh
F9, 1=EZ 1L, CSVRE K TIHURAR—k Ef-NetWitness Suite>> A7 L BT DA AT I, UAP_
log_export_CSV.txt&7g Y, 2TRX ) YR X TTHURR—k Shiz/RXs 0T D4 #il (&,
APPLIANCE log_export TAB.txt&#YFET,
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URLIEEZERLEITUDA TR

URL#E & HAE T, [FET—FEa—TH—ERZRAE T HEEIT, 2 —IAMERLIBEREY
DOFERIBIT) NREEELFET, ChoDA TP EITR AL TRE T AL E(THY
FEA

URL#E & TlE. Investigation TT—RZR VLA T BEEZIT[FES—F 1 Ea—DFES—H 1
DOEDIIT BB BT B DIDAMERSNET . FULTIUNTE T 9 5&. URLIE
BEDRINEIY RAUEDITIDERBRLES, [RTB &, [FEF—]IE2—TREE"
OICRREINFET,

[URL#E S 1/ SRILTIIR AU TREBASINIOTUDURN MR F S, @& R ZHED
A—HYRZDIT)ERE LT=Y. NetWitness SuiteDth D1—HDHIIY) /13— % T 5L
ZR[REICLET , /\RILTIE, RDIEEFEITTEET .

YR+ DFE #Hr
VIO E
ZER ) ]38
YRR D RTHITIDD)T

FER VAT LISOTVEHIBR T HE. EDYTVIIDIFS B TELLRYFET,

II) DR £
1. [BB]I>[VATLIIZBEILED,
2. ATLar IRIILT, [URLEER 1 #=EIRLFET .

URL Integration

= @ | Qrefresh € Clear

O i Display Name Query Username When Created ~

[ nwappliance11639 did = 'nwappliance1163%" admin Tue Jul 11 2017 06:40:00 +00:00 (UTC)
[ threar.category ="spe...  threar.caregory = 'spectrum’ admin Tue Jul 11 2017 08:35:33 +00:00 (UTC)
Oz content = 'spectrum.c..  CONtENt ='spectrum.consume’ admin Tue Jul 11 2017 08:41:33 +00:00 (UTC)
O s content = 'spectrum.a..  content ='spectrum.analyze’ admin Tue Jul 11 2017 08:46:00 +00:00 (UTC)
O 4 Ewu.edu domain.dst ="gwu.edu’ admin Tue Jul 11 2017 09:37:28 +00:00 (UTC)
O s 10.100.33.1 ip.src=10.100.33.1 admin Wed Jul 12 2017 08:48:56 +00:00 (UTC)
O s ip.src="127.0.0.1" ipsre=127.0.0.1 admin Wed Jul 12 2017 09:35:24 +00:00 (UTC)
oz tcp.srcport = 54004 tep.sreport = 53004 admin Wed Jul 12 2017 09:37:44 +00:00 (UTC})
s nwappliance23812 did = 'nwappliance23912' admin Wed Jul 12 2017 11:09:05 +00:00 (UTC)
O o Ewu.edu domain.src = "gwu.edu’ admin Thu Jul 13 2017 13:58:52 +00:00 (UTC)
0 1o OTHER service =0 admin Fri Jul 14 2017 04:56:50 +00:00 (UTC)
O 11 test dom alert = ‘test dom’ admin Fri Jul 14 2017 09:5%:43 +00:00 (UTC)

| Page |1 | of1 | | C Displaying 1-12 of 12
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3. HUSR DFIEEIRL. BIESTIL 90T Bh F=1ddE20)0oLFT,
[DTVORE 1 FAT7OTDRTINFET,

Display Mame content = 'spectrum.consume’

Query content = 'spectrum.consume’

Cancel Save

4. [RRBIEVTVIEZRETEET . ELoDT—ILEBEBICITEF A,
5. REERETHICE [(REIZVIVILET,

JIL')DHI B

FER VARTLMSITVEHIBR T HE. TDYTIIDIFS B TELRYFET,

NetWitness Suite oI ITUZESE £ [CHIBR T 5I21E. RETVET,
1. [URL#EE 1/SRIILVTHOTERRLET,

2. T EIMWILETD,
ITVEBIBR T DNEIDEHER T HFATATHR RSINET,
3. EWESIILET .

TRTOHTIDYYF
YRR ST RTODITEDITT BITIE. REFTUVLET,

R e U
YRk £ (K AT ENES

URLHM B ZERAL=I9TUDA TR
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URITOYT)DfE A

URL#E & L. NetWitness Suite 7—FTOF ¥(Zxt T HR R ERBEIZT HTLITLoT, —F
IN—TAE G EDREFR 5 ITHER TEDLSICLET, URIIZHTVESE R 52412 KY, hR
BN O%E R Rl BE TR H—R /1 \—T (&L & D5, NetWitness Suite D[ E ] Ea—D4E E DR
WA IRAUMZE ET7ORRATEET,

URLTYI—F YTVUZFE AL TURIZA DT BN TH—UN TR DESYTT,
http://<nw host:port>/investigation/<serviceld>/navigate/query/<encoded
query>/date/<start date>/<enddate>
BEHOEKRIILTOERYTY
o <nw host: port>l&, IP7K LRFE=[IDNSE T, B EI(ZIG LT, iR—h (SSLDIBZ &

EVEEELFET ., A+ ES . IO EARLEFEREER—TTIERERE
Y DEEITWETY,

o <serviceId>[INetWitness Suitef > ZB ADA FRH—ERID T, VIO R &5 E
LFET, H—EXIDIE, & IZEH TY, H—ERIDIE, NetWitness Suite M [FR & ]
Ea—I79t X9 5 ICURLTHERR TEFE T, COEL. B R ELGEHY—ERIC
FOTEDYFET,

« <encoded query>(. URLI>O—K S fzNetWitness Suite 7LJTY, VTUDES
[FHTMLOURLS| R THIR S TLET,

o <start date>HKU<end date>lE, VTUDH FEHEZEZLFT . B [T<yyyy-
mm-dd>T<hh:mm>T79, start date( B8 B ) &end date( #2 T7 B) (X35 E Hws B4/
TA—FTY, tAxt BT E B (&R (X, TEE 1B 1732 E) [FHR—kSnTOFEE
/\Jo T&—Ca)ﬁ FEﬁ [iUTC&L/ Tm IE _c‘ihid-o

i) :

http://localhost:9191/investigation/12/navigate/query/alias % 20exists/date/2012-09-
017T00:00/2012-10-31T00:00

1

R DHI)OF TlE. NetWitnessH—73H3192.168.1.10T. H—ERIDARIZIE E SN TLVET .

20134E 3 A 128 OF FiT5:000F A1 6:00F THDT RTHTIT1ETA T, alias host( KA+ B)
WEETEZTH

o ARBL EFRYk : alias.host exists

o https://192.168.1.10/investigation/2...13-03-12T06:00
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20135E3 8 12H OF £ 5:0005F £ 5:10FTDT RTOF7IT,4ETAT. IPFF L X10.10.10.3
[ZHWTE 2 E S bhttph 571499

o WRAL EFRYL :service=80 && (ip.src=10.10.10.3 || ip.dst=10.0.3.3)
o« EFRYrDIO—F:
o service=80 => service&3D8&0

e ip.src=10.10.10.3 => ip%2Esrc%3D10%2E10%2E10%2E3

ip.dst=10.10.10.3 => ip%2Esrc%3D 10%2E10%2E10%2E3
o https://192.168.1.10/investigation/2...13-03-12T17:10

EMOEEEIE

—HOEIFTOO—FTEIBLEIGEWMEELHYET, =& IE. VTVIZip.sreip.dstEiE E
THEE . INLONGA—RIETI a—R TS BT HIEMNARETT,

URLIE B ZFHE A LI=UTUDAVTF VR 72
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FIPSHR—k

NetWitness Suite 11.0[Z[Z. NetWitness Suite N DT X T DS B 1t 3% /£ 2 Y7R—b 9 BFIPSER
T 140208 5 2 X B 2—ILAMT B L TLVET , NetWitness Suiteld, LANJLIEREHREEEY
R—h T BRONDODDEDS 1a—IVEFRLET,

« RSA BSAFEBSAFE Crypto-J

e OpenSSL with BSAFE(OWB)

EBLMEY 1—)LE. B EE NetWitness Suitefs ik &[F F OE B IR B TR E SNTLVET,

T4 Tl BE R X ED2—)UL, 7 867 R YFIPSEE & DS 5 XA —h %58 i 19 |fH
RALET, FISTDOWTIE, LTRORBELUVN)—R /—hES B L THZELY, FIPSED 21—
JLODEE M (ZDULYTIE, http://csre.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm%
SR L TEaLY,

RSA BSAFEBSAFE Crtypo-J FIPSEE BA & 0OF 5 (32468 T. OWB FIPSFEBA & (FFEBAE &
5 2300TRSA BSAFEBSAFE Crypto-C Micro Edition|Z& &N TLVET,

11.0.0.0Tl&. FIPSIELog CollectorZ k< RTDH—EXTH % TY ., HIZIE. 10.6.4xT
FIPSHYE %) T#Ho1=35 & MDLog Decoder&Decoderh¥&E FNFET . Log Collector, Log Decoder
HEUDecoderZFfgr < ENDH—ERXTHFIPSEE XN [TTEEE A,

E11L.0.0.0F R ITAVR—ILT BB E . T 74k TIE. Log Collector&Log Decoder®
B <F RTHa7 Y—ERIZFIPSH%E F SN ET . Log Collector, Log Decoderd&S kU Packet
DecoderZ g {EDH—ERTEHFIPSEE XN IZTEEE A,

7 :10.6.4.xH511.0.0.0127YTFT I L—K 3 %15 & (L. Log Collector, Log Decoder, H&U
Decodertt—ERITR DS 4 H4E A S ET S

- Log Collectorl&. 10.6.4.xTFIPSHE % THo1=15 & TH. 11.0.0.0~DT7VITL—K #%
FIPSIEHE #h T STULFER A 11.0.0.0[C7YF T L—k LT [CFIPSOYR—Z2H #1129 5
WHEHHYET , [Log CollectorTHFIPSDHHR—F | DF EZFS BB L TSN,

- 10.6.4.x CLog Decoder&Packet Decodert—ERIZxt L TFIPSHVE % THoI=15 & 1.
11.0.0.0TCHFIPSIZE 1 TY, ==L . Log Decoder&Packet Decoderh’10.6.4.x CFIPSHE
BMITIESTUWVGEAOfIZ E | 11.0.0.0THFIPSIFE B YVER A, BREITEL T, Thiod
H—ERIZx L CFIPSEF H THE L T2 EIBHYET . [Log Decodersds&UDecoder TAD
FIPSOHHR—+ |DF IR ZES B L TZELY,

Log CollectorCTOFIPSDHYHR—k
Log Collector CFIPSZH ¥ 129 BIZ(E ROFIRZEITLET
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1. Log Collectortt—ERZE{= 1L LFT

2. /etc/systemd/system/nwlogcollector.service.d/nwlogcollector-opts-

managed.conf 77 IIVERAZEET,
3. SCTHBATALSIIC. ROEHDEZMIERELFT

Environment="OWB ALLOW NON FIPS=on"
MO TFIZERLES,
Environment="OWB ALLOW NON FIPS=off"

4, ROAYNRERITLT, VATLT—EVEBO—RLET,

systemctl daemon-reload
5. Log Collectort—ERZH AL F,
6. UIT. Log Collector—ERIZFIPSE—R #5& E L FT .

3 COARATYIIE, 10.6.4H0M511.0.0.01=7YF 5 L—K L. FIPSH10.6.4TH % ZhE->TLY
=15 &8 IEFFE T,

a. [HEB]> [H—EXRIIBELET,
b. Log Collectort—ERZEERL ., [RF]1> [BRIICHEHLET,
c. SSLFIPS—K T, [#RIDT OFvohvyRERRL. ERIZEIIILET,

Log Decoders#s & UDecoderCOFIPSDHR—bk

10.6.4.x CFIPSHE % (275 5T L ViE AvofzLog Decoderds & U Decoder CFIPSZH %1 (29 512
F. ROFIEEZETLES,

1. [BE]> [H—ER]IZFEEL. Log DecoderFEf=IdPacket Decoder—ERFER L FT

2. [REI>[ERIZERL., [DATLMER] TR OFIRVIREZERLT
[SSL FIPS Model Z#H #1 ICLE T,

3. H—ERZBEHLET,
4. [ERIZVIILFET,

FIPSH7R—bk 74
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NetWitness Suite®k ST IV a—F12%

NetWitness Suite Dt ST 2a—T4 T DFEMIZONTIE, ROZ FEVIES B L TS
LY,

o [ TIWIER |

o IS—@H |
o [ ZDMbDEUE |

o [ NwLogPlayer |
o [ FeedDcST I a—T40% |

TINJ1E 8

NetWitness SuiteA% 7S JL
NetWitness Suite DADTE R (X DT7A( JUZEE SR S FT,

rabbitmq /var/log/rabbitmg/nw@]localhost.log
/var/log/rabbitmg/nw@]localhost-sasl.log

collectd /var/log/messages

nwlogcollector /var/log/messages

nwlogdecoder /var/log/messages

sms /opt/rsa/sms/wrapper.log

sms /opt/rsa/sms/logs/sms.log

sms /opt/rsa/sms/logs/audit/audit.log

NetWitness Suite /var/lib/netwitness/uax/logs/nw.log
NetWitness Suite /var/lib/netwitness/uax/logs/ audit/audit.log

NetWitness Suite /opt/rsa/jetty9/logs
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BRI 5I771IL

R D774 UL E E 4 NetWitness Suite DAR—H b TEA SN, SESFLBEEERT
BEIZRIABFES,

rabbit /etc/rabbitmg/rabbitmq.config

rabbit /etc/rabbitmg/rabbitmg-env.conf

rabbit /etc/rabbitmg/rsa_enabled plugins

rabbit /etc/rabbitmg/ssl/truststore.pem

RabbitMQ ¥ f 771 )L, COHE R 771 L
[Ck>TRabbitMQ®D— & DENE . HFITHy
b D—UX°SSLMDEK 7E 1R 9758 5 DN 1E
PR FVET

RabbitMQ®DIR FHE & B 771 )L, —DTF7AIL
TIERabbitMQ®D/ —K & EB W T554
IFAIVDIG T ERE ELES .

CDT7AILTIERabbitMQDE $h 75 T554
E)ARLET . ZOT7A JUERabbitMQ
H—/\IZ&>T. rabbitmg-plugins AR %
FERALTEEINET,, Log CollectorZ LA
B DN—230 D57V T L—K 3 B D
B Z[E B f=0I2, COTF7AIUZEDT
/etc/rabbitmg/enabled pluginsH .t & EFIh
F9,

RabbitMQ®Dk SRk AR 7, ZDT7A JUZ(E
1€ #8 TEBHCADPEM I O—K &hf=X.509
FEBAE A% M SNFET , RabbitMQITHE it
L. ZDURMZEE & SNI=CATE & Shi:
MBAEFRRIBITFMTUNE ERET
EDVFATUNERBEINET,

NetWitness Suite®Db 5T IV a—T42%5
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rabbit /var/log/rabbitmg/mnesia/nw(@localhost

T5—E A

RabbitMQ®MMnesiaT+L%k ), Mnesiald
Erlang/OTPDT—AR—R 79/ —TH
Y. ErlangZA 72V K M THE RSB
F=86MDEDTY , RabbitMQTI&, R —D
WEDERE . KGR, TR ED
BEREEMNT H=DIZ, 2OTH/B0—%
FEARALTLEYT,

msg_store_persistentT 4Lk Jémsg store
transient7T/L 7k JIE, RabbitMQAYTA R
[CRT—=IVF B Av—CF4E T HDE RN
BT T, &R FAvE— Ak i R 7R
A—UEL TRITESNIGE O, AEID
FI PR IZESTTARIIIR—=D T ant-15
B ETT , RabbitMQTAEVICE 57
F—LOBFEELIGE L. COT/LIN)E
R L TIZALY,
AR ChoDI7(IVEF B THIRLA
WTLZEWY, Fa—2/\—DFISHIBR T
%IZ[FRabbitMQY—/LZEE A L T=&
W CNODI7AIVEF B TEE T HE.

RabbitMQ MDA VAR AHEN 4 L 1<t %
ZENBYFET

NetWitness Suite|Z[&, SESFHEAVR—R U BIMEEICEETH—EDIT— Aut—>
BATHBYET , NetWitness Suite Tld, U FIEIS—B M BELVAY TN )—DRZ T

T4—R1\WIERTTEEY,

77
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IS—RBHMFATATHIRRSNIIE G BT HHEZMNEEHYVES  AvbE—UFHER
oM VATLOJERTLUTHMEREZLES,

'3  Trial License Expired

IS—BHMARRENEEIT, VRATLDTZR AL CEHMERZE T55 6 L. [BTDOXK
RIZVIILET, [BE]> [VATALIE2a—TRAITHRHEE. Avz—CDURN DR REINFE
Yo BALRBUTEAYE—D LNJABRRENFET

£ Administration § Devices |;| System

Realtime

ALL vl Ke Search
Timestamp Level Message

2014-03-14T19:01:40.501  WARN Failed setup yum service for device

2014-03-14719:02:53.907 ERROR  Unable to connect to endpoint vives://

2014-03-14T19:02:53.913  WARN Failed setup yum service for device

Logging 2014-03-14T19:03:23.925 ERROR  Timeout waiting for task. java.util.concurrent TimeoutException: Timeout waiting for task. at«
2014-03-14719:03:23.926  WARN Failed setup yum service for device

2014-03-14T19:03:23.941 ERROR  Unable to connect to endpoint

2014-03-14T19:03:23.942  WARN Failed setup yum service for device

2014-03-14719:03:36.2 ERROR  Unable to connect to endpoint

2014-03-14T19:03:36.11 WARN Error occurred during applying system updates YumSetupFs

2014-03-14T19:05:44.120 ERROR java.lang.Exception: Trial license does not match |

ZDith DEVH

THETHhIDORE

RSA Link®NetWitness Suite 1Ak T2 B S TLVHSTIG Hardening Guide
( https://community.rsa.com/docs/DOC-64211) &5 B& L TFZELY,

EEns/ng Ave—

EDA—H T7oarhEnny rvt—2 A4 TR K &igof=h% . /var/log/messages 771 )L
THER TEEY,

NetWitness SuiteDk 5TV a—F42%4 78
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Log Parser/ W4 —( NetWitness Suite Parser v2.0.zip) [C& ENTWAA AUk A7 T
LR o—kI(2ZIE, ARUE ATTVEARUE DYAR AR ENTEY, Lik—k, 75—k, 9TUD
EIR (2% 3L THIENTEET .

NwConsolelZ&dFT vy

RSAI[ZE, logParse&l V5O UK 47230 NwConsolel B ML EL =, 2OaYUR T3>
IZ&Y., BTE/IN—RT BT LB RATLERAE LT, Log Perser& i B (TF e
BIEMNTEET , logParseaY R DFEM IZDOLVTIL, YK 542 Tlhnelp logparsel&EA
AL TLZELY,

0 DFATUL I5—: )&t a2 T2V T LR TN J—R 2h%7iy
I5—: [ The remote content device entry was not found) H®, Concentrator|Zi# Fi L 7=#8 B8 J)L—
ILTHESINFT,

[ %8 : Investigation T, AlertA? ¥—Mcorrelation-rule-name A2 EZEV')VILTH.
I E R IR TSINER A

2 3R 2 Decoderd&UConcentrator CHE B JL—)LEE B4 5 HYIZ, ESAIL—ILEFEBLE
9, ESAJL—ILTIE, ESAIL—ILE—E T 2B v avzi ik LET,

Y7 )WParserDA F

FLEX Parser&S&KULUA ParserldE 5 1k S =ik B8 TLiveMoBEE ficsh b=, A B E X R
TEFEHA,

f=f2L. B S £ SN TLVELYL TV, https:/community.emc.com/docs/DOC-41108/Hv5 A
F TEFEY,

WIinRMA Rk V—2R 0O B
ZDlnside EMCDEE = ( https://inside.emc.com/docs/DOC-122732) [Z[E. Windows RM
(Remote Management) ALY 3> D% & 7ALRIZDOWLWTER BA L =8 B A& ENTLET,

Ft=. 'WindowsA XUk Y—RE R TAK I THRAITBFIE DL 3—hH ok THB2D2DRI)T
FEFhTLET,

NwLogPlayer

NwLogPlayer(&Syslogh 57499%2 22—k 9 51—T1')T74TY . RRARSNIZIR T [THLD
T. NwLogPlayer.exeldXRSA NetWitness® Suite 774 7 b ¥ oOaTUR 542 1—T41)
TAELTRDTALIMNICER ESNET,

C:\Program Files\NetWitness\NetWitness 9.8

F1=. NwLogPlayerl¥Log DecodersRAF D /usr/binTALIRNIZHERE SN TULVET,
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A% &

avok 54>—anlogplayer .exe ~hEANTHE RDISIFEHTA ﬁgf;j—j:/HVODIJXF
PRREINET,

--priority arg O5DESEELARNILDETE
-h [ --help ] CDAve—D%FR R

-f [ --file ] arg XIyE—U DA AT, TIAILE [Estdin
(=stdin)

-d [dir ] arg AAT4L9RY)

-s [ --server ] JEB—k H—\FE E . TI4/Lk [Tlocalhost
arg (=localhost)

-p [ --port ] arg UTE—hk iR—rZFIETE ., TIAILE (514
(=514)

-r [ --raw ] arg rawE—FREEELEFT,

o 0=BET—DZEEBM(TIAILL)

o 1=0740 2 TIYIBY—NIZIFT T DOIE—SND
. 3=HEI&RH

o 4=enVision Ak J—L

o S=EINAF)FTDxHb

-m [ --memory ] AE—K TFRF =K, B KRKIAHNACDAE—F D7/ )L AT

arg ISR AERY. BE TS,

--rate arg 1F BFYDA AU 3, TOTS LDV T B [ Z3ZF B TEBepshHirate
KYINSULMG B I, 05 # 2T B (EHYEL AL

--maxcnt arg EETHIAE—CDRKRE

-c [ -- B OEL

multiconn ]

-t [ --time ] arg RAALRBVTOBZIDIIal—b, B R ILyyyy-m-d-hh:mm:ss

-v [ --verbose ] trueMDHE.FEHMILTE HETS

NetWitness Suite®Dr SIS a—T4245 80
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--ip arg PRI DI 2aL—+
—-ssl SSLEEfEZE RIS
--certdir arg OpenSSLEREE B DTALIRY)

--clientcert arg PEMIVO—KENf=SSLOSAT7UrIBHEZEZIEE

--udp UDPTCE{E

FeedDk STV a—T1Y

BE

FeedPIRL—2—DBE KX, 1 Uk Y—RE, TNAR T HTIL—TDIRMIZIELTT S
Z&ETY,

ARUR Y—ADDAE—CFIRE L TVSDIZ, FDARUR Y—RA, ELLAAUL Y—Z
TI—TITRRSNGEE R (F, COMEYITHRATI2E R ERITEREDEBHIE I HE

ER

=30

ESM Feed TIZE #H DF—Z 1 DDIEIZIVELSI L ET , DFY. DeviceAddress. Forwarder.
DeviceType DJE 14 ZgroupName[ZIVEILET ,

ESM Feed®B B 1. Log Decoder TUR R ENBHA AU VY —RADARIZgroupNameZiE I %
CETY,

L4

FeedDVzRL—3—(X1 5 CEICEFH TAHLORT D 1—ILERESNTWET, LHL. EBEICHY
H—ENBDIFARU J—RF=(FTI—T (R SHIDE B (L. BH. HIR) hMfThnt=
B&1EHTY,

FeedPRL—4—I&, 1RUL Y—RETI—TDIIEL Y ER TE LTzFeed 774 JLE1DE L
L. Rl CFeed%NetWitness Suitel 3 #% 959 N TDLog DecoderlZF v aLET,

Log Decoder|ZFeed 77 LN 7YTO—R Shd L, i LLZIETEHIMARULDAZ T—RIZIE
groupNameA%E Al 4L, ZDgroupNameHilogstats| THIB N SNFET

groupNameHlogstats| 3B Al S bE, ESM Aggregator| 2k >TIHE AW IL—F L S, ESMIZ
REEINFEFT, COF A T, [MRVE V=R EZARULT 12T TN—FR 1 BR REhFE
j_o

L EROTRTOWEHTE T F5I215HHIE E B ADDWET , 201z, FLLVIIL—T%
ARUL Y—=REBMLIE (X, ZDTIV—TE HER R INSETLIESF -4 (Tl o
LMEEIBYFET,
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X :FeedDE FIZKYAAUL V=R 214 TR M HZE FE ShdL. NetWitness SuitelZkoT
#H L WogstatsTU R J—hANB I SNFET , BEF DI J—DE FrsndllIHhYErt A, L
T=H>T. Log Decoder|22DMDE 7 Blogstats T/ )J—MNTEH LT YET , TNETDEL
FOAE—VIETDFIATOTITURR SN, FILLAYE—DIET AT, HIiLWLAARUE V—
RBLTEL TR B INFT,

Feed771JL
Feed 774 LD K (IR DL -TULVETS,

DeviceAddress, Forwarder, DeviceType, GroupName

DeviceAddressld. ipv4, ipvéethostnameDUNTNMTYE , I, 1RV Y—RHED
FIINTE BN TLDIMN KO TRFVET,

Feed 774 L &R ITRLETS,

"12.12.12.12","de6", "NETFLOW", "grpl"
"12.12.12.12","1d4", "netflow", "grpl"
"12.12.12.12","d6", "netfow", "grpl"
"0:E:507:E6:D4DB:E:59C:A","10.25.50.243", "apache", "Apachegrp"
"1.2.3.4","LCC", "apache", "Apachegrp"
"10.100.33.234","LC1", "apache", "Apachegrp"
"10.25.50.248","10.25.50.242", "apache", "Apachegrp"
"10.25.50.251","10.25.50.241", "apache", "Apachegrp"
"10.25.50.252","10.25.50.255", "apache", "Apachegrp"
"10.25.50.253","10.25.50.251", "apache", "Apachegrp"
"10.25.50.254","10.25.50.230", "apache", "Apachegrp"
"10.25.50.255","10.25.50.254", "apache", "Apachegrp"
"13.13.13.13","LC1", "apache", "Apachegrp"
"AB:F255:9:8:6C88:EEC:44CE:7",, "apache", "Apachegrp"

"Appliancel234",,"apache", "Apachegrp"

"CB:F255:9:8:6C88:EEC:44CE: 7", "10.25.50.253", "apache", "Apache

grp"
ST a—T14
BIEAFEE L TOAIGEITERYRADICIE, ROIE B #558 L TS0,

Feed 771 JLOF %
FeedMZIP7—HA THR D5 (2D EERE B L TSN,
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/opt/rsa/sms/esmfeed.zip

CDIFAIUIZE B LAENTESLY,

Log Decoderh™s /A §35/IL—F A4

GI—T A3 Log Decoder| 25 A ENTNVSZEEHEFE L ET . Log DecoderRESTIZTY
tAL. logstatsZHEFZR L FT,

http://LogDecoderIP:50102/decoder?msg=logStats&force-content-

type=text/plain

INIETI—T DIE | HYE Endlogstats T71 JLDPTILTY,

device=apache forwarder=NWAPPLIANCE10304 source=1.2.3.4 count=338
lastSeenTime=2015-Feb-04 22:30:19 lastUpdatedTime=2015-Feb-04 22:30:19
groups=IP1234Group, apacheGroup

device=apachetomcat forwarder=NWAPPLIANCE10304 source=5.6.7.8
count=1301 lastSeenTime=2015-Feb-04 22:30:19 lastUpdatedTime=2015-Feb-

04 22:30:19 groups=AllOtherGroup,ApacheTomcatGroup

TI—TERAKF TRINSNTVET

ConcentratorCDT /M R TI—F A 30 2
Device Group A2 H\Concentrator[SFFFEL . 1 RNk [Zdevice. groupZ14—ILR DIE AR RS
NETELEMHRLETS,

Device Group (8 values) L
testgroup (28.878) - localgroup (3,347) - squid (3.346) - allothergroup (780) - apachetomcatgroup (561) -ip1234group (457) - cacheflowelff (219) - apachegroup (31)

sessionid = 22133

time = 2015-02-05T14:35:03.0
size = 91

lc.cid = "NWAPPLIANCE10304"
forward.ip = 127.0.0.1

device.ip = 20.20.20.20
medium = 32

device.type = "unknown" =
device.group = "TestGroup”
kig_thread = "0

sMsony F74/ L

R D5 IZHEHSMSDAYT T74 IV EFyIL T, B AVE—DPIT— Av—U%FHERL
F9, /opt/rsa/sms/logs/sms.log

83 NetWitness SuiteDk 5T )L a—F42%4



DARTLAVTFTUR AR

RIEHA—2 DB ZRLET,

Feed generator triggered...
Created CSV feed file.
Created zip feed file.

Pushed ESM Feed to LogDeocder : <logdecoder IP>

RIZTT5— Ave—2 0Bl ERLET,

Error creating CSV File : <reason>Unable to push the ESM Feed: Unable to
create feed zip archive.

Failed to add Group in CSV: GroupName: <groupName> : Error: <error>
Unable to push the ESM Feed: CSV file is empty, make sure you have al-
least on group with al-least one eventsource.

Unable to push the ESM Feed: No LogDecoders found.

Unable to push the ESM Feed: Unable to push feed file on LogDecoder-
<logdecoderIP>Unable to push the ESM Feed:
admin@<logdecoderIP>:50002/decoder/parsers received error: The zip
archive "/etc/netwitness/ng/upload/<esmfeedfileName>.zip" could not be
opened

Unable to push the ESM Feed: <reason>

ESMReader# & UESMAggregatorlZ&kdLogstats T—32 D&k A M UE LU Bl £RE 2

logstatshicollectd[ZLD>TINE SN, ANV V—REEED2—/)UIKH L TARASINATINSIE
EHERLET,

ESMReader

1. LogDecoderTdebug "true" 754 %/etc/collectd.d/NwLogDecoder ESM.conflZ:E I L FE
ER

#

# Copyright (c) 2014 RSA The Security Division of EMC

#

<Plugin generic_ cpp> PluginModulePath "/usr/lib64/collectd"

debug "true"

<Module "NgEsmReader" "all"> port "56002"
ssl "yes"
keypath "/var/lib/puppet/ssl/private keys/d4c6dcd4-6737-
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4838-a2f7- ba7e9%9al65aae.pem"

certpath "/var/lib/puppet/ssl/certs/d4c6dcd4-6737-4838-

a2f7- ba7e9%9al65aae.pem"

interval "600"

query "all"

<stats> </stats> </Module> <Module
"NgEsmReader" "update"> port "56002"

ssl "yes"

keypath "/var/lib/puppet/ssl/private keys/d4c6dcd4-6737-
4838-a2f7- ba7e9%9al65aae.pem"

certpath "/var/lib/puppet/ssl/certs/d4c6dcd4-6737-4838-

a2f7- ba7e9%9al65aae.pem"
interval "60"
query "update"
<stats> </stats> </Module></Plugin>

2. collectd service restart
AYUREERITLET,
3. ROATNEETLET,
tail -f /var/log/messages | grep collectd
ESMReaderhlogstatsF &t A ATEY, T5—HFEAEL TUVEWIELEHERELET, &
RMYDEEIFELELTLDE RDEIEIT—DRTEINET,

Apr 29 18:47:45 NWAPPLIANCE15788 collectd[14569]: DEBUG: NgEsmReader
all: error getting ESM data for field "groups" from logstat
device=checkpointfwl forwarder=PSRTEST source=1.11.51.212. Reason:
<reason>Apr 29 18:58:36 NWAPPLIANCE15788 collectd[14569]: DEBRUG:
NgEsmReader update: error getting ESM data for field "forwarder" from

logstat device=apachetomcat source=10.31.204.240. Reason: <reason>

ESMAggregator

1. NetWitness Suite . /etc/collectd.d/ESMA ggregator.conf(DF Mverbose 755 DA+ %
EBRLES,

# ESMAggregator module collectd.conf configuration file
#

# Copyright (c) 2014 RSA The Security Divsion of EMC

#
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<Plugin generic_ cpp> PluginModulePath "/usr/lib64/collectd"

<Module "ESMAggregator">
verbose 1
interval "eQ"
cache save interval "600"
persistence dir "/var/lib/netwitness/collectd"

</Module> </Plugin>

2. RERFTLEY,
collectd service restart,
3. ROATREETLET,
run “tail -f /var/log/messages | grep ESMA
ESMAggregatorDT—42% & R L. logstat Tk J—HO5 D (28 ENTULSNESIHVERE
RELET.
STV B

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[0] logdecoder[0] = d4c6dcd4-6737-4838-a2f7-ba77e9%al6baae

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[l] logdecoder utcLastUpdate[0] = 1425174451

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[2] groups = Cacheflowelff,Mixed

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[3] logdecoders = d4c6dcd4-6737-4838-a2f7-ba7e%alb6baae

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[4] utcLastUpdate = 1425174451

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
Dispatching ESM stat NWAPPLIANCE15788/esma update-cacheflowelff/esm
counter-3.3.3.3 with a value of 1752 for
NWAPPLIANCE15788/cacheflowelff/esm counter-3.3.3.3 aggregated from 1 log
decoders

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[0] logdecoder[0] = 767354a8-5e84-4317-bc6a-52e4f4d8bfff

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
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MetaData[l] logdecoder utcLastUpdate[0] = 1425174470

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[2] groups = Cacheflowelff,Mixed

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[3] logdecoders = 767354a8-5e84-4317-bc6a-52e4f4d8bfff
Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
MetaData[4] utcLastUpdate = 1425174470

Mar 1 02:32:08 NWAPPLIANCE15936 collectd[11203]: ESMAggregator:
Dispatching RRD stat NWAPPLIANCE15788/esma_ rrd-cacheflowelff/esm
counter-3.3.3.3 with a value of 1752 for

NWAPPLIANCE15788/cacheflowelff/esm counter-3.3.3.3 aggregated from 1 log

JMX FeedP zRL—4 3 DA 58— LD R

FeedP zRhL—4— DI (ETIAHILL TR D SEIZE T ENBESRT S a—ILEhTLVET,
HE(ZSE L TiconsoleZEE AL TINELE B TEFT,

FeedDIRL—3 23T DAUA—NIVEE BT HICIE. ROFIEEETLET .
1. SMSHY—EXF MjconsoleZ=[A=ET,

2. [MBeans]#7 T, [com.rsa.netwitness.sms] > [API] > [esmConfiguration] >
[Attributes] IZFEEILFT,

3. FeedGeneratorJobIntervallnMinutes 7O/ ST/ DEEZZE B LET,
4. BLFEST— 3> YI—DOT IZHS[Operations] TLcommit()] E=7' )L ET , CDIRE

[Z&Y. /opt/rsa/sms/conflZ&H B3 [its I~ Bjson T 74 JUZHT L LME HVK 5t B9 (5% TE S,
SMSH #2 B B IZIXCDIE AME A ShET S

FLIMEZE E 5. FTLLAUR—/ L TFeedP T RL—42—23TNE RV a—)Lan®
ER
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SE R

ZDEHLAVTIER SRTL AUTFUR BRYEE 1T TEBDNetWitness Suite 1—H 424
T1—RE3—I2DWCEHRBLES, COM471—REFEHAL T, RDOBEEEITLET,

o TERFERBIVHFLET(EE. HEH. TR EAvtE—2 DO XX, REST APILL
RSATYY—IL A—F4'}7+. NetWitness Suite AN R—k 3§ 57O LEE #FT) ,

o IBFE DNetWitness Suite/ \—23ESA BV ADAT—RRAER RLET,

o RAMITERATAHYINIIT N—2a v BHERETHIO—HAIILEFH IROrNEEELE
ERS

RDEREVITlE B A TT—RIZDNTELERBBLTLVET,

o [NLREZARIE2—

o [VARTFLIEaA— [LATLIDNER]T/SRIL

[NLR B=H]Ea—

NLAEZADR EEFERTHE TI—LDRE ER T ANVEDER . RID—ELRT L
MEHBE M DR REITOICENTEET . TNENDFEMITOVTIE, ROLEVIES LT
=&y,

o [NLR EZR]Ea—: [75—L]Ea—

o [ARUN Y—R EZAR)LYT]E1—

o [NLVREZR]D[FE BE FA—b ]

o [NLREZAMER F 1E2—: Archiver

o [NVRAEZADHRFE IEa—: AUk Y—R

o [NILREZAMEE F ]E1—: Warehouse Connector

o [BEfRIEa—
o [RUL—]Ea—
o [LRTLHRE TSIH]IEa—

[AILR E=A] EBa—: [PS5—L]E1—

TRANEH—ERZE R L, TRTCOT7ITAIRTo—LER RLTAI—YEEZDHIRISELT-
EEITHIBr TEFT, 7oL, [RUS—]183TTHRANFEIFYH—ERIZX L TE EHIVE
Y& TR — IL—IUZESTRIA—ENFET . ROZENAIBETT .
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o IRTDVARTLEBIUVY—ERTHETITAIRITRNTCDTI—LERTTH
o T—LEERLTEMERTIS

KT L=\ THH?

EEE NetWitnessH—/\eH—ERDTS5—L X~ TI—LDER
7___g Xo)i 7T= o
EEE BEDOTS—LICE T AR MRS ROE T7—L0ER
BEEREYY

R —DEE
i B 75 85 B

CREI— DT IR EGIERIE, [Y—ERODEE]ITY, [75—LIE2—IT7IERT
B1ZIE, [Admin] > [NVREZZRTIZBBLET , [NLREZRIE2—DBE, [75—L157
DRRINET . [7T—LIFTITE, TF—L VAR E[TT—LOFEM ]/ SRILHE FNTUE
j_ o

ADMIN

HEALTH & WELLMESS

Polidies System Stats Browser  Event Source Monitoring

Broker NWAPPLIANCEERDT
ce Concentrator NWAPPLIANCET 8263

PLIA

| Page 1 |of1 | | & 2w Refresh Itemns 1- 24 of 24

FS— L LB H,
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75— LDAT—HR:
. FHTAT - st BEERR R 11200, FI— LA UF—ShELL=,
o VIFEH=UNWN\BIEEB A==, T5—LDTIT4TTIEEHEYELT=,
Sl 75— LIE VN TONEE K
o« DUT4HI
-
.
. &
FI—LERH—L I —ILDZ T,
L—ILTE HENTNEH—EZ,
Bl 75—t U —shiak,
FI—LERH—L L — LT A STV S 1% 3R
Bl 752t Lt R o
B 75—sonEs.

7E :NetWitness Suitel&. FFfE B IZ75—LZEY—LET , BE/NTA—RIIF B F=1EFF
J“E (:\j_l“ —Gggs-d_o

RO F, [T7—LOFM]/\RIIERFRALEKE D[ T5—L]IF2TERLTVET,
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HEALTH & WELLNESS

Systemn Stats Browser  Event Source Monitoring  Settings

Alarm Details

Severty | RuleName

cal Contexthub Server if Tme
ACTHE
CRITICAL
NWARPLIANCE17000

hub Sarvar

Corexthuly Senver Mani

oring Policy

Contexthul Server in Critizal State

The Contexthub Server is currenths in a critical or bad s:ate. The service is eiher not running ar

zame of the services Health Checks are in a Critical[FATAL) state.

L AN BN BN BN BN BN NS BN BN BN BN B
o

Muoniter the senice

Brocessinfo Cversll B

ERROR

2530-3d53e /B850

[Po5—LD#1/ I

[75—LDFM]/\RIUZE, TF—L YA TERENTI—LOERAR TSNFT . 7
F—L YA DFARTDEHRDIEMNZ. ROT1—ILFLEFENFET,

F5— LD 4N B %

1450 B 2 5 2

HI%1 4 T B %1
Y N HI B R GRIRFARAL T —)
S T GBIRBEAIAL Y —Y)

n R —ID

JL—IJUD

n RAKID

I s::t 41D
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() 71T L F—

[ARUS YV—R TF=A T Ea—

FEARUE Y—RDE B (ZDULVTIE, [ NetWitness Suite ANk V—XEBEHAR DI AR
Uk V—REBE OB E 125 B L TEELY,

NetWitness Suiteld, 1—H AU ATI—XTEEIFLGANUS VRO ETEE R TDHE%E
B LET . Log DecodermMnBR 1§ SN[ E DIF M AR RShFT , —F 1271 —X(&
SESFLE/INGA—ATI(IWAR R TEET,

[ARUE V=R EZRYYEa—ITTIERT BICIE. ROFIEERTLET .
1. [BEB]>S [ARE=AZBELET,

[NLRE=AIEa—DR RSN, [T5—LIFTHREET,
2. [ARUS V=R E=B)T1EDIILET

K 1T LWL\ THH?

EfTLELE

B ARV VRIS EINFARY ARV Y—ZADURE ShA XU+ DI B
& NS Fr—tlEa—

BEENEYY
o AN Y—RDE R

o ANVE VY—ADI1IZ

o ANVE V—RATORE ANV DE B Fr—b DR =

85 B 7 55 B
[ARUE V=R EZAR)JTIEa—DIRREINFET,
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ONITOR CONFIGURE ADMIN

Health & Wellness

| 1
Alarms Monitoring ~ Policies  System Stats Browser [NATNIEGIGCIVENIGILN  Settings ~ NWAPPLIANCE11639 i—‘

Event Source Event Source Type Log Collector Log Decoder Time Frame Order By
Any v Any v | |Any ¥ | Any v | Any v Clear Export as CSV

[(IRegex ®Received ONot Received @ Ascending ()Descending
Event Source Event Source Type Log Collector Log Decoder Count Idle Time Last Collected Time Historical Graph
10.31.246.60 cacheflowelff NWAPPLIANCE11639 NWAPPLIANCE11639 1 2 days, 2hours, 14min  2017-07-12 11:36:58 A... W
10.30.94.35 ciscoasa NWAPPLIANCE11639 NWAPPLIANCE11639 96 2 days, 5 hours, 5 min 2017-07-12 08:45:49 A... ol
10.31.125.249 netwitnessspectrum NWAPPLIANCE11639 NWAPPLIANCE11639 2 2 days, Shours, 52 min  2017-07-1207:59:34 A... &
10.30,94.35 winevent_snare NWAPPLIANCE11639 NWAPPLIANCE11639 14 3 days, 2hours, 50 min  2017-07-11 11:01:19 A... &

| Page 1 of1 | | C Items 1-4of4

11.0.0.0-170709005430.1.9127d8d

[{RUR Y—R E=RLH] 4T HE R ShET,
Bl [ Rk U—R BRI T]ETETAIEBEUHRETA X Bl=0I=fE F S By—
JLiN—,

[ARUR Y—R$E 3]/ SRILDR R ENET,

4053
RDORIZ, [ARUE V=R EZR)UTE2a—DITAIWABLUHRITA XIZ{E A TEDSFES
FRINGA—BZERLEFET,

INGA—

B
5 Bt B3

AL BERFARDAINUS V—RDELHEIEA A LET,

Y—A  RegexZ1I2ZH ML T BIZIE, [Regex] B IRLFT ., COTAIIAZTH RIS
& TEANIH L TER KRB BEREBEIETIN, —HTEH5HTIVAIRNEN
FY o [Regex]ZZBIRL TULVELMGE & (&, YJREVT 18— uF U T hHHR—k~
ENFI,

ARUE  BIRLIEARUE Y—ADARUS V—R BATEEIRLET,
e &
147
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&t BA

3

Log & % L1=Log Collector|Z&o>TIRE Sht=T—2%EFKR R T 5IZIE. [Log
Collector Collector] #ZERLFT,

Log & 7 L f=Log Decoder|Z&>TUR & Shi=T—2%FK 7~ 3 BIZI&. [Log Decoder]
Decoder ZFEIRLFT,

BALT NEOMEOBMEEERIRLET.

L—L4 EBIRLEEBBEERN TOJOZET DI V—ROHFEECITHER M
BEGEESE[REIZERLET,
i
BRLBFRESEEATOIDZET THEWNAARUL Y—RADAEEOIIER
PHELRIEE K[RELTIVEWNEERLES.

Order JARZER T HEDY—FIEZFERLET,
By FIETY—+IBICIE[FIE]IZEZEZRLET,

3 D003 HE BRLEDAVANE RSN, RELEEH TIRARAR RSNE
ER

207 D099 B, BIRLIZDAIWVIADERENFT,

CSVTI )3 bE, IEMHACSVE X TITHRR—FSNFET,
HAR—
~

[ARUL V=R’ | E2—DFR =
ARUR Y—=R  ARUE Y—RDELFETIERTLET .

ARV V=R ARUE YR BLTERRLFET,
BRAT

Log Collector ARV H¥ER #) ITUR & ShfzLog Collectord R ;R LET
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oz

Log Decoder ARV DML EE N F-Log Decodera & R LET

ik HOUME AR & (2 vk SN THBLog DecoderhZZELF=A XU D
MERRLES,

TAK U fE =B IEIEBLIREEZRTLET.

RIEINERZ| LogDecoderBA NIk Y—RADARNUNERZICLEBELE-ABEERRL
F9,

& B Fv—b ARUE V—=RITONTIRE SN 5T DR EFr—hE2R T DI,
I EONILES,

[NVREZS] DLE B Fv—h ]

ArchiverME=R)UJZEE T HE. Archiver TOE & PR L—2 OF K R AVE K7
BISELIEEICEBMICBMEZER TEET, [BEEFY—hE2—TIX BET—4HE
avUeEhEY,

HHICOLTIE, RDREYWES B L TS0,
o ARNUN Y—ZDDIRESNF=ARVED[EREFry—r]1E2—

o VRT LR &t DFE E Fy—t

ARUE V=2 R SHF=A RV OB B Fr—k]1Ea—

ARUE V=ZDBIRE ENT=ANUE DB EFry—h]Ea—TIF BET—AHEDa7)UE
ENFET, COEI—TTIERTBICE. ROFIEEEITLET,

1. [EE]> [NVREZR]ICBELET .
[NLRE=AIEa—DR RSN, [BER]IZTHVEEET,
2. [ARUE V=R E=BYLTVEDIILETS
[ARUE V=R E=ZA)UTEa—HRRINET,
3. [BEFY—r1FIT, hEBRLET.
RITTVT D4R DITBIRLIZARUS V=R BALTDE B Fr—b HRRINFET,
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ZOE &, 1Rk Y—R A1 Twinevent_snare Mo & SN/ RNUL &R L TLET,

Historical Graph

winevent_snare: 10.30.94.35 Time Frame Current Day v
Zoom 1h 6h 12h 1d Al Fram | Jul 9, 2017 To | Jul 10,2017
0.0075
0.005 @
b
0.0025
! :
21:00 10. Jul 03:00 06:00 09:00 12:00 15:00 18:00
hﬂ
10. Jul 06:00 i
i
— average
Click and drag in the plot area to zoom in

WHE(ZIGCTFY—hEHRITARATEFT , RORIZ. BEFr—LEHREIIAXT B8
DEFESFH/I\GA—EERLET,

BALTL—L BERETHEDEIAL IL—LERIRLET, FIHERIRELRAT avErns
YT, SB.5HA. 58,

<date>~ <date> $FEDH I CEET DB HEEEZERLET,

BEFv—kDT—20FME1—FR—L (VR TTEET,
A—L A EE1H LU

WTFhHADIEZFEIR T 5L, BIRLI-EDSHBE DOERE T—24KR R TEFET, RO (L, X—
LA D& &L TOhERR LB TT . & FTRIZHARTAE /\—H6hDork DI
EEINFET,

F-. ARDON—ERSARSIE T, FE O [CX—L /U TEET,
A—L 4883
TOvk B EYIIL TR ST HE, BB & ICX—L /U TEET,

AT LS E OR B Fv—
DAT LR E DR BEFY— TR TBIZE ROFIREETLES .
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1. [BEI>[NRES]RBELEY,
[NLVREZZIEa—DR RSN, [75—LIFTHRREET,

[LRTLEEEL TF T 270 )0 ET .

[LRT L st T 4T h R RENET,

3. [BEFyY—r]1FIT. hEBRLET.
BIRLIRRE O st AN BEFr—h CRRENET
COE (E, AEUE ARG OV RTLHF E2—ERLTOET,

Historical Graph

Host: Memory Utilization

Zoom 1h 6h 12h 14 Al

From

Time Frame |Cu

Jul 9, 2017 To

rrent Day v

Jul 10, 2017

19 é
21:00 10, Jul 03:00 06:00 0%9:00 12:00 15:00 1;?02
- 4"/_
10. Jul 06:00 /—"-'—’/]_2:00 18:00
Click and drag i:h?:l::g:rea to zoom in
INDA—A
DBEITIGLTFy—h Ea—FNRIIAATEFT . ROKIZ. [BEEFr—r]E2—FHRAE
TARG Bl ODIFESF LG /INTA—EERLET,
BALTL—L BETHORMEEEERLES,
FMARRELGAT avEROEEYTT . ¥B. $B. $A. 5%,
<date>~ <date> $EDH T CTEET—20ORMEEEERLFET,
BEFY—tDT—2DFMEL—FX—LAVRRTEFET,
A—L AU 1B L.
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WINADIEZEIR T H&. BIRLI-E O B OB B TR T TEFS, RO [E, X—
Ls A D i) #5 B &L TOhEEIR L 161 TY . B TRRIZHEIRFAE /A —16hDo4k I
EEINFT,

F-. BRDN—ZRFA(FSET, FEDEHEITX—L (U TEFET,

Historical Graph

Host: Mounted Filesystem Disk Usage Percent Time Frame | Current Moni v
Zoom Tw 2w 3w Im Al From | Jun 29, 2017 To | Jul 14, 2017
7
8.5
5 §
c
o
5.5
5
45
30. Jun 2. Jul 4. Jul 6. Jul 8. Jul 10. Jul 12, Jul 14, Jul
P
19. Jun 26. Jun 3. Ju 10, Jull
m ¥
average
Click and drag in the plot area to zoom in

A—L A8 8E3:
TOvEEEFIIIL TR VT 54, W EBELGRMBESEEICXA—L AU TEET,
TOR L, 9)9L TR VI LI=EEDTZTIDR RHIZERLTWNVET,

Historical Graph

Host: Mounted Filesystem Disk Usage Percent Time Frame | Current Momi v
Zoom Tw 2w 3w Im Al From | Jul 10, 2017 To | Jul 13, 2017
7
Tuesday, Jul 11, 18:00 55
1 average: 6.00
L 6 E
=
w
5.5
5
45
08:00 16:00 11. Jul 08:00 16:00 12. Jul 08:00 16:00 13. Jul 08:00
-
19. Jun 26. Jun 3. Ju To Jull
11} ¥
average

Click and drag in the plot area to zoom in
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[ANIVRE=ADER E 1 Ea—: Archiver

¥ : Archiver&Warehouse Connectorz85 R 9 5(2I1E, MR @K EER)L— 1S B L TS
LY,

ArchiverBE=AR)>J Ea—IZ7OERATBIZIE. ROFIEFEETLET,
1. [BEE]> [ANLRE=AZ]IZRRELET,
2. [B&%E]1> [Archiver] &R LFT,

47 LWL\ H TThH?
BEE  ArchiverDY—ERDEE M DB 5 Y—ERNDE #fl DE 1]

BEE hEYY

Y—ERDE Hl DEE 17

LT

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Aggregation Connection

Notify After Failing For $ Minutes v

Storage Connection

Notify After Failing For

Storage Capacity

Storage Threshold By Space Time

W [ ArchiverE=RUL T/ \RILHR RENET

ol E A EE BRI IZZE T BEIIZ[ArchiverB=R)U T N\ IIVEE R LET

H e

ROF L, ERGREICEL-EEICH B TEMAE RSN DHEIArchiverz i Bl I 51=8
(S BEZINTGA—BZ)ARLTVETY,
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& ROBMES
B LEEM

%

% ROBMEH
Bt L@

Zh ROBMXK
L— Lf=o@%n

&5 AT —RRAANE F SNAHETORE ] (5 F=3FF )

RE - AMIESNTOBISE . 5T LB (9 EEH ) .
Archiver % 5 27 —2ZHT K B I THOFLEISEHLET
A5 - BMESNTOBEE . f5E LR (9D 3B
f) . ArchiverD$ it 27— AT5A 2 | THor-LEITBAIL |
EX =

ArchiverS 5 4 % Bt | 1878 L1-MARA (5 EH<I3B5 1) O |
B ICEMLET, ’

ArchiverDA L—U St vk B | 38 € L-HA R ( & £ (385
) DFERICEAMLES,

SEFE®

100



DRATLASTFORTAR

Rk RRL—URAfE

T
£
=
=k

ANL—U{FEH
$

WarmAk L—
HA4X

B AL Y—E
M HARLET.
0%

‘ Syslogt—/\$
4

FUSNMPH v
T H—I TR
LET.

Nway—ib,
A=)l
Syslog:@ %1 .
SNMPk 7@
p |

BREN—RAOBEFEE THEE 12X, [RR—X]ZFERL., [R
F—URBEE] D —ILRZHEELET , ArchiverDANL—U R
ENCCTHEL-EISEBA-EEITRMLET,

A ROBEEE TS 554 . [BEMIEERL. (B |
HULIPILE B Dr—ILR FBE L ET . ArchiverRbL—I124E
RN TNBDT 74 LDE BT T - B A B R f- L&l |
BELET. ,
[ IS HARL—S HA XD Ol Stk [ of- BB AT
ZPEANLET, ’

& B9 BWarmAr L— YA XHL K DR/ S—t b T of=5
BRI E2NEAHNLET,

515U, NetWitness Suite (5 5% {8 TEHESIA—ILEM |
MLET. |

DIl T EERJEERLET,

NetWitness Suite 1—H 4271 —AM@E Y —)ULI\—TCEH %
ZIE I BICIE NWaLY—ILEAEMIELET,

A—NEBHMERZET DI, A—VEFHIELES,

SyslogA N Z4 BT HICIE. SyslogB FN1ZxH IELFT, .
B & AU ESNMPR SYTEL TR T 3IIE, SNMPR SV |
MEAMIELES, ’

[NLRAE=ADR E ]Ea—: ARVE Y—R

FH AL Y—RDE B (ZDULVTIE, TRSA NetWitness Suite A N V—XE B HAR 1D
[ARUS V—RE B OB E 125 B L TS,
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[ARU Y—R EZRYUTTEa—IE, [ARUk Y—R] RV, [BER R Y —RDE /4R
154705, [/, [BBR]IFAT7OTER SN TWVET, COE2—%#FRHALT
ROEBZEBEBRLET,

o ARUL Y—ZHW5Log Collector~NDEAJEREAME L LGS ICEMEE K TR/
Jo

« BEDEEE,

o JE—hkCollector& XU HA—AJLCollectorh¥RA> 7\ A{ Log Decoder| 27 A JLA—/\—L 1= &E
[ZLog CollectorZ&fi# fr 9524437,

COEI— DT IR ELZO—)UT, INWEEDEE]TY, COE2—IT7IERTBIC

F. ROFIEZETLES,

1. [BE]> [NVAREZRZBHLET,

2. [BRE]I> ARV V=R ZERLET,

K17 L=\ THH?

mmz ANV YR BRI EE DR R ARUN Y—ZADEE 18

BEFEYY
ARUE V=R EZBYLTDRERL

05 2.7 5% B
[ARURk Y—R]IBTHE R ENET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

s Monitoring ~ Policles  System Stats Browser EventS

es, se © mo! h
Event Source | Archiver Wareh G
-
Event Source Monitoring R 2|

These setting dictate when to generate notifications for event sources that the system is no longer receiving logs from and where to

MMMMMMM
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W [ Rk Y—REZR) T IRIDR RENFET
Bl E AN EZIETAIII[ARUS V=R EZBYUT]NRIVEERLET
[ARUE Y—R E=B)T] 13RIV

AL H—\EERELE [BE]> [VATLI> [A—)]Ea—pEEE. BREITIGLT, 14
e AU Y—REZR)TH D DA— VB EFRA B TEET,

SyslogH—/\E LU [(BE]> [VATFLI> [BEEIE—HBHE. BEITHLT. A
SNMPL SV H—\%  RUk Y—R EZRTH 51 DSyslogs KUSNMP YT ER {5 %

BRLES, METEES,
+ BERT IRV Y—REEME LT ET I ERRRV—R
D& N /AR &1 A TOTER R LET,
— BIRUIARUR V—REE R R OSHIBRLET,
AR Y—REBIRLET,
Y—R BT ARUE Y—RADY—R AL TE=RTLET,
J—R KRRk ARV Y—RDY—R KRR ER RTLET,
BAfE NetWitness Suite A% 51 D% {5 25 L TRFETOBEERTLE
o ( Bl ORAME)
& A B, Bk, ZEEEAL. BHITEMILES.
FrotL B, HIRR, ZEEEZXvEILLET,
[RE X1/ $RIL
-+ BEREMBRTIIAUN V—REBMEFEETH( BB ]IF17OIER
RLET,
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- EIRLIzANUE V—REB R RAGHIFRLES
[ ANUE V—REERLET,
Regex ERRBEERTINEINERLES

Y—RBAT BERLI=ARE V—ADY—REALTERRTLET,
Y—RARAL BERLI=AAUE Y—RADY—R KA ERRLET,
1 FA BN, HIBR.ZEEFERAL, EBIZEMICLET,

Frot)L BN, BHIR. EEEXVYORILET,

[N RY—RADEM@EER]IF(7T

Add/Edit Source Monitor

[ Regex

Source Type *

Source Host

0 £ | Hours

Time Threshold *

0 Minutes

<>

Cancel oK

[BERXRY—ADEMARE ]I FA7OITIE, BERMTEHAARAU V—REEBMF-IIEEL
FT. AU Y—REE AN T B/\5A—2(F, V=R BLTEI)—R KRR O2DOTT, FOEY
J(1\8—2 T F U TEFVIMIWRA—E XF)EZERAL T, ROBIITTRT LI, ARUE
J—RADYY—R BATE)—R KA EIE E TEFET .

ciscopix 1.1.1.1
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*
*

*

6

1.1.1.1
x

1.1.1.1]1.1.1.2

L1L[1]2]

1.1.1.[123]

1.1.1.[0-9]

1.1.1.11[0-5]

1.1.1.1,1.1.1.2
1.1.1.[0-9](1.1.1.11[0-5]
1.1.1.[0-9][1.1.1.11[0-5],10.31.204.20
L1.1*

1.1.1.[0-9]{1,3}

Regex

ERRBRAEFERATIEE L. FooRwIREFVIZLET,

Y—REBAT AR Y—ADY—R ELT, [BE]> [Y—ERX] > [Log Collector

Y—EX]> [RR]> [BR]IEL—DIARUE Y—R]ZTT, 41 Uk
V—RITH LT ALEZER T 2B ELNHYFET,

Y—RRRL  ARUL Y—RORR B FZIFIPTR LR, [BE] > [H—EX] >
[Log CollectorT/N\AR] > [&R]1> [#BR ] Ea—D[A RV Y—A]
BIT, ARV V=RIZHLTIHERL-EXFERTIHLELIHYE
ERS

E5R[ES NetWitness Suite H\E &1 D1k 15 %1% 1L T 5FTORE R,
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FvtL AR =R, F=AFARU Y—RADEEEZ (AR Y—R =R
DT1RIUZEMETIZ, F47O5FFALCLET,

OK AR Y—RE[ARUS Y—R EZRY T I\RIJUEMLET .
(BIR15q14705
Decommission

¥ Regex

Source Type * apache

Source Host *

8t B3

Y— ARUE Y—RDY—R AT, [BE] > [Y—ER] > [Log CollectorT/\A RX] >
25 [BER]I> HERIEL—DIARUE Y—R]IZTT, ARk Y—=RITH L THER LT
47 EBEERITILELIHYET,

Y— ARV Y—RDRARE F=IEIPTR LA, [EH] > [H—ERX] > [Log Collector
AR H—EX]>[RFR]> [ERIEL—D[ARAVE Y—R]ZTT, AUk Y—RIZHL
Ah THRLEZERITLIBEIHBYET,

Ty ARUE Y—ZRDEM. HIR. EEEZ[ER]/\RIUSBRETIZ. FA4T7AJ%FLC
ot Y,
L

OK ANRUEY—RMDEM. HIbR. EBZ[#ER]/\RIUIBERLED,

SEFE® 106



DRTLAVTFTUR AR

[ANLRE=ADER 5E 1 E1—: Warehouse Connector

¥ : Archiver&Warehouse Connectorz85 R 9 5(2I1E, MR @K EER)L— 1S B L TS
LY,

Warehouse Connector BE=4')>5 %48 Bk 5 & T, Warehouse Connector&EZ MDA L— 2R
THAEELRMEXBASIEFEIRLEL-GEIC. BEFMICRAMNEE K TEEY,

[Warehouse ConnectorE=A1)> 5 1E1a—~DF77EX

1. [Admin] > [NLRAE=R]IZBEHLET,
2. [8% 71> [Warehouse Connector] #3E{R L FET,

817 LI HIfm TTH?

EIEEHE  Warchouse ConnectorDEE #l DX 7~ [Warehouse Connector®Ef i 1 E1—

B EREYY
[Warehouse Connector®if fl ]lEa1—
HY—EXDE H DEE R

SRR
[ Warehouse ConnectorE=3')> Y1 Ea—hK REINFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Alarms  Monitoring ~ Policies  System Stats Browser  Event Source Monitoring [

To monitor Event Sources, see Event Source Management. To monitor Archiver and Warehouse Connector, see Health Policy

EventSource | Archiver | Warehouse Connector *—

Warehouse Connector Monitoring l«—13]

These settings allow for notifications to be generated when critical thresholds concerning Warehouse Connector
and storage have been met.

Source or Destination Status

Notify Offline For $|Minutes v

Stream Status

Notify Stopped For ¢ Minutes v
Disk Is $ % Ful
Source Is Behind £ | sessions
Rejected Folder Size Is < % Ful
Number Of Files In Permanent 2

Failure Folder

Notification Type

11.0.0.0-170824160200.1.64b1a3b

[ Warehouse ConnectorBE=421)>F 1 Ea— /I \RILHR RESNFET
Warehouse ConnectorE=A) T INGA—R%EE K T=FT
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Warehouse Connector®=4J> 4 135A—4

ROFKIZ, EELEBEEZEA-EEICB BMISAE 024 B9 H&5Warehouse ConnectorE
R GEE R T H/I\TGA—ARERLET,

R

V—RFE ROEGEATIAoD J—RERIEIE %k DEFR AT ISA U STHLE

58 % DA 1B & IZE N & HYE (S SNDETORE R S LU i DB 5L (5

T—RX F-XEFRE),

AR—L R ROBEEILELTWNS RR)J—LDAISA T THLEMAEE SN

T—HR 1B & IZE BHETORE [ S KUEF ] DB 4L (9 F=1XFF ),
AL—2 BELEGEISEMISAEESNDIT(RIERE

(%) DR o

Y—RE T Y—AMKRNEB LG OI-E S ISEMDIREETHF
Ty av#,

BEEIHIVE AKX BBELEESISREMMAEESNSITHIVIERE
(%) DR o

KIMHBZRBIHIVE  BBELISGE ISEHARE SNSRI D
R 71 L Failure 74 )LE D774 JVE DI IR

BRODAA AL Y—N\FHERHL 2')vIL T, NetWitness Suite D@ N %= {E T=S
70 i?—o ;5[:)‘_)%*§E‘ZL$TO

Syslogt—/\E LU JIILT. EERIVEERLET,
SNMPk V7 H—/\%
BRLET,
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NwWIay—jb, NetWitness Suite 11— 422 T7x—RD@& £1Y—)L
A=), N—TEMERIETBICE NWIAY—ILEE
Syslogi@ &1, SNMPk  {ELFET,
V7@l A—)LEMEZE T BHICIE, A—IVEFIELE
ED
Syslog A N %4 5 9 A&, Syslogi® 1 %58 #h
ELFET,

BEBEARNURESNMP SV T EL TR E T 5ICIE.
SNMPr Y@ ZEE L LET .

[EEHR]1E2—

NetWitness Suite Tl&. 78RRk A5{# 4 DNetWitness Suite —E RDFE M AL #f 5t Ot DIF R %
[(BFME—THERETEET, [EH]IEL—TIE, 27 RANOREIRE . RANTETHOD
Y—EX, SESFLAENSR FARAN DK RE . FRRDEEM . H—ERADFEMER R TEE
9,

CDEL—TTIERTBICTE. ROFIEEETLET,
L [EE]>[ANARAES]RBBLEY,
2. [BHRIZTEIIILET,

T LI EX TTH?

EEE IR F E DR R EFIVET RRR EH—ERDEE 18

BAEREYY

il B 75 5 BA

[
E=RTIEa—DRREINET,

109 SEEHR



DRTLAVTFIORTAR

CONFIGURE ADMIN
1 HEALTH & WELLNESS
Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE10604
Groups Hosts Filter
Name Count ) ) )
’ = Stopped Services Stopped Processing Physical Drive Problems Logical Drive Problems Full Filesystems
S
@ 0 4 0 host(s) 0 host(s) 1 host(s)
B NWAPPLIANCE10604 Status: @ CPU: 0.78% Memory: 9.43 GB/31.42 GB
service Health Status | Rate Name Service Type (<1 Memory Usage Uptime
@ Ready ® - Event Stream Analysis Event Stream Analysis  0.1% 5.45GB 1 day 4 hours 25 minutes
@ Ready ® Contexthub Server 0% 1.20 GB 1 day 4 hours 25 minutes
@ Ready ® Entity Behavior Analyt.. 0% 645.89 MB 1 day 4 hours 25 minutes
B NWAPPLIANCE11639 Status: @ CPU: 1.36% Memory: 445 GB/31.42 GB
Service Health Status | Rate Name Service Type (<] Memory Usage Uptime
@ Ready L Log Collector 1.5% 54.28 MB 4 hours 40 minutes 2 sec.
® Ready 0 Log Decoder 2.5% 17368 4 hours 40 minutes 2 sec
| page 1 of1 | | C Displaying 1 - 10 of 10

11.0.0.0-170709005430.1.9127d8d

(=2 Y] 8T AR R ShET .
HIN—TERIRT B[HI—T] 15000,
[RRR 1 /50Ul B F % 5S8R A R ahET

[(IN—T1 R

[TIL—T1\RIUZIZ, E R A RELRRAN DT IL—THARSNFET , TIL—TEE IR THE.
GI—TR OHRRS DLHRAR ]/ ARIJUZR RENET,

FTWN—TIN RO IR REINDE FFHRRANE A, [RRR]/SRIUZRRENT
WAEBORA LYD UM S [E TALREZADRST IV a—TF4 T INEVIES BBL
T. COMBEDEZONDRREBIVHE R Y 2— 3 F R L TSN,

[ARRR ]3IV

[ARRR 1780 UZIE, ARRS OIK BE (2B 3 58 51 1B R B LU KRS TR AT OH—ERNK
RENFET

INSGA—

4 wt BA

Filter [T4IWE] D4—IR [TTRAM R FIFY—ERZZA N T5HE, — T DRAMNE
Y—ERH[RRR] ARJUZR RENFET,

H—ER  [—EREILF]IEI )T ERE BFILEPFOH——ERNTRT—ERRTINE
=1k T, B OF—TERNSVRAR—ILENTWSRANE R RENET,
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INGA—

3

MR [REEIEPIZI)ITEHE REBEEFIELTOSY—ERE, ZOY—EZA
B AV AR —=ILENTWVSHRAR AT RT—ERTEINFT,

MIBRS ZOATLaE )05 5E MIBRSATIREDHHRAN R RTESNFET,
1EE
<#>RAk

WIEBRS ZOATIaE D)0 BE, HIEBR AT BB DHEHRAN DR REINET,
1TEE
<#>R Rk

TS SDATLavEwDIIT e, T7AIL VAT LD IUTIE DTSR RAR iR R S
ATLT7 hFEF,

L

<#>7R Ak

AR VORDLE B ZHBHT)E R (L. NetWitness Suite| 21 Bl SN TLVSET R THDRASD
DRATLEERRLET VIL—TEEIRLTRANE DAL TEH, RTRARIIEES
nEtA,

Lt &R DREL DT IZIE, RRS ( RRRZA VAR —LENTWSH—ER, KRR EH—ERIZE]
T HIEHRDIRS WK RENFES

RRALE KRR ERRLET,
RAMTH—ERDAI VRN —)LENTVSIE & . RRANE DSB8 1Zait B hk -
SnET,
BB 29I T Bl FORANZA VAR —)LEN TS H—EZRNT RTE R
SINFEY,

7l
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AT—3  RAMDRT—HRERRLET,
=z * - IRANDNTOTATTCTEIT R THAEERLET,

® - RRARAME LE A FFRLEABH IR SN TUVEWIEERLET,

CPU RAF DR E DCPUE A EEZRRLET,
AEI) RAN CERA SN TLAAEVER RLET,

KA % DFEBBITHIEEE 5 EVIIT e EDRAMIA VAR —ILEN TN H—ERAT A
T—ERTINET, RORIC, Y—ERTRRINDIE B/ SA—RETDHRAERLET .

H+—EX Y—ERADRAT—HRERTLET
OFIATRE - Y—ERDTITAITCEITH THAEERLET .
OfF 1 - H—ERMMZ IE AN, FIFLE AR I8 SN TLVEWIEETR

LFEI,

BREBRERT— H—EAOREORTHRERRLET,

AR ® - LEARTHT, TA’EOLYKRENL—F TREEIA TS
EERLFET,

® - WEAMEIESN-CEERLETS
O-MBEFFEHTIA THIMEBEINTLVENIEEZRLET,

L—bk T—HAMLEEINEL—ERLET,

& Al H—ERD4% H

Y—ERX 24T Y—ERDAA T4,

CPU H—EXDHREDCPUERFELERRLET,
AE)ERE Y—ERFERINIATIERRLET,

TIITRA L Y—ERDETRMERTLET .
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[Archiver®gf #l 1E21—

[ArchiverMEE#ll ] Ea—IZ(X, ArchiverDIE MR RENFET . R DR L, [Archiver®zt ]
Eﬁt L/f::b 0)'(579‘_0

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & W

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE25988 @

AosTANDSEReE Archiver Details

Host
Service

I Archiver

CPU 0.2% Used Memory 3293 MB
Running Since 2017-Jul-10 10:30:25 Max Process Memory 31.42GB
Build Date 2017-Jul-09 07:24:34 Version Information 11.0.00
Details
Aggregation State stopped Time Begin
Session Free Pages 0 Time End
Meta Free Pages 0 Session Rate Max ]
Database Status Session Rate 0
Database Session Rate Database Session Free Space
Database Session Rate Max Database Session Volume Bytes

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

BE T HFIRISDONTIE, TH—EXDF M DB R 175 BB L TS,
CDEILAVITF, H—ERADRE DL R EHE AR TSINET,

SEHIRRE TR DIKEE,

BOOEE  AUTVRICkSVFRLTENIR Y Dyl 2 OB %I (UTC)
tylavEE KEHIFARRLG Y Iy XU,

"=
RFOBE AU TYIRIRSVFUTENTLSRHT Dt v ar DR % (UTC) .

AFEER—  KEFIFIRAFIREGAN—,

S

v

mAtva 18&HEYOR KBV,
> L—k
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F—BA—Z
AT

Iy L—
k

F—EN—Z
i3y L—
k

T—RAR—ZX
v EE
fE i

RRXT—43
R—X vi3
v L—k

T—AR—R
yiav R
a—Ls/\A
I~

T—RAR—ZADAT—RR, ANGE IR DESYTT
o closed - QUERY HELUUPDATETILE F TEFEA( T—ER—RHW)
HibshExd), BE . COEFRTINEFEA,

« opened - QUERY HKLUUPDATETE A T&EFF,

o failure - openlZK BXLFEL Tz, COME AR R EINHE H [FSFEIETT,
IR & VB IR TERR AvofzY . YTUNST—EhSR Shighvorf=15 & ITHEER
TEET, BEIEX. TAR—ROHEEHNRETY,

1 H=Yotrar,

H—ERD YV ETHER—RIZEZFA IR HI-YDL—,

SEICH AR Re ey ar ZE EE

P—EXD Y avE T —AR—RIZEEA IR HI-YDR K L—+

T—AR—RA Dtviav D1,
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[BrokerMgf #l |[Ea—

[BrokerMzf #ll 1 Ea—IZ(X. BrokerDIE#H MR RSNFET, RDE (L, [BrokerDit il 1 &R
LT::EJ 0)—(‘:—?—0

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & W

eliness

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE2943 @

OST AND SERVICES =
: ' Broker Details
Host

Service

I Broker
CPU 0.1% Used Memory 2742 MB

Malware Analysis Y

Running Since 2017-Jul-1010:31:39 Max Process Memory 31.42GB
Build Date 2017-Jul-09 07:19:34 Version Information 11.0.0.0
Details
Aggregation State stopped Meta Rate 0
Session Rate 0 Meta Rate Max 0

Session Rate Max

| NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

BEIAFIRICDONTIE. TH—EXDEF# DB 1R 125 BB L TZELY,
LI AVITF, H—ERADRE DE R EHE AR TSNET,

SEHIREE T—HEE DIKEE,

A3 L—hk 1 HI=YDAST—E2 ATk,
iy L—k 1 =Yooty ar,
B RKA% L—b+ 1 H-YDER K AZT—R2ATOIk,

mAtYar L—k 1RHEYORX YAy,
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[Concentrator®f #fl 11—

[Concentrator®E¥ #l ] Ea—IZ(&. ConcentratorDIF AR RehFET . RO &,
[Concentrator®EF fl ] 2R L= DTY,

RSA RESPOND INVESTIGATE MONITOR

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE10604 NWAPPLIANCE22655 @

HOST AND SERVICES

Concentrator Details

Host

Service

I Concentrator
CcpPU 0.5% Used Memory 2.62 GB
Running Since 2017-Jul-10 10:30:32 Max Pracess Memory 31.42GB
Build Date 2017-Jul-09 07:1%:42 Version Information 11.0.0.0
Details
Aggregation State started Time Begin 2017-Jun-12 07:54:45
Meta Rate ] Time End 2017-Jul-11 16:28:44
Meta Rate Max 97222

Session Rate

Session Rate Max 1943

NETWITNESS SUITE 11.0.0.0-170709005430.

BE T AHFIRICTDONTIE, TH—ERDF M DB 1R 1725 BB L T=ELY,
SOty avITF, Y—ERDRE DE BB BHE AR TSNET

SERHKEE THEET DIKEE,

&) DA B AVTYIRIT, ZvRLTEN-HRH) DYV DEZI(UTC) .

A% L—h 1 HIYDAZ TR ATk,

£ H0)=N:5 AUTYIRIS ZVRDTENTVSER FT DY av DB ZI(UTC) .
RARAZ L—t 1R HYDE]RKART—R AT Ik,

tyiay L—k 1# Hi=Yotviar,

mAtYar L—k 1IHEYORX YA,
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[DecoderMgf #ll ] E1—

[Decoder®zf #ll ] Ea—IZld. DecoderMF AR RENFET , KR DO X, [Decoder®zF# ]
#rL-3DTY,

RSA' RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE2943 NWAPPLIANCE23912 @

AOSTADEEEE Decoder Details
Fost cPU 2.6% Used Memory 271.64 MB -
I Decoder Running Since 2017Jul-12 19:24:52 Max Pracess Memory 31.42GB

Warehouse Connector Build Date 20174ul-11 07:20:38 Version Information 11.0.0.0
Details
Capture Status started Meta Bytes 565.67 MB
Capture Kept 483 ME Meta Total 28302488
Capture Dropped 0 Packet Bytes 15.68 GB
Capture Dropped Percent 0% Packet Total 408513335
Capture Rate 0 Session Bytes 400K8
Capture Rate Max 0 Session Total 2712
Time Begin 2016-Sep-20 16:31:56 Pool Packet Write 0
Time End 2017-Jul-14 12:35:43 Pool Packet Assembler 0
Assembler Packet Pages 37 Pool Packet Capture 49962

11.0.0.0-170709005430.1.9127d8d
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health & Wellness

Alarms Monitoring Policies = System Stats Browser ~ Event Source Monitoring  Settings [ LUENTE S [AER)

HOST AND SERVICES o
ESA Details
Host
Service
I Event Stream Analysis
CPU 0.2% Used Memory 14GB
Contexthub Server s J
Runining Since 2017-ul-11 10:37:31 Max Process Memory 31.42GB
Entity Behavior Analytics
Y vt Build Date 2017-Jul-09 03:33:32 Version Information 11.0.00
Details
Rules Menitor VM

Deployed Rule Memory Utilization

Name Event Strea ngine

Average Estimated Memory (last hr)

chlert Local ESA

Local ESA

le_Engine_LOCAL_596367dbedblef1bdfbBcSed Local ESA
NullRule Local ESA (Defaulz)

test_rule Local ESA (Default)

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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HEALTH & WELLNESS

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE10604 @

HOST AND SERVICES q .
Event Stream Analytics Server Details
Host

Service
Event Stream Analysis
CPU 0.1% Used Memo 653.36 MB
Contexthub Server v
Running Since 2017-u-13 08:04:02 Max Praocess Memory 31.42GB
Entity Behavior Analytics .
| Encey N y Build Date 20174ul-05 18:39:19 Version Information 11.0.00
Health Stats VM
Configuration Update Status Healthy Process Modules Healthy
Process JVM Memory Healshy Security PKI Certificate Healthy
Data Connection Healthy

| NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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NERRSINFET,

« Mongo
e JVM(Java{fR 8 <)
o TAARDFEHE
o« RBEHRRAMY ED2—IL
o I—YEERTEDI—IL
RORIZ, EBFEBKRERTRROEGERLET,
ok Healthy
e

7 EXT. RRICEREZLSVDEIDHYTY,

SE R 122



DRTLAVTFTUR AR

- BAunL

[RRF D%l 1E2—

[RR+ DFM ]I E2—IZE, RRFDFE AR TENET . ROR (T, [FRASDEMIZRL
TWEY,

RSA' RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hea

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE9 @

HOST AND SERVICES o
Host Details
I Host
System Info
Broker
iliz 69.18%
. ; 5 Host NWAPPLIANCES Memory Utilization 69.18%
eporting Engine . 2
Py 3.01% Used Memory 21.74GB
U L I ST Running Since 2017-Jul-10 09:44:02 Total Memory 314268
Security Server Current Time 20174ul-11 16:43:42 Cached Memory 20568
Adrmin Server Uptime 1 day 6 hours 50 minutes 40 seconds Swap Utilization 0%
Used Swap 0 bytes
System Info a
i Linux 3.10.0-514.26.2.¢17.x86_64 x86_64
B e s SR Total Swap 4.00GB
Investigate Server
Respond Server Physical Drive | Logical Drive | File System Adapter Message Bus
State Enclosure Slot Failure Count  Raw Size Inquiry Data

11.0.0.0-170709005430.1.9127d8d
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MONITOR CONFIGURE ADMIN

Health & Wellness

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings RPN e I NWAPPLIANCE11639 @

OST AND SERVICES -
rosAE e Log Collector Details

Host
Service
| Log cottector
CPU 1% Used Memao: 54.09 MB
Log Decoder v ’
Running Since 2017-Jul-1210:23:15 Max Process Memory 31.42G8
Warehouse Connector Build Date 2017-Jul-09 01:01:37 Version Information 11.0.00

Collection | Event Processing

Transport Protocol Status EPS Total Events Errors Warnings
checkpoint stopped 0 0 0 0 o

netflow stopped 0 o 0 0

file stopped 0 o ] 0

sdee stopped 0 0 0 0

odbe stopped 0 0 ] 0
vmware stopped 0 0 0 0
syslog stopped 0 o ] v}
windows stopped 0 0 ] 0

: NETWITNESS SUITE 1.0.0.0-170709005430.1.9127d8d
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MONITOR CONFIGURE ADMIN

ealth & Wellness

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE9 NWAPPLIANCE11639 @

HOST AND SERVICES Log Decoder Deta\ls
Host

Service

Log Collector

I Log Decoder CPU 23% Used Memory 1.73GB

Running Since 2017-Jul-1210:23:15 Max Process Memory 31.42GB

Warehouse Connector Build Date 2017-Jul-09 07:20:33 Version Information 11.0.00
Details
Capture Status started Packet Rate Max
Events Per Second 0 Pool Packet Capture 50000
Meta Rate o Pool Packet Assembler 0
Meta Rate Max 65 Assembler Packet Pages 0
Capture Dropped 0 Pool Packet Write 0
Capture Dropped Percent 0% Time Begin 2017-Jul-10 11:38:52
Time End 2017-Jul-1211:36:58

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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Do avItld, —ERADRE DL B LEH AR TINET,
et
3R
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T—3R | starting: T—RUR £ £B 18 L COET( F—RILELINE SN TOERA) .
o started: T—3ZUNE L TLVET,

o stopping: T—AWNEZEF L L TOWEFT(TAREDEF L VIIRNE3 TERY
FLIEM, T—2DWRE (TFELZE LLTOERA)

o stopped: T—AZFINE L TLVFEE A,
o disabled : Log Decodert—EREL THE B SN TULIVEE A

&t BA

BRI BRI INETHAR—RIZEZA IR HIYDEKRL—+, L—HF &
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SE R 128




DRATLASTFORTAR

¥ &1=Y Log Decoder HLog CollectorMnDA N Z I § 5L —k (7 HIzYDA Rk

DARY #),

kD%

T—IL WREIFEATED/ ok R—%,

AvA

IR &

AR L— Y—ERPART—R AT ETHAR—RIZEZFA LI HI-YDL—t, L—

b M. FEEFRE(107)) DB ENFEH TY . Y—EXNT—ADIREZF L L& T,
L—kFEaic)evkshEzys,

T—v TEVIVEFEL TS/ Yok R—DH

AV

7t J

3

RARA  Y—ERDART—R AT ETHAR—RICEZFA I HI-YDRKL—

2L—h b, L—hE ERE(I10M) OBBFEHTY, —EADNT RO EZFIEL
&I, TR EFIZE|ZE LR KL—bARIRSNFET,

TtoT TEUINEFKLTWS ok R—U#,

A

b R—

o

FoyZ ok D—9 A—F TR OyTEShizeR & Shiz/ Yok O, H—EXNT—20

Stz WEZEFEIELEET. L—MEEOIC)EvNENET,

&

129 SERBH



DRTLAVTFIORTAR

T—IL  PCS/IMTSAVRIZHY ., T—AEAR—RIZZZADKLEI DD/ Vrok R—2D
TATAY NI 8
S-S

KovZ FRukT—9 h—K TROVTEN=ER & Shf=/Vras DB &,
=
IRE®D

e
ROD ROV URESNI-B B (R D/ VT Ik hY ok TAR—R[TIE R E

H B N=BE) . /1Vruk B ok T—AR—ZXMsO0—)L7Ob S5 e, COBEZI &
wmLES,

BRTFD mEO/VIIURDURE SNB B (7 Vrub BT —ER—RIZEEFAFN-AB),
B B FLLYVIos AR SNAHEC DR R AE A FET

[z 7 DR 1 E2—

[V 7 DFEM ] E1—IZIX, Malware AnalysisOIE AR RSN FET . ROX L, [T
DI7DFEMIZERLI=LOTY,

SEFE® 130



DRTLAVTFTUR AR

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN :E:'B!jmlﬂ O "E‘

Hosts Service Event Sources Health & Wellness te Se

Monitoring Policies ~ System Stats Browser  Event Source Monitoring ~ Settings =~ NWAPPLIANCE10604 NWAPPLIANCE22655 NWAPPLIANCE2943 @

HOST AND SERVICES

Malware Details

Host
Service

Broker

N CPU Used Memory
I Malware Analysis
Runining Since Max Process Memory
Build Date Version Information
Events VM

Number Of Events For Past 24 Hours Average Processing Time

Number Of Files For Past 24 Hours Events In Queue
Number Of Events For Past 7 Days Events Processed

Number Of Files For Past 7 Days Events Per Second Throughput

Number Of Events For Past Month Session Time Of Last Event

Number Of Files For Past Month
Number Of Events For Past 3 Months

Number Of Files For Past 3 Months

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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[Warehouse Connector®gf #l 1 E1—

[ Warehouse ConnectorEF#ll 1 27121, EJLR Shi=B . CPU, N\—aVfgiRia &,
Warehouse ConnectorMDIE ¥R AR TR SNFET ., RDE I, [Warehouse Connector®iE #l ] & =
LES,

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Health

Alarms Monitoring Policies System Stats Browser  Event Source Monitoring Settings NWAPPLIANCE11639 @

HOST AND SERVICES

Warehouse Connector Details

Host
Service
Log Collector
CcPu 0% Used Memory 2929 MB
Log Decoder . 4
Running Since 2017-Jul-1210:23:15 Max Process Memory 31.42 GB
Warehouse Connector
I e Build Date 2017un-29 11:21:49 Version Information 11.000
Details
Streams Complete Streams Running
Streams Incomplete Streams Stopped

Streams Total

| NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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RSA RESPOND  INVESTIGATE  MONITOR CONFIGURE  ADMIN ®admn® ()

Health & W

Alarms  Monitoring [EEGISESEM System Stats Browser  Event Source Monitoring  Settings

Policies T Admin Server: Admin Server Monitoring Policy |' 2 save
+ Z Bz ules and suppression schedules of Out-of-the-box policies cannat be directly modified. Duplicate the policy if you Wish to 5o modify them
B3
¥ Ensble Last Modified: 2017-02-20 12:00:00 AM
453 Admin Server [ =
© Admin Server Monitoring Policy Services
¥ [ Archiver o Cheose th , services, and groups that your health policy applies to.
» [ Broker ) +
» [JConcentrator ) [l Name ~ Group Type
» [ Config Server o o A g Group
» [ Contexchub Server )
Rules
» [ Decoder o Define the conditions under which you want to trigger an alarm for the NetWitness Suite health problems (definition includes severity, statistic the alarm applies to,
threshold, and threshald at which the alarm clears). After you define the alarm rule, enable or disable the alarm.
» [ Entity Behavior Analytics )
» [ Event Stream Analysis o
» [T Host o [ Enable Name ~ Severity Category Statistic Threshold
O ® Admin Server ...  Critica Processinfo Overall Processing Status Indicator  Alarm = ERROR for 2 MINUTES
» [JInvestigate Server o
[0 ® AdminServer.. High Processinfo Overall Processing Status Indicator ~ Alarm = PARTIALLY_WORKING for 2 MINUTES
» [ Loz Collector o~ =

NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
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RSA NetWitness Suite

Health Alarm Notification

File Collection Service is off on HOST1000

State
Active

Severity
High

Host
HOST1000

Service
Log Collector

Alarmid
103-2248-0001

Policy
Check Point

Rule
File Collection Service is off

Statistic
Collection State

Value

stopped

Time
April 13, 2015 10:48:13 PM UTC
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RSA NetWitness Suite

Health Alarm Notification

File Collection Service is off onHOST1000

State
Cleared

Severity
High

Host
HOST1000

Service
Log Collector

Alarmid
103-2248-0001

Policy
BootCamp Notification

Rule
Check Point Collection is off

Statistic
Collection State

Value
Policy-Disabled

Time:
April 14, 2015 2:31:21 AMUTC
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Communication Failure 105 L L [2hf=oT, RRRAFE UL TULVS,
Between Master Security vk T—OHF UL TWVS, Avte—Y JO—

Analytics Host and a A—DEIUL TS, EFaJT(EBRE HE
Remote Host BEITR DALY,
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Critical Usage on
Rabbitmq Message Broker

Filesystem

Filesystem is Full

High Filesystem Usage

High System Swap

Utilization

High Usage on
Rabbitmq Message Broker

var/lib/rabbitmqT, ¥k ENf=T71IL
AT LERDTARIEREITI5%ERE XD,

TIUREN=T7AIL D RTLE K DTARYE
A EH100%IET S,

IO EN=TPAIL O RTLDTAAROE B &
H95%%HE 2 B,

AT OFE B R A5%EE 2 HIREEHSH UL E
g B

IR INE=TFAIL S RATLE R DTARIE
A EH60%%H8 75,

NetWitness  Filesystem

H—/ e
Host Unreachable RARHBEIULTNVS,

Monitoring

Policy LogCollector Event 105 LA £ IZhf=>TRIRE AvtE—> JO—
Processor Exchange A— Fa1— I EHH D,
Bindings Status
LogCollector Event 105 LA £ IThfz>TRIIRE AvtE—> Jo—
Processor Queue with No  H— Fa1—IZRE H'H 5.
Bindings
LogCollector Event 109 UL £ I2h->TadI & Avt— JO—
Processor Queue with No  h— Fa—IZR @B HH 5.
Consumers
Power Supply Failure R DE R ALY,
RAID Logical Drive RAIDER B K 54 T DRT—2 ANV Degraded | F
Degraded f=I&l Partially Degraded] T#H%,
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RAID Logical Drive RAIDER I K 54 T DRT—2AHV Offline |
Failed [Failed]. [ Unknownl] T#% 5.

RAID Logical Drive RAID R B F 54 T DRT—2 ANV Rebuild | TH
Rebuilding o

RAID¥I B R 54 TDRT—HAA, Online ] .
['Online Spun Upl. Hotspare | DLV N THE
Ly,

RAID Physical Drive
Failed

RAIDYMIEBRSATDF AESTHINALYKRE

Failure Predicted LY,

RAID Physical Drive

RAID Physical Drive RAID¥IE K 54T DRT—RAHY Rebuild| TH
Rebuilding %o

RAID Physical Drive RAID¥IE K 54 T DAT—2AHY Unconfigured

Unconfigured (good) | TH5,

SD Card Failure SDA—F DRT—RAHOK THLY,

Archiver Aggregation ArchiverMAT—RRAMT B8 1 THELY,
Stopped
Archiver Database(s) Not T—HAR—RDRAT—ARN A—T2> 1 THELY,
NetWitness
Open
Suite
Archiver Archiver Not Consuming 7/ \A ADAT—RA XM consuming ] T LY,
Monitoring  From Service
Policy . L - _ q
Archiver Service in Bad ~ H—ERDRT—RRAH B | FF=IEReady] T
State il
Archiver Service Stopped H—ERDRT—HEXHY B 1A 1 THLY,
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NetWitness  Broker >5 Pending R B UTUNSE LL £ H5HIK BE HY105 LU L Hi
Suite Broker Queries LTS,
Monitorin N
& Broker Aggregation BrokerMRAT—A XM B 1R 1 THELY,
Policy
Stopped

Broker Not Consuming TINA RDAT—RAHY consuming | TELY,

From Service

Broker Service in Bad Y—ERDRAT—ARHY B8R | Ff=IEReady] T
State 75N,

Broker Service Stopped Y—ERDRT—RRHY B IR 1 THLY,

Broker Session Rate Zero tviar L—k (IR TE) H0DIK BE H2% LU L #E
HLTLVS,
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NetWitness  Concentrator >5 Pending R B 2 TUHS{E LL £ & 54K BE A%1043 LL £ ##¥
Suite Queries LTS,
Concentrator Aggregation >k JLIET/\4 R 1ty 325H%100,000L0 £ K
Concentrator .
Behind >100K Sessions  REAV 4 LL E#2#E L TLVB,
Monitoring
Policy Concentrator Aggregation R LIET/\4A X 2v325%,000,000LL £ K
Behind >1M Sessions BEMNI D KL E#R BT LTS,
Concentrator Aggregation KL T/ A X tv2 32 H%50,000,000L4 £ D
Behind >50M Sessions KEMNS U ERELTLS,
Concentrator Aggregation BrokerMAT—42 AN BA IR 1 TN,
Stopped
Concentrator Database(s) T—2#N—ADAT—RRMN F—T> | ThLY,
Not Open
Concentrator Meta Rate  Concentrator A% L— (3] 75 ) H0DIK BE h2 5
Zero L EfR R L TLVA,
Concentrator Not TINA RDAT—RAAHT consuming | THELY,
Consuming From Service
Concentrator Service in Y—ERDRAT—RRHY B 18 1 FFzEReady] T
Bad State il
Concentrator Service Y—ERDRAT—E2RH FA IR 1 THLY,
Stopped
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NetWitness  Decoder Capture Not IR &£ RT—4RZHVBAGA 1 THLY,

Suite Started

Decoder N PN . -
Decoder Capture Rate IREL—F (IR TE) h0DIK HE A2 LU L #E #5

Monitoring

Zero LTLVS,

Policy
Decoder Database Not T—AR—RADAT—RAAN A—T | T,
Open
Decoder Dropping >1% of 4R D/ Vrvk K OYT L—h(BRE) H1% L
Packets Thd,
Decoder Dropping >10%  YREE O/ Vryk K OYT L—b (R TE) HY10%L
of Packets ETHb,
Decoder Dropping >5% of 4R£E D/ Vruk K OYT L—h(BRE) H5% L
Packets Thd,
Decoder Packet Capture 7 V7 b IR & Fa—hH0DIK BE AR L E#R 5L
Pool Depleted TWa,
Decoder Service in Bad ~ H—ERDAT—RAHEA A | Ff-IEReady | T
State 75N,
Decoder Service Stopped ~ H—ERDRAT—ARHT FA A | THLY,
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NetWitness
Suite Event
Steam
Analysis
Monitoring

Policy

NetWitness
Suite IPDB
Extractor

Monitoring

Policy

NetWitness
Suite

Incident

Management

Monitoring

Policy

ESA Overall Memory
Utilization > 85%

ESA Overall Memory
Utilization > 95%

ESA Service Stopped

ESA Trial Rules Disabled

IPDB Extractor Service in

Bad State

IPDB Extractor Service

Stopped

Incident
Management Service

Stopped

ESAD# AE)ME FH EH85%L £ THB.

ESA D AE)E B ZE H95%LL £ THD.

Y—EZRDRT—HRZAAT B I8 1 THELY,

Tl kR JL—ILDRT—RADYE %) THLY,

HY—ERDRT—RAN B85 1FF=I&Ready] T
AYAN

H—ERDRT—RAN B 88 1 THLY,

H—ERDRT—ARAHN B BR 1 THLY,

148



SRT I AVTFUR AR

NetWitness  Log Collector Service Y—ERDAT—R AN E IR | T,
Suite Log Stopped
Collector 5 L ET
Log Decoder Event Queue IR TE DF1—DA RN AF1—D50%L L%
Monitoring
> 50% Full FARALTLS,
Policy
Log Decoder Event Queue IR7E DF1—DA NS AF21—D80%LL £ %
> 80% Full EALTLS,
Log Collector Service in ~ H—ERDRT—ARHY B 1E 1 F/=IEMReady] T
Bad State A AW
NetWitness  Decoder Dropping>10%  UXE&E O/ Vryk K OYT L— (R TE) H¥10%LL
Suite Log of Packets ETHb,
Decoder .
Log Capture Not Started LR AT7—2 XMV F 88 1 TEELY,
Monitoring
Policy Log Decoder Capture IREL—(RTE) H0DIK BE A5 LU L $i# 45
Rate Zero LTLV%,
Log Decoder T—AR—ZADAT—HARN A—T2 1 ThELY,
Database Not Open
Log Decoder Dropping IRE D/ ok FRYT L—h(BRE) A% E
>1% of Logs THhd,
Log Decoder Dropping IR&E D/ ok FRYT L—h(BRE) H5%LL £
>5% of Logs THhd,
Log Decoder Packet INTYNILER Fa—h0DIK BB A5 LA EfiR it L
Capture Pool Depleted TLa,
Log Decoder Service Y—ERDRT—RRHY B3R 1 THLY,
Stopped
Log Decoder Service in =~ H—ERDRT—ARAN B 18 1 F1=(EIReady T
Bad State 750N,
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NetWitness
Suite
Malware
Analysis
Monitoring

Policy

NetWitness
Suite
Reporting
Engine
Monitoring

Policy

Malware Analysis Service

Stopped

Reporting Engine Alerts

Critical Utilization

Reporting Engine
Available Disk <10%

Reporting Engine
Available Disk <5%

Reporting Engine Charts

Critical Utilization

Reporting Engine Rules

Critical Utilization

Reporting Engine
Schedule Task Pool

Critical Utilization

Reporting Engine Service

Stopped

Reporting Engine
Shared Task

Critical Utilization

H—ERDRT—RAH B B8 1 THELY,

75— {E B EH10% LL E DR EEHSH UL E
LTS,

{5 FA /T B8 TA RUFRIEL AV10%K i TH Do

1% A A Bg TA RV AS%R i THDo

Fr—hEHEEIN0% L. EDIREEHASH LLE
BEELTLNS,

JL—IUE A Z HY10% LL E DR BE A5 LUk #i%
HLTULS,

RIFTa—ILBRY T—IJUE B EH10% L LD

REEASH UL LT L TLNS,

H—ERADRAT—E2 AN B8 | THLY,

HEFHRGT—)UE B EH10% LL £ DK RE HYS
2Ll B GE L TLNVA,
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NetWitness ~ Warehouse Connector Y—ERDRAT—RRHY B 18 1 FFzEReady] T
Suite Service in Bad State LY,
Warehouse . _ q
Warehouse H—ERDRT—AR AN F R 1 THELY,
Connector .
Connector Service
Monitoring
Stopped
Policy
Warehouse KA DR )J—LAHR,000,000LL £ THB,
Connector Stream Behind
Warehouse AN)J—L TAROERE(EEO—FFH)H
Connector Stream Disk  75%LL £ THb.
Utilization > 75%
Warehouse Connector AR )—=LDART—EZH, Tconsuming | Ff=I&
Stream in Bad State Online | T LMK BE AY10%3 LA £ ## &5t L TLY
Bo
Warehouse Connector KRBT LI=771 LD HB300LL £ TH
Stream Permanently %
Rejected Files > 300
Warehouse Connector £ B TAIFDRE R ZEHAT5%U £ THD,
Stream Permanently
Rejected Folder > 75%
Full
NetWitness  Workbench Service in Y—ERDRT—RAMT 18 1 F =L Readyl T
Suite Bad State AR
Workbench
Monitoring  Workbench Service P—ERDRT—RAHY B R 1 T,
Policy Stopped
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[SRT L Bt TSP Ea—

NetWitness Suite|ZI&, RRR EH—ERDAT—RROARL—La BRI 5AENHES
NTWET, [VRTLHFHET TSI 2TI2IE, IWERK R . KRR F = EH—ERDY AT LIE
WMHARTINET,

BIRL/GA—BIE DNVTHEFT E2—FDhRITA AL T, T—RETAIIR R T HIENT
EFEY,

[SRTL#E TFIHIE2—ITFOERTBITIF ROFIEEETLES .
1. [BEE]I>[NARAE=S]RBBLEY,

[NVREZRIEa—DR RSN, [TI—LIZTHREFET,
2. [VRTLBE TSI 2TED)ILET

KT LWL THH?

% 15 LIl \oe £

BEHE JATLREOBEEFr—HORT S AT L 5 O FE Fr—h
BENEYY
H—E R & 15 $R D 17
AT L E DT4L2

VAT L &t OFE B Fr—k DR

il B 75 5 BA
[ RTLIEE T Ea—DRRSNFET,

Monitoring

Host Component Category Statistic Subitem Value Last Update Historical Graph
Host FileSystem Error Status o 2017-05-17 05:32:38 PM ]
h
H ystem Dish d 17 05:32:38 PM i

Hos 05:32:38 PM ]
Hos eSyste 17 05:32:38 PM o
aldoma Host  FileSyste D 05:32:38 PM h
4 m Dis! ZIEPM &
i m D ZIBPM h
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[$RF LS E TSHY] E1—hR R ShET
(SR L5 TS5 E1— DI IAENRETA RI=fE B S B Y— )l S—

24143

ZDRIE VATLFEET E1a—DIAINAENRETARIZfE A TEBAIFEIF L/ SA—4%ERLT
WET,

NS

KR #HEERER T HRRANER OVTEIY AZa—hoBEIRLET,
~ FERATREE I NTORAZYRN T BIZ(E, [EE]IZERIRLFT,

ar #EERTRTHAVR—RUNEROYIEIY AZa—hoEIRLETS,
R—  BRLIZARRN EOFARATOAUR—RUNEVRNTBICE, [EE]IZRRLES,

T HEERTIILEOHLIZNTI)—EANLET,

O!)  RegexI4IAEE L TBIZIE., [Regex] ZEIRLET , COTAINAEEIZT S
ECTHRAMIHLTERRBRELSIET SN, —HTH5HhTIIAARENET
[Regex] B IR L TULVELME & &, FBELY 13— 2yF oI h W R—kahE
ED

et ITARTORRNFFAUR—RUMEL TR R TILEDOHLHMETEREA AL
BFH FI.
Regex74/ /3% A 31t 3 5I2IF. [Regex] ZRIRLET . COIMIIAEFERIZT S
ECTHXRNMSH L TERKRBRENEITSN, —HIT2HTTIHVRNENFET,
[Regex] ZE IR L TLVELMG & (X, YOEVS 18— vuF oo hWR—kshaE
ERS

Order YRRERTRTIHEDV—FIEEERLET,
By YRR ZFNETIOAIWAR RTTAHICIE, [RIB]IZZERLES,
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avoR

& A D003 BE BRLEDAVEAANE RSN, REL-EH TIRANAR RENE
ER

207 D09 ol BIRLI-D1IVIADERBREINET

AT LR Ea—DER T
HEtE R Y—ERFITIHRRAN DV AT LIFER IR RESNFET,
HEH OB MH~ADTIEX

WFNADIE T EHREEZIRL T, RILOEAIIZHL [ #HE DM I EY )L FET,
[#f &t DFF ]/ SRILDBAE, BIRLHEH B R OF AR TEINET,

Stat Details 1>
Host 14e55222-12ba-4212-2376-2052ebe 49003 =l
Hostname MNWAPPLIANCE10E04
Component ID appliance
Component Host
Mama Mounted Filesystem Disk Usage
Subitem !devishm
Path
Plugin appliance_df
Plugin Instance dev_shm
Type fa_uszage
Type Instance
Description Disk usage information for mounted filesystem
Idewishm

Category FileSystem

Last Updated Time 2017-07-1403:11:18 PM

Value 15.71 G5B size, 12,00 KB used, 15.71 GB available

Raw Value 1.686945792E10 bytes size, 122858.0 bytes used,
1.6869445532E10 bytes available

GGraph Data Key 14e55322.12ba-4af2-a375-
20aZebed9993/appliance_df-dev_shm/fs_usage

Stat Key 14e55a22-12ba-4af2-3376- H
80aZebe49993/appliance_df-dev_shmifs_usage

stat_collector_version 11.0.0.0

Filesy=tam tmofs =
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[SRTLIEA—: [VRATLID[ER ]/ RIL
ZOREYI TR, DRATLDIN=230 05 VA RT—RAEEDIFRER R T D[V ATL]
DIEHR ] /SHRIUZDNTERBALET,
ZOEA—DTIERIZHERER (X, [VATLAEREDEE]TY,
CDEL—ITTIEART BIZIE, ROWVTNHEETLET,
o [BEE]>[VATLIIHBEILET,
T4 TIE, [VATLIDUMER] /SRR RSNET,
o [BEN]FLAIINetWitness SuiteME FHHAVFE B AT GELLVOB I AR RSN TSI & L.
[(‘RI1EVIILFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN L':Lj:lartmln c

Hosts Services EVeNnt Sources

Infa . . :
I I Version Information
Updates

Current Version 11.0.0.0:
Licensing 1709170054241 dascdd?
; Current Build 170917005424
Emiail
License Server ID 005056012383
Global MNotification: _
Sl License Status Enabled Disable

Legacy Motifications
Systermn Logging
Global Auditing
Jobs

Live Services

URL Integration
Context Menu Actions
Investigation

ESA

ESA Analytics

Whois

HTTP Praxy Settings

NTP Settings

11.0.000-17091 70054241 daacdd?

[N—=2auER ] IS avIZlE. BEAVAR—ILENTLVSNetWitness Suite D/ \— 3 1E
AR TRINET, ROKRIZ, [N—2a BRI I a0 DM REEZDRBAERLET,
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BEDEIMBESERLES, EIASTNa—T 0T DBIERENET .

B OTATUN RARE, RRAN DFA 2 REE B9 5752, LLS( Local Licensing
Server) B VAR —)LENTR BE TH T ENET . CDTr—IUE [ SDSecurity
Analytics DA ARV RIZLLSHA U AR —)LENTLNSHEIIER LET

o LLSAA VAR —ILENTWVSIG & (F, FMEV R H—/IDARTENFET,

o [Unknown](FB)ERREINTLDIE E . LLSHA VAR —/ILENTLVELZEE
x®LFET,

FAEDANE N DEIDERLET . FAEVRADKREITIE LT, ROESITZYE
ERS

o AMBIBE ZOT—IRIZTERIERTINET ., HAIDO[ESIEIR2 %
PO L TIA B RAEE S L TEFT,

o BB ZOI4—IKRIZTERIERTEINFET, GREIDI[FEHEIR2 %
)L TSA U RER 1k TEET,
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[[VRATLEH DR TEIZFTITIE, LiveBFHIRSK)ADEHKE LN TYITT 556 ZE R
FEAFTT—RIZTDWNVTERBALET , CbMDER TE [Z&oT., NetWitness Suite[ELive FE #Hr!)
RORMINZF7OEAL ., O—HILE FH RO M JZERI B T2 EMNTEDELSITHYET,
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