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two thirds of the space,
O — — 2Columns

Two columns, the first column taking
one third of the space,

'——— 1 Column
One column spanning the entire

Cancel Change
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@ Dashboard O B @ RSASecurity Analytics |

Default Dashboard © | +© — &

Whats New Shortcuts
Available Services

sA ECAT
SEEE TRIAL

HUNT DOWN UNKNOWN MALWARE
MISSED BY OTHER TOOLS

View My Jobs View My Notifications

Featured Live Resources Live Subscriptions

Name Type Crraf-rm Live Configuration is incorrect. Please check the

Live Configuration is incorrect. Please check the
configuration

configuration.
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(D Dashboard © @ B @ RSAsecurity Analytics

Default Dashboard

Shortcuts Available Services

4 B =
A O # Name ~ Address Type
Configure Live Add a Service Investigate a Ol & Archiver 1-Archi..  1031.125.48 Archiver
Connection Service
HUNT DOWN UNKNOWN MALWARE O ‘9’ Archiver 1-Work... 10.31.125.48 ‘Warkbench
MISSED BY OTHER TOOLS E\@ l a l a [l & Archiver2-Archi..  1031.125.49 Archiver
y Browse Live Setup Live Intel Manage Live Ol & Archiver2-Work.. 1031.12549 Workbench
Resources Sharing Subscriptions [ g Broker-Broker 10.31.125.46 Broker
@ u [l 4 Concentrator-C.. 103112527 Concentrator
© o O & Decoder-Decoder  10.31.125.50 Decoder
View My Jobs View My O] # Decoder-Wareh.. 103112550 Warehouse Con...
Notifications
[] & ESA-EventStrea.. 10.31.125.20 Event Stream An...
Featured Live Resources 246X B SA - Malware Analysis - Scan Job... 27X § New Live Resources A @X
Live Configuration is incorrect. Please check the Name Static Network community | Sandtl | jve Configuration is incorrect. Please check the
configuration. configuration.

No scan jobs found

admin | €3 English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.22018-4
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| Page of 0 | | Ch1o ~ No data to display
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Matching Resources

Show Results = | ‘Sl Deploy 3 Subscribe |
[V Subscribed Name ~ Created
™ no SRI Attackers .= Sort Ascending
-= Sort Descending
™ no Hijacked —
[ yes Malware Domain List 2012-02-09 4:48 PM
™ yes Malware IP List 2012-02-09 4:48 PM
™ no Malware Domains 2012-02-09 4:48 PM
™ no Tor Exit Nodes 2012-02-09 4:49 PM
™ no Tor Nodes 2012-02-09 4:49 PM
™ no Spamhaus DROP List IP Ranges 2012-07-24 5:24 AM
™ no Spamhaus EDROP List IP Ranges  2012-07-24 5:24 AM
™ no Windows Command Shell 2012-02-09 4:51 PM
™ no TLD 2012-02-09 4:51 PM
™ no Alert IDs Suspicious 2012-02-09 4:39 PM
™ no Alert IDs Info 2012-02-09 4:39 PM
™ no Alert IDs Warning 2012-02-09 4:39 PM
™ no TLS 2012-02-09 4:45 PM
™ no MaxMind ASN 2012-02-09 4:48 PM
™ no Netwitness Lua Library 2013-09-12 2:16 PM
™ no DNS - Verbose 2012-04-02 5:25 PM
™ no Windows Events (NIC) Log Coll...  2013-11-22 2:15 PM
™ no Form Data 2012-02-09 4:44 PM
™ no MAIL_lua 2013-09-12 2:21 PM

806 Matching Resources

5 g DE E

FIOBEZEBELT, T4/ DI KYBIELLF=YIELLFYTEET, f=&X L, 5| DIE Ak T
EFETCAUTOYN—EHER R TERWME B 1E, KT BIENTEET,

1. 3% DR IHICHh—IIVEEDHEFT,

& Package

Updated

2014-02-21 8:01 PM

a3 1:00 PM

2014-05-21 7:02 AM
2014-05-21 7:.03 AM
2014-05-21 7:03 AM
2013-08-27 7:.08 AM
2013-10-03 12:04 PM
2014-01-28 5:39 PM
2014-04-10 2:03 PM
2014-04-10 2203 PM
2014-04-18 3:16 PM
2014-05-21 7:04 PM
2014-03-14 1:35PM
2014-03-14 1:47 PM
2014-03-06 6:50 AM
2013-10-31 432 PM

2014-03-14 1:35PM

Type

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA FlexParser
RSA FlexParser
RSA Feed

RSA Feed

RSA Feed

RSA FlexParser
RSA Feed

RSA Lua Parser
RSA FlexParser
RSA Log Collector
RSA FlexParser

RSA Lua Parser

Description

List of malicious ip addr
Hijacked ip list source f
List of domains commo
List of ip addresses con
List of domains associa
This feed contains IPs tl
This feed contains IPs tl
DROP (Don't Route Or F
DROP (Don't Route Or F
Looks for commen strir
Extacts the top level do
Name to AlertiDs mapg
AlertlD to name mappir
Name to AlertlD mappi
Parses SSUTLS certific:
List of AS Networks ass
Commonly used parser
Identifies DNS sessions
Log Collector configura
Extracts metadata from

Replicates in |ua the fur
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Matching Resources

[E= Show Results ~ |
[] Subscribed | Name
no SRl Attackers
1 no Hijacked
O yes Malware Domain List
1 yes Malware IP List
O ne Malware Domains
T Tor Exit Nodes
=1 no Tor Nodes
| o Spamhaus DROP List IP Ranges
1 no Spamhaus EDROP List IP Ranges
I no Windows Command Shell
1 no TLD
O no Alert |Ds Suspicious
O no Alert IDs Info
1 no Alert IDs Warning
T TLS
T MaxMind ASN
O no Netwitness Lua Library
1 no DNS - Verbose
1 no Windows Events (NIC) Log Coll...
1 no Form Data
no MAIL_lua
806 Matching Resources

| 3% Package -

Created

2012-02-09 4:49 PM

2012-02-09 4:48 PM

2012-02-09 4:48 PM

2012-02-09 4:48 PM

2012-02-09 4:48 FM

2012-02-09 4:49 PM

2012-02-09 443 PM

2012-07-24 5:24 AM

2012-07-24 5:24 AM

2012-02-09 451 PM

2012-02-09 4:51 PM

2012-02-09 439 PM

2012-02-09 4:39 PM

2012-02-09 4:39 PM

2012-02-09 4:45 PM

2012-02-09 4:48 PM

2013-09-1Z Z16 PM

2012-04-02 5:25 PM

2013-11-22 Z15PM

2012-02-09 4:44 PM

2013-09-12 221 PM

Updated
2014-02-21 8:01 PM

2014-05-03 1:00 PM

2014-05-12 1:01 AM

2014-05-13 1:02 AM

2014-05-18 7.01 FM

2014-05-21 7:.01 AM

2014-05-21 7:02 AM

2014-05-21 7:.03 AM

2014-05-21 7:03 AM

2013-08-27 7:08 AM

2013-10-03 12:04 PM

2014-01-28 5:39 PM

2014-04-10 2:03 PM

2014-04-10 2:03 PM

2014-04-18 3116 PM

2014-05-21 7:04 PM

2014-03-14 1.35PM

2014-03-14 1:47 PM

2014-03-06 6:50 AM

2013-10-31 432 PM

2014-03-14 1:35 PM
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RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed

RSA Feed
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RSA Feed

RSA FlexParser
RSA FlexParser
RSA Feed

RSA Feed

RSA Feed

RSA FlexParser
RSA Feed

RSA Lua Parser
RSA FlexParser
R5SA Log Collector
RSA FlexParser

RSA Lua Parser

Description

List of malicious ip add
Hijacked ip list source f|
List of domains commig|
List of ip addresses con
List of domains associa
This feed contains IPs tf
This feed contains IPs 1|
DROP (Don't Route Or
DROP (Don't Route Or R
Looks for common strir
Extacts the top level doj
Mame to AlertiDs mapg
AlertiD to name mappi
MName to Alertil mappi
Parses SSL/TLS certific
List of AS Networks ass|
Commaonly used parse
Identifies DNS sessiong
Log Collector configura
Extracts metadata fron|
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RSA Feed DROP (Don't Route Or PREAREEEIET

DCA Coand OO0 D an't Dapetn T Danel snd COOO0 sea sl

4. NBZEDIOL BEREZIRBREDVEZFTI

5| 2 ZEIRER T DHE ZDF (XTI ADBEIBRENET, S B EEIRT HE. TDF (F
TN ISBIMENET . Thid, EH O R IRFBRLRD[— T DIV —R] T
DBITY,

S Search “¢Configure N\ Feeds & B @ RSA'security Analytics
Search Criteria Matching Resources
Keywords Show Results © | | 3 Package ©
[0 created Updated Description
Resource Types [ 2012-0209 4:46 PM 2012-02-09 4:46 PM Custom Netwitness alert ID number.
RSA Meta Key @ Y 1O 2012-02-09 4:46 PM 2012-02-09 4:46 PM The autonomous system number as defined by R...
Tags O 2012-0209 446 PM 2012-0209 4:46 PM This file contains the decoder meta declaration .
v O 20120209 446 PM 20120200 4:46 PM The name of the network organization as define...
Required Meta Keys [] 2012-02-09 4:46 PM 2012-02-09 4:46 PM The autonomous system number as defined by R...
[ 2012-02-09 4:46 PM 2012-02-09 4:46 PM The autonomous system number as defined by R.
Generated Meta Values [l 2012-02-09 4:46 PM 2012-02-09 4:46 PM
O 20120209 4:46 PM 2012-02-09 4:46 PM
Resource Crea ‘Ed_ Date: [ 2012-02-09 4:46 PM 2012-02-09 4:46 PM
sertbes EndDate [ 2012-0209 4:46 PM 20120209 4:46 PM This meta key identifies the name of the name of...
Resource Mad\ﬁe.d Date: [ 2012:02-09 4:46 PM 2012-02-09 4:46 PM This meta key identifies the name of the name of...
Start Date End Date
[ 2012-0209 4:46 PM 2012-0209 4:46 PM This meta key identifies the name of the two cha.
O 2012-0209 446 PM 20120200 4:46 PM This meta key identifies the name of the two cha.
[ 2012-0209 446 PM 20120209 4:46 PM This meta key identifies meta used to represent c...
[ 2012-02-09 4:46 PM 2012-02-09 4:46 PM
[ 2012-02-09 4:46 PM 2012-02-09 4:46 PM
O 2012-0209 446 PM 2012-0209 4:46 PM
O 2012-0209 4:46 PM 20120200 4:46 PM
[ 2012-0209 4:46 PM 20120209 4:46 PM
[ 2012-02-09 4:46 PM 2012-02-09 4:46 PM
[ 2012-0209 4:46 PM 2012-0209 4:46 PM
O 2012-0209 446 PM 2012-0209 4:46 PM
79 Matching Resources

2 admin | @ English (United States) | GMT+00:00 Send Us Feedback |

5 DA & 0)—+

BHICELEEBRRIRTENDGLD, T DB DVt EEEIRTHIENTEE
?_0
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1. & DR IHITh—IIVEEHLEFT,

2. A—YIIHSERYRL FA4U( 7)) [TEbhofzb, YWl TAZa—%KR RLET,
AZa—IEAABEGY— AT avD—E AR RINFET,

3. Vb AT a([RIE]. [BIE]GE) #RLET,
BIRL AT avIcE&E SWTI IR B —h SnFET,

F| day( [Admin —ERE 11 14y aLvk DH)

[Admin H—EREE R 1AV Ly IZlE, By albyuk R DOF)R O E DF Z5E (& 1ZFH
EFBDATavhpyUEdT, COMEEIZKY., ZDF DR REZE ELI-IRE TR AR ICRY
O—)LT AT ENTEET,

1. AIZRIA—)LT BRI DR RERDIZE, FE DI DFARIILTROYTF DY AZa—
TAU( ) EYIILET,
| OAVTFARN AZa—hARRENFT,

2. [B1ZBIRLES,

BIRLSET U0 OERIZFEEIL . 05 AVK T IZRY0—)LL TLEDFFEE E sh
FY . COBITIE, [Namel 5 AVE E Sh, RRZEA ITRAIO—)LL THLEDFER RSNZF
Yo [Typel 5l D— &R (FRYO—JUFE STE I BIL TR RSNELLEYET A, [Name]
B FEDEETY .

Admin Service Monitor A X
MName ~ Type Version Status
Concent... 10,40, started

4 4

3. FlOAVIERR T BIZIE, KAYTEYY Aza—T7Aqa0( 7)) &o)vo0 ., [OvIRk 1%
BIRLET,
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oanE

Security Analytics Tl&, 7R 7RI RARIORT D 21— )UER & SNTZARIDSE T §H5ETITH
72 HINBI5 & HBHYET , Security AnalyticsDaTd ¥ AT LTH ] OHDBRARAYZEEIIE L T
4. 237 DEFT H [ZSecurity Analytics Dfth DI BE (FHE KT L THE A T HIENTEFET , TD&
SIEIHE . FRIVDE T IR R B R TEBLETTHL FRIDTE T Li=2&, FAER MRS
MR DB &3 (TESTEMTEET,

Security AnalyticsD1—H— 4 A2 T7x—XTIX. Security Analytics'y—)L/\—Do3TDIAy
9 E1—%BKIENTEET, V37 FLAIILWDTES BARIRE T, 37 AT—RANE RS
nae, (230171201255 () bt Foh, £7 R OSITORSTERET . $XTD

DITMET §hE COF [FRRINGEALYFET,

DT RONDODEL—THHER T HENTEFET,
o [FTOTFAIIELI—TIE, 3T FLAERILA B DO TEEZIIL /ISRILTR IR TE
T, HERTHENTEDDIXB HHETLI=DITEITTT,

o [VRTLIE2—TI, EBEREZF DA—H I §XTOL—HF—DIRTOPIT%1D
D37 I\RIITRRBIVE B TEFET,

237 I\RILOKE E [T RTHOE2—TRIL T,
£ad FLLDR R

ot
Security AnalyticsY—J)L/A—T, [23T] 742 BUEI)ILFET,
237 FLADRREINFET,
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Jobs
|

Job Name Recurring  Scheduled Component

Adhoc Scan msn_sl/3... No 2015-05-28 1:28am Malware
Extract PCAP Mo 2015-05-28 1:25am Investigati...
Extract Files No 2015-05-28 1:06am Investigati...

Extract PCAP Mo 2015-05-28 1:00am Investigati...

View Your Jobs

237 FLAIZE, [P0/ RV THERAATEELGI OV T b2 AL T. BEANEETLHT
RTOOIT(BYRLOITER YR L TIER WD I A—E R TRSNET, [PaTd bLA]E.
[TA274IV]Ea—> [2aT]/\RIILOR B LR — TY . [Administration] D[ AT L]IE1—
TlE, TRTDA—HF—DFT X TDSecurity AnalyticsoITDIFHR M3 T]/IRIU—E R
SNFEY,

[FaI7A V] Ea—> [$3T] {RIVTODITDER T

CATVEMHRRRTBICE. [BR DPaTERTIZIIVILES,
[TRT7AIVIEa—> [P3T] /1 \RIILDR RENFET,

# Administration = Hosts & Services R Event Sources @ Health & Wellness = System B Security & B @ RSASecurity Analytics
Info JObS k
Updates |
Licensing 1 job Name Recurring ~ Scheduled Component  Owner Action Message Status Progress
Email [J nwpalevo_tracker do..  No 2016-02-162:12pm  Upload Cu... admin Completed  E—
Global Notifications [] HeartBleed.zip No 2016-02-162:08pm  Upload Cu... admin Completed  com—
Legacy Notifications []  netwitness.zip No 2016-02-162:08pm  Upload Cu... admin Completed  com—
[ Apple No 2016-02-12 1:23pm  Malware admin View Completed e
System Logging . . 3
[ test No 2016-02-129:44am  Workbench  admin Restoration Collection test cre...  Completed O
Global Auditing [0 Upload File No 2016-02-129:27am  Upload admin Completed  E—
Ijobs [0 Upload File No 2016-02-129:27am Upload admin Completed C—
Live Services [J Upload File No 2016-02-129:27am Upload admin Error uploading file to service Failed —————
X [J upload File No 2016-02-129:27am  Upload admin Completed  com—
URL Integration
[J upload File No 2016-02-129:27am  Upload admin Completed e
Context Menu Actions [J upload File No 2016-02-129:26am  Upload admin Completed e
Investigation [] SystemliveSubscripti..  Yes 2016-02-126:13am  System System Completed  E——
ESA
HTTP Proxy Settings
NTP Settings
Log Parser Mappings
| Page 1 of1 | | Displaying 1 - 12 of 12

X admin | @_'Enghsh[umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.22075-5
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BUELoaTn— B 5 1k &5 B

[—RFILEIE(BRAIFT aVE BYRLDITICOABRSNES , RITH DR YIRL
DATE—HEFELELTH, RITPOCITICBEELFCA (PITH—KEILEPOFEETH
5158 ) ROEIOEATIF, ZFVTENET,

1. BYRLSITORE LUK DETEE LT B2, [PaT]1/ 0T, D3TERRL, [—
RELEIZIIILES,

ZDTIATDRE DETHRATYTEN, [BHIEI T EIETRT D 1—IUI— B EFELE
ShFET,

2. —HFLESNERURLOITORITERR I AL, D372 RLT. [(BERIZI )Y
ILFET,

COTITDRE DEATIFRT7TDa—IIEE ESYITThI, DaTDR7V1—ILhERE
nFEg,

DEPIN= Vs 90

TR FEEERTOF1—ITAoTWSYITEFvo LT BRI, ROFIEEZERITLET .

1. 237 bLAFEEIE[PFTINARIVT, DU EDU3TERIRLET,

2. ¥ eNEDIILET
HRAAT7RIDRRINET

3. BEWEIIIOLET .
ZOTaTlEFroiLEh, I RIVEHRT—RADIVN )= )R TR ShET,
BURLD3TEXv LT BE, O3TDEOE OEITHFYoEILSNET , AP a—)L
SINTLSDITDROE METIE. EEICETINET,

23 OHl Bk

FERDATEHIR T HE, DITEI TN BB ENET B IATOJIERRE
NFEEA, BYBLOITZHIBR T HE RTD1—ILENTWSLE DPITDETHI AT
HIBRShFT

A—H—IFETET. BT ETRICE S O3 %I TEE9 . Administrators A—)LD
A—H—IFEDTITHHI R TEET, DaTIFHIBR T BICIE. ROFIEEETLET .

1. 1D EDOTCIIEHERLET,
2. HIREI)ILET,
3. OIJIES IR hSBIBRENET,
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CadRoF 0+

[792aV] BN FIUA—R ] RT—ARTHAHTITDEE . DI TDEREF 00—k TE
F9, Investigation®E2—JUZHWVT, v av D Vruk T—2%PCAPT7AILEL THH L
=Y. v arhoRAO—F I74 )Y &R X, WordR FaA R P A=) EFH B LY S
& DTTDRER EL TIFAIIDMERL SNFET , A—HIL D RTLIZT7A)VEF O O—K §5(C
(. [(AooR—K]1&0)0ILFET,

i &1 DR 7 LHI BR

Security AnalyticsD1—H— A ATT—RATIE, ZRFTDVAT LB EE R THIENTEE
9, Security Analytics'Y—)L/ \—o3@ &1 DYA V0 Ea—FFKISENTEFT , BRIML AL
WDOTHSBAAEE T, HILLNE R ZR (T DL, (BRI ] 7AaAUTTZTDMF HonET,

&5 OB EL TIELL T DL OABYET,

o RARDT7YITU—FHET L1

o Decoder~(DParser®i FAHSE T L1z,

o FHLLWN—=2300Y IR0 T7HF AR RE
RO2DODEL—DLEH ]/ ARIVT, $RTOBHMEHE R TETT
o [FAT7ANIE2A—TIE, B DEHM OAEHEE TEET .

o [YRTLIE2—TIE, EEERZHE DAY IXTOL—F—DFXTORIMZID
DIRIVTRRBLVEETEFT,

i & O R

BEIRLA%EF R B2, Security Analytics'Y—)L/\—®D @ %11 74 32/( E) =0l E
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Notifications

Host Updates Available
MNew Host updates are available. Please dick on the 1 Day
link below to perform updates View »

Job Error X
Error retrieving PCAP from service: 1 Day
TimeoutException: Timeout waiting for task. View =»

File Extraction Complete X

The file extraction is complete and ready for 1 Day
download. View =

FTRTOEH DR T

FTARTOBHMER R T BIZE ROVTNHODIEEZEITLET

1. Security Analytics*=2—TC[FTATPAIV]ZEIR L. [FATPAIV]IE2—DF T 3w /3
LTLEMIZERLET,

2. Security Analytics* =21—TC[ Administration] > [ RATL]EERL. [VARATLIE2—D
A7oay "RIVTLEMIZERLET,

3. Security Analytics*y—)Ls Q—TE ZOWIOL TRAMMLAZRAE BRNLATITAT
RRI1EVIILFET,
RE]/ARILDRRENET . CIISFTATOR AR RSN, TA—<ubTEE L
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ADITA—Tvk EITRTYFET,

2 Profile

Preferences Notifications

I Notifications

1
g

Jobs Title
Host Updates Avallable
Job Error

File Extraction Complete
PCAP Extraction Complete
Service Restart Required
Service Restart Required
Host Updates Available
Service Added

Service Restart Required
Service Added

Service Added

Service Added

Service Added

Service Added

Service Added

Service Added

Service Added

Service Added

ljooooooooooooooooood

Canirn Addad

| Page 1 of 1

dmin | €3 English (United States) | GMT+05:30

& &1 La—FK oHl B

Message

New Host updates are available. Please ciick on the link below t perform updates View »
Error retrieving PCAP from service: TimeoutException: Timeout waiting for task. View »
The file extraction is complete and ready for download. View »

The PCAP extraction is complete and ready for download. View »

Config change has been applied to QAMALWARET .netwitness.local - Broker service. Restart is required for the configura..

Config change has been applied to QALighting - Concentrator service. Restart is required for the configuration to take ef...

New Host updates are available. Please click on the link below to perform updates View »

QALighting - Concentrator service has been added to QALighting host during enabling View »

Config change has been applied to QATITAN.netwitness.local - Decoder service. Restart is required for the configuration...
QAESA1 netwitness.local - Event Stream Analysis service has been added to QAESA1.netwitness.|ocal host during enabli...
QALIGHTNING.netwitness.local - Concentrater service has been added to QALIGHTNING.netwitness.local host during e...

QATITAN.netwitness.|ocal - Decoder service has been added to QATITAN.netwitness.local host during enabling View »

QAMALWARE1.netwitness.local - Broker service has been added to QAMALWARE1 .netwitness.local host during enabling...

QAMALWARE1.netwitness.local - Malware Analysis service has been added to QAMALWARE1.netwitness.|ocal host durin.
SA - Broker service has been added to SA host during enabling View »

SA - Reporting Engine service has been added to SA hest during enabling View »

SA - Malware Analysis service has been added to SA hest during enabling View »

SA - IPDB Extractor service has been added to SA host during enabling View »

€A Inridant Manamamant canicn hae hann addad tn CA hact dririne anahline o

I

Send Us Feedback

BHRILO—FZHIBR T BICIE RETVET,
. FAao7IVERM JIUR T, BRI 2BMERIRLET.

2. == Delete 255 %7,

FEIRLBHMAZDT IR SEH LA DSHIBRENET,

L 2]

RSA Security Analytics

Created v
2015-05-28 2:17am
2015-05-28 1:55am
2015-05-28 1:06am
2015-05-28 1:00am
2015-05-28 12:54am
2015-05-28 12:35am
2015-05-28 12:16am
2015-05-28 12:06am
2015-05-27 :16am
2015-05-27 2:29am
2015-05-27 2:26am
2015-05-27 2:13am
2015-05-27 2:12am
2015-05-27 2:12am
2015-05-27 1:56am
2015-05-27 1:56am
2015-05-27 1:56am

2015-05-27 1:56am

AN1E A 37 1E&am

Displaying 1 - 20 of 20
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EEEH

Security Analytics 1—H— A A T7T—RIZIER O BE VS FNFET
o [TOT7AIV]E2—

o Tad kLA

« BRINLA

o« TZUH 4R

o FvaR—k

o« OUTHFARM AZa—

« Tk

o Fualuk

SOOI AVTREIENTNOBIERLET . Fuialbub OBl E, FuoaR—FZ2EDESITH
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[©aT]/8RIEDTT LA

3713 FEIFA Security AnalyticsED 2—)UZK>TRIRSNET , =X X, LiveED2—)L
TCMSYY—R%EH o O0—K L1=Y., AdministrationEP 1a—)LTH—ERIZFeed&F7v7O—K L
YT BRI THETEINET , Ff=. InvestigationEP1—ILT, /N vk FTF¥ T7MIL
DIHAR—k OT7A/ LM E EZERIT T EHE S ITEHOITTEITINET,

[ Administration] D[ AT L] Ea—D[ 371/ R TIE. ADMINY IL—T O1—H—hmF T
(MSecurity Analytics o3 )& E B TEFT, M OIFEEH 1—H—(&. [TOT7MIIL]E2—T
B OP3adERk mTEEY,

3512, Security AnalyticsD1—H— A A—TJx4A XTIE, Security Analyticsy—JL/ \—hH3
TDYAY) Ea—%BKIENTEES, 037 RTARDBEEINDE, [P3T] 71302075
7( E) AMT o, BT P OTITOBARINET , TRTDDITHE T §5H&. Z0H
FERTSNGERYFET,

[23T1 /1 \RILTIE, RODARYEERTTEFET

o« DAITD—HFELEFEIIEMRM

o DaTDFYAIL

o TaJDHI R

o« DITDETHREDOF IO

237 IRV E [T ATOEL—TRILTY, [P3T]/\R)LEDIT FLAICEEE T HF B
[ZDLWVTIE ROREVIES B LTS CIDEE.

[2a7]1/3RIUTIERT BT, ROWVTNAEEITLET,

« Security Analytics* —1—TC[Administration] > [ ATL]ZEERL. (AT 3]/ R
TIoad1&#IRLET,
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Services R Event Sources ealth & Wellness == System
Info Jobs &
Updates |
Licensing [ job Name Recurring = Scheduled Component = Owner Action Message Status Progress
Email [ nwpalevo_tracker_de..  No 20160216 2:12pm  Upload Cu... admin Completed  E—
Global Notifications [ HeartBleed zip No 2016-02-162:08pm  Upload Cu... admin Completed  eom—
N netwitness.zi No 2016-02-162:08pm  Upload Cu... admin Completed  com——
Legacy Notifications o P P P "
[ Apple No 2016-02-121:23pm  Malware admin View Completed  emm—
System Logging
[ test No 2016-02-12 9:44am Workbench admin Restoration Collection test cre... Completed O
Global Auditing [ Upload File Ne 201602-129:27am  Upload admin Completed  —
| Jobs O Upload File No 2016-02-129:27am  Upload admin Completed  em—
(S ES [0 Upload File No 2016-02-129:27am  Upload admin Error uploading file to service  Failed
) [ Upload File No 2016-02-129:27am  Upload admin Completed  com——
URL Integration
[] Upload File No 2016-02-129:27am  Upload admin Completed  emm—
Cogxiilapticion [ Upload File No 2016-02-129:26am  Upload admin Completed  eom—
Investigation [ SystemLiveSubscripti..  Yes 2016-02-126:13am  System System Completed  E—
ESA
HTTP Proxy Settings
NTP Settings
Log Parser Mappings
| Page 1 of1 | I C Displaying 1 - 12 0f 12

2 admin | @ English (United States) | GMT+00:00 send Us Feedback | 10.6.0.0.22075-5

« Security Analytics*=2—T[FATPAIVIZRRL . [AT2av ]/ R TIPaT]ZERL
EX P

L Profile 2 @ B @ R5ASecurity Analytics
Preferences Jobs
Notifications |
I Jobs [ jobName Recurring | Scheduled Component | Owner Action Message Status Progress
[1 nwpalevo_tracker_do..  Ne 2016-02-16 2:12pm  Upload Cu...  admin Completed  com——
[ HeartBleed zip No 2016-02-16 2:08pm  Upload Cu... admin Completed  com—
[ netwitness.zip No 2016-02-162:08pm  Upload Cu... admin Completed  com—
[ Apple No 2016-02-121:23pm  Malware admin View Completed  eom—
[ test No 2016-02-12 9:44am Waorkbench admin Restoration Collection test create... Completed O
[] upload File Ne 2016-02-129:27am  Upload admin Completed — co——
[1 Uplead File Ne 2016-02-129:27am  Upload admin Completed  com—
] Upload File No 2016-02-129:27am  Upload admin Error uploading file to service Failed ————
] Upload File No 2016-02-129:27am  Upload admin Completed  com—
[] Upload File No 2016-02-129:27am  Upload admin Completed  eom—
[1 upload File No 2016-02-129:26am  Upload admin Completed  co——
| Page 1 of1 | | C Displaying 1-11 of 11

admin | @ English (United States) | GMT+0|

Send Us Feedback | 10.

||'I
237 bLA%ER R T BIZIE, Security Analytics'V—)L/ \—D[37] 7’(3‘/{’7')‘77L$

ER
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(| Job Name Recurring = Scheduled Component  Acti
[ Extract PCAP Mo 2015-02-25 &:31pm Investigati..  Dov
[] Extract PCAP Mo 2015-02-25 6:30pm Investigati... Doy
[] Extract Logs MNo 20150219 4:56pm  Investigati..  Dov

View Your Jobs
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4 Be
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ENFY,
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HIFRShFET,

ROERTOIT bLAE[DITINRIVOBREERBALET

IR
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3

EIT DITDRET DEIEERTLET,
KR

037 T34 RIERTLET, [Extract Files|. [Upgrade Service |72 &,

f@®Y  DIaTMRYRLDITTHAD, BYRLTIIELDITTHANERLET  [[FL]
WL =YKL, [LWWAT=HE YR L TIEGELY,

v DadEEM LIz U R—R U &R LET, Investigation. Administration’ &,

DT AEETRLES , DITOFH & (LT 74U TIEDaT FLAIZIERRE
nEA, 037 FLAIZE BEDL—F—DT3TDANKR R EINENSTT . TN
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CATDAT—ARRAETR LET , — G RT—2ADMEIZIE, —EELE, EfTd,
X IViEH. KRB, SET HHYETH. Z0M DRAT—ARAREHIR TShDIED
HYFET,

DI 54 B IEHER R LET . [Extracting files]. [ No sessions found | 7
&

[Investigation] [ Malware Analysis] EAa—TI 3% R R T D, D3I TH HSh
E=IPANVEA—NIL D RTLLE DT T4 OFIwB—F TALOMJIZE o 0—F
LET, ERICET LIzDadDig & O, [Fr2av]1FlIC[JRER]IVIDERTRS
NES, TPAIVER N T HTaTDIHE OH. [Foav] sl [Fown—F]1)0y
NRIREINFET,

[FAT77MIIVIEa—> [O3T]/\RIUZDTTER R LET,

DATHRTVa—ILEN-BRERLET .

SEEH 78



Security Analytics AR2—bk HAF

LEZ I ARIVEBEF LA

Security Analytics Tl&, $§ & D773V 0EH 2DLVT, A—F—(ZH 550DV AT L
BHIAAEBEINATOET,

o RRRDTYIIL—RHSE T L1,

« Decoder~MParser®s@E A H5E T LT=,

o Y—ERMMBUELI=(FEDFATOHGHEZOY),

o Visualizationh58 T L7z,

o LIR—FASET L1,

o FILLWA—230 DY IRz 7HFI AR EE

Security AnalyticsD1—4H— AV B—TI(ATIE, BRI DV RATLBHNEHER T HIENTE
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o Security Analytics* —21—TC[ Administration] > [ XTL]ZER L., [P RATLIE2—DF
Tiav "L cEMIERRLET,

1 Pr

©  RSA Security Anal

Preferences Notifications

I Notifications

Jobs O ite Message Created v
[ Host Updates Available New Host updates are available. Please dlick on the link below to perform updates View » 2015-05-28 2:17am
[ Job Error Error retrieving PCAP from service: TimeoutException: Timeout waiting for task. View » 2015-05-28 1:55am
[ File Extraction Complete The file extraction is complete and ready for download. View s 2015-05-28 1:06am
[ PCAP Extraction Complete The PCAP extraction is complete and ready for download. View » 2015-05-28 1:00am
[ Service Restart Required Config change has been applied to QAMALWARET.netwitness.local - Broker service. Restartis required for the configura...  2015-05-28 12:54am
[ Service Restart Required Config change has been applied to QALighting - Concentrator service. Restart is required for the canfiguration to take ef...  2015-05-28 12:35am
[ Host Updates Available New Host updates are available. Please dlick on the link below to perform updates View » 2015-05-28 12:16am
[ Service Added QALighting - Concentrator service has been added to QALighting host during enabling View » 2015-05-28 12:06am
[ Service Restart Required Config change has been applied to QATITAN netwitness. ocal - Decoder service. Restart is required for the configuration...  2015-05-27 9:16am
[ Service Added QAESA1.netwitness.local - Event Stream Analysis service has been added to QAESAT.netwitness.|ocal hast during enabli..  2015-05-27 2:2am
[ Service Added QALIGHTNING.netwitness.lacal - Concentrator service has been added to QALIGHTNING.netwitness.local host during e...  2015-05-27 2:26am
[ Service Added QATITAN.netwitness.|ocal - Decoder service has been added to QATITAN.netwitness.local host during enabling View » 2015-05-27 2:13am
[ Service Added QAMALWARET netwitness. ocal - Broker service has been added to QAMALWARE1 .netwitness.local host during enabling...  2015-05-27 2:12am
[ service Added QAMALWARE1.netwitness.|ocal - Malware Analysis service has been added to QAMALWARE1.netwitness.local host durin...  2015-05-27 2:12am
[ Service Added SA - Broker service has been added to SA host during enabling View = 2015-05-27 1:56am
[ Service Added SA - Reporting Engine service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA - Malware Analysis service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA - IPDB Extractor service has been added to SA host during enabling View » 2015-05-27 1:56am
M Conien Addednd €A Incidant Mananamant canicn har haan addad tn €4 hoct dirine anahline o . IN1ENE 77 1-Eam
| Page 1 of1 | | C Displaying 1 - 20 of 20

Send Us Feedback |

-d_o

Motifications

Logs Extraction Complete

The log extraction is complete and ready for 2015/01/08
download. View =

Job Error X

Error retrieving logs from service View = 2015/01/08

Job Error X
Error retrieving logs from service View = 2015/01/08

File Extraction Complete p 4

The file extraction is complete and ready for 2015/01/07

e

BN ]/ RILER LAIZIE Y—IWN—ET SR BHYFET  BENSLA(E EEI ]/ SRIUZR
RENBEHRDOYT LT, ROKRIZ, [BEI ]/ SRIVOBBEEZDHRAZRLET .
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=  RAyIEoy AZa—mRRSh, BRIV RSB ALADD, EBIRLEHL
IR FIEFTRTOBEELI—K %HI g TEET,

B BRI, TIPAIVOHEASE T LELI=IRE,
L

Ay AvE—UR(K, EXE TPV ABE T L. Fovn—k OEFMNTEELT=,

8 —EOAYE—TITE, T AUAD)UIDE ENTVET, &2 IE Fov0—K g
R BIFAIDSHDRIEE . CDVIED)IITBE[DITIIRILHBE, ZOE2L—TI7
A IIVESTO—K TEET,

£ BAIMERSNI-B B,

B EHELATIE BHNAMER S THLDE BHZDF TR TESIET,
H

T [(FAadrANLIEa—D@EM T IR ERTLES,

~RT

=

iR
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[FaJPMIIL]Ea—> [BREFE ]/ SRIL

A—H—F, IKOADVRTLIRBE R EZ1—Y—CLTB R HENTEET . ChoDER
ElF SATLEBEMRELLREREIVBESNET . CHITIERDLONE ENE
ERS

« Security Analytics D% fi% #7538 35 5% € &Security Analytics 7/ 1)7r—av D% &

o Investigation|Zi# A S, F1HiEA—¢A—FERICREETIRERTE

o LIR—FDETHISERAINIIEERT.,

CDINRIUITIERT BT, ROFIEEZEITLET,

1. Security Analytics*=21—T, [FOTPAIV]EERLET,

2. [FATZPANIEL—D[ATL a1/ RILT, [BEREISBRIRLET,
NRIDR RSN, [£R]IFTHEEET,

1 Profile O B @ RSASecrity Analytics
I Preferences Preferences

Motifications General Investigation

Jobs -

Authentication

Password

Confirm Password

Application Settings

Language English (United States) hd
Browser Time Zone UTC (GMT+00:00) ~
Default Component Dashboard i

[# Enable Notifications

[ Shiow Context Menus

:

1| ]

2 admin | atnglrsn[unm;-ﬂ States) | GMT+00:00 Send Us Feedback | 10.6.0.0.21087-1
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B BE

[(BRIBERTE]I/RIL> [£R]1FTIZIE, [BIE] E[7TVr—arZRE1D2DEIL3avHH
Uxd,

ST

RDOERT. [BEE1 23 DATav DWWV TCEHRBALET . BETAFIBIZDOLTIE, X%E
S BTSN, SRT—KRKDOEFFIE.

Password
and INRAT—RIE8XFUEDLUTRIT DB ELIHYET . AXFENXF. H
Confirm F . $#B¥XF . AR—REFHTEFT,

Password

A—H— A RT—RATHEATIIA LY —VEERTEET, HLLVIRT—
FlE3<IcR B ESh, RISecurity AnalyticsIZATAL T BEEITBHE (TR YFE
o INRT—RDERIE, DRATL ATV E, THIVEMNEBMENTLNST AT
MSecurity AnalyticsH—ERIZiH# A ShET

i A

TIVr—a 8 e
RORT, [TIVr—30FBE 1O DA T3V OWCEHBBLET, BEIBHFIEIC
DT, RDREVWIES B LTS 7)) r— 3 B8 5 F OB L.

Si& Security AnalyticsCfE A AT BEAX B B DK OvI4™Y YA ER RLET,

il

75 Security Analytics T A RI BE7L2A LV —2 DR OYTA Y YA ER RLET,
H0

A Ls

J—

b7
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T4 ZDI4—ILK TlE. Security AnalyticslZTASF L =& DR ¥ DE2—E4 5
U AR—RUbEROVIEIY YRR DSE R TEET,

BE FERAFOI—H—TAVUMTITERMDE N EEMELENVERAFT . T
DE  TAILTIE FHLOI—F— THIURAME SN d L. Security Analytics> ZTLs
it BRIAFHIEShFET,

207 FERAYOI—H—TAVUMIR T HITERN AZa—DFE L LEMIEELY
FRb BRAFET, TIAHILTIE, HriLLWA—H—ThOUIMER SN DL, Security

A AnalyticsDAVTHRS AZa—hAF L ShFET, I TFR AZa—F, 2—H—
Za— HMEI—DHTEDEMER V' IITHERRINDE N DEEEA=1—TY,

BRA TIVr—LavOREEREHLEFT . RENBRFELISEASNES,
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[Admin —a—X] 5w albwk

ZOFY bk (&, AdministrationED1—)LDE! RIEHREB HIFEREIZHELFET,
Security Analytics® > 27R—K Fl=[EHRAL B aR—R [22DF Y 1Ly EFR R T BIC
. Avak—k Y—i—c, T > [Sysalvr OBMIEEIRL. [Admin=a—32]
#ERLES,

Admin News A EEX

Instant Motifications

Matification indicators are integrated right into the Security Analytics
Lol interface, providing real-time job status and system messages to
anahysts without interrupting workflow.

Active Directory Integration

@ Take advantage of existing structure with the ability to bind Security

;:—i Analytics group permissions to Active Directory domain groups. Use
the domain to provide authentication, and define groupauthorizations
in Security Anahtics.

Real-Time Rule Alerting

“ Ltilize SNMP traps with an extension of previous rule logic capability
L ) . . S

" 0 Cub N gr =N Lok
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[Admin b—EX YRk 15w albyk

[Admin—ER YRR ] Hw alub [, Security Analytics TF B 8] B8 2 H—EXDUR LU
TNEDH—ERDE B ARIAD) IR R INFET , EIE. 20TV albubk (&,

[ Administration] D[ —ER]Ea—DH Tt uk TI ([ AR, HLUHP—ER XZ—F H1R 1%
SRBLTEELY),

Security Analytics ¥ aih—R Fz[EHRR L AV ah—R ICZDF Y alb vk EFR R T 5IC

k. S ai—R v—n—cFt 7> [HvalbyrDEM]ZEEIRL T, [Admin—ER )
AMIEEIRLFET,

Services List A X
O & Name ~ Address Type

O o Incident Mana...
O o Archiver

O o Eroker

L o Concentrator
O o Decoder

O o Event Stream _..
L ¢ Log Decoder
# e

o [RIR]IAZa— Y AT avE, AdministrationD[ H—ER]Ea—IZH B[R R A=a—
ADTAVI JoITE , P—ERERIR L TIIEY )T BE, Ea—%EIRTHENTEE
ER

o [FES—RI1FATav(, InvestigationED a—)ILD[FES— I Ea—~DIA1 Y0 2O T
ER

o [V—EXR]FK X, [Administration] D[ Y—ER]Ea—DF R Fl DY Tk TH, XD
RT. FUyoabub TR RENDFI DR BAERLES,
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BIRFoRwIR, RELEV T HE, VAR DT RTOY—ERE R IR T3
REERR TEFET,
B BT VIE UEXNDEZEHNEE (&) MEE(FEIL) hERLET, 1T
i 2ERIPIFEVTERMNIGOTVDIGE G HER AT IRDEE THHZEERLET,
=z
7_-_

"R
'
"

&  H—ERADE I, =&A X, HQ-DecoderF7=(£10.26.22.44-Decoder’s &,

o

]

7K  NextGenH—EARDIP7K LR, f=&A X, 10.26.22.4475 &,
LR

B H—ERDAALT, TR SNBIE L. Broker, Concentrator, Decoder, Log Decoder,
7 Log Collector, Archiver, Workbench, Warehouse Collector, Event Stream Analysis.
IPDB Extractor, Reporting Engine, Malware Analysis. Incident ManagementT39
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[Admin —ERBEE ] 145y albwk

[AdminH—ERES #8152 alwk (L. [ Administration] > [FRRA ] Ea—IZR mEshbdH—E
ADIN—U I NE R PRT—ARARE R EDY)—ERRLET, ik, [RRFIE2—IZH
B35 DY Tty TY,

Security Analytics# i aR—R F=(FHhREL Z Y 2aR—R [C2OF Y 2L ysER R T BIC
&, By aR—k Y—A—TT ¥ > [Hysalok OEMIES LT, [Adminh—ER
ERIZERLET, [FvialbvbDEMIFA47AJ12E. LWV 2L vk DY—EXR 24
TEBIRT AT aohhYFET,

Admin Service Monitor A X

MName ~ Type Wersion Status

Concent... 104.0... started

#ae

YAyt IZlE, [(RRMIEaA—IZHEHR DI HE FNET .
o BRI

o« 34T

A

o« AT—HR

s YEVERE

« CPU

[RRR 1Ea—DEE#M [ DWVTIE, [RRFBLUHY—ER X2—F H1R 125 B LTS,
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[4wS 27R—K RSA First Watch] 4w 2wk

[ 4w 27R—K RSA First Watch] % alwb [Z[&, RSADUH—F /Ao ToRR a3a=
TAMNSDNEVIEBB A TID IV AR RESNET , I——E. S EL YA /N\—F B ~D
*F 3R OB B DI=ODNE | ETF DIEMNTEET . RSADFirst Watch, 12Tk 5t it . CIRC
(AVEL—F— AV TUMR G A—) D& F—LIE. BREEDIPER AT TVFRIY
FTHEEBIC, A -EBOREROITAEZEZEBHILTOET,

RSAZ YL AR—R EFHREL BV aR—R 22DV 1L vb ER T BHICE, Fuia

R Ov—i—c T 7 > [y aLwk DRI ESUvIL T, [Fvs2E—R RSA First
Watch] #ERLFET .

RSA First Watch AX

Date Article

m The Danger of Denial

| was vary surprised recently, in a comversation | had with someone | used
to work with, to hear him remark that he didn't think there is any such thing
as stealthy, targeted attacks.

Read More [

Jigsaw - Just Another Piece of the Puzzle in an Attack
Campaign #INTH3WILD

E-mail has long been used as an effactive attack vector for delivering
matware and conducting phishing attacks.

Read More [

4 Be

O

Bft EEIMETBSNEBM.

LE  RBOFMML EBEOYIL. EHBER(EZ2HK) ~DIUY,
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[FvaRl—F La—khuk 15y albvk

[FwaR—R La—kAvk 18w alyk &, Security AnalyticsDAE D— i B 72 2RI ~D)
VOERBLES VRATLENOHTER T 51— —(CFHxREHY—ILTT,

Security Analytics ¥ aih—R Fz[EHRA L AV aiR—R [CZDF Y ab vk EFR R T 5IC
. Hviaki—k Y=L A—T T 7 > [Hualvk iEmM1ESUIL T, [Fvak—K

Ya—thuh 1 EHEIRLEFT .

Shortcuts 24X
LD = B
+ [
Configure Live Add a Service Investigate a
Connecticn Service
H PP
Browse Live Setup Live Intel Manage Live
Resources Sharing Subscriptions
O u
Lo Lo
View My Jobs View My
Notifications

B
ZDF v albyk & Security AnalyticsD— % BITE ARIAD DR RSNET

Live #E# D [ Administration] D[ ATLIE1—> [Live# B ]/ SRILIZUHL TLVE
|57 o ZO/SRILTIE, Livear ToVE B O RTLANDEHREE R LET,
H—ERMEM [H—EXR]IE2—ITY L TLVET,

[FE5—RE1—D[FES—R 1 2TIUL L TOES . COFTTIE, F

H—EXRDAE . . s R
B A g H—ERDYAN o Y—EREZ IR L THES —k TEZT,

Live!))—A® LiveD[#EFRIE2—IZUHILTULET, ZOE21—TIE. Live )V—R 54T
S ST —RERFE TEFET,
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Live/>7)2 T  [Administration] D[ AT L]IEa—IZUHL TOWVET . COEL—TIE.
VAL EFDE  LiveAVTICIVREFH ADS MEEIR TEET,
|59

Live T R97 LiveD[ K 1E2a—IZU2ILTWET . COE2—TIX, YITRYYTS 3>
TavnEE PEAFRTLTHRE TEET,

[237]1/ Y [FAT74 LI Ea—) ITUZIL TOET . 20/ SRILTIE,

2aJMFE R
= - Security Analytics@DP37&FK R TEET

_ [BEN]/SR)U [FATFAILIEa—) 12U L TWVET , 2O/ SRILTIE,
SCRSIIOF TS

VATLBHZER T TEEY
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[y 27R—F What's New] 5> alb vk

[#v227R—K What's New] & alub (&, 3 RTDSecurity Analytics & fh Zxt R &L =i
HORGIFEROFKERERRTLET,

Security Analytics® V> 2aR—K FIz[EARZL AVl ah—R [C2DF Y 2Ly ER R T SIS
. Hviaki—k Y=L A—T T 7 > [Hualvk iEmM1ESUIL T, [Fvak—K
What's New] 2V 2L ubEERLET,

What's New AL0)

RSA Security Analytics
Community

Check out the latest discussions, new how-to's,
events and happenings around SA
v P i G
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[A2YTob PHIRN DT OT14ET41 50 2wk

(A2 T THIRRDTOTAETA1Fv abwb (. —E BRI TUR B ERT—
BRETFVANCURRLET . RDIDDATI—ERTLET

o Closed incidents

o Open incidents

o Remediation in progress

Security Analytics® > 2/R—F Efz[THhRFL Ay ah—R [Z2DF Y by FR R T 5HIC

X, v ah—K Y—)Ll\—T + - > [FvialbyrOBM]1ZESIILET, KOvTEH
AZa—hS[A Tk FFIRN DT OTAETA1 & IRL T, 7OTAETA DR 25 E L
EX IR

Analyst Activity Dashlet A X

Last 30 Days

30

IEII
,-.dn"lnlstrator J anvi Badlani Sphurthy Gangapuram test? user
Jagat Parekh Ramya Gopalan test1 user testd user

| B Cilosed incidents [l Open incidents Il Remediation in progress |

AT A EFERAL T ALY ER UGS & . B 500E &R 28 A%
VES, TIVFDRRERH T HLT57R BRTTEET

BU37 BITIO—BOLITRIREEE, AV TUN DY ERTRANTHRNTH
RENFT,

AT TFEORBIZF, A TUNDATI DR RENET, ATI)—ED)00T
VhDh BE TIIHTIAVDHIBRESNES  ATIVEBE V' IIT HE. TFTITH
73— TIADBRTIINET,
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[A2YFoh £a—T7OT1ET21 5y abvk

(A2 Tk Fa—DT7I9T4ETA1F v abyk &, ERENEHIR 75—, 4122 TY
. BRI ERTLET .

Security Analytics# w3 27R—R Fz[FHRAL Ay aR—R IZ2OA Y 2L b ER R T 5IC
. ZviaR—F Y—n—t T 7 > [Svs 2Lk DBMIEIUHLT. [AVPFob
Fa1—DT7ITAETAIEEIRLET, [FvalbykDEM]IZA7OS T, Bvalbyk D4 |l
ZFANL. BREZWMBIHHMEERLET,

RO T, FiAE7B B OEHROZ > 2Lvk DFERLET,

Incident Queue Activity A X
Last 7 Days
‘ Total # of Alerts 1 0909
110878
-N&— Total # of Incidents 23
12
ﬁ Total # of Remediation 6
T6

Bt ERAOTIZ. TI—h. A2 TUM REDEHDPRIRENET,
BEEVINITBE T AV TUN MEBFRIDENTNDITHREE
ER

B A OT ORFE BMETED OE TY, BHOEIBZ%NIYKRENG S
ER X R TREREINET , B DIBEAB3%EY/NEVGE S [E, FJL—TRTEINET,
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[Investigation 3714w al vk

[Investigation 3] 2w alwhk [, InvestigationED 1—/LDT RXTDIITTDRAT—RRAEFK
RLET . COFVaLbys TOY—IWN—, FUIR [ ST OBREFIRIX[P3T FLA1TER

BALTLET,

Security Analytics# v aiRh—K Fz(FHhRAL By aih—R 2OV aLyhER T T 5IC
X, #vaih—K Y—)L/\—T + - > [Fvalbyk@BEM]1%S)v90 . [InvestigationP3
TIEBIRLES,

Investigation Jobs A X
I

[l Job Mame Recurring  Scheduled Component  Owner
[ ExtractFiles No 2014-05-23 1:03pm  Investigati... admin
[] ExtractFiles No 2014-05-23 1:00pm  Investigati.. admin
[] ExtractFiles No 2014-05-23 12:48...  Investigati.. admin
[ Extract PCAP No 2014-05-23 12:40...  Investigati... admin
[ ExtractFiles No 2014-05-23 12:38... Investigati... admin

| Page 1 of11 | » M | C  Displaying1-200f214

4 he

[Investigation 3] Fwalyb Tldk, B E TH5TRTOTIT(E YR L BLUHE YR
LTELY) ZUARRL ., EITKRZER TEFI .

[BRIAT aviE, —BELESATUWEVRLSITIZOXE R SNET, — B E

IR TWVESaTEB TS . SaTOROE DR £, RTS1—LEBYIZE

fTehEz7,

[—EEILE]IAT avF, BYRLSIDIZOXE R INET, ETHOEYRLYIT

WE s pE i LT, ZOE O ICFEELERA, (SIIN— B2 L OFETH
5 E) ROEIDEATIE, AFVTESNFET,
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BRYE L SaTFERYE L CRELSIIEF AL ES, STl BTt
® CxopuTERS, RUELSITERALT BE, SaTDTOE QR T A
WERET , R7Oa—LERTSSITI DR DB DR AT 1E, E# SRITEhES

[S37)/ SRR YE L ST F 3R YR L TR ST SR L ET, SaT%
HIRY B, SITE[SaT1 SRUDSELIHIRENETS, BRI T7OJIEE &
NEEA, BYELSITEIRT BE, A7 O1—LERTLLRODITTIORT LT
STHIBRENET,
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[Investigation £ 1 OE] &y alwb

[Investigation £ i OfE 1 H v alwk TlE, 5k BT 57 T4 T AT, 5 € OHAE L45 E DA
R AT L TEM DIEZER RDIENTEFT , A T—REIT)—DINTA—E—(&, [Fv
TalbykDEM]IFATAITEERLET .

Security Analytics# V> 27R—K Fl=[EHRFL BV aiR—R 22DV 2Ly ER R T BIC
(. #voah—k Y—)L—T + - > [FvialykmiEM]1%E5')vYL T, [Investigation k
P OE]ZERLES,

Top User Account Sessions A X
/ Last 5 Days
User Account

admin (633460) default(72952) nagicsadmin (41671)

ancnymous (28245) 2048 (5991) 10240 (1978) 49154 (1673)

32768 (1671) 2049 (883) 6145 (B62) 2050 (849) 4097 (843) 4098 (830)
4096 (829) 2051 (772) 6147 (711) 8194 (707) 4099 (703) 10242 (703)
6144 (700)

R
AR TF=REGTY—DINGA—EE, [FvoalorDBMIFATOITERELET

BAIL B albyk DEFAR I,
H—ER B—yk £ B H—EZADA Rl £=IEIP7R LA,
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B il Eiisn
Eif 105
B3 155
Eif305
B i1 165
1B 1T 365 fe
1B 1T 683 fe
B 3T 1285 [
B 31 2405
EiT2H fH
BT S5H M

AR BT FAVIFIU YRR SAG AL TEEIRLET,
91— DI ANLTSHITEMGHRER T TETY
HROHH FOvIFor YRRDORIRTEER OB ERRLET,
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[Live # £ VY —R] 5 v 2wk

[Live#f 32 DY —X] A v alwb (&, # B SN f-CMS( Content Management System) H—
/\—Tfeatured( # 52 ) &L TAYMT (TSN FLive )V —RDYRR ER R LET,

Security Analytics# W 27R—R Fz[FHRA L Ao aR—R IZ2OA Y 2L b ER R T 5IC

. ZviaR—F Y—n—cT 7 > [Fyvbalvr DB mMIEIHL . [Live¥ & D) —
RIE=ERLFET,

Live Featured Resources A3 X
Netwitness Lua Library

ﬁ. created Sep12, 2013 2116:06 PM

updated Mar 14, 2014 1:35:28 PM

DNS - Verbose

ﬁ. created Apr2, 2012 5:25:06 PM

updated Mar 14, 2014 1:47:50 PM

Form Data

ﬁ. created Feb 9, 2012 4:44:53 PM

updated Oct31, 2013 £32:53 PM

MAIL lua

ﬁ. created Sep12, 2013 2:21:33 PM

updated Mar 14, 2014 1:35:17 PM

4 ae

ZOFY ALy 2L, R ESNBLive ) —RADR—D Ea—AE FEh, FJJ—RIZTDLVTR
DIEMEIRHFELES,

&=

() LiveDY—RDBATH. FAAVTRENET , 1R IE COBEAA—2 D7 (A
vy— |&. Parser FeedZ/RLTWET , [UV—R BATI 74L& )T HE. FLLVTS
Z Y ITHEE, LiveD[ )Y —R]E2—T)—RDFE M AR RENFET,

24
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1) 1)) —RD4A Rl . 1=&Z £, TNetWitness APT Threat IPs17:E, [UJ—RZ %5
J— 3 BE, LiveD[))—R]IE2a—TY—ADFEM AR RSNFET, Ea—IL. IR
A HEOISUF RITIRRTINET,

%

£ VU—ZRAMER SN,
54
=]

B VAR RICE#H SN,
#
H
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[Live FrLLW)Y—X]5 v albwk

[Live HLWLWY—X]Avi alwb (&, # B SN f-CMS( Content Management System) H—
N—LE TIER 1 ELTRI M (&N zLive )V —RDURN R R LET . W—REETIIT
B V) —ADFEMEL—ZTIERTEET,

Security Analytics# i aR—R F=(FHhREL F v 2aR—R [C2OF Y 2 LysER R T BIC
. Avak—R Y—A—TT ¥ > [Hoalvk OBMIZESUIL T, [Livedi LLW
V—R]EERLFET,

Live New Resources A X

= User added to admin group then ip ... w
ﬂ created May 20, 2014 5:15:52 PM

updated May 20, 2014 5:15:57 PM

= Non DNS Traffic on TCP or UDP Por ... w

ﬂ created May 20, 2014 5:15:43 PM
updated May 20, 2014 5:15:48 PM

= Global Filtering Candidate Report q
@ created May 20, 2014 4:36:10 PM

updated May 20, 2014 4£:36:15 PM

= Scanning Activity q
@ created May 20, 2014 4:35:59 PM

updated May 20, 2014 £:36:05 PM

4 Be

DAY albwk IZIE, # LU Live )Y —RDR—D Ea—hDE Fh, &)V —RITDVTRDIE
HERBLET,
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Live ) —RDBA T, FAAVTRINET , =X (X, E/IDT7Aa(E. Decoder
E FlexParserZR L CWVET . [WW—R AL T1T7A2ED)I0T B4 HiLWVISOHF 4
THBHE. LiveD[ )Y —RIE2—T)—RDEF MR RENFET,

1) 1)) —ZAMD4 il . F=&Z (X, [ GhOst Protocol Parser 1% &, [JV—RE &9 3
Y— & Live@D[)Y—R]Ea—T)/—RDEF AR RINFET, Ea—(F MEDT>UH
A RIIZRRSINFET,

£ UU—ZRAMER SN,

B AR RICEHSNER,
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[Live W T RH)FL 3] 48y albvk

[Live WIROYTL 3] 5w 2wk (&, SMSecurity Analytics{ 2 RAVAHNHITRISA4TL T
L&Y RTODLive ) —RADVARERBELET  CHIFD VT NWVESRIVANTY, YITRYYT
SAEEBTILENDHDEE L. LiveD[ BRI E2a—IIHA[YTRI)TLav]2T%E R
LFEY,

Security Analytics® V> aiR—K Elz[EHRAL AV aih—R IC2DF Y 2Ly ER R T 5IC

k. v ai—f v—n—cT 7 > [y 2Ly i I1ESUvL T, [Live YT RHYF
Dav]EERLET,

Live Subscriptions ~X
MName Type Description

NTP Parser Decoder Flex...  Parser to identify NTP. Requires that the NTP
Internet Printing Protocel  Decoder Flex.. PP is an application level protocol that can by
Encoded File Fingerprin..  Deceder Flex.. forensically identifies enceded files on the wi

Third Party I0C Demains  Decoder Feed  Contains domains published as malicious fro

ShadyRat Decoder Flex...  This parser alerts on baseg4-enceded comm
Malware Domains Decoder Feed  List of domains associates with malware souf
Fingerprint PDF Decoder Flex...  Forensically identifies PDF files on the wire.

BGP Protocel Identificat..  Decoder Flex..  This parser is to identify BGP Routing Protocd

HRe
COE B £, LiveQ[# ] E2—IZR R ENBYITRYUTLar OF )R OB T2 TY,

€« | ®®_
£ A HIROYT 3o DL FiERRLET,
/4T HIRD)T 3o DEATEEELET,

At BA YIRD)T ao MR I HIEHDERZRALEFS,
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[Live B ¥ Sshi=)Y—X]1 5y alyk

[Live B FrShf=)V—X] 2l abwk &, # B SN T=CMS( Content Management System)
H—/\E TIEH 1EL TEIR FENTLive ) —RDYRR ER RLET . J—R B ILED
Jo0d Bl 1)) —RDFEMEL—ITTIEATEETS,

Security Analytics# i aR—R F=(FHhREL Z Y 2aR—R [C2OF Y 2L ysER R T BIC
. #yvoaRk—RTT ¥ > [Hyoalok DEMIES LT, [LiveEHEhiY—R]1%
BERLFES,

Live Updated Resources A 83X

= Tor Nodes
EI " created Feb9, 2012 4:49:18 PM

updated May 27, 2014 1:14:11 PM

o Tor Exit Nodes
E I T created Feb9, 2012 4:49:17 PM
updated May 27, 2014 1:01:48 FM

= Spamhaus EDROP List IP Ranges
E I " created Jul 24, 2012 5:24:16 AM
updated May 27, 2014 7:03:37 AM

= Spamhaus DROP List IP Ranges
E I " created Jul 24, 2012 5:24:15 AM
Updated May 27, 2014 7:03:31 AM

4 Be

DAY abyk IZIE, B ShfzLive ) —RDR—Y Ea—hH'E Fh, &)Y —RITDTR
DIEWERBLET

ZDRE YAy IZlE, B Shi-Live )Y —ADR—Y Ea—hE Fh. & JY—XIC
DWNVTRDIFEHREIBELFT,
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Live ) —RADAATH, FAAVTIREINET , IzEZ L. COBE A A—SDTFAAV
[%. Decoder FeedZ® R L TWLWVET, [W—RBAT1 7AD" )00F L. FILLNVIS
o 2B E. LiveD[ )Y —R]Ea—TY—RADEMIER RSnFT,

1)) —ZRD% Al . =LA X, TSpamhaus EDROP List IP Ranges |75 &, [)V—X% 1%
D099 BE. LiveD[))—R]1E2—T)—RDF M IR RSNFET, Ea—I&. B
EDIZIH TR TSINET,

)—AMMERLENT=H .

J)—AMRRICEHINH,
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[Malware & # E I0CE/\ M RAT7DTILHTT ]ISV 2l vk

[Malwareis f B 10CE/NA ZAT DRIV 7] F v albvbk [, Malware Analysishtz¥a!)
TAREAVDT—F—TRHLIZARVE D6, JILITTHNEENTUOSAIREEEAE LDBD
PRO7 EVA—)ILTORATHE WLWEDERLET . ZOF Y albyb I, Unified3 v aih—k
H XU [ Malware] E2—TfE B TEFE 9, Malware AnalystH¥Ex #] [ZSecurity Analytics|ZA%A
VI BHEE. TIHITHYD AR—R TR R INDDIE[ What's New] Fvralvk DHTY,
TFHURME, ;B0 OMalware v 2L vk EFE L § 2 B HHYET

[Malware & HERIOCENARATDRILITT]IZ Vo abyk (FEREE A A §ETT, Fvia
Ly DM DIE—ZER L TR B EIIARTL, ARUR YRR DT )L YRR EL T
¥R T Ao EnTEED,

ZDF U 2wk ESecurity Analytics# Y aRR—R Fz[EHRAL Zvaihi—R D—ER &L T
RRTBIZE, Byah—K Y—)L\—T + - >[HvalbyrDBEM]IZERL., [447]
KOy74™ AzZa—hs[Malwareid BERIOCE/NA ZATF DRIV ITT I 000l ET,
X[ Malware & #EEIOCE/NA AT DIILITT]Z Y 2Lvk D% TE OB TH,

Add a Dashlet

Type |Malware Malware with High Conf V|

Title Walware with High Confidence 10Cs

[ Influenced By High Confidence Only

Static 2F 2= v
Metwork 2F m= W
Community o 2= W
sandbox & 2= v
Service b
Time Last 5 Days v
(Relative)

Result Limit 10 w

() Show Files

(®) Show Events

Cancel

k[ Malware & FERIOCENLRATDRILITT] AV vk O T,
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Malware with High Confidence I0... Az -«

gh Confidence Only, Time = Last 5 Days, Service= = | - Malw

Static Community | Sandbox AV

£ o

O R R R

K

Hi
(|
(|
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O
(]
(|
(|
O
O

=
}
I - - - - - R~

G

H e
ROKIZ, COFyoabyk OB A RRGEEZ— B TRLET .

By al ok DB EE#HBILET FEV AL E—E DRI E
TY, 12, RLAY 2y DAV RAVZDME #8515 & 12154 5T T
Al TEDLIILTHEEFET . COARNIF Y 2LIs DEABIL N—IZFK R
Sh&E7,

AL L

BHEDIST COEBEAVICTHE BHEISUNM Tonf-tFaITREAD
DFH T—3EE ARV BEUT7AIDHNT Y AL IS TR IRENET

BE. rvh  BRAT EDA—IIDAATIZE DNTEH B A I/ ET . BIL. =, <=.
J—4. 3331 >=OLINHIERTE TEET,

=T4. YUk
RO R
4 B ot 2y RTRTHEROBERELET . FOVTFIY URS TEIR AT REAE (S,

5. 10, 20. 30, 40TY,

H—EX BRI ROY—EREERLES,
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B¥ il RRSNAEROEHEEZHRLET

ARV DER  HERORRKE. ARV YURNEIEZI7AIL VAN ORE X TIEELET .
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[Malware Analysis 2%+ £37 YRk 14w albvk

[RILYTT Ry SRR Sy abuk (ZlE, [RIV9TT7 Y—ERMEIR 154475 LR
CRAFr 2037 YRR RESNFET , COF YV albubkhin, SET LI=AF VYU 2 EERCE
ATEET,

Security Analytics @V aR—R (2, Fz[FhRRAL BV aR—R [Z2OA Y aLbybER T T 5
[21E. Hviak—F Y—i—c T > [Syialuk pEMIESUIL . [RIVYTT R
v Oad YRR EEIRLET,

- Malware Analysis - SCu.. Az 7%

Mame Static Metwork Community = Sandbox
Adhoc Scan img...

Adhoc Scan ww...

Adhoc Scan appl...

Adhoc Scan dow...

Adhoc Scan 00:2...

Adhoc Scan clou...

Adhoc Scan spec...

Adhoc Scan clou...

| page 1 of2 | » 3 | C 10 ~ Displaying

4 ae

ZDRFv> 23T YRR DI F, [QILIzT7 B—EXRDEIR I FATATDRFvr> 237 YRR &
BLTY,

D37ERZTIL ') F B, [Investigation] > [Malware Analysis] Ea—TP3J% R R C=F
T o BIRLIZAFYUDIARUEDOYR)=]1HBEE. TIHILE DTV 2Ly B LWNT T
ATIZRRINFET,
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[Malware €£OF 1 DT §& £ A8 LN\IL9T 7 DL L YRR 159 albwk

[EOTA DR B AR LIILIZT7DLE L )RR ] Z Y a2l vk (&, Malware AnalysisDA >
b DR EZIET7AIL VAR TEATARE OR §EEHHHE L 10/ RURERLTOES,
DFv 2k &, B ai—F XU [Malware] Ea—T{E i TEEJ ., Malware AnalystHY
B #) [TSecurity AnalyticsICAT A9 HEE ., TIAIE THY  aR—KR TR R INDDIE
[What's New]Zvalwk DA T, 7FHIARE, 1B 10 DMalwareZ v albyk Z1E K 9 5ub
ENHYET,

[EOTA DRSO 7L VAR AV by SR E R AR GETY . 2y
DAy E B OOE—ZEE R L TR R ET1L2—KR KL, ARV YRR TP/ )L YR &
LT T AHIENTEET , COFvalbybhbldk, A1 RUREST)L 91)v%L TSecurity
Analytics InvestigationZBE 2 EIL . 1 XU+ DI BEZR 1 TEE T, [Investigation] >
[Malware] Ex—hoT7I12RT 2 B (EHYFEE A,

ZDF Y albyk FSecurity Analytics 2V aih—R Fz[EHhRAL Ay aii—F D—F &L T
FRTBICIE BV aR—k Y—)LA—T o [SvalbvbDEM]1ZED )L T, [84
TR OYTR I A=a—his [ Malware €074 DT BE 14 A& LNILoc 7 OL 6L YRR ] 232
RLFET,

NIFARUS VAR ER R TDLIIMBREIN=F V2L IR TE DFITY

Add a Dashlet

Type Malware Top Listing of Possible 2 +
Title Top Listing of Possible Zero Day Mal
[ Influenced By High Confidence Only
Static &/ = v
Network & = v
Community &/ = W
Sandbox & = v
Service W
Time Last 5 Days v
[Relative)
Result Limit |10 ~
® Show Events ) Show Files

Cancel Add
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hlE, oy Ol T, 2OFY alvk OB EE (X, Malware Analysis®DA Nk Ak
FET71IL VAL D REERIC TS,

Top Listing of Possible Zero Day ... ~¢ %
Time = Last 5 Days, Service= = - Malware Analysis

L1 A% static Network Community  Sandbox AV
O (N TN (e

O () T (N (e

O () T

O () T (N

O ) T (N

O () T (e

O N T (N .

O () TN

M EEETEEN (TN T [T——
4 he

RORIZ, COFIoaLIb DB R ARG EE—ETRLES,

Fooalb vk DRBRTEH B LET . EF VAL FE—E DR FIARET
To FIT. RALFV 2L b DAV REDZNME M $H515 & ([CIFR AT TR AT
EBLINLTHEET . CORFIEF V2L Ik DEAIL N—IZRTENFE
ER

ALV

EHEIS COHEBZEIVICTIE EREIZIM Tonf-tXa )T REAOT—
T DFH BEBLANUSBLUITFAIVDHANT YL AL TR RENET

B,y BRRA7 EVA—IUDRATICE DVWTHRE R EDIVALET  EIF. = <=, >=
Fo—9.a OULWITIMNIERTE CEET, IZ2=T1 I(IVIADEEF &, TIHIL T, &
Sa=T4., FEASINRIAE—DELT ELGVET, th DI IIVIDEE F . TI4ILE
YRR T, @RAINERATAFT—DE L L EGVET,

2
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H—ER ERIROY—LEREEIRLES,

By il RNSNDHER DR EEEZHIRLES,

BROHE RTEIIEROBERELETT . FAVIFIY YRR TEIRATRELEL. 5.
# 10, 20, 30, 40TY

ARNUED  FHEROEHKE. AU VANERET7MIL RO X THEELET .
RINFIE

71D

R~
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[Malware 8 TR HLWLVIILOTZ DL L YRR 159 2Lk

[MalwaretB HTEEHL WLVIILIT 7 DL L YRR Z v 2l vk TlE, xBEEHLULE KL 10D
Rk B, Malware Analysis®DA Rk YRR EIET7AIL URMIRRSINET , COFva
Lk &, 2y aii—FK KU [Malware Analysis] Ea—Tff B TEF9 ., Malware AnalystH'
i #) [TSecurity AnalyticsICAT A9 HEE, TIHIL THY  aR—KR [CRRSNEF V2
Lk [&[What's New] Zwv2 albwk DHTT . 7FHJAR L, 18I0 DMalware AnalysisZ v a
Ly ZEER T A ELHYET,

[Malware B OTEHLLVTILITTDLE L )RAR] Ay abyk IE R ZE B AR GETY . B
Dalbyb B OAE—ZFERL TR EZIIARTL, /1R YRR OT7AIL YRR EL
TR T HIENTEET,

CDF Y al-yk ESecurity Analyties5W aAR—K (IR R | FEHREL vl aRk—K O—

HELTE R T Bz, Avoafi—F Y—i—c T ¥ S [4vs oLk O] E5
L. [BL4F1ROYTE Y A—a—h5[MalwaredBOHTRHOLULNILIT7OLE L URN] ZE
RLET,

Add a Dashlet

Type Malware Top Listing of Highly Su: v
Title Top Listing of Highly Suspicious Mal
™ Influenced By High Confidence Only

Static = = w
Network = = = v
Community = = = v

Sandbox 2 = v
Service w
Time Last 5 Days v
(Relative)

Result Limit |10 A

® Show Events () Show Files

hlE. By albyk OB T,
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Top Listing of Highly Suspicious M... A & 7%
High Confidence Only, Time = Last 5 Days, Service= W - Malw
L] 4 static Network Community  Sandbox AV

O 4% SR DN S EETEE 0

O 4% SR DN S EETEE 0

O 4% SR N EETEE T O

O & I M TS EETEE ©

O 4% SR DN S EETEE 0

O 4% SR DN S EETEE 0

O 4% SR N EETEE T O

O 4% SR I EETEE T O

HRe

B 8E (&, Malware AnalysisDA XUk YRR ET7A )L YRS D gE EEI L TY(FEMIZDULNT
(&. T Investigationd5kUMalware Analysis 141K 1E5 B L THIZELY) . Fvalbyk DT7AT L
(MMalware Analysis InvestigationZ#2 &) 9~ 5IZI&. TUIR TARUNEIET7M VL EZTIL
P IILES,

RORIZ, COFYo LIt DERAIREREZ—E TRLET,

BARIL By albyk DA R ZEBALET KAV aALINE—E DL BT HINE
TY, I, ALAY 2L vk DAV REVAHE #5515 B [ZIXB R TR
A TEBELSICLTHEFET , COBHTEF Y alb vk DRA LIV N—TFR R
SINFET,

SHEDIST COEBEAVICTHE BHERISTMNM Tonf-tFa )T READ
DFH T—REBLARVEBLUVTFAIDHFIF VAL Ib TR R ENET,

B, roh £RO7 ELA—IDAATIZE DNTRBEEIIVEALET, E L. =, <=,
J—4. 332 >=OLITNHIEHRTE TEFET,

=T YUK

RO R
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H—ER BRI ROY—ERERRLES,

By il RINSNHFER DR EEEHPRLES

BROMH RTIIEROMERELET . FOVTEUY YR TRIR AT BB L,
5. 10, 20, 30, 40TY,

ARNDER HROEAKXZ. AU YVANFERIFIT7MILYARDORE K TIEELET,
RERIET7
1 ILDFE =
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[Reports Y7 VAL L Fr—k 15y albvyb

[Reports U7 AL Ls Fr—h ] Zviabub &, E&ELIEZFy—k DURN DS DDFvr—hEF
RLET, Fr—hRU7IWNAML T hdh, REL-EHFHRE TEHFRINET . &
Fr—h &, BIRLI=Fr—t 2/ TR DR E TEZINFET,

(B R G| Fr—h AT a b B i Fr—h AT avonThhvEE R cEFT, Fr—t
&, BEDT—HETTIIZR KL, BE O E DO R DADT—AIRRLEEA,
Fr—h &, Fr—t DE & TE & N-FFHEREREIZE X T—2L - TERShET, T—
AdEx K Tl & 20E O fE R MR R TEET, &AL Fr—rDEZTCEFHHERE
LTS EEIRL. BREHELTOR TERLIZIGE . Fr—h FRE DB E0D ETD
TR RTLET, Va2l ub AOFvr—hE. EEZLI-BE#H B CEHINET,

Security Analytics® V> 27 R—K F=[ETHRFL FvaR—R D—EEL TIDF Y 2Lk %

FRTBIzIE, Fviat—F v—n—tT U S [l DBM1ESUVIL T, (84
TR OYTE AZa—hb[ReportsUPIVEAAL L Fr—h 15ERLET,

Rule MAC Address AESCX
o @ &)
60k |

r_

=

=

[a]

[}

= 40k | |

=

Wi

g

uw
m I I -
Ok T po3cazecr00 | 00A7T.DFEBCE00 | 0043.C33BBEOD

ETH.SRC
BRE

LLF DR TFY—h #7723V &5 BALET,

EBEHADFY—EMD, RIRTDIFVY—FEEIRLES, Fuialbublc

Fr—h ‘
DEIDDFv—b DHEIR TEET .
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[Reports JZ VAL Ls Fr—h1F V2L vk DA RIEA A LET, C0D%
AIEF Y 2Ly DFAR L N—IZRRENFT,

AL L

B R Fv—b : Fr—hE BRUEBR T OEDEEARTENE

j-c
% 51
BFFr—b: Fr—hod BRUEBRESOS £HEOSH AR

ShFEY,

By a1 YR IZE HBFv—h A TEERLET, FAYTFOUIZR RS

Fo—b B4
v halEIL. E. 5. FhenETY,
B BE ORI AR RLET

Byoalbyh B Avalb b DT3B H T HERER(D) R ELET ., FREHER
R DIE (X1~ 1809 TT,
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Reports 75—k ## 5 v al vk

[Reports 75—k HEF 1AV alwbk (X, 4FEFE D R F| Fr— T75—b DL E B R R
L. BREENRELI VAL TY, Fr—hCEOSEREZER CESET(IBEE LI

RN TLA275— S LEGLI575—RET),

Security Analytics# v 17R—K Fl=[THRZ LAY 2 R—R [Z2OF Y AL ER R T BIC
£, Ay afi—R Ov—ii—c T ¥ S[o 2ok DEMIEZRIRLT. [44F] K OvTFs

Y AZa—hS[ReportsPo—h B 1 EEIRLET,

Add a Dashlet

Type |Repc|r‘t5 RE Alert Variance V|
Title RE Alert Variance
Mo Of Alerts |3 o
Chart Type |Line w
PastHours 24 o
Dashlet
Refresh ~

3 w
Interval
(Minutes)

Cancel Add

RO B R LFES

RE Alert Variance

AR X

COUNT

T
neE- NN nE-a R — AT

T U
08:00 08:30

+ Rule_1(1) == Rule_STRING_Valid_Syntax -e- Rule_FLOAT(1) =+ Rule_FLOAT
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4 ae

ZDFY Al [, Xt R LA BReporting Engine Hex B ICh JH—F 75— &R R1E 9
BIENTEFT , K Fv—b AT T, 75—+ D . BEMBERE S OT75—FEWMET5
M Fr—tOEFRHREGEEERLET,

B2l v IS8 HEFv—k A TEEIRLETS .
o B (XE =NOUEELUYH =T5—+%8)

BAT
o TEHE(XEH =HIURBEUYE = 75— 8)
o TNIR(XEH = HIUREXUVYSE = 75— %)

e, Byl DB RIEEELET , COBRETEA Y aLvs DFAL L
N—ZRRENFT,

75— To—b D EEIRLET, B D FH (F2~ 15T,

i il To—hEMBTIHR LTI MEERLET,

oAby BHE Avialys DT3RO REER( D) ZRELET . COM
& (57) & (&1~ 1805 TY,
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[Reports E i DL HR—k 158w alvb

[Reports & 3T DLR—k ] 2w alyb [ZIE, Security Analytics T L E 1T shfLRk—k DV
ARDRRINFT , TR SINSRIE DLAR— (L8 K 2405 E DEDTT,

Security Analytics# w3 27R—R Fz[FhRA L Ay ai—F O—ELL TIDF Y albukFF
FTBIZE, Avai—R v—i—c T S [Syvalvk O m1ESUIL T, [84T]
FOyTH I A=a—his[ReportsE i DLR—h ] EERLFET,

Recent-Reports A X
Report Mame Run Config Time

test test_SSL 08:11 =
Bae

TIHIE DF VALY TR R ENDZ FIIZDNT, ROKRTHBALFET .
LiR—h 4 RIEETESNF-LR— DR AT,
Riroa—)L4 RIEETEINEZLR—FDR7D1—IILE TT,
B¥ il LiR—h DR D a—ILEnf-FZITY,
THRKE—R T7ANETHZR—h T BITIF, THRR—~ 7L T ) &V IILE
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[Reports & ik DREFS5—hk 14w albwb

[Reports B it DREF7Z—hk 14w albwk (&, #viaih—F LICRIEDT75— &R RLET,
ZDFYo 1y TlE, RIRT DR 75— D EE K TE, 75— E 5 9 585 fE 86 F
FHETHILELTEET,

Security Analytics# i aR—R F=(FHhREL F v 2aR—R [C2OF Y 2 LysER R T BIC
&, Ao ak—K v—i—c T > [ alok DEMIERIRLT, [44FIROvTH
2 AZa—ho[ReportsEIL DREFS—F ] ZERLEFT,

Add a Dashlet

Type Reports RE Recent Alerts "
Title RE Recent Alerts

Top 10 ~
Past Hours 24 o

Cancel

RO (Bl R LES,

RE Recent Alerts ABX
Mame Detected
Rule_1(1) 2016/01/25 14:06:01
Rule_1(1) 2016/01/25 13:36:01
Rule_1(1) 2016/01/25 13:06:01
Rule_1(1) 2016/01/25 12:36:01
Rule_1(1) 2016/01/25 12:06:01
Rule_1(1) 2016/01/25 11:36:01
Rule_1(1) 2016/01/25 11:12:01
Rule_1(1) 2016/01/25 11:10:01
Rule_1(1) 2016/01/25 11:07:01
Rule_1(1) 2016/01/25 11:06:02
e

R DF . [ReportsE it DRE7Z—k 1% v alvk OFIIZDONTERBA L TLET,
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[Reports RE_E £ 75—k 14w alb vk

[ReportsREE I 75—k 158 wialwb (348 B ZE B AR BEE S alwk T, 4 OFv—h
TEMET75—rERLET Fr—rIEDAEREEH TEEI (B EL-FRHEEERNTLE
BL2T75—b B LEHL1575—RET) .

COFv—bTIE, FEEL-BREEFBRAIZFHEE LI=LGL( Top) DF7S—KIZDLNT, kY
H—ENFARNEHERTLET . Fr— DRI DT—E RAUM I, EESN-FHERETY
F—bDBNUA—L AR E(T5—b WU EZRRLEST, TNLUBEOT—2 KAV,
RODDT—A RAUEDT5—b WOV EEBINE-BFHERDOTS—b AhovbEMA5IE
[Z&OTRENFET,

fzEZ E. €& LR EE TP—MI&OThRIA—SNIZARUN (75— AoV b) I
1005 & . Fr—h DRI DT—F RAUMIXI0ER TRENFET, TRLUBEDT—F2 RAUIE
RAODE0TNZT, EEINFA YV albyk OB FE RN OT7S5—k IZkoThUAH—ahi=
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RE BT, A ak—K Y—i—t T > [Sovalok O IM1ESUL T, [247]
Rav74y A=Za—his[Reports REESI 75— 1 ZERLFT,

Add a Dashlet
Type Reports RE Top Alerts w
Title RE Top Alerts
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Chart Type Bar w
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(Minutes)
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Cancel Add
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