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ROBIF, ZBIRLE=Y—RPTE LADAVTHFRAN DIFEHETRLTOET  EBIRLEIPTE
LABE FNETRTDIUITUMN—ERRENTVET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @

Incidents :

INC-432
< Add/Remove from List Pivot to Endpoint Pivot to Investigate
Suspected C&C with m1.4554mb.ru
c D R RE 1D

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Time Window: 7 DAYS | Last Updated: (17 minutes ago)
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Context Hub@D[ILyI 7T INRIUA DEFESFHE1—FEBE T AL T
[T TFARE & ]/ R)L- RespondEa— |ZFS HE L TZE0Y,

BIA+ YRR ADI T4 T14DIB N

TRAEOEE DIV TATAX. ATFRAN Y=ILFVTHS, RTA R RN F=F TS50 R
FREDURMTEM TEET , LA RBRANZERB ST OIZ, THRAZTOR A ERTA
FJRMZEMLT, BEIToT0D0RNMALET,
1. [Ao25—=3]1\R)b, ARUKE YR ARUEDEEM . /—F 57T, Context HubMJR
MIEBMLEZWT A EDIUTATAITRIREE HEFET,
2 THFRN Y= FVIIER A BE B T avh R R SNET,

_r

2. Y—=IFYIDITILav]tHarT, [VARANODBM/HEIR]IZ2 )L ET,
[VAR DB I/EI R 154705 Ry RIZE A gL RN AR RENET,

Add/Remove from List

ALL SELECTED UNSELECTED

3. 12U EDUARNEERL., [(REIZIIVILETS,
I TAT4M, BIRLIEURMN IR RSNET,
[JRE~DE /IR IFA4T7RSTEMIERZS B LTS,
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YA DO R

[ i 1Ea—hv5, Context HubMYRR Z4E L TEE T . T TATADIARRERTA R YRR E L
VISR EEL TR A T 3EFTEHL, IVTATA DR B L EZE R TEH-OIFERAT
2FET, 122 AED . BHLWIPFRLRER AU DA R ES HB1=0HIZ. ChiE2D
DR 7R DYAN BT BIENTEET , |DDVRR L, TR &IV O—)LOEE #5128 &
LTLWBRULDHDR AL DYRREL ., HI1DDYARK (&, JE—F 7HEADNOA DK F D
B B8 E T BIPFTRLADLDELET , CNSDURRNEFE AL TEXAUTRBE Oy —4
HEE TEFET,

Context HubTYRMZFERL T BICIE,. RDFIEFETLET .

1. (A2 —R]118%kI)b, ARV YRE, ARUSDFEM . /—F 952T. Context HubMJR
MEMTA TR EDIUTATAIIIIREE HEFET,
IUTXARN Y—IFVIIE R A BB T oAV R RENET,

2. V—=ITFVIDITFTHav]1 I3 T, [DANADBM/EIR]IZE9)00ILFET,

3. [DAR~DENM/AEIBRIFAT7TRTT, [BILLWRRDER]IZIIWILET,

Add/Remove from List

Create New List

4. YA+ DEE QYA IZAALES VAR [FAXFENXFZER I LEE A,

5. (AFLa) YRR DIERBAIZA ALET,
YIS AE R 23 D7 F VAR &, DT FURNEE L TESHITE B &5 HT 1T 51=8I<.
CSVH K TUVRREIVRR—b T HIELTEFET , FFMIZDUNTIX., T Context Hubt& B 77
1R1%ES B LT,

NetWitness Endpoint~D#% 1T

NetWitness Endpoints w9 9547k FIVr—av AR —ILENTWSIG & 1, 2T
FRE I=IVFVTHRE TEET , ZTHB. EHLWPFTR LR, FRRM, MACTR LRZES
BIZSAE TEET,
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L [P —B11RI, ARV YRR ARV DFE#M . /—F 57T, aoTHRE Y=L
FYINTORALFzZWT R EDITATAIZTRIREE HEET,

2. V=IWFYIDIFTHav]1 o3 T, [TVRRAb~ADBIT]ZRIRLET,
NetWitness Endpoint 7 7 —33vl&, WebT5H D4 TREET,

I DUWVTIX, [ NetWitness Endpoint1— A1 K 1%5 BB L TS,

RAEADBIT

AV TUNDEMERAE TS50, [AEIEL—ITTIERTEES,

L [A227—=811 0 ARV YRR ARVEOFM . /—F 57T, V7% Y-
FIANTOEALEZWT R T EDIUTATAITRVREE HEFET,

2. Y—=IFYIDITHav]woia T, [AEANDBITIEZEIRLET,
[BAEIDIFET—FIEa—bBE, KYFHEMLGREEETTEET,

I OWTIE, TR BLUVIL Iz TR A—F H1F 155 B L TIZAL,

NetWitness D4} T 17 L1-F I DEC &%

Sao—FIUZIE, THFIARMZE S TEMESNIZAETNR RS, REEISHRL— 30T BTEN
TEFET, Ov—FIUATZEBML, AEVMNILAN— 2 (FRAE.BEE.ER. 1>
Ab—)L, TR &A=V FE ML, 1V TUMDTITAETADEE R R TEE
ERS
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AT DO —FI)L TR )J—DF &
(A ToRDEFM]Ea—DY—I)L\—TOES' )L ET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-1135
High Risk Alerts: Reporting Engine for 70.0

QVERVI

(AT DFMIEL—DE Q[ Or—FILI AR TENFT

RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
RELATED

INC-1135 & —_—
ADMIN

High Risk Alerts: Reporting Engine for 70.0 eTEnT

INDICATORS {53) Started researching the incident. This is similar to
one | had yesterday.

08/04/2017 11
ADMIN 4

High Risk Alerts: Reporting Engine MiLESTONE
70 y Y I think this IP is malicious.

ADMIN 4

Task Requested h = | created a task for lan. | think he does remediatis

too.

Analyst User ; ADMIN a

lan is booked solid. We may need to assign it to
someone else. We will let you know.
00:00:00:00:00:00

53 Indicator(s), 81 Event(s)

New Journal Entry

MILESTONE
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[(Dv—FWE AV TUORNDTIOTAETADEREERLET . & Ovy—FIL IR )—DE L
FLE R SNT-FE R 25 R TEET,

)

Started researching the incident. This is similar to
one | had yesterday.

1 think this IP is malicious.

| created a task for lan. | think he does remediations,
too.

oked solid. We may need to assign it to
someone else. We will let you know.

New Journal Entry

Bo may be available..|

Submit

AECIE hn

BE . MOTFIANDA U TUNERE TEALIITATZE MUY, BEE HDOHDES
[CEAEFIEZEE TR T HI=DITATZEMLFET

1. [D%—FIIINRILDTE T, [HLWLWWr—FIL TR )= RO RIAEEA I LFET,

2. (AT av)RayTd 800 YRR SR ERMIVARN— A FHAE. BE. ER. 1VX
f—IL, AR R &AVbA—)L, ERENT7O a0, #HLABD. BRE. R T)EBRIRLE
el

!

\l

Ao TUNDRE 46



NetWitness Respond1—H (K

3. AEDAADET LIS, EEIZI)VILET,
[O¥—FILIZ, HLWDOvy—FIL TR J—DR RINFET,

CONFIg . @ admin (@)
@ Your change was successful SUROLL (G TOSS @ CHVNED

I think this IP is malicious.

| created a task for lan. 1 think he does
remediations, too.

lan is booked solid. We may need to assign it to
someone else. We will let you know.

81B7DCABAD441BFAEDOSDEID 4641 5.

ADMIN 02

Bo may be available.

ADMIN
MILESTO!
00:00:00:00:00:00
It looks like all of the devices are sending
information to the same IP address.

New Journal Entry

I

AEDHI B
1. [Dv—FILIRILT, BIRRT HUv—FIL IR )—%&R DI+ET,
2. Ux—FIL IR IZHHZHFE(HIBR) 7AaBED )ILET,

ADMIN  0/06/2017 13:06:15

MILESTONE | Command and Contral v

It looks like all of the devices are sending
information to the same destination IP address.

3. RIRSNFMERFAT7OYT ROVAT, [OKIZV )L TOY—FIL TUM)—ZHIBRT S
CEEHERLET  COTILaVERICR T ENTEFE A,

Ry
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AV TR DIRAL— 3V =B E

HRBFRENE T DD, AV TURER QT FIRNZENYE TY, AV TURDRT—
BALBREEZRELIEYT DS EAHYFS , ThIE, 1EXE AV TUMNDEELMR S
M THILH LR, (VO TUNDBEEERAGEITTYIIL—F TR EIRILE
ERS

AT DE H

A TUOMNIEH DG FRAISEHFTARENTEET , AV TURDYRS Ea—4[AVVTF
URDFEMIEA—DDIX. BEE . RTER, BIYYE TEELE B TEEFT, =&KX 7FHUR
D5 E . RY ATLSESI 1 D07 —RIZEE L TWAIEN OO ofEZ AV TR DYR
F Ea—hoB R IT7r—REEYY THAULELHAELBHYET , SOCTR—UrOEERED
BE.AVUTURDUAS Ea—DSEYYE TONTUVEW U TURNERESRL, 12Tk
FRERICEVY TE2DLEIHLIENHYET, SOCIR—IFEEBE (X BEE . RT—
BREYYTEEZ—EIZIDDAVV TR TCEFHTADTII G — B EF T HENTEE
¥,

BEMEL—DDIE, 12D TUh O EEFIELIRT—SRE MG ]ICEEL, MEE
R L= 12[90—X]Ff=[£[©~8O—X- False Positive] [ZCE #1320 EHHDHE S HHYE
T o FlE T—RAOFMMEHI B LI=EEIT AUV TUCNDEBEEZDFIEICEETS
B NHDHZELNHYET,

AV TN RT—RADE R

AV TUMNEIAVTURDVAM R AITR R ENDEE, I DRT—RRIEH R IR YE
T AVVTURTOEEER T §5HE AT—HRERH TEFT . RORAT—HRAEIR A
BETY,

o #F

o BIYHTEH

o XtIGHR

o BRI AR
o« BRAUET

. Y0—X

o ~0—X- False Positive
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B DIV TINDRTAXEBH TBICE. ROFIEEETLET,

1. AV TURDYARS E2—T, ZEE I 0FIFEH DIV TUREERLET, XR—
DI RTDAVLTUNEEIRTBIZIE, 10Tk DURR DAYE—IT THRYIRZE R
LET EBIRLIZAVITURDEIK, 1202 TR VAR DT7VI—IZR REINET,

2. [RT—ARRAEE]Z' )L, FOVvTE I YA DL RT—RREEIRLET, COHIT
X, WBEDRTARAIX[ENVY TEH]TITH, ZHIRMLERLI=A2VO TN DRT—
AR (SR IICEBLET,

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents Alerts Tasks

Y Change Priority Change Status Change Assignee Delete
New
Assigned
Progress
sk Requested
sk Complete
| Closed

o
Closed - False Positive
S FIGH 70

HIGH
HIGH
HIGH
HIGH
HIGH
HIGH
HIGH
HIGH
HIGH

HIGH

Showing 1000 out of 1115 items | 3 selected

3. BUDAVUTUNEERRLIG &, [EH OER]IF(7AJTIOKIZEYIWILFES,

Confirm Update

You are about to make the following changes to more than one item:

Field: Status
Value: In Progress
Number of items: 3

o
% B AL L K AR R SNET . COfI Tk, BEH SNFA U TFUk DRTF—ERA
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[ ] ERRSNTVET,

RSA RESPOND INVESTIGATE MONITOR CONFI(

Incidents

Y Change Priority Change Status ‘Change Assignee Delete

CREATED ~  PRIORITY RISK SCORE 1D NAME STATUS ASSIGNEE ALERTS

Showing 1000 out of 1115 items | 3 selected

[BEE ]/ SRADDIDDAI VY TS DRTHREEE T HICIE. ROFIEEETLET.
1 [BZE]/\RIVERLIZE, ROWTNADEEEITVET,

o AVIUTURDYRS Ea—DS, AT—E3RABH OLELDIA I ToNEI )ILE
ERS

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents

INC-1134

CREATED v PRIORITY RISK SCORE STATUS ASSIGNEE ALERTS High Risk Alerts: Reporting Engine for 70.0
08/04/2017 10:16:49
High Risk Alerts: Reporting Engine

70

Analyst User

Reporting Engine

54 Indicator(s), 96 Event(s)

Showing 1000 out of 1115 items | 0 selected
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o (MU TULDEFEMIEL—T, (BE]IZTEVIILET,
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin (@

INC-1133
High Risk Alerts: Reporting Engine for 70.0
INDICATORS (52)
017 0

High Risk Alerts: Reporting Engine

8187DC4ABADA41 BEAEDOBDESD46A19...

(Unassigned)

Reporting Engine

00:00:00:00:00:00

[BZE ]/ RILTIE, [RTBRIREUNAD D TUR DR E DAT—HAADR REINE
j-O

2. [RT—BRIREUED L, KOYTE Y YRR Mo RT—RREEIRLET,

INC-1133
High Risk Alerts: Reporting Engine for 70.0

Assigned

In Progress
Task Requested
Task Complete
Closed

Closed - False Positive

EEIRI LB AAR RSNET

X
@ Your change was successful

A TUNBEEDER

AV TURDVARMET T4 TIEBEE TV —hSNTVET, B K E (T —RDF M ZH
BEIHEEICEH TETS . ROBEENERATEETT,
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o VVT4HIL

ot

+H

. K

FOO—RALIAVO TN DB EEEZEE T HLETEFEA,

BEHOIAATNOBREEEEHTHICE. ROFIEEETLET,

1. A2 TURDYRS E2—T, EB I DI DFLIEEHR DI T EERLET , XR—D
DIRTDAVTUORERIRTBICIE, 120 TUk DURR DAE—IT THRVIAEE IR
LET BIRLIZAVUTURDHIE, A2V Tk YRR DTVE—IZR RENFT,

2. [(BEEOEE]IZV )L, KOVIEIL YRMHSIE LR EZEEIRLETT ., Z0H TlE.
BEDMEEERFS]ITIN ZFHIRMESGERLAVOTorDEEEE[V)T1HIL]
IZEBELES,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents Alerts Tasks

Y  ChangePriority ~ ChangeStatus  ChangeAssignee  Delete

115 items | 3 selected

3. BROAOTUNGERLIG S [EFH ORI F(7O0JTIOKIZYIWILETS,
ZEAIRYLI=BADRTEINET , COFITIE, EHF SNAVOTURDRT—EAN
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[DUTARN] ERRSNTVET,

RSA| RESPOND INVESTIGATE MONITOR CONFI{ @ admin | @)
1% &
. . @ Your change was successful
Incidents Alerts Tasks

Y Change Priority Change Status Change Assignee Delete

Showi 000 out of 1115 items | 3 selected

[BEE ]/ SRADSIDDA T DR EEEEETBITUE, ROFIEERTLES.
1. [BE]\RIERCE. ROWVWTIDDEEZEITULET,
o« AVVTURDYRS Ea—Do, BEEEFHOLEIHDIALTUNEYIVILET,
o (MU TULDFEMIEL—T, [BEIFTEIIILET,
[BME]/SRILTIE, [BEEIRIUZADTUNDRE DB L ENR TINET,
2. [BEEIRFEZIIIL, KAYTEID YR MWORT—RREERLET,

INC-1133
High Risk Alerts: Reporting Engine for 70.0

Created 08/04/2017 08:

C
Low
Medium ﬂ
High
critical e

Reporting Engine

52 Indicator(s), 79 Event(s)

ZEAIRYILIE-BHNIRRENET HILOMUOTUNDBEEZR TS HEIIC[E
FEIRIVHDEESNET,

@ Your change was successful
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Z0M DT FIR ADA T DEYE T

AV TUNEE D B BICEYY TAEELRILAE TEDM DT FIRRNZAVUTUNEE|Y
L THENTEFT, SOCYR— v PEEE IR B ICER DI TUoEI—H(ZEIYY
TAIENTEET,

F:OO—RUIAVOTURDEIYE TRERE T HLEITEEE A,

A—FITEB DA TR YL TAHICE. ROFIBEEEITLET,

1. A2 TURDYRS E2—T, A—HIZBIYE TRAUUTURERRLET . RI—DDTA
TRAVTURERIRTBICIE, 10T DURRDAA—IT TRYIREZRIRLET
BIRLIZAVOTUR O, A1V TUR YRR DTA—IZR REINET,

2. [BIYSTEREDEEIZY )WL, ROYTF Y YR o1—FERIRLET . COFIT
[F. AV TUMNIEIYE TONTOEREAD, THIRMIEI YL TEBEIHYFET,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents Alerts Tasks

Y chan jority = ChangeStatus  Change Assignee  Delete

Analyst User |

Showing 1000 out of 1115 items | 4 selected
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3. BROAOTUNEERLIG S . [EFH ORI F(70JTIOKIZYIWILETS,
ZEARYILE-BHNRRENET, BIVE TENERL-A—FITEEEIFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE @® admin
x 1
0 . ST @ Your change was successful
Incidents Alerts Tasks

Y  cChangePriority ~ ChangeStatus  ChangeAssignee  Delete

CREATED ~  PRIORITY RISK SCORE D NAME sTATUS AssIGNEE ALERTS

Showing 1000 out of 1115 items | 4 selected
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[BEZE ]/ SRV TUMIA—TERYE THICE, ROFIEEERITLES.
1 [BZE]/\RIVERLIZE. ROWVTNADEEEITVET,
o AVVTURDYRN Ea—ho. BEERHF OLENGDHIIVTUNEIIVILET,

o [V TUMDEMIEL—T, [BE]IZTEVIILET,
[BZE]/N\RILTE, [BEEIRIVNALOTULDBRE DR EENKR REINFET,
ROFITIE, [BIVE TEIRIVOBREDAT—RRIF[REF YL TITY,

INC-1133
High Risk Alerts: Reporting Engine for

2. [BIVE TEIRZEIIVIL., FOYTEOY YRR L1 —HEERLET,
ZEAIRYILI-BHNRTENET, BV Tonf=a—HERRTHLII[EIVAE T
FIRIUNEESNFET,

A TUNDBHERE

AVDTURE AV TURNDIRS Ea—,[A0V TUMDFEMIE—DIBEE ]/ IS E
MEETEEY, EAF BHRDAIUOTUDRZFIMNRILIE & IR EICDOWTHIEIZT S
FDIA VO TUNERMME BT DM ENHIHIENHYET

1. [ME1> AT IZBELET,
2. [BEZE]/SRIIVERLICIE, ROWTIHDIEEEITLET,
o AVUTUNDYRN Ea—hb, BRIER DBLENHDIAILTUORNEIIILET,
[BEE ]/ \RILBR RENET,
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o [V TUMDEFMIEL—T, [BE]/ \SRIUBBLETS,
[BZE ]/ RILDLDANS—T, AV TURIDEAULTU DA R EER TEET .

RSA RESPOND INVESTIGATE MONITOR

INC-389
High Risk Alerts: ES,

<

4. THRAS ITARTAOOTURDFLWERIZEA AL, FIvy 7—0% 0 WWILTEEE
HELES,

INC-389
High Risk Alerts for

f=&Z (. THigh Risk Alerts: ESA for 90.01 &L\ 4 Rl %, KYBA#E T Alerts for
mail.emc.com][ZE B §5ENTEET,
ZEMIEILI-B R IR RINET,

@ Your change was successful S
AV TURDERTDTA—ILR IZFHLVE BT AR RENFET,

N
High Risk Ale

<

FTRTDAVTU BRIDER R

AV TUNDEMERIDERLRIBE L. 1O TUMDERIEER L. ThoDRRYDHE
TRIRES VX TS HIENTEET . Chld, FEA L EITLTWSEE I X )Ta T
RL—2avDEE S THAHEE R, AVE1—F—DB A A=V DVITANE(TIEZITR I
LFEY, FRY YRS Ea—TlF, 2RV I/0—XFTE B BLUMIVvF I TEET
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L [®E]1> 2RI ELFET,
RRY YRL Ea—IZ, TRTDIVITU FRIDIRN DR RENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents Alerts Tasks

Showing 6 out of 6 items | 0 selected

2. BRODVARERYO—)VE Hb. RORTHBATHE2RAVIEHTIE RN RIFERAR
RSNFT,

I -

ek B BROMMER ESN-B AR TSNFET,
BEE BRAIIZEYE Ton =B EEARTINES, B L EICTR

DT NOEIRETEEFS . VT hL. E. R B BEED
B FINTOES . ROBIR Y LI, FIX[IIT14HIL]
AL EFIEIVAY. ERFK[HRIVRY, &IE[E]IRIZE

~LFES.

| mepiUM

| Low

ID BRIIDHR RSNFET
£ Al BRYB DR RSINFET
YL Tk AZGIZE| YL TENTWAI—HDL BT AR TR INET,
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RF—HR BRODRATF—HRANE TENET, [FR]. [BYSTHH].
(3t ], [EFHA]. [URORE]. [RALLILBYE
T

BRELHE BRHOBEEH BBERTLET,

te R BROEME B L1~ FHR R SNES .

A2LFURD BRUBE B ENIA VL FURDAR RENET, 420 Fok

NDEMER T I BIZIE IDEIIVILET,

YRR DT E TlE, IRIE DR—DEIRIE . BRODIBE . BIRL-E2RODHM R T=F
T Bl :Te7ATLPoEERTD | 2BIABIRFAHIDISIZR TEINFET,

BRY VAL DI4IV5

BRY VANADEZRIDEIFEREICZ HITHY, BE DIRVERRTHENRE TR EHTE
NHYFET, F1IATIE BETBRBIERSNARIGE, RIRTDIRVEIRTE THIEN
TEET FEDIRVERE T HIELTEFT,
1. [AE]1> 2RI HLET,
AR VAL DE N[ T4IVATISRIVDR TRENET o [TV ARILER R EINTE LG
B X FRY YRS Ea—DY—)LIN\—TED' ) $ BE[T4IVA]NRIVHREET,
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2.

Y Filters
TIME RANGE . CUSTOM DATE RANGE

All Data

TASK 1D

e.g. REM-123

PRIORITY
Low
Medium
High
Critical

STATUS
New
Assigned
In Progress
Remediated
Risk Accepted
Not Applicable

CREATED BY

Reset Filters

[TANA]ISRILTIDERIIE B OAT I EEIR L, A1V TURDYARRNEIIWAEALE

d—o

o [BEMNIEGEEE]: [FBEE]FOYIEIY URFHIDE E DM & IR TEFT, B
FHEIFTFIRIDER B ICEDEFT, A, [ER1IBMEIEEIRITIEE (L. 8

£ 607 LLRZHE L SNTI=RRIDR RENFET

o [hRELOBHEE]: [FREFEEE]AToa0 2R IRTHR DY, 15 E OB 1B
ZHEE TEFET . TNZETIICK [HRZLOB FEHE ] DRTI<HEE & DR ZEY' )Y
L. [(FKBBILR T BIDI—ILRERTLET AL F—DnE T &R %I EE IR

AT DIAAL— 30 F = FE E
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LET.

Y Filters

08/01/2017 12:00:00

08/22/2017 12:00:00

AUGUST 2017 ¢
1
Sun Mon Tue Wed Thu Fri sat

! 2 + ®

6 7 8 9 10 1" 12
13 14 15 16 17 18 19
20 pal 22 23 24 25 26

27 28 29 30 31

2

o [BRUID] R F T BRRIDERIIDEA A LET(H: REM-123) ,
. [BEE] . RTRIIEEEZERLES,

o [RT—BR] 1DFIIEBDAI TR DRAT—ARATEIRLET, F-EAX.ETL
- EARIER T TAICIE. [(HEFAIETEIRLET,

o [ERE] RTRIBFIRIVEER LIzA—FEEIRLFET, f=EZ 1L, EdwardolZ&k>T
ESNI2BRIDAHER TS HIHE &, [FFRLE IR AYTF L YRR s [Edwardo]
ERRLFET . SRVDERE [HODDOLTERVER TS HE B &, [EREIEER
LAz T<rzaly,

B VAMZIE, BREBEB =T ERIDVANDRRENET , RV YAFDTE T

[F. ZAWALEBINTF-)RSDT7A TLEZHEZR TEFT,
5l : T6PATLHMEAEZTR TR IDLSIRKRRINET

TR RRIVERAL B & (&, [XIZTIWILES . F4IVEIE, BIFR T HFTHESN

=FFIZYFET,

B2RY VAL HSDMy 1 )V2DHEI B

NetWitness Suite Tl&, 2AY YR Ea—DI(IIVAE R EBIBEINTT . FELB & ITT0L
DEIRFHI R T DHENTEET , LA IR, RIRINDIREZFARIH AR RINE LG S 4O,
BRY VAR DT RTDARIER R T D5 E (X, T4I\3% )29k TEFT,

1.

[¥h]> [2RV]IFEEILET,
ARG YR DEAANZ[T4IVA]INRIVHR TR ENFET , [F1IIV2] /1 \RILHER TR SN LS
B X, BRY AR Ea—DY—)LIN—TEI' )T BE[T4IVE] IRIVHBEET,

[T4IWATN\RILDT B T4 W2 D ) evb 120 )00 FT,
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B2 DYE B

AV TUNERBELTEHMBZIEELES, FR9FEB L TA—HIZEIYY T, 4O—XETH
ST BIENTEET, [T DEMIE1—DDARIEERLET .

. [REI>[AToRIZBHLES,
A TURDYRS Ea—IZ, T RTDAUTURDYRARDBRRENET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN \\il) admin

Incidents Alerts Tasks
Y Filters X

TIME RANGE @ custom DATE RANGE

All Data

INCIDENT ID

123

PRIORITY
Low
Medium
High
Critical

STATUS
New
Assigned
In Progress
Task Requested
Task Complete
Closed
Closed - False Positive

CATEGORIES

Reset Filters. Showing 1000 out of 1

2. BAIODPMHELRATUNER DT, [ID]EIE[BRT] 74—ILKE DU HES L E
ER

AV TURDIRAL—2aVFITE E 62
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[A22TUrDFMIEL—DRTENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-1136
High Risk Alerts: Reporting Engine for 7

INDICATORS (48)
08/04/2017 12:16:48
High Risk Alerts: Reporting Engine

70

81B7DC

Analyst User

Reporting Engine

00:00:00:00

48 Indicator(s), 72 Event(s)

3. [A2 TorDEMIEL—DAE £ DOY—)LIN—T., OEZIRLET,
[Ox—FIL] I\RILDR RENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-1136
High Risk Alerts: Reporting Engine for 7
INDICATORS (48)
08/04/2017 12:16:48
High Risk Alerts: Reporting Engine

70

There are no journal entries for INC-1136

Analyst User

Reporting Engine

00:00:00:00%

48 Indicator(s), 72 Event(s)

New Journal Entry

MILESTONE | No
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4.

S.

[BRI153TEERRLES

X

There are no tasks for INC-1136

[BRG]/3RILT, [FHLWLRODBM]ZD )L ET,
HLUOERID I —ILK DR REnFT,

%

NEW TASK FOR INC-1136

ASSIGNEE:

PRIGRITY

AT HO—K BB ( [/R—X] F =X [UB—X- False Positive]) DIF & . [FTLLY
ARIDEMIHRIVIEES L SNhFET,

RDEHREANHLET,
o [BABT]:2RIDE T, Bl : TV DBE A A—AL IDESIZA ALETS,
o [BREA]:(ATLav)BRIDGBHAZEANLFET . Z U TEHSBEBEEES DEIENTE

9,
o [BIYETE] (AT 2RIDENY LY TR ELRDA—TDERIEA N LET,

. [(BEE] BEEMRIZY)IIL, FOYTHEIY YARNSARIDE L EZERLE
T, HE]. [d]. [&]. [P)T14hIL] O hioEIRLET,

[(REIZVNILET,

EENEILI-CEDER IR RINET , 10T AT—RRIEL[FRIN)OTIANE

NELEIZEBESNET, SOOIV TUR DI BRI ISRIUBRIDR RENFT,

AV TURDIRAL—2aVFITE E 64
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @

JOURNAL (0) RELATED x

INC-11

REM-8 / INC-1136
CREATED: 0z,
08/04/2017 12; LAST UPDATED: 08, 17:04

OPENED (35 minutes aga)

High Risk Alerts: Reporting Engine NAME Re-image the machine

5 ASSIGNEE:  Jose
PRIORITY: | High

STATUS: New

h DESCRIPTION
Task Requested ‘
Opened et ABC - 2345 to re-image the
Analyst User

affected machine.
Reporting Engine

00:00:00:00:00:00

48 Indicator(s), 72 Everre(s)

FARTDAUY TR BRIDIARER RS BIFARVIVAN[HIE]1> [2RV]) ISR T
ShFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

REM-8
CREATED v PRIORITY ASSIGNEE  STATUS LAST UPDATED CREATEDBY  INCIDENT ID Re-image the machine
HIGH e N admin
HIGH
HIGH

017 17
um
08/06/2017 17:04:46
HIGH
CRITICAL

HIGH

D "

Opened ticket ABC - 2345 to re-image the
affected machine.

Showing 7 out of 7 items | 0 selected

F AT BADEBARTSNGEVG F (X, WebTSUHEREH T 0L ENHEHENDHY
EXR
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BRY DR

BRIIDHOIOTNDIZ & (X, T1IVAEFE AL T, FRVET [EOKR DFHIENTEFT
FEZE BT DRRIDNGTE DFRIER DI15i5 & hHYET

1. [®E]1>[BRT]IBELES,
B2 YRS DE B[ TN ISRILDR REINFET , [T1IR] /1 RILDR RSN LS
BlE. Z3RT AN Ea—QY—)bIN\—THEI )T BE[T4IWVA] I\ FRILHBREET,

TIME RANGE . CUSTOM DATE RANGE

All Data

TASK ID

REM-1234

PRIORITY
Low
Medium
High
Critical

STATUS
New
Assigned
In Progress
Remediated
Risk Accepted
Not Applicable

CREATED BY

Reset Filters

2. [RRUID] 74—ILK T, RER T HIRIDARIIDZEA ALES (] : REM-1234) ,

BRY VAR E SNFERIDNR RENET  BRARTSNGG & (L, T1/L5%!)
ok LTS,

BRODEE

AV TURNRBEVERY YRR MR RIEE BT HEMTEET  FERE BRIDRT—
RARZE[FMIEHR]ELTERRL, BMEREFIRVIZEMT 55 E BHYETS , 2RIHO—X
RE([ZELL] [VRIZR]. [REFA]) DS A, [BEEIFE[FIVETEIR
EETEFEEA,
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AV TUNANGERDEE B BITT, ROFIEERITLET.

1.

[RiE]1> [ TURICRRELES,
AV TURDVAS Ea—IZ, $RTOAULTURDVARN DR RENFT,

BRODBFHHIDERALTUoNER DT, [ID]IFELIL[BET] 714—ILK DU HEFS )y
JLFET,

(Ao TorDFEMIELI—DRFTEINET,

Ea—nfA £ OV—ILN—T,  O5EIRLET,

[O¥—FIL] ISRILDR RESNET,

4. [RRY1BTEEIRLET,
5. [RARDTISRIVDERETAOUIE, EE TESTIXAN J4—ILRHFRLET, REUIE, #E
RIBFO9TEIY YRR DBHBIEERLET,
6. RDI1—IKEEHTEFET,
o [BRI]:WEDIRIZEVIVITBE. THAN TTAIHFHEFET S
F) =00 )IL T EBEFHERLET, 2EXLX ROV DB A A=D1 1%&I<
UASAPDE A A—ME |ICE B TEFET,
o [BIVETER]:[(KRBIVH O IFIILRIDEIYE TEDEZFIEIIVITHE TR
b ITAEDEREFT , FRYDENYY TR ELDA—F DL RIEA HLFET,
F) =D)L T EBHFEZRLET,
e [(BEE] [BEEIRIVEI )L, KOYTEIL YRRNMDARIDIE 5% & 2E IR
LET, UE]. [F]. [&]. [P)T1hIL]DF B IRLET,
o [RT—ARR]: [RT—ARIREALED )L, KEAYTEIY YRR DSBRYDAT—E A%
BIRLES, [(FR]. [(BIVHETEA]. [HoHh]. [REEFHA]. [VRIZRE]. [Z%
67 AT DIAAL— 3V FIRE E
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THXRNERBLTFIVI I—0%0' L REZHERLFT,
TToEBEIL, EESRYLICEDER IR TSNET,

B VAR DSRRIEE BT HITE, ROFIRERTLET .

L [®BI>[2RT]1BEBLFET,
BRY VA Ea—IZ, $RTDIULTUM FRIDVAN R RENFET

2. BRYVANT, BT HRIEIIILET,
AR YR DE BRI IZARIDEEE 1 /SRR RSNET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents I\l Tasks

diation task AAA-1234.

Showing 7 out of 7 items | 0 selected

BRODIEINRIVDIET (AU, EETESTTAN Tr—ILFZRLET, BV
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(F. BIRT B OVTHIY YR DHEEERLET

1anRSA

This is remediation task AAA-1234.

3. RODI4—ILKEEBE TEET,

o <BROB> FRIDIMEI/NFRILDLER, ZAVIDDOT T, WA DRRIZEI')IVIT
B&. THXRN ITAHNREET,

REM-6

TASK 6

F) I—DED )L T BEBEEZRLET, 12EXIE, FRISERARI6IZE R T B
ENTEEY,

o [BEE]:[BEEIRIVEIIVIL, KAYIFI YRR NSRRI OE 5 E ZE IR
LET. HE]. [F]1. [B]. [DUTHL] DR hoERLET,

o [RT—ER]:[RT—ARR]IREVED )L K OYTETY YRR HDRRIDRAT—RR%E
EIRLET, [HA]. [BIYETEH], (], [REFHA]. [VRIZR]. [%
HELIABYFET,

o [BIYSTE]: [(RFYL O IFEIURDEVE TEDRBZEI DT HE, TFR
b ITASHMEEFT FRVDEIYE TR ELGRHDI—TDEAZEASILEFS,

Fv) =0 IILT. EREZHEZRLET,
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o [BEBA]:FRBADT OTHRRNEIIVIT BHE, TR TTAENHEET

This is remediation task AAA-2345.

THXANEEBLTFVI =00 0oL REEEELET,
ToEB LU EEMPBR Y LI-CEDERNRTSNFET,

B2 DA B

B2 ST L1=BRID %515 & 0. E LIZZRIDTR B THAHZELOIVOI5 & 1F, &
RVEHIRTEFT . A1V TURABRVERY YRR Ea—DoBRVEHIBR $ 52 ENTEE
o BRY YRk E2—T. R ISGEB DIRVEHIBR T H2ENTEFT .
AUV TORADSERVERI R T BITIE. ROFIRERTLES
1. RIS AT ELEYS,

AV TURDIVRS Ea—2, TRTDAUITUR DR R RENET

2. BRODBEHHIDLEBELRALTUORER DT, [ID]1FEIXIABT] 714—ILE DU HED )y
JLFET,
(AL TorDFEMIELI—DRFTINET,

3. Ea—0OF L OY—ILN—T . 05&IRLET,
[Ox—FIL] I\RILDR RENFET,

4. [BRV]15TERIRLET,
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5. [BRD1RIVTIE, AV TUMIR L THE R SN2 RVZFER TEET

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN LE:D admin Cﬁ;\

JOURNAL (0) T4 RELATED %

Add New Task

REM-10 / INC- L
CREATED:
07/19/2017 16:03:2 LAST UPDATED:
R oPENED (a few saconds ago)
Suspected Command & Control Communiication By NAME Isolate machine
Domain
ASSIGNEE:  Tony
80 ’
k PRIORITY
STA
DESCRIPTION
an/ Isolate the machine in area B.

m1{4554melru

Analyst User -y A
by REM-9 / INC-450

CREATED:
LAST UPDATED:

Event Stream Analysis
OPENED

NAME Mitigation task

1 Indicatoris), 1 Eventls) assienee:  Tony

004 c7F3F 1 /
00:50:56:01:101:00

DESCRIPTION

Mitigate vulnerability/threat.

REM-10 / INC-

CREATED:

LAST UPDATED: 0 6
OPENED (a few seconds ago)

NAME Isolate machine
ASSIGNEE:  Tony

PRIORITY

STATUS:

DESCRIPTION

Isolate the machine in area B.

7. BRUZEHIBR 9 AL L. [OKIZEDIILFET,

Confirm Delete

Deleting a Task from Netwitness will not delete it from other systems. Please note that it will be your
responsibility to delete the task from any other applicable systems.

Are you sure you want to delete 1 record(s)? Once applied, this deletion cannot be reversed.

=l

2R hHWNetWitness Suite HNSHI| BR SN FET . NetWitness Suite MR RIZEHIBR L TH., th D
DRATLIGITHEIBRESNEE A,

BRY VAN R AIZRIBR T BICIK, ROFIRERTLET

L [REI>[2RD]IBLET.
RRY YRL Ea—IZ, TRTDIUITU FRIDIRN DR RENFET,
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2. BRYYRLT, HIBR I 28RV RL. [BIBR]IEIIVILFET,

@

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN LE:D admin @

Alerts Tasks

Incidents
Y  Delete
PRIORITY
HIGH
HIGH
HIGH
HIGH
HIGH
| meDium
HIGH
CRITICAL

HIGH

Showing 9 out of 9 items | 2 selected

3. BRVZEHIBR T HLEMER L. [OKIZEDIILFET,

Confirm Delete

Deleting a Task from Netwitness will not delete it from other systems. Please note that it will be your
responsibility to delete the task from any other applicable systems.

=l

2R HWNetWitness Suite hNSHI BR SN FET . NetWitness Suite NoRZRAIZEHIBR L TH. LD
D RATLIGIFEIBRESNFEE AL

AT DHR—X

AT EREL. HREBLTAUITUONERR LIz, 12T EYO—ALET,

L [REI> A4 TUoRIHBELET,

2. AVVTURDYRS Ea—T, VO—RF 24V TUREERL, [RTARREE]1ZV)Y
ILFEY,

3. FOyFamy YRR [Ia—X] &R LET,
ZTEARMILE-BHARTENET, W TIUYToYO—XENELT=, ¥0—XL
A TUONDEEEFFENYY TEELE HIHEITEEFEA,
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(B EINARILTEAOUTUOREEALAIENTEET , 1T DYRE E2—TIERE
BEICE R DAL TR EIO—XTEET, (AL TUN RT—RANEE | T, FHlES R
L TS,

73 AT DIZAL— 3 F-ITE E
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75—k DLE 21—

NetWitness Suite Tld, B DV —RAHoE SN B 77—t D & VAN E1DDHZFTIC
RNTEEY , D77 &, [RIE]1> [75—F]E2—TRAIENTEET, 75—+ D
Y —RI&. ESADHE B JL—)L. ESA Analytics, NetWitness Endpoint, Malware Analysis.
Reporting Engine. ZDMh & M IZTEFET , 75— DT DV—R, 75— DEKXE . BMDT
S—hDFMERTTEEFY .

X CESAHBEIIL—ILDTI—R L, [Fi]1> [75—hE2a—TOHR BTENTEET,

REDT77—r2LYRKER T L0, EXE. BR&EE. 75—t VARG EDIEELI:
EHIZEDNTTS—h YA EDAIWAT BIENTEFET, 2EAE. 10T D—E Elio
TLVELY, ERE A0~ 100DT75—k DHAER KT DEINTI—hET4INATHENTEE
T, TDE . T5—rDTI—TEERL. 1OV TUREER LY EDA L TUMNTEM
L=YdBIE&LTEET,

77— DLEA—BXVE B Z{TIICE. ROFIEEZETLET,

o 75—k VAEDI4LE

o 75—hk YRR HSDMy I1)LZDHEI B

o 73— DYIVIEHR DR T

o 7I—bDARUEEMDER T

o ARNVEDERAE
o AVIVTUNDFEIER

o 77—hDLEa—

o 75—k DHIR

75—k DER R

75—k DURS E2—TIE, BHDOYV—RDOEEDT7S5—ES B L. J1IWAETIL—TiL %
ToTCAUVTUNEER TEET . COFIETIE, 75—k VRMZ7ORRTHAEERLE
9,
1. [®EB1>[FP—RIICBHLET,

75—k DURF Ea—IZ, §RXTONetWitness Suite 77—k DUAR AR RSN FET,

75—k DLE1— 7
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

orie 70 _‘
Reset Filters. Showing 1000 out of 4369 items | 3 selected

2. 75—t URNERHO—T Bl ROR THEATHE 75— BT HE AN LIER A
RRENES .

CIN =

ER B T7—hN—RRATLICREFSIN-BREZRTLFET,
EXE Tt DEREDLANERTLES, EIXI~100TY,
& Rl 7o DERMLGHRAERTLET,

Y—2R 75—t DDV —RERFLET, TI—hDY—RIE,

NetWitness Endpoint, Malware Analysis. Event Stream
Analysis( ESA%B B8 JL—JL) . ESA Analytics. Reporting
Engine. Web Threat Detection, Z0fth % £ DY —RXHHYE
ER

ARV TI—hTEFENBARUOBERLES . COfE(E, V—RIZ
FOTELGYFET, Fz&A X, NetWitness Endpoint 75— &
Malware Analysis 75—k Tl B [T/~ O A DI YE
9o B E DIATDT7T7—h TlE ARV AL WLEKYF LR
DERTENBYFET

75 75—k DLE1—
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KA~ H<1) RRL DF (75— DR UH—TE DORAR B 7 E) #RFLE
T, FHMICIE, 75— DY—R KRN X058 5 AR 2B 5 51F
|AEFENDHZEEIHYFET, 77—t DFIZIE, DRI
[CEDDTARUNER R T 2EDDBYFES .

A2 TURD To—h DA TURDERRLET 12V TUMNDAVE NS
BlIE. T DAV TUMNIB IRV EERLET , D5
B. DT EEDBAVITURNEER T HIEL, 7o—H
ERBEDAUTUNSEMT HIEETEET,

DAL DT E TIE, WMEDR—CDT75—h b T DR B EE R TEET, H1: 137774
TLHRITMEEZR TR IOLIIRRTINET

73—k YRL D45

75—k VARRDT7S5—F D IIEEIZZ LY. BEDT—IEREBETHENHE
BAIEDNBYET , F1IAEFERTIE BFED/—RADSDT5—h . B EDEKREDTS—
b, AV TURD— B TIIEWTS—EE B ODT7S—hERRTHIENTEES,
1. [®E]1>[P5—H]IBEILET,
75—k DR DE B[ T4IVA] 1SRIIDER TR ENET . [T4ILA] /1 RILDE TR SNE L
BA X, 75—b YRR Ea—DY—)LI\—THEI" )03 BE[ T4IVR] IRILHBREET,

75—k DLE1— 76
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Y Filters

TIME RANGE @ | cusTOM DATE RANGE

Last Hour

TYPE
Correlation
File Share
Instant 10C
Log
Manual Upload
Network
On Demand
Resubmit
Unknown
Web Threat Detection Incident

SOURCE
Endpoint
Event Stream Analysis
Malware Analysis
Reporting Engine
Web Threat Detection

SEVERITY

PART OF INCIDENT

Yes
No

ALERT NAMES
http-packet
Threat Categories

One
Malicious IP - Reporting Engine

1L no Fueant |lcars

Reset Filters

2. [D4NAR]ISRIVTIDFERIZE R DA T EEIRL ., 75— DURREI4IVELET .

o [BFREEEER]: [BREE N DTS o0 RN DO E DRI &8 IR TEF T, B
#EE L, 75—t EZELEAMICEDEFS, 23 [ERIKRIZRRT 515

BlE. BEOD URIZRESNEZTI—EBRTSNES,

o [MRBLOBFEE]: [FEFEEE]IAToa0a2R IR SR DY, FE DB 1 E
ZHE TESFEI . TNZETIIC [ARZLOB FEE DRI ICHEHE & DA ZEY')YY
L. [ BIEHE T BIDI—ILNERTLES  ALF—D0H T LR X ZE IR

77

77—k DLE2—
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LET.

Y Filters

08/01/2017 12:00:00

08/22/2017 12:00:00

AUGUST 2017 ¢
1
Sun Mon Tue Wed Thu Fri

1 2 4
6 7 8 9 10
13 14 15 16 17
20 pal 22 23 24

27 28 29 30 31

2

[BA4 T RERT BT DARUDEAT (BT, 7ok T—0 wyiavi ) & RL
i—d-o

[V=R]: 1DFFEH DV —RERRT D&, DY —RIZK>ThIA—Sh=75—+
BPRRINFET, =&AL, NetWitness Endpoint 75—k D#HER R DIZIE, V—REL
TITURRAUR]EERLET,

[(EXKE] RTIB375—FDERELANIVEERLET, BEIX1~100TT, =&z
. XREDNDEKRKEDT>— R TIZE S MIZHEZE T 5(2E, 90~ 1000E K E DT
S—hDHER R TBENTEET,

o (A TURD—EB]: A2 TUrD— B TIIGEVWTI—DHER R T BIZIE. [No]
ZERRLES 1V TR D— 8 THAHTS— DAZR TS BHITIF, [Yes]ZEIRL
FY ., AR TR DTI—ThoAU S TUREER L LSELTLSEEL, [NolE
BIRTBE BE. AVVTUD— B TIIEWT I DAER T T DIENTEET,

[P5—tR]  RRTE7—LDEBAEERLES, COTIAEFERTLHE [BE
MD&HAIP: Reporting Engine ] 15 E D4 & DIL—IVE=IEY —RIZESTE B SNf=9 T
DT77—b &R R T HIENTEFES,
75—k VAMZIE, BEREGFB =3 T75—FDVAN DR REINET , 75—k VRAFDT
BTl Z4IWANEBEINTIAS DT A TLEZHE R TEET,
Bl T30PATLPIEZR TP IDIIITRRENFT
3. [Z4NAIN\RIIVERALDE & (K. [XTIEDIILET, T1IL21E, BIRTHFETERESN
=EFIHYES,

77—k DLE2— 73
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75—k YRk DMy I L2 DOHI BR
NetWitness Suite Tl&, 75—k YR Ea—DT VAR IRAGE IR ENFET . FERIZ S $04
IWAERIRFHIBR T HIENTEET , LRI RIRINDRET—MHOBRRTINGLGE
P, 77—k YRR DI RTOT7I7—b TR TT 55 E & T1IV3ZE) IS TEFT,
1 [RE]1>[75—FBELES,
T7o7—b VAR DEANZ[I4IWR]IARILDR RENET . [T4ILR]13ARILHTR R ENELY
BEIE. 75—k VAN Ea—DY—)LIN\—TEI' I BE[T4IVA I RIIUDREET

2. [Z4NAINRILDT B T4 03D )b 120000 FT,

75— DYTNERDOER R

77T AE AR LGEERDRRITMAT, RAWTS—hDART—RE [ E]/\RILT
KNTHILLTEET,
l. 75—k YART, KRR D75 EIINWILETS,

77—k VAR DERIZT7I—F DI E ]/ ARIIDR RENFET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents Alerts Tasks

Y

08/04/2017 12:51:46

Reporting Engine.

Nework

y:  2hossto
81B7DC4AB4DA441BFAEDOSDEDA6A19C49D)

Showing 1000 out of 4331 items | 0 selected
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2. [RAWT7S—h]1tE9230%R90—)VF BE RAWTS—h A3 T—R%KR R TEFET,

Malicious IP - Reporting Engine

08/04/2017 12:55:46

70

2

2hoststo
81B7DC4AB4D441BFAEDOGDE3DA6A19C49D|

Fo—hk DARUEH OF T

75—k DURF E2—TT75—hM B T5— B REREZLEL L& T, [75—tDiEH]
Ea—IB L CEHEMBREZMERL. B BLETIIaVFH B §HIENTEET, 75— IC
(E. IDFLIFEBDAIRNUENEENTOES, [75—FDFFEM ] EL—TIE, 75—HFIZFUL
AOLTEMDANI OFFMERFL. BT ERAEBETHIENTEET , RDOE
X, [75—FDFEM]IEL—DHI TT,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents

77—k DLE2— 80
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ERIOIBZE]N\RIUIE. 75— DURS E2a—DIBEE ] /\RILERI L 75— EHRIHYE
ER

BRIDIAR ] ARIUZIE, ARUREER . V—XIP, 38 & 1P, BRA1ZFIP, Y —ADI—H,
B DA—H, ARNUKNZIEATEI7MIUNERIEE. TI—FDARULZETHERHAER RS
hET, KRIRSNBEBRDE (X, 1k 24T UK TFELFT,

ARV ZIER D2 DDA THHYET

o 2BDIIU(V—AREIE ) B DS YO

o IEDVYUU(IRHER) TRESIN-ES

—BBDAARUN L, BEH 2R DAEFBET . FzEA . NetWitness Endpoint[&< > D I/LoT

TERHELET, ZOM DAV &, V—REFBEEHBFET, LA E. /1 VWrok T—42I1E. <
22&C2( Command and Control) K A1 U fE @ {E # R L TLET,

ARVRESBIZR YL FOUL T, ARV 253 MR T —4ZMF TEET,

FI—rDARUFHBER T I HICIE, ROFIREETLET.

I 75— DR RMER RS BITE, FI—HOUR Ea—TERRTE7I—FEER
L. ZO75—h OL& #1151 DU IS IILES

[ 75— DR M1 Ea—Tld. ZBIZ(BE ]/ ShL, B B[ ANUR /SR ILASE R ShE
T,

81 75—k DLE1—
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[ARURINSRIUZIE, ARVEDYRRE, B ARV ZEATAEBRIR TINET, XD
R(E, ARV YA (ARUE T—DI) IZR TSN BH O— & ERLTOET,

B %Il ARV DEEFZNERLES,

BAT ORI T—9 EQT—hDEATERLET,

Y —XIP 2B DRIV DRI h B ol=15 & 12 —RIPFR LAFRLE
ERR

38 JCIP 2B DRIUE DRI b ol=15 & IZF £ IPTRLREZRLE
ElR

R0 2_ 1P BEEIMREINETUDIPTRLRAERLET,

Y—R1—Y Y—RA I DI1—HERLET,
EEI—Y BHEIDI—HERLET,
T710ILE T7AIDARUN LA E L TWVAIGE B I271 LB &R LET,

T7A4IL Iy T7AIDR B DN 2%~ LET,
o

VAN Z1IDDHDANUE D515 B [E. VAR TIHELEDARU S DF AR TSNETS,
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2. [ARURINVARRDARUSZED ISIL ARV DFEMERTLET,
ZOBIE, VAR DR DARUEDARUSDFZERLTOET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

ialicious IP - Reporting Engine Event Details
08/04/2017 06:15:45 pm

Back To Table 10fe >
(None)

08/04/2017 06:17:45 pm , 08/04/2017 06:15:45.000 pm (5 minutes ago)

i y Network
Reporting Engine

Network

6 hoststo 2 hosts

“severity™: 7, 81B7DCAARIDAA1 BFAEDOGDEZDA6A19C40D17B4157FBECDEDES6EFDTD21AZTFTT
"signsture id": "RULE_GO 20170718131105",

‘name": “Malicious TP - Reporting Engine”,
"source”: "RSA - Reporting Engine",
"datasource_port": "S6085",
“datasource_host™: “10.4.61.39%,
"events™: [

1336
“sodiun”: 17,
“sessionid": "462565", investigate_original event

finvestigationfhost/10.4.61.30:56005/navigate/event/AUTO/462568

"ser,
e
"EXEC_ALERTDEF_41896_20176804181745_462568",
"lateral”,
~a3c9~

3. ZOMDARURERRTBICE, [T—TIUIR BRIV DE R OR—2 FES— 3%
FRALES, COflIE, VAR DREZEDARUSDARUSDFHZRLTOET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incider

Event Details
08/04/2017 06:16:04 pm

BackToTable | ¢ 60f6
(None)

08/04/2017 06:17:45 pm 08/04/2017 06:16:04.000 prn (8 minustes ago)
70 Network
Reporting Engine
Network
6
6hoststo 2 hosts
Destination

00:

81B7DCAARADAA1 BFAEDOSDE3DA6A19CA0D17B4157FBECDEDESGEFD7D21A2TF77
“RULE_68_20176718131105" ,

“Malicious TP - Reporting Engine”,
“source”: "RSA - Reporting Engine”,
"seoes",
"10.4.61.36",

3408

investigate original event

finvestigationfhost/10.4.61.30:56005/navigate/event/AUTO/462573

[ 75—k DR/ SRR RENDIAUR F—RIH T 25 MIDUTIE, [75—h Dot
#1E2—%5 L TGS,

83 75—k DLE1—
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ARV DR E
ARV ESHIZFAE T AIZE, BMOIATIAMERADVIEFERLET, Jov%k TlE.
BIRNBITSELEAT avpg ftanExd,

ATXAMER OFK R

(75— DFMIEL—TIE, [ARUR]ISRILT TR ZDITATAZHE R TEET, TR
1 ETT4T«EContext HubbDI T TaEAE SN, {F A A BEZB M0 D3 TX AN E A
HYFET, RO (L, 1Rk YAFDT BAGAEDIT4T4ZER L TULET,

@ admin  (®

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

6 events
TimME SOURCE 1P SOURCE PORT SOURCE HOST SOURCE MAC SOURCE USER DESTINATION IP  DESTINATION PORT

08/04/2017 06:17:45 pm

70

@ admin  (®

INVESTIGATE MONITOR CONFIGURE ADMIN

RSA RESPOND
Incidents

Event Details
08/04/2017 06:15:45 pm

08/04/2017 06:15:45.000 pm (24 minutes ago)

Malicious IP - Reporting Engine

(None)
08/04/2017 06:17:45 pm

B Network

4369
00:00:00:00:00:00
81B7DCAABADAL BFAEDOSDE3DA6A1 9CA9D17B4157FBECDEDES6FDTD21 AZTF7T

RULE 68 20170718131105",

1336

investigate_original_event

finvestigation/hast/10.4.61.30:56005/navigate/event/AUTO/462568

75—k DLE21— 84
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Context Hubl&, TV TATAITRYTENT=AZ T4—)LF THRTE B ENFET . NetWitness
Respond&lnvestigationlFATFRN LI TVTTCINEDTIHIVE DIVELTEERLET S
A2 X—FBINT B K IZDULTIK, [ Context HubfE REA AR 1 DN T—73 ) —RE% TE DFE X |
=SB LTS,
AE OV TFRR W7y T%EResponddinvestigate DEA—TIE & [CEN{ESE 518, [B
B> [VRTALIS [RE]> [AVTFR WIFYT 3T TAL F—4EVT§ DM, A
B X—%AE X— IELIIZDFHB ML . MongoDBMDT4—)LK [ZIFB A0 LA LTS,
f=&Z 1L, ip.address|& A2 F—T. ip_addressFAZ F—TIEHYFEH A( LI, MongoDBD
T4—IETY),

ITFAMEBERTI BT, ROFIRERTLET .

1. [75—h D MIEL—DARUS YRR EIEA R DFEH T, TR EDIUTAT4I
KAV E—ZEHEFT
AVTFRN YoUFVTIS  EBRUEZIVTATATH AR RV TXRE T—20547
O BRHIINR RSNFT,

Event Details
08/04/2017 06:32:04 pm

Cosatorone | ¢ aos >

08/04/2017 06:32:04.000 pm (12 minutes ago)

Network

X

81B7DCAABADAA1 BFAEDOGDE3DA6A19CA9D1 741 S7FBECDEDEB6SFDTD21A27FTT

te_original_event

Finvestigation/host/10.4.61.30:56005/navigate/event/AUTO/462592

2 TFRN Y—=ILFVIIZIE, [TV THFRRNDNASAR ] E[TH2av] N2 DD1EY 3y
AHYFES

00:00: 81B7DCAAB4DA41BFAEDO6DE3DA46AT19CASD17B41... X
Q, Pivot to Investigate

Q, Pivot to Endpoint

= Add/Remowve from List

81B7DC4ARADAA] BEAEDOSDESD46A19CA9D17B4157/FBECDEDEEGEFD /D21 AZTFT 7

85 75—k DLE1—



NetWitness Respond1—H A K

[ TFARNDINATAR 1 2oL DERIE. HET D772 a%H B 5DIEILEE
T, ZOEIIVIE, BET BT EAUUTURDEDAR RENET, T—RIZELHDT
. SN FHEDTATLEI )L THEMEHE R TEET, ATi8 O (X, 233E D

BEE AT, 8,755(8 DB E 75—k . 1DMR # Context Hub'JRAM 2R L TLET,

[POav]woavIZlE, ERA LTI aVNRREINET , 7118 OH T,
[Investigate ~NDFE T, [TURRAUADIE1T]. [UR~DEM/EIBR]1ATL 3% &
FATEFY,

2. BIRLE-IVTATADEHEMER T T AI2IE. [AVTXRRDOER R IR E5)99LFT,
[ TFRR]ISRIIHERE, TOTATAICBEETE2ITRTDIFE IR RSNET,
AR BH|ISOVNTIE, [ TXAR R FE /73R )L- RespondEa— 75 B L TFZELY,

RILRYARADI T T10E M0

TRAAEFDEE DI TATAIE, ATFRN Y—=ILFYT DS, RTA R URRFIETTSVIUR
FEEDVRMITEBMTEET , 12X R RRAER 5T =HIZIE, TRTZTDR A/ ERD
ARYRNL TR I T T4 R LET,
1. [75—FDEMIEI—DARUS YRR FEIZARU DFF # T, Context Hub!JRK 218 A0
FTET G EDIUTATAITRA L A—EE HEFET,
2THRRN Y=L FVIIER A BE B T av bR R INET,

127.0.0.1

Q Pivot to Investigate
Q, Pivot to Endpoint

= Add/Remove from List

View Context

127.0.0.1

77—k DLE2— 86
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2. V—=ITFVIDI T3]3 T, [DANADBM/EI]IZEI)0ILFET,
[AR DB I/EI R 154705 Ry RIZE A gL RN DR RENET,

Add/Remove from List @x

updated in the list(s). The context indicator for this value will be updated
s reloaded.

ALL SELECTED UNSELECTED

3. 12U EDURNEERL., [(REIZIVIVILETS,
I TAT4M BIRLIEURMN IR REShET,
[JRE ~DE /8B 1F4T7as B MEHR MR EShET,

ROA R URS OAE B

ROARVAR L, (40T DM EL—THE K 574 i% LR LA i% TContext HubTHE
L TEEY, TURRDIERL 125 BB L TS,

NetWitness Endpoint~DF& 1T

NetWitness Endpoints w9 954 7ok FIVr—av AU A—ILENTWSIG & 1, 2T
FR: Y—IF VTR B TEET . b, BHOLLVIPTR LA, KRR MACTR LRES
LI ETEFT,

1. [75—FDEMIEL—DIRUE YRR FEZIFA ARV DFEM T, T RS EDITT7412
RAVA—EE HETAVTIRN Y—IFVIIT7IEALET

2. Y—=IFYIDI T3] 93T, [Endpoint~NDIEIT I &R LFT,
NetWitness Endpoint 7 77— 3%, WebI5H D5 TREET,

M DULNTIX, T NetWitness Endpoint1—H H4 K 1%5 B L TSN,

AEANDBIT

A TU DFMERE T BICIE. Investigate E2—IZF7 IR TEET,

1. [75—FOFEMIEL—DAIRUE YRR FEIFA ARV DFEM T, TRAAEDIT1474I2
RAA—EE HETAVTHRN Y—IFYIITTIEALET,

2. Y=IVFYITDL T3] 93 T, [Investigate N T ZEIRLET S
Investigate D[ FEZ—F JEa—hFE. LYUHMLBAETZETTEET,

I OWTIE, TEABEBLUVIIT TR A—F H1F 155 B L TIZAL,

87 75—k DLE1—



NetWitness Respond1—H A K

AT DF B4 B

To5—hk DAL Ea—TT75— DAV TN EF B TER T AHCENTETT , BIRLE=T
S—h L DAL TURD— BT BEETEFE A 75— FH TR SNV
DTURDTIANNDEEEFMEI TN BEEMERLIZRICEETEET, FE8T
ERRLTI=A o TUORMNCThTI)EB M T AEETEEEA.

FAVITUONEFRFIEIE I TER T HIENTEET . 1DDT7F—hIE, 1DD1
TONZDHEEDTEIENTEFT , MEIN—IEER T DL WESNE=T5—+&5H
L. —BLEL—IUIE L TAUYTURIIIN—TIE T HIENTEET, FEMIZDLT
(&. [ NetWitness Respondt& B AK 10T 75—h O & IL—ILOERK IDREVIES R LT
f2&by,

AVOTINEFRITERTBICIE, ROFIEEETLES.
L [RB]1> [P ELETS,
2. 75—k VART, 1DFFER DT ERRLES,

FEAVUTURDA R WTS—ERIRT B8, (A TUoRAER]IRZU BB S
NET, 75— b DT TITAULTUORD—ETHAEE . CORIVITEMIEShET,
WIFNDALTUMZERE L TUDNVEWTS—E T3 T BICIE, [T4V2]1 13RIV D[A
VOTND—EBIATLIV TR EEIRLET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents Alerts

Y  Createincident  Delete

SEVERITY

3. (A TUbDER]EDIVILES,
(A TR AR I ZFATRTNRRENET

77—k DLE2— 88
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Create Incident

An incident will be created from the selected 3 alert(s). Please
provide a name for the incident.

Investigate - IF\

=l

4. ATV BRI T—IR T AV TUONER R TR AEADLET, FzER IR,
[Nnvestigate - IP1 TY

5. [OK1Z&D')WILET,

RSA| RESPOND INVESTIGATE MONITOR CONFIG @ admin @
You successfully created the incident INC-1137 from the X

Incidents Alerts Tasks selected alerts. The incident's priority has been set to
LOW by default.

Y Delete

1

1

Showing 52 out of 52 items ||3 selected

BIRLFE=TS5— DA o ToDME B SN=CEDRE B Avt—U AR RENET, #FiL
WA TFURIDM, BIRLE=TS—R DAL TURIDIA 2o HDEL TR RENET , 1
DOEDIILIEE . FDAVTURDIA T DEMIEAa—DRREINFET, —C
Tl BAEEZEICEICEETIHE FREBH T HIENTEET,

F5—h DI B

EEEFOT R IFAN—FRERE, BULGERERHE DAL, 75— ZHIRTEE
Yo, COFIEIL. AEFEIEEEDGVWTS—LERIR T HESITRILET . chboDT
S—hZHIBR T HE. TARVMEE A RENET

1. [&]>[FPo5—h]IZBELET,
75—k DYRF Ea—IZ. §RXTONetWitness Suite 7o—k DURR DR mEhET,
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2. 75—k YART, BIBRI575—EERL. [HIBR]IZI)IWILET,

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @
Alerts

Createncident  Delete
[EET

Correlation
File Share
Instant 10C

Log
Manual Upload

Network
©On Demand

Resubmit

Unknown

Web Threat Detection Incident

Endpoint

Event Stream Analysis
Malware Analysis
Reporting Engine
Web Threat Detection

0
Yes
No
ERT NAMES
http-packet

Threat Categories

T7—hZHIBR T HEREZRF OTLVELME S | [AIRRIARZUER TESNFE A
3. 75— hZAIRRTHEEHERL. [OKIZVIWILET,

Confirm Delete X

Warning: You are about to delete one or more alerts that may be associated with
incidents. Be aware that any associated incidents will be updated or deleted
accordingly.

Are you sure you want to delete 2 record(s)? Once applied. this deletion cannot
be reversed.

ox
75—k HNetWitness Suite WSHI R SNET , BIR SNF-75—t AT TH— D
To—hDEEE. AV TURLEIBRSINET, HIBRSNZT7S—b DAL T THE—
D7—bTHMEE L., BIREZERB T LMV TUORSNEF INET,

77—k DLE2— 90
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Netwitnessf> o Tob 3 G ICEA 58 E

[t i ]Ea—DaA—H A2 7x—R%F 3 5L, NetWitness Respondis BE [Z7 VA TEE
T, COREVITIE, A—H 1232714 XIZEA 9 551 BE DIFHY, Netwitness1 LT b % s
HREAIE B T HOATRIL DS ERBHRERLTULET,

N

AT YRR Ea—

(A2 Tob D I Ea—

T77—hFDYARF Ea—

(75—t DI Ea—

B YA Ea—

[JRE~DE m/EI B 15475

[22TF R F 17 RJL- RespondEa—

91
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AT YRS Ea—

AT YRR Ea—([®IE]1> [A10VTURD (2, 420 Tob 3t 6 E BXVZFDI D
TFTURR D, SESFHRY—ANSAE R SNf=A 2T OE LB LT (Ton =5 R RN
RIRSINFET, &K FHERURRZE, /robFFOTDC2EED, BEBBEBHELE D
ESAJL—)L, NetWitness Endpoint, ESA AnalyticsEL 2a—)LDVWSE L Sni=A/ Tk hik
RENBBEEIHYET 12Tk YRR Ea—hblk, 10T ERE I8 5 B 67 4+t
FTLTCETEFCEEB IO BERIERICEHEIZTVLATEET,

—/o8—
ZMJ—4-70—(%. NetWitness Suite TA I T oM Xt i T 2=DIZA 2T b %t it & HME
HA3570t A0 EH#RLTLET,

You are here |

Determine which Escalate or

Review Prioritized i
| Incidents Require Investl'gate AL Remediate the
| Incident

Action Incident

Incident List

AT YRS E2a—TlE, KAV TUMNET2EKREREZRT. BEIEE TSN
FAV TR DIRNERE R TEET, T, 1V TURDEIVLE TR BEE . AT—HRE
EHETEHIEELETEET, AUV T YRS DIE R AR EAL B REME MDD, B RE &
BH. AV TUMD, hAZLBHEHE. BEE . RAT—4X IYHTHE., ATTVAIIZA2Y
TURNEIAINET BE=ODFTLavh\pYET .

Netwitnessf > Tob %t G 2B 955 & F#H 92
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ESLFETH?

AT

AT E . THIRR,
SOCYR—T+

Ao TR EE ., THIAR,
SOCYR—T+
AT R S E . THIAR

AVOTURK B E . THIR

AT E ., THIAR,
SOCWR—o+

AT E ., THIAR,
SOCYR—T+

1B SEIELL A (FShtiz1 2

Tk DR R

AV TUR YRR DI4IVE
BEUY—h*

BEAOTURDRT*

B ~NDALTURDENY

5 TH

AVOTUNDRE

AV TUNDESH, *

A TUb O 5 IE 12 R
T

AT VRE DTS

BHALTURDRE

> A~NDAV TR DEY

A [

B
%

AT DR ER

AL FUL DIZAL—L3
ZELHEE

LTI IEE . FHURR

AT E . THIRR

A TR EE . THIAR,
SOCYA~—x

AVOTFURHRDR TR

SHIFELWUOTURD

BRI DY R o

*TNBDRARIIEZI( DFY., 10Tk YRR Ea—) TR T TEEY,

BENEYY
o (AL TUr DR 1EL—

TO ah M ERAVLT
b OF B

A TUNDIRE

AT DIAAL— 3
FEIFEE

93

Netwitnessq >3/
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iy B 7 5% B

ROBIE, [N IRIUDHER D DAL T YA Ea—Z2RLTVET, 10T
DVATLUOTUNED I IS BE AV TUNDIBE]N\RIVERLIENTEET,

RSA RESPOND

Incidents

RSA RESP

Incidents Alerts

ChangePriority ~ ChangeStatus  Change Assignee  Delete INC-1137

Showing 1000 out of 1115 items | 3 selected

|1 [

LTIk DYRR

| 5 eI

I IENIIDEI 3% BT E DU BE, AV Tk DURR AL AL Tk D
WA TEEB B TEES, BE]/ SRUL. (10T QR Ea—ThiE Ao

T [AVTUrDFHM I E—DFEMIZONTIE. T[4V Tor DM IEL— 1S B LT
=&y,

ATk YRb Ea—

ATk YRR Ea—IZ7O0ERTBIZIE, WG > [ TR IBELET 100 TY
k)RR Ea—IZlE, TRTDAUSTURDYR AR REINET, 12Tk YRF Ea—IF.
(D4R INRIL, A TR DYRR AV TUoRDIBEE]ARIILTHE R SN TOET,

ROE &, EBI D4R RILE BRIDA TR DYRARERLTOES,

Netwitnessf > T b3t it (CRA 325 & 1E 94
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents

Y F Change Priority Change Status Change Assignee Delete

CREATED v PRIORITY RISK SCORE 1D sTaTUS ASSIGNEE  ALERTS
TiuE RangE @) cusrom oare Range
All Data CRITICAL e In Pro

INCIDENT 1D CRITICAL

— CRITICAL

PRIORITY 0 6:49 CRITICAL
Low
Medium
High
Critical

CRITICAL
HIGH
HIGH
STATUS

New HIGH

Assigned

In Progress HIGH

Task Requested

Task Complete HIGH

Closed

Closed - False Positive HIGH
ASSIGNEE Rt

HIGH

CATEGORIES (L

HIGH

HIGH

Reset Filters. Showing 1000 out of 1115 items | 3 selected

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents
Change Priority Change Status Change Assignee Delete INC-1137

CREATED v PRIORITY RISKSCORE 1D sTaTUS ASSIGNEE ALERTS Investigate - IP

In Pr

Task
08/04/2017 19:00:32

admin

Analyst User

Reporting Engine

3 Indicator(s), 9 Event(s)

Showing 1000 out of 1115 items | 3 selected

A2 TR DYRB

AV TURDVARMZIE, B EIBAL AT FENF-TRTDIULTURDIVRAR DR RENES ,
DVARZEIVEL T, BID DHEIA Y TN DAERT T HENTEEY,

95 Netwitnessf o TUb % it ICB 9565 ZE#H
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e

m g =

W o M

YR
Y
A3
7

ID

I X

AT DERBERLET,

AT DBEEEZRLES . BEERFVIT AL &, B EBEEETEET,

BEERE S TN, KREIITAHIVEALO TN FLUCERIRY A22TY
M EBIRIRT AT FITEVRS 122 TURERLET, Hi:

A TURDYRY Za7E R LET , YARY ZAA7IET7ITYRX LT EShf-1 o T
Uk DYRIZETRL ., 0~ 100DE B TY , 100H8% K DAY A7 TY,

BEIMICERSNA TN BEEERLET, AUV TUMNIE AV TUMD
oI E A TERE A DFE S HIE YL THATHVET,

AT BERLET AV TURG I A TURDNJA—IZFE R ESN=IL—
ILDWSER G ESNET, U oF D)0 HE BIRLI=AOTURNDIA TN DEE
MIE2—BEHLES,

AV TR DRT—ARARER RLET . ROAT—ARADBYET , #HiR. BIYL THE
H R AR VIIANFH, BRI5E T . YA—X, /O—X- False Positive,

AV TUMIREEYVE TN TV, F—LDAVN—ERLET,

Netwitnessf > Tob %t G 2B 955 & F#H 96
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T AVUTUMNEAETETI DR ERLETS 1DDAV TSR DTSN
I— BENDEEIBYET . ZHOTI—IAHHI5E X KRBELHEZZITTLS
S N AN U S

JAFDTETIX BEDR—=DDAO TN A ToRDBE ., BIRLI-AO TR
DY EHE R TEET, B :12,517PATLH1L,000EZR =B | 2@ABIREFHIDESIZR T
NFET, —EICR T TEDIUUTUMNDR R #(X1,000TF,

97 Netwitnessf > Tob 3t G 12 955 & F#H
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[Z40W3] 3RV
ROE (L, [F4IV2] I \RIVTE AR BEXE D0 IILA%F R L TLVET,
Y Filter:

TIME RANGE . CUSTOM DATE RANGE

All Data

INCIDENT ID

PRIORITY

Low
Medium
High
Critical

STATUS
New
Assigned
In Progress
Task Requested
Task Complete
Closed
Closed - False Positive

ASSIGNEE

CATEGORIES

Reset Filters

Netwitnessf > T b3t it (CRA 325 & 1E 98



NetWitness Respond 1—H A4 K

AT YRS Ea—DEBIZHAH[T4IWVR] RIUZE, A2 TURDVRNETLIVET S
F=IfE A TESATLavhBYET . [T4IWR]IN\RILDHEELTE, 102 TUM URE
Ea—TEEI4LADRIRIE B MREFShES,

By ] 46 B [(BFRAE ]~ OyT a0 YRR DO4FE DRI Z R IRTEF
¥ BRI, 75—+ EZELEARITEOEFY, =&
. [EEIEEIZER TS S BEOSLURIZRIES
NETF5—b AR RENFS,

HRRLDA {1 & B (R SR | 4T3 & R 5K DY, BHE DB [ EHH
EIRE TEFIT . NZEITOIL, [HRZLODOHE 185 B ] DTS
HHEBDOAZEIIIL. (R BIEE T BIDI1—IEZE
RERLFET, ALF—DoB 4 &R IR IRLET

Y Filters

CUSTOM DATE RANGE

START DATE

07/01/2017 12:00:00 PM

07/23/2017 12:00:00 PM

JuLy 2017 <
Sun Mon Tue Wed Thu Fri

2 = 4 5 6 7

9 10 1 12 13 14 5

16 17 18 19 20 pal

23 24 25 26 27
0 3

2 : o - o0 |

A2 TURD BREBITBATUNDALTURID(INC-10501E)FA AT
=FET,

BRE RRITHEBEELERLET,

AT—HR 1DFERIFEBM DI TURDRAT—ARAREEIRLET, &%

(X BRAMA D TUOMERDIEETFHOLLEHIBI SN, & TR
2THAEHBELIzA T OHERRTHICIE, [VO—
X- False Positive] #EIRLFET .

99 Netwitnessf > T * it IZB 9752 & B R
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BYH Tk RIRTBHIAVOTUDEIVE TEEBEIRLET, 1z&x .
CaleFf=[EStanleylZEI YL ToNfA UL TUMDHER T TS
BEIE [BIVS TERIFOYTSE Y YRR S [Cale] &
[Stanley] &R LFET . BIVH THRICEAFRLGAVITUMNE
KRNI HGEEE [V THE]ITHELBIRLALTIZEL,

A73y FOyFao0 YRR DS, 1DFIFEH OATIVEERLE
T o 12ERE 7 \WWIR TEZITHER OF E 7 A OATIIIZHS
HINIALOTUMDHERTT DGR L. [\ TIE[1E
ROFTEFAIZERLES,

242Dtk Q4IWIDEREFERLET,

[EE]/ R

[BEZE ]/ SRIUZF BRUEAVOTUMIBEATAE R BT HIVERAR REINTS, 1>
OTUR VRN, AV TUNED IV OL T B \RIUTOERTEET . [V TUbD
HFHIEa—DME] A ARIUBRLERIR RINET,

INC-1137

Investigate - IP

08/04/2017 19:00:32

Critical

adm
1}
In Progress

Analyst User

Reporting Engine

3 Indicator(s), 9 Event(s)

RORIZCAVOTURDIMBE] /SRIUZR TSNBIT—ILKZRLET,

Netwitnessf > Tob %t G 2B 955 & F#H 100
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Incident List . .
Action Incident
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|

- |

Incident Remediate the |
|

|
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RSA' RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN 6 7 min

TASKS (2)  RELATED

C-628

1 High Risk Alerts: ESA for 90.0 MILESTONE None

ADMIN  07/2

OVERVIEW . An arrow between two nodes labeled with "belongs

to" indicates that they pertain to the same node.
24400123502

ADAIN  07/21/2017 21:19:02
MILES\ WNE | None v

This is al.» true of "as" on an arrow. The nodal
diagram pr. vides a lot of visual information about
the entities.

A,
msgiideaqilcom

00:00:00:00:00:00

'y
j 60124788685 1SCSABEDS 001879855 ..

8167DCAARADAATBFAEDOGDESD 45415

New Journal Entry

Gaevents JOURNAL (2) RELATED JOURNAL (2) TASKS (2)
Related Indicators

Add New Task

REM-2 / INC-628
TeD: 072112017 21:27
LAST UPDATED: ~ 07/28/2017 13
NAME Create replacement host ASAP
52:54:00:
ASSIGNEE: ITServices
All Data
PRIORITY o v

STATUS: K Accepted ok ® Source

DESCRIPTION © Destination
00016 days ago)

Re-image a host to use for replacement @ Detector

Find
REM-1 / INC-628
CREATED;

0712112017 21 i - MAC: 52+ —
A TOATED: i Indicators for: MAC: 52:54:00:12:35:02

e
NAME Isolate host
ASSIGNEE DScience
smonTy:  [Hgh

starus;  [ew

DESCRIPTION

Isolate the host for further study.

elevenuAUTOT26741

[BEZ ]/ SRIURRTRICE, [(BEIZTEIIILED)
[A2Dr—53—]/ I
/—KDT57
ARV T —h (AR DFMER R TBITE, ARV YRR DARUNED )V
LE).
Tx—FIL] IRV
[2RD] 130U KRR T BITIE, [FRIIZTEDIILET)
[EEADOr—E—] /1 \RIU RTTBICE [BE]IZTEIIVILETD),
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[BE]/ R

[BEZE ]/ RIUZE BIRUAVOTUNE T 2E RN G HI—FRIRTSINET . F
e AV TUNBEERTEHIEN AVVTUNDEBEE . ATHRRX BIVE TEERE#HT
BIELTEFT . [1VVTU YRR Ea—DIE ]/ RIULR LIEBRIR TENFET , #
HIZDOWTIE, [AooToh VAR Ea—ON B E 1/ DR EYIES B L TS,

INC-628
High Risk Al ESA for 90.0

64 Indicator(s), 64 Event(s)

[A2D5—R—=] 1 R

(A0 —3—1I\RIUZIE, A5 —3—DFF R D—ENEFNTNET, 71227 —
Z—&, ESA7Z—h ¥ONetWitness Endpoint 77— G EDTF—b TY o (FALTFAVEITE TR
Y, AV TURRADARU DRAZIVTEESATIUEL TR RLED) . COVRRE, 122
r—A—LE BT REERTAIDITRILEET , F-EAE avUF ITHE K INTLSIPTR
L R&E 1§ ESAT7Z—hk B NetWitness Endpoint 75—k ¥Z0ith DEE HL WNTIOT1ETA%R )
H—92TELBYET,

(Ao —B3—11\RIVERTT DI, [122TUor DM EL—DE Bl D/ ARIILT[A2D
r—A—1%EIRLET,
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INC-628
High Risk Alerts: ESA for 90.0

T3 V—ADERIE. AT —3—DEB DT ITRREINES , 1007 —43—DIERL B
& &R A7 —3—DARUS DB LFER TEFT,

J—R DTS5
/=R DTZNE AV TN ET BRIV TATAER T I AR ERRDISTITY, T

ToT74E IPPR LA, MACTR LR, A—H— KA, KASD T7AIVE . T7AIL 1w
TEDRTE DAITY,

B1B7DC: 1BFAEDOGDESDAGA1S...
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&ELT [EL TIEWNSTNILAMT (o tz/ —R B DX EN &, K E1DFE
DIP7R LRI T HEMEREIRBELET, &2 E TEL
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ARk YRR
RDOA &, ARk YA ZRLTWEY,
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ERR
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TATAHR— S AL DTATAR— 3y R—bERLES, BLCIPTR LRI,
vavih—t  V—RBIUTARAT =13y R—bhHHEHENHYET

TATATR— TATAH—30 R DRANE ERLET,
23v KRRk

TATAH— FATAH—ay T UOMACTRLRERLET,
<3 MAC
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AR O # 1R 8R
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Event Details
07/21/2017 20:18:36

o >

07/21/2017 20:18:36.000 (16 days ago)

40232

00:00:00:00:00:00

4369
00:00:00:00:00:00

81B7DC4ABADAA1BFAEDOBDE3DAGA19CA9D17B4157FBECDEDERGSFDTD21 A2TFT7

ent/AUTO/26741
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[Sv—FII] 13RIV
A FURDLSr—FIV] E AT DT HITFAETADERRJERLET

ASKS (2)  RELATED

lid. We may need to assign it to
‘e will let you know.
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JOURNAL (2 TASKS (2 A X
Add New Task

o

Isolate the host for further study.

RDERIZ, [BRIIDT4—ILE DERBAZERLES

<BAIID>/ <AV TUh BBy R ENFARIIDARYISEE AT (R AL T
ID>

ko

e R B BRIDERLH o

&REEFHH AR ZRICEBIN=8 T,

BLV-H BRODB AN THSEE B LI=FE ., 39 BIO2B HiEET
e

£ Al BRODZ R, Bl : RV DB A A=D1, COT4—ILKED )y
JFBERE T HIENTEET,

BYLTHE BAZRYIZE|YY Tonfz=2——D1—5—& , COT(—ILK %
DT BERET HIENTEFETS,

BRE BRODEBFRE B, F. 5. JIT1HILBYET . BEE
A ED )L . KOYTETIY YRR MSRRIDET LU ME %
EEERTEHENTEFT,
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[Cr—F ] R, [BROTARI, [BEA D7 —B—] /1R IVER TR T
EEY,

117

Netwitnessf > T b5t It 2B 955 &



NetWitness Respond1—H H A K

75—k DYRF Ea—

75—k DURS Ea—([® 1> [75—k]) TlE. NetWitness Suite N2 1§ L= XTDE B
TI3—hBRUBA DT —EF1DD5 i TRIR T HENTEFY . CHICIEL, ESADMHEE)L—
JL. ESA Analytics, Malware Analysis, Reporting Engine, NetWitness Endpoint, ZMAth % %1
MoZELIT7T— EEDHEIIENTEET , 75— F DR E2—TlE, HEFEDT7F—EX
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—7n—

ZDI—o70—F, THIRR DT S—F DHERB AL T DERKIZER LTS LA LA
LDTOtRERLTLNET,

You are here | Create Aggregation You are here

Rules
View Alerts H Create Incidents

Investigate Events |

| |
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UREER TEET,
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It . To—hERTRT D *
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EREY)
o (75—t DEMIES—

o 75—hDLE2—

75—+ OJRF Ea—

77— DURr Ea—T70€RS BTG ]1> [P—R1ICBEBLES, 75— DURL
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | (&

Alerts

Y F Createlincident  Delete
cReATED v sevemiy soumce #Events HOST SUMMARY INCIDENT 1D

TIME RANGE @ cusTom DaTE RANGE
START DATE =

08/01/2017 12:00:00 0 oo

END DATE 0 5 s Repor

08/22/2017 12:00:

Repor

Repor

Tvee
Correlation
File Share
Instant 10C
Log
Manual Upload
Network

Reportin
Reportn

Repo
on Demand

Resubmit

Unknown

Web Threat Detection Incident

source
Endpoint
Event Stream Analysis
Malware Analysis
Reporting Engine
Web Threat Detection

SEVERITY

PART OF INCIDENT
Yes
No

ALERT NAMES

http-packet
Threat Categories

Shoving 000 aut f 4365 ks | 3slecid
TI—hDURS Ea—IF, [F4)V2]/3%)L, 75—k VAR 75—t DI E ]/ SRILTHER S
NFJ, 77—k VANTT7S—h 2000358 BRIICT—FDIBE]/SRIVERTT HL
MTEET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

porti

P\

Malicious IP - Reporting Engine
creareD v sevemmry source # events HOST suMMARY INCIDENT 1D
[—

0810472017 12:51:46
70

Reporting Engine

Network

Ra

“severity™: 7,
“signature_id": "RULE_6o_20170718131105"

"name”: "Malicious 1 - Reporting Engine",
“source™: "RSA - Reporting Engine”,
“datasource_port’

“datasource_host’

7,
“EXEC_ALERTDEF 39614 20170804125145_462133",
“Jatera1”

Showing 1000 out of 4331 items | 0 selected

7o—b YRk

77—k YRR IZ[ENetWitness SuiteDT RTDT7I—h MR RSNFT, COURRET(ILEL
T. B DHET77— DHERTTHENTEET,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @

Inc 1S Alerts Tasks

Y  createincident Delete

Showing 52 out of 52 items | 3 selected

I -

. BT 21 DE [ DTS5 EBIR TEET, BEE O
F—B TSAN—BFEERE, B R EE >1—HIL.
F5—h£HIB TEET,

E R B To—bHY) =R DRTLIGGEHSN-BREZRRLET,
EXE T3 rDEREDLAIVERTLET . [EIX1~100TY,
&7 77— DEKRMGHRAEZRTLET,

V=R T7—b DDV —RERTLET . 75— DV—ARIE,

NetWitness Endpoint, Malware Analysis. ESA M#H B JL—IL.
ESA Analytics. Reporting Engine. Z0fth % # Y —RHHYFE
EE
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ARV To—hICEFNBARUDRZERLES . COEIK, V—AIC
FOTEALQYET, Fz&A . NetWitness Endpoint 75— &
Malware Analysis 77—k Tld, B [TA XUk O A1 DITEYE
T o FEDIATDTT—h TIE, ARUVEHHE LELYF LR
DERTIEDNBYET

KRS 43 KRR DEM( TS5 DEIA—TTTORAN B R E) ERTLE
T o FEMICIE, T DY—R KRR AO5E 5t AR R T 51
|AE FENDIG G HBYFT . 75— OFIZL, B ORRE
[SEIADTARUER R T HLDAHBYFY .

A TFTURD T DA TURIDERRLES . 122 TUMDAVEL MG
Bl 7DV TURNIBE IR WIEERLES , CDi5
B.COT77— EEDBIAILTUONEER T HIEL, 7o—h
EREFE DA TUNTBMT 5IEHTEET,

DAL DT E TlE, WEDR—DDT75— . 7o—h Dk BIRLE-75— 0O &R
TEFET, Bl : 137774 T7 LR 37MEER T H | EIBREFHIDLSIKR RTEINET
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[Z40W3] 3RV
ROE (L, [F4IV2] I RIVTE AR BEXE D0 IILA%F R L TLVET,
Y E

TIME RANGE @ | cusTom DATE RANGE

Last Hour

TYPE
Correlation
File Share
Instant 10C
Log
Manual Upload
Network
On Demand
Resubmit
Unknown
Web Threat Detection Incident

SOURCE
Endpoint
Event Stream Analysis
Malware Analysis
Reporting Engine
Web Threat Detection

SEVERITY

PART OF INCIDENT

(=
No

ALERT NAMES

http-packet
Threat Categories

One

Malicious IP - Reporting Engine

I no Fuent | lcerc

Reset Filters
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T7o—bDYRS Ea—DEBIIZHB[ T4V 1R IUZIE, To—b VAR ETAIVAT DF=0HIZfFE
A TESATLavhHBlET , [TV RIS EIL TEH, 75— DYRS Ea—TIE I
IWVADREIRIE B AMREFFShET

By ] 46 B

HAARRLDAB 1+t & H

BA4T

=R

EXE

[(BFRAE ]~ OyT a0 YRR DO4FE DRI Z R IRTEF
¥ &R L, 75—t EZELEA IR OEEFY, =&
. [EEIEEIZER TS S BEOSLURIZRIES
NETF5—b AR RENFS,

(R EEE | 4T3 & R 5K DY, BE DB [ EHH
EIRE TEFIT . NZEITOIL. [HRZLODHE 185 B ] DRI IS
HHEBDOAZEIIIL. (R BIEE T BIDI1—IEZE
RERLFET, ALF—DoB 4 &R IR IRLET

CUSTOM DATE RANGE
'01/2017 12:00:00

08/22/2017 12:00:00

AUGUST 2017 <
sun Mon Tue Wed Thu Fri sat

1235

6 7 8 9 10 " 12

17 18 19
23 24 25 26

9 30 3

TI5—b DA DEAF (DY, vk T—9 23 g &) &R
LET,

To—b DL DV—RERTLET , 75— DV—RIF,
NetWitness Endpoint, Malware Analysis, Event Stream
Analysis( ESAMH B JL—JL) . ESA Analytics. Reporting
Engine. Web Threat Detection, ZDHh % # DY —RAHHYFE
ER

To—hDEREDLANIVERTLES, {EIX1~100TT,
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A TUNER ToI—h DML TUMIEE DFONTNSNEOINE T FELE
T AV TURD—ETHATS—ERTTBICIE, [Yes] %
BIRLES, AT D—ETRREWTS5—ERTTBIC
(. [No]ZBIRLET , 1=EZIK, T5—b oAU TUNEE
L BRTIZ, [NolZEIRT H&. A0 TUMD—E T LT
T—b DHER T HENTEET

77—k 4% T7—hDERTIERTLES . COTVAEHERT L. [BE
MD&HAIP: Reporting Engine] & ED4F FE DIL—)LEF= IV —RIZ
FOTEREIN-TRTDTI— L ER R T HENTEFS

4D vk TANADERERERLET

75—k YRMZIE, BIREHZFH-TT75—FDURRDR TENET, 75—k URRDTEB
TlE. FANANIBEINTZRS DTATLEEHE R TEET, 6 : 3074 7L 30EEER T
th | DOLSICER R SINTET

[HEE]/ SRV

(BZE]/SRIUZIE, BIRLET7S5—FBELURAWTS—h A9T—RIZBH 3 5E AMGH<
FHMARREINTET, [7T5—FDFEMIE2—DIBE ]/ SRIUZFR CE BRI E T TLET
W[ 7o DFMIEL—TIINRIIVEEBHL CEMBRER T TDHIENTEFT,

Malicious IP - Reporting Engine

RORIZ, TP DEE] /I SRIUR RSB I—ILLERLET,
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74— | .

<7 To—h D& R ERRTLET,
7—hk
Z >

A2 T—HICEAEDITONTWSIV L TURNIDERRLES , 122 TURDY

TUb DRV RE BEDFONTWSIV I TURDIAUS T DFF ]

1D Ea—IZRB BT HENTEET , 1V TUMDAEMEE . 75—hE1Y
DTUNIBLERA, COT7— DIV TURNEERTHIEL, 10T
UMTEMT HIELTEET,

R T AMEREh-BRZERTLES,
H

EX T77H+FODEXEDODLARNIVERRLES, [EIZ1I~100TT,
;-4

V=R T3—hDRD)—RERRTLET , 75— DY—R[E, NetWitness
Endpoint, Malware Analysis. ESAMFH B JL—JL. ESA Analytics, Reporting
Engine. ZDHh £ # DYV —RHHYET

BT TI3—hDARUEDRAT (O, 2k T—0 2ol a i E) ERLET,

ANy TI3—hIEFNZAANUEOHERLET , COE (L, V—RIZLHTERY

b8 F9, 1=&X (. NetWitness Endpoint 75—k EMalware Analysis 75—k T
(. EITARUE DB DITEYET i E DFATDTF—h TIE, ARk
DL WNELYT WWRIER T EABHYFET

RAW RAW7S—h A4TF—ANKRTEINET,
75—
~
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Y—)WN\—DT I3
ZORIZIE, 75—k DVAF E1—TF A TEDY—ILA—DF7IS 3R ENTLET,

To—h VAMZR R T ST I EHETE TEDLIIT, [TIA] /1 ARIVER T EN
TEFI,

/\Q*)%Eﬁ Cij-o

A2y T A TR EER TEET, 75— b2 TURD—ERIZTHIE
TFTorD (FTEFEA. 1V TURGELOT7S— VANZIRE T 52X, 75—k YRLE
ERR] DABATEET, (AU TURER ]S aVT, [WWAIEEIRLET,

w2
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Ry
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[75—F OF#IEL—

[75—k DFEMIE2L—( [RESPOND] > [75—h 1B EIL T75—F VAR TR AT D/ \A
N9 D)D) T, To—bDV—R, T HDARU D 12T D—ETHD
MEIWGEE TR T YT —ERER T TEET . IRUVNDAZT—EADIEII. 7
F—hRDARUNCE T A MIEREZR T T HELTEET,

T—y7n—

ZDI—70—F, THIRR DT 5—F DHERB O TR DERICERL TS ER LA
WDTO+ERERLTVET,

Create Aggregation
Rules

View Alerts Create Incidents

[75—bDFEMIEL—TT7S5—k VARERER L6, TNOOT75—hESHIREL., 75—
oAV TR EER TEET, (B> [V TUORDIL—ILIE2A—TIE, A1V TURE
T 20D & IL—IEER T HIENTEET,

¥ :NetWitness Suitt B I B BRI EZE A I 5&. FENTIL—IIEER T HIEELA00T
UhEER T HELTEET .

ESLFETHV?

A UFURR NetWitness Suite T3 _RT  FZ=hORT

S DT75—hERTT B,

TR

SOCYH— MEIN—IEERT S, [ NetWitness Respondt& B4R 1D 75—
kD& IL—IVOAR R I ES IR L TS
vy, Ly,

EEA
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AR

AT URR TSR TARUEDYRNE T DARUFHH OFR T

ISR KRTI D *
TFIARE

AV TURR TR TRARUVEDAR  TI—hDANUHEEH OF T
SHEE . TFH) b ARTEERTT S,

Zk *

LUV TFURS TSR TARURNESDIZ ARV ORE
- ET WETD, *

FHURR

A TURR BTEDAVITUNITS— AV TUR~NDBEAL T r—3ME i

R % BT B,
FFURR

AVOTUR  TIRRALLTUNE AV T OF B R
IS ER ERLT %o
TFURK

F—RTISAIN  F5—HEEIKRT S, 75— Ol
—EEE.
EEE

FTNBDFRVIFII(DFY, [75—DFMIE2L—) TET TEFY,

ErEY
e 75—FDYRk Ea—

o 77—hDLE2—

[75—+DFEMIEL—
1. [75—FOEFMRIEI—IZ7OERTAIZIE, [RE]1> [75—R]IZBELET,
2. 7—bDVANTRRTET7I—LEZBRL., TO75—r DA FT1F D) D% )L F

ERS
[75—t DM Ea—ZE ERISBRE]/ SRIL, BRIS[ARUR]RIHBYFES
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ROAITTRT LI, FYZLDIEBRERTT DL/ RILDYA REEE T HENTEE

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

2events

2hosts o
81B7DCAABADA41BFAEDC

[BE]/ R

[BEZE]/XRIUZIE, BIRLET7S5—MBET5E RN LB YI)—ERIAR RINFET, 75—
FDVRF E2—DE ] N\RIUBRILERAR REINET , FMICDOLTIE, 75— DY
Ak Ea—DN [BE 1/ \RIILIDFEVIES B L TEELY,

Malicious IP - Reporting Engine

08/04/2017 12:35:46

70

osts to
81B7DC4AB4DAA1 BFAEDOGDE3DA6A1 9CA9D1 7841
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[ARVUR] 73RV

[ARUN]ISRILTlIE, T5—FIZEBDARNEDBHBIEE . ANV YANER R TEET,
TI—hk DARUE NI DOHDIGE S . Fl=lFAAUE YA TARUNED)OLIZEE . [ARY
RINRIILTIFARU D ER R T=FET,

ARV YA

BIRLETI—EDARUE YRR ZIF, ZDT5—HZE FTFNTVST RTDIRUR DR RSN
EX

RDORIZ, VAR ENF=ARUE DY T)—DRREH SN TS, AU VAMZR R END5] D
—#ERLES.

N L

B ARV DEERHZIUERLET,

BAT A0k D=0 EDTT7— DEATERLET,

Y —XIP 28 DIIUB DS a0 hol=15 & (X, V—RIP7R LA%ETR
LET,

TRATAFZ—3v P 28 ORI UB DS Yo auhhof-15 & (£, TATAHR— 3P
TELRERLET,

R EN2S1P BEEIBRHINETOUDIPTRLAERLET,

Y—R 1—H— JY—R T ND1—H—%ERLET,

TATAHR—aY FRATAF—ay oo D1—H—%&RLET,

a—H—
J71IVE TPAIVIARUN LB E L TLVBIE | (X, 7718 ERLET,
T7ALIL 1N T7AIDRB DN 1E R~ LET,
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ARV DFFTE R

[ARUR]ISRILDARU S DFEMIE R TIE. 75— DEARUSDARUL A2T—2%RL
9,

Event Details
08/04/2017 12:53:42

Back To Table 1o0f2 >
Tim P

08/04/2017 12:53:42.000 (4 hours ago)

Network
43146
00:00:00:00:00:00

127.001

4360
00:00:00:00:00:00

21B7DC4AR4D441 BFAEDO6DE3D46A19C49D1784157FBECDEDER6BFD7D21 A27F77

riginal_event
finvestigation/hosti10.4.61.30:56005/navigate/event/AUTO/A62138

ARV A T—4

ROFN=, [AU+ O MEIEE] OB A OISR T END, — MO/ A5F—5 £
SAUBEUST I ETLET , TUIE, TRTEBRT DURR TIEBYEL A

$J+

:Izaya 9 a3 | BB

< S
g

T3 BEETEI7MIEE, ARNVNZEAE T TR THEHRERTL

FY o, ARNUEZEZOE U £ HEIZELBYETS

T74 T7AIDAARUNEEELTWVAIG S &, 771 ERLET,
V£
Y MD5FE=IESHA 1L E ., T7AILDRBE D/ 2E R LET,
<3
YA X ARV E T DERE F =X T7MIILDYA RERLET,

=5t BA AR D— G ERBA DR RESNFET,
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iR

38 5% BB TINA REA—H—ERLET,
TN BETNARIZEITHERERLET, Bk OTARU DY —REIE5E
Z ETIMADEM 175 B L TS0,
dA—  BEOA—H—IEHITIERERLET ., B DMV —REIF
H—  BEEI—H-OBMIFSHEL TS,
RN 5 RE AR H Sh=rR AR F=XY Iz 7R R 2R LET, Thik. <L
e 17 AXyF—LOJIZHR L E VLELESEAHYET
Device 7o—rZRHELEREZDTNAR VSR ERLET,
Class
IP7R 75—t ZEHRHBELEERDIPTRLRERLET,
LR
MR T rERELEESOZEERLEDT,
2
KAqY ARV IZEEEDIFONI-F AAUERLET,
Iy FERA LRIV )TFAUNERERLET .
FAUR
e E) FATFRELGEE (X, V=R F OUI( A—Y— (3 —DJ( R) TR 3
oy DODSRENET,
247 Investigate original event’ EDA AU DAL TERLET .
URL YV—R& S DOUIZRE AURLYVYERLET,
YA X B & 9 B8R 1% T (X T7MILDYA XE R LET,
J—2 Y—R TN REI—H—FRLET,
T 2T VI AERETRLET . R O AU OY—RE- (258
2 R UZOBMIESEL TS,
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iR

A— YR IUDA—H—EATHEREZRLET, B DI 4ROV —
H—  F-EHEI—H—DOEM 1ZS B LTSI,

24 L ANV DEEFLZRLET
R8T
547 ny. xoh D=0 B BRT. FBTVIR—F AUTIUR, T4
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IPPRLR FNAADIPFRLRZRLET,

MAC7RL T/ ALADMACTRLRZERLFET,
3

netbios £ T /31 ADnetbiosf = LET,
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H—k R LD D #t (<fE A L F=TCP7R—b , UDP7R—F ., IP SrerR—k DLYT H
AN fE A AT BE R IR M) O7R—b ) AR R ENFET

ARV DY —RE-I38 &£ 1—F—DR 1

RORE ARV DFEHIZR R TEDAANUS V—RF IR 21— T—DEMEZRLE
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v
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H—4

A—ILT  A—H—DA )L TRLRERLETS,

FLZX

A—H—  UNIX®$EE DV RTLDA—H—LZ 1 E, —H—F OV —RAH i LS
£ E0—RLTAFEIERLET,

Y= JUIN—DTF I3
ZOXRIZIE, [75—DFM ] E—TE A TEDY—ILN—DT I 3R ENTULET,

. (75—hIZR %) 75—k DYRL Ea—IZR BENTEET,

RENEDVIITBE TR RADE AU DARUL AREMISHBEBLE
T MNR2IGEDEST L. BERTINTWHIINUEDESERRLE
To [T—TMIRBIEVIITHE AR T—TIVELIFE [ENDARUb
Rk Ea—IZRYFET,
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BRH YA Ea—

A TUNERELR X, XY YA E2a—([RESPOND] > [2R9]) T, /2 Tok &

AOEER L TR BIENTEET, =&AL, A1V TUMZEFUTHE A U OF—
LOSDTIIVhBIFEEIZ, REBFARVEER T HIENTEET , FRIVN DN EF7y
FEEEZSHRL. TNODARVETE T TSV THIENTEET , I—F—ERIZELC T,

WEIZIE CTRARIDE B OHIBRETIZELTEET .

ESLFETHV?
AT URR G ARODER TR [T RTDAUV TS BRIDER
L. 7R FIBIVIAVOTUNZEE TS
BRHIDZE K |
AV TURKIGE  ARIDTAINE—, 2 A e
L, 7FHURK
A TURKIGE  RRODER, BRI DIE B
L. 7HURR
AOTURKGIE  ARODBFREEE, [R29DBF 1 BEUVN2RIDE
L FFHURR )

AV TURKIGIE  ARIDIVO—R(REFH. VR BRIDEE

. 7FUAR VZR . BEABLADAT—ER
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BAY VAR

BARY VAR Ea—IT70ERT BICZIE.

> [FRV1IBBLET, 2R RS Ea—ICIE,

FTRTDILYTUR BRUDR R ENET

RSA RESPOND INVESTIGATE MONITOR CONFIGURE

Delete

YF

CREATED

TIME RANGE CUSTOM DATE RANGE

All Data

TASK ID

PRIORITY
Low
Medium
High
Critical

STATUS
New
Assigned
In Progress
Remediated
Risk Accepted
Not Applicable

CREATED BY

ADMIN

PRIORITY ASSIGNEE STATUS LAST UPDATED CREATED BY  INCIDENT ID
HIGH
HIGH
HIGH
HIGH

HIGH

Showing 9 out of 9 items | 1 selected

BRY VA Ea—I&, [T4IV3—]1/3RIL, BRY VAR ( BRODIBEE ] /\RIILTHE RSN T
FI . RORE, ZRY VAR EEE]/\RIILERLTVET,

RSA RESPOND INVESTIGATE MONITOR CONFIGURE

Delete

CREATED v PRIORITY ASSIGNEE
HIGH
HIGH
HIGH

HIGH

Showing 9 out of 9 items

ADMIN

REM-6

STATUS LAST UPDATED CREATED BY INCIDENT ID TASK 5

08/04/2017 22:47:27

08/06/2017 1. 43

1anRSA

Dy

This is remediation task AAA-1234.

1 selected

137

Netwitnessf T b %t G 1B 3565 & 15 #H



NetWitness Respond 11— (K

BARY AR

ARG VAMZIE, TRTDAL T RRIBR RSINET , COVRRZET)LZ—L T, Bl
DHBRAARINHER T T HENTEET,

. 7 B EFHI R T D1 DFE I M DIRIER IR TEET,
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All Data
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PRIORITY
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Medium
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STATUS
New
Assigned
In Progress
Remediated
Risk Accepted
Not Applicable

CREATED BY

Reset Filters
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[ZfE A TERA T avhblET,

Fi¥ ] 5 B [BFRAEE ]~ OyT ¥ o0 VRO E DM ZRIRTEF
9o FEFEE B (X2RVDIERL B ITE OFF T, =Lz E [EiR
11 Z2Z IR 25 8 [ BE607 LR IZERSh=2RY
AR RENFEYS,

HRRLDA T & B (B R & B 1 AT av 2R IR 2K HYIC, 5 E DR F #E B
ZHE TEEY . cNEITIICIE, [HRZLDA & ] OFET IS
HHARDOAZEI L. [FEBIEH T BIDI1—ILkZE

KRRLES, WL —moR &R EEIRLES .

08/22/2017 12:00:00

AUGUST 2017 2
lon Tue Wed Thu Fri

it
! 2 4 s

8 10

17
23 24 1

2 30 31

RAZJID BRI DHIIRIDIAIIDEA 71 TEET (] : REM-123)

BEE KRR ITOVBEEEZEIRTEETY, IDULDEREITIE FR
D VAMSER LB K E DFRIDHADR TEINET
Bl [DUTahIVERIR UG & L ZRY URRZIEE K E A
UTANIUER B SNT-ARIDHADR RENFET

AT—EA KRR DATHBRAERRTEETY, 12U LEDERZETIE Z
A YAMZBIRLIZRT—RRADBRIDHIER RENFET
B[RS TEAZRRLEBE . [FR7]/30)UZFA—
B YUY TONTLBERIDHDR RENET
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ERLE RERTDIRDEE R Lz 1——5&IR T&EFF, =&z
EdwardolZ&>THE R SN2 RV DAER R T HEE (L. [1F
& 1R OvTAY YRk hvis[Edwardo] &R L FF . FRID
ERLE ITADDOLTARVER TS A E (. [ERE]ERE
RUGULTLZELY,

243 —D 2k 24— DERERERLET

BRY YARTIE, BIRE B EZRB T HARIDIANER RLET, FRY YA DT E T, I«
IA—IBEINT-URN DT A TLEZHE R TEET, Bl . 1874 T L 18 ZR R &

BRODEE ] /3RIL
BRIDEE ] I\RIUZTHERT BIZIE:
1. REI>[2R7]IBHLET,

2. BRY VART, KRR DFRVEDIILET .
BT VA DEAIZBRIDIBE ]/ \RIVDR RENETS,

REM-6
TASK 5

08/04/2017 22:47:27

08/06/2017 18:05:43

New

lanRSA

D

This is remediation task AAA-1234.
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RDOFIZ, BRAIDEE] /I RIUZR R ENET—ILRZERLET,

T1— | .
548

<AZX  BEMICEIYY TOHNERRIIDAR REINET,
2J1D>

<BR BRVBDRIRENET . TR EFRELET—ILN T, ZRVBEZE R

98> FRICE. BEDIRIELEDIITHE THEARN TTA8DHEET, =&
ZIX. TReimage a Laptop A5 Reimage a Server|[ZARVE # % B CT=F
ER

A2 BRIPMER INF=AVLTURIDAR REINET, 10T DA
Tk RIBIZIE IDEIIVILET,

B BRUMERSNI-B B I MERTLET,

R ARAVDERBREHFBARERTLET.
B
H

BE FRIVDBEENRTINES K. B, &. VIT1HIWBYET . B L
3 EZEET DI, BEERIDETIVIL, FOVTEIL YR MERY
DEFEEEERLTY,

AT— BRYDAT—ARAADER RINET, FHHR. BN TEH. ETH.HEF
AR HVRIZE . ZYLBLABYET , RT—ARARELE BT BIZE, RT—4R
REUED )L . KOYTEIY YA PHARIDAT—HRRAEEIRLET .

Y FRVIEYE TONTLSA—H AR TEINET . FRVITEI YL TOHMT
BT WY —2Z2LTET AL, [REYL TIEITETOF YL THE DR AT
5 E9)IL T, TR TTA8—4EREET,
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74— |,

BB BRUDFMORRSNES, RAZEE I DS, SHBADT DTHRAE
DI909 e, THAN TTA2MBHEFET,

Y= JLIN—DF I3
ZORIZIE, BRY YRS Ea—T B TEBY—ILN—DOT I avhRrEnTOET,

Y| BRODURZF R BRRIENEE TEHESIC, [TVa—]/ RLERCCE
HTEET,
x| IRIVERLET .

[HIBRIAR BIRLEBRVZHIBRTEET,
0%
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[URk ~DE hn/Hl B 1 5470J

[URR~DE /B BRI FATRIEER T5E, BEFEDVARNIH LTIV T T4 FE [T A%1E
FEMEITHEIBRLEY, HILWWRNEER LIZYTEET, 12ER 1L IPPRLRERZELT
LU, FIEEKEWNIEEZR DL, T—2 V—ZADE M SN TLAEE E YRR
BINTEET, ShizkY, BHLWPTRLADA B AE ELES, SESFHURMZTY
TATAFZIEARMEZ B M T HIEETEFT , 1zEA I, TR &AM O—)UE SR IR ES
B E DHDR AU THIVRMIEML, JB—F 7UERIEE T DI04 DK E #E#k
IP7R L RIZEE T B8] DUVAN B I T AIENTEET , URMEFE R TEELME & (X, UARE
ER TEFET , VAR DS I TATAF = [EAMMEFHI R T 5L TEET,

FE[URRADE MBI FATRThSIE, T—2Y—REL TE M SN =B — 5| YRR H
BDH I TATAEZIIARMEZB /AR TE. BRI DURNDSIETEFR A T, /—
K OEa1—F=Fa> 77Xk Lo 7y Ea—hn!) R F=IZUR DIE Z8F £ 3 5E=1E.
W FWebR—UFR FH L TEFH IN=T—FER R~ L TS,

ESLFETHV?

AR

4)97—-‘\/}\-;:]- ')ZI‘ ‘:I>7_'47_'4€55 }]l] [’f‘/‘);"/l‘ @E*%ﬂ“ t\‘l_b\gs r7k'7’f|‘ )X
FADIUTATADE M 155 B8 L TS0,

BEL. T T3, —lem mies :

i (Ao TR DFEM]IEL—DS, RIARYRE
ADIVTATAEBEMZETTLVET,

AVOTURE ROk YRR, TFVT YR YRR OIE R
"\ E Mz I
GRS TTY | zomouzr gt

Ak
95,

EIEE Context HubJARZT—% [ Context Hub#BEFET 1R 1 DI 7—5% ) —REL
Y—RELTEMT S, TDIAS DF¥ERL 1%5 BB L TS0,

EIHEE Context HubDUARRZA> [ Context Hubf& B~ 1 DI Context Hub®')
"=, F=IETHORR—F+T ARDAUR—kETHRAR—b 1S B LT
% Y,

BEEREYY

o AVVTULDIRE

o 77—hDLEa—
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o IVTEAMEBRORT ([122TUDFEMIEL)

o IVTXAMEBDERT ([75—FDFMIELI—)

F VAR ZHIBR I HLETEFEAMD, YRR DIE (FAIBR TEFT

5 B 75 2% B
RespondEa—D[ AR ~DEBM/HIER ] ZA 77 0FI R ITTRLES,

RSA RESPOND

Add/Remove from List

e to update the list(s). Refresh the page to view the updates.

2

ALL SELECTED UNSELECTED 3 Y Filter Result

W 5E N FEFIFEI PR T AT TATAF =T ARE,

Bl 2 R U 1= 454 B L THT LLVRR 4R BLET

EEOITERRLES, [$0), [RRFA] (RERIOVThATT,
B R o BB A EE AL TRRLET

FoL AR AIMET,

B 2L currem#i T om, HLOURNEERLET.

DR~ ~0E N /Hl BR

[DAR ~ADEBM/EI BRI FATATITIORRTBIZIE. (12T DFEM I Ea—F =1L 7
Z—hk D M1 E2—T. Context Hub' Rk V5B M F=IFHIBR T AT &+ DT T4T4I2
=V IWEEHEET, ATERN Y=ILFVIIE R e TIavhR RenET,
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127.0.0.1

37| 238

Y—=IVFVIDITIar]1 0230 T, [UR~DE M/EIBR]IEVIVILET . [URR~DIE
M/EIER]1ZAT7RYT ROV RIZE A /TR E RS AR RENFT

®@X

-ator for this value will be updated

ALL SELECTED UNSELECTED

ATy L

*5fE 1DF(FE B DVANTENM . F=IXVRSDDHIBR I 504 FE H$H5H1E
RUEIVTATAE I AMENR RENFET EIRLIEZFERALT
FLLWANEER T HELTEFET

HLWRNDIE 9009 BE EBIRENT-ARMEZFE AL TH LR EER T 554
Bk TOTHRRENET

IAT {# F T&%Context Hub )RR M RTHR R EINFT , BIRLF-TT0
TAFEARMEZE VAN NRIRENFT , YR ZIU T ToF [T A
REZE MM T BIZIE. FoyIRvIREERLET , VARDSHIBRT S
[ZI&. FoVoORVIREATIZLET .

BIRFH BRI TATAE I AR EEE DR DB DE R INETS, (T
RTOYRRDSEBIRENFET )
RER BIR LT TATAE I AMMEEE TR DHHER T SNET,

(TARTDVARDEIRFEREINES S )
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BRDODIIWA) BEHDIANDIRFE T D=0, FEDVA DR FIF=(FFRAZA A
7\‘ Li’g_o

DA VAR ATORATZRRLES,
3t BA BIRLEVANMEA T B HRERTLET . VAR ITHEE LT=

SREAMNCDFATATIZR REINET , RIZHIEZ (FFF, ZDJARRC
(X, T5VIVAR DIPTR LANGT RTEENET,

FrotL BEEFITYRILET,
RE EEHEREFELET,
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[ T7F AR %R ]1/3R)L- RespondE 21—

Context Hub B —EXTI&, 7FHIARR DR T ZATLE LY G 7O a0 # T ICKUMELRE R
REZEITADEIIC. EH DT V—RHHR/{ bNBITFANE R ZRespondE 1 —IZH#f
BLFET IoTaTq ARE. A THFRMNEREE — DA A—TTAATHER TES=HO. 7
FURNFE D DHAME I B ENE L EDIT T E §HIEMNTEET , 1zEA L FFIRRD
BEDIUTATAFIEAZMEDEMERDYIT)—4EET T DL TDOITATAFIEAZ
B 2B L TRespondEA—THRIEE R SNT=A L TR OTS—E DR RSNFT, [a0TF
AN WO TYTTIRIUZIE, IPPR LR, A—H—  IRRRE . KA, T7MIVE . 7ML
N AR EDZERLUI=ToTATAFIEARE IR T 5 TFRANMEHR AR RSNFET , &
FH AT RE 7% T—42(X. Context HublN Of& Al i &YV —RIZKH->TEBYET,

[T THRR LI 7T 1330 JUZIE. Context HubO#E B SN f- —RX T i TE5T—4IC
H IO TFANMEBRIAER REINET,

ESLFETHV?

AR

AT [AVTXARR WO TYTINRIL A0 ToRDEMRIELI—DSTS

BY, 7HIRR, ~OBH, HEIE. T2 TFXRNEHR DR T |
Z i\ — #SBL TSN,

[75—b DF# ] Ea—DDIT 5
ElE. TaoTXRMEHRDER T 1%
S B L TEELY,

Ao ToRR R BIRLEIDTAT/D[ATF ZOFEVIDIEHREZS BL TS
BHY F7FHIRN, AR IIWWOTYTINRILDIEERIZ LY,

B/ N\ — SNTER TS,
BEE Context Hub®D7T—43 V—ADE [ Context Hub#E R TAF 1D
R o [ Context HubMDT—% J—ADE
B 1ES B LTS,
IR Context HubME% & D& B » [ Context Hubt¥&E K AF 1D

[ Context HubMDT—4 V—RK E D
B ZS BL TS,
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B E R EYS
. AVVTURORE

o 7o—hDLEa—

[ 7XRN W7 YTIRIUZER T Shi=a T3 AR

[AVTFRN WO T YT NRIUZR R ENDIATIANMER PO )—DFE R (E, #BIRLT-
I TAT1LEET T2 V—RIUKFELET,

[AVTFRE WO T YT NRIUZIE, T—3 V=R LB R DR THHBYET , [VAS T—4
Y—R]12THATFRS /SRIUER D TR RS, [Archer] . [Endpoint], [12 TR,

[75—k]. [Live Connect] h% =F7 ,
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ROA L, [ATorDFEMIEA—TEIRLEIDTAT/D[OV TR IO 7Y T]715%
IWERLTWET, [AVTFRE W7V T IRID[ A TR 12T HE2—IZHYET,

INC-432
Add/Remove from List Pivot to Endpoint Pivot to Investigate

Suspected C&C with m1.4554mb.ru

AYS | Last Updated: (17 minutes ago)

ROKIF, BETELVHR—FENIIUTATATHRARIBELE T —FERLTVET,

BIRLEIVTATAFREIAZEIC TRTOITA4T4
B & {F (TN TS T RTDRND

(URR) THRERRLET . BRIZ. &R
[ZEHNURZE-TY—FSn
id-o

ArcherT—4 Y—REHEHALT. &  IPLRRR
EEFMELLICTEINERER

( Archer) SLET.

@ BIRLf-1—H—DF RTO1— a—H—
P—IFHRERTLET,

(Active

Directory)
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2 U EDVa—)L IOCLAVEE P, MACTR LR, RRE
. OBRIRLITATAFIEARED
( NetWitness )
Endpoint) NetWitness Endpoint7—%4 Y/ —XMD

BHMZERRTLET . EVa—ILEER
RIOCRaAF7 Aoz /NIOCAATD
IBI2Y—hkSh, HOCLANUTR S
[IOCLA LS ER B IOCLAILDIE
J—kEh#FT,

BRI TATAE =S ARMEIC T NTOIUTATA
& fit (TR TLBA UL TUr DY
ARZERRLET R IE. RFOD
AV TURMSREE NV TY

FDIEICY—hENFET,

(A TUR)

fj‘* BIRLEIVTATAFLIEARMEIS TRTOITA4TA
B & 5 (TN TULND 75—k DYRE

(Fo5) kRELES, BR L BHFOT
F—khomEE WLWFI—DIEIZ
Y—hEnET,

& Live Connect| B E § AI1FHEE IP. K AL Filehash
~LFET,

( Live Connect)

YAk

[VAR DI THRS WyI 7T RIUTE, BAR U I=To TATaFE A RE (2B &E £ 1+
otz 1D EDUAR DR RENET , RORA (L, [YAR] DAV THFRR] /3L T
ER
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g= Lists:

QP Add/Remove from List Pivot to Endpoint Pivot to Investigate

DESCRIPTION AUTHOR CREATED UPDATED

admin

Time Window: ALL DATA | Last Updated: (2 minutes ago)

YRR ZDOWTR DIFEHRMAR RSNFET,

2|l A~ D2 FI (VAN DE R ICER) o

&% B8R A~ DFRBA (VAN DAE R BFICE &) o

EmE DA ZERLT-FTE &,

Rk B AR DME B SNh=H 11,

Ei#A DA DR & ICEFHFIFERESN-B T,

AUk BIRUFTUTATAF I ARE AVE A RTBEL RS D%

BALI4RD  THIX[LRARCZADE R ] FA 7RI D IT)—0Oxt R EfE 1 74—ILF
[ZE% & SNF=fE [CE DLVTWVET , T4 T, [URR] DT RTD
FT—ANITVFEINET,

XIREHE Context HubA Lo 7T T—A2%JyF L THovl AR FE L=
% .
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Archer

[Archer] D[AVTFXRE LI 7 YT 18R IUZIE, IPELUHRRAR DI T4 T4 EARE DArcher
F—RY—Z2EFALT. EEEF@ EELLITTEUNERAR TEINETT . XOX (F.
[Archer] D[ TFRN] 78R ILOEI TT,

+— Archer:

¢ Add/Remove from List Pivot to Endpoint Pivot to Investigate

CRITICALITY RATING RISK RATING DEVICE NAME HOST NAME
Not Rated Severe Laptop0 inenjameslic

INTERNAL IP ADDRESS DEVICE ID DEVICE TYPE FACILITY
131.139.73.182 224941 Laptop

BUSINESS UNIT DEVICE OWNER
beauta

Time Window: ALL DATA | Last Updated: (2 minutes ago)

Archer|2DWTR DIFH AR RINFET,

EEE TINAZRDYR— 27T )Vr—2av (TR DVWTE H ENF-T /A AD
B LOEREEERTLFT . EEXETMIE. RETME. K. &-
B.H, P-B. BELTHRETDENTEFT,

T/\A XD SRATLRA DT RTOT7 TV r—2av O TLa—FE—E(ZH A T
5. BEMISERESNEZRTLES,

TINAR% TINAADEF DEATERTLES

Device Owner TN AZEH YL, La—F DHFAMYSEIUE FHIERZFHFEDOT/N(X
DFfEEZEEZR~LET,

AL & TINAZADHRA B ZERTLET
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It &%

ESRR 1=wk

REE

84T

IP7E LR
hok
BAL 4R

REEHHE

Active Directory

ST A RIZEE T B R 77 )7 —2av R DLa—k ~DUVIER
BLES,

COTNARIZEE T HESHRR A=k 7FIVr—avAOLa—k~
DU IERBELET .

RO E. COTNAREE R T 2RO VRIS, T
NARDYARTEHEZET B LFT VAVEHE X, EX. &, . K.
R/NELTRE T HENTEFTY

HY—/\, /—b/\VaAY TRIMNTLBEDTINAR BATERRLE
ERS

FIN ADT AN EBIPTRLRAER RLET,

ARG EEDHERTLEY .

NIX[LAROROE R ] FA4 7R DL oI )—0xt R EAR 1 74—ILF
[ZE% & SNF={B 1ZE DULVTULET , T4k TlE, Archer®3 XTHD
TFT—ANITTVFENFET,

Context HubA Lo 77 T—R% 7y FL Tx vy AR FE L=
Zl .

RO &, [Active Directory] D[ I THFAR] /3% IILDFI TY,
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+— Active Directory : bcline

@ Add/Remove from List Pivot to Investigate

DISPLAY NAME EMPLOYEE ID PHONE EMAIL
|- bcline - 010 64 3 477 4000 beline@abe.com

7S AD USERID JOB TITLE MANAGER GROUPS
&' bdine g CN=mary,CN=Users,DC=context,DC=local

COMPANY DEPARTMENT LOCATION LAST LOGON
Dell Emc RSA Brentford London GB TWB89AN 08/22/2017 10:44:52 am (7 days ago)

LAST LOGON TIMESTAMP DISTINGUISHED NAME
08/22/2017 10:44:51 am (7 days ago) CN=bcline,CN=Users,DC=context,DC=local

1 User(s) (First 20 Results) Time Window: ALL DATA | Last Updated: (2 minutes ago)

Active Directory®D[ AU TFRE JLyI 7V 1R )JUZIE, A—F—DTRTOFEEF®R. 1>
DT T BRRENFT, ROBAEZFERALTHREEZEITTEEY,

 userPrincipalName
o Domain\UserName

o SAMAccountName

TIVF KA VERIFRIVF THL AR DA——DFE T 55 E F HE D1—H—DT T
DB E I THAMERAR RShFS,

Active DirectorylZDWTR DIF AR RSNFET,

KRB BEDLI—Y—DERTER~LET,

EEXEID BHEDLI—H—DREXEIDERTLET,

BHEES BHEDLI—H—DEFESERRLET.

EXA—)L ¥ E D1—H—DEA—JUDZERRLFET,

ADa—H—ID RN O/ E O1—Y—0DE A DIDER RLFET,

1% B BHEDLI—H—DORBERTLET,

THR—Tx RA—UYDEATERTLET

TN—7 B E DL—F—DAN—THETI—TD)AL &R RLET
=1t BHEDI——HAFETIRLDEFERRLET,
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&R P9 B EOI—H—A BT MR OHAEEERLET,

FiT 1£ 1 BEDI—Y—DEMERRLET,

RE&OJAY 78—\ ARATHE B INTULDIG & ITOH, FE DLI—H—H
SATLIZATAUL-R R ER R LET .

R OJA DML HBEDOIA—F—HIORTLIZATA VLRI ER RLET,

REUT

Distinguished Name =~ 1—H—(Z&|YE TONTLVBE A DL FTZR ~LET,

Aok A—H4—DHERRLET,

BA L1 NIE[T—2 V—REEDER]ZFATRID[ T )—Dx K HA
] 24—)UR (258 & SN (CE DL TWET, T4k Tl
Active Directory®d9§ NCDT—RETTVFLET,

SRELHH Context HubA L7 VT T—3%&7yFL THvrolal R L1-HF
8

NetWitness Endpoint
[NetWitness Endpoint] D[ TFRE JLyI 7y 1R JUZIELL T DIFE R IR RSNET,

= NetWitness Endpoint : 10.63.0.225

q7 Add/Remove from List Pivot to Endpoint

# OF MODULES lnoco LAST UPDATED
CE 4512 0 3 8/29/2017 3:21:25 PM

|- ADMIN STATUS LAST LOGIN OPERATING SYSTEM
- 8/29/2017 4:13:40 PM :0C:29:98:94:3: Microsoft Windows

MACHINE STATUS. IPADDRESS
Online

Top Suspicious Modules (IOC Score > 1) Machine 10C Levels

110C SCORE MODULE NAME ANALYTICS SCORE  MACHINE COUNT  SIGNATURE 10C LEVEL DESCRIPTION LASTEXECUTED

Time Window: ALL DATA | Last Updated: (28 minutes ago)
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MOCIZDWTR DIF AR RSINFET,

EDa—ILE
EBRT—HR
REEHA
BRO51>

MACT7R LR

BREBEINED I ERRLET,
EERTAHARERTLFET(HIER)
TANRBICEFINBFLERRTLET,
A—H—HAREZICATALIFRIEZRRTLET,

TV ODMACTR LR

ARU—T+42%4 < NetWitness Endpoint ¥ > Tl i SNBARL—T42 5 S AT LDIN\—

AT L

aVE1—5DA
T—RRA

IP7E LR

oav,

BRERESNED1—IDF S0 ATFA40 TOTAT TIT47D
WIFNTHEILNERRLET .

¥ E DED1—ILDIPTR LRER RLET

ED21—)UIDWVTRDEFE AR REnE T,

[IOCRa7 TIUINOCRA7IE, D A—ILDRAAT7IZE DNWVTEEHSh=Ra7T
9, ZHLlE. Context HubDT—43 V—RE% E D[ & /MNIOCARIAT]ZE%
E SNTE [TE DVTWET, [HR/IMNIOCRIAT] DT 74U B [£500
T, Context Hub#& B 11~ ] DI Context Hub®DT—43 —RE% TF D
B IDEYIES BB LTS,

Module Name BRFBEINF-ED2—ILDA FI

gt Ra7 BIRLIZIO VDT ITATIET74IVDEL,

E%2% NetWitness Endpoint7T—2~N—X TRX v R AR ZRICE FHans-
BzIZRLET,

Signature T7AIVDE B SNTLSMESIIE, B HE S HETRL . Googlet®
Apple’Z EDE B ERERBLFET,
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TN DNVTRDIEHRITR RSINET,

[I0CLARJL [IOCLANIIVERTRLET,

s 8A FE AR EEEIE & I1Z, IOCLANLOERBAZER RLET,
A7 [E DX AT TOLAUDRIT SN L ERRTLET,

Hrovk BREBEINIZRANHERRLET

RAL IRy THE[T—2 V—REBREDER]FA7AIDIIT)—0xt R EARE ]
TA—ILR (238 T SNF={E IZE DUTWVET . 774k Tl
NetWitness EndpointD9 XTHDT—2HTTyFEINET,

=EEHA NetWitness Endpoint 7T—AN—RX TRFv i B iz £ [TF 1 SN i=FF
2ERLES,
77—k

RO T, A EFE(FHLWVE) RICEXREICESVWTRREN[T5— O[T TF
AR1730)LDBI TS,

Alerts :

Add/Remove from List Pivot to Endpoint Pivot to Investigate

CREATED SEVERITY NAME SOURCE # EVENTS INCIDENT ID

Reporting Engine

Reportir

6 Alert(s) (First 50 Results) Time Window: 7 DAYS | Last Updated: (26 minutes ago)

[75—R1D[aTERL LI TYTTRIUZIZLL T DIF AR T anEzT,

ek B 75— IMERSNI=E B,
EXE 77—k DEXEDE
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A Al

BA L IR

=EEHA

AT

To—h DR, BRTET IS HERTE DTI— DFF AR TSN
ij-o

Fo—h DR UH—ENIIB R DT VR4 .
75— IR B DK

To—hHBEE DTN TNBA UL TURDIDTT (LT DH5E) .
IDEVVIS BERTE DT7— DF LR RINET,

To5—h O ERRLET . TI4I Tl & H D100 D7S5—k DH
DR IRINFET , 5% T O AL & DFFE M IS DULTIE, T Context HubfE

AR 1DI Context HubMDT—43 V—AK E DWE L | DFEVO%ES IR
L TLEEELN,

NIX[T—R2 VAR EDER ] FAT7AT DI )—Dxt K HAR ]
T4—ILRIZER E SNl I2E DL TWET, TI4/)LLTIE, BE7H
M D7o—b T—32%7vFLFET,

OTHRN TANT—R Y—ZADS Ty FINT-RIE O 2| Z R LE
T

ROE ., FRADIEFRE(FTLWVIE) RIZE K EDRT—ARIZE DNV [1oPToR DTV
THFRAR ]/ R IILOBI TT,

«— Incidents:

CREATED

3 Incident(s) (First 50 Results)

(l; Add/Remove from List Pivot to Endpoint Pivot to Investigate

@ X

PRIORITY RISK SCORE D STATUS ASSIGNEE ALERTS
HIGH 70 ~E :

1

Time Window: 7 DAYS | Last Updated: (26 minutes ago)
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Live Connect :

Add/Remove from List H Pivot to Endpoint H Pivot to Investigate

Review Status

STATUS MODIFIED DATE
RISKY 08/16/2017 01:18:56 pm (a month ago)

Live Connect Risk Assessment
Research and analysis shows resource to be untrusted

RISK REASONS

Source of unsafe module

Blacklisted by one or more customers

Risk Indicators

RECONMNAISSANCE DELIVERY

REMOTE/LOCAL FILEINCLUSIONHCSRF]

COMMAND AND CONTROL LATERAL MOVEMENT

OTHER

04/08/2016 02:26:47.087 am (a year ago)
TRENDING COMMUNITY ACTIVITY [LAST 30 DAYS) TRENDING SUBMISSION ACTIVITY [LAST 30 DAYS)

100 100
80 80 -
60 60 —
40
20

Mon 28 HQIMII &pﬂl Aug 26 Ihlﬁl HWIJMI Sep 02

of the Community seen 94.74.81.176 Of the submitted feedback:
marked High Risk  (MoOT DISPLAYED IN CHART)

marked Unsafe 0% marked Safe
70% marked Suspicious  gee marked Unknown

|dentity

AUTONOMOUS SYSTEM NUMBER[ASN) COUNTRY CODE
1030404203033 us

ORGANIZATION COUNTRY NAME
American [P LTD. United States
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STREET PHONE

1600 Amphitheatre Parkway +1.6502530000

cITy FAX
Mountain View +1.6506188571

STATE EMAIL
A dns-admin@google.com

POSTAL CODE
34043
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COUNTRY

NAME us

Admin
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