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RSA INVESTIGATE

NAVIGATE

B conc- Concentrator ¥ Query © [ Profile © []Meta © | 8 Total © <= Descending © B Event Count © | SaveEvents © - Actions ©

<
2017 $8 15:05:34 (+00:00) All Data 2017 $8 17:17:59 (+00:00)
£ ResetZoom | &F Options | A Hide
e - Source IP Address (11 va\ues)fo
10.4.61.22(53) - 172.16.55.220 (5) - 10.4.61.84 (5) - 10.4.61.96 (4) - 10.4.61.62 (4) - 10.4.61.23 (3) - 10.4.61.18 (3) - 10.4.63.251 (2) - 10.168.197.17 (1) - 10.4.61.45 (1) -0.0.0.0(1)
W@ Destination IP address (20 of 20+ values) o

10.4.61.18(55) - 10.253.80.11 (22) -0.0.0.0 (21) - 10.4.63.255 (18) - 10.253.80.15(16) - 184.51.112.249 (4) - 184.51.112.248 (4) - 104.104.244.217 (4) - 104.104.244.187 (4) - 80.169.150.32(4) -80.169.150.17 (4)
-65.55.252.71 (4) - 78.46.159.33 (3) - 65.52.108.154 (3) - 10.146.80.129 (3) - 10.4.61.22 (3) - 184.26.143.122 (2) - 184.26.143.98 (2) - 184.26.136.112 (2) - 184.26.136.80(2) ... show more

I User Account (18 values) ©
localsystem (100) - nt authority\lecalservice (50) - nt authority\networkservice (23) - systemaccount (13) - localservice (13) - networkservice (9) - users (7) - allusers (6) - group (4) - creator (4) - interactiveusers (2) - anyuser (2)

-winsgmaccount (1) - system (1) - localsystemaccount (1) - authenticatedusers (1) - \administrator (1) - $creator (1)

&« . Extension (4values) 2
dll (611) - sys (506) - exe (411) - vbs (2)

Filename (20 of 20+ values) ©
g svchost.exe (62) - sshd.exe (34) - ecatservice.exe (24) - wicainventory.exe (23) - Isass.exe (22) - frameworkservice.exe (15) - ehprivjob.exe (14) - vsocklib.dll (12) - rundll32.exe (10) - mytilus3_worker.dll (9) - mytilus3.dll (8)

- mscorsvw.exe (8) - mcupdate.exe (8) - lockdown.dll (8) - wmain.dll (6) - vmtoolsd.exe (6) - shutil.dll (6) - shext.dll (6) - jusched.exe (6) - smsvchost.exe (5) ... show more

@ Filename Source (19 values) ©
vmtoolsd.exe (60) - services.exe (26) - frameworkservice.exe (25) - udaterui.exe (20) - vstskmgr.exe (18) - sshd.exe (13) - naprdmgr.exe (13) - shstat.exe (12) - mfeann.exe (10) - meshield.exe (10) - explorer.exe (8)

- svchost.exe (6) - wininit.exe (3) - engineserver.exe (3) - csrss.exe (3) - winlogon.exe (1) - ntoskrnl.exe (1) - cygrunsrv.exe (1) - cmd.exe (1)

hi&, [ARUR]Ea—0fITY,

INVESTIGATE

EVENTS

e T Query © ) Profle & [ DetsilView & - Actors 9 7 ncderts &

[ Event Time EventType | Event Theme size Details
€ 00:50:56:33:00:85 ~» 00:50:56:33:00:86
€210.46118 -> 10.4.61.22
©9 56004 > 47728
€ sessionid 1 1532
93 payload : 202
B medium: 1

[ 2017-08-18T17:00:41 Newvork  OTHER 532bytes € ethaype: IP
@ ipproto: TCP
©% tep.flags: 24
& service : OTHER
98 streams: 2
98 packets: 5

+ showacditional Meta 2 Event Analysis
€ 00:50:56:33:00:85 > 00:50:56:33:09:86
€>10.46118 -> 10.461.22

€9 56004 > 47962

€ sessionid : 1533

98 payload : 256619

B medium:

[] 2017-08-18T17:00:41 Network  OTHER £30k8 € ethaype s
€ ipproto: TCP
© tepfiags: 24
A service: OTHER

8 streams
96 packets: 2790
+ showacditional Meta 2 Event Analysis

€9 00:50:56:33:09:86 > 00:50:56:33:09:85
€2 1046122 -> 10.461.18

51961 > 5671

e

| Page 1 of7 | ) M 1 C 1 25 ~ eventsperpage

Displaying 1 - 25 of 154
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LV
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TIME EVENT TYPE

DISPLAY COMPRESSED PAYLOADS
09/19/2017 Network
11:30:00 am _ - )
NW SERVICE ON ID DESTINATION IP:PORT FIRST PACKET TI

NWAPPLIA 10266 384571511 8 09/19/2017 03:
- Concentrator - 000 pm

T PACKET TIME CALCULATED PACKET S|  CALCULATED PAYLOAD  CALCULATED PACKET CO
= UNT

09/158/2017 03:30:00.
000 pm 547 bytes 231 bytes 5

GET /spbbc_4.8.@_symalllanguages livetri.zip HTTP/1.1 384571511
09/19/2017 03:30:00 pm
Control: max-age=0
User-Agent: i0a7iWuUSjU4UIKSRXNgwWEryenchHwKSAAAAAA
Host: liveupdate.symantecliveupdate.com
Connection: Keep-Alive

Pragma: no-cache
2048

161.253.25.167
other src
9.201.138

other dst

INVESTIGATE

MALWARE ANALYSIS

Summary of Events

NWAPPLIANCE 10787 - Malware ... tics  Continuous Mode v Last Week

Scanned service me End Time
50003 2017-08-04T17:37:00 2017-08-11T17:36:59

Total High Confidence

Events Created Files Processed Events Created Files Processed

24 30 16 18

PE Files Office Files PEFiles Office Files
@ 1 @ 1

29 17
Event Timeline

Top Listing of Highly Suspicicus Malware

Score Wheel

Meta Treemap

Meta Breakdowns

High Confidence Only

Source IP

11.0.0.0-170805005411.1.895dd46
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[l job Name Recurring = Scheduled Component  Acti
[] AdhocScan msn_sl/3... No 2015-05-28 1:28am Malware Wiey
[0 Extract PCAP No 2015-05-28 1:25am Investigati...

[ Extract Files No 2015-05-28 1:06am Investigati...  Dov
[ Extract PCAP No 2015-05-28 1:00am Investigati...  Dov

View Your Jobs

237 FLAIZIE, [T/ RIUZR TSN O T #EALT. BB BT ST
RTCOOIT(BVIRLDITERVIRL TIEEWWID) h—E R RSNET, Dad L1,
[FAT7AIIIE2—> [PaTI N\ RIILODA R IEE — T, [EBID[ATLIE2—TIE, F
RTDA—H DT RXTODNetWitness Suite PITDIFE AT\ RIUI—E R REINFET,

[FAZ7AILIE2—> [£aT ] RILVTDOOITDE T

CAaTFELRRTITBICL. [BRDOTaTERRIEZIIILET,
[TAT7AILIEa—> [DaT] /I \RILDR RENFET,

Preferences Jobs
Notifications |
I Jobs [ jobName Recurring  Scheduled Component  Owner Action Message Status Progress
[ nwpalevo_tracker_do... No 2016-02-16 2:12pm  Upload Cu... admin Completed O
[J HeartBleed.zip No 2016-02-16 2:08pm  Upload Cu... admin Completed C—
[ netwitness.zip No 2016-02-16 2:08pm  Upload Cu... admin Completed I
] Apple No 2016-02-121:23pm  Malware admin View Completed CE—
[ test No 2016-02-12 9:44am  Workbench  admin Restaration Collection test create... Completed O
[J  Uplead File No 2016-02-12 9:27am Upload admin Completed C—
[J  Uplead File No 2016-02-12 9:27am Upload admin Completed I
[J  uplead File No 2016-02-12 9:27am Upload admin Error upleading file to service Failed —
[] Uplead File No 2016-02-12 9:27am Upload admin Completed O
[J  Uplead File No 2016-02-12 9:27am Upload admin Completed C—
] Upload File Mo 201602-129:26am  Upload admin Completed  Eom—
| Page 1 of1 | | C Displaying 1 - 11 of 11
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Notifications

Host Updates Available X

Mew Host updates are available. Please click on the 1Day
link below to perform updates View »

Job Error X

Error retrieving PCAP from service: 1 Day
TimeoutException: Timeout waiting for task. View »

File Extraction Complete X

The file extraction is complete and ready for 1 Day
download. View =

TRTOMH DR T

FTARTOBHMER T T DIZIE ROVT DR EZITVET,
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2. [BEIS[VARTLIHEEL., [VATLIE2Z—DIATLav]/ArILT, R ZERL
iTO

=D)L TR LAZRE. BRMMNLATIIRTRTRIEZINMILES,

RN /ARIAR RENET . CCITFTRNTOBIMAR TSN, TA—< v TEH AL
ADTA U EFRIZYET,

Preferences Notifications

O Title Message Created

[ Host Updates Available New Host updates are available. Please click on the link below to perform updates View » 2015-05-28 2:17am
] Job Error Error retrieving PCAP from service: TimeoutException: Timeout waiting for task. View » 2015-05-28 1:55am
[] File Extraction Complete The file extraction is complete and ready for download. View » 2015-05-28 1:06am
[J PCAP Extraction Complete  The PCAP extraction is complete and ready for download. View » 2015-05-28 1:00am
[ Service Restart Required Config change has been applied to QAMALWARE1.netwitness.local - Broker service. Restart is required for the configura...  2015-05-28 12:54am
[ Service Restart Required Config change has been applied to QALighting - Concentrator service, Restart is required for the configuration to take ef... ~ 2015-05-28 12:35am
[ Host Updates Available New Host updates are available. Please click on the link below to perform updates View » 2015-05-28 12:16am
[ service Added QALighting - Concentrator service has been added to QALIghting host during enabling View » 2015-05-28 12:06am
[] service Restart Required Config change has been applied to QATITAN.netwitness.local - Decoder service. Restart is required for the configuration...  2015-05-27 9:16am
[ Service Added QAESAT netwitness.local - Event Stream Analysis service has been added to QAESAT.netwitness.local host during enabli..  2015-05-27 2:29am
[ Service Added QALIGHTNING.netwitness Jocal - Concentrator service has been added to QALIGHTNING.netwitnesslocal host during e...  2015-05-27 2:26am
[ Service Added QATITAN netwitness.local - Decoder service has been added to QATITAN.netwitness.local host during enabling View » 2015-05-27 2:13am
[ Service Added QAMALWARET.netwitness.local - Broker service has been added to QAMALWARET netwitness.local host during enabling.. ~ 2015-05-27 2:12am
[ service Added QAMALWARET.netwitness.|ocal - Malware Analysis service has been added to QAMALWARE1.netwitness.local host durin...  2015-05-27 2:12am
[ Service Added SA - Broker service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA - Reporting Engine service has been added to SA host during enabling View 2015-05-27 1:56am
[ Service Added SA - Malware Analysis service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA - IPDB Extractor service has been added to SA host during enabling View » 2015-05-27 1:56am
1 Camiien Ardnd o inririnne ManamamAne £Anien har Rann AeARA ta €A AR LA ARARlins 201E NE 27 1:5Eam
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User Preferences

TIME ZONE

UTC (GMT+00:00)

DATE FORMAT TIME FORMAT
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DEFAULT LANDING PAGE
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I Preferences Preferences
Notifications General Investigation
Jobs
Change My Password o
Password Format Requirement
0ld Password = Must be at least 8 characters

New Password

Confirm Password

Reset Password After you change your password, you will have to log back into NetWitness,

Application Settings
Browser Time Zone UTC (GMT+00:00) hd

[+ Enable Notifications
[ Show Context Menus

Apply
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NetWitness SuiteD1—H A2 T1—ATld. RFTDVATLBEMEZHER TLHLIENTEET,
NetWitness Suite’Y—)L/ A\—MSE 1 DIA V0 Ea—FFKIENTEET . BEI ML AL LVDOT
LS BAFBET,. HLLVBMZZ ITIAE, LRI 7AAVITTIZTHRRREINET,

BHFLATORTLRMZR NI DEE . RIAEDVATLBEMOANKR RENES, [0
T7ANIEa—FF [V RATLIEa—TREB X TTATORIMER R TEET . BH DX
RICEATHREFIEIONTIE, [BEHMORFEAHIR]I I avES B LTS,

£ 17 LWL &3 T HV?
a—JL EITLIWNCE FIE

IRT TRTOE M DE T B 1 Dk 7w LHIBR

IAT A FN DH B 1 5 D T LHI BR

B AN ] ARIUZTIERT BITIE. ROVWFThEEITLET,

o [FAZPAIIIZBEFHL. [FOTFAINIEL—D[ATLa ]/ RIILT. B IEBIRLE
ERR

o [BH]> [VATLIIZBEL., [VATLIEA—D[ATLav]/\RIILT, BH]IZEIRL
ij—o

Preferences Notifications
I Notifications -
Jobs O Tite Message Created ~
] Host Updates Avallzble New Host updates are available. Please dlick on the link below to perform updates View » 2015-05-26 2:17am
[ JobError Error retrieving PCAP from service: TimeoutException: Timeout waiting for task. View » 2015-05-28 1:55am
[ File Extraction Complete The file extraction is complete and ready for download. View » 2015-05-28 1:06am
] PCAP Extraction Complete  The PCAP extraction is complete and ready for download. View » 2015-05-28 1:00am
[ Service Restart Required Config change has been applied to QAMALWARE.netwitness.local - Broker service. Restart is required for the configura.. ~ 2015-05-28 12:54am
[ Service Restart Required Config change has been applied to QALighting - Concentrator service. Restart is required for the configuration to take ef..  2015-05-28 12:35am
[ Host Updates Available New Host updates are available. Please dlick on the link below to perform updates View » 2015-05-28 12:16am
[ Service Added QALighting - Concentrator service has been added to QALighting host during enabling View » 2015-05-28 12:06am
[ Service Restart Required Config change has been applied to QATITAN.netwitness. ocal - Decoder service. Restart is required for the configuration...  2015-05-27 9:16am
[ Service Added QAESAT netwitness.local - Event Stream Analysis service has been added to QAESAT netwitness.local host during enabli..  2015-05-27 2:29am
[ Service Added QALIGHTNING. netwitness.local - Concentrator service has been added to QALIGHTNING.netwitness.local host during e..  2015-05-27 2:26am
[ service Added QATITAN.netwitness.local - Decoder service has been added to QATITAN.netwitness.local host during enabling View » 2015-05-27 2:13am
[ service Added QAMALWARET.netwitness.local - Broker service has been added to QAMALWARET.netwitness.local host during enabling..  2015-05-27 2:12am
[ service Added QAMALWARE1. netwitness.local - Malware Analysis service has been added to QAMALWARE1.netwitness.|ocal host durin...  2015-05-27 2:12am
[ service Added SA- Broker service has been added to SA host during enabling View » 2015-05-27 1:56am
[ service Added SA- Reporting Engine service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA- Malware Analysis service has been added to SA host during enabling View » 2015-05-27 1:56am
[ Service Added SA- IPDB Extractor service has been added to SA host during enabling View » 2015-05-27 1:56am
M Candica Addnd €A Incidant Mananamant cansica hac hanan addad ta €A hoct dorina anshling Lo . ANIENE 2T 1-EEam
| Page 1 of1 | |1 C Displaying 1 - 20 of 20
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Notifications

Logs Extraction Complete X

The log extraction is complete and ready for 2015/01/08
download. View =

Job Error X

Error retrieving logs from service View » 2015/01/08

Job Error X

Error retrieving logs from service View » 2015/01/08

File Extraction Complete X
The file extraction is complete and ready for 2015/01/07

View All

[EEN ]/ SRIVER LAIZIE, V—IbN—ERDHYFET . BRI LAIZE, [BEN ]/ SRIUZR TR
SNBEH DY T LI AR TENET . RORIC, B ]/ \RIILOEEELZDHRAERLE
‘d_o

m?JEIHJEI

L

=  FOYTEYY AZa—hRREN, ERMIOREBAELA A, BIRLBHL
A—RFFITRTORMLI—FZHIBRTEFT .

B4 BHDEANIL, TTPAIVDHMBASE T LELEILE,
17

Ay AvtE—URAK, EA TPV B ASE T L, #ovn—F OFFHATEEL
t_ T:o.l

R —BHOAE—TICE, 7O AAD)IDE ENTNVET, & IE Fov0—K 3
T BITAIDSHAIGEE . DU OEI )T HE[DOITTIRILHBE, COEL—TI7
A IIWESTO—K TEET,

£ BREMERSNI-HE,
B BHELATIE BEAMERSNTHLDE HHZDF SR RENET
=

NetWitness SuiteRZ—k HAK DS & (& R 78



RB—k HAK

3 [FAIAAIILIE—DRHMD—EERTLES,
T

E

iR

[Cad]l/RréDad kLA

713 EFEIF L NetWitness Suite B a—)UZL>THIBSNFET . =&AL, LiveEP a1—)L
TCMS )Y —REAIoAO—R L1zY, BB ED1—)LTH—ERNFeed&7vIO—K 375
DATHRITEINTT , T, AEBEED1—ILT, 7 VWubk N TFr I71IILDD T CBEESE
RITTHEEICBLOITNEITINET,

[BEE]ID[ATLIEA—D[PIT]/\RILTIE, BEEE I—YHNFT XTDNetWitness Suite
CAJEEBTEFT MOEEEEF 1L, [TOTPMIIL]IE2a—TH P DY3TER R T
i’a- o

F1=. NetWitness SuiteD1—H 422 T71—ATIlL. NetWitness Suite’—IL/ \—M52 3T DY

A E1— BB R TEET . U370 2F—AASE FShBE, [S37]74avizo55( 18
) AR R . AT OUIT DR AR SET . TATOUITAE T §55. COMF IR
RSN YES

[£3T]1/3RILTIE, RODIRIERITTEET
o DITDRTFEBLVY—F

o DITD—RELFIIER

o DaTDFvtIL

o a7 DHI R

o DITRROFIO—K

Sa7 /SR ILDHE [T R TOEA—TALTT
% 17 LIV CEIHA T AV

AT RFOa—)VERESNI-Pa0D— B ELE JaJ0EE
LB

79 NetWitness SuiteR2—k HAK DS & 1§ R



AB— AR
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IR DY O—F DEPIO=EE]

[2aT]1/ \RIUTIERT BITIF ROVTIIEEITLES,
o [BE]IS[VRTLIBEL T, AT ay 1 RUT[OaT]EERLET,

Info JObS L3
Updates |
Licensing O jobName Recurring  Scheduled Component  Owner Action Message
Email [ nwpalevo_tracker_do..  No 2016-02-16 2:12pm  Upload Cu...  admin
Global Notifications [0 HeartBleed.zip No 2016-02-16 2:08pm  Upload Cu... admin
a g netwitness.zi No 2016-02-16 2:08pm  Upload Cu... admin
Legacy Notifications = P P P
[ Apple No 2016-02-12 1:23pm  Malware admin View
System Logging 5
O test Noe 2016-02-12 9:44am  Workbench  admin Restoration Collection test cre...
Global Auditing [ Upload File No 20160212 %:27am  Upload admin
I Jobs [ Upload File No 2016-02-12 %:27am  Upload admin
Live Services [ Upload File No 2016-02-12 %:27am  Upload admin Error uploading file to service
. [ Upload File No 2016-02-12 :27am  Upload admin
URL Integration
] uUpload File No 2016-02-12 9:27am  Upload admin
Coniextiieniiicions ] Upload File No 2016-02-12%:26am  Upload admin
Investigation [0 SystemLiveSubscripti..  Yes 2016-02-12 :13am  System System
ESA
HTTP Proxy Settings
NTP Settings
| Page 1 of1 | |1 C

Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Failed

Completed
Completed
Completed

Completed

B
2
H

Displaying 1-120f 12

o [FATPAIIZBEL T, AT 3y NRIITIOITIEHERLET,

Preferences J()bs
Notifications |
I Jobs O jobName Recurring  Scheduled Component  Owner Action Message

[J nwpalevo_tracker_do..  No 2016-02-16 212pm  Upload Cu...  admin
[ HeartBleed.zip No 2016-02-16 208pm  Upload Cu... admin
[ netwitness.zip No 2016-02-16 208pm  Upload Cu... admin
[ Apple No 20160212 1:23pm  Malware admin View
[ test No 2016-02-12 S:44am Workbench  admin Restoration Collection test create...
[ Upload File No 2016-02-12 %:27am  Upload admin
[ Upload File Ne 2016-02-12%:27am  Upload admin
[J Upload File No 20160212 9:27am  Upload admin Error uploading file to service
] Upload File No 20160212 9:27am  Upload admin
[ Upload File No 2016-02-12 %:27am  Upload admin
[ Upload File No 2016-02-12 %:26am  Upload admin

| Page 1 of1 | | C

Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Failed

Completed
Completed

Completed

Progress
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I

| Job Name Recurring  Scheduled Component  Acti
[l Extract PCAP No 2015-02-25 6:31pm  Investigati.. Doy
[  Extract PCAP Mo 2015-02-25 6:30pm Investigati... Dov
[] Extract Logs No 2015-02-19 4:56pm  Investigati... Dov

View Your Jobs
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