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What's New

The RSA NetWitness Platform 11.6.1 release provides new features and enhancements for every role in
the Security Operations Center.

GPG Key Changes

The GPG Signing for NetWitness has changed for releases beyond 11.6.0.0. For more information, see
GPG Key Change in NetWitness Platform Beyond 11.6.0.0 GPG Key Change in NetWitness Platform
Beyond 11.6.0.0.

Upgrade Paths

The following upgrade paths are supported for NetWitness Platform 11.6.1.0:
« RSA NetWitness Platform 11.4.1.4 to 11.6.1.0
« RSA NetWitness Platform 11.5.3.2 to 11.6.1.0
« RSA NetWitness Platform 11.6.0.0 to 11.6.1.0
+ RSA NetWitness Platform 11.6.0.1 to 11.6.1.0

* If you are upgrading from 11.2.x.x, 11.3.x.x, you must upgrade to 11.4.1.4 or 11.5.3.2 before you can
upgrade to 11.6.1.0

For more information on upgrading to 11.6.1.0, see Upgrade Guide for RSA NetWitness Platform
11.6.0.1

Enhancements

The following sections are a complete list and description of enhancements to specific capabilities:

o Investigation - SIEM and Network Traffic Analysis

o User Entity Behavior Analytics

o Endpoint Investigation

o Event Stream Analysis (ESA)

o Log Collection
o Reports

To locate the documents referred to in this section, go to the RSA NetWitness Platform 11.x Master
Table of Contents. Product Documentation has links to the documentation for this release.
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Investigation - SIEM and Network Traffic Analysis

Investigation Enhancements:

Compact View:

On the compact view, the Event Filter Panel and Event Meta Labels are optimized to display maximum
information on a single page. With this view, analysts can easily perform the investigation. The label and
icon size on the Event Filter Panel are optimized so that the meta keys and values are displayed on the
same line.

RSA Investigate Respond

NAVIGATE LEGACY EVENTS EVENTS

DEFAUL MA
Download CSV

Download Payloads

DEFAULT META FORMAT

Download Text

O Ascending Descending

ectionTime O Event Time

O Database Time Current Time

O Expanded View Compact View

Timeline Options

Analysts can now easily view the timeline for event by clicking on the icon. By default the timelines is
enabled for all events.
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Release Notes

For more information, see the Investigate User Guide.

User Entity Behavior Analytics

Alert Feedback Enhancement

Analysts have the option to mark the status of mutliple alerts as Not a Risk or None. None is used when
the events are Not a Risk. Multiple alerts grouped by date can be selected to perform this action. When
the status is updated, the alert contribution score will change automatically, for example, if an alert is
marked as Not a Risk, the alert score is reduced. If the status is updated as None, the score increases.
For more information, see the UEBA User Guide.

RSA  inestisaie - T T ——

Y Filters 260 CRITICAL 7 HIGH Iss MEDIUM 893 LOW

N
ENTITY TYPE

AllEntities

ALERT NAME ENTITY NAME START TIME INDICATOR COUNT

RTSFROM JUN 202021
SEVERITY.

FEEDBACK

INDICATORS

DATE RANGE

Last 3Months « @) custom pate

FROM JUN 192021

10:00:00 pm
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Release Notes

Endpoint Investigation

Support for OPSWAT Scans

Analysts can simultaneously perform threat detection with multiple anti-malware engines with OPSWAT
(MetaDefender Core). Executable files(PE, Macro, Script, ELF) will automatically be sent to the
OPSWAT server for scanning. Analysts will get alerts if a file is found Infected or Suspicious (critical
for Infected and High severity for Suspicious files). The risk score will also increase for the file and the
corresponding host, thus helping to respond to threats quickly. For more information on how to use
OPSWAT within the NetWitness Platform, see the NetWitness Endpoint User Guide. And, for more
information on how to configure OPSWAT on endpoint servers, see NetWitness Endpoint Configuration
Guide.

RSA = d Users Hosts Files Da Reports O B ¥ @ admn
S endpointloghy... ~ || ViewCertificates % Change File Status | | & Analyze Events Ninite Chrome
Installer.ex:

O rnename RisKSCORE  onmOsTS v size DOWNLOADED  FIRST SEEN TIME oPsWATSTATUS | vaRA sTATUS FILE DETAILS
M Ninite Chrome FileZilla Installere... 4153KB v 05/10/202108:18:03 am =
m} 16.7KB 05/10/202110:47:29am  NoThreat Detected = —
4413KB 05/10/2021 10:30:10 am A -

24.0KB 05/10/2021 10:08:00 am e 05/10/202111:50:05542am

6384KB 05/10/202110:05:21 am & ™

Infected (eset)
1367KB 05/10/202110:05:21am | NoThreat Detected Eicar testfile

. Infected (bitdefender)
87.3KB 05/10/202110:05:21 am EICAR Test. File
Infected (k7)

Trojan (000139291)

56MB - 05/10/202110:05:21am  — Infected (clamav)
EICAR Test. File

349.0KB 05/10/202110:05:21 am

2.6MB 05/10/202110:05:21am | NoThreat Detected

3637KB - 05/10/202110:0521am | —

3520KB 05/10/2021 10:05:21 am ame  Ninite Chrome FileZilla Installer.exe

Py 6788855046872951
882.0KB 05/10/202110:05:21am ~ NoThreat Detected

4153KB
5575KB 05/10/202110:05:21 am

37.9KB 05/10/202110:05:21am | NoThreat Detected

m]
m]
m]
m]
m]
m]
m]
m]
m]
m]
m]
m]
m]
m]

45.9KB v 05/10/202110:05:21am | NoThreat Detected
Showing 100 out of 130files | 1 selected eatures  signedyalid

Create groups with Machine OU as a filter

Analysts can use Machine Organizational Unit (Machine OU) as a filter while creating groups on the
Admin > Endpoint Sources > Groups view. Using Machine OU to filter hosts can save much time and
effort as it is more effective than using IPV4 or domain names in an environment with thousands of
agents.
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RSA & - Users 5 Files
HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

GROUPS POLICIES

MAINOU

Include source if all of the following conditions are met:

Machine OU contains 0OU=Win10,0U=International Client: =corp,DC=emc,DC

0S Type

OS description
Host Name
1Pv4

IPv6

Machine OU

Save and Close

Extended Agent Support for Mac BigSur (version 11) on M1

NetWitness Endpoint agents now support Mac BigSur on both M1 and Intel. For more information, see
NetWitness Endpoint Agent Installation Guide.

Automatic download of memory DLL files

Analysts can now investigate the memory DLL files in detail. All memory DLL files that are detected
during a scan, are automatically downloaded to the server irrespective of the file size.

RSA n d  Users Hosts Files D i Reports S B ¥ @ admn
HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

GROUPS  POLICIES

EMEMDLLAUTO . )
MemDLLAuto Scan Settings Selected Settings ©®

Scan Master Boot Record

MR Auto Scan New Hosts When Added

Download Settings
le Downloads
lemory DLL Downloads
Signature

File Size Limit

Response Action Settings
Blockit

Network Isolation

swemicio | |JFBRRRSHS
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Added agent folder protection in the driver

Netwitness platform version 11.6.1 and higher, the files inside the agent folder are protected from delete,
rename, or modification operations. This protection will prevent malware from locking files inside the
agent folder to block sending the tracking data.

Event Stream Analysis (ESA)

Optionally Persist Incident Artifacts

You can persist events that are associated with particular incidents, thereby enabling you to view the
incident in the future, regardless of its age. You can also add a new journal entry in the JOURNAL tab
for the persisted events for future reference. The event data will always be available for viewing and
reconstruction as long as the event is persisted, enabling you to easily refer back to details, even if the
original event has rolled over from the NetWitness database.

Once you persist an event, the data is copied from the NetWitness database into a long term storage
cache within the data source. The persisted events are saved in the directory /var/netwitness/pin-
<servicetype>, by default. You can manually change the event storage location from the default
directory to any other directory, as per the requirement. For more information, see the Respond User
Guide.

Log Collection

Trusted Authentication for NetWitness Export Connector

Trusted authentication allows you to authenticate using the existing certificates for aggregation while
configuring NetWitness Export Connector. This eliminates the need to manually enter the credentials
(username and password) and avoid storing passwords locally.

Support for Logstash Keystore from Ul

Logstash keystore management allows you to securely store and maintain (add, edit, or delete) secret
values key and password through NetWitness Platform UI. The key set is used during the Logstash
pipeline configuration.

This eliminates the need to manually create or update credentials on the Log Decoder or Virtual Log
Collector using Logstash Keystore CLI commands. For more information, see the Log Collection Guide.
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R SA Investigate Respond Users Hosts Files Dashboard Reports

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

+ Change Service | loghybrid1 - Log Collector |  Config @

General Remote Collectors Files Event Sources AV IABSSilE ile]s] Settings Appliance Service Configuration

Logstash v Keystore management v

Keystore management allows you to securely store secret values (key and password). The key set here is used during Logstash configuration.

O Key ~ Password
[l basava *kkkkkkk

correct hkkkhkAk
[ elastic *hkkkhhk
] wrong *kkkkkkk

Reports

View Creator Information

The Created By column has been added to the Reports List page. This column enables you to view and
analyze the ownership information of all the reports that exist in the system, which includes new, copied,
and imported reports. When a report is exported, the owner details are retained. However, when a report
is copied, the owner of the report changes to the user who created the copy. For more information, see
the Reporting User Guide.

Note: When you upgrade from a previous version to NetWitness Platform Release 11.6.1, the Created
By column does not display the ownership information for the reports that exist prior to the upgrade.
| Name ~ Group Date Modfied Created By #5chedules | Actlons
Analyst Report 2076-01-14 23:40 admin 1 i3
DPO Report 2016-01-14 23:41 analyst 1 o
Report-All-Meta-Types ] 2015-12-01 1334 admin 1 ko
Report-All-Meta-Valid-Types 2015-12-01 10:00 analyst 1 o)
Report-All-Rule-Actions 2015-12-0113:34 admin 1 o
Report-Rule_1 2016-02-25 15:41 analyst 0 Fo
rest 2015-12-01 10:02 admin 0 Eed
| Page 1 of 1| | C PageSize 30 ~ Displaying 1-7of 7
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Fixed Issues

This section lists issues fixed after the last major release. For additional information on fixed issues, see
the Fixed Version column in the RSA NetWitness Platform Known [ssues list on RSA Link.

Administration Fixes

SACE-16066 Data access privileges does not match with that of the
privileges that are configured for specific user roles.
Accessibility to information is not in concurrence with
the user role privileges.

ASOC-110359 The meta keys in the custom context feed wizard does
not display information accurately. Parameters such as
netname, ip.org are not displayed. When you deploy the
feed, the context hub conversion fails.

ASOC-109855 The configuration and administration icons, and the user
name in the top navigation bar does not display
accurately for non-Admin users.

Investigate Fixes

ASOC-110979 The filter provided in the Events page displays the top
20 results for each RSA provided meta group.

ASOC-110864 In the Filter Events page, meta key values are
displayed even when the Default Action parameter is
set to closed in the Index file.

Respond Fixes

ASOC-110028 Owing to the missing files that are used to calculate
the score for alerts, the Respond Server generates
error logs constantly.
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Event Stream Analysis (ESA) Fixes

ASOC-108914 Error Notification on Admin Server while processing
ESA Correlation rules.
NetWitness displays the RSAContext annotation error
onError = STOP_ALL_RULE_PROCESSING _

AND_WAIT when reclaim group_ aged
annotation is used in the ESA rule.

Endpoint Fixes

ASOC-109505 Security log-in events from systems installed with
non-english Windows operating systems are not
collected by the endpoint agent.

Context Hub Fixes

ASOC-109826 You can configure data source in the Context Hub
server, by importing CSV files. However, when you
edit the CSV file, the first row is deleted.
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Product Documentation

The following documentation is provided with this release.

RSA NetWitness Platform https://community.rsa.com/t5/rsa-netwitness-platform/ct-p/netwitness-
11.x Master Table of documentation
Contents

RSA NetWitness Platform https://community.rsa.com/
11.6 Product Documentation

RSA NetWitness Platform https://community.rsa.com/t5/rsa-netwitness-platform-online/upgrade-
11.6 Upgrade Guide instructions-for-rsa-netwitness-platform-11-x-to-11-6/ta-p/606727

Feedback on Product Documentation

You can send an email to nwdocsfeedback@rsa.com to provide feedback on RSA NetWitness Platform
documentation.
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Getting Help with NetWitness Platform

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness
Platform:

See the documentation for all aspects of NetWitness Platform here:
https://community.rsa.com/community/products/netwitness/documentation

Use the Search and Ask it fields in RSA Link to find specific information here:
https://community.rsa.com/welcome

See the RSA NetWitness Platform Knowledge Base:
https://community.rsa.com/community/products/netwitness/knowledge-base

See Troubleshooting the RSA NetWitness Platform:
https://community.rsa.com/community/products/netwitness/documentation/troubleshooting

See also RSA NetWitness® Platform Blog Posts.

If you need further assistance, contact RSA Support.

Contact RSA Support

If you contact RSA Support, you should be at your computer. Be prepared to provide the following
information:

The version number of the RSA NetWitness Platform product or application you are using.

The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

RSA Link https://community.rsa.com

In the main menu, click My Cases.

International Contacts (How to https://community.rsa.com/docs/DOC-1294
Contact RSA Support)

Community https://community.rsa.com/community/support

Getting Help with NetWitness Platform 14


https://community.rsa.com/community/products/netwitness/documentation
https://community.rsa.com/welcome
https://community.rsa.com/community/products/netwitness/knowledge-base
https://community.rsa.com/community/products/netwitness/documentation/troubleshooting
https://community.rsa.com/community/products/netwitness/content?filterID=contentstatus%5Bpublished%5D~objecttype~objecttype%5Bblogpost%5D
https://community.rsa.com/
https://community.rsa.com/docs/DOC-1294
https://community.rsa.com/community/rsa-customer-support

Release Notes

Build Numbers

The following table lists the build numbers for various components of NetWitness Platform 11.6.1.0.

NetWitness Platform Audit rsa-audit-plugins-11.6.1.0-4675.5.125¢be904.¢e17.noarch.rpm
Plugins

NetWitness Platform rsa-nw-appliance-11.6.1.0-12016.5.5¢e591371.el7.x86_64.rpm
Appliance

NetWitness Platform rsa-nw-archiver-11.6.1.0-12016.5.5ce591371.el17.x86_64.rpm
Archiver

NetWitness Platform rsa-nw-broker-11.6.1.0-12016.5.5ce591371.el7.x86_64.rpm
Broker

NetWitness Platform rsa-nw-concentrator-11.6.1.0-12016.5.5ce591371.e17.x86_64.rpm
Concentrator

NetWitness Platform rsa-nw-config-management-11.6.1.0-

Config Management 2106011535.5.226be97.el7.noarch.rpm

NetWitness Platform rsa-nw-config-server-11.6.0.0-

Config Server 210331045328.5.6fe2cS5e.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-console-11.6.1.0-12016.5.5ce591371.el7.x86_64.rpm
Console

NetWitness Platform rsa-nw-content-server-11.6.1.0-

Content Server 210610030158.5.260bb95.¢l7.centos.noarch.rpm

NetWitness Platform rsa-nw-contexthub-server-11.6.1.0-

ContextHub Server 210527073405.5.776a0e0.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-correlation-server-11.6.1.0-

Correlation Server (ESA)  210623130413.5.801d125.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-decoder-11.6.1.0-12016.5.5¢ce591371.el7.x86_64.rpm
Decoder

NetWitness Platform rsa-nw-deployment-upgrade-11.6.1.0-

Deployment Upgrade 2105141642.5.020fcff.el7.noarch.rpm

NetWitness Platform rsa-nw-endpoint-agents-11.6.1.0-2106281731.5.6419012.el7.x86_64.rpm
Endpoint Agents

NetWitness Platform rsa-nw-endpoint-broker-server-11.6.1.0-

Endpoint Broker Server 210623060837.5.c42b8ac.el7.centos.noarch.rpm

NetWitness Platform rsa-nw-endpoint-server-11.6.1.0-
Endpoint Server 210623044726.5.cc6f46e.el7.centos.noarch.rpm

15 Build Numbers



Release Notes

NetWitness Platform
Integration Server

NetWitness Platform
Investigate Server

NetWitness Platform
Legacy Web Server

NetWitness Platform Log
Decoder

NetWitness Platform Log
Player

NetWitness Platform
Malware Analytics Server

NetWitness Platform
Metrics Server

NetWitness Platform
Orchestration Server

NetWitness Platform
Reporting Engine Server

NetWitness Platform
Respond Server

NetWitness Platform
Security Server

NetWitness Platform
Source Server
NetWitness Platform User
Interface

NetWitness Platform
Workbench

NetWitness Platform SMS
Runtime

NetWitness Platform SMS
Server

rsa-nw-integration-server-11.6.1.0-
210623130114.5.e583a97.¢el7.centos.noarch.rpm

rsa-nw-investigate-server-11.6.1.0-
210625040931.5.5a9444¢.el7.centos.noarch.rpm

rsa-nw-legacy-web-server-11.6.1.0-
210623175328.5.c¢439d52.¢el7.centos.noarch.rpm

rsa-nw-logdecoder-11.6.1.0-12016.5.5¢e591371.el7.x86_64.rpm

rsa-nw-logplayer-11.6.1.0-12016.5.5ce591371.el7.x86_64.rpm

rsa-nw-malware-analytics-server-11.6.1.0-
210610053500.5.486a578.¢l7.centos.x86_64.rpm

rsa-nw-metrics-server-11.6.1.0-
210622025741.5.0e81e5a.el7.centos.noarch.rpm

rsa-nw-orchestration-server-11.6.1.0-
210608142450.5.5284c88.el7.centos.noarch.rpm

rsa-nw-re-server-11.6.1.0-5904.5.a3b77d346.e17.x86_64.rpm

rsa-nw-respond-server-11.6.1.0-
210623130310.5.0899ac3.el7.centos.noarch.rpm

rsa-nw-security-server-11.6.1.0-
210610025428.5.d1f841d.el7.centos.noarch.rpm

rsa-nw-source-server-11.6.1.0-
210608040726.5.d739¢95.el7.centos.noarch.rpm
rsa-nw-ui-11.6.1.0-210624040340.5.4c0db5909d.el7.centos.noarch.rpm
rsa-nw-workbench-11.6.1.0-12014.5.20bbb64cf.e17.x86_64.rpm

rsa-sms-runtime-rt-11.6.1.0-4675.5.125cbe904.e17.x86_64.rpm

rsa-sms-server-11.6.1.0-4675.5.125cbe904.e17.x86_64.rpm
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Revision History

August 2021 Release to Operations
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