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Log Collection Getting Started Guide

This guide contains the basic tasks you need to complete to start collecting events through Log
Collection.

This guide tells you:

o What Log Collection does, how it works from a high level, and provides high-level

deployment diagrams.
o How to start collecting events.
o Where to find instructions to set up more complex deployments.
o How to start any collection protocol.
o What the structure of the Log Collection Configuration User Interface is.

« Which tools to use to troubleshoot Log Collection issues and lists global troubleshooting

instructions.

o How to fine tune and customize Log Collection in your environment.

This guide does not tell you how to:

o Deploy Log Collection in multiple locations with high availability and load balancing. This

information is in the Log Collection Deployment Guide.

» Configure Log Collection as a whole after deployment. This information is in the Log
Collection Configuration Guide.

« Configure individual collection protocols. Instructions are in the individual Log Collection
Guides:
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e AWS (CloudTrail) Collection Configuration Guide

e Check Point Collection Configuration Guide

o File Collection Protocol Configuration Guide

e Netflow Collection Configuration Guide

o ODBC Collection Configuration Guide

o SDEE Collection Configuration Guide

e SNMP Collection Configuration Guide

o VMware Collection Configuration Guide

o Windows Collection Configuration Guide

o Windows Legacy and NetApp Collection Configuration Guide

o Configuration Guides for each supported event source.

See the Event Source Configuration Guide space on RSA Link for these guides.

Log Collection Basics

This topic tells you how Log Collection works and how you deploy it; lists the supported
collection protocols; describes the basic implementation; and illustrates how you configure and
deploy Log Collection.

How Log Collection Works

The Log Collector service collects logs from event sources throughout the IT environment in an
organization and forwards the logs to other Security Analytics components. The logs and the
descriptive content are stored as meta data for use in investigations and reports.

Event sources are the assets on the network, such as servers, switches, routers, storage arrays,
operating systems, and firewalls. In most cases, your Information Technology (IT) team
configures event sources to send their logs to the Log Collector service and the Security
Analytics administrator configures the Log Collector service to poll event sources and retrieve
their logs. As a result, the Log Collector receives all logs in their original form.

What Collection Protocols Are Supported

The Log Collector service supports the following collection protocols:

Log Collection Getting Started Guide 20
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Collection

Protocol

Description

AWS

Check Point

File

Netflow

ODBC

SDEE

SNMP Trap

Syslog

VMware

Collects events from Amazon Web Services (AWS) CloudTrail. Specifically
CloudTrail records AWS API calls for an account.

For more information, see The Basics in the AWS (CloudTrail) Collection
Configuration Guide.

Collects events from Check Point event sources using OPSEC LEA. OPSEC
LEA is the Check Point Operations Security Log Export API that facilitates the
extraction of logs.

For more information, see The Basics in the Check Point Collection
Configuration Guide.

Collects events from log files. Event sources generate log files that are
transferred using a secure file transfer method to the Log Collector service.
For more information, see The Basics in the File Protocol Collection
Configuration Guide.

Accepts events from Netflow v5 and Netflow v9.

For more information, see The Basics in the Netflow Collection Configuration
Guide.

Collects events from event sources that store audit data in a database using the
Open Database Connectivity (ODBC) software interface.

For more information, see The Basics in the ODBC Collection Configuration
Guide.

Collects Intrusion Detection System (IDS) and Intrusion Prevention Service
(IPS) messages.

For more information, see The Basics in the SDEE Collection Configuration
Guide.

Accepts SNMP traps.

For more information, see The Basics in the SNMP Collection Configuration

Guide.
Accepts messages from event sources that issue syslog messages.
Collects events from a VMware virtual infrastructure.

For more information, see The Basics in the VMware Collection Configuration

Guide.

21
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Collection

Protocol

Description

Windows

Windows

Legacy

Collects events from Windows machines that support the Microsoft Windows
model. Windows 6.0 is an event logging and tracing framework included in the
operating system beginning with Microsoft Windows Vista and Windows
Server 2008.

For more information, see The Basics in the Windows Collection Configuration
Guide.

Collects events from:

Older Windows versions such as Windows 2000 and Window 2003 and
collects from Windows event sources that are already configured for

enVision collection without having to reconfigure them.

NetApp ONTAP appliance event source so that you can now collect and

parse NetApp evt files.

For more information, see The Basics in the Windows Legacy and NetApp

Collection Configuration Guide.

Note: You install the Security Analytics Windows Legacy Collector on a
physical or virtual Windows 2008 R2 SP1 64-Bit server using the
SALegacyWindowsCollector-version-number.exe. Please refer to

the Windows Collection Configuration Guide for detailed instructions on how to
deploy the Windows Legacy Collector.

This topic describes basic, required tasks you need to complete to start collecting events using
Security Analytics Log Collector service. Please refer to the Log Collection Deployment Guide
for instructions on how to set up more elaborate deployments.

Basic Implementation

To implement Log Collection, you must:

1.

Set up a Log Collector locally on a Log Decoder (that is a Local Collector). You can also set

up log collectors in as many remote locations (that is Remote Collectors) as you need for

your enterprise.

Configure:

o Security Analytics Log Collection to to collect events from event sources

o Events sources to send events to Security Analytics Log Collection service.
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Roles of Local and Remote Collectors

A Local Collector (LC) is a Log Collector service running on a Log Decoder host. In a local
deployment scenario, the Log Collector service is deployed on a Log Decoder host, with the Log
Decoder service. Log collection from various protocols like Windows, ODBC, and so on, is
performed through the Log Collector service, and events are forwarded to the Log Decoder
service. The Local Collector sends all collected event data to the Log Decoder service.

You must have at least one Local Collector to collect non-Syslog events.

A Remote Collector (RC), also referred to as a Virtual Log Collector (VLC), is a Log Collector
service running on a stand-alone Virtual Machine. Remote Collectors are optional and they must
send the events they collect to a Local Collector. Remote Collector deployment is ideal when
you have to collect logs from remote locations. Remote Collectors compress and encrypt the logs
before sending them to a Local Collector.

Deploying and Configuring Log Collection

The following figure illustrates the basic tasks you must complete to deploy and configure Log
Collection. To deploy Log Collection, you need to set up a Local Collector. You can also deploy
one or more Remote Collectors. After you deploy Log Collection, you need to configure the
events sources in Security Analytics and on the events sources themselves. The following
diagram shows the Local Collector with one remote collector that pushes events to the Local
Collector.

& Local Collector (LCJ*

]

Local Deployment

Remote Locations

____jl’ush Configuration: RC
‘Pushes Event Data to LC

Remote Collector (RC)
Log Collector
Service on
Virtual Machine

*The Local Collector (LC) is the Log Collector service on the Log Decoder appliance.

The Local collector is the Log Collector service running on the Log Decoder host.

Set up Local and Remote Collectors.
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A Remote Collector is the Log Collector service running on a virtual machine or Windows

server in a remote location.

(2]

Collection Protocols - -

Event Sources

o Configure event sources:
o Configure collection protocols in Security Analytics.

o Configure each event source to communicate with the Security Analytics Log Collector.

Adding Local Collector and Remote Collector to Security Analytics

The following figure shows how to add a Local Collector and Remote Collector to Security
Analytics.

& Administration = Appliances B services

(1) Dashboard
& Investigation
M Incidents
[N Alerts

ks Reports

# Administration = Appliances

, B Services
¥ Health & Wellness
= System

i) Live

(h Sign Out

u Access the Services view.

Log Collection Getting Started Guide
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# Administration © & Hosts REventSources  WHealth & Wellness  Esystem & Security @& P @ RSASecurity Analytics

+ e v x
Lcensed | Hos o
) @ o
5 | Concentrator
>
° Decoder /
Event Stream Analysis /%LD 177 - Log Collector NWAPPLIANCE32201.. Log Collector 10.5.0.0.13821

Incident Management

i me e el e e e el

Send Us Feedback |

o Open the Add Service dialog.

Add Service

Service Log Collector
Host NWAPPLIANCERC v
Name

Connection Details

Port 56001

SSL v 9
Username

Password

Test Connection

Cancel

Define the details of the Log Collection service.
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o Select Test Connection to ensure that your Local or Remote Collector is added.

Configuring Log Collection

You choose the Log Collector, that is a Local Collector (LC) or Remote Collector (RC), for
which you want to define parameters in the Services view. The following figure shows how to
navigate to the Services view, select a log collector service, and display the configuration
parameter interface for that service.

# Administration @ ppplances [ Services

() Dashboard
& Investigation

Mo Incidents

= Appliances

, BB Services
¥ Health & Wellness
= System

1 Access the Services view

A Administration & pppliances M Services W Health & Wellness = System B RrsA 'Seturily Analytics

. /
Groups Services /
/ f
+ +o-1/ ? / X
/ 7
Name ] m,rﬁg Licensed  Appliance | Type Version Adions /"
a /
Sal / / H
o ® /Decosenz3 @ Decoder12d Decoder 1040032853 fp - /
£ /
O # i 9 LCLO186  Log Decoder 1040032763 (@ ¢ /
¥ @ logColletsr &  LCLD86  LogCollector to40f VB0 sysem
Delete Stats
@ Wil v AO Warehouse Connec.. 10404 gqp Config
| Page 1 | of1 | e} P S Displaying 1 - 100f 10
Stop Logs
Restart Securty

htps://1 "admin/services®

2 Select a Log Collection service.

3 Click & under Actions and select View > Config to display the Log Collection configuration
parameter tabs.
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A Administration ©© s Hosts B Services R\ Event Sources W Health & Wellness = System

. Change Service | B NWAPPLIANCE21159 - Log Collector |  Config

General Local Collectors Files Event Sources Settings Appliance Service Configuration

System Configuration

Name Config value

Compression 1]

Pont 50001

SSLFIPS Mode

SSL Port 56001

Stat Update Interval 1000

Threads 20

Collector Configuration Enable All  Disable Al
&

Mame Config value

= Check Point Collection =
Start Collection on Service Startup

= File Collection
Start Collection on Service Startup

= Netflow Collection
Start Collection on Service Startup

=} ODBC Collection -

2 admin | @Englisn(uniLen States) | GMT+00:00 Send Us Feedback |

4 Define global Log Collection parameters in the
General tab.

5 For a:
o Local Collector, Security Analytics displays the Remote Collectors tab. Select the Remote

Collectors from which the Local Collector pulls events in this tab.

« Remote Collector, Security Analytics displays the Local Collectors. Select the Local

Collectors to which the Remote Collector pushes events in this tab.

6 Edit configuration files as text files in the Files tab
7 Define collection protocol parameters in the Event Sources tab.
8 Define the lockbox, encryption keys, and certificates in the Settings tab.

9 Define Appliance Service parameters in the Appliance Service Configuration tab.

Data Flow Diagram

You use the log data collected by the Log Collector service to monitor the health of your
enterprise and to conduct investigations. The following figure shows you how data flows through
Security Analytics Log Collection to Investigation.
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Procedures

This topic provides an overview of the end-to-end sequential steps you must complete to start
collecting events.

High-Level Checklist

Note: The steps in this list are in the order in which you must complete them.

e oo

1 Add Local and Remote Collectors to Security Analytics.
2 Download latest content from LIVE.

3 Set up the Lockbox.
4 Configure collection protocols and event sources.
5 Start collection service for configured collection protocols.

6 Verify that Log Collection is working.

Step 1. Add Local and Remote Collectors

This topic tells how to perform the initial setup of Local Collectors and Remote Collectors so
that you can configure them.

After completing this procedure, you will have ...

o Added a Local Collector service.

o Added a Remote Collector service

Verify That the Log Decoder Is Set Up
Verify that the Log Decoder:

e is capturing data.

o has the current content loaded.

« is properly licensed.

Please refer to the Log Decoder Configuration Guide for instructions on how to configure the
Log Decoder.
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Add a Local Collector

You add a Local Collector by adding the Log Collector service to a Log Decoder host in
Security Analytics as shown in the following figure.

& Administration & Appliances B services

() Dashboard
& Investigation

¢ Incidents

= Appliances

, BB Services
¥ Health & Wellness
= System

Access the Services view.

P Administration = Hosts B services M Event Sources W Health & Weilness & Security u © RSASecurity Analytics
- - .'"-'-’ //
Groups Services — /
a7 /
+ e +4-z v x
/
Name Archiver /’ Licensed =~ Host Type Versian Actions
S @ Broker 144 - Evghit Stream Ar NWAPPLIANCE2062-E.,  Event Stream Analysis  10.5.0.0.1482 - -
- Concentrator //
Logs177 1 Decode NWA ANCE29567 Decoder 10.5.0.0.4390-3 <
¢ o Decoder / e o
Event Stream Analysis -LD-177 - Log Collector % NWAPPLIANCE32201... Log Collector 10.5.0.0.13821 -
Incident Management
LD-177 - Log Decode NWAPPLIAN 21 Log Decoder 10.5.0.0.4390-3 & -
IPDB Extractor
Log Collector 14 " NWAPPLIANCESS Concentrator 10.5.0.0.4301-2 & -
Log Decoder
8 7 NWAPPLIANCE7485-L Log Collector 10.5.0.0.13851 & -
Malware Analysis
Reporting Engine D-1 3 [ r NWAPPLIANCET4 Log Decader 10.5.0.0.4509-2 &
Warehouse Connector
7 A Incident Management 10.5.0.0.822 - 35
Waorkbench
v TTTITY ” SA PDB Extractor & - £l
® A - Malware Analy 7 Malware Analysis 10.5.0.0.83471 & -
| Page 1 of1 | | C Displaying 1 -11 of 11

o Open the Add Service dialog.
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Add Service

Service

Log Collector
Host NWAPPLIANCERC lv|

Name

Connection Details

Port 56001

SSL v 9
Username

Password

Test Connection

Cancel

e Define the connection details of the Log Collection service on a Local Collector.

o Click Test Connection. If the connection is valid you will see Test connection
successful. If the connection fails you will see Fail. If it failed, make sure that the Log Decoder
host is running and that you have entered the correct information on the Add Service dialog and
click Save.

Add a Remote Collector (Optional)

You add a Remote Collector by adding the Log Collector service to a remote host as shown in
the following figure.

Note: Before you add a Legacy Windows Remote Collector, you must install the Security
Analytics Legacy Windows Collector on a physical or virtual Windows 2008 SP1 64-bit server
using the SALegacyWindowsCollector-version-number.exe. Y ou download the
SALegacyWindowsCollector-version-number.exe from SCOL (please refer to the Microsoft
Windows Legacy Windows Eventing Configuration Guide for instructions.)
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# Administration = Appliances

Dashboard
Investigation
- Incidents
Alerts
Reports

Administration = Appliances
\ Live , B Services
¥ Health & Wellness

Profil
rofile = System

#; Help

(h Sign Out

Access the Services view.

2 Administration & Hosts @ services RN Ev System @ Security O B © RSASecurity Analytics
Groups
-
+ < +S -3 | T x
Name Archiver Ucensea  Host Type wersion Actions
S o Broker 0 EventStresm Anslysis  10.5.00.1482 & 2
- Concentrator
Logs177 C " 10.5.0044390- z
8 o - Decoder 0.5.00.4390-3 -]
Event Stream Analysis LD-177 - Log Collector 7 NWAPPLANCEI2201.. LogCollector 105.00.13821 [ E
Incident Management
1 Log Decode X Log Decoder 1050043903 o
IPDB Extractor
Log Collector Cone 10.5.00.4301.2 e
Log Decoder
£ , 10.5.00.13851 -
Malware Analysis
Reporting Engine i g N Log Decoder 1050045002 -
Warehouse Connector
& Incsdent Maragement 10.5.00.822 £- 2
Workbench
O 1PDB Exiracior - i
@  SA-Maiware A “ Mahware Anslysis 10.5.00.8347-1 e
| Page 1 | of1 | Ic Displaying 1- 11 of 11

o Open the Add Service dialog.

Log Collection Getting Started Guide



Log Collection

Add Service

Service Log Collector
Host NWAPPLIANCERC ]v|
Mame

Connection Details
Port 56001

SSL 7 o

Username

Password

Test Connection

Cancel

o Define the connection details of the Log Collection service on a Remote Collector and
click Save.

o Click Test Connection. If the connection is valid you will see Test connection
successful. If the connection fails you will see Fail. If it failed, make sure that the Log Decoder
host is running and that you have entered the correct information on the Add Service dialog and
click Save again.

Step 2. Download Latest Content from LIVE

This topic sends you to the RSA Content and Resources documentation in which you will find
the instructions for retrieving Log Collection content.

Return to Procedures

LIVE is Security Analytics' Content Management System from which you download the latest
content. The two resource types you use to download Log Collection content are:

« RSA Log Collector - content enabling the collection of event source types.
« RSA Log Device - the latest supported event source parsers. See Adding or Updating

Supported Event Source Log Parsers in the RS4 Content and Resources Guide for

instructions on how to download log parsers from LIVE.
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Step 3. Set Up a Lockbox

This topic tells you how to configure Lockbox Security Settings.

What Is a Lockbox

A lockbox is an encrypted file that you use to store confidential information about an application.
The Security Analytics Lockbox stores an encryption key for the Log Collector.

The encryption key is used to encrypt all event source passwords and the event broker password.
When you create the Lockbox, you need to define a password for the Lockbox.

The Log Collector operates the Lockbox in a mode during data collection that does not require
you to specify the password (the Log Collector uses the host system fingerprint instead).

These are the lockbox security settings.

e o~

Old Lock- When you set up a Lockbox for the first time, this field is blank. Security Ana-
box Pass- lytics populates this field after you enter a New Lockbox Password and click

word Apply.

New Initial or new lockbox password. To maximize lockbox security, specify a pass-
Lockbox  word that is eight or more characters in length with at least one numeric character,

Password uppercase character, and non-alphanumeric character such as # or !

Apply Click Apply to save the changes to the lockbox password.

Set Up a Lockbox

To set up a lockbox you need to set a password, as follows:

1. Inthe Security Analytics menu, select Administration > Services.
2. In Services, select a Log Collector service.

3. Click © under Actions and select View > Config.

The Service Config view is displayed with the Log Collector General tab open.
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4.

5.

6.

Click the Settings tab.

& Administration © = Hosts £ Services N Event Sources W Health & Wellness == System & Security () 19,. a RSA ‘Security Analytics

&+ Change Service | -Log Collector | Config ©

General Remote Collectors Files Event Sources  Event Destinations FEGL -Gl Appliance Service Configuration

Lockbox
Certificates

Lockbox Security Settings

Set or change the lockbox password. You will be required to enter this password to perform any lockbox management.

Old Lockbox
Password

New Lockbox
Password

Apply

Reset Stable System Value

This operation sets the system fingerprint in the lockbox, This is typically enly required after changing the host hardware.

Lockbox
Password

Generate New Encryption Key

Generates a new internal encryption key and re-encrypts the [og collector’s encrypted configuration values with it.

Apply

2 admin | &3 English (United States) | GMT+00:00

Send Us Feedback | 10.6.0.0.20099-1

In the options panel, select Lockbox to configure Lockbox settings.

Under Lockbox Security Settings, enter a password in the New Lockbox Password field

and click Apply.

Step 4. Configure Collection Protocols and Event Sources

This topic tells you how to configure collection protocols and the event sources using those

protocols.

You configure the Log Collector to collect event data from your event sources in the Event
Sources tab of the Log Collection parameter view.

Procedures

Configure a Collection Protocol

The following figure shows the basic workflow for configuring an event source in Security
Analytics. Each event source has different parameters so you must to refer to guides for the
event source you are configuring for all the instructions.
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# Administration & Appliances

(D) Dashboard
& Investigation
A Incidents
[N Alerts

ki Reports

£ Administration = Appliances

, B Services
¥ Health & Wellness
2= System

9 Live

A Administration & pppliances @ Services W Health & Wellness = System

. /
Groups Services /
J/ /
+ ! k4 / X
s
Name Licensed  Appliance Type Version Agions /
sa / G
@ Decoderi2)  Decoder 104.0.0.3286-3 B /
) ¥ LCLD-18E Log Decoder 104.0.0.3276:3 e 18 .'/
| 4
“ % LCADA86  LogCollector to40f VB0 sysem
Delete Stats
O e win ) AID Warehouse Connec.. 10404 gqp Config
| Page 1 | oft | K] Ea S Displaying 1 - 10.0f 10
stop Logs
hitps://1 Tadmin/senvicest Restart Securty

e Select a Log Collection service.

e Click * under Actionsand select View > Configto display the Log Collection
configuration parameter tabs.
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P Administration mHosts ~ @Senvices  R\EventSources  WHealth &Wellness  Z=System @security ) BB @ RSASecurity Analytics

% ChangeService | @ NWAPPLIANCE21159 - Log Collector | Config

General Local Collectors Event Sources Settings  Appliance Service Configuration
File v Config v
Event Categories Available Eves

Send Us Feedback | 10.5.0.0.15589-1

o Click the Event Sources tab.

O
(6

The event source category is part of the content you downloaded from LIVE.

Select a collection protocol (for example, File) and select Config.

Click + and select an event source category (for example, apache).

‘ & Administration © & Hosts Sservices R\ Event Sources @ Health & Wellness 3= system Bsecurity ) BB @ RSASecurity Analytics
¢, Change Service | @ 1|09 Collector lecor | Config
General Local Collectors Files Event Sources Appliance Service Configuration
File ~| Config
Euen‘ﬁ Categories
- & Import Source

Flle Directory | Addres FlleSp( Flle En Enable Ignore FlleDis Sequer SaveO SaveO Manag EmorF ErrorF ErrorF Manag Saved Saved| Saved Debug

| Page |1 | of1 | No More ftems

Send Us Feedback |
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File Directory * homeapache
Address 127.0.0.1
File Spec ]

File Encoding UTF-8
Enabled v

Ignore Encoding

Bas; Conversion Errors
File Directory * [homeapache] File Disk Quota 10 <
Address 127.0.01 Sequential Processing ¥
File Spec Ads Save On Error “
File Encoding UTF-8 Save On Success
Enabled w Eventsource SSH Key
A 4 =
N Debug off v
Manage/Error Files
. /
N
N\ /| Manage Saved Files
Cancel 3
N >~
AN Cancel oK

a Specify the basic parameters required for the event source.

o Click ™ and specify additional parameters that enhance how the protocol handles event
collection for the event source.
Individual Collection Protocol Guides

The following guides provide detailed instructions on how to configure the collection protocols
and their associated event sources in Security Analytics. Each guide includes an index to
configuration instructions for the event sources supported for that collection protocol.
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Configure individual collection protocols. Instructions are in the individual Log Collection
Guides:

e AWS (CloudTrail) Collection Configuration Guide

e Check Point Collection Configuration Guide

o File Collection Protocol Configuration Guide

o Netflow Collection Configuration Guide

o ODBC Collection Configuration Guide

e SDEE Collection Configuration Guide

e SNMP Collection Configuration Guide

o VMware Collection Configuration Guide

o Windows Collection Configuration Guide

o Windows Legacy and NetApp Collection Configuration Guide

« Configuration Guides for each supported event source.

See the Event Source Configuration Guide space on RSA Link for these guides.

Step 5. Start Collection Services and Enable Automatic Start

If a collection service stops, you may need to start it again. You can also enable the automatic
start of collection services.

Start a Collection Service

Return to Procedures

The following figure shows you how to start a collection service.

#3 Administration © g Appliances Q Services D Health & Wellness D System RSJ'\'SemrityAnalyli(s

n System
Services
+ +- WFH| P | Fucenses> | &= . Config
Name [ Name Licensed  Appliance Type Version " Refresh B= Explore
B Al O t B Logs -
1 e Y Log Collector ~ 2.222 Q stop ® Security
4 Remote Collector ) egacy Log Collector ~ 33.3.3 o5 -
—
T of T— § 4 4 Faa
| Page 1 [oft~+— 1) | C Displaying 1 - 14 of 14

Send Us Feedback = 10.4.0.0.9628-1
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Select a Log Collector service and click & under Actions.

o Click View > System.

P Administration - &= Hosts 8 services

t. Change Service |

%

. Hgst Tasks ) shutdown Service

@Cﬂlleninn o

=L

o Click Collection > service (for example, File) and click Start.

Enable Automatic Start of Collection Services

The following figure shows you how to enable the automatic start of a collection service.

Log Collection Getting Started Guide



Log Collection

P Administration & Hosts B services

admin/senices®

® 6

Click View > Config.

A Administration = Hosts B services N\ Event Sources

# Change Service | IH NWAPPLIANCE21159 - Log Collector |  Config &

General Local Collectors Files Event Sources Settings

System Configuration
Name

Comprassian

Port

SSLFIPS Mode

SSLPort

Collector Configuration
Name
= Check Point Collection

Start Collection on Service Startup
@ File Collection

Start Collection on Service Startup.

2 admin | @ English (Unite

tes) | GMT+00:00

@

example, File) and click Apply.

@

N Event Sources

@ Health & Wellness

Groups Services
+ c +o = |
Name ] Name— - Licensed
=L (10] \’«/.’NWAPPLIANCE?_HS‘}-LagCoIlector
®
L]
o
]
@
o]
[ ] V
Page 1 of1 | 1 C

Select a Log Collector service and click =

2= system

Appliance Service Configuration

Config Value
0

50001

[}

56001

Config Value

start upon the startup of the Log Collector service.

W Health & Wellness

o

& Security

= System

Host Type

NWAPPLIANCE21159 Log Collector
Log Decoder
Log Collector
Log Decoder
Log Collector

Log Decoder

ncident Managem

PDB Extractor

under Actions.

Bsecuriy B @

RSA "Security Analytics

Engble Al Disable All
4

Send Us Feedback | 10.5.0.0.15589-1

Ol -

LN X
\‘\
Version \‘\\\Acuons
10.5.0.0.13874 -::-‘ -
104000 View » System
i te Stats
105.0.0 \
1 Edit
ey Config
105.00]  Start} Expiore
\
| Stop |\ Log;
10.5.0.04 |
| Restart \.‘ !

10.5.0.0.4869-3

10.5.0.0.828

10.5.0.0.15974-2

Send Us Feedback | 10.5.0.0.15589-1

@

RSA ‘Security Analytics

\ Displaying 1-10 of 10

Select the Start Collection on Service Startup checkbox for a collection service (for

(Optional) You can click and click Apply to select every collection service to
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Step 6. Verify That Log Collection Is Working

This topic tells you how to verify that you have set up Log Collection correctly.

You need to verify that Log Collection has been configured correctly, otherwise it might not
work.

The following methods verify that Log Collection is working.

o Verify that there is event activity the Event Source Monitoring tab of the Administration
> Health & Wellness view.

o Verify that there are parsers in the device.type field in the Details column in the

Investigation > Events view for the collection protocol you configured.

Please refer to the Log Collection Configuration Guide for each Collection Protocol for steps on
how to verify that protocol is set up correctly.

Reference - Configuration Parameters Interface

Reference topics for the Log Collection configuration parameter and system command user
interface:

o Log Collector Configuration Parameters Interface:The Log Collector Config Service view is the

view on which you maintain all the Log Collector configuration parameters.

o Log Collection Service System View Interface: The Log Collector Systems view is the view on

which you execute all the Log Collector system commands and review the status of the

service.

Log Collector Configuration Parameters Interface

This topic points you to the reference documentation for the Log Collection parameter user
interface.

The Log Collector Config Service view is the view on which you maintain all the Log Collector
parameters. The following diagrams show you where to find the documentation for each tab on
the Parameters view.

Described in this

Tab Description .
Guide
General High-level parameters that govern the operation of ~ Log Collection
the Log Collector service and each collection Configuration Guide
protocol.

Log Collection Getting Started Guide 42



Log Collection

Tab Description

Described in this
Guide

Remote/Local For Local Collector, the Remote Collectors tab
defines which Remote Collectors (RCs) the Local

Sl Collector pulls events from.
For Remote Collector, Local Collectors tab defines
which Local Collectors (LCs) the Remote Collector
pushes events to.

Event Supported collection protocols.

Sources

Settings Lockbox, Encryption Key, and Certificates

Log Collection Service System View Interface

Log Collection
Deployment Guide

AWS (CloudTrail)
Collection Configuration
Guide

Check Point Collection
Configuration Guide

File Collection Protocol
Configuration Guide

Netflow Collection
Configuration Guide

ODBC Collection
Configuration Guide

SDEE Collection
Configuration Guide

SNMP Collection
Configuration Guide

VMware Collection
Configuration Guide

Windows Collection
Configuration Guide

Windows Legacy and
NetApp Collection
Configuration Guide

Log Collection
Configuration Guide

This topic introduces features in the System view that pertain specifically to Log Collection.
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A Log Collector is a service that runs on a Log Decoder host (referred to as a Local Collector)
or sends events from a Remote Collector to a Local Collector, and is configured and managed in
a similar way to a Log Decoder. Therefore, most of the information in this section refers to
Decoders in general. Differences for Log Collectors are noted. To display this view:

1. Inthe Security Analytics menu, select Administration > Services.
The Administration services view is displayed.

2. Click the checkbox next to a Log Collector, and select View > System.

& Administration © = Hosts £ Services N Event Sources W Health & Wellness == System B Security 0} 1?,. e RSA ‘Security Analytics

% Change Service | [ -Log Collector |  System

Collection = [ HostTasks () Shutdown Service () Shutdown Appliance Service () Reboot

Log Collector Service Information Appliance Service Information

Name ¥ (Log Collector) Name NWAPPLIANCE277 (Host)

Version 10.6.0.0.14257 (Rev c402dcfac2d5) Version 10.5.0.0.5307 (Rev 26631061 ee60)

Memory Usage 527 MB (3.31% of 15352 MB) Memory Usage 18308 KB (0.11% of 15952 MB)

cPU 9% CPU 7%

Running Since  2015-Oct-23 14:28:58 Running Since  2015-Oct-23 14:28:34

Uptime 8 weeks 4 days 2 hours 34 minutes 57 seconds Uptime 8 weeks 4 days 2 hours 35 minutes 20 seconds

Current Time  2015-Dec-22 17:03:55 Current Time  2015-Dec-22 17:03:54

Log Collector User Information Host User Information

Name admin Name admin

Groups Administrators Groups Administrators

Roles connections.manage, logcollection.manage, logs.manage, sdk.content, Roles appliance.manage, connections.manage, logs.manage, services.manage,
sdk.manage, sdk.meta, services.manage, storedproc.execute, storedproc.execute, storedproc.manage, sys.manage, users.manage

storedproc.manage, sys.manage, users.manage

License Information

Service ID 562a43b9e4b03fe14d5eSebe

Session Information

Session User IP Address Login Time ~ Active Queries
878725 admin 2015-Dec-22 17:00:14 0
878748 escalateduser 2015-Dec-22 17:00:15 0
3638 admin 2015-0ct-23 14:29:06 0
3668 admin — 2015-0ct-23 1429:06 0
69284 admin 2015-0ct-28 13:11:05 o

2 admin | iﬁ“{:l&nghsh(umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Service Info Toolbar
Collection ™ ﬁ Host Tasks () Shutdown Service () Shutdown Appliance Service () Reboot

The Service Info toolbar shares many options with the Service System view toolbar. The
following table describes the options which are unique to the Service Info toolbar.
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o

Displays a list of the collection protocols and gives you the options:

o Start - start collecting event data from a stopped protocol.
Collection « Stop - stop collecting event data from a started protocol.

o Pause - pause the collection of event data from a started protocol. Please refer

to the Step 5. Start Collection Services and Enable Automatic Start

Troubleshoot Log Collection

This topic describes the format and content of Log Collection Troubleshooting. Security
Analytics informs you of Log Collector problems or potential problems in the following two
ways.

o Log files.

o Health and Wellness Monitoring views.

Log Files

If you have an issue with a particular event source collection protocol, you can review debug
logs to investigate this issue. Each event source has a Debug parameter that you can enable (set
parameter to On or Verbose) to capture these logs.

Caution: Only enable debugging if you have a problem with this event source and you need to
investigate this problem. If you have Debug enabled all the time it will adversely affect the
performance of the Log Collector.

Health and Wellness Monitoring

Health and Wellness monitoring makes you aware of potential hardware and software problems
in a timely manner so that you can avoid to outages. RSA recommends that you monitor the Log
Collector statistical fields to make sure that the service is operating efficiently and is not at or
near the maximum values you have configured. You can monitor the following statistics (Stats)
described in the Administration > Health & Wellness view.
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& Administration & Hosts

(D) Dashboard

& Investigation

Yo Incidents
| Alerts
|2 Reports

& Administration Hosts

Services

Event Sources
Health & Wellness
System

b Security

X Profile

ez

M Sign Out

Sample Troubleshooting Format

Security Analytics returns the following types of error messages in the log files for.

timestamp failure (LogCollection) Message-Broker Stat-

istics:

Log Mes-

sages
timestamp failure (AMQPClientBaseLogCollection):

timestamp failure (MessageBrokerLogReceiver) :

The Log Collector cannot reach the Message Broker because the Message

Possible Broker:

Cause . stopped running.

o has erroneous connection settings.
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I. <use the="the" initctl="initctl" command="command"
on="on" console="console" to="to" check="check"
status="status" of="of" message="message"
broker="broker" shell="shell"
console.="console.">returns the following if the
message broker is not running:</use>

Solutions
prompt$ status rabbitmg

rabbitmg start/running, process 10916

2. Start the RabbitMQ Message Broker on event-broker node in the Explore

view:
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P Administration & mAppiances  @Senices W Health & Wellness (T) B A Security Anaytics
& Change Senice | @_Lﬂg(ﬂ\lecmr | Explore ¢
= . [Event-Broker Log Callector {Log Collector)
E LogC... U=
tonfig *
] Log Colecor [0G COLE. |
destingtion
8 comnecions o
destingtions
A eventoroker ‘ }
B0 e processors
ot i i O fevent-proker X
T — Properties for Log Callector (Log Collector) /event-Droker,
==|:|cgs start v
Bt Send
80 Message Help
Start the event broker
Dl security roles:logeallection manage
0 storeproc *
EIN
A users

Respanse Quiput
A deiceanpliarce

1 admin | §9 English (iced Sates) GMT+00:00 Send Us Feedback | 104.0.0.11643-1
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Log Collection Deployment Guide

This guide tells you how to deploy Log Collection in your Security Analytics domain. It provides
detailed deployment instructions (that is, how to set up Local and Remote Collectors). It does not
contain any global Log Collection or individual collection protocol information.

This guide tells you how to set up the Log Collection deployments currently available in Security
Analytics.

This guide does not tell you how to:

o Get started by creating the basic, minimum deployment and configuration. This information is
in the Log Collection Getting Started Guide.

o Configure Log Collection as a whole after deployment. This information is in the Log

Collection Configuration Guide.

« Configure individual collection protocols. Instructions are in the individual Log Collection
Guides:

o AWS (CloudTrail) Collection Configuration Guide

o Check Point Collection Configuration Guide

o File Collection Protocol Configuration Guide

o Netflow Collection Configuration Guide

o ODBC Collection Configuration Guide

o SDEE Collection Configuration Guide

o SNMP Collection Configuration Guide

o VMware Collection Configuration Guide

o Windows Collection Configuration Guide

o Windows Legacy and NetApp Collection Configuration Guide

« Configuration Guides for each supported event source guide.

See the Event Source Configuration Guide space on RSA Link for these guides.

The Basics

This topic outlines the basic procedures you complete to deploy Log Collection to meet the needs
of your enterprise
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How You Deploy Log Collection

You can deploy Log Collection according to needs and preferences of your enterprise. This
includes deploying Log Collection across multiple locations and collect data from varying sets of
event sources. You do this by setting up a Local Collector with one or many Remote Collectors.

Components of Log Collection

The following figure shows all the components involved in event collection through the Security
Analytics Log Collector.

Intranet
Windows IR _
event sources N
Windows Legacy Open Database
event sources Connectivity (ODBC)
event sources
Netflow
| eventsources | | Oracle M55QL
[ | NetApp Windows Other DBs
"'—_,’-..h | 2993 / _ Sybase
T / —
AN snis 4
. ) A AWS
- — http or https | .
R Netflow N f ODBC (CloudTrail
VMware (2055, 4739, . ya .
event sources 6343, 9995) T - :
http or https S
Log Collection - e
- (l.::al and _— Check Point
- — mote event sources
[~ Collectors) OPSEC LEA
T (1s184)
B2 SR SNMP -~ SDEE sftp (TCP22) Svel
UDP162 (443) scp (TCP22) yslog . -
- ( j ) ftps (TCP20 TCP21) (TCP/UDP —
: N 514)
SNMP ' File
event sources event sources

. _ \ SDEE log file
[ l- | eventsources | log fil - |
| I _ | .'. og file log file _ .: I.

: . T Syslf_iient

- e sources

IDS/IPS
*In Log Collection, Remote Collectors send events to the Local Collector and the Local Collector sends events tﬁ.fh_e_l.'ﬁ.g Decoder.
For more information on Log Collector Event Source content, see the topic Configure Event

Sources to Send Events to Security Analytics in the Log Collection Configuration Guide.

Local and Remote Collectors

The following figure illustrates how the Local and Remote Collectors interact to collect events
from all of your locations.
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In this scenario, log collection from various protocols like Windows, ODBC, and so on, is
performed through both the Remote Collector and Log Collector service. If the log collection is
done by the Local Collector, it is forwarded to the Log Decoder service, just like the local

deployment scenario. If the log collection is done by a Remote Collector, there are two methods
in which these are transferred to the Local Collector:

o Pull Configuration - From a Local Collector, you select the Remote Collectors from which

you want to pull events.

o Push Configuration - From a Remote Collector, you select the Local Collector to which you

want to push events.

You can configure one or more Remote Collectors to push event data to a Local Collector, or
you can configure a Local Collector to pull event data from one or more Remote Collectors.

For 10.4 Remote Collector and later releases, you can set up a chain of Remote Collectors for
which you can configure:

e One or more Remote Collectors to push event data to a Remote Collector.

« A Remote Collector to pull event data from one or more Remote Collectors.

Note: For Remote Collector chaining, you can only:
Push data from a 10.4 or later Remote Collector to other 10.4 or later Remote Collectors or
10.4 or later Local Collectors.

Use a 10.4 or later Remote Collector to pull data from one or more 10.4 or later Remote
Collectors.
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Pull Configuration:
LC Pulls Event Data from RC T ;f

Full Configuration:
Parent RC Pulls Event
Data from RC

i{Push Configuration:
RC Pushes Event
Data to Parent RC

g

e et
/" Remote Collector (RC) ™.
Log Collector
Service on
Virtual Machine

RC

* The Lecal Collectar (LC) is the Log Collector service an the Log Decoder appliance.

Windows Legacy Remote Collector

|RC Pushes Event Datato LC

Remote Collector (RC)
Log Collector
Service on
Virtual Machine

The following figure illustrates the deployment required to collect events from Windows Legacy

(Windows 2003/2000 and NetApp) event sources).
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Event Source Domains

"~ Domaini - " Domainz
Event Sources . Event Sources

-._‘ NetApp Cntap __-'I
\Windows 2003

NetApp Cntap J
-.or earler >

. Windows 2003
“__or earler

[ £y
| Windows 2003 N\
oF earler 3

on 64-Bit B
Windows Server

Log Collector
on Log Decoder

]

Procedures

This topic introduces the high-level steps that you need to complete to deploy and configure Log
Collection
Deployment Checklist

Before you deploy Log Collection, make sure that the Log Decoder:

o is capturing data. Refer to the Decoder and Log Decoder Configuration Guide for more

information explaining how data is captured.
 has the Log Decoder content loaded.

o is properly licensed. Refer to the Licensing Guide for more information on the licensing

process.

Step Description

Access Local and Remote Collectors
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Step Description

Configure Local and Remote Collectors.

o Pull Events from Remote Collectors.

o Push Events to Local Collectors.

Configure a Chain of Remote Collectors.

Throttle Remote Collector to Local Collector Bandwidth.

Access Local Collectors and Remote Collectors

This topic tells how to access Local Collectors and Remote Collectors so that you can configure
them. You can access a Local Collector or Remote Collector by selecting the service that you
want in the Administration > Services view. If you do not see a Local Collector or Remote
Collector in the Services view, you need to add it.

After completing this procedure, you will have:

e Added a Local Collector/Remote Collector service.

e Added a Legacy Windows Remote service
Procedures

Add a Local Collector/Remote Collector

You add a Local Collector by adding the Log Collector service to a Log Decoder host in
Security Analytics.
You add a Remote Collector by adding the Log Collector service to a host in Security Analytics.

Note: The dialog boxes are identical for Local Collectors, Remote Collectors,
and Legacy Windows Collectors.
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# Administration = Appliances

(D) Dashboard
Investigation
e Incidents
Alerts
Reports

Administration = Appliances

B Services

@ Health & Wellness
2= System

9 Live
Profile
Help

Sign Out

Access the Services view.

» Administration msposts @ Services EY Sources @ Health & Wellness = system & security S B © RSASecurity Analytics

Groups
+ < v x
Name Archiver Licensed  Host Type Version Actions,
Sl @ Broker Event Stream Aralysis  10.5.00.1482 o5 - B
& Concentrator M
Logs1 77 Decoder 10.5.00.43003 e
“ o Decoder e N L
Event Stream Analysis -LD-177 - Log Collector < NWAPPLIANCE32201...  Log Collector 10.5.0.0.13821 f- =
Incident Management
1 u ie NCE22 Log Decoder 105.0.0.4300-3 &
IPDB Extractor
LLog Collector 10.5.00.4301-2 e
Log Decoder
s / 10.5.00.13851 &
Malware Analysis
Reporting Engine 1050045092 &
Warehouse Connector
& germers 10.5.00.822 (-
Workbench
I ——rrrr— 1PDB Extractor e 1
® SA-Mow % Matwore Analysis 1050083471 o
| Page 1 | of1 | I C Displaying 1-11 of 11

o Click + to open the Add Service dialog and select Log Collector.
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Add Service

Service Log Collector
Host NWAPPLIANCERC w
Mame

Connection Details

Port 56001

SSL v 9
Username

Password

Test Connection |+ e

Cancel

o Define the connection details of the Log Collector service on a Local Collector.

o Click Test Connection. If the connection is valid you will see Test connection
successful. If the connection fails you will see Fail. If it failed, make sure that the Log Decoder
host is running and that you have entered the correct information on the Add Service dialog and
click Save again.

To add a Local Collector or Remote Collector:
1. Inthe Security Analytics menu, select Administration > Services.
2. In the Services view, select + in the toolbar.

The Add Service dialog is displayed.
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Add Service

Service Log Collector

Host NWAPPLIANCE277

Name

Connection Details

Port

551 ™

Username

Password Feve s ek ek

Test Connection

Cancel

3. Inthe Add Service dialog, provide the following information.

e o

Service Select Log Collector as the service type.
Name Type name you want to assign to the service.
Host Select the log collector host that you added to the Hosts view where

the corresponding log collector service resides.
Port Default port is 50001 for clear text and 56001 for SSL encrypted.

SSL Select SSL if you want Security Analytics to communicate with the
host using SSL. The security of data transmission is managed by
encrypting information and providing authentication with SSL

certificates.
(Optional)Username Type the username of the Local Collector.
(Optional) Password Type the password of the Local Collector.

4. Click Test Connection to determine if Security Analytics connects to the service.

5. When the result is successful, click Save.

If the test is unsuccessful, edit the service information and retry.
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Add a Legacy Windows Remote Collector

You add a Remote Collector by adding the Log Collector service to a remote host.

Note: Before you add a Legacy Windows Remote Collector, you must install the Security
Analytics Legacy Windows Collector on a physical or virtual Windows 2008 SP1 64-bit server
using the SALegacyWindowsCollector-version-number.exe. Y ou download the
SALegacyWindowsCollector-version-number.exe from Download Central (please refer to
the SA-v10.6 Legacy Windows Update and Installation Instructions.)

& Administration & Appliances B services

() Dashboard
& Investigation

Mo Incidents

= Appliances

, BB Services
¥ Health & Wellness
= System

Access the Services view.

R

A Administration aosts @ Services S\ Event Sources W Health & Weilness = system & security H P @ RSASecurity Analytics

Groups Services p
+ c +4 -z v x
Name Archiver / Licensed  Host Type version Actions
Broker J/ W 2 EventSream Analyziz  10.5.0.0.1482
Concentrator £
Decoder
Event Stream Analysis -LD-177 - Log Collector % NWAPPLIANCE32201...  Log Collector 10.5.0.0.13821
Incident Management
1PDB Extractor

Log Collector

Log Decoder

Malware Analysis
Reporting Engine
Warehouse Connector
Workbench
—————

¢
L)

64 - Decoder N Decoder 10.5.00.4390-3
1 1050043903
10.5.00.4301-2

10.5.00.13851

10.5.00.4509-2

10.5.00.822

£ J0NE - DK - JNE - TN - SRNE - JE - NNE - M -

° ahware A % A Mahware Anslysis 10.5.0.0.8347-1

£

| Page 1 of1 | Ic Displaying 1- 11 of 11

o Click + to open the Add Service dialog and select Log Collector.
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Add Service

Service Log Collector
Host NWAPPLIANCERC v
Name

Connection Details

Port 56001

551 V 9
sername

Password

Test Connection | + 0

Cancel

o Define the details of the Log Collection service on a Remote Collector.

o Click Test Connection. If the connection is valid you will see Test connection
successful. If the connection fails you will see Fail.If it failed, make sure that the Log Decoder
host is running and that you have entered the correct information on the Add Service dialog and
click Save again.

To add a Remote Collector:
1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services view, select + in the toolbar.

The Add Service dialog is displayed.
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Add Service

Service Log Collector

Host NWAPPLIANCE277

Name

Connection Details

Port

551 ™

Username

Password Feve s ek ek

Test Connection

Cancel

3. Inthe Add Service dialog, provide the following information.

oo

Service Select Log Collector as the service type.

Name Type the service name.

Host Select a remote host.

Port Default port is 50001 for clear text and 56001 for SSL encrypted.
SSL Select SSL if you want Security Analytics to communicate with the

host using SSL. The security of data transmission is managed by
encrypting information and providing authentication with SSL

certificates.
(Optional) Username Type the username of the Remote Collector.
(Optional) Password Type the password of the Remote Collector.

4. Click Test Connection to determine if Security Analytics connects to the service.

5. When the result is successful, click Save.

If the test is unsuccessful, edit the service information and retry.
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Provisioning Local Collectors and Remote Collectors

The Security Analytics server verifies if an appliance has a Log Decoder service. If there is a
Log Decoder service, it becomes a Local Collector. If a Log Decoder service is missing, it
becomes a Remote Collector. A local Log Collector has an Event Destination and by default
goes to the Local Log Decoder service. A Remote Collector does not have an Event Destination.
The Security Analytics server identifies a Legacy Windows Collector as a Remote Collector.

Note: Remote Collector checkbox has been removed from the Edit Service dialog box.
Security Analytics dynamically determines whether it is a Local or Remote Collector.

To edit a Local Collector or Remote Collector:
1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services view, select & in the toolbar.

The Edit Service dialog is displayed.
Edit Service

Service Log Decoder

Host NWAPPLIANCE2T7Y
MName NWAPPLIANCEZ277 - Log

Connection Details
Port 56002
SSL ™

Username

Fassword khEkEkdhik

Test Connection

3. Inthe Edit Service dialog, provide the following information.

G

Service Select Log Collector as the service type.

Host Select a Log Decoder host.
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o e

Name Type name you want to assign to the service.
Port Default port is 50001 for clear text and 56001 for SSL encrypted.
SSL Select SSL if you want Security Analytics to communicate with the

host using SSL. The security of data transmission is managed by
encrypting information and providing authentication with SSL

certificates.

(Optional) Type the username of the Local Collector.

Username
(Optional) Password Type the password of the Local Collector.

4. Click Test Connection to determine if Security Analytics connects to the service.

5. When the result is successful, click Save.

If the test is unsuccessful, edit the service information and retry.

Configure Local and Remote Collectors

This topic tells you how to configure Local and Remote Collectors.

When you deploy Log Collection, you must configure the Log Collectors to collect the log events
from various event sources, and to deliver these events reliably and securely to the Log Decoder
host, where the events are parsed and stored for subsequent analysis.

You can configure one or more Remote Collectors to push event data to a Local Collector, or
you can configure a Local Collector to pull event data from one or more Remote Collectors.

Return to Procedures
This topic tells you how to:
o Configure Local Collector to Pull Events from Remote Collector

If you want a Local Collector to pull events from Remote Collector, you set this up in the

Remote Collectors tab of the Local Collector's Configuration view.

o Configure Remote Collector to Push Events to Local Collectors
If you want a Remote Collector to push events to a Local Collector, you set this up in the
Local Collector tab of the Remote Collector's Configuration view. In the Push configuration,

you can also:
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o Configure Failover Local Collector for Remote Collector
You set up a destination made up of local collectors. When the primary Local Collector is
unreachable, the Remote Collector attempts to connect to each local collector in this

destination until it makes a successful connection.

o Configure Replication
You set up multiple destination groups so that Security Analytics replicates the event data
in each group. If the connection to one of the destination groups fails, you can recover the

required data because it is replicated in the other destination group.

o Configure Log Routing for Specific Protocols
You set up multiple destinations in a destination group to direct event data to specific

locations according to protocol type.

o Configure Chain of Remote Collectors
You can set up a chain of Remote Collectors to push event data to a Local Collector, or you

can configure a Local Collector to pull event data from a chain of Remote Collectors.
o One or more Remote Collectors to push event data to a Remote Collector.

« A Remote Collector to pull event data from one or more Remote Collectors.

Failover and Replication

The following figure illustrates a Remote Collector configured for failover and replication.
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——~" Destination Group 1 T
.-"f b = "
_;’/ | Destination 1 | Destination 2 \x_
[ . |
\ LCc-1 ! T LCc-3 J
N, 1 i H | i
. - i i i _#, T - — i ,»/
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o P >
-._____'-ddaf__-" _— .
— T T—— Failover LC
RC Replication
e e
T— _—  Destination Group 2
. LQ__ o i Destination 4

In Destination Group 1, LC-2 and LC-3 are the failover local collectors configured for LC-1. If
the Remote Collector cannot connect to LC1 for some reason, the Remote Collector attempts to
connect to LC-2 or LC-3 until it makes a successful connection.

Destination Group 1 and Destination Group 2 are configured for replication. If Local Collector
in Destination Group 1 fails, you can use the data replicated in the Local Collector in the
destination Group 2.

Note: You can also set up log routing so that event data for specific protocols is sent to
specific destinations.
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Procedure

You choose the Log Collector, that is a Local Collector (LC) or Remote Collector (RC), for
which you want to define deployment parameters in the Services view. The following procedure
shows you how to navigate to the Services view, select a Local or Remote Collector, and
display the deployment parameter interface for that service.

& Administration ® pppliances [l Services

(1) Dashboard
& Investigation
M- Incidents
| Alerts

R

& Administration = Appliances

, B Services
¥ Health & Wellness
= System

(T Live

Access the Services view.

A Administration @ pppliances [ Services W Health & Wellness 2 System (B B RSASecurity Analytics
- /
Groups Services  / /
/ /
+ +o=-0Ef 4 / %
/ 7
Name ] Nf{e Licensed  Appliance | Type Version Adions . /"
Sal / / H
Ldif ] @ /Decoderia @ Decoderl2d  Decoder 1040032863 o /
£ /
O # i 9 LCLO186  Log Decoder 1040032763 (B¢ /
¥ @ logColletsr &  LCLD86  LogCollector to40f VB0 sysem
Delete Stats
@ weios @ WO Warehouse Connec.. 10404 gqp Config
| page 1 | of1 | e} P S Displaying 1 - 10.0f 10
Stop Logs
Restart Security

htps://1 "admin/services®
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e Select a log collector service.

o Click *“ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.

A Administration ® & Hosts

£ Change Service | LC1 = Log Collector

General Remote Collecters

System Configuration
Name

Compression

Port

SSLFIPS Mode

S5L Port

Stat Update Interval

Threads

Collector Configuration
Name
= Check Point Collection

Start Collection en Service Startup
= File Collection

Start Collection on Service Startup.
d Netflow Collection

Start Collection on Service Startup

| GMT+00:00

A Administration = Hosts

- Change Service | RC1 - Log Collector

General Local Collectors

System Configuration
Name

Compression

Port

SSLFIPS Mode

SSLPort

Stat Update Interval

Threads
“«

Collector Configuration
Name

Start Collection on Senvice Startup
= Netflow Collection

Start Collection on Service Startup
J ODBC Collection

Start Collection on Senvice Startup

= Plugins Collection

2 admin | @ English (United States) | GMT+00:00

o In step 2, if you selected a log collector service for a:

Event Destinations

Settings

¥ Health & Wellness == System Bsecurity @

Config Value

Config Value

O

@ Health & Wellness = system Bsecurity @

Appliance Service Configuration

Config Value

]
50001
O
56001
1000
20

Config Value

]

Appliance Service Configuration

Enable Al

Enable All

Disable All

Send Us Feedback | 10.5.0.0.15688-1

>

Disable All

RSA ‘Security Analytics

RSA “Security Analytics

Send Us Feedback | 10.5.0.0.15688-1

o Local Collector, the Remote Collectors tab is displayed. Select the Remote Collectors from

which the Local Collector pulls events in this tab.
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« Remote Collector, the Local Collectors are displayed. Select the Local Collectors to which

the Remote Collector pushes events in this tab.

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Pull Events from Remote Collector

This topic tell

s you how to configure a Local Collector to pull Events from a Remote Collector.

After completing this procedure, you will have configured a Local Collector to pull Events from
a Remote Collector.

Configure Local Collector to Pull Events from Remote Collector

You can configure a Local Collector to pull event data from one or more Remote Collectors.

The following figures shows you how to configure a Local Collector to pull events from a
Remote Collector.

# Administration = Appliances B services

(1) Dashboard
& Investigation
A Incidents
[N Alerts

LH Reports

F Administration & Appliances
, B Services
¥ Health & Wellness
= System

E Access the Services view.
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A Administration @ ppliances M Services W Health & Wellness 2 System (O B RSASecurity Analytics
Groups Services
+ +o -0y ? X
/ i
Name NI}?{( Licensed ~ Appliance Type Version Actions /"
8 7 5
® 0 @ /Decoder2s / Decoder 104.0.0.3286-3 & -
08 u 4 Log Decoder 1040032763 B¢
/ /
¥ @ LogCollector Y LCADA85  LogCollector m.n{ 050 0 System
| Delate Stats ‘
0 wcio 9 A Warehouse Comec.. 10401 ggp Confg
| page 1t oft | | ¢ ‘ o Eploy ‘ Displaying 1 - 10 of 10

Stop. Loge
https://1 ‘admin/services® . _ Restart Security

o Select a Log Collector service.

o Click ““ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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= Hosts B services

A Administration ©

£ Change Service | - Log Collector

[l Remoteé Collectors Files

Rs"mote Collector
+
=

of 0 |

¢

| Page

S\ Event Sources

Event Sources

@ Health & Wellness = System RSA "Security Analytics

& Security e
| Config ©

Event Destinations ~ Settings  Appliance Service Configuration

Collections

No More Items

2 admin | @)English (United States) | GMT+00:00

Add Source

NewYork

MName *

Group Name East Coast

rC109

Remore Collector

Collections File

A Administration © =Hosts  @lServices

& Change Service | E8 - Log Collector

[SCI Remote Collectors Files

Repote Collector

g

L Name ~

NewYork

of 0 | 1 C

| Page

2 admin | @)English (United States) | GMT+00:00

N\ Event Sources

Event Sources

Group Name

Send Us Feedback | 10.5.0.0.15688-1

@ Health & Wellness = system RSA "Security Analytics

Bsecurity ©
| Config

Event Destinations

Settings

Appliance Service Configuration

Address Collections

No More Items

Send Us Feedback | 10.5.0.0.15688-1

@

dialog.

S

Collection protocols to pull.

o

Select the Remote Collectors tab and click + to display to display the Add Source

Specify a Remote Collector from which the Local Collector pulls events. Specify the

Newly added Remote Collector displays in the Remote Collector tab.
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Configure the Selected Local Collector to Pull Events from Specified Remote Collector

1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Local Collector.

3. Click ““ under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.
4. Click the Settings tab.

5. Select the Remote Collectors tab.
6. Click +

The Add Source dialog displays.
7. Inthe Add Source dialog:

a. Select a Remote Collector from the drop-down list.

b. Select one or more collection protocols.

Add Source

Mame * MewYork
Group Name East Coast
FRemote Collector riC199 w

Collections File

Cancel

Note: If you do not select a collection protocol, the Local Collector pulls all collection
protocols from the Remote Collector.

c. Click OK.

The Remote Collector is added to the Remote Collector section. When the Log Collector starts
collecting data, it pulls event data from this Remote Collector.

The following tab shows File as the only protocol selected.
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» Administration © = Services R Event Sources W Health & Wellness 3= System & Security 0} 20.,‘ e RSA ‘Security Analytics

%, Change Service | - Log Collector | Config =

General Remote Collectors Files Event Sources  Event Destinations Settings  Appliance Service Configuration

Remote Collector

+
O Name ~ Group Name Address Collections
O NewYork EastCoast file

| Page 1 of1 | | C Items 1-1 0f 1

admin | €3 English (United States “+00¢ end Us Feedbacl -
d English (U d S ) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

The following tab shows all protocols selected. Security Analytics select all protocols if you
leave the Collections field blank.

& Administration © = Hosts = =Services = N EventSources W Health &Wellness 3= System & Security @ 8 @ RSAsecurity Analytics

% Change Service | - Log Collector | Config

General Remote Collectors Files Event Sources  Event Destinations Settings  Appliance Service Configuration

Remoate Collector

+
O Name ~ Group Name Address Collections
P
[ ® Newvork EastCoast file windows odbc checkpoint vmware c...

| Page 1 of1 | | C Items 1 -1 of 1

2 admin | Q@?English(uni[ed States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Note: The RabbitMQ may drop events between a Remote Collector and Local Collector due
to low bandwidth as it utilizes high memory, thus setting off memory alarm. For more
information on the RabbitMQ behaviour, refer to
https://www.rabbitmg.com/blog/2012/05/11/some-queuing-theory-throughput-latency-and-
bandwidth/.

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Push Events to Local Collectors

This topic tells you how to configure a Remote Collector to push events to a Local Collector.

After completing this procedure, you will have configured a Remote Collector to push events to
Local Collectors.

Return to Procedures
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Procedures

Configure Remote Collector to Push Events to Log Collectors

You can configure a Remote Collector to push event data to one or more Local Collectors.

The following figure shows you how to configure a Remote Collector to push events to a Local

Collector.

# Administration ® applances [l Services

(D) Dashboard
& Investigation
A Incidents
[N Alerts

ki Reports

£ Administration = Appliances
, B Services
¥ Health & Wellness
2= System

Access the Services view.

°

» Administration aHosts  EServices  MEventSources  WHealth & Wellness  =system @ Security 0] © RSASecurity Analytics

Groups Services.—
- /
+ < + - Ve - x
Name Archiver // Ucensed  Host Type Version Actions
S o Broker 144 - Evgh am Anal N 2 Event Stream Analysis  10.5.00.1482 £ - -
& Concentrator // M
Logs177 NWAPPLIAN 7. Decoder 10.5.00.43003 e
o o Decoder / e N L
Event Stream Analysis -LD-177 - Log Collector < NWAPPLIANCE32201...  Log Collector 10.5.0.0.13821 f- =
Incident Management
1 ie NCE22 Log Decoder 105.0.0.4300-3 &
IPDB Extractor
Log Collector 10.5.0.0.4301-2 e
Log Decoder
s / 10.5.00.13851 &
Malware Analysis
Reporting Engine 1050045092 &
Warehouse Connector
7 10.5.00.822 (-
Workbench
e —— IPDB Extractor - 1
. % Matwore Analysis 1050083471 e
| Page 1 | of1 | I c Displaying 1-11 of 11

Select a remote collector.

e Click * under Actions and select View >

Config to display the Log Collection configuration parameter tabs.
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A Administration © & Hosts Bservices N Event Sources @ Health & Wellness = system @security @  RSA Security Analytics

£ Change Service | -Log Collector |  Config

General Local Collectors Files Event Sources Settings Appliance Service Configuration

Seleft

. Destinations ~
Configuration:

Add Remote Destination

Destination Name *  Boston

D‘,é‘-stinat\on Groups

Group Name Boston

[ Name ~ Collections File ~ Collections.

- .
Log Collectors Addresses

| Page 1 of1 | -1t Items 1-1of 1
¥ | name#
2 admin | @Engiish (Uniced Staf [IESH oy Send Us Feedback | 10.5.0.0.15688-1

o|

& Administration = Hosts B services R Event Sources @ Health & Wellness = System Bsecurity @  RSA Security Analytics

£ ChangeService | E3 -LogCollector | Config @

General Logal Collectors Files Event Sources Settings Appliance Service Configuration

Select

/ Destinations v
Configurationf

Destinaton Groups Destination Colleciars

+ - +

O Name ~ O Destination Name ~ Address Collections

™ Boston in] LC-ONE file -
| Page 1 | of1 | | Page 1 of1 | | C Items 1-1of 1

2 admin | @)English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

o Select the Local Collectors tab, select Destinations in the Select Configuration drop-

down menu, and click + to display in Destination Groups to display the Add Remote
Destinations dialog.

o Specify a Local Collector to which the Remote Collector pushes events. Specify the
Collection protocols to pull.

G Newly added Local Collector is displayed in the Local Collector tab.

Configure the Selected Remote Collector to Push Events to Specified Log Collectors

1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Remote Collector.

3. Click = under Actions and select View > Config.

The Service Config view is displayed with the Log Collector General tab open.

4. Select the Local Collectors tab.
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5. In the Destination Groups panel section, click +
The Add Remote Destination dialog displays.

6. Set up a Destination Group:

a. Enter a Destination Name.

b. (Optional) Enter a Group Name. If you leave Group Name blank, Security Analytics sets

it to the value that you specified in Destination Name.

c. Select one or more collection protocols in the Collections drop-down list.

d. Under Log Collectors Addresses, click + to select a Local Collector.

Add Remote Destination

Destination Mame *  Boston
Group Mame Boston

Collections File v
Log Collectors Addresses
+ -1 4

™ | Mame*

| LC-ONE

Cancel 0K

Note: If you do not select a collection protocol, the Remote Collector pushes all collection
protocols to the Local Collectors .
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Note: The RabbitMQ may drop events between a Remote Collector and Local Collector due
to low bandwidth as it utilizes high memory, thus setting off memory alarm. For more
information on the RabbitMQ behaviour, refer to

https://www.rabbitmq.com/blog/2012/05/1 1/some-queuing-theory-throughput-latency-and-
bandwidth/.

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Configure Failover Local Collector

This topic tells you how to set up a Failover Local Collector for a Remote Collector.

After completing this procedure, you will have set up a destination made up of local collectors
such that when the primary Local Collector is unreachable, the Remote Collector attempts to
connect to each local collector in this destination until it makes a successful connection.

Return to Procedures
Configure a Failover Local Collector

You can set up a Failover Local Collector that Security Analytics will fail over to if your
primary Local Collector stops operating for any reason.

The following figures shows you how to set up a failover Local Collector.

& Administration = Appliances B services

(1) Dashboard
& Investigation
M Incidents
[N Alerts

ks Reports

# Administration = Appliances

, B Services
¥ Health & Wellness
= System

[ Live

(h Sign Out

Access the Services view.
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A Administration atosts  WMServices  MEventSources  WHealth &Weilness  =system @ Security S B @  RSASecurity Analytics

Name ' Archiver ‘ Ucensed  Host Type Version Actions

Sl @ Broker ! // Event Stream Anslysic

Concentrator

i
-]
%

0.5.00.4390-3
Decoder

| Event Stream Analysis /f-LD-177 - Log Collector NWAPPLIANCE3Z201...  Log Collector 105.0.0.13821
Incident Management
IPDB Extractor S
Log Collector
Log Decoder
Malware Analysis
Reporting Engine
Warehouse Connector

| workbench

T rrr———

° . Mahware Ansiysic

o Select a remote collector.

o Click *“ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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Qo s

= Hosts B services N Event Sources @ Health & Wellness == System Bsecurity @  RSA Security Analytics

| config

& Change Service | NWAPPLIANCE21158 - Log Collector

General "-_Lu(al Collectors Files Event Sources Settings Appliance Service Configuration

" )
Select . ‘De;tlnatmni ~
Cohfiguration:

D;'éstinat\on Groups /

O nName ~ /
Add Remote Destination Edit Remote Destination

Destination Name *  Primary_StandbyLCs o } Destination Name *  Primary_StandbyLCs /o
Group Name - Group Name Primary_StandbyLCs ’
Collections 4,4’ g v Collections file windows odbe (he(kpnm(\'mwa‘raidee/ir v
Log Collectors Addresses ~ Log Collectors Addresses g
+ -1 ¢ + -1 4 7
. e - s Feedback | 10.5.0.0.15688-1
¥ LC-PRIMARY LC-PRIMARY -
LCSTANDBY
Cancel oK Cancel oK

& Administration = Hosts Bservices R\ Event Sources @ Health & Wellness 3= system Bsecurity @) RSA Security Analytics

£ Change Service | NWAPPLIANCE21159 - Log Collector |  Config
General Local Collectors Files Event Sources Settings Appliance Service Configuration
Select pegtinations v
Configuration:
Destination Groups Destination Collectors
+ - + /
[ Name [} Destination Name ~ Address Collections
[ Primary_StandbylCs 0 Primary_StandbyLCs file windows adbe checkpoint vmwa
O 4
| Page 1 | of1 | | Page 1 of1 | | C Items 1-1of 1

Send Us Feedback | 10.5.0.0.15688-1

2 admin | @)Engiish (United States) | GMT+00:00

o Select the Local Collectors tab, select Destinations in Select Configuration drop-down

menu, and click + to display in Destination Groups to display the Add Remote
Destinations dialog.

o Add a primary Local Collector.

o Edit the Remote Destination and add a standby Local Collector.

o Newly added primary and standby Local Collectors are displayed in the Local Collector
tab.
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Set Up a Failover Local Collector

1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Remote Collector.

3. Click ““ under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.

4. Select the Local Collectors tab.

5. Inthe Destination Groups panel section, select +
The Add Remote Destination dialog displays.

6. Setup a Destination Group and select a primary Local Collector (for example, L.C-
PRIMARY).

Add Remote Destination

Destination Mame * Primary_StandbylLCs
Group Mame

Collections W

Log Collectors Addresses
+ -+
™ Name *

[« LC-PRIMARY

7. Select the Group (for example, Primary_Standby_ LCs) in the Destination Groups panel

and click lﬁ

The Group you selected is displayed in the Local Collectors panel.
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8. Add the Failover Local Collector (for example, LC-STANDBY).

Edit Remote Destination

Destination Mame *  Primary_StandbylLCs
Group Mame Primary_StandbylLCs
Collections file windows odbc checkpoint vimware sdee sr v
Log Collectors Addresses
+ -1+ 4
Name *

[l LC-PRIMARY

[[] LC-STANDBY

Cancel OK

The following examples show the newly added primary and failover Local Collectors
showing the primary Local Collector as Active and the Failover Local Collector as Standby.
The active Local Collector is highlighted (for example, LC-PRIMARY).
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A Administration @ & Hosts & Services R\ Event Sources ¥ Health & Wellness == System & Security e RSA ‘Security Analytics

£ Change Service | - Log Collector | Config &

General Local Collectors Files Event Sources Settings Appliance Service Configuration

Select

. Destinations v
Configuration:

Destination Groups Destination Collectors

+ - + -
O name ~ E Destination Name ~ Address Collections
4 Primary_StandbyLCs i) Primary_StandbyLCs LC-PRIMARY LC-STANDBY file
0 d2
LC-PRIMARY==>Active
LC-STANDBY===>Standby
| Page |1 of1 | | Page |1 of1 | | ltems 1 -1 of 1

xadmin | @Engllsh (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

9. (Optional) Add, delete, and change the order of Local Collectors to each Remote
Destination.

a. Click + to add a Log Collector as a failover Remote Destination.
b. When connecting to a Remote Destination, the Remote Collector will attempt to connect

to each Local Collector in this list in order, until it makes a successful connection.

c. Select a Local Collector and use the U ¢ (up and down arrow buttons) to change the

order of connection.
d. Select one or more Local Collectors and click ™ to remove them from the list.

The selected Local Collectors are added to the Log Collector section. When the Remote
Collector starts collecting data, it pushes data to these Log Collectors.

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Configure Failover Remote Collector

This topic tells you how to set up a Failover Remote Collector for a Remote Collector.

After completing this procedure, you will have set up a destination made up of Remote
Collectors such that when the primary Remote Collector is unreachable, the Remote Collector
attempts to connect to each Remote Collector in this destination until it makes a successful
connection.

Return to Procedures
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Procedures

Configure a Failover Remote Collector

You can set up a Failover Remote Collector that Security Analytics will fail over to if your
primary Remote Collector stops operating for any reason.

The following figure shows you how to set up a failover Remote Collector.

# Administration @ pppliances [ Services

(D) Dashboard
& Investigation

Mo Incidents

& Administration = Appliances

, B Services
¥ Health & Wellness
2= System

i Live

» Administration =Hosts  @Services B\ Event Sources th & Wellness ~ S=system @ Security 0] © RSA’security Analytics
Groups Services
- /
+ < +5 - / - X
Name Archiver // Ucensed  Host Type Version Actions
S o Broker 34 - Evgh am Anal W 3 2 Evens Stream Analysis  10.5.00.1482 £ - -
& Concentrator // M
Logs177 " Decoder 1050043903 e
o ° Decoder / e ’ L]
Event Stream Analysis D177 - Log Collector 4 NWAPPLANCEI201.. LogCollector 105.0.0.43821 [
Incident Management
/ 1 e NW ANCE322 Log Decoder 10.5.00.4390-3 -3
1PDB Extractor
Log Collector ¥ o 10.5.00.4301-2 &
LLog Decoder
%8 7 10.5.00.13851 &
Malware Analysis
Reporting Engine 1050045092 & -
Warehouse Connector
7 10.500.822 He
Workbench
ik L u
° % 1050083471 5
| Page 1 | of1 | Ic Displaying 1-11 of 11
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e Select a Remote Collector.

o Click *“ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.

o o

& Administration =tosts = @Services  MEventsources  WHealth &Wellness ~ Esystem  @Security ) RSA Security Analytics

& Change Service | -LogCollector | Config &

General Local Cg llectors Files Event Sources Settings Appliance Service Configuration

Select sourcs -
Configuration: p
/ Add Source .

Rémote Collector -
Name * RCZ

I >
Group Name Standby RCs

[m] Name ~ Address Collections
Remote Collector RC2 v
Collections Check Point. File. v

Cancel
| Page of0 | 1 C No More ltems

2 admin | @ English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

A Administration = Hosts Bservices  MEventSources  WHealth & Wellness == system Bsecurity @ RSA'Security Analvti

| | config

£ Change Service

- Log Collector

Files

Event Sources Appliance Service Configuration

General Local Collectors Settings

Select

. |sources ~
Configuration:

Remote Collector

+
(m] Name ~ Group Name Address Collections
O RC2 Standby RCs checkpoint file netflow odbc sdee snmptrap syslog vmware windows
~
AN
N
<
| Page of0 | | C No More Items

2 cdmin | @)English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

o Select the Local Collectors tab, select Sources in Select Configuration drop-down

menu, and click + to display in Add Source dialog.
o Add a standby Remote Collector.

Newly added standby Remote Collector is displayed in the Local Collector tab.
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Set Up a Failover Remote Collector:
1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Remote Collector.

3. Click ““ under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.

4. Select the Local Collectors tab.

5. Select Sources in Select Configuration drop-down menu.

6. Click + to display in Add Source dialog.

7. Define the failover Remote Collector and click OK.

Add Source

Mame *

Group Mame Standby RCs
Remote Collector RC2 ~
Collections Check Point, File, ~

Cancel

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Configure Replication

This topic tells you how to replicate event data sent by a Remote Collector.

After completing this procedure, you will have configured Security Analytics so that it replicates
a Remote Collector's event data in multiple local collector destination groups.

Return to Procedures.

Procedures

Replicate Event Messages

You can specify multiple Destination Groups so that the event data is replicated to each group.

The following figure shows you how to replicate event data to multiple Local Collectors.
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# Administration & Appliances

(D) Dashboard
& Investigation
A Incidents
[N Alerts

ki Reports

£ Administration = Appliances

, B Services
¥ Health & Wellness
2= System

9 Live

Access the Services view.

o o

# Administration & Hosts | @Services  RMEventSources W Health &Wellness = System & security

Groups Services,,.""
+ c |+ -z ' r x
Name O/ rame reesy g e Verson P /
S @[O0 & concenraror @ Concertrator Concentrator  1050.0.4581-2 [} &

# @ NWAPPLIANCEZ1159 - Remote Callectar % NWAPPLIANCE21159  LogCollector 1050.0.13874 & -

00 @ NWAPPLIANCEZ1159 - Log Decode O NWAPPLANCE21159  LogDecoder  10.40)

O e ] Log Collector  10.5.0

Oe @ Log Decoder 105

O e R @ Log Collector 1050

| Page 1 ofi | I c Displaying 1-11 of 11

o Select a Remote Collector.

o Click © under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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% ChangeService | E8rC199 | Confige

Appliance Service Configuration

General Vocal Colledtors Files Event Sources Settings

Select /| pestinations i
Configuration:

Disfinat\on Groups
+

Name ~

| Page |1 of1 |
Send Us Feedback | 10.5.0.0.15688-1

L admin | €3 English (United States) GMT+00:00

o Select the Local Collectors tab, select Destinations in Select Configuration drop-down
menu, and click + in Destination Groups to display the Add Remote Destinations dialog.

o

o Yy
Destination Name * | Destination1 Destination Name * | Destination2
Group Name DestinationGroup1 Group Name [DestinationGroup?] |
Collections Check Point, File, Netflow, ODBC, SDEE, SNMF v Cellections Check Peint, File, Netflow, ODBC, SDEE, SNMF v

Log Collectors Addresses Log Collectors Addresses

+ -1 4 -1 4
I Name* Name *
¥ LCL ¥ 1cz

m Cance! oK

A
/
A
e //
& ChangeService | BBrC199 | Config &
General Local Collectors Files Event Sources Settings Appliance Service Configuration
Select  _  Destinations v
Configuration: s
R .
Destination Groups /DQSTIIHBUOH Collectors
%
+ - S A*
Name ~ y 77 ] Destination Name ~ | Address collections
» :
¥ DestinatlonGroup1 Destination1 1 checkpoint file netflow odbc sdee snmptrap syslog vmware windows
DestinationGroup2
| Page 1 |of1 | | Page |1 | of1 | I c Items 1-1of 1

Send Us Feedback | 10.5.0.0.15688-1

A admin | §% English (United States) GMT+00:00

o Set up the Destination Groups to facilitate replication.
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o Newly added replication Destination Groups display in the Local Collector tab.

Replicate Event Data to Multiple Local Collectors

1.
2.

In the Security Analytics menu, select Administration > Services.

In Services, select a Remote Collector.

Click ““ under Actions and select View > Config.

The Service Config view is displayed with the Log Collector General tab open.

Select the Local Collectors tab.

In the Destination Groups panel section, click +

The Add Remote Destination dialog is displayed.

Set up a separate Destination for each Local Collector and designate the protocols for which

you want to push event messages to that Local Collector. The following examples shows the

addition of two Destination Local Collectors (Destination1 and Destination2) for the Check
Point, File, Netflow, ODBC, SDEE, SNMP, Syslog, and Windows collection protocols:

a.

b.

Type the Destination Name.

Type the Group Name. If you do not type a Group Name, the Destination Name is taken

as the Group Name.
Select the collection protocols in the drop-down list.

Select a Local Collector (for example, LC1).
Click OK.
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Add Remote Destination

Destination Mame * Destination1

Group Mame DestinationGroup1

Log Collectors Addresses
+ -1 4
[ mame=

# LC1

Collections Check Poing, File, Metflow, ODBC, SDEE, SMMF

Cancel

OK

f. Select the new group (for example, DestinationGroup2) group in the Destination

Groups panel and click + in the Local Collector panel.

g. Inthe Local Collector panel, click + and complete the Add Remote Destination

dialog as illustrated in the following figure.
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Add Remote Destination

Destination Mame * Destination2

Group Mame |DEEtinE|tiDI'|GI'DLI|32| |

Collections Check Point, File, Netflow, ODBC, SDEE, SMNMF ~

Log Collectors Addresses

+ - 1+ 4
Name *
™ Lc2

Cancel OK

The Check Point, File, Netflow, ODBC, SDEE, SNMP, Syslog, and Windows collection
protocols are sent to two Local Collectors (LC1 and L.C2). Both Local Collectors are active and
collecting event data.

g ChengeSeruu:e | B8 rC199 | Cnnhg

Local Collectors Files Event Sources  Settings  Appliance Service Configuration

Select
Configuration:

Destination Groups Destination Collectors
+ - +

Name -~ Destination Name ~ Address Collections

Destinations v

¥ DestinatlonGroup1 Destination 1 checkpoint file netflow odbe sdee snmptrap syslog vmware windows

DestinationGroup2

| Page 1 of1 | | Page 1 of1 | | C Items 1 -1 of 1

_L admin | % English (United States) GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface
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Configure Log Routing for Specific Protocols

This topic tells you how to define where specific protocol event messages are routed by
configuring multiple Local Collectors in a destination group. This can help you to direct event
data to specific locations according to protocol type.

After completing this procedure, you will have set up multiple destinations, in a destination
group, to which Security Analytics distributes protocol event data.

Return to Procedures

Procedure

Define Routing of Protocol Event Data

When pushing to more than one Local Collector, you can choose to route specific protocol event
data to multiple Local Collectors by specifying multiple destinations within a Destination Group.
A Destination Group is a collection of Local Collectors, such that event data can be distributed
to all members of the group.

The following figure shows you how to route event messages from a collection protocol.

& Administration ® pppliances [l Services

(1) Dashboard
& Investigation
M- Incidents
| Alerts

R

& Administration > & Appliances

, B Services
¥ Health & Wellness
= System

T Live

Access the Services view.
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24

B services

A Administration © & Hosts R\ Event Sources

Groups Ser\.»icesl,:‘l
+ o Z |
Name
B (1] o
# @ NWAPPLIANCE21153- Remote Collector @
@  NWAPPLIANCEZI1
®  NWAPPLIANCE?
®  NWAPPLA
°
| Page 1  of1 I C

Jadmin/services#

o Select a remote collector.
o Click ™

configuration parameter tabs.

W Health & Wellness

Licensed | Host

NWAPPLIANCE21159

= system & security

Type Version Actions
Concentestor 1050045812 |8 @

Log Collector  10.5.0.0.13874 -3
Log Decoder
Log Collector

Log Decoder

Log Collector

System
Stats
Config.
Explore
Logs
Security

Send Us Feedback | 10.5.04

& me

/

4

RSA "Security Analytics

Displaying 1 -

2 under Actions and select View > Config to display the Log Collection
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RSA ‘Security Analytics

A Administration © =Hosts |~ @Services  NEventSources  WHealth & Wellness  S=system @ Security Hd P e

% Change Service | [ NWAPPLIANCE21159 - Remote Collector |  Config
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Destination Name *  Destination -estination Name *  Destination2 ¥
Group Name DestinationGroup? el Group Name DestinationGroup!
Collections Check Point, File, Netflow, ODBC v Collections SDEE. SNMP, Syslog, VMware, Windows v
Log Collectors Addresses Log Collectors Addresses
ee 0.5.0.0.15688:
+ =14 - + -4 Feedback | 10.5.0.0.15688-1
™| Name* M Name *
™et = Lcz Iv]

Esystem & Security O B © RSA'security Analytics

A Administration © &Hosts ~ EServices  MEventSources  ® Health & Wellness

< Change Service | 8 NWAPPLIANCE21159 - Remote Collector |  Config

General Local Collectors Files Event Sources settings Appliance Service Configuration

Select "

Configuration: Destinations v y
/

Destination Groups Destination Collectors

+ - +
y
Address. Ve Collections

[ Name ~ Destination Name ~

¥ DestinationGroup1 (0 @ Destination! ” checkpoint cmdscript file netflow odbe
O @ Destinstion2 sdee snmptrap syslog vmware windows
Items 1-20f2

c

| Page 1  of1 | Page 1 of1 |

Send Us Feedback | 10.5.0.0.15688-1

2 admin | @) Engiish (United States) | GMT+00:00

o Select the Local Collectors tab, select Destinations in Select Configuration drop-down

menu, and click + to display in Destination Groups to display the Add Remote Destinations
dialog.

o Set up a separate Destination for each Local Collector and designate the protocols for
which you want to push event messages to that Local Collector.

o Newly added primary and load-balanced Local Collector configuration is displayed in the
Local Collector tab.
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Configure Event Message Routing from a Collection Protocol

1.
2.

In the Security Analytics menu, select Administration > Services.

In Services, select a Remote Collector.

Click ““ under Actions and select View > Config.

The Service Config view is displayed with the Log Collector General tab open.

Select the Local Collectors tab.

In the Destination Groups panel, click +
The Add Remote Destination dialog displays.

Set up a separate Destination for each Local Collector and designate the protocols for which
you want to push event messages to that Local Collector. The following examples shows the
addition of two Destination Local Collectors (Destinationl and Destination2). This

configuration sends:
o Check Point, File, and ODBC event data to Destinationl.

o Syslog and Windows event data to Destination2.

a. Type the Destination Name.

b. Type the Group Name. If you do not type a Group Name, the Destination Name is taken

as the Group Name.
c. Select the collection protocol from the drop-down list.

d. Select a Local Collector (for example, LC1)
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Add Remote Destination

© Please enter the required field(*)

Destination Name *  Destination?

Group Name DestinationGroup1

Collections Check Point, File, Netflow, ODBC
Log Collectors Addresses

+= 0

M Mame *

¥ |Lc

Cancel

e. Click OK. Destinationl is created and displayed in the Destination Groups panel.

f. Select the new group (for example, Destinationl) in the Destination Groups panel, and

click + in the Local Collector panel.

g. In the Local Collector panel, click + and complete the Add Remote Destination

dialog as illustrated in the following figure.
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Add Remote Destination

© Please enter the required field(*)

Destination Name*  Destination2
Group Name DestinationGroup]
Collections SDEE, SNMP, Syslog, VMware, Windows v

Log Collectors Addresses
EEX’
™ Name*

) V]

Cancel oK

The Check Point, File, ODBC, Syslog, and Windows collection protocols are being load
balanced between two Local Collectors (LC1 and LC2). Both Local Collectors are active

and collecting event data.

A Administration © & Hosts B services M Event Sources W Health & Wellness == System & Security O B ® RSAsecurity Analytics
-+ Change Service | & NWAPPLIANCE21159 - Remote Collector | Config &

General Local Collectors Files Event Sources Settings Appliance Service Configuration

Select "

Configuration: Destinations Y
Destination Groups Destination Collectors

+ - +
O Name ~ Destination Name ~ Address Collections
¥ DestinationGroup1 O @ Destinationl checkpoint emdscript file netflow odbe

[0 @ Destination2 1 sdee snmptrap syslog vmware windows
| Page 1 of 1 | | Page |1 of 1 | | C Items1-20f2

2 admin | @) Engiish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

Log Collection Deployment Guide 94



Log Collection

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Configure Chain of Remote Collectors

This topic describes how to chain Remote Collectors (also referred to as VLCs).

You can set up a chain of Remote Collectors to push event data to a Remote Collector, or you
can configure a Remote Collector to pull event data from a chain of Remote Collectors.

« Remote Collectors to push event data to a Remote Collector.

« A Remote Collector to pull event data from one or more Remote Collectors.

Note: For Remote Collector chaining, you can only:

Push data from a 10.4 or later Remote Collector to other 10.4 or later Remote Collectors or
10.4 or later Local Collectors.

Use a 10.4 or later Remote Collector to pull data from one or more 10.4 or later Remote
Collectors.

Procedures

Configure Remote Collector to Push Event Data to Remote Collector

You can configure a Remote Collector to push event data to a Remote Collector.

The following figure shows you how to configure a Remote Collector to push event data to a
Remote Collector.

& Administration & Appliances B services

(1) Dashboard
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[N Alerts
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, BB Services
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Access the Services view.

o o

Administration &=Hosts @ Services  REventSources  WHealth &Wellness = system & securi RSA "Security Analytics
yst : 8 'yt

Groups Services /
+ c +oo=42 L4 x
Name Name Licensed  Host Type Version Actions.
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® L System
Stats /
°
Config. r
[} Explore
Logs
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Security
| Page 1 of1 e Displaying 1-11 of 11

Send Us Feedback | 10.5.04

e Select a Remote Collector.

e Click ' under Actions and select View > Configto display the Log Collection
configuration parameter tabs.

o

4 ChangeService | M rC199 | Config@©

General L'E;Ical Collectors Files Event Sources Settings Appliance Service Configuration

|

Selgct Destinations =

Configuration:
Destination Groups

4

Name ~

Groupl Destination Name * | Branchi
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Log Collectors Addresses

| Page 1 | of1 | + =4 &
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1 admin | §% English (United States) GM| rez — Send Us Feedback | 10.5.0.0,15688-1

Cancel oK

o Select the Local Collectors tab, select Destinations in Select Configuration drop-down

menu, and click + in Destination Groups to display the Add Remote Destinations dialog.
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o Set up the Destination Groups.
Configure the Selected Remote Collector to Push Events to Specified Remote Collector

1. Inthe Security Analytics menu, select Administration > Services.
2. In Services, select a Remote Collector.

3. Click ** under Actions and select View > Config.

The Log Collector Service Config view is displayed with the Log Collector General tab

open.
4. Select the Local Collectors tab.
5. Select Destinations in the Select Configurations drop-down menu.
6. In the Destination Groups panel section, select +
The Add Remote Destination dialog is displayed.
7. Set up a Destination Group:
a. Enter a Destination Name.

b. (Optional) Enter a Group Name. If you leave Group Name blank, Security Analytics

sets it to the value that you specified in Destination Name.

c. Select one or more collection protocols in the Collections drop-down list.

d. Under Log Collectors Addresses, click + to select a Remote Collector.
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Add Remote Destination

Destination Mame * Branch
Group Mame BranchOffices
Collections Windows
Log Collectors Addresses

+ - 1+ 4

Mame *

- Log Collector

Note: If you do not select a collection protocol, the Remote Collector pushes all
collection protocols to the Remote Collectors.

Configure Remote Collector to Pull Event Data from a Remote Collector

The following figure shows you how to configure a Remote Collector to pull events from
specified Remote Collector.
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0O e ] Log Collector 1050 |
0 e @ Log Decoder 1050
0D e APPLIANCEBDO2 - Log Collecto @ LogCollector 10,50
| Page 1 of1 | I C Displaying 1-11 of 11

o Select a Remote Collector.

Click ““ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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& Change Service | RC2 > Config &

Loca| Collectors Files EventSources  Settings  Appliance Service Configuration

Select/

Configuration: [h e Iv]
/

| Destinations

ReMOte Clopyrees
| 4
+

Name ~ Address

Add Source

Group Name

Remote Collecter i

Collections File No More Items

X admin | £ English (United States) GMT+00:00 Send Us Feedback | 10.5.0.0.15688-1

o

o Select the Local Collectors tab, select Sourcesin

Select Configurations drop-down menu, and click + in
Remote Collectors to display the Add Sourcedialog.

O

events.

In the Add Source dialog, select the Remote Collector from which you want to pull

Configure the Selected Remote Collector to Pull Events from Specified Remote Collector

1. Inthe Security Analytics menu, select Administration > Services.
2. In Services, select a Remote Collector.
3. Click ** under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.

4. Select the Local Collectors tab.
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5. Select Sources in the Select Configurations drop-down menu.

& Administration =Hosts = EServices N EventSources W Health &Wellness = System @ Security O A @ RSAsecrity Analytics

% Change Service | I -logCollector | Config ©

General Local Collectors Files Event Sources

aacy Sources v

1 Sources

Remote Collector
+

Settings  Appliance Service Configuration

O Name ~ Group Name Address collections

| Page of0 | | C No More Items

2 admin \@Enghsh(umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

6. Inthe Remote Collectors panel, select +
The Add Source dialog is displayed.

7. Inthe Add Source dialog:

a. Select one or more collection protocols.
If you do not select a collection protocol, the Remote Collector pulls all collection

protocols from the Remote Collector.

b. Click OK.

Add Source

Mame *

Group Mame

Remote Collector | ™ |
Collections File d
Cancel 0K

The Remote Collector is added to the Remote Collector section. When the Log Collector
starts collecting data, it pulls event data from this Remote Collector.

Parameters

Reference - Remote/Local Collectors Configuration Parameters Interface

Throttle Remote Collector to Local Collector Bandwidth

To improve performance, you can throttle the bandwidth to control the rate that the Remote
Collector sends event data to Local Collector or between Message Brokers. To do this, you
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configure the Linux kernel's filtering and IpTable functionality.

This works for both push and pull Remote Collector configurations. The set-shovel-transfer-
limit.sh shell script located on the /opt/netwitness/bin automates the configuration of the kernel
filter and iptables related to this port.

Context

After reading this topic, you know how to throttle Remote Collector to Local Collector
bandwidth using the set-shovel-transfer-limit.sh shell script by reviewing:

o The set-shovel-transfer-limit.sh shell script command line help.

Note: The filter value that you need to set depends on the rate at which remote log
collector is sending events to the Local Collector.

o An example that sets the Filter to 4096 kilobits per second.

Return to Procedures

set-shovel-transfer-limit.sh Command Line Help

Issue the —h command to display help for set-shovel-transfer-limit.sh shell
script.

cd /opt/netwitness/bin
./set-shovel-transfer-limit.sh

Usage: set-shovel-transfer-limit.sh -s|-c|-d|[-1i interface] [-r
rate]

where:
-c = clear existing
-d = display filter
-s = set new values
-1 =interface is the name of the network interface. default=eth0

-r = rate is the bandwidth rate. default=256kbps
Bandwidths or rates can be specified in:
nolimit = disables throttling
kbit = Kilobits per second
mbit = Megabits per second
kbps = Kilobytes per second
mbps = Megabytes per second
bps = Bytes per second
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Set the Filter to 4096 Kilobits per Second

[root@<hostname> bin]# ./set-shovel-transfer-limit.sh -s -r 4096kbit

RATE=4096kbit
PORTNUMBER=5671
DEVICE INTERACE=eth0

iptables: No chain/target/match by that name.
iptables: No chain/target/match by that name.
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

Current/new values...

iptables -t mangle -n -v -L
Chain PREROUTING (policy ACCEPT 2 packets,
pkts bytes target out

161 bytes)
prot opt in source
destination

Chain INPUT (policy ACCEPT 2 packets, 161 bytes)

pkts bytes target prot opt in out source des-

tination

Chain
pkts

FORWARD (policy ACCEPT 0 packets,
bytes target prot opt in out

0 bytes)

source destination

Chain OUTPUT

pkts bytes target prot opt in

0 0 MARK tcp --

multiport dports 5671 MARK set
0 0 MARK *

multiport sports

(policy ACCEPT 2 packets,
out
ethO
Oxa
ethO
Oxa

248 bytes)
source
0.0.0.0/0

destination
0.0.0.0/0

*

tcp -- 0.0.0.0/0 0.0.0.0/0

5671 MARK set

Chain POSTROUTING (policy ACCEPT 2 packets,
pkts bytes target prot opt in out

248 bytes)

source destination

tc -s -d class show dev ethO
class htb 1:1 root rate 10000Kbit ceil 10000Kbit burst 1600b/8
mpu Ob overhead 0Ob cburst 1600b/8 mpu 0b overhead 0b level 7

Sent 0 bytes 0 pkt (dropped 0
rate 0Obit Opps backlog 0b Op
lended:
tokens:

0 borrowed:
20000 ctokens:

0 giants:
20000

class htb 1:2 parent 1:1 prio
4096Kbit burst 1599b/8 mpu Ob
overhead 0Ob level 0
Sent 0 bytes 0 pkt (dropped O
rate 0Obit Opps backlog 0b Op

, overlimits 0 requeues 0)
requeues 0

0

0 quantum 51200 rate 4096Kbit ceil
overhead 0Ob cburst 1599b/8 mpu 0b

, overlimits 0 requeues 0)

requeues 0

lended: 0 borrowed: 0 giants: O
tokens: 48828 ctokens: 48828
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Reference - Remote/Local Collectors Configuration Parameters
Interface

This topic introduces the user interface for configuring the Log Collection deployment
parameters

The Services Config view is the view on which you maintain all the Log Collection parameters.
The tab in which you maintain the deployment parameters referred to in this guide is the
Remote/Local Collectors tab:

o If you are configuring a Local Collector, Security Analytics displays the Remote Collectors

tab so that you can configure the Local Collector to pull events from Remote Collectors.

« If you are configuring a Remote Collector, Security Analytics displays the Local Collectors

tab so that you can configure the Remote Collector to push events to a Local Collector.

This topic introduces features of the Services Config view > Remote Collectors/Local
Collectors tab

Remote/Local Collectors Tab

If you deploy Remote Collectors, the RSA Security Analytics administrator must configure the
method of sending events collected by Remote Collectors to the Local Collector.

To access this tab:

1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Log Collector service.

3. Click = under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.
4. Select the Remote Collectors tab.

The following figure depicts the Remote Collectors tab for a Local Collector that is configured
to pull events from a Remote Collector. Security Analytics displays this tab when you have
selected a Local Collector in Administration > Services.

Log Collection Deployment Guide 104



Log Collection

A Administration © = Hosts £ Services R Event Sources W Health & Wellness 2= System & Security G A @ RSA security Analytics

% Change Service [l -Log Collector | Config &

General Remote Collectors Files Event Sources  Event Destinations Settings  Appliance Service Configuration

Remote Collector
+

O Name ~ Group Name Address Collections

| Page of 0 | I C No More Items

admin | & English (United States +00:! end Us Feedbacl -
d English {United St ) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Local Collectors Tab for a Remote Collector
To access this tab:
1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Log Collector service.

3. Click ** under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.
4. Select the Local Collectors tab.

The following figure depicts a Local Collectors tab for a Remote Collector that is configured to
push events to a Local Collector or another Remote Collector.

A Administration © = Hosts £ Services N Event Sources W Health & Wellness = System 8 Security G %A @ RSASecurity Analytics

& Change Service | -Log Collector |  Config ©
General Local Collectors Files Event Sources Settings  Appliance Service Configuration
Select P o
Config . |Destinations
1 Destinations [

Destination Groups—
=+

O Name ~

| Page of0 |

admin | @B English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1
4

The following figure depicts the Local Collectors tab for a Remote Collector that is configured
to pull events from a Remote Collector. Security Analytics displays this tab when you have
selected a Remote Collector in Administration > Services.
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s
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Sources b

Remote Collector

] Name ~ Group Name Address Collections

| Page of 0 | | C No More Items
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Remote Collectors Tab

On a Local Collector, the Remote Collectors panel provides a way to add or delete Remote
Collectors from which the Local Collector pulls events.

Remote Collector Panel

+ Displays the Add Source dialog in which you select the Remote Collectors from

which you want the Local Collector to pull events.

- Deletes the Remote Collector from the Local Collector Remote Collectors panel.
z Displays the Edit Source dialog for the selected Remote Collector.
|:| Selects Remote Collectors.
Name Names of the Remote Collectors from which the Local Collector currently pulls
events.

Address IP Addresses of the Remote Collectors from which the Local Collector currently

pulls events.

Log Collection Deployment Guide 106



Log Collection

Collections Choose which collection protocols that the Remote Collector pushes to a Local

Collector:

Check Point

File

Netflow

ODBC

Plugins

SDEE

SNMP

VMware
Windows
Windows Legacy
You can select any combination of protocols. If you do not select a protocol,

Security Analytics selects all protocols.

Local Collector Tab

On a Remote Collector, the Local Collector panel provides a way to add or delete the Local
Collectors to which you want to the Remote Collector to push events.

Select the Destination or Source in the Select Configuration drop-down menu.

« Destination displays the Add Remote Destination dialog.

« Source displays the Add Source dialog.

The following table describes the Add Source dialog.

+ Displays the Add Source dialog in which you select the Remote Collectors from

which you want the Local Collector to pull events.

- Deletes the Remote Collector from the Local Collector Remote Collectors panel.

Z Displays the Edit Source dialog for the selected Remote Collector.
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Selects Remote Collectors.
Name Names of the Remote Collectors from which the Local Collector currently pulls
events.

Address [P Addresses of the Remote Collectors from which the Local Collector currently

pulls events.

The following table describes the Local Collectors Panel.

+ Displays the Add Remote Destination dialog for the Group that you selected.
You add destination Local Collectors for this group to which you want the

Remote Collector to push events.

- Deletes the destination Log Collector from the group.

Displays the Edit Remote Destination dialog for the selected destination Local

Collector.

Selects a destination Local Collector.

Destination Displays the name of the destination Local Collector.

Name

Address Displays the IP address of the destination Local Collector.
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Collections Choose which collection protocols that the Local Collector pulls from a Remote

Collector:

Check Point

File

Netflow

ODBC

Plugins

SDEE

SNMP

VMware
Windows
Windows Legacy
You can select any combination of protocols. If you do not select a protocol,

Security Analytics selects all protocols.

Tasks

Configure Local and Remote Collectors

Troubleshoot Log Collection Deployment

This topic suggests how to resolve problems you may encounter during deployment

Security Analytics informs you of Log Collector problems or potential problems in the following
two ways:

o Log files.

o Health and Wellness Monitoring view

Log Files

If you have an issue with a particular event source collection protocol, you can review debug
logs to investigate this issue. Each event source has a Debug parameter that you can enable (set
parameter to On or Verbose) to capture these logs.
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Only enable debugging if you have a problem with this event source and you need to investigate
this problem. If you have Debug enabled all the time it will adversely affect the performance of
the Log Collector.

Security Analytics has a set of error messages associated with Log Collection that it includes in
log files.

Health and Wellness Monitoring

Health and Wellness monitoring makes you aware of potential hardware and software problems
in a timely manner so that you can avoid to outages. RSA recommends that you monitor the Log
Collector statistical fields to make sure that the service is operating efficiently and is not at or
near the maximum values you have configured. You can monitor the statistics described in the
Administration > Health & Wellness view.

& Administration = Hosts B service

{I) Dashboard
€ Investigation
M- Incidents
|w Alerts

| Reports

& Administration = Hosts

= Services
Event Sources
Health & Wellness

Live
XL Profile

M sign Out
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Log Collection Configuration Guide

This guide tells you how to configure Log Collection after you have deployed it (that is, after you
set up Local and Remote Collectors).

This guide tells you:

o What Log Collection does, how it works from a high level, and provides high-level

deployment diagrams.
o How to start collecting events.
o Where to find instructions to set up more complex deployments.
o How to start, pause, and stop any collection protocol.
o What the structure of the Log Collection Configuration User Interface is.

« Which tools to use to troubleshoot Log Collection issues and lists global troubleshooting

instructions.

o How to fine tune and customize Log Collection in your environment.

This guide does not tell you how to:

o Get started by creating the basic, minimum deployment and configuration. This information is

in the Log Collection Getting Started Guide.

o Deploy Log Collection in multiple locations with high availability and load balancing. This

information is in the Log Collection Deployment Guide.

» Configure individual collection protocols. Instructions are in the individual Log Collection
Guides:
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e AWS (CloudTrail) Collection Configuration Guide

e Check Point Collection Configuration Guide

o File Collection Protocol Configuration Guide

e Netflow Collection Configuration Guide

o ODBC Collection Configuration Guide

o SDEE Collection Configuration Guide

e SNMP Collection Configuration Guide

o VMware Collection Configuration Guide

o Windows Collection Configuration Guide

o Windows Legacy and NetApp Collection Configuration Guide

o Configuration Guides for each supported event source.

See the Event Source Configuration Guide space on RSA Link for these guides.

The Basics

This topics describes the configuration process and illustrates how to perform this configuration
using the Security Analytics user Interface.

Log Collection Configuration

After you deploy Log Collection, you must configure the parameters for each log collector
service running locally or remotely. You perform this configuration in the Log Collection
Configuration views for service.
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In the Security Analytics menu, select Administration > Services.

In the Services grid, select the log collector service you want to configure.

In the toolbar, select View > Config.

O00@0

Click the General tab to review the high-level system parameters and enable or disable

the automatic start of collection protocols.

@

Click the Remote Collectors/Local Collectors tab to configure the method of sending
events collected by Remote Collectors to the Local Collector.

Click the Files tab to edit service configuration files for the Log Decoder as text files.

Click the Event Sources tab to configure parameters for supported collection protocols.

Click the Settings tab to configure the lockbox and manage certificates.

0000

Click the Appliance Service Configuration tab to review the statistics for the Log
Decoder host.

Procedures
This topic provides an overview of the end-to-end sequential configuration procedure for Log
Collection with links to each of the configuration steps.

Configuration steps for Log Collector must occur in the specific sequence listed in the table
below. When these steps are complete, the Log Collector is operational, and the only additional
configuration required would be due to updates to your system or software.

Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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Step 1. Download Latest Content from LIVE

Step 2. Configure Settings (Lockbox Security Settings and Certificates)

Step 3. Configure Event Sources in Security Analytics

Step 4. Configure the Event Sources to Send Events to Security Analytics

Step 5. Start and Stop Services for Configured Protocols

Step 6. Verify That Log Collection Is Working

Step 1. Download Latest Content from LIVE

Overview

This topic sends you to the RSA Content and Resources documentation in which you will find
the instructions for retrieving Log Collection content.

Context

LIVE is Security Analytics's Content Management System from which you download the latest
content. The two resource types you use to download Log Collection content are:

« RSA Log Collector - content enabling the collection of event source types.
« RSA Log Device - the latest supported event source parsers. See Adding or Updating

Supported Event Source Log Parsers in the RSA Content and Resources Guide.

Identity Feed Prerequisites

In order to create an identity feed, you need to have:

o A Log Collector service with Windows Collection configured and enabled

o Created and configured an identity feed in LIVE. See Create an Identity Feed in the Live
Resource Management Guide for instructions on how to create an identity feed in the

LIVE Content Management System.

Step 2. Configure Settings

Overview

This topic introduces the settings that you can configure for Log Collection.
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Context

After completing this procedure, you will have selected the Log Collector settings that you want
to configure.

Procedure

To select the Log Collector settings that you want to configure:

1. Select a Log Collector service in the Event Sources tab of the Administration > Services
> View > Config view.

The Log Collector Configuration Parameters view is displayed.
2. Click the Settings tab Event Source tab and choose one of the two following options:

o Lockbox

o Certificates

Parameters:

Log Collection Settings Tab

Configure Lockbox Security Settings

This topic tells you how to configure Lockbox Security Settings. A new Lockbox stat
corresponds to an Out-of-the-Box Alarm notification that monitors the status of the lockbox.

After completing this procedure, you will have:

o Set the Lockbox password

o Changed the Lockbox password
o Reset the Stable System value

o Generated a new encryption key

o Displayed a Lockbox stat

Note: You can configure Health & Wellness to notify when there is an issue during Lockbox
configuration.

Return to Procedures

The following figure shows you how to configure Lockbox Security Settings.
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Select a Log Collection service.

e Click “ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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Select the Settings tab.

o Modify the Lockbox parameters.

Procedures
Set the Lockbox Password

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.
3. Click * under Actions and select View > Config.

4. Click the Settings tab.
5. In the options panel, select Lockbox to maintain Lockbox settings.

6. Under Lockbox Security Settings, enter a password in the New Lockbox Password ficld

and click Apply.
Change the Lockbox Password

In the Security Analytics menu, select Administration > Services.

119 Log Collection Configuration Guide



Log Collection

1. Inthe Services grid, select a Log Collector service.

2. Click © under Actions and select View > Config.

3. Click the Settings tab.

4. In the options panel, select Lockbox to maintain Lockbox settings.
5. Enter the current password in the Old Lockbox Password field.
6. Enter a new password in the New Lockbox Password field.

7. Click Apply.

Security Analytics changes the old password to the new password.

Create a New Lockbox

Caution: If you forgot the current password, you cannot retrieve it from the Lockbox. This
means that you must recreate the lockbox. If you recreate the lockbox, you have a

new encryption key which means that passwords for any existing event sources will no longer

be able to be decrypted. You must then reset the password for each event source.

Y ou may need to create a new lockbox if you forget your password, or if a catastrophic event

occurs.

To create a new lockbox:

1. On the Log Collector appliance, remove all the files in the directory

/etc/netwitness/ng/vault.
2. In the Security Analytics menu, select Administration > Services.

3. Inthe Services grid, select a Log Collector service.

4. Click = under Actions and select View > Config.

5. Click the Settings tab.
6. In the options panel, select Lockbox to maintain Lockbox settings.

7. Enter a new password in the New Lockbox Password field.

Note: Your password is not required in order to create a new lockbox.

8. Click Apply.

Reset the Stable System Value
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Caution: If several stable system values change due to system upgrades, you must update the
host system fingerprint. If you do not update the host system fingerprint, the Log Collector
cannot open the Lockbox and this will affect log collection

To reset the Lockbox password for new appliance hardware (set the system fingerprint on the
new hardware):

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click = under Actions and select View > Config.

4. Click the Settings tab.

5. Under Reset Stable System Value, enter a password in the Lockbox Password field and
click Apply.

Generate New Encryption Key

If you generate a new encryption key, passwords for any existing event sources can no longer be
decrypted so you must reset the password for each event source.

To generate a new encryption key that is applied to your event source password parameters:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

bl

3. Click =~ under Actions and select View > Config.

4. Click the Settings tab.

5. Under Generate New Encryption Key, click Apply.
Display Lockbox Stat

The Lockbox stat reflects the state of the lockbox and whether there are any event sources that
use the lockbox. There is an alarm associated with the Lockbox stat that monitors the status of
the lockbox. An alarm condition occurs when the Lockbox is in either a Not Found or Error
Message state.

The Lockbox stat can be one of the following values:

e OK

o Not Required
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o Not Found

o Error Message

To display the Lockbox stat:

1.

2.

3.

4.

In the Security Analytics menu, select Administration > Services.

In the Services grid, select a Log Collector service.

Click *“ under Actions and select View > Config.

Click the System Stats Browser tab.

The following figure displays a Lockbox status that is in a Not Found state that triggers an
alarm condition.

Alarms Monitoring Policies SEEINEISL G  Event Source Monitoring Settings

Host Component Category Statistic Order By
Any v Log Collector v Any v Clear
[JRegex [JRegex ®ascending O Descending
Host Component Category Statistic Subitem Value Last Update Historical Graph
Log Collector All Collections Lockbox Status NotFound 2015-08-06 02:26:21 -
Log Collector Checkpoint Collection Collection State stopped 2015-08-06 02:26:21 .
Log Collector Checkpoint WorkManager Work Manager State init 2015-08-06 02:26:21
Log Callector Checkpoint WorkManager WorkGroup Continuous Processing Count 0 2015-08-06 02:26:21 W
Log Collector Checkpoint WorkManager WorkGroup Enabled Count 0 20150806 02:26:21 ..t
Log Collector Checkpoint WorkManager WorkGroup Threads 0 2015-08-06 02:26:21 W
Log Callector Checkpoint WorkManager WorkGroups 0 2015-08-06 02:26:21 W
I llecor Checknoint W A < Ouievied Wair Tin 0 015-0R.06 02-76:71 il
Parameters:

Lockbox Configuration Parameters

Configure Certificates

This topic tells you how to add certificates.

After completing this procedure, you will have added a certificate.

Return to Procedures

Procedure

To add a certificate:

1.
2.

In the Security Analytics menu, select Administration > Services.

In the Services grid, select a Log Collector service.

Click ' under Actions and select View > Config.

Click the Settings tab.

In the options panel, select Certificates.

Log Collection Configuration Guide

122




Log Collection

6. Click + in the Certificates tool bar.
The Add Cert dialog is displayed.

7. Click Browse and select a certificate (*.PEM) from your network.
8. Specify a password (if required).

Trust Store Name *
File * Browse

Password

9. Click Save.

Parameters

Certificates Configuration Parameters

Step 3. Configure Event Sources in Security Analytics

Collection Protocol Configuration Guides

Return to Procedures

Use these guides to configure the collection protocols for the event sources you have in your
enterprise network.

o AWS (CloudTrail) Collection Configuration Guide
o Check Point Collection Configuration Guide

o File Configuration Guide

o Netflow Collection Configuration Guide

e ODBC Collection Configuration Guide

o SDEE Collection Configuration Guide

o SNMP Collection Configuration Guide

o Configure Syslog Event Sources for the Remote Collector
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Configure Syslog Event Filters for the Remote Collector
VMware Collection Configuration Guide

Windows Collection Configuration Guide

Windows Legacy and NetApp Configuration Guide

Supported Event Sources

Add Certificates and Passwords

This topic tells you how to add certificates.

After completing this procedure, you will have added a certificate.

Return to Procedures

Procedure

To add a certificate:

1.

2.

In the Security Analytics menu, select Administration > Services.

In the Services grid, select a Log Collector service.

Click *” under Actions and select View > Config.

Click the Settings tab.

In the options panel, select Certificates.

Click + in the Certificates tool bar.
The Add Cert dialog is displayed.

Note: Make sure that the certificate you add is a valid certificate.

Click Browse and select a certificate (*.PEM) from your network.

Specify a password (if required).
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Trust Store MName *
File * Browse

Password

9. Click Save.

Parameters

Certificates Configuration Parameters

Import, Export, and Edit Event Sources in Bulk

This topic tells you how to import, export, and edit event sources in bulk.

You can use the bulk export option to export the event source details of your current set up and
store it. This data can be imported in bulk when you face a problem with your current set up and
require the event source data you had.

You can use the bulk edit feature when you have multiple event sources that need a specific
modification. You can select all the sources and apply the edit option across them at a time and
avoid applying the change one by one.

After completing this procedure, you will have...
o Imported event sources in bulk.
o Exported event sources in bulk.

o Edited event sources in bulk.

Return to Procedures
See Also

Similar procedures are available from the Event Sources module (Administration > Event
Sources). For details, see the following topics in the Event Source Management Guide:

« Import Event Sources
« Export Event Sources

o Bulk Edit Event Source Attributes
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Import Event Sources in Bulk

Warning: When using a spreadsheet program to edit an exported event source CSV file, some
data fields like numbers and dates can be re-formatted into the spreadsheet program’s native
field types. This can cause issues when re-importing this information, as some data fields may
be garbled or formatted incorrectly. This can be avoided by importing the CSV file into the
spreadsheet program, and specifying all data fields as text values.

To import multiple event sources at once:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click = under Actions and select View > Config,

4. Select the Event Sources tab, sclect AWS (CloudTrail), Check Point, File, Netflow,
ODBC, SDEE, (Syslog for Remote Collectors) only, VMware, Windows, and Windows
Legacy (SNMP does not have an Import function.).

5. Inthe Sources panel toolbar, click Import Source.
The Bulk Add Option dialog is displayed.

Bulk Add Option

O Import CSV File
(1 Paste C5V Content

Close

6. Select either Import CSV File or Paste CSV Content. If you select:

e Import CSV File:

a. Click Next.
The Import dialog is displayed.
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b. Click Add and select a .csv file from your network.

Import

+
1

File Name =~

newFileEventSources.csv

Close Import

c. Click Import.

The event sources are added to the Event Source list.

o Paste CSV Content:

a. Copy the contents of the .csv file and paste it into the dialog.

Bulk Add Option

O Import CSV File
(# Paste CSV Content
FileDirl,4%5E.*% 24, FALSE, TRUE TRUE,UTF-

8,10,FALSE,FALSE 1.10E+121.10E+12,65536,10,10, TRUE,O,
TRUE

Close Import

b. Click Import.

The event sources are added to Event Source List.

Export Event Sources in Bulk

Warning: When using a spreadsheet program to edit an exported event source CSV file, some
data fields like numbers and dates can be re-formatted into the spreadsheet program’s native
field types. This can cause issues when re-importing this information, as some data fields may
be garbled or formatted incorrectly. This can be avoided by importing the CSV file into the
spreadsheet program, and specifying all data fields as text values.
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o In the Security Analytics menu, select Administration > Services.

o Inthe Services grid, select a Log Collector service.

o Click © under Actions and select View > Config.

o Select Event Sources tab, select AWS (CloudTrail), Check Point, File, Netflow,
ODBC, SDEE, VMware, Windows, and Windows Legacy (SNMP does not have an Export

function.).

o In the Sources panel, select one or multiple event sources and click Export Source.

The Bulk Export dialog is displayed.

Bulk Export

Export all rows or selected rows?

Selected Cancel

o Ifyouselect:

o All, Security Analytics exports all event sources to a time-stamped CSV file.

o Selected, Security Analytics exports the event source or sources you selected to a time-
stamped CSV file.

o Cancel, Security Analytics cancels the export.

The time-stamped CSV file (for example, exported-file-config-Feb-28-2013-13-31.csv)
with the event sources that you selected from the list.

onfig-Feb-28-2013-13-31., Microsoft Exce

=xported-fils

@ - =™ x

Edit Event Sources in Bulk

To edit multiple event sources at once:
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Home Insert Page Layout Formulas Drata Review View Acrobat
- { - iti ing* = - .
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= 53 &_ ~ | $ - % | @Format as Table ~ j* Delete ~ E'
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Clipboard M Font P} Alignment P} MNumber I Styles Cells Editing
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1. On the Log Collector Event Sources tab, select AWS (CloudTrail), Check Point, File,
Netflow, ODBC, SDEE, Syslog, VMware, Windows, or Windows Legacy (SNMP does

not have an Edit function.).

2. In the Sources panel, select multiple event sources and click Iﬁ (edit icon).

The appropriate Bulk Edit dialog for the selected event source is displayed. The following

figure is an example of Bulk Edit Source dialog for File event source parameters.

Bulk Edit Source

Basic
Select fields for bulk edit operation. Only selected fields will be updated.

+ Enabled [+
(=) Advanced

O

l

Cancel OK

3. Select the checkbox to the left of the fields that you want to modify (for example, Debug).
4. Modify the selected parameters (for example, change Debug from Off to On).

5. Click OK.
Security Analytics applies the same parameter value change to all of the selected event

sources
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Parameters

AWS (CloudTrail)

Check Point

File Event Source

Netflow

Open Database Connectivity (ODBC)
SDCC

Syslog

VMware

Windows

Test Event Source Connections in Bulk

This topic tells you how to import, export, and edit event sources in bulk.

You can use the bulk export option to export the event source details of your current set up and
store it. This data can be imported in bulk when you face a problem with your current set up and
require the event source data you had.

You can use the bulk edit feature when you have multiple event sources that need a specific
modification. You can select all the sources and apply the edit option across them at a time and
avoid applying the change one by one.

After completing this procedure, you will have...

o Imported event sources in bulk.
« Exported event sources in bulk.

o Edited event sources in bulk.
Return to Procedures
Procedure

To test multiple event source connections at once:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click & under Actions and select View > Config.

4. Select the Event Sources tab, select Plugins, ODBC, and Windows (the other protocols do

not have a bulk test connection function).

5. Select one or more:
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o sources from the Sources panel for Plugins or ODBC

o hosts from Hosts panel for Windows

The Test Connection button is enabled.

A Administration = Hosts £ Services 3\ Event Sources @ Health & Wellness == System B Security 0) 20_,‘ ©  RSAsecurity Analytics
& Change Service | -LlogCollector |  Config &

General Remote Collectors Files Event Sources MaTLIESGELLTH Settings  Appliance Service Configuration
Windows ~ Config ~
Event Categories Hosts

+ = [# & importSource [ Export Source + & Import Source
™ Alias Authorization Method | Channel | Max Duration Poll | Max Events Per Cycle ~ UserName  ReadAllEvents  Polli [ ] Event Source Address Port Transport Mot Debug Enabled Validate Serve Render Locale Windows Type
[ windows basic 120 5000 administ... false 180 [ 5985 http off true false en-us Domain C...

| Page 1 of1 | | Items 1 -1 0of 1 | Page 1 of1 | |1 C Items 1-10of 1

2 admin | @ English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

6. Click M Test Connection

The Bulk Test Connections dialog is displayed showing the current status of the test for
each source. The status can be waiting, testing, passed or failed.

If you choose to close the testing before it is completed, the testing stops and the Bulk Test
Connections dialog closes.

After the testing is complete, the results are displayed in the Bulk Test Connections dialog.

Bulk Test Connections
Status Error Message

L
Testing

Parameters

AWS (CloudTrail)
Open Database Connectivity (ODBC)
Windows

Configure Syslog Event Sources for Remote Collector

This topic tells you how to configure Syslog event sources for the Log Collector.
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After completing this how-to you will have:
o Configured a Syslog Event Source

o Modified a Syslog Event Source

Caution: Do not configure Syslog Collection for Local Log Collectors. You only need
to configure Syslog Collection for Remote Collectors.

Return to Procedures

Procedures

Configure a Syslog Event Source

Note: The Log Decoder collects Syslog messages directly from local site’s event
sources. This means that you only need to complete the following procedures if you are
collecting Syslog messages from a remote site through a Remote Collector.

To configure a Syslog event source:
1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click *“ under Actions and select View > Config.

4. Inthe Log Collector Event Sources tab, select Syslog/Config from the drop-down menu.
The Event Categories panel displays the Syslog event sources that are configured, if any.

5. Inthe Event Categories panel toolbar, click +
The Available Event Source Types dialog is displayed.
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Available Event Source Types

L] Name ~

] checkpoint

6. Select an event source type (for example, syslog-tep) and click OK.

The newly added event source type is displayed in the Event Categories panel.

7. Select the new type in the Event Categories panel and click + in the Sources panel

toolbar.

The Add Source dialog is displayed.
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Add Source

Basic

Port * 514 o
Enabled ™

() Advanced

InFlight Publish Log 0

Threshold

Maximum Receivers 2 o
Event Filter ~

Debug

Cancel

8. Modify any of the parameter settings and click OK.

The Syslog event source is added to the Sources panel.

& Administration = Hosts = services R\ Event Sources ¥ Health & Wellness 3= System & security O A @ RSAsecurity Analytics
& Change Service | - Log Collector Config
General Local Collectors Files Event Sources Settings Appliance Service Configuration
Syslog v Config v
Event Categories Sources
+ - + & Import Source
[ Name O Name Port Maximum receivers Event Filter Debug Enabled
™ syslog-tcp O tep514 514 2 off true
[ syslogudp O wp777? ke 2 Verbose true
| Page 1 of1 | | Page 1 of1 | | C Items 1-2 of 2

2 admin | &3 English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Modify a Syslog Event Source

To modify an event source:
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1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.
3. Click ' under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Syslog/Config from the drop-down menu.

5. Select an event source type (for example, syslog-tep) and click OK.

6. In the Source panel, select an event source (for example, tep514) and click Iﬁ

The Edit Source dialog is displayed.

Edit Source

Basic

Mame tcpsSi14
Port * 514
Enabled 41

() hdvanced

InFlight Publish Log 0

Threshold
Maximum Receivers 2 o
Event Filter W

Debug

5. Modify the parameters that require changes and click OK.

Security Analytics applies the parameter changes to the selected event source
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Parameters

Syslog Event Source Configuration Parameters for Remote Collector

Configure Event Filters for a Collector

This topics tells you how to create and maintain Event filters across all collection protocols.
After completing this how-to, you will have:

o Configured an Event Filter

o Modified Event Filter Rules.

Note: You cannot configure Syslog Collection for Local Log Collectors. Y ou only need to
configure Syslog Collection for Remote Collectors. See Access Local Collectors and Remote
Collectors for additional configuration information.

Return to Procedures
Configure an Event Filter

To configure an event source:
1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click =~ under Actions and select View > Config.

4. Inthe Event Sources tab, select any collection method / Filters from the drop-down menus.

The following screen shows Check Point selected.

» Administration © = Hosts = Services M Eve

-+, Change Service | i - Log Collector

General Remote Collectors Files Event Sources

Check Point ~ | Filter W

The Filters view displays the filters that are configured for the selected collection method, if
any.

5. In the Filters panel toolbar, click +
The Add Filter dialog displays.
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Add Filter

Mame * Filter100

Description * Syslog Leve

Cancel

6. Enter a name and description for the new filter and click Add.

The new filter displays in the Filter panel.

A Administration © = Hosts £ Services R\ Event Sources W Health & Wellness == System B Security C) 20.,. e RSA ‘Security Analytics

I I

-+ Change Service

- Log Collector Config ©

General Local Collectors Files Event Sources Settings  Appliance Service Configuration

Syslog ~  Filters v

Filters
+

0| Name

[] Fileer1oo

| Page 1 of1 |

admin | & English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1
g

7. Select the new filter in the Filters panel and click + in the Filter Rules panel toolbar.

The Add Filter Rule dialog is displayed.

8. Click + under Rule Conditions.

9. Add the parameters for this rule and click Update > OK.
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Add Filter Rule

Filter Name * Filter100

Rule Description * SysloglLevel100

Rule Conditions

T4} Key * Operator * Use Regex  Value Ignore Case Action
Match * No Match *
Syslog Level (syslog.level) ~ Equals v T4 1-2 O Accept « ||Drop

Cancel

Security Analytics updates the filter with the rule that you defined.

o Jowmn

Key Valid values are:

» For Syslog:
o Syslog level
e Source [P
o« Raw Event

« For other collection methods: Event ID (EventID)

Operator Valid values are:

« Contains

o Equal
Use Optional. You can select this if you want to use regex.
Regex
Value Value depends on the key value you selected.

For example if you choose Syslog level for Key, the value will be a number that
denotes the syslog level.

Ignore Optional. Select this to ignore the case sensitivity.

case
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o Jovn

Action  If there is a match you can choose an action to accept, drop, next condition or next
rule.

If there is no match, you can choose an action to accept, drop, next condition or
next rule.

Modify Filter Rules

To modify an event source:

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click & under Actions and select View > Config.

4. Inthe Event Sources tab, select any collection method / Filters from the drop-down menus.

» Administration © = Hosts £ Services ™ Eve

-+ Change Service | & - Log Collector

General Remaote Collectors Files Event Sources

Check Point v | Filter v

The Filters view displays the filters that are configured for the selected collection method, if
any.

5. In the Filter Rules list, select a rule and click Iﬁ
The Edit Filter Rule dialog is displayed.
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Edit Filter Rule

Filter Name * Filter100

Rule Description * Sysloglevel100

Rule Conditions

+
O Key * Operator * Use Regex = Value * Ignore Case

Match *
[ syslog.level Equals true 1-2 true Accept

6. Select the rule condition that you want to modify.

Edit Filter Rule

Filter Name * Filter100

Rule Description * Sysloglevel100

Rule Conditions

™ Key * Operator * Use Regex  Value * Ignore Case
Match *

«| Equals « ™ 1-2 ™

Syslog Level (syslog.level) Accept

7. Modify the condition parameters that require changes and click Update > OK.

Security Analytics applies the condition parameter changes to the selected filter rule.

Action
No Match *

Drop

Cancel

Action
Mo Match *

« || Drop

Cancel

Step 4. Configure the Event Sources to Send Events to Security Analytics

Overview

This topic contain a table that with links to the configuration instructions for every event source

supported by Security Analytics.
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RSA Security Analytics Supported Event Sources

Return to Procedures

The following illustration shows you the first section of the table that will be part of the Content

inserted into this

Overview

guide.

This topic lists the Event Sources currently supported by RSA Security Analytics and has links to the available Configuration

Instructions.

RSA Supported Event Sources

The following is an alphabetical list of supported event sources that are available in Security Analytics.

A B c D E F G
L M N o P R s
A
Event Source  Version Parser Name
Name
Accurev 601 accurev
Adtiance Vantage | 122 actiancevaniage
Adtividentity 4TR |6.4.1 actividentity
ESS AAA Server
AiMagnet Enterp | 7.5, 8.5, 10.1 airmagnetenterpri
rise s
Alcatel- 6600, 6850, 9700 | alcatelomniswitch
Lucent Omniswit
o
o\ Apache HTTP  21,22,24
enver
Apache 60,7.0,80.14 | apachetomcat

Tomcat Server

A Administration ©

&= Hosts

H 1
T v

Collection
Method

File

opBC

oDBC

Syslog

Syslog, SNMP

___ Syslog, File 4"~

Syslog, File

Instructions

\

Adaitional
Downloads 8

B services

R\ Event Sources

@ Health & Wellness

= System

& security

& me

RSA ‘Security Analytics

+ Change Service | ELog Decoder ecoder | Config ©

General Files Data Retention Scheduler ~ App Rules  Correlation Rules Feeds Parsers  Advanced

Appliance Service Configuration

System Configuration
Name

Compression

Port.

SSLFIPS Mode

SSL Port

Stat Update Interval

Threads

Log Decoder Configuration
Name
S Adapter
Berkeley Packet Filter
Capture Interface Selected
3 Cache
Cache Direccory

Cache Size

Config Value

Config Value

log_events,Log Even

ts

witnessilogdecoder/cache

Parsers Cgnfiguration\
Name /

@ ALERTS

BITTORRENT |

apachetomeat

apcanintellapaich

appsecdbprotect

arberpeakfiow

Servide Parsers Configuratioh

Enable Al Disable All

Config Value
Enabled
Enabled
Enabled
Enabled
Disabled

Enabled -
Enable All  Disable All

| contig value

Qe

R0O®
«

d Us Feedback | 10.5.0.0.1576!
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Find the name of the event source (for example, Apache HTTP Server).

00

Verify that it is supported by the Collection Protocol (for example, the File Collection
Protocol).

. N . . . .
Clickon = to display the configuration instructions for the event source.

S ©

Verify that you downloaded the correct parser (for example, apache) from LIVE to the
Log Decoder and enabled it.

Step 5. Start and Stop Services for Configured Protocols

This topic tells you how to start a collection service and enable the automatic start of a
collection service.

Context

If a collection service stops, you may need to start again, or you may want to enable the
automatic start of a collection service.

Start a Collection Service

Return to Procedures

The following figure shows you how to start a collection service.

# Administration © E Appliances @ Services D Health & Wellness D’—,y‘-’,mm

Services
s +- FZ |V | Flcenses~ | #=
Name L Name Licensed  Appliance Type Version “ Refresh 2= Explore
B All o i S SR e . .
1 e g log Collector 2222 O stop ® security

() Restart

Y legacy Log Collector 3333

Displaying 1- 14 of 14

| Page 1-7_‘67‘#\.,_;_7_} (e

Send Us Feedback  10.4.0.0.9628-1

Wl

Select a Log Collector service and click =~ under Actions.

o Click View > System.
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A Administration © & Hosts 8 services

- Change Service | B8 NWAPPLIANCEZ21159 - Log Coll
. —E_stTasks & shutdown Service

4

&Y File 1 2|75 start

@Cﬂlleninn -

Click Collection > service (for example, Windows Legacy) and click Start.

Enable Automatic Start of Individual Services

The following figure shows you how to enable the automatic start of a collection service.

0
A Administration ®Hosts  @Services  NEventSources  WHealth&Wellness  3=System & security ® BB @ RSAsecurity Analytics
Groups Services )
+ e +o - * >0 x
Name }g_me-"' . Licensed  Host Type Version \\\.\umns
(=L [10] «4/Nw»puwczznse.Lngzuumm @ NWAPPLIANCE21159 Log Collector 10.5.0.0.13874 -r:\l*
° Log Decor
L ]
°
°
°
[ 2 Incident M o
(] PDB -
Page 1 | of1 | | C | Displaying 1- 10 0f 10

Select a Log Collector service and click & under Actions.

o
2]

Click View > Config.
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A Administration =Hosts ~ BServices  MEventSources W Health & Wellness 3= System Bsecurity P @ RSA Security Analytics

# Change Service | IH NWAPPLIANCE21159 - Log Collector |  Config &

General Local Collectors Files Event Sources Settings Appliance Service Configuration

System Configuration

Name Config Value

Comprassian 0

Port 50001

SSLFIPS Mode (]

S5L Port 56001 -

Collector Configuration Egoie A Disasie Al
Name Config Value Z
= Check Point Collection
Start Collection on Service Startup O
@ File Collection

4 .
Start Collection on Service Startup. 4 / .

2 admin | @Engiish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15589-1

o o

o Select the Start Collection on Service Startup checkbox for a collection service (for
example, Windows Legacy) and click Apply.

o (Optional) You can click Enable All and click Apply to select every collection service
to start upon the startup of the Log Collector service.

Step 6. Verify That Log Collection Is Working

This topic tells you how to verify that you have set up Log Collection correctly.

You need to verify that Log Collection is configured correctly, otherwise it might not work
Procedure

Return to Procedures

The following methods verify that Log Collection is working.

o Verify that there is event activity the Event Source Monitoring tab of the Administration >

Health & Wellness view.

o Verify that there are parsers in the device.type field in the Details column in the

Investigation > Events view for the collection protocol you configured.

Please refer to the Configuration Guide for each Collection Protocol for steps on how to verify
that protocol is set up correctly.

Reference - Configuration Parameters Interface

The Log Collector Config Service view is the view on which you maintain all the Log
Collector parameters.
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General tab = High-level parameters that govern the operation of the Log Collector service and
each collection protocol.

Event Sources = Supported event sources (Check Point, File, ODBC, Netflow, Plugins, SDEE,
SNMP, Syslog, VMware, Windows, and Windows Legacy)

Settings tab = Lockbox security setup, and certificate management.

Please refer to the Files tab and the Appliance Service Configuration tab in the Host and
Services Configuration Guide for information on the configuration parameters on these tabs.
Log Collection General Tab

This topic introduces features of the service Config view > General tab that relate specifically to
Log Collector.

The RSA Security Analytics administrator must configure event sources to send logs to the
collectors. When event sources are configured they poll event sources, retrieve logs, and send

the event data to Security Analytics). In the service Config view > General tab, you can perform
these actions:

o Adjust the system configuration parameters if required in the System Configuration panel.

» Configure automatic start of log collection by event source type in the Log Collector
Configuration panel:

o Check Point

« File

o Netflow

« ODBC

o Plugins (AWS CloudTrail)
o SDEE

o SNMP

e VMware

o Windows

o Windows Legacy

To access the Log Collection General tab:
1. Inthe Security Analytics menu, select Administration > Services.

2. In Services, select a Log Collector service.

3. Click ““ under Actions and select View > Config.
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The Service Config view is displayed with the Log Collector General tab open.

-
& Administration @ = Hosts £ Services 3\ Event Sources W Health & Wellness 3= System B Security G A @ RSASecurity Analytics

-5 Change Service | @ - Log Collector | Config =

General Local Collectors Files Event Sources Settings  Appliance Service Configuration

System Configuration

Name Config Value
Compression 0
Port 50001
S5L FIPS Mode O
SSL Port 56001
Stat Update Interval 1000
Threads 20
Collector Configuration Enable All - Disable Al
Name Config Value
= Check Point Collection

Start Collection on Service Startup O

= File Collection
Start Collection on Service Startup [}
= Netflow Collection

Start Collection on Service Startup [}

2 admin | \%Enghsh(umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

System Configuration Panel

The System Configuration panel manages service configuration for a Security Analytics service.
When a service is first added, default values are in effect. You can edit these values to tune
performance. Refer to the General tab for a description of these parameters.

The System Configuration section has these parameters.

Parameter Description

Compression The minimum number of bytes that must be transmitted per response before
compression. A setting of 0 disables compression. The default value is 0.

A change in value is effective immediately for all subsequent connections.

Port The port on which the service listens. The ports are:
o 50001 for Log Collectors
o 50002 for Log Decoders
o 50003 for Brokers
e 50004 for Decoders
o 50005 for Concentrators

e 50007 for other services
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Parameter Description

SSL FIPS When enabled (on), the security of data transmission is managed by encrypting
Mode information and providing authentication with SSL certificates. The default
value is off.
SSL Port The Security Analytics Core SSL port on which the service service listens.
The ports are:
e 56001 for Log Collectors
e 56002 for Log Decoders
» 56003 for Brokers
e 56004 for Decoders
e 56005 for Concentrators
e 56007 for other services
Stat Update  The number of milliseconds between statistic updates on the system. Lower
Interval numbers cause more frequent updates and can slow down other processes. The
default value is 1000.
A change in value is effective immediately.
Threads The number of threads in the thread pool to handle incoming requests. A setting
of 0 lets the system decide. The default value is 15.
L A change takes effect on service restart.

Collector Configuration Panel

The Collector Configuration panel provides a way to enable automatic start of log collection by
event source type: Check Point, File, ODBC, SDEE, SNMP, Syslog, VMware, and Windows.

m Configuration Value

Enable All
Disable All

Enables or disables the automatic collection for all event types.

« Enable All = start receiving events and collecting logs for all event

types when the Log Collector service starts.

o Disable All = (default) do not receive event data for all event types

until you explicitly start collection.
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m Configuration Value

Start Collection on  Enables automatic start, per event source type, of log collection when

Service Startup the Log Collector service starts. Valid values are:

o Selected = start collecting logs when the Log Collector service starts.
o Not selected = (default) do not collect event data until you explicitly

start collection.

Apply Click Apply to save the changes to the parameter values.

Tasks

See the Log Collection Getting Started Guide for more information about enabling or disabling
an automatic start of the collection or starting and stopping log collection protocols.

Log Collection Event Destinations Tab

Use the Event Destinations tab of the Log Collection service Config view to configure the
destination of event data collected by the Log Collector:

o Log Decoders
o Identity Feed

Prerequisites
You must implement the following configuration to create an identity feed.

o A Log Collector service with an Identity Feed Event Processor

o A Log Collector service with Windows Collection configured and enabled

Note: See the Create an Identity Feed topic in the Live Resource Management Guide for
more information on how to create and investigate on an identity feed.

The required permission to access this view is Manage Services.

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.
3. Click ““under Actions and select View > Config.

4. Click the Event Destinations tab.

5. Inthe Select Event Destinations drop-down menu:
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o Select Log Decoder to configure Log Decoder destinations for event data collected by

the Log Collector.

Note: You must select a Log Decoder service from the Add Log Decoder
Destination dialog, but the remainder of the configuration is done automatically.

o Select Identity Feed to configure an identity feed destination for event data collected by

the Log Collector.

P Administration © = Hosts B services M Event Sources ® Health & Wellness == System & Security (f) a e RSA ‘Security Analytics
& Change Service | NWAPPLIANCE2506 - Log Collector |  Config &

General Remote Collectors Files ALl Event Destinations Settings Appliance Service Configuration
Select Event - -
Destinations Log Decode
Destination Groups Log Decoders

+ = +
™ Name ~ O Name ~ Host Port S5L Failover Log Decoders Status
¥ logdecoder [ logdecoder 127.0.0.1 514 false started

| Page |1 | of1 | | | Page 1 of 1 | | C Items 1-1of 1

@ Engish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.1.18203-1

& Administration ® = Hosts & services N\ Event Sources @ Health & Wellness = System B security @ RSA Security Analytics
# Change Service | NWAPPLIANCE2506 - Log Collector |  Config &

General Remote Collectors Files AN ES NIl Event Destinations Settings Appliance Service Configuration

Select Event 4 -
Destinations Identity Feed

Identity Feed

™ Name ~ Rollover Interval Update Interval Event Source Filter | Status Start Processor on Service Startup
™ IDFEED 3 1 true
| Page 1 of 1 | | C Iltems 1 -1 of 1

‘ladmin I @English(UnitEd States) | GMT+00:00 Send Us Feedback | 10.5.0.1.18203

Log Collection Parameters

The Log Collection Config View is the view on which you maintain all the Log Collection
parameters.

Log Collection Event Sources Tab

This topic introduces the service configuration parameters available on the Event Sources tab of
the Log Collection service Config view.
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Use the Event Sources tab of the Log Collector service Config view to configure the AWS
(CloudTrail), Check Point, File, ODBC, SDEE, SNMP, Syslog, SNMP, VMware, Windows,
and Windows Legacy event sources.

To access the Log Collection Event Sources Tab:
1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥  under Actions and select View > Config.
The Service Config view is displayed with the Log Collector General tab open.

4. Click Event Sources tab.

A Administration © == Hosts B Services M Event Sources W Health & Wellness = System B Security @ n 0 RSA 'Securily Analytics
s Change Service [l NWAPPLIANCE21159 - Log Collector |  Config
General Local Collectors Files Event Sources Settings Appliance Service Configuration

File ~ | Config ~

Event Categories Sources

+ - + z Import Source
™ Name O | File Di Address File Spec File Encoding  Enabled Ignore Encoding Conversion Errors File Disk Quota | Sequential Processing Save On Error Save On 5u
¥ apache [0 BL. 127000 A2s UTF-8 true true 10 true true false

4 »
| Page 1 of1 | | Page 1 of1 | | Iltems 1-10of 1

X admin | @En‘glish(Un\tEd States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15589-1

Features

The File/Config view in the Event sources tab has two panels: Event Categories and Sources.
Event Source Types Menu

The Log Collector Event Sources tab has a two-box, drop-down menu in which you select the
collection protocol and any supporting parameters for that protocol.

In the left box, you select one of the following protocols: Check Point, File, ODBC,
Plugins, SDEE, SNMP, SNMP, VMware, Windows, and Windows Legacy.

In the right box, you select:

« Config to configure the generic event source parameters for the type you selected in the left

drop-down. All generic Config panels have a toolbar with these options:
o Add, Edit, and Delete

o Import (also Import Source, Import DSN)
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o Export (also Export Source, Export DSN)
o For ODBC, SNMP, and Windows only:
o For ODBC, DSNs to configure
o For SNMP, SNMP v3 User Manager
o For Windows, Kerberos Realm Configuration

o For Syslog on Remote Collectors only, Syslog, Filters

Selecting an option displays a configuration panel where you configure the collection parameters
for the event source. The configuration panels are slightly different for different event sources
and are described separately.

The following drop-down menu has the configuration parameters selected for Check Point.

Check Point ~  Config v

Tasks

Step 3. Configure Event Sources in Security Analytics

Syslog Event Filters View for Remote Collector

This topic describes the parameters in the Syslog Filters view.
To access the Syslog Filters view:

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥~ under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Syslog/Filters from the drop-down menus.
The Filters view displays the Syslog filters that are configured, if any.

Features

The following table describes the Syslog Filters view parameters.
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o Jovmn

Key Valid values are:

o Syslog level
o Source I[P

¢ Raw Event

Operator Valid values are:
o Contains

o Equals

Use Optional. You can select this if you want to use regex.

Regex

Value Value depends on the key value you selected.
For example if you choose Syslog level for Key, the value will be a number that

denotes the syslog level.

Ignore Optional. Select this to ignore the case sensitivity.

case

Action  If there is a match you can choose an action to accept, drop, next condition or next
rule.
If there is no match you can choose an action to accept, drop, next condition or next

rule.

Tasks
Procedures
Syslog Event Source Configuration Parameters for Remote Collector

This topic describes the parameters in the Syslog Event Sources view.

Caution: Do not configure Syslog Collection for Local Log Collectors. You only need to
configure Syslog Collection for Remote Collectors.

To access the Event Sources Tab for a remote log collector:
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1. Inthe Security Analytics menu, select Administration >Services.

2. Inthe Services grid, select a Log Collector service.

3. Click © under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Syslog/Config from the drop-down menu.

& Administration © = Hosts £ services N\ Event Sources ‘¥ Health & Wellness 2= System 8 Security o) 2?,. ©  RSAsecurity Analytics

% Change Service | -LogCollector |  Config ©

General Local Collectors Files Event Sources Settings Appliance Service Configuration

Syslog v Config v

Event Categories Sources
+ - + & Import Seurce
[ Name [0 Name Port Maximum receivers Event Filter Debug Enabled
M syslogtcp [ tepsie 514 2 off true
[ syslogudp O wepr77 7 2 Verbose true
| Page 1 of1 | | Page 1 of1 | (& Items 1 - 2 of 2

Send Us Feedback | 10.6.0.0.20099-1

2 admin | @) English (United States) | GMT+00:00

The Syslog/Config view in the Event Sources tab has two panels: Event Categories and
Sources.

Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

G e

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

Fowrs Jowsetpten

Selects the event source type that you want to add.
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e Jomen

Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Sources Panel

Use this panel to review, add, modify, and delete event sources and their parameters for the
event source type you selected in the Event categories panel.

Toolbar

The following table provides descriptions of the toolbar options.

o Jomen ==

+ Displays the Add Source dialog in which you define the parameters for a
Firewall host.

- Deletes the host that you selected.

z Opens the Edit Source dialog, in which you edit the parameters for the
selected event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit Source
dialog in which you can edit the parameters values for the selected event
sources.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

& import Source  Opens the Bulk Add Option dialog in which you can import hosts in bulk
from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

™ Export Source  Creates a .csv file that contains the parameters for the selected hosts.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

Add or Modify Sources Dialog

In this dialog, you add or modify an event source for the selected event source type.
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e Joewen

Source

Parameters

Cancel

OK

Lists the parameters populated with the default values. Enter or modify the appro-

priate values.

Closes the dialog without adding an event source or saving the parameter values

for the selected event source.

In the Add Sources dialog, adds the event source and its parameters. In the Edit

Source dialog, applies the parameter value changes for the selected event source.

Source Parameters

The following table provides descriptions of the source parameters.

Name_Jowserpten

Basic
Port* Default port is 514.
Enabled  Select the check box to enable the event source configuration to start collection.
The check box is selected by default.
Advanced
Maximum Maximum number of receiver resources used to process collected syslog events.
Receivers The default value is 2.
Inflight Establishes a threshold that, when reached, Security Analytics generates a log
. message to help you resolve event flow issues. The Threshold is the size of the
Publish . .
syslog event messages currently flowing from the event source to Security
Log Analytics.
Threshold Valid values are:
o 0 (default) - disables the log message
o 100-100000000 - generates log message when the syslog event messages
currently flowing from the event source to Security Analytics are within the
100 to 100000000 byte range.
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o

Event Fil- Select a filter.

ter Please refer to Configure an Event Filter for instructions on how to define filters.

Debug Caution: Only enable debugging (set this parameter to "On" or "Verbose") if
you have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the Log
Collector.

Enables/disables debug logging for the event source.

Valid values are:
o Off = (default) disabled
e On = enabled

o Verbose = enabled in verbose mode -adds thread information and source

context information to the messages.

This parameter is designed to debug and monitor isolated event source collection
issues. The debug logging is verbose, so limit the number of event sources to
minimize performance impact.

If you change this value, the change takes effect immediately (no restart

required).
Cancel Closes the dialog without making adding an event source type.
OK Adds the parameters for the event source.

Tasks

Procedures

Configure an Event Filter

Log Collection Settings Tab

This topic describes the service configuration parameters available in the Settings tab of the Log
Collector service Config view.

You use the Settings tab to:

o Setup a lockbox

o Reset Stable System value
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Caution: If the host name on which the Log Collector is installed is changed after
installation, the Log Collector will fail to collect events from event sources. Y ou must
reset stable system values if the hostname changes.

o Manage certificates.

To access the Log Collection Settings Tab:

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥ under Actions and select View > Config.

4. In the options panel, select:

o Lockbox to maintain Lockbox settings.

o Certificates to add or delete certificates.

& Administration © =Hosts = = Services N Event Sources W Health & Wellness = Systemn @security () M @  RSASecurity Analytics |
& Change Service | - Log Collector | Config &
General Remote Collectors Files Event Sources  Event Destinations E=lai -l Appliance Service Configuration
webor | ockbox Security Settings
Certificates ty 8
Set or change the lockbox password. You will be required to enter this password to perform any lockbox management.
Old Lockbox
Password

New Lockbox
Password

Reset Stable System Value

This operation sets the system fingerprint in the lockbox. This is typically only required after changing the host hardware,

Lockbox
Password

Generate New Encryption Key

Generates a new internal encryption key and re-encrypts the log collector’s encrypted configuration values with it.

% admin | € English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Lockbox Configuration Parameters

This topic describes the Lockbox Security Settings.

A lockbox is an encrypted file that you use to store confidential information about an application.
The Security Analytics Lockbox stores an encryption key for the Log Collector.
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The encryption key encrypts all event source passwords and the event broker password, but the
actual event source passwords are not stored in the Lockbox.

When you create the Lockbox, you need to:
1. Define a password for the Lockbox.
2. Set a host system fingerprint based on stable system values.

The Log Collector operates the Lockbox in a mode during data collection that does not require
you to specify the password (the Log Collector uses the host system fingerprint instead). You do
need to use the Lockbox password to:

o Change the Lockbox password.

o Reset stable system values.

o Generate a new encryption key.

To access the Lockbox Configuration Parameters:

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥ “under Actions and select View > Config.

4. Click the Settings tab.

5. In the options panel, select Lockbox to maintain Lockbox settings.

. |
& Administration ® =Hosts = =Services = M EventSources W Health & Wellness 3= System @securty () ')A @ RSASecurity Analytics |
- Change Service | - Log Collector | Config «
General Remote Collectors Files Event Sources  Event Destinations EG eIl Appliance Service Configuration
wdvex | ockbox Security Settings
Certificates ty 8
Set or change the lockbox password. You will be required to enter this password to perform any lockbox management.
Old Lockbox
Password

New Lockbox
Password

Reset Stable System Value

This operation sets the system fingerprint in the lockbox. This is typically only required after changing the host hardware.

Lockbox
Password

Generate New Encryption Key

Generates a new internal encryption key and re-encrypts the log collector’s encrypted configuration values with it.

2 admin | @:'English(umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20098-1
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Features

The Lockbox view in the Settings tab has three sections: Lockbox Security Settings, Reset
Stable System Value, and Generate New Encryption Key.
Lockbox Security Settings

Before you configure event sources for the Log Collector, you need to set up a lockbox. General
guidelines for lockbox setup are:

o You only need to set a lockbox password once.
o Set the password before you configure event sources.

o After you set the password, the lockbox is set up for any event source that you add.

These are the lockbox security settings.

Foawrs Josserpen

Old Lock-  When you set up a Lockbox for the first time, this field is blank. Security Ana-
box Pass-  lytics populates this field after you enter a New Lockbox Password and click

word Apply.

New Lock- Initial or new lockbox password.

box Pass- .. . . .
Note: To maximize lockbox security, specify a password that is eight or more

word characters in length with at least one numeric character, uppercase character,
and non-alphanumeric character such as # or !

Apply Click Apply to save the changes to the lockbox password.

Reset Stable System Value

These are the Reset Stable System Value settings.

e Town

Lockbox ~ When you set up a Lockbox for the first time, this field is blank. Specify the same
Password Lockbox password that you entered under Lockbox Security Settings. Typically,

you only need to reset this password if you change the host hardware.

Apply Click Apply to set the system fingerprint in the lockbox.
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Generate New Encryption Key

This option generates a new internal encryption key and re-encrypts the Log Collector encrypted
configuration parameter values (usually passwords). Clicking Apply activates the option.

Tasks
Procedures
Certificates Configuration Parameters

This topic describes the Certificates configuration parameters.

To access the Certificates configuration parameters:

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥  under Actions and select View > Config.

4. Click the Settings tab.

5. In the options panel, select Certificates to add or delete certificates.

& Administration © = Hosts £ Services N Event Sources ® Health & Wellness 2= System 8 Security @ 8 @ RSASecurity Analytics
& Change Service | -Log Collector | Config &
General Remote Collectors Files Event Sources  Event Destinations == Appliance Service Configuration
Lockbox Certificates
Certificates
+
)| Trust store Name ~ Certificate Distinguished Name
| Page of 0 | | C No More Items

% admin | Q@?English(uni[ed States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Features

The Certificates view in the Settings tab has one section: Certificates.

Certificates

You manage certificates by creating trust stores on the Log Collector. The Log Collector refers
to these trust stores to determine whether or not the event sources are trusted.
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N

+ Opens the Add Cert dialog in which you can add a certificate and
password.

Iﬁ Deletes the selected certificates.

Selects certificates.

Trust Store Name Displays the name of the trust store.

Certificate Distinguished For Check Point event source only, displays the distinguished

Name name for the certificate.
Certificate Password For Check Point event source only, displays the password name
Name for the certificate.

Add Cert Dialog
These are the fields in the Add Cert dialog.

Field Description

Trust Store Name  Enter a trust store name.

File Click Browse to select a certificate (*.PEM file) file from your network
Password Specify the password for this certificate.
Close Closes the dialog without adding a certificate.
Saves Adds the certificate.
Tasks
Procedure

Troubleshoot Log Collection Configuration

This topic highlights possible problems that you may encounter when you configure Log
Collection and suggested solutions to these problems.
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Troubleshoot Remote Collector Configuration Issues

The log messages in the following table are sent to:

o For Push configuration -
C:\NetWitness\ng\logcollector\rabbitmq\log\logcollector @localhost.log on the Windows

Legacy Collector server.

o For Pull configuration -
/var/log/rabbitmgq/sa@localhost.log on Log Decoder host server on which the Local

Collector is running.

Log message with "certificate expired' as part of the message. For example:
Any =ERROR REPORT==== 7-Apr-2015::11:02:07 ===
SSL: cipher: tls connection.erl:375:Fatal error: cer-

tificate expired
Log
=ERROR REPORT==== 7-Apr-2015::11:02:07 ===
Mes-
Shovel failed to connect to Host: "10.31.204.240"
sages
Port: 5671 VirtualHost: <<"logcollection">>: error:

{badmatch, {error,
{tls alert,

"certificate expired"}}}

The high-level cause of a certificate expired log message is that the SA service
host clock (date/time) and one or more hosts running the log collector service
clocks are not synchronized. The following scenarios can cause this error.

The SA service host and the Local Collector host clocks are synchronized, but
the Windows Legacy Collector (WLC) clock is:

Possible | Cause 1 - Ahead (in the future) of the Local Collector host and the SA host.

Causes
o Cause 2 - Behind (in the past) of the Local Collector host and the SA host.

Having the WLC clock in the past works if the WLC is configured to Push
events to the Local Collector. However, if the Local Collector is configured
to Pull events from the WLC, the WLC reads the Local Collector certificate
as invalid because it has a date ahead (in the future) of the WLC.
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For either cause, make sure that the clocks for SA host and all Remote and

Local Collector hosts are synchronized.

e Cause | - For a Legacy Windows Remote Collector, you may need to do a
"rekey" if the certificate was created at a time that is "in the future" as

compared to the Local Collector and Security Analytics. To do this:

a. Select the Log Collector service for the Legacy Windows Remote
Collector from the Services view.

b. Click View > Explore.

Solutions
c. Right-click /event-broker/ssl and click Properties.

The Properties dialog is displayed.

d. Regenerate the certificate with the rekey command in the Properties

dialog.

e. Exchange the new certificate with Security Analytics by removing and re-
adding the windows Legacy Windows logcollector service in Security

Analytics.

o Cause 2 -Synchronize the WLC with the LC.

Troubleshoot Collection Issues

Please refer to the troubleshooting instructions for each collection protocol for issues related to
those protocols.

Exporting Event Source Issues

This topic describes how to address problems you may encounter when exporting event source
information.

Issue

When using a spreadsheet program to edit an exported event source CSV file, some data fields
like numbers and dates can be re-formatted into the spreadsheet program’s native field types.
This can cause issues when re-importing this information, as some data fields may be garbled or
formatted incorrectly.
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Guidelines

To work around this problem, the best thing is to not open the file directly into the spreadsheet
program, but rather import the text file (CSV) data into the spreadsheet program while it is
already open. During the import of text data, your spreadsheet program will give you the option
to have the spreadsheet program format the data as text so that mathematical formatting is not
used on your CSV file's numbers.

Process

The exact steps differ depending on the spreadsheet program being used but the basic process is
as follows:

1. Export your CSV file from Security Analytics.

You will have a CSV file on your computer. Most CSV files will open up directly into your
computer's installed Spreadsheet program. However, do not double-click the file to open it.
Instead, proceed with the following steps.

2. Open up your spreadsheet program independently.
3. Create a new workbook or blank spreadsheet in the program.

4. Look for your spreadsheet program's import functions.

Import Options

The exact method of importing into your spreadsheet is dependent upon which spreadsheet you
are using. Some versions of Microsoft Excel will have an Import Wizard located in the Data
menu. Other versions will have the import functions located directly in the program's main
screen. Please refer to your spreadsheet program's documentation for information on importing
data into the spreadsheet.

When importing the data you may be given the option to select the data type. If so, select
comma separated. Furthermore, as part of the import you should be given the option to select
the formatting that will be used for the display of the imported data.

Tip
Before selecting the format type, be sure to select all of the columns in the file, then proceed:

1. Select text for the format that the data will be displayed in.

2. Complete your import.

Y our spreadsheet file will now be formatted in text only and preserve your numerical data as it
was generated by the store.
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AWS (CloudTrail) Collection Configuration Guide

The Amazon Web Service (AWS) CloudTrail collection protocol collects events from Amazon
Web Services (AWS) CloudTrail. CloudTrail records AWS API calls for an account. The
events contain the identity of the API caller, the time of the API call, the source IP address of
the API caller, the request parameters, and the response elements returned by the AWS service.
The AWS API call history provided by CloudTrail events enables security analysis, resource
change tracking, and compliance auditing. CloudTrail uses Amazon S3 for log file storage and
delivery. Security Analytics copies the log files from the cloud (S3 bucket), and sends the events
contained in the files to the Log Collector.

Y ou must deploy Log Collection before you can configure the AWS collection protocol.

The Basics

This guide tells you how to configure AWS (CloudTrail) collection protocol which collects
events from Amazon Web Services (AWS) CloudTrail.

How AWS Collection Works

The Log Collector service collects events from Amazon Web Services (AWS)

CloudTrail. CloudTrail records AWS API calls for an account. The events contain the identity of
the API caller, the time of the API call, the source IP address of the API caller, the request
parameters, and the response elements returned by the AWS service. The AWS API call history
provided by CloudTrail events enables security analysis, resource change tracking, and
compliance auditing. CloudTrail uses Amazon S3 for log file storage and delivery. Security
Analytics copies the log files from the cloud (S3 bucket), and sends the events contained in the
files to the Log Collector.

Deployment Scenario

The following figure illustrates how you deploy the AWS (CloudTrail) Collection Protocol in
Security Analytics.
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Intranet

AWS
(CloudTrail)

AWS
http or https

Log Collection

(Local and
Remote
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.

Procedures

Configure AWS (CloudTrail) Collection Protocol in Security Analytics

You configure the Log Collector to use AWS (CloudTrail) collection for an event source in the
event Source tab of the Log Collector parameter view. The following figure the basic workflow
for configuring an event source for AWS (CloudTrail) Collection in Security Analytics. Please
refer to:

o Step 1. Configure AWS (CloudTrail) Event Sources in Security Analytics for step-by-step

instructions on how to configure events sources in Security Analytics that use the AWS

Collection protocol.
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o References - AWS (CloudTrail) Collection Configuration Parameters for a detailed description of
each AWS (CloudTrail) Collection Protocol parameter.

& Administration & Appliances B services

(1) Dashboard
& Investigation

Mo Incidents

[N Alerts

!-H Reports

£ Administration &= Appliances

, BB Services
¥ Health & Wellness
= System

i Live

A Administration & pppliances @ Services W Health & Wellness = System

. /
Groups Services /
J/ /
+ ' 4 / X
/
Name Licensed  Appliance Type Version Agions /
sa / G
o ( @ Decoderi2)  Decoder 104.0.0.3286-3 B /
) | @ LCAD186 Lo Decoder 1040032763 @ /
1 4
® @ loglollesr &  LCIDABS  LogCollector a0l VB sysem
Delete Stats
O e win . AID Warehouse Connec... 10404 g0 Config
| page 1 |of1 | K B ERc Displaying 1 - 10.6f 10
Stop. Logs

Restart Securtty

https://1 admin/services#

© Sclecta Log Collection service.

o Click “ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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A Administration © =Hosts ~ EServices = NEventSources  WHealth & Wellness 3= System Bsecuity B @  RSASecurity Analytics

% Change Service | NWAPPLIANCEZ21159 - Remote Collector |  Config

General Local Collectors Files Event Sources Settings Appliance Service Configuration
Plugins v | Config v

Event Categories

+ Available Event Source Types |®
= ¥ Name ~

Name

y ™ cloudtrail

Cancel oK

| Page Dfﬂ |

2 admin | @)Engish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15872-1

o Click the Event Sources tab.
o Select Plugins as the collection protocol and select Config.

o Click + and select cloudtrail as the event source category.

The event source category is part of the content you downloaded from LIVE.

A Administration = Hosts B services N\ Event Sources @ Health & Wellness = system @security B @  RSAsecurity Analytics

& Change/Service i NWAPPLIANCE21159 - Remote Collector |  Config

General Local Collectors Files Event Sources Settings Appliance Service Configuration
Plugin ~ Config v
E\;'er‘t Categories \ Sources
+ - 1+ & import Source
M| Name [0 Name Enabled | Account Id S3Bucket! AccessKey Region  Command StartDate LogFile Pre Polling Inte SSLEnable
¥ cloudtrail
| Page 1 | of1 | | Page ofo | 1 C No More Items

2 admin | @)English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15872-1
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o Select the AWS (CloudTrail) category and click +

Basic = ~ -
Start Date * 89 -
Name * AWSTest
Log File Prefix cloudtrail-
Enabled ™ f the Cio
Account ID* 907171583576
53 Bucket Name * sa-vie-ct () Advanced
Access Key * AKIAIHVBMFM3YEK]4BXA Event Filter A4
Secret KQ}' F . sassrrssssssssssssarssesssssrrssesssanes Max Duration Pol 600
Region * us-west-1 Max Events Pol ] ]
Region Endpoint 53.3MazZ0N3WS.COoMm Max Idle Time Poll o z
Start Date * 89 b Debug Off ~
Log File Prefix cloudtrail- Command Args
77777 Polling Interval 60 o
Ssl Enable ™
(#) Advanced
Event Filter ~ Test Connection
- w
Cancel Cancel 0K

o Specify the basic parameters required for the AWS (CloudTrail) event source.

o Click ** and specify additional parameters that enhance how the AWS (CloudTrail)
protocol handles event collection for the event source.

Configure Event Sources to Use AWS (CloudTrail) Collection Protocol

You need to configure each event source that uses the AWS (CloudTrail) Collection protocol to
communicate with Security Analytics (see Step 2. Configure AWS (CloudTrail) Event Sources to
Send Events to Security Analytics).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
AWS (CloudTrail) Collection protocol with a checklist that contains each configuration step.

Configuration steps for the AWS (CloudTrail) collection protocol must occur in the specific
sequence listed in the table below.

AWS (CloudTrail) Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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Smplezaipe

1 Configure AWS (CloudTrail) Event Sources in Security Analytics.
2 Configure AWS (CloudTrail) Event Sources to Send Events to Security Analytics.

3 Start service for configured AWS (CloudTrail) collection protocol.

4 Verify that AWS (CloudTrail) Collection is working.

Step 1. Configure AWS (CloudTrail) Event Sources in Security Analytics

This topic tells you how to configure AWS (CloudTrail) event sources for the Log Collector.

After completing this procedure, you will have...

o Configured an AWS (CloudTrail) event source.
o Modified an AWS (CloudTrail) event source.

o Pulled a Certificate for a AWS (CloudTrail) event source.

Return to Procedures

Procedures
Configure an AWS (CloudTrail) Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

.

3. Click under Actions and select View > Config.

4. Inthe Event Sources tab, select Plugins/Config from the drop-down menu.

5. Inthe Event Categories panel toolbar, click +
The Available Event Source Types dialog is displayed.
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6. Select an event source type (for example, cloudtrail) and click OK.

Available Event Source Types

Ol Mame ~
[0 azureaudit

[0 cdoudtrail

Cancel 0K

The newly added event source type is displayed in the Event Categories panel.

& Administration = & Hosts £ Services N\ Event Sources W Health & Wellness 2= System & Security & A @ RSA Security Analytics

& Change Service | N a2 -Log Collector | Config &

General Remote Collectors Files Event Sources JEVELIIRESGELGN Settings  Appliance Service Configuration
Plugins ~  Config ~
Event Categories Sources

+ - + & Import Source
M Name | Name Enabled  Account id S3BucketN AccessKey —Region Command A StartDate  Log File Pref Polling Inter SSL Enabled
™ cloudtrail

| Page 1 of1 | | Page of 0 | | ¢ No More Items

2 admin | @ English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

7. Select the new type in the Event Categories panel and click + in the Sources toolbar.
The Add Source dialog is displayed.
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Add Source

Basic

MName *

=

Enabled

Account ID *

53 Bucket Name *

Access Key *

Secret Key *

Region * us-east-1

Region Endpoint

<r

Start Date * 0

Log File Prefix

A it I e Eile Prefi (o
d Wiln @ Log Fie Frenix, s

() Advanced

Test Connection

Cancel OK

8. Define parameter values (See References - AWS (CloudTrail) Collection Configuration

Parameters for definitions of each parameter).

9. Click Test Connection.
The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the
device or service information and retry.
Log Collector takes approximately 60 seconds to return the test results. If it exceeds the time

limit, the test times out and the Security Analytics displays an error message.

10. If the test is successful, click OK.

The new event source is displayed in the Sources panel.

& Administration © = Hosts B Services R\ Event Sources W Health & Wellness = Systemn & Security
& Change Service | LDLC - Log Collector | Config ®
General Remote Collectors Files Event Sources [MSVEVRMERETLH Settings Appliance Service Configuration
Plugins ~ || Config v
Event Categories Sources
+ - + & Import Source
M| Name O Name Enabled Event Filter AccountID | 53 BucketN AccessKey | Region Region Endf Command # Start Date  LogFile Pref Polling Inter Ss| Enall
¥ cloudtrail ] AWSTest true 907171 savicct  AKIAIHV.. us-west1  s3.amaz. 89 cloudtr... 60 true
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Modify an AWS (CloudTrail) Event Source

To modify an event source:
1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click ** under Actions and select View > Config.

4. In the Event Sources tab, select Plugins/Config from the drop-down menu.

The Event Categories panel is displayed with the event sources that are configured, if any.

5. Select an event source type in the Event Categories panel.

The event sources for this type are displayed in the Sources panel.

6. Select a source and click lﬁ in the toolbar.

The Edit Source dialog is displayed.

7. Modify the parameters that require changes.

Edit Source

Basic

Name * ctest

Enabled 4

AccountID * 907171583576

S3 Bucket Name * sa-vlc-ct

Access Key * AKIAIHVBMFM3Y6K]4BXA

SecretKey* s s e e
Region * us-east-1

Region Endpoint

Start Date * 0 +
Log File Prefix cloudtrail-
v) Advanced
Test Connection
h
Cancel OK

8. Click Test Connection.
The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the device

and service information and retry.
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Log Collector takes approximately 60 seconds to return the test results. If it exceeds the time

limit, the test times out and the Security Analytics displays an error message.
9. If the test is successful, click OK.

Security Analytics applies the parameter changes to the selected event source.
Parameters

References - AWS (CloudTrail) Collection Configuration Parameters

Step 2. Configure AWS (CloudTrail) Event Sources to Send Events to
Security Analytics

This topic tells you where to find the event sources currently supported for AWS (CloudTrail)
collection and the available configuration instructions for each event source

Return to Procedures

Please refer to Step 1. Configure AWS (CloudTrail) Event Sources in Security
Analyticsfor instructions on how to configure a CloudTrail Event Source.

Step 3. Start Service for Configured AWS (CloudTrail) Collection Protocol

This topic tells you how to start a stopped Plugins collection service.
Return to Procedures

If the Plugins collection service stops, you will need to start it again in order to make it work.
You can also refer to the Enable Automatic Start of Individual Services topic in the Log
Collection Configuration Guide if you want the service to start automatically.

Procedure

The following figure shows you how to start a collection service.

#3 Administration @ Appliances @ Services [:‘ Health & Wellness O System RSA lSe(urity Analytics

Groups Services
e +o WE | ¥ | Ficenses® | $c
Name [ Name Licensed  Appliance Type Version

Al O

® 7 LogCollector 2222

M o Remote Colecto @ legacy Log Collector 3333

| Page 1+ |oFT~H-L )

Send Us Feedback | 10.4.0.0.9628-1
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In the Security Analytics menu, select Administration > Services.

e Select a Log Collector service and click = under Actions. Click View > System.

» Administration =Hosts  EHServices  REventSources  'WHealth & Wellness Esystem  @Security ) RSA Security Analytics

Change Service 58 NWAPPLIANCE21159 - Remote Collector System

@ collection = B HostTasks  fShutdown Service () Shutdown Appliance Service & Reboot

@D File » / ~
& ooec > Irvice Information Appliance Service Information
Check Point [
[ @iy g b NWAPPLIANCE21158 (Host)
[ Windows > N -
.4.0.0.3346 (Rev Sec2f8fdce3t)

M vMware >

26068 KB (0.16% of 15952 MB)
[ soee >

12%
[ sysiog > i
ESNM? )iar-W‘l"\SEE 51 R 2015-Feb-26 19:52:40
m Netflow s IIV:LJ'SZG‘PIl\uteS‘l seconds n 3 weeks 23 hours 9 minutes 23 seconds

Plugins. ’Ir-"surl 2015-Mar-20 19:02:03 i}

o Click Collection > Plugins and click Start.

Step 4. Verify That AWS (CloudTrail) Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured AWS
(CloudTrail) Collection correctly.

Return to Procedures
If the AWS Collection is not configured correctly, it will not work. In order to ensure the

collection working, you can verify it in the Health & Wellness view.

Procedure

The following figure illustrates how you can verify that AWS (CloudTrail) collection is working
from the Administration > Health & Wellness > Event Source Monitoring tab.

# Administration © _ @ Hosts B Service

A Administration =Hosts  Eservices  MEventSources | WHealth &Wellness  3=system @ Security @ W @ RSASecurity Analytics

Aarms  Monitoring  Policies  System Stats Browser [REUSRESSTISSVINSHN  scttings

Event Source Event Source Type Log Collector Log Decoder,” Time Frame Order By /
Any v | any v lany y v | cear || exportascsv
ClRegex @Received ONot Recei Gz
Event Source Type Log Collector Iate Time Last Collected Time Historic

NWAPPLIANCE 2508 15047 Gaays, 1 hours, 10min 201441224 040037 . oh

| Page 1 of1 | Items 1-20of2

2 admin | @)English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15872-1
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u Access the Event Source Monitoring tab from the Administration > Health &
Wellness view.

o Find rsa_security_analytics_aws_log_collector in the Event Source Type column.

o Look for activity in the Count column to verify that AWS (CloudTrail) collection is
accepting events.

References - AWS (CloudTrail) Collection Configuration Para-
meters

This topic describes the AWS (CloudTrail) event source configuration parameters.

To access the AWS Collection Configuration Parameters:

1. Inthe Security Analytics menu, select Administration > Services

2. Inthe Services grid, select a Log Collector service.

3. Click & under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Plugins/Config from the drop-down menu.

& Administration ® & Hosts B services M Event Sources ‘W Health & Wellness == System B Security
% Change Service | EHLDLC- Log Collector | Config &
General Remote Collectors Files Event Sources VS @EERGLH Settings Appliance Service Configuration
Plugins ~ || Config v
Event Categories Sources
+ - + & import Source
™| Name [ name Enabled EventFilter AccountID 53 BucketN AccessKey | Region Region Endy Command A StartDate | LogFile Pref Polling Inter Ssl Enall
¥ cloudtrail O AwSTest true 907171, sawvlect  AKIAHV.. uswest-!  sd.amaz. 89 cloudtr.. 60 true

The Plugins/Config view in the Event Sources tab has two panels: Event Categories and
Sources.
Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

e e

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.
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e v

- Deletes the selected event source types from the Event Categories panel.
Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

Fowrs Jowsetpten

Selects the event source type that you want to add.

Type Display the event source types that are available to add.

Cancel Closes the dialog without adding an event source type.

OK Adds the selected event source type to the Event Categories panel.

Sources Panel

The AWS (CloudTrail) Sources panel displays a list of existing AWS (CloudTrail) firewall
event sources. Use this section to add or delete event sources and associated communication
parameters.

Toolbar

The following table provides descriptions of the toolbar options.

oo~

+ Displays the Add Source dialog in which you define the parameters for
a AWS (CloudTrail) Firewall host.

- Deletes the host that you selected.
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o o

4

= Import Source

ad Export Source

W Test Connection

Opens the Edit Source dialog in which you edit the parameters for the
selected AWS (CloudTrail) event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit
Source dialog in which you can edit the parameters values for the
selected event sources.

Refer to the Log Collection Configuration Guide for detailed steps on
how to import, export, and edit event sources in bulk.

Opens the Bulk Add Option dialog in which you can import AWS

(CloudTrail) hosts in bulk from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed steps on
how to import, export, and edit event sources in bulk.

Creates a .csv file that contains the parameters for the selected AWS
(CloudTrail) hosts.

Refer to the Log Collection Configuration Guide for detailed steps on
how to import, export, and edit event sources in bulk.

Validates the configuration parameters for the selected AWS
(CloudTrail) Firewall hosts.

Refer to the Log Collection Configuration Guide for detailed steps on

how to test event source connections in bulk.

Add or Edit Source Dialog

The Add Source dialog and the Edit Source dialog contain the same information.

Validates the connection to Event Source Address.

Parameter

Description

Basic

Name * Name of the event source.
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Enabled Select the check box to enable the event source configuration to start col-

lection. The check box is selected by default.

Account Id * Account Identification code of the S3 Bucket

S3 Bucket Name of the AWS (CloudTrail) S3 bucket.

Name * Amazon S3 bucket names are globally unique, regardless of the AWS
(CloudTrail) region in which you create the bucket. You specify the name at
the time you create the bucket.

Bucket names should comply with DNS naming conventions. The rules for
DNS-compliant bucket names are:

o Bucket names must be at least three and no more than 63 characters long.

o Bucket names must be a series of one or more labels. Adjacent labels are
separated by a single period “.”. Bucket names can contain lowercase
letters, numbers, and hyphens. Each label must start and end with a

lowercase letter or a number.
o Bucket names must not be formatted as an IP address (for example,

192.168.5.4).

The following examples are valid bucket names:

« myawsbucket
« my.aws.bucket

« myawsbucket.1

The following examples are invalid bucket names:
o .myawsbucket - Do not start a Bucket Name with a period ".".
o myawsbucket. - Do not end a Bucket Name with a period ".".

« my..examplebucket - Only use one period between labels.

Access Key Key used to access the S3 bucket. Access Keys are used to make seure REST
& or Query protocol requests to any AWS service API. Please refer to Manage
User Credentials on the Amazon Web Services support site for more inform-

ation on Access Keys.
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Secret Key * Secret key used to access the S3 bucket.

Region * Region of the S3 bucket. us-east-1 is the default value.

Region End-  Specifies the AWS cloudtrail hostname. For example, for an AWS public cloud

point for us-east region, the Region Endpoint would be s3.amazonaws.com. More
information can be found at http://-
docs.aws.amazon.com/general/latest/gr/rande.html#s3 region. This parameter
is necessary to collect CloudTrail logs from AWS Government or Private

clouds.

Start Date *  Starts AWS (CloudTrail) collection from the specified number of days in the
past, measured from the current timestamp. The default value is 0, which starts

from today. The range is 0-89 days.

Log File Pre- Prefix of the files to be processed.

fix Note: If you set a prefix when you set up your CloudTrail service, make sure
to enter the same prefix in this parameter.

Advanced
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Debug Caution: Only enable debugging (set this parameter to On or Verbose) if you
have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the
Log Collector.

Enables/disables debug logging for the event source.

Valid values are:
o Off = (default) disabled
e On = enabled

o Verbose = enabled in verbose mode -adds thread information and source

context information to the messages.

This parameter is designed to debug and monitor isolated event source
collection issues. The debug logging is verbose, so limit the number of event
sources to minimize performance impact.

If you change this value, the change takes effect immediately (no restart
required).
Command Arguments added to the script.

Args

Polling Inter- Interval (amount of time in seconds) between each poll. The default value is

val 60.

For example, if you specify 60, the collector schedules a polling of the event
source every 60 seconds. If the previous polling cycle is still underway, it will
wait for it to finish that cycle. If you have a large number of event sources that
you are polling, it may take longer than 60 seconds for the polling to start
because the threads are busy.

SSL Enabled Select the check box to communicate using SSL. The security of data

transmission is managed by encrypting information and providing authentication
with SSL certificates.

The check box is selected by default.
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Test Con- Validates the configuration parameters specified in this dialog are correct. For

nection example, this test validates that:

o Security Analytics can connect with the S3 Bucket in AWS using the

credentials specified in this dialog.

o Security Analytics can download a log file from the bucket (test connection
would fail if there were no log files for the entire bucket, but this would be

extremely unlikely).

Cancel Closes the dialog without adding the AWS (CloudTrail).
OK Adds the current parameter values as a new AWS (CloudTrail).
Tasks

Step 1. Configure AWS (CloudTrail) Event Sources in Security Analytics

Troubleshoot AWS (CloudTrail) Collection

This topic highlights possible problems that you may encounter with AWS (CloudTrail)
Collection and suggested solutions to these problems.

Note: In general, you receive more robust log messages by disabling SSL.

No bucket key found under 'arn:aws:s3:::bucket-name/A WSLogs/account-
id/CloudTrail/region/'. Determine if the 'S3 Bucket Name' for CloudTrail is con-
figured and that 'Account Id' and 'Region' are correct. Also determine if the
CloudTrail account is configured with a 'Log File Prefix' and if so, it is also

defined correctly for this event source.

The S3 Bucket Name parameter and its associated parameters are not con-

figured correctly.

For the event source that returned this message:
1. Make sure that you specified an S3 Bucket Name.
2. Make sure that you specified the correct Account Id and correct Region.

3. If the CloudTrail account has a Log File Prefix, make sure that you
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specified it correctly.

For example:

Edit Source

Basic

Name * ctest

Enabled 4

Account ID * 907171583576

S3 Bucket Name * sa-vlc-ct

Access Key * AKIAIHVBMFM3YGK]4BXA

Secret Key * TR TSN TS eSS TSR T T TR ey
Region * us-east-1

Region Endpoint

Start Date * 0

<>

Log File Prefix cloudtrail-

If the CloudTrail account is configured with a Log File Prefix, this
field is required.

(%) Advanced

Test Connection

Cancel
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Check Point Collection Configuration Guide

This protocol collects events from Check Point event sources using OPSEC LEA. OPSEC LEA
is the Check Point Operations Security Log Export API that facilitates the extraction of logs.

You must deploy Log Collection before you can configure the Check Point collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

Overview

This guide tells you how to configure Check Point collection protocol which collects events from
a Check Point event source such as a firewall or Check Point Log Manager.

How Check Point Collection Works

The Log Collector service collects events from Check Point event sources using OPSEC LEA.
OPSEC LEA is the Check Point Operations Security Log Export API that facilitates the
extraction of logs.

Note: OPSEC LEA (Log Export API) supports extraction of logs from Check Point event
sources configured with SHA-256 or SHA-1 certificate.

Deployment Scenario

The following figure illustrates how you deploy the Check Point Collection Protocol in Security
Analytics.
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Intranet

" Check Point
event sources

OPSEC LEA
(port: 18184)

Log Collection
(Local and
Remote

Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.

Configure Check Point Collection Protocol in Security Analytics

You configure to the Log Collector to use Check Point collection for an event source in the event
Source tab of the Log Collector parameter view. The following figure the basic workflow for
configuring an event source for Check Point Collection in Security Analytics. Please refer to:

o Step 2. Configure Check Point Event Sources in Security Analyticsfor step-by-step instructions on

how to configure events sources in Security Analytics tht use the Check Point Collection

protocol.

o Check Point Collection: Configuration Parametersfor a detailed description of each Check Point

Collection Protocol parameter.
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# Administration & Appliances

(D) Dashboard
& Investigation
A Incidents
[N Alerts

ki Reports

£ Administration = Appliances

, B Services
¥ Health & Wellness
2= System

9 Live

A Administration & pppliances @ Services W Health & Wellness = System

. /
Groups Services /
J/ /
+ ! k4 / X
s
Name Licensed  Appliance Type Version Agions /
sa / G
@ Decoderi2)  Decoder 104.0.0.3286-3 B /
) ¥ LCLD-18E Log Decoder 104.0.0.3276:3 e 18 .'/
| 4
“ % LCADA86  LogCollector to40f VB0 sysem
Delete Stats
O e win ) AID Warehouse Connec.. 10404 gqp Config
| Page 1 | oft | K] Ea S Displaying 1 - 10.0f 10
stop Logs
hitps://1 Tadmin/senvicest Restart Securty

e Select a Log Collection service.

e Click “ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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RSA ‘Security Analytics

A Administration © & Hosts Sservices N EventSources  ® Health & Wellness =system Bsecurity B @

% Change Service | IE NWAPPLIANCE21159 - Remote Collector |  Config ©

General Local Collectors Files Event Sources Settings Appliance Service Configuration

Check Point | config ~

Event Categories

™ Name ~

¥ checkpoint
00"\ Name 4

Cancel oK

Send Us Feedback | 10.5.0.0.16027-1

6
2 admin | @Engiish (Urited States) | GMT+00:00

o Click the Event Sources tab.
o Select Check Point as the collection protocol and select Config.

o Click + and select Check Point as the event source category.

The event source category is part of the content you downloaded from LIVE.

General Remote Collectors Files Event Sources Event Destinations Settings

File / - Cur;ﬁ& -
/ ’
Eveny Categories \_ Sources
+ ~ ‘+ & import source
O ,Name [ File Directory ~ Addre: File Sp File En Enable Ignore File Dit Sequer Save O Save C Manag Errorf Errorf Errorf Manag Saved Saved Saved Debug|
& e

O windns

| Page 1 of1 | | Page of0 | [N No More Items

o Select the Check Point category and click +
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0
prossowie < Moorc |
Basic 4 Basic
Name * Audit Name * Audit
Address * | ] Address * ]
Server Name * cpfw Server Name * cpfiw
Certificate Name Earth ~ Certificate Name Earth v
Client Distinguished CN=NEXTGENSANDY.O=cpfn Client Distinguished CN=NEXTGENSANDY.O=cpfw
Client Entity Name NEXTGENSANDY Client Entity Name NEXTGENSANDY
Server Distinguished | n=p_mgmt.o=cpfw.cpfw.rsg| Server Distinguished  n=p_mgmt.o=cpfw.cpfw.rsa
Enabled ~ Enabled o
pull Certificate ] Pull Certificate )
J) Agvanced 2) Advanced
‘x\\ Port 18184 <
Collect Logs From Now v
h polling Interval 180 <
o
Max Duragiafi Poll 120
MaxEvents Pol 5000 S
A "{Max\d\eﬂme Poll 0 ol
Debug on v
AN Cancel oK
2]

0 Specify the basic parameters required for the Check Point event source.

o Click =

handles event collection for the event source.

"and specify additional parameters that enhance how the Check Point protocol

Configure Event Sources to Use Check Point Collection Protocol

You need to configure each event source that uses the Check Point Collection protocol to
communicate with Security Analytics (see Step 1. Configure Check Point Event Sources to Send

Events to Security Analytics).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
Check Point Collection protocol with a checklist that contains each configuration step.

Context

Configuration steps for the Check Point collection protocol must occur in the specific sequence
listed in the table below.

Check Point Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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Description
1 Configure Check Point Event Sources to Send Events to Security Analytics.
P Configure Check Point Event Sources in Security Analytics.

Start service for configured Check Point collection protocol.

Verify that Check Point Collection is working.

Step 1. Configure Check Point Event Sources to Send Events to Security

Analytics

This topic tells you where to find the event sources currently supported for Check Point
collection and the available configuration instructions for each event source.

Supported Event Sources List

Return to Procedures

The list of RSA Supported Event Sources is an alphabetized of all the event sources currently
supported by Security Analytics that identifies which event sources you can use with Check
Point Collection.
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RSA Supported Event Sources

The followina is an alphabetical list of supported event sources that are available in Security Analvtics
C

Event Source Version Parser Name Collection lnw
Name Protocol
o —. 0
=

"4 | Check Point R76, RTT g:he‘c’kysowr;tfr\ﬂ.ﬂ “g-Check Point 4~
Security T

Suite, IPS-1 :

A Administration ©® = Hosts B services R\ Event Sources @ Health & Wellness = system Bsecuity W (E  RSASecurity Analytics

%, Change Service | [ NWAPPLIANCE21150 - Log Decoder |  Config ©

General Files Data Retention Scheduler  App Rules  Correlation Rules Feeds Parsers Data Privacy ~ Appliance Service Configuration

System Configuration Parsers Configuration  / “-‘ Enable All Disable Al
Name Config Value [parserConfigHelp] / “
Compression 0 Name / / Config Vah‘l‘e
Port 50002 ) ALERTS / Enabled IJ -
SSLFIPS Mode [m] BITTORRENT / Enabled “‘
SSLPort 56002 @ FeedParser / Erab!ed‘w‘l
Stat Update Interval 1000 FIX / 4 Erah\ec‘;
Threads 20 3 GeolP D.sabh‘#‘d
GNUTELLA / Enabldd

Log Decoder Configuration @ IMAP / Ensbikg =
Name Config Value . / . . .‘“
@ Adapter Service Pafsers Conﬂngannl‘; Ensble All Disable Al

Berkeley Packet Filter Name / / Coffig Value

Capture Interface Selected log_events,Log Events celera f =
3 Cache (checkpointful) ~

Cache Directory Ivar/netwitness/logdecoder/cache creosee o

Cache Size 468 clscoscsxp
3 Capture Settings clcoass &

Assembler Maximum Size 32MB ciscoidsxml O

Assembler Minimum Size 0 Ciscoiportesa

Assembler Session Flush 1 - clscoiporowsa

ciscolms

Apply

2 admin | @English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.16027-1

o Verify that it is supported by the Check Point Collection Protocol.

Find the name of the event source.

. . . . .
o Clickon = to display the configuration instructions for the event source.

o Verify that you downloaded the correct event source parser (for example,
checkpointfw1) from LIVE to the Log Decoder and enabled it.

Sample Configuration Instructions

The following illustration is taken from the Check Point Security Suite, [PS-1 configuration
instructions.
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RSA Security Analytics RSAJ

Event Source Log Configuration Guide

Check Point Security Suite, IPS-1

Last Modified: Thursday, February 19, 2015

Event Source Product Information:

Vendor: Check Point
Event Source: Check Point Security Suite, IPS-1
Versions: R76, R77

Supported Platforms: Check Point Appliances, SecuredBy Check
Point partner appliances, Check Point SecurePlatform running on
Open Servers, and Check Point software running on supported
Operating Systems like Windows, Red Hat and Solaris

RSA Product Information:

Supported On: Security Analytics 10.0 and later
Event Source Log Parser: checkpointfw1
Collection Method: Check Point LEA API

Event Source Class.Subclass: Security Firewall

Step 2. Configure Check Point Event Sources in Security Analytics

This topic tells you how to configure Check Point event sources for the Log Collector.

After completing this procedure, you will have...

o Configured a Check Point event source.
o Modified a Check Point event source.

o Pulled a Certificate for a Check Point event source.

Return to Procedures

Procedures

Configure a Check Point Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.
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3. Click ““ under Actions and select View > Config.
4. Inthe Event Sources tab, select Check Point/Config from the drop-down menu.

5. Inthe Event Categories panel toolbar, click +
The Available Event Source Types dialog is displayed.

6. Select an event source type (for example, checkpoint) and click OK.

Available Event Source Types
™ MName =~

¥ checkpoint

Cancel

The newly added event source type is displayed in the Event Categories panel.

& Administration © =Hosts = EServices N EventSources W Health & Wellness 3= System & Security & A8 @ RSAsecurity Analytics

7. Change Service | i - Log Collector | Config &

General Remote Collectors Files A LIl Event Destinations ~ Settings ~ Appliance Service Configuration

Check Point ~  Config ~

Event Categories
+

[0 Name

[]  checkpoint

| Page 1 of1 |

admin | & English (United States +00: end Us Feedbadl -
di English (United St ) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1
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7. Select the new type in the Event Categories panel and click + in the Sources toolbar.
The Add Source dialog is displayed.

8. Define parameter values (See Check Point Collection: Configuration Parametersfor definitions

of each parameter).

Note: You use less system resources when you set up a connection that only stays open for
the time and event volume you specified or a transient connection. By default, the parameters
are set up for a transient connection, as follows:

Max Events Poll =0

Polling Interval = 0

Max Duration Poll =0

Polling Interval = -1

Specify the number of events and the length of time you want the connection to stay open in
the Max Events, Polling Interval, Max Duration Poll, and Polling Interval parameters. For
very active Check Point event sources, it is a good practice to set up a connection that stays
open until you stop collection (persistent connection). This ensures that Check Point collection
maintains the pace of the events generated by these active event sources. The persistent
connection avoids restart and connection delays and prevents Check Point collection from
lagging behind event generation. To establish a persistent connection for a Check Point event
source, set the following parameters to the following values:

5000Polling Interval = 180 (3 minutes)

Max Duration Poll = 120 (2 minutes)

Max Events Poll =0
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Add Source

Mame *

Address *

Server Mame *
Certificate Mame
Client Distinguished
Client Entity Name
Server Distinguished

Enabled

Pull Certificate

f\ Advanced

Part

Collect Log Type
Collect Logs From
Paolling Interval
Max Duration Poll
Max Events Poll

Max Idle Time Poll

Debug

Audit

cpfw

CM=MEXTGEMOME,D=cpfn

MEXTGENOME

n=p_mgmto=cpfw.cpfwrsa
™~

O

18184
Security

MNow

120

3000

on

available from the trust store.

10. Click OK.

The new event source is displayed in the Sources panel.

Pull Certificate

Complete the following procedure if you:

<>

<>

<>

<>

9. Select Pull Certificate to pull a certificate for the first time. This makes the certificate
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« did not pull a certificate when you configured a Check Point event source, or

o need to re-pull a certificate.

To pull a certificate:

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click ' under Actions and select View > Config.
4. In the Event Sources tab, select Check Point/Config from the drop-down menu.

5. Select an event source type in the Event Categories panel.

The sources for this type are displayed in the Sources panel.

- .
6. Select a source, or multiple sources, and click s Il ETE |

The settings of the Check Point server(s) from which you can pull certificates are displayed.

7. Click the text box under Password.
All the fields become editable.

Pull Certificate

Pull Certificate

MName Server Address Client Entity Mame Passward

Audit MEXTGENOMNE

Cancel 0K

8. Enter a password, click Update, and click OK.

Note: You must specify a password. If you need to modify the other Check Point server
certificate parameters (Audit, Server Address, and Client Entity Name) you have that
option.

Security Analytics pulls the certificate.
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Modify a Check Point Event Source

To modify an event source:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click ™ under Actions and select View > Config.

4. Inthe Event Sources tab, select Check Point/Config from the drop-down menu.

The Event Categories panel is displayed with the event sources that are configured, if any.

5. Select an event source type in the Event Categories panel.

The event sources for this type are displayed in the Sources panel.

6. Select a source and click Iﬁ in the toolbar.

The Edit Source dialog is displayed.

7. Modify the parameters that require changes and click Save.
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Edit Source

Basic

Mame *

Address *

Server Mame *
Certificate Mame
Client Distinguished

Client Entity Mame

Server Distinguished

Enabled

Pull Certificate

Advanced
Port
Collect Log Type
Collect Logs From
Paolling Interval
Max Duration Poll
Max Events Poll

Max Idle Time Poll

Debug

Audit

cpfw

Earth ~
CM=MEXTGEMOME,O=cpfw

MNEXTGENMOME

n=p_mgmt.o=cpfw.cpfw.rsa

™

U

18184 s
Security g
MNow w
180 s
120

5000 s
0 v
on ~

Security Analytics applies the parameter changes to the selected event source.

Parameters

Check Point Collection: Configuration Parameters

Step 3. Start Service for Configured Check Point Collection Protocol

This topic tells you how to start a stopped Check Point collection service.
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Return to Procedures

You may need to start a stopped collection service or enable the automatic start of an individual
service.

Procedure

The following figure shows you how to start a collection service. See the Enable Automatic
Start of Individual Services topic in the Log Collection Configuration Guide if you want the
service to start automatically.

# Administration © ' B Appliances B Services ' G Health & Wellness

Groups Services

+ +° FZ| Vo | Fleensesv | &

Name ] Name Licensed  Appliance Type Version = Refresh

B Al () O Start a
0 e LocalCollecto 7 0g Decoder Log Collecror 2222 Q stop

) Restart

¥ Wonmw « egacy LogCollector 3333

| Page 1 [oFT 4= | C

o o

Select a Log Collector service and click *~ under Actions.

o Click View > System.

& Administration & Hosts
Chang o M= NWAFP
i Collection ﬁ Host Tasks @ 5_f1utﬂf".
T File » |
@ opsC »4rvice Informa
T Check Point |+ seant |
Bl windows >}
D.13894 (Rev Bc71¢3
B vMware 3
f(1.32% of 15952 MI
@ sDEE »
@ syslog >
r-2513:42:2
T SNMP > P13 ?
22 minutes 19 secc
T Metflow | Y
25 20:04:
@ Plugins » [ 45 2004:39
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o Click Collection > Check Point and click Start.

Step 4. Verify That Check Point Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured Check
Point Collection correctly.

Return to Procedures
You may need to verify that Check Point Collection is configured correctly, otherwise it won't

work.

Procedure

The following figure illustrates how you can verify that Check Point collection is working from
the Administration > Health & Wellness > Event Source Monitoring tab.

A Administration © @ Hosts B Service

@ Dashboard

& Investigation

A Incidents
[ Alerts
s Reports -
A Administration  » = Hosts
, & services
3 Event Sources

@ Health & Wellness.
& Sign Out = system

2 profile

A Administration @ &Hosts B Services entSources ~ WHealth&Wellness  =system  @security B @  RSA'security Analytics

LU LGSy E S TSl Event Source’Monitoring Settings

Event Source Event Source Type Lpé’CoHe:tm’ Log Decoder Time Ffame Order By
Any ‘;//Aﬂy v | any v Any." v || any v Clear
[regex //’ @"ﬂde:e ved ONot Received ~ @ascending ODescending
Event Source Event Source Type/// Log Collector Log Decoder i Idle Time Last Collected Time Historical Graph
checkpointfwl NWAPPLIANCE1403 5681 18 days, 10 hours, 51 .. 2014-09-0505:21:15 .l 4
unknown NWAPPLIANCE1403 2080 19days, 11hours, 28 .. 2014-09-0404:4426 . ll
unknown NWAPPLIANCE1403 140 18days, 8hours, 33 . 2014-09-0507:39:00 .. ll |:
unknown NWAPPLIANCE1403 206960 1 min 2014-082304:11:14 . o
mware_ve NWAPPLIANCE1403 2910 18 days, 10 hours, 47 .. 2014-09-0505:2530...  alt
websense NWAPPLIANCE1403 2 8days, 2hours, 6min  2014-08-1502:06:08 .. ot
winevent_nic NWAPPLIANCE1403 128 19 days, 11hours, 28 .. 2014-00-0404:44:56 .. olt
mcafeevirusscan NWAPPLIANCE28758 239 19days, 7hours, 40 .. 2014-09-0408:32:13 . ll
msexchange NWAPPLIANCE28758 45346 19days, 3hours, 1. 2014-00-0412:57:58 .. i
msql NWAPPLIANCE28758 336 19days, 3hours, 34 2014-09-0412:37:58 .. ll s
| Page 1 of7 | ) DI C Items 1 - 50 of 307

A admin | €¥ English (United States) GMT+00:00 Send Us ck | 10.5.0.0.16066-1

u Access the Event Source Monitoring tab from the Administration > Health &
Wellness view.

o Find checkpointfw1 in the Event Source Type column.

a Look for activity in the Count column to verify that Check Point collection is accepting
events.

The following figure illustrates how you can verify that Check Point collection is working from
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the Investigation > Events view.
D Dashboard

(D) Dashboard

@ Investigation > ® Navigate

[ Default Device__"‘

Name ~ / Address Type

AlOCenc _:. NWAPPLIANCE18913  Concentrator 4
ArchSer NWAPPLIANCE16201  Archiver

Brokeri 2_1“ NWAPPLIANCE15331  Broker

CchI‘_&'rJdar NWAPPLIANCE28429  Concentrator

DeCﬁd.erAIO NWAPPLIANCET9813  Decoder

LD1 logdecoder241 Log Decoder

concl22 NWAPPLIANCE10724  Concentrator
decoder123 NWAPPLIANCESB60  Decoder =

Cancel Navigate

e Select the Log Decoder (for example, LD1) collecting Check Point events in the
Investigate a Device dialog.

Access the Investigation > Events view.

o

@ Investigation 2 @ Navigate ® Events # Malware Analysis @ BB RSA’Security Analytics

N ECIERERIRPSIT: ] EFRERERISTE] Go ¥ Query ® HEJProfile @ EJ Detail View © < Actions @ < Incidents ©

[ eventTime EventType  EventTheme size Details S

8 forward.ip -

@ deviceip:
B medium: 32

[ 2014-09-04T04:08:09 Log Sysiem Normal 210bytes = ~ K
8 device.type :Ccheckpointiul

Conditions.Config
# device.class: Firewall
& header.id: 0002
& level: 1

Show Additional Meta B View Details

| pPage1 | ) | C | 25 ~ eventsperpage Calculating event count...

A admin | €9 English (United States) GMT+00:00 Send Us Feedback | 10.5.0.

e Look for a Check Point event source parser (for example, checkpointfw1)in the
device.type field in the Details column to verify that Check Point collection is accepting events.
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Note: If the logs from the VSX Checkpoint firewall server is collected by the Log Collector
checkpoint service, to translate the VSX IP in the logs to ip.orig meta, you must add the VSX
hostname and the VSX IP address to the /etc/hosts file in the Log Collector.

Check Point Collection: Configuration Parameters

This topic describes the Check Point event source configuration parameters

To access the Check Point Collection Configuration Parameters:

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.
3. Click ~~ under Actions and select View > Config.

4. Inthe Log Collector Event Sources tab, select Check Point/Config from the drop-down

menu.

A& Administration © = Hosts B services M Event Sources @ Health & Wellness = System & security (D u © RSA’security Analytics

= Change Device | HEHLAOId168 | Config
General Remote Collectors Files Event Sources Event Destinations Settings Appliance Service Configuration
Check Point v Config hd
Event Categories Sources
+ - + & import Source
™ Name O Name Addre Server Certific Client[ Clientl Server Enable Port | Collect Collect Polling Max D1 MaxEv MaxIid Debug
4 checkpoint O Audic 1... cpfw  Earth CN... NE. n=. rue 18... Se.. Now 180 120 5000 O Off
| page 1 | of1 | | Page 1 of1 | | C items 1 - 1 of 1

L admin | (4] English (United States) GMT+00:00 Send Us Feedback | 10.5.0.0.16027-1

The Check Point/Config view in the Event Sources tab has two panels: Event Categories and
Sources.
Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

o o ———

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.
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e v

- Deletes the selected event source types from the Event Categories panel.
Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

Fowrs Jowsetpten

Selects the event source type that you want to add.
Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Sources Panel

The Check Point Sources panel displays a list of existing Check Point firewall event sources.
Use this section to add or delete event sources and associated communication parameters.

Toolbar

The following table provides descriptions of the toolbar options.

e

+ Displays the Add Source dialog in which you define the parameters for a
Check Point Firewall host.

- Deletes the host that you selected.
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o o

E Opens the Edit Source dialog, in which you edit the parameters for the
selected Check Point event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit Source
dialog in which you can edit the parameters values for the selected event
sources.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

ol Import Source  Opens the Bulk Add Option dialog in which you can import Check Point
hosts in bulk from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

™ Export Source  Creates a .csv file that contains the parameters for the selected Check
Point hosts.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

# Pull Cert Open the Pull Certificate dialog. Use this dialog to pull a certificate from

the Check Point server for this host.

Add or Edit Source Dialog

The Add Source dialog and the Edit Source dialog the contain the same information.

Basic
Name* Name of the event source.
Server Address* IP Address of the Check Point server.
Server Name* Name of the Check Point server.
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Certificate Name Certificate name for secure connections to use when the trans-

port mode is https. If set, the certificate must exist in the cer-

tificate trust store that you created using the Settings tab.

Select a certificate from the drop-down list. The file naming
convention for Check Point event source certificates is check-

point_name-of-event-source.

Client Distinguished Enter the Client Distinguished Name from the Check Point
server.

Client Entity Name Enter the Client Entity Name from the Check Point server.

Server Distinguished Enter the Server Distinguished Name from the Check Point
server.

Pull Certificate Select the checkbox to pull a certificate for first time. Pulling

a certificate makes it available from the trust store.
Certificate Server Address  IP Address of the server on which the certificate resides.

Password Only active when you select the Pull Certificate checkbox for
first time. Password required to pull the certificate. The pass-
word is the activation key created when adding an OPSEC

application to Check Point on the Check Point server.

Enabled Select the check box to enable the event source configuration to

start collection. The check box is selected by default.
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Advanced

Note: You use less system resources when you configure a Check Point event source
connection to stay open for a specific time and specific event volume (transient connection).
Security Analytics defaults to the following connection parameters that establish a transient
connection:

Polling Interval = 180 (3 minutes)

Max Duration Poll = 120 (2 minutes)

Max Events Poll = 5000 (5000 events per polling interval)
Max Idle Time Poll = 0

For very active Check Point event sources, it is a good practice to set up a connection that
stays open until you stop collection (persistent connection). This ensures that Check Point
collection maintains the pace of the events generated by these active event sources. The
persistent connection avoids restart and connection delays and prevents Check Point
collection from lagging behind event generation. To establish a persistent connection for a
Check Point event source, set the following parameters to the following values:

Polling Interval = -1
Max Duration Poll =0
Max Events Poll = 0
Max Idle Time Poll =0

Port Port on the Check Point server that Log Collector connects to.

Default value is 18184.

Collect Log Type Type of logs that you want to collect: Valid values are:

o Audit - collects audit events.

o Security - collects security events.

If you want to collect both audit and security events, you must
create a duplicate event source. For example, first you would
create an event source with Audit selected pulling a certificate
into the trust store for this event source. Next you would create
another event source with the same values except that you
would select Security for the Collect Log Type and you would
select the same certificate in Certificate Name that you pulled
when you set up the first set of parameters for this event source
and you would make sure that Pull Certificate was not selected.
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Collect Logs From When you set up a Check Point event source, Security
Analytics collects events from the current log file. Valid values
are:

o Now - Start collecting logs now (at this point in time in the

current log file).

o Start of Log - Collect logs from the beginning of the current
log file.

If you choose Start of Log for this parameter value, you may

collect a very large amount of data depending on how long the
current log file has been collecting events. And, this option is

effective only for the first collection session.

Polling Interval Interval (amount of time in seconds) between each poll. The
default value is 180.

For example, if you specify 180, the collector schedules a
polling of the event source every 180 seconds. If the previous
polling cycle is still underway, it will wait for it to finish that
cycle. If you have a large number of event sources that you are
polling, it may take longer than 180 seconds for the polling to
start because the threads are busy.

Max Duration Poll The maximum duration of polling cycle (how long the cycle

lasts) in seconds.

Max Events Poll The maximum number of events per polling cycle (how many

events collected per polling cycle).

Max Idle Time Poll Maximum idle time, in seconds, of a polling cycle. 0 indicates

no limit.> 300 is the default value.

Forwarder Enables or disables the Check Point server as a forwarder. By
default it is disabled.

Log Type (Name Value Logs from the event source in Name Value format. By default

Pair) it is disabled.
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Debug Caution: Only enable debugging (set this parameter to "On"
or "Verbose") if you have a problem with an event source and
you need to investigate this problem. Enabling debugging will
adversely affect the performance of the Log Collector.

Enables and disables debug logging for the event source.

Valid values are:

o Off = (default) disabled

e On =enabled

o Verbose = enabled in verbose mode -adds thread

information and source context information to the messages.

This parameter is designed to debug and monitor isolated event
source collection issues. The debug logging is verbose, so limit
the number of event sources to minimize performance impact.

If you change this value, the change takes effect immediately
(no restart required).

Cancel Closes the dialog without adding the Check Point Firewall host.

OK Adds the current parameter values as a new Check Point host.

Pull Certificate Dialog

The following table provides descriptions of the Pull Certificate dialog parameters.

Name Displays the name of the event source
Server Displays the IP Address of the Check Point server.
Address

Client Entity Displays the Client Entity Name that you acquire when you configure the

Name Check Point event source for Security Analytics.
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Password Activation key created when adding an OPSEC application to Check Point.

You need to reenter this password to pull the certificate from the Check Point

SCrver.

Update (Only displays in edit mode - click on Password field) Applies edits that you

make to the host parameters.

Cancel (Only displays in edit mode - click on Password field) Closes edit mode with
applying changes.
Cancel Closes the dialog without pulling a certificate.
OK Pulls the certificate.
Tasks

Step 2. Configure Check Point Event Sources in Security Analytics

Troubleshoot Check Point Collection

Overview

This topic highlights possible problems that you may encounter with Check Point Collection and
suggested solutions to these problems.

Troubleshoot Check Point Collection Issues

In general, you receive more robust log messages by disabling SSL.

Log Mes- Check Point Collection is not keeping up with the pace at which a Check Point
event source is sending events.
sage/

Problem

Possible You have not configured the parameters for this event source so that it have a

persistent connection.
Cause
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To establish a persistent connection for a Check Point server, set the following
Event Source parameters to the following values:

o Polling Interval = -1
Solution | \r.\ Duration Poll = 0
¢ Max Events Poll =0

o Max Idle Time Poll =0
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File Collection Protocol Configuration Guide

This guide tells you how to configure the File collection protocol. This protocol collects events
from log files.

You must deploy Log Collection before you can configure the File collection protocol.
For deployment instructions, see Log Collection Deployment Guide.

To set up the SFTP Agent Collector, download the following PDF guides from RSA Link:

o To setup the SFTP agent on Windows, download Install and Update the SFTP Agent:
https://community.rsa.com/docs/DOC-53125

o To setup the SFTP agent on Linux, download Configure SFTP Shell Script File Transfer:
https://community.rsa.com/docs/DOC-53124

The Basics

This guide tells you how to configure File collection protocol which collects events from log
files. The Event sources for this protocol generate log files that are transferred using a secure
file transfer method to the Log Collector service.

How File Collection Works

The Log Collector service collects events from log files. Event sources generate log files that
are transferred using a secure file transfer method to the Log Decoder host running the Log
Collector service.

Deployment Scenario

The File collection protocol collects event data from log files.
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sftp (port=TCP22)}, scp (port=TCP22), fips (port=TCP20, TCP21)

Log Collection
{Local and

Remote
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.
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Procedures

Configure File Collection Protocol in Security Analytics

Y ou configure the Log Collector to use File collection for an event source in the Event Source
tab of the Log Collector parameter view. The following figure depicts the basic workflow for
configuring an event source for File Collection in Security Analytics. Please refer to:

o Step 1. Configure File Event Sources in Security Analytics for step-by-step instructions on how to

configure events sources in Security Analytics that use the File Collection protocol.

o File Collection: Configuration Parameters for a detailed description of each File Collection

Protocol parameter.

2 administration © @ Appliances W Services

(D Dashboard
@ Investigation »

A Incidents

1. Access the Services view.

@ (3)

& pppliances M Services W Health & Wellness = System (O B RSASecurity Analytics
K /
Groups Services /
+ +o =2/ T /." %
Name M’r{g Licensed ~ Appliance Type Version Acions /
/ ;
(=L / / B
o ® /Decoder1l 9 Decoder12d  Decoder 1040032863 (£} ¢ /
/ /
O# w ¥ LCLD86  LogDecoder 1040032763 (¢ /
M @ LlogCollector @  LCLD485  LogCollector 1040f VN 2 System
Delete Stats
@ e ¢ M Warehouse Comnec.. 10400 gqp Config
| Page 1t oft | | C S Epoy Displaying 1 + 10 of 10
Stop Logs
Restart Security s Feedback | 104.0.0.11427-1

hitps://1 "admin/services®

2. Select a Log Collection service.

3. Click % ' under Actions and select View > Config to display the Log Collection
configuration parameter tabs.
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P Administration mHosts ~ @Senvices  R\EventSources  WHealth &Wellness  Z=System @security ) BB @ RSASecurity Analytics

% ChangeService | @ NWAPPLIANCE21159 - Log Collector | Config

General Local Collectors Event Sources Settings  Appliance Service Configuration
File v Config v
Event Categories Available Eves

Send Us Feedback | 10.5.0.0.15589-1

4. Click the Event Sources tab.

5. Select Fileas the collection protocol and select
Config.

6. Click + and select and event source type (for example,
apache) as the event source category.

The event source category is part of the content you downloaded from LIVE.

A Administration © &Hosts ~ EServices  MEventSources  WHealth&Wellness  =sSystem  @Security Wl @  RSA'Security Analytics

& Change Service | BH NWAPPLIANCE21159 - Remote Collector |  Config &

General  Local Collectors Files SEEIIEl  Settings  Appliance Service Configuration
Check Point ~ Config, v
Event Categories \Sources

- ﬁ- & import Source

/
¥/ Name O Name Address ServerN Certifica ClientD ClientEs ServerC Enabled Port | Collectl Collectl Polling] MaxDui Max Eve Max Idlé Debug
Ig checkpoint

| Page 1 |oft | | Page ofo |

c No More Items

2 admin | @English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.16027-1

7. Select the newly added category (for example,
apache).

Click + .
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File Directory * hemeapache
Address 127.0.01
o File Spec xS
“ File Encoding UTF-8
| Enabled 4
|
Igno i
& 7
Basic Conw rror:
File Directory * | homeapache| File Disk Quota 10 ¢
Address 127.0.041 Sequential | Processing
File Spec AxS Save On Error 4
File Encoding UTF-8 Save On Success
Enabled 7 Eventsource S5H Key
- 4 :
. Debug  / off ~
Manage/Error Files
/| Manage Saved Files
Cancel OK

8. Specify the basic parameters required for the event source.

9. Click ' and specify additional parameters that enhance how the protocol handles event
collection for the event source.

Configure Event Sources to Use File Collection Protocol

You need to configure each event source that uses the File Collection protocol to communicate
with Security Analytics (see Step 2. Configure File Event Sources to Send Events to Security

Analytics).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the File
Collection protocol with a checklist that contains each configuration step

Configuration steps for the File collection protocol must occur in the specific sequence listed in
the table below.

File Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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ﬂ

1 Configure File Event Sources in Security Analytics.

2 Configure File Event Sources to Send Events to Security Analytics.
3 Start service for configured File collection protocol.

4 Verify that File Collection is working.

Step 1. Configure File Event Sources in Security Analytics

This topic tells you how to configure File event sources in Security Analytics.

After completing this procedure, you will have...

o Configured File collection for an event source in Security Analytics.
« Modified File collection for an event source in Security Analytics.

o Verified that the correct parser has been enabled on the Log Decoder to parse the log events

from the new event source.

Return to Procedures

Procedures

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ™ under Actions and select View > Config.

4. Inthe Log Collector Event Sources tab, select File/Config from the drop-down menu.
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5. Inthe Event Categories panel toolbar, click +

—

Available Event Source Types

Name =

ciscoworks_syslog
courion_pc
db2
emc_greenplum
¥ emc_symmetrix
emcionixuim
emdisilon
emcnetworker
emovplex

exchange

exchange2 (07

6. Select an event source type (for example, eme_symmetrix) and click OK.

The newly added event source type is displayed in the Event Categories panel.

A Administration ~ & Hosts £ Services N\ Event Sources ¥ Health & Wellness 2= System B Security @ A @ RSASecurity Analytics
%, Change Service | - Log Collector | Config &
General Remote Collectors Files Event Sources JESERIdRES QRN Settings  Appliance Service Configuration

File ~ Config ~

Event Categories Sources

+ - + & Import Source
[ Name 1 File Directory Address File Spec File Encoding ~ Enabled Ignore Encoding Conversion | File Disk Quota  Sequential Processing ~ Save On Error  Sav,
[]  apache

¥ emc_symmetrix

| Page 1 of1 | | Page of 0 | | C No More Items

2 admin | @Enghsh(hlmted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

7. Select the new type in the Event Categories panel and click + in the Sources toolbar.

The Add Source dialog is displayed.
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8. Add a File Directory name and modify any other parameters that require changes.

Add Source

Basic

File Directory *
Address *

File Spec

File Encoding
Enabled

() Advanced

lgnore Encoding
Conwversion Errors

File Disk Quota

Sequential Processing
Save On Error
Save On Success

Eventsource S5H Key

127.0.01

hxg

UTF-8
™

[«

RNy

£

Cancel 0K

9. To get the public key and enter it into the dialog box, do the following:

a. Select and copy the public key from the Event Source by running: cat ~/.ssh/id_rsa.pub

b. Paste the public key in the Eventsource SSH Key field.

10. Click OK.

You need to restart file collection for your changes to take effect.

Stop and Restart File Collection

After you add a new event source that uses file collection, you must stop and restart the Security
Analytics File Collection service. This is necessary to add the key to the new event source.

Modify File Collection for Event Source in Security Analytics

To modify an event source:
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1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click ' under Actions and select View > Config.

4. Inthe Log Collector Event Sources tab, select File/Config from the drop-down menu.

5. Select an event source type (for example, emc_symmetrix) from the Event Categories
panel and click OK.

6. Inthe Sources panel, select an event source and click lﬁ
The Edit Source dialog is displayed.

7. Modify the parameters that require changes and click OK.

Baszic

File Directory *

Addreszs 127.0.0.1
File Spec AFG

File Encoding JTF-8
Enahbled [+

# Advanced

lgnore Encoding
Conversion Errors

File Disk Quota 10

v

L3

Sequential Proceszing W
Sawve On Error [
Sawve On Success O

Eventsource 55H Key

-

8. Security Analytics applies the parameter changes to the selected event source.

Parameters

File Collection: Configuration Parameters
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Create Custom Typespec for File Collection

This topic tells you how to create a custom typespec for the Log Collector. The topic includes:
o Create Custom typespec procedure

o File Collection typespec syntax

o Sample typespec files
Create Custom Typespec File

To create a custom typespec file:

1. Open an SFTP client (for example, WinSCP) and connect to a Log Collector or remote Log

Collector.

2. Navigate to /etc/netwitness/ng/logcollection/content/collection/file, and copy an existing

file, for example apache.xml.

3. Modify the file according to your requirements. See File Collection Typespec Syntax for
details.

4. Rename and save the file to the same directory.

5. Restart the Log Collector.

Note: You will not be able to see new Event Source type in Security Analytics until you
restart the Log Collector.

File Collection Typespec Syntax

The following table describes the typespec parameters.

name The display name of your File event source (for example,
apache). Security Analytics displays this name in the
Sources panel of the View > Config > Events Sources
tab.

Valid value is an alphanumeric string. Y ou cannot use -
(dashes), (underscores), or spaces . The name must be
unique across all typespec files in the folder.

type Event source type: file. Do not modify this line.
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prettyName

version

author

description

parser

name

parserld

processorType

dataStartLine

User-defined name for the event source. You can use the
same value as name (for example, apache) or use a more
descriptive name.

Version of this typespec file. Default value is 1.0.

Person who created the typespec file. Replace author-
name with your name.

Formal description of the event source. Replace formal-

description with your description of the event source.

<device> Section

This optional parameter applies to Security Analytics
10.6.1 and newer. This parameter contains the name of
the log parser. This value forces the Log Decoder to use
the specified log parser when parsing logs from this event
source.

Note: Please leave the field blank when unsure of the
log parser to be used.

Name of your File event source (for example, apache).

<collection><file> Section

Reserved for future use.

Examples of a processor-type are generic, xml,
tagvalmap, and oracle. Processor types are similar to
handlers in RSA enVision.

Note: If the processorType is XML, the typespec file
contains an <eventGroups> section, described below.

The line number in the log file at which Security
Analytics starts collecting events. Default value is 1.
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fieldDelim Specify the delimiter that separates the fields in the log
file being parsed. Specify any of the following values:

|| (piping)

A (caret)
e , (comma)
e :(colon)

o 0x20 (to represent a space)

idField Msg ID (message ID) field number. For example, specify
6 to identify the sixth field from the space-delimited event
as the Msg ID.

lineDelim Line delimiter that detects the end of an event. For
example, specify \n to provide values for CR and LF.

File collection uses the following tags during event transformation.

transformType Transform type. Example of a transform-type is ias. The
Internet Authentication Service (IAS) allows you to parse
IAS logs when transformType = ias and ProcessorType
= generic.

transformPrefixTag Inserts the specified prefix in front of the transformed

event. For example, if you specify APACHE, Security
Analytics inserts %APACHE as the prefix.

transformReplaceFieldDelim Specifies whether or not to replace the delimiter during
transformation. Values:

o 0 (default): do not replace

o 1:replace

Specifies whether or not to add the prefix to the filename
during transformation. Values:

o 0 (default): do not add
o 1:add
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transformMultipleDelimiterAsOne  Specifies whether or not to combine multiple sequential
delimiters as one. Values:

o 0 do not combine

o 1 (default): combine

transformReplacementFieldDelim  Replace raw field delimiters with the given values with
the specified values, if the
transformReplaceFieldDelim flag = 1.

Entries in the <eventGroups><eventGroup> section:

« globallnfo: The globallnfo xpath. Reads parent node information and adds it to each level.

« eventXPath: xpath of events.

Sample File Collection Typespec Files

The following sample is the typespec file for the CA ACF2 event source.

<?xml version="1.0" encoding="UTF-8"?>
<typespec>

<name>acf2tvm</name>

<type>file</type>

<prettyName>ibmacf2</prettyName>

<version>1.0</version>

<author>administrator</author>

<description>File Collection specification for event source
type "CA ACF2" using file handler type "ACF2TVM"

</description>

<device>
<name>ibmacf2</name>
<parser>ibmacf2</parser>
</device>

<configuration>
</configuration>

<collection>
<file>
<parserId>file.acf2tvm</parserId>
<processorType>generic</processorType>
<dataStartLine>1</dataStartLine>
<fieldDelim>|</fieldDelim>
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<idField></idField>
<lineDelim>0x0a</lineDelim>
<transformPrefixTag>ACF2TVM</transformPrefixTag>
<transformReplaceFieldDelim>0</transformReplaceFieldDelim>
<transformPrefixFilename>0</transformPrefixFilename>
<transformMultipleDelimiterAsOne>0</transformMultipleDelimiterAsOne>
<transformReplacementFieldDelim></transformReplacementFieldDelim>
</file>
</collection>
</typespec>

The following sample is the typespec file for the Tripwire Enterprise event source. Note that this
file contains an <eventGroups> section (because the <processorType> value is XML).

<?xml version="1.0" encoding="UTF-8"?>
<typespec>
<name>tripwire</name>
<type>file</type>
<prettyName>tripwire</prettyName>
<version>1.0</version>
<author>administrator</author>
<description>FileCollection specification for eventsource type
"Tripwire Enterprise" using file handler type "tripwire"
</description>
<device>
<name>tripwire</name>
<parser>tripwire</parser>
</device>
<configuration>
</configuration>
<collection>
<file>
<parserId>file.tripwire</parserId>
<processorType>xml</processorType>
<eventXPath></eventXPath>
<eventGroups>
<eventGroup>
<globalInfo> //ReportHead/Report[@type!="'systemlog
rpt']/../../ReportBody/ReportSection/@name |
//ReportHead/Report [@type!="'systemlog
rpt']/../../ReportBody/ReportSection/ReportSection/@name |
//ReportHead/Report [@type!="'systemlog
rpt']/../../ReportBody/ReportSection/ReportSection/ReportSection/@name |

//ReportHead/Report [@type!="'systemlog
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rpt']/../../ReportBody/ReportSection/String |
//ReportHead/Report [@type!="'systemlog
rpt']/../../ReportBody/ReportSection/ReportSection/String
</globalInfo>
<eventXPath>
//ReportHead/Report [@type!="'systemlog
rpt']l/../../ReportBody/ReportSection/ReportSection/ReportSection/ReportSection
</eventXPath>
</eventGroup>
<eventGroup>
<globalInfo></globalInfo>
<eventXPath>
//ReportHead/Report [@type="systemlog
rpt']/../../ReportBody/ReportSection/ReportSection/*
</eventXPath>
</eventGroup>
</eventGroups>
<dataStartLine></dataStartLine>
<fieldDelim></fieldDelim>
<idField></idField>
<lineDelim>\n</lineDelim>
<transformPrefixTag></transformPrefixTag>
<transformReplaceFieldDelim>0</transformReplaceFieldDelim>
<transformPrefixFilename>0</transformPrefixFilename>
<transformMultipleDelimiterAsOne>0</transformMultipleDelimiterAsOne>
<transformReplacementFieldDelim></transformReplacementFieldDelim>
</file>
</collection>

</typespec>

Step 2. Configure File Event Sources to Send Events to Security Analytics

This topic tells you where to find the event sources currently supported for File col-

lection and the available configuration instructions for each event source

The list of RSA Supported Event Sources is an alphabetized of all the event sources currently
supported by Security Analytics that identifies which event sources you can use with File
Collection.

Return to Procedures
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Procedure

To verify that the event sources are correctly configured:

Overview

This topic lists the Event Sources currently supported by RSA Security Analytics and has links to the available Configuration
Instructions.

RSA Supported Event Sources

The following is an alphabetical list of supported event sources that are available in Security Analytics.

A B c D E F G H ] J K
L A N o P R s T Vv w b4
A
Event Source Version Parser Name Collection Instructions
Name Method
Accurev 601 accurev File
7
Additional
Downloads &
Adiance Vantage 122 actiancevaniage | ODBC
-
Actividentity TR |6.4.1 actividentity 0DBC a
ESSAAA Server =
AiMagnet Enterp | 7.5, 8.5, 10.1 airmagnetenterpn | Syslog a
rise s z
Alcatel- 6600, 6850, 5700 | alcatelomniswitch | Syslog, SNMP 5 .
Lucent Omniswit
ch _—
o;\ Apache HTTP  |2.1,22,24 (apache e Sysiog, File 4~ -
erver - |
Apache 60,70,80.14  apachetomcat | Syslog, File o
=

Tomcat Server

& Administration © &Hosts ~ EBservices  MEventSources W Health & Wellness = system A security @ B © RSASecurity Analytics

£, Change Service | BLog Decoder ecoder | Config ©
General Flles  DataRetention Scheduler ~AppRules CorrelationRules  Feeds Parsers  Advanced  Appliance Service Configuration
System Configuration Parsers Cgnfiguration), Ensble Al Disable All
o T T f T
Compression 0 @ALERTS | \ Enabled B
Port 50002 BITTORRENT | Enabled
SSLFIPS Made o @ FeedParsey \ Enabled
S5l Pors 56002 FiX / | Enabled
StatUpdate Interval 1000 @ GeolP | \  Dissbled
Threads 20 GNUTELLA/ \  Enabled 4
C rat rvige Parser nfiguratioh Enable All Disable All
Log Decoder Configuration Servide Parsers Configuratiof
Name | | Config Value
Name Configvalue / \
\& -
& Adapter y
Packes Filt
Berkeley Packet Fiter v
Capture Interface Selected log_events,Log Events B
- = ‘ apachetomeat &
3 Cache
ache apconintellapatch 4
Cache Direccory Ivar/nexwicness/logdecodericache
appsecdbpratect \
Cache Size 4GB =
arborpeakflow ™ =
Apply

2 sdmin | @Engish (United Sates) | GMT:00:00 Send Us Feedback | 10.50.0.15765-1

Find the name of the event source.

Verify that it is supported by File Collection Protocol Clickon = to display the
configuration instructions for the event source.

o Verify that you downloaded the correct parser (for example, apache) from LIVE to the
Log Decoder and enabled it.
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Sample Configuration Instructions

The following illustration is taken from the Apache HTTP Server configuration instructions.

RSA Security Analytics "

Event Source Log Configuration Guide

Apache HTTP Server

Last Modified: Thursday, February 19, 2015

Event Source Product Information:

Vendor: Apache

Event Source: HTTP Server

Versions:2.1,2.2, 2.4

Additional Downloads: sftpagent.conf.apache, nicsftpagent.conf.apache

RSA Product Information:

Supported On: Security Analytics 10.0 and later
Event Source Log Parser: apache

Collection Method: File, Syslog

Event Source Class.Subclass: Host.Web Logs

Step 3. Start Service for Configured File Collection Protocol

This topic tells you how to start a stopped File collection service.
If a File collection service has stopped, you may need to start it again.

Return to Procedures

Procedure

The following figure shows you how to start a collection service. See the Enable Automatic
Start of Individual Services topic in the Log Collection Configuration Guide if you want the
service to start automatically.
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# Administration B Appliances B services [ Health & Wellness ) System RSA ‘Security Analytics

B View > @ system |
Groups Services ¢ Edt stats

oy +o #Z | Vo | Flicenses | ¢ — Delete « Config
Name ] Name Licensed  Appliance Type Version _ Refresh B Explore
B Al o - - T S e oL R = A e -
@ Local Clleclo Z 0g Decoder LogCollector 2222 Q stop 9 Security

™ WOHECW 7 legacy Log Collector 3333

| Page TV\(’JT‘I‘{"ﬁ,_‘_J (&

& Administration &= Hosts

. Change Service M= NWAPPLIANCEZ2

0 collection = [ Rost Tasks & Shutds

Fm 7\‘\ Start |
i oDBC 3
ait| Check Point 3y
; e FLIANCE2506 (Log Ct
Windows 3
: [.13894 (Rev BcT71¢3
it VMware 3
3 (3.56% of 15952 M|
I sDEE
»
B SHMP 3
m Netflow 3 ar-25 13:48:49
0 Plugins . 3 hours 59 minutes
Sr-27 1 7T-AR-AT

Select a Log Collector service and click ¥ “under Actions.

o Click View > System.

o Click Collection > File, and click Start.

Step 4. Verify That File Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured File
Collection correctly.

Return to Procedures
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Context

You need to verify that File Collection has been configured correctly, in order to ensure that it
works.

Procedure

The following figure illustrates how you can verify that File collection is working from the
Administration > Health & Wellness > Event Source Monitoring tab.

2 Administration & Hosts B services N\ Event Sources @ Health & Wellness == System @secuity (O W@ @ RSASecurity Analytics

Alarms ~ Monitoring  Policies  System Stats Browser WETSIELIEININIGHNEE ~ Settings

Event Source Event Source Type Log Collector Log Decoder Time Frame Order By
Any ~| any </ [any v Any ~ | Any v Clear || Exportas CSV
CRegex @FReceivea ONot Recerves @ Ascending ODescending
Event Source Event source Type Log Collector Log Decoder die Time Last Collected Time Historical Graph
apache NWAPPLIANCE2506  b4G8dcDe-99ch-42fd- 15 hours, 48 min 2015033008:5843... ot
AN mm::var‘ NWAPPLANCE2506  b468dcDe-99ch-42fd- 15 hours, 48 min 0150330085636 ol
. unknown NWAPPLIANCEZS06  b468cc0e:99¢b-42fc-... 15 hours, 48 min 20150330 08:58:41 ... ot
h \,'\\kr‘awr \ NWAPPLIANCE2506 b468de0e-00ch-426d- . / 15 hours, 48 min 2015-03-30 08:58:43 &
| Page [1 | of1 | ™ IC‘ Items 1-40f 4

2 admin | @English (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.16124-1

o Access the Event Source Monitoring tab from the Administration > Health &
Wellness view.

o Find the Log Decoder, Event Source, and Event Source Type (for example, apache).

o Look for activity in the Count column to verify that File collection is accepting events.

The following figure illustrates how you can verify that File collection is working from the
Investigation> Events > view.
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(@ Dashboard

(D Dashboard

@ Investigation > ® Navigate

¥ Default Device/

Name ~ / Address Type

AOConc  / NWAPPLIANCE19913  Concentrator -
Archser | Archiver

Broker12f’ Broker

ConShahdar

De:p&erAlO

D1 logdecoder241 Log Deceder

Concentrator

Decoder

conc122 NWAPPLL 0724  Concentrater

decoder123 NWAPPLL 860 Decoder =

Cancel Navigate

Access the Investigation > Events view.

e Select the Log Decoder (for example, LD1) collecting File events in the Investigate a
Device dialog.

@ Investigation © ® Navigate # Events 0 Maware Analysis () Bl RSASecurity Analytics

B ¥ Query & B profile @ EJ Detail View & Actions

1 event Time Event Type | Event Theme slze Detalls

€ sessionid : 3154043 P
# Iccid : NWAPPLIANCESE74 ’
# forward.ip :
# device.ip:
B medium: 32 o
b device.typec_‘_‘épaché‘_-
# device.class: Web Logs
# header.id: 0003
# javel: 4
Show Additional Meta Q View Details

[0 2014-08-16T08:26:10 Log Content.Web Traffic 166 bytes

€% sessionid ¢ 3154044
# Ic.cid : NWAPPLIANCESE74
# forward.ip - =

| Paget | » | C |25 v eventsperpage Displaying 1 - 25 of 100,000+ events

X admin | §% English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.114931

o Look for a File event source parser (for example, apache) in the Device Type column to
verify that File collection is accepting events.

File Collection: Configuration Parameters

This topic describes the user interface for configuring File Collection.
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Use this section when you are looking for descriptions of the File Collection user interface and
definitions of the features of the user interface.

To access the File Collection Configuration Parameters:

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click %  under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select File/Config from the drop-down menu.

& Administration ® & Hosts & services 3\ Event Sources @ Health & Wellness = System i Security h BB @ RSA Security Analytics
A EN RN | [ NWAPPLIANCE21159 - Log Collector | Config ©

General Local Collectors Files Event Sources Settings Appliance Service Configuration

File ~ Config ~

Event Categories Sources

+ - + & Import Source
=4 Name | File Di Address File Spec File Encoding | Enabled Ignore Encoding Conversion Errors File Disk Quota | Sequential Processing Save On Error Save On 5u
[ apache O BL 127.0.01 L UTF-8 true true 10 true true false

4 »
| Page 1 of1 | | Page 1 of1 | | ltems 1-1of 1

2 admin | @ Engiish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.15589-1

The File/Config view in the Event Sources tab has two panels: Event Categories and Sources.

Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

G e

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
|:| Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.
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o Jormn

Selects the event source type that you want to add.
Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Note: The Available Event Source Types dialog displays the list of supported event source
types downloaded from the Generic File Reader Type Specification (GFTS) file. If you do not
see any event source types in this list, you did not load the content available with Log
Collector upgrade to this release.

Sources Panel

Use this panel to review, add, modify, and delete event source file directories and their
parameters for the event source type you selected in the Event Categories panel.

Toolbar

The following table provides descriptions of the toolbar options.

o omen ==

+ Displays the Add Source dialog in which you define the parameters for a
Firewall host.

Deletes the host that you selected.

E Opens the Edit Source dialog, in which you edit the parameters for the
selected event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit Source
dialog in which you can edit the parameters values for the selected event
sources.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.
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o o

Z import Source  Opens the Bulk Add Option dialog in which you can import hosts in bulk
from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

™ Export Source  Creates a .csv file that contains the parameters for the selected hosts.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

Add or Modify Source Dialog

In this dialog, you add or modify a file directory for the selected event source.

e Lo

Netflow Lists the Netflow event source parameters populated with the default values.

Source Para- Enter or modify the appropriate values.

meters

Cancel Closes the dialog without adding a file directory or saving the parameter values
for the selected file directory.

OK In the Add Source dialog, adds the file directory and its parameters. In the Edit

Source dialog, applies the parameter value changes for the selected file dir-

ectory.

File Directory Parameters

The following table provides descriptions of the source parameters.

o

Basic
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o

File Dir- Collection directory (for example, Eur_London100) into which the File event
N source places its files. Valid value is a character string that is conforms to the
ectory following regular expression:
[_a-zA-Z][_a-zA-Z0-9]*
This means that the file directory must start with a letter followed by numbers,
letters, and underscores. Do not modify this parameter after you start collecting
event data.
After you create the collection, the Log Collector creates the work, save, and
error sub-directories under the collection directory.
Address* IP address of the event source. Valid value is an IPv4 address, IPv6 address,
or a hostname including a fully-qualified domain name.
File Spec Regular expression. For example, *.*$ = process everything.
File Encod- Internationalization file encoding. Enter the File Encoding method, the following
. strings are examples of valid methods:
ing
o UTF-8 (default)
o UCS-16LE
o UCS-16BE
o UCS-32LE
o UCS-32BE
o SHIFT-JIS
« EBCDIC-US
Enabled Select the check box to enable the event source configuration to start collection.
The check box is selected by default.
Advanced
Ignore Select the check box to ignore encoding conversion errors and ignore invalid
) data. The check box is selected by default.
Encoding
Conversion | Caution: This may cause parsing and transformation errors.
Errors
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o

File Disk
Quota

Sequential

Processing

Save On

Error

Save On

Success

Eventsource

SSH Key

Determines when to stop saving files regardless of the Save On Error and
Save On Success parameter settings. For example, a value of 10 indicates that
when there is less than 10% available disk left, the Log Collector stops saving
files to reserve enough space for your estimated normal collection processing.

Caution: Available disk refers to a partition where the base collection
directory is mounted. If the Log Decoder server has a 10TB disk size and
2TB is allocated to base collection directory, then setting this value to 10
causes log collection to stop when less than 0.2TB (10% of 2TB) of space is
left. It does not mean 10% of 10TB.

Valid value is a number in the 0 to 100 range. 10 is the default.

Sequential processing flag:
o Select the check box (default) to process event source files in collection

order.

o Do not select the checkbox to process event source files in parallel.

Save on error flag. Check the checkbox to retain the eventsource collection file
when the Log Collector it encounters an error. The check box is selected by

default.

Save eventsource collection file after processing flag. Select to save the event-
source collection file after processing it. The check box is not selected by
default.

SSH public key used to upload files for this event source. Please refer to

Generate Key Pair on Event Source and Import Public Key to Log Collector for
instructions on generating keys.

Note: If File collection is stopped, Security Analytics does not update the
authorized keys file with the SSH public key that you add or modify in this
parameter. You must restart File collection to update the public key.

You can add or modify the value of the public key in this parameter in
multiple File event sources without File collection running, but Security
Analytics will not update the authorized keys file until File collection is
restarted.
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Manage By default, the Log Collector uses the File Disk Quota parameter to ensure that
the disk does not fill up with error files. If you set this parameter to true, you
can specify one of these:

Error Files

o Maximum space allotted to error files in the Error Files Size parameter.

o Maximum number of error files allowed in Error Files Count parameter.

A reduction percent is also specified, which tells the system how much to
reduce when the maximum is reached.

Select the check box to manage error files. The check box is not selected by
default.

Error Files  Only valid if the Manage Error Files and Save On Error parameters are set
to true.
Specifies to what extent Security Analytics saves error files. The value that you
specify is the maximum total size of all the files in the error directory.

Valid value is a number in 0 to 281474976710655 range. Y ou specify these
values in either Kilobytes, Megabytes, or Gigabytes. 100 Megabytes is the
default. If you change this parameter, the change does not take effect until you
restart collection or restart the Log Collector service.

Size

Error Files  Only valid if the Manage Error Files and Save On Error parameters are set
to true. Maximum number of error files allowed in the error directory. Valid

Count value is a number in 0 to 65536 range. 65536 is the default.

If you change this parameter, the change does not take effect until you restart
collection or restart the Log Collector service.

Error Files  Percent amount by size or count of the error files that the Log Collector service
removes when the maximum size or count has been reached. The service

Reduction removes the oldest files first.

0,
L Valid value is a number in the 0 to 100 range. 10 is the default.
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Manage Select the check box to manage saved files. The check box is not selected by
default.

By default, the Log Collector uses the File Disk Quota parameter to ensure that
the disk does not fill up with saved files. If check this check box, you can
specify one of these:

Saved Files

o Maximum space allotted to saved files in the Saved Files Size parameter.

o Maximum number of saved files allowed in Saved Files Count parameter.

A reduction percent is also specified, which tells the system how much to
reduce when the maximum is reached.

Saved Files Only valid if the Manage Saved Files and Save On Success parameters are set
to true.

Maximum total size of all the files in the save directory. Valid value is a
number in the 0 to 281474976710655 range. Y ou specify these values in either
Kilobytes, Megabytes, or Gigabytes. 100 Megabytes is the default.

Size

If you change this parameter, the change does not take effect until you restart
collection or restart the Log Collector service.

Saved Files Only valid if the Manage Saved Files and Save On Success parameters are set
to true. Maximum number of saved files in the save directory. Valid value is a

S number in 0 to 65536 range. 65536 is the default.

If you change this parameter, the change does not take effect until you restart
collection or restart the Log Collector service.

Saved File  Percent amount by size or count of the saved files that the Log Collector service
removes when the maximum size or count has been reached. The service

Reduction removes the oldest files first.

0,
L Valid value is a number in the 0 to 100 range. 10 is the default.
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Debug Caution: Only enable debugging (set this parameter to On or Verbeose) if you
have a problem with an event source and you need to investigate this problem.
Enabling debugging will adversely affect the performance of the Log
Collector.

Enables/disables debug logging for the event source.
Valid values are:

o Off = (default) disabled
e On = enabled

o Verbose = enabled in verbose mode -adds thread information and source

context information to the messages.

This parameter is designed to debug and monitor isolated event source
collection issues. The debug logging is verbose, so limit the number of event
sources to minimize performance impact.

If you change this value, the change takes effect immediately (no restart

required).
Cancel Closes the dialog without making adding an event source type.
OK Adds the parameters for the event source.

Generate Key Pair on Event Source and Import Public Key to Log Collector

To generate the key pair on the event source and import the public key to Log Collector:

1. Double-click puttygen.exe in the C:\sasftpagent directory. The PuTTY Key Generator
starts.

2. Select SSH2 RSA as the type of key to generate.

3. Click Generate and move the mouse in the PuTTY Key Generator window until the key is

generated.
4. Save the private key:
a. Click Save private key.
b. Select Yes to not use a passphrase.

c. Save the file as private.ppk in the C:\sasftpagent directory.
5. Add the public key to the Log Collector:
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a. Copy the public key into your buffer so that you can paste it into the parameter in

Security Analytics as described in step 5b.

In the following example, the public key is enclosed in a red box.

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_leys file:

ssh-za AAAABINzaC lyc 2EAAAARJOAAAIB+GhAC)+SXgH 80 ME

+3z3ymd PY feu Aeghefe HY +Rin+Livo

HFLmmP D¥W5+Ce9%c Td ¥z Y5y TW 10 KsHaRyc 7/a3MKu/RORvwzt Abt Fr+00 A
+#uCbgmuYDHegWILGY FpMOe DORLLy LilGeOCwplgRo LzzGSWxEYq TJ

+0aP 50 30Rw==rsatey-201 20727

Key fingemrint : gsh-sa 1023 4c:7d:39ed .of c9fc deea 76ad 8 822 761:47

Key comment: rea-tey-20120727
Key passphrase:

Corfim passphrase:

Actions

(Generate a public/private key pair [ Generate

Load an existing private key file [ Load

Save the generated key [ Save public key z] [ Save private key

Parameters

Type of key to generate:
(71 55H-1{RSA) @ 55H-2 RSA (71 55H-2 DSA

Mumber of bits in @ generated key: 1024

b. Paste the public key from your buffer into the Eventsource SSH Key parameter in
Security Analytics. For details, see the Configure File Event Sources topic in the

RSA Security Analytics Log Collection Guide.

6. Close the puttygen.

Tasks:

Step 1. Configure File Event Sources in Security Analytics

Step 2. Configure File Event Sources to Send Events to Security Analytics

File Collection Protocol Configuration Guide
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File Collection: Troubleshoot

Security Analytics informs you of Log Collector problems or potential problems in the following
two ways.

o Log files.

o Health and Wellness Monitoring views.

Log Files

If you have an issue with a particular event source collection protocol, you can review debug log
s to investigate this issue. Each event source has a Debug parameter that you can enable (set
parameter to On or Verbose) to capture these logs.

Only enable debugging if you have a problem with this event source and you need to investigate
this problem. If you have Debug enabled all the time it will adversely affect the performance of
the Log Collector.

Security Analytics has a set of error messages associated with Log Collection that it includes in
log files. To access these files:

Health and Wellness Monitoring

Health and Wellness monitoring makes you aware of potential hardware and software problems
in a timely manner so that you can avoid to outages. RSA recommends that you monitor the Log
Collector statistical fields to make sure that the service is operating efficiently and is not at or
near the maximum values you have configured. You can monitor the following statistics (Stats)
described in the Administration > Health & Wellness view.

& Administration & Hosts B senvice

(I} Dashboard

& Investigation

M- Incidents

| Alerts

|2 Reports

Hosts

= Services
2 Event Sources

& Administration

4 Profile @ Health & Wellness

M Sign Out = System

g Security
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Netflow Collection Configuration Guide

This guide tells you how to configure the Netflow collection protocol. This protocol collects
events from Netflow v5 and Netflow v9.

You must deploy Log Collection before you can configure the Netflow collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This guide tells you how to configure Netflow collection protocol which accepts events from
Netflow v5 and Netflow v9. You use this protocol to accept events for security purposes, not for
network performance purposes. This means that you should choose to accept events from select
key strategic points in your network only (not everywhere).

How Netflow Collection Works

The Log Collector service collects events from Netflow v5 and Netflow v9.

Deployment Scenario

The following figure illustrates how you deploy the Netflow Collection Protocol in Security
Analytics.
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*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.

Configure Netflow Collection Protocol in Security Analytics

Y ou configure to the Log Collector to use Netflow collection for an event source in the event
Source tab of the Log Collector parameter view. The following figure the basic workflow for
configuring an event source for Netflow Collection in Security Analytics. Please refer to:

o Step 1. Configure Netflow Event Sources in Security Analytics for step-by-step instructions on

how to configure events sources in Security Analytics that use the Netflow Collection

protocol.

o References - Netflow Collection Configuration Parameters for a detailed description of each

Netflow Collection Protocol parameter.
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# Administration & Appliances B services

Dashboard
Investigation
v Incidents
Alerts
% Reports

Administration = Appliances

£ services

¥ Health & Wellness
= System

=) Live
Profile
Help

Sign Out

Access the Services view.

\dministration & Appliances Services Health & Wellness = System
P Admini i W servi @ Health & Well Esys
. / /
Groups Services  / /
+ =) v / X
/ 7/
Name ] Nyée Licensed  Appliance | Type Version Acions /"
= ) / &
o O @ /Decoderiza @ Decoder12d  Decoder 104.0.0.3286-3 - /
g
] ﬂ Y L0186 LogDecoder 1040.0.3276.3 o /
¥ ® logColetsr &  LCLD86  LogCollector toapf V8D sysem
Delete Stats
0O e w3 ) AID Warehouse Connec... 10404 gyp Config
| page 1 |oft | e ST o Displaying 1 - 10.0f 10
Stop. Logs.
Restart Security s Feedback | 10.4.0.0.114271

hitps://1 Tadmin/services#

Select a Log Collection service.

e Click ** under Actions and select View > Config to display the Log Collection
Configuration Parameter tabs.
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o o

)

em @secriy O W @

A Administration © & Hosts  EBServices 3 Events Avallable Event Source Types RSA ‘Security Analytics

“

¥ Name ~
% ChangeService | [ NWAPPLIANCE21159 - Log Collector —
M netflow

LCAio
General Local Collecwus Files

Netflow v/ Config

Event Categories
+
u] ‘wam,

1\page of0 |

2 admin | @)English (United States) | GMT+00:00 Cancel oK Send Us Feedback | 10.5.0.0.16124-1

6,

o Click the Event Sources tab.

The event source category is part of the content you downloaded from LIVE.

A Administration © = Hosts Bservices N\ EventSources @ Health & Wellness 2= system @security () BB @ RSASecurity Analytics

Select Netflow as the collection protocol and select Config.

Click + and select netflow as the event source category.

£ Change Service | [ NWAPPLIANCE21159 - Log Collector |  Config ®

General  Local Collectors ~ Files ~ [INGHESMMSN  seitings  Appliance Service Configuration

Netflow v/ config v

Eveny/Categories Sources

+ = 1 & import Source
™ /Name ] Name Port Debug. Enabled
& netflow
| Page 1 | of1 | | Page ofo | 1c No More Items

2 admin | @)Engiish (United States) | GMT+00:00 Send Us Feedback | 10.5.0.0.16124-1

o Select netflow as the category and click +
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Add Source ® Add Source ®

Basic / Basic
Port * 999¢| < Port * 9996 <

Enabled ~ Enabled

&

A) Advanced

InFlight Publish Log
Threshold

Debug [verbose

A«

Cancel oK Cancel oK

o
0 Specify the basic parameters required for the Netflow event source.

o Click * and specify additional parameters that enhance how the Netflow protocol
handles event collection for the event source.
Configure Event Sources to Use Netflow Collection Protocol

You need to configure each event source that uses the Netflow Collection protocol to
communicate with Security Analytics (see Step 2. Configure Netflow Event Sources to Send Events

to Security Analytics ).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
Netflow Collection protocol with a checklist that contains each configuration step.

Configuration steps for the Netflow collection protocol must occur in the specific sequence
listed in the table below.

Netflow Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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Description

1
Configure Netflow Event Sources in Security Analytics.
2
Configure Netflow Event Sources to Send Events to Security Analytics.
3 Start service for configured Netflow collection protocol.
4 Verify that Netflow Collection is working.

Step 1. Configure Netflow Event Sources in Security Analytics

This topic tells you how to configure Netflow event source sources for the Log Collector.

After completing this procedure, you will have...

o Configured a Netflow event source.

o Modified a Netflow event source.

Return to Procedures
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Procedures

Step 1. Configure Netflow Event Sources in Security Analytics

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.
3. Click ““ under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Netflow/Config from the drop-down menus.

5. Inthe Event Categories panel toolbar, click +

Available Event Source Types

] Name ~

[ netflow

Cancel

6. Select an event source type (for example, netflow) and click OK.

The newly added event source type is displayed in the Event Categories panel.

Netflow Collection Configuration Guide 246



Log Collection

® Administration © =Hosts = EServices = N EventSources % Health &Wellness 3= System 8 Security @  RSA Security Analytics

%, Change Service | -LogCollector | Config &

General Remote Collectors Event Sources JESTERTEMESENTGH Settings  Appliance Service Configuration

Netflow ~ | Config ~
Event Categories Sources
+ - + & Import Source
¥ Name O Name Port Debug Enabled
¥  netflow
| Page 1 | of1 | | Page of 0 | | C No More Items

admin | @B English (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1
g

7. Select the new type in the Event Categories panel and click + in the Sources toolbar.
The Add Source dialog is displayed.

8. Specify the port, modify any other parameters that require changes, and click OK.

Note: Security Analytics opens the 2055, 4739, 6343, and 9995 ports on the firewall by
default. You can open other ports for Netflow if required.
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Add Source

Basic

Port *

<F

«

Enabled

() Advanced

InFlight Publish Log
Threshaold

Debug Off w

Cancel oK

The new event source is displayed in the list.

Modify a Netflow Event Source

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¢ under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Netflow/Config from the drop-down menu.

5. Select netflow for the event source type from the Event Categories panel and click OK.

6. Inthe Sources panel, select an event source and click lﬁ

The Edit Source dialog is displayed.

7. Modify the parameters that require changes and click OK.
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Edit Source

Basic

Mame netflow5s
Port * 5
Enabled ™

Advanced

InFlight Publish Log
Threshold

Debug

Security Analytics applies the parameter changes to the selected event source.

Parameters:

References - Netflow Collection Configuration Parameters

Step 2. Configure Netflow Event Sources to Send Events to Security
Analytics
Download and configure the rsaflow or cef parser from Live.

Verify that you downloaded the rsaflow or cef parser from LIVE to the Log

Decoder and enabled it.

Procedure
1. Inthe Security Analytics menu, go to Administration > Services.

2. Select a Log Decoder service and select L > View > Config.
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3. Inthe General tab, under the Service Parsers Configuration panel, verify that

the rsaflow option is checked.

Step 3. Start Service for Configured Netflow Collection Protocol
This topic tells you how to start a stopped NetFlow collection service.

Return to Procedures

Context

This topic tells you how to start a collection service. See the Log Collection Configuration Guide
topic Enable Automatic Start of Individual Services if you want the service to start
automatically.

Procedure
To start a stopped Netflow collection service:
1. Inthe Security Analytics menu, go to Administration > Services.

2. Select a Log Collector and select > View > System.

3. Click Collection > Netflow > Start.

Step 4. Verify That Netflow Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured
Netflow Collection correctly.

Return to Procedures
Context

You can verify that Netflow collection is working from the Administration > Health & Wellness
> Event Source Monitoring tab.

Procedure
To verify that Netflow collection is working:
1. Inthe Security Analytics menu, select Administration > Health & Wellness

2. Click the Event Source Monitoring tab.
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3. In the grid, find the Log Decoder, Event Source, and Event Source Type (that

is, rsaflow).

4. Look for activity in the Count column to verify that Netflow collection is accepting events.

References - Netflow Collection Configuration Parameters

This topic describes the user interface for configuring Netflow Configuration.

Use this section when you are looking for descriptions of the Netflow Collection user interface
and definitions of the features of the user interface.

To access the Netflow Collection Configuration Parameters:

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click ““ under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select Netflow/Config from the drop-down menu.

& Administration ©® = Hosts £ Services 3\ Event Sources @ Health & Wellness 2= System i Security ©  RSA Security Analytics

- Change Service | -LogCollector | Config &

General Remote Collectors Files Event Sources JESERHVESENH Settings  Appliance Service Configuration
Netflow v Config v
Event Categories Sources

+ - + = Import Source
¥ Name O Name Port Debug Enabled
¥ netflow [ netflow? 7 off true

| Page 1  of1 | | Page 1 of1 | | C Items 1-1of 1

2 admin | € English (United States) | GMT+00:00 Send Us Feedback | 10,6.0.0.20099-1

The Netflow/Config view in the Event Sources tab has two panels: Event Categories and
Sources.

Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.
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o v

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

Fowrs Jowsetpten

Selects the event source type that you want to add.
Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Sources Panel

Use this panel to review, add, modify, and delete event source parameters for the event source
type you selected in the Event Categories panel.

Toolbar

The following table provides descriptions of the toolbar options.

N

+ Opens the Add Source dialog in which you add a file directory for the

event source type that you selected in the Event Categories panel.

p— Deletes the selected file directories.
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4

ﬁ Import Source

lad Export Source

Opens the Edit Source dialog in which you modify the configuration
parameters for the selected file directory.

When you select multiple event sources, opens the Bulk Edit Source
dialog in which you can edit the parameters values for the selected file
directories.

Refer to the Log Collection Configuration Guide for detailed steps on how
to import, export, and edit event sources in bulk.

Opens the Bulk Add Option dialog in which you can import event source
file directory parameters in bulk from a comma-separated values (CSV)
file.

Refer to the Log Collection Configuration Guide for detailed steps on how
to import, export, and edit event sources in bulk.

Creates a .csv file that contains the parameters for the selected file
directories.

Refer to the Log Collection Configuration Guide for detailed steps on
how to import, export, and edit event sources in bulk.

Add or Modify Source Dialog

In this dialog, you add or modify a file directory for the selected event source.

P Jpmerpren

Netflow Lists the Netflow event source parameters populated with the default values.

Source Para- Enter or modify the appropriate values.

meters

Cancel Closes the dialog without adding a file directory or saving the parameter values
for the selected file directory.

OK In the Add Source dialog, adds the file directory and its parameters. In the Edit

Source dialog, applies the parameter value changes for the selected file dir-

ectory.

Netflow Source Parameters

The following table provides descriptions of the source parameters.
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Basic

Port Specify the port number configured for the Netflow event source.
Security Analytics opens the 2055, 4739, 6343, and 9995 ports for Netflow by

default. You can open other ports for Netflow if required.

Enabled  Select the check box to enable the event source configuration to start collection.

The check box is selected by default.

Advanced

InFlight Establishes a threshold that, when reached, Security Analytics generates a log
message to help you resolve event flow issues. The Threshold is the size of the
netflow event messages currently flowing from the event source to Security
Log Analytics.

Threshold Valid values are:

Publish

o 0 (default) - disables the log message.

o 100-100000000 - generates a log message when this log collector has
processed the specified number of netflow events. For example, if you
set this value to 100, Security Analytics generates a log message when
100 netflow events of the specific netflow version (v5 or v9) have been

processed.
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Debug Caution: Only enable debugging (set this parameter to On or Verbose) if you
have a problem with an event source and you need to investigate this problem.
Enabling debugging will adversely affect the performance of the Log Collector.

Enables/disables debug logging for the event source.

Valid values are:

o Off = (default) disabled
o On = enabled

o Verbose = enabled in verbose mode -adds thread information and source

context information to the messages.

This parameter is designed to debug and monitor isolated event source collection
issues. The debug logging is verbose, so limit the number of event sources to
minimize performance impact.

If you change this value, the change takes effect immediately (no restart required).

Cancel Closes the dialog without making adding an event source type.
OK Adds the parameters for the event source.
Tasks:

Step 1. Configure Netflow Event Sources in Security Analytics

Step 2. Configure Netflow Event Sources to Send Events to Security Analytics

Troubleshoot Netflow Collection

This topic highlights possible problems that you may encounter with Netflow Collection and
provides suggested solutions to these problems.
Troubleshoot Netflow Collection Issues
In general, you receive more robust log messages by disabling SSL.
Log Mes- Log Collector is not receiving Netflow traffic.

sage/

Problem
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Possible

Cause

Solution

Log Mes-
sage/

Problem

Possible

Cause

Solution

Configured the wrong port.

Make sure that you configured the correct firewall port (that is, 2055, 4739,
6343, or 9995).

Log Collector issues log messages that tell you there was an incompatible or

mismatched header or version number.

Netflow v10 event information was sent to log collector.

Ignore - Netflow v10 is not supported in Security Analytics 10.4. Netflow Col-

lection only accepts events from Netflow v5 and Netflow v9.

Netflow Collection Configuration Guide
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ODBC Collection Configuration Guide

This guide tells you how to configure the ODBC collection protocol. This protocol collects
events from event sources that store audit data in a database using the Open Database
Connectivity (ODBC) software interface.

Y ou must deploy Log Collection before you can configure the ODBC collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

Overview

This guide tells you how to configure ODBC collection protocol which collects events from
event sources that store audit data in a database using the Open Database Connectivity (ODBC)
software interface.

Deployment Scenario

The following figure illustrates how you deploy the ODBC Collection Protocol in Security
Analytics.
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*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.

Procedures

Configure ODBC Collection Protocol in Security Analytics

You configure the Log Collector to use ODBC collection for an event source in the event Source
tab of the Log Collector parameter view. The following procedure explains the basic workflow
for configuring an event source for ODBC Collection in Security Analytics. Please refer to:

o Step 1. Configure ODBC Event Sources in Security Analytics for step-by-step instructions on how

to configure events sources in Security Analytics that use the ODBC Collection protocol.

o ODBC Event Source Configuration Parameters for a detailed description of each ODBC

Collection Protocol parameter.

To configure the Log Collector to use ODBC collection protocol:
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10.

11.

12.

. In the Security Analytics menu, select Administration > Services.

In the Services grid, select a Log Collection service.

Select®® * > View > Config to display the Log Collection configuration parameter tabs.

In the Event Sources tab, select ODBC as the collection protocol and select Config.

Click + and select an event source category (for example, mssql).

The event source category is part of the content you downloaded from LIVE.

Select DSNs from the drop-down and click +

Select a DSN value pair template, enter a DSN name, and add or delete value pairs if

required.

If required, click L4 Manage Templates (4 54 or delete DSN templates.

Select Config.
Select the ODBC category and click + in the Sources panel.
Specify the basic parameters required for the ODBC event source.

Click = and specify additional parameters that enhance how the ODBC protocol handles

event collection for the event source.

Configure Event Sources to Use ODBC Collection Protocol

You need to configure each event source that uses the ODBC Collection protocol to
communicate with Security Analytics (see Step 2. Configure ODBC Event Sources to Send Events

to Security Analytics ).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
ODBC Collection protocol with a checklist that contains each configuration step.

Configuration steps for the ODBC collection protocol must occur in the specific sequence listed
in the table below.

ODBC Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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Description

1
Configure ODBC Event Sources in Security Analytics.
2
Configure ODBC Event Sources to Send Events to Security Analytics.
3 Start service for configured ODBC collection protocol.
4 Verify that ODBC Collection is working.

Step 1. Configure ODBC Event Sources in Security Analytics

This topic tells you how to configure ODBC event source sources for the Log Collector.

After completing this procedure, you will have...

o Configured an ODBC event source.

o Modified an ODBC event source

Return to Procedures

Procedures
Configure an ODBC Event Source

1. Make sure that you have configured the DSN/value pairs combination (see Step 1. Configure

ODBC Event Sources in Security Analytics) for the ODBC Event Categories that you want to

configure.
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2. Inthe Security Analytics menu, select Administration > Services.
3. Inthe Services grid, select a Log Collector service.

4. Click ¥  under Actions and select View > Config.

5. Inthe Log Collector Event Sources tab, select ODBC/Config from the drop-down menu.
The Event Categories Panel displays the ODBC event sources that are configured, if any.

6. Click +
The Available Event Source Types dialog is displayed.

O MName ~

IBMDE2

actiance

actividentity

asels

bigfix

bit9

bit9v72

bmecremedyitsm

ciscolmsaudit

ciscolmsfault

O ooooooogaod

cisconcm

Cancel 0K

7. Select an event source type (for example, mssql) and click OK.

The newly added ODBC event source type is displayed in the Event Categories panel.

8. Select the new type in the Event Categories Panel and click + in the DSNs List panel

toolbar.
The Add DSN dialog is displayed.

9. Select a DSN from the drop down list, specify or modify the other parameters as required,
and click OK.
Y ou defined the DSN names in the drop down list in step 4 that identify the DSN/value pairs
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combinations.
Basic

DSN * w
Username *

Password

|

Enabled
Address *

~) Advanced

Max Cell Size 2048

L

Mil Value (rull)

L

Polling Interval 180
Max Events Poll 5000

r

Debug Off w

Initial Tracking Id

Test Connection

10. Click Test Connection.
The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the
DSN information and retry.
Log Collector takes approximately 60 seconds to return the test results. If it exceeds the time

limit, the test times out and the Security Analytics server displays an error message.

11. If the test is successful, click OK.
The newly defined DSN is displayed in the Sources panel.

Modify an ODBC Event Source

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥  under Actions and select View > Config.

ODBC Collection Configuration Guide 262



Log Collection

4. Inthe Log Collector Event Sources tab, select ODBC/Config from the drop-down menu.

5. Inthe Sources panel, select an event source and click lﬁ

The Edit DSN dialog is displayed

Basic

DSN * msn

Username * W

Password | seeeeees

Enabled [

Address * admin

f\ Advanced

Max Cell Size 2048 o

Mil Value (null)

Polling Interval 180 o

Max Events Pol 5000 <

Debug Off v

Initial Tracking Id

Test Connection A
3

Cancel OK

6. Modify the parameters that require changes.

7. Click Test Connection.
The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the DSN
information and retry.
Log Collector takes approximately 60 seconds to return the test results. If it exceeds the time

limit, the test times out and the Security Analytics displays an error message.
8. If the test is successful, click OK.

Security Analytics applies the parameter changes to selected DSN.
Parameters

References - ODBC Collection Configuration Parameters

ODBC DSNs Event Source Configuration Parameters
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Configure Data Source Names (DSNs)

Overview

This topic tells you how to create and maintain DSNs for ODBC Collection.

Context

Open Database Connectivity (ODBC) event sources require Data Source Names (DSNs) so you
need to define DSNs with their associate value pairs for ODBC event source configuration.

After completing this procedure, you will have..

o Added a DSN template.

o Added a DSN.

o Edited a DSN.

Return to Procedures

Procedures

Add a DSN Template

You can add DSN templates to use it the next time you add a DSN.
To add a DSN template:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click %  under Actions and select View > Config.

b

In the Log Collector Event Sources tab, select ODBC/DSNs from the drop-down menu.

The DSNs panel is displayed with the DSNs that are added, if any.

XM Administration © & Hosts £ services M Event Sources ¥ Health & Wellness 2= System & security

% Change Service | B3 LogDecoder-0 - Log Collector | Config

General
ODBC

+

Ll DsN -

L] DSNSample

Remote Collectors Files Event Sources QRSN SEITe] g Settings Appliance Service Configuration

v | DSNs el

2] Manage Templates

Parameters

Database=MSSQLHost, Driver=/opt/netwitness/odbc/lib/R3sqls27.50, PortNumber=1433, HostName=localhost
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5 Click 4 Manage Templates

The Manage DSN Templates dialog is displayed.

Manage DSN Templates

g ooooogooooooooold

+

Template Name
EMC_Greenplum_Unix_Template
EMC_Greenplum_Windows_Tem...
IBM_DB2_Unix_Template
IBM_DB2_Windows_Template
IBM_DB2_Zos_Template
MSSQL_Server_Windows_Templ...
MSSQL_Server_Unix_Template
MySQL_Server_Windows_Templ...
MySQL_Server_Unix_Template
Cracle_Server_Windows_Template
Cracle_Server_Unix_Template
Cracle_Native_Windows_Template
Cracle_Native_Unix_Template
PostgressQL_Windows_Template

PostgressQL_Unix_Template

Close

Note: RSA provides default templates on the left side panel that you can use while adding a
new DSN.

6. Click +.

The right panel is activated.

7. Specify a template name and click + on the right panel to add parameters.
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8. Specify the parameters. Click Save.

Manage DSN Templates

Template MyCustomDSNTemplate -
Name

Name Value

Hostname Host

Database Dbname

Port

Driver ODBCHOME/lib/fxxgplmnn.zz

Cancel Save Close

The new DSN template is added in the Manage DSN Templates list.

Add a DSN

[

In the Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click %  under Actions and select View > Config.

4. Inthe Log Collector Event Sources tab, select ODBC/DSNs from the drop-down menus.
The DSNs panel is displayed with the DSNs that are added, if any.

A Administration © & Hosts & services M Event Sources @ Health & Wellness == System & security
% Change Service | B LogDecoder-0 - Log Collector | Config
General Remote Collectors Files Event Sources ESVEadbSiENTH Settings Appliance Service Configuration
0ODBC v | DSNs g
+ ] Manage Templates
DSN ~ Parameters
DSNSample Database=MSSQLHost, Driver=/opt/netwitness/odbc/lib/R3sqls27.s0, PortNumber=1433, HostName=localhost
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5. Click +
o Using the DSN Template

a. Select a DSN template from the drop down in DSN Template field.

The default parameters are displayed.

DSM Template |EI"-a“IC_GrEEHpIum_Unix_Template v |
D5SM Mame*
Parameters
+ =
Mame vialue
FortNumber 5432
HostMame GreenplumSenser
Database Gplumdbl
Drriwver ODBCHOMESlibfogplmnn.zz

Cancel Save

b. Specify a name in the DSN Name field,

c. Add, delete or edit the default parameters and click Save.The newly added DSN and

its name-value pairs are displayed in the DSNs panel.
o Adding Parameters Manually

a. Specify a name in the DSN Name field.
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b. Click + to add parameters.

Add DSN

D5M Template

D5M Mame* Datazourcel
Parameters
+ -
MName = Value
4
. - F
| Database

] F
| Description

— F .
| Driver

. o F
| Hostname

Cancel

c. Specify the value pairs in the dialog and click Save.

The newly added DSN and its name-value pairs are displayed in the DSNs panel.

6. The Add DSN dialog is displayed.
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Add DSN

D5M Template e

O5M Mame*

Parameters
+ -—

Mame value

Cancel Save

You can add a DSN in two ways:

Edita DSN

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click ¥  under Actions and select View > Config.

4. In the Log Collector Event Sources tab, select ODBC/DSNs from the drop-down menus.
The DSNs panel is displayed with the DSNs that are added, if any

A Administration © & Hosts £ services M Event Sources @ Health & Wellness = System & Security
% Change Service | B LogDecoder-0-Log Collector |  Config
General Remote Collectors Files Event Sources JRSERIAMESRENTH Settings Appliance Service Configuration
ODBC v | DSNs v
+ [ Manage Templates
DSN ~ Parameters
DSNSample Database=MSSQLHost, Driver=/opt/netwitness/odbc/lib/R3sgls27.s0, PortNumber=1433, HostName=localhost
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5. Select a DSN.

6. Click Illﬁ

The Edit DSN dialog is displayed.

7. Modify the parameters that require changes and click Save.

Edit DSN

D5M Mame*

Parameters
-
Mame
Database
PortNumber

HostMame

Cancel Save

The modified name-value pairs are displayed in the DSNs panel.

Parameters

m

zsqlAudit

value
MESQLHost

IANE
J3u0

localhost

ODBC DSNs Event Source Configuration Parameters

ODBC Event Source Configuration Parameters

Create Custom Typespec for ODBC Collection

This topic tells you how to create a custom typespec for the Log Collector. The topic includes:

o Create Custom typespec procedure

o« ODBC Collection typespec syntax

o Sample ODBC Collection typespec files
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Create Custom Typespec

To create a custom typespec file:

1. Open an SFTP client (for example, WinSCP) and connect to a Log Collector or remote Log

Collector.

2. Navigate to /etc/netwitness/ng/logcollection/content/collection/odbc, and copy an existing

file, for example bit9.xml.

3. Modify the file according to your requirements. See ODBC Collection Typespec Syntax for
details.

4. Rename and save the file to the same directory.

5. Restart the Log Collector.

Note: You will not be able to see new Event Source type in Security Analytics until you
restart the Log Collector.

ODBC Collection Typespec Syntax

The following table describes the typespec parameters.

name The display name of your ODBC event source (for example,
activeidentity). Security Analytics displays this name in the Sources
panel of the View > Config > Events Sources tab.

Valid value is an alphanumeric string. You cannot use - (dashes),
(underscores), or spaces . The name must be unique across all typespec
files in the folder.

type Event source type: odbc. Do not modify this line.

prettyName User-defined name for the event source. You can use the same value as
name (for example, apache) or use a more descriptive name.

version Version of this typespec file. Default value is 1.0.

author Person who created the typespec file. Replace author-name with your
name.

description Formal description of the event source. Replace formal-description with

your description of the event source.

<device> Section
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parser This optional parameter applies to Security Analytics 10.6.1 and
newer. This parameter contains the name of the log parser. This value
forces the Log Decoder to use the specified log parser when parsing logs
from this event source.

Note: Please leave the field blank when unsure of the log parser to be
used.

LEEALTE Name your ODBC event source (for example, Actividentity ActivCard
AAA Server).
maxVersion The version number of the event source (for example, 6.4.1).
description Description of the event source.
<collection> Section

odbe The syntax under <odbc> is used for event collection and processing.
You can provide multiple queries for the same event source type by
adding <query> tags.

query This section contains the details of the query used to collect information
from the event source.

tag The prefix tag you want to add to events during transformation (for

example Activlidentity).

outputDelimiter Specify the delimiter to use to separate fields. Specify any of the
following values:

« |l (piping)
o " (caret)
e , (comma)
e :(colon)

o 0x20 (to represent a space)

interval Specify the number of seconds between events. Default value is 60.
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dataQuery Specify the query to fetch data from the ODBC eventsource database for
SQL-syntax. For example: SELECT acceptedrejected,
servername, serveripa, sdate, millisecond, suid,
groupname, ipa, reason, infol, info2, threadid
FROM A AHLOG WHERE sdate > '$TRACKINGS' ORDER BY
sdate

maxTrackingQuery The query used on the initial pull of events to identify the starting point
within the data set to begin pulling logs from. After the initial pull, this
query is no longer used, unless the maxTracking value has been reset or
altered.

For example: SELECT MAX (Event Id) from ExEvents

trackingColumn The tracking column value used when the ODBC collector pulls a new
set of events.

Sample ODBC Collection Typespec Files

The following sample is the typespec file for the IBM ISS SiteProtector event source.

<?xml version="1.0" encoding="UTF-8"?>

<typespec>

<name>siteprotector4 x</name>
<type>odbc</type>
<prettyName>SITEPROTECTOR4 X</prettyName>
<version>1.0</version>
<author>Administrator</author>

<description>Collects events from SiteProtector</description>

<device>
<name>Internet Security Systems, Inc. RealSecure SiteProtector v 2.0</name>
<maxVersion>2.0</maxVersion>
<description></description>
<parser>iss</parser>

</device>

<configuration>

</configuration>

<collection>

<odbc>

273 ODBC Collection Configuration Guide



Log Collection

<query>
<tag></tag>
<outputDelimiter></outputDelimiter>
<interval></interval>

<dataQuery></dataQuery>

<maxTrackingQuery></maxTrackingQuery>

<trackingColumn></trackingColumn>
<levelColumn></levelColumn>
<eventIdColumn></eventIdColumn>
<addressColumn></addressColumn>
</query>
</odbc>
</collection>

</typespec>

The following sample is the typespec file for the Bit9 Security Platform event source.

<?xml version="1.0" encoding="UTF-8"?>

<typespec>

<name>bit9</name>
<type>odbc</type>
<prettyName>BIT9</prettyName>
<version>1.0</version>
<author>Administrator</author>

<description>Bit9 Events</description>

<device>
<name>Bit9</name>
<parser>bit9</parser>

</device>

<configuration>

</configuration>

<collection>
<odbc>
<query>

<tag>BIT9</tag>

<outputDelimiter>| |</outputDelimiter>

<interval>10</interval>

<dataQuery>
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SELECT
Timestamp,
Event Id,
Computer Id,
File Catalog Id,
Root File Catalog Id,
Priority,
Type,
Subtype,
IP Address,
User Name,
Process,
Description
FROM
ExEvents
WHERE
Event Id > '$TRACKINGS'
</dataQuery>
<trackingColumn>Event Id</trackingColumn>
<maxTrackingQuery>SELECT MAX (Event Id) from ExEvent-
s</maxTrackingQuery>
<eventIdColumn></eventIdColumn>
</query>
</odbc>
</collection>

</typespec>

Step 2. Configure ODBC Event Sources to Send Events to Security
Analytics

This topic tells you where to find the event sources currently supported for ODBC collection and
the available configuration instructions for each event source.

You may need to view the event sources currently supported for ODBC collection, as well as
the available configuration instructions for each event source. The Supported Event Sources list
provides information on which event sources are currently available for ODBC collection.

Procedure

Return to Procedures
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The list of RSA Supported Event Sources is an alphabetized of all the event sources currently
supported by Security Analytics that identifies which event sources you can use with ODBC
Collection. To verify that the event source is supported:

1. In the Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Decoder and click T > View > Config.

The Services Config view is displayed with the General tab open.

3. In the General tab, under the Service Parsers Configuration panel, find the name of the

event source.

.

4. Verify that it is supported by the ODBC Collection protocol. Click on in the

Supported Event Sources list to display the configuration instructions for the event

source.

5. Verify that you downloaded the correct event source parser (for example, mssql) from
Live to the Log Decoder and enabled it.

Sample Configuration Instructions

The following illustration is taken from the ODBC Security Suite, IPS-1 configuration
instructions.
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RSA Security Analytics '

Event Source Log Configuration Guide

Microsoft SQL Server

Last Modified: Monday, June 09, 2014

Event Source Product Information:

Vendor: Microsoft
Event Source: SQL Server
Versions: 2000, 2005, 2008, 2012, and MS SQL Express

RSA Product Information:

Supported On: Security Analytics 10.0 and later

Event Source Log Parser: mssq|

Collection Method: ODBC, File, and Windows event logs
Event Source Class.Subclass: Storage.Database

Step 3. Start Service for Configured ODBC Collection Protocol

This topic tells you how to start a stopped ODBC collection service.

If an ODBC collection service stops, you need to start it again to get it working. You can also
enable the automatic start of individual services if you want the service to start automatically.

Procedure

Return to Procedures
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The following procedure explains how to start a collection service. See the Enable Automatic
Start of Individual Services topic in the Log Collection Configuration Guide if you want the
service to start automatically.

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector and select T > View > System.

The Services System view is displayed.

3. Select Collection > ODBC > Start.

Step 4. Verify That ODBC Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured
ODBC Collection correctly

You need to verify the ODBC Collection is configured correctly, otherwise it will not work.
Procedure

Return to Procedures

The following procedure explains how you can verify that ODBC collection is working from the
Administration > Health & Wellness > Event Source Monitoring tab.

1. Inthe Security Analytics menu, select Administration > Health & Wellness.

The Health & Wellness view is displayed with the Monitoring tab open.

2. Inthe Event Source Monitoring tab, find an ODBC event source type (for example, msql)

in the Event Source Type column.

3. Look for activity in the Count column to verify that ODBC collection is accepting events.

References - ODBC Collection Configuration Parameters

This topic describes the ODBC event source configuration parameters.

ODBC event source parameters have two parts and separate view, ODBC and DSN
parameters.

ODBC Event Source Configuration Parameters

This topic describes the ODBC event source configuration parameters.

To access the ODBC Event Source Configuration Parameters:
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1. Inthe Security Analytics menu, select Administration >Services.

2. Inthe Services grid, select a Log Collector service.

3. Click & under Actions and select View > Config.

The Service Config view is displayed with the Log Collector General tab open.

4. Inthe Log Collector Event Sources tab, select ODBC/Config from the drop-down menu.

& Administration © = Hosts ~ =Services M EventSources W Health &Wellness 3= System Bsecurity () A @  RSASecurity Analytics
& Change Service | I - Log Collector | Config &
General Remote Collectors Files Event Sources YR (GEL]EH Settings Appliance Service Configuration
ODBC v~ Config v
Event Categories Sources
+ - + 2 Import Source
M Name [ psn Username Enabled Address Max Cell Size =~ Nil Value Polling Interva Max Events Po Debug Initial Tracking
¥ actiance
| Page 1 of1 | | Page of 0 | | C No More Items

2 admin | @Enghsh(umted States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Features

The ODBC/Config view in the Event Sources tab has two panels: Event Categories and Sources.
Event Categories Panel

The Event Categories panel provides a way to add or delete event source types.

Fors [pescron

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
[ Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

In this dialog, you select the event source type for which you want to define parameters.
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This dialog contains the list of event source types downloaded from the list of event source types
in the Generic ODBC Type Specification (GOTYS) file. If you do not see any event source types
in this list, you did not load the content available with Log Collector upgrade to this release.

o Jompn—

Selects the event source type that you want to add.
Type Displays the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories Panel.

Sources Panel

Use the Sources panel to review, add, modify, and delete Data Source Name (DSN) parameters.

An ODBC DSN tells the Log Collector how to reach an ODBC endpoint. You refer to an
ODBC DSN when you configure a data source name with information such as which ODBC
driver to use or the host name and port of the ODBC endpoint.

An ODBC DSN is a sequence of name -value pairs. For information about the valid names for a
given ODBC data source type, such as Sybase, Microsoft SQL Server, or Oracle, please
download the DataDirect Connect Series for ODBC User's Guide and DataDirect Connect
Series for ODBC User's Guide in the Progress DataDirect Documentation Library.

Toolbar
The following table provides descriptions of the toolbar options.

Option Description

+ Opens the Add DSN dialog in which you add an event source for the

event source type you selected in the Event Categories panel.

- Deletes the selected event sources.
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& Import DSN

#® Export DSN

| Test Connection

Add or Edit DSN Dialog

Opens the Edit DSN dialog in which you modify the configuration para-
meters for the selected event source.

When you select multiple event sources, this option opens the Bulk Edit
Source dialog in which you can edit the parameters values for the selec-
ted file directories.

Refer to the Log Collection Configuration Guidefor detailed steps on

how to import, export, and edit event sources in bulk.

Opens the Bulk Add Option dialog in which you can import DSN para-
meters in bulk from a comma-separated values (CSV) file. The Bulk
Add Option dialog has the following two options.

Refer to the Log Collection Configuration Guidefor detailed steps on

how to import, export, and edit event sources in bulk.

Creates a .csv file that contains the parameters for the selected DSNGs.

Refer to the Log Collection Configuration Guidefor detailed steps on

how to import, export, and edit event sources in bulk.

Validates the configuration parameters for the selected ODBC

database.

Refer to the Log Collection Configuration Guidefor detailed steps on

how to test event source connections in bulk.

In this dialog, you add or modify an event source for the selected event source.

Name

Basic

Description
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DSN*

Username*

Password

Enabled

Address*

Advanced

Max Cell

Size

Nil Value

Polling

Interval

Max Events

Poll

The data source name (DSN) that defines the database from which to collect
events.
Select an existing DSN from the drop-down list. The values in this list are main-

tained in the ODBC DSNs Event Source Configuration Parameters.

User name that the data source name uses to connect to the database. Y ou must

specify a user name when you create the event source.
Password that the data source name uses to connect to the database.

Caution: The password is encrypted internally and is displayed in its
encrypted form.

Select the checkbox to enable the event source configuration to start collection.

The checkbox is selected by default.

For ODBC, this field is not used. The Log Collector uses the address in the
ODBC.ini file.

Maximum size in bytes of the data that the Log Collector can pull from one cell

in the database. The default value is 2048.

Character string that the Log Collector displays when NIL is returned for a cell

in the database. Default value: “” (null).

Interval (amount of time in seconds) between each poll. The default value is

180.

For example, if you specify 180, the collector schedules a polling of the event
source every 180 seconds. If the previous polling cycle is still underway, the col-
lector waits for that cycle to finish. If you have a large number of event sources
that you are polling, it may take longer than 180 seconds for the polling to start

because the threads are busy.

The maximum number of events per polling cycle (how many events collected

per polling cycle).
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Debug

Initial

Tracking Id

Filename

Test Con-

nection
Cancel

OK

Tasks

Caution: Only enable debugging (set this parameter to On or Verbose) if you
have a problem with an event source and you need to investigate this problem.
Enabling debugging will adversely affect the performance of the Log
Collector.

Enables or disables debug logging for the event source. Valid values are:

o Off = (default) disabled
o On = enabled

o Verbose = enabled in verbose mode -adds thread information and source
context information to the messages.

This parameter is designed to debug and monitor isolated event source collection

issues.

If you change this value, the change takes effect immediately (no restart
required).

The debug logging is verbose, so limit the number of event sources to minimize

performance impact.

Initial identification code that the Log Collector assigns to this event source if
collection is not started. If there is no value for this parameter, the Log Collector
starts at the end of the table and only pulls rows after the end of the table as they

are added. The default value is “” (null).

For Microsoft SQL Server Event Sources only, the location of the trace files
directory (for example, C:\MyTraceFiles).

Please refer to the RSA Microsoft SQL Server Event Source Configuration
Guide, located on RSA Secure Care Online (SCOL) for detailed information on

how to create this directory with the correct permissions.

Checks the configuration parameters specified in this dialog to make sure they

are correct.
Closes the dialog without adding or modifying DSN parameters.

Adds or modifies the parameters for the DSN.

Step 1. Configure ODBC Event Sources in Security Analytics
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ODBC DSNs Event Source Configuration Parameters

This topic describes the Data Source Names DSNs configuration parameters.

Open Database Connectivity (ODBC) event sources require Data Source Names (DSNs) so you
need to define DSNs with their associate value pairs for ODBC event source configuration. This
topic describes the DSN configuration parameters.

To access the ODBC DSNs Event Source Configuration Parameters:

1. Inthe Security Analytics menu, select Administration >Services.

2. Inthe Services grid, select a Log Collector service.
3. Click *” under Actions and select View > Config.
4. From the Event Sources tab, select ODBC/DSNs from the drop-down menus.

Features

The ODBC/DSNs view in Event Sources has one panel: the DSN panel.
DSN Panel

In the DSNs panel, you can add, delete, or edit DSNs and the DSN name -value pairs for ODBC
Event sources.

Fews  Jpeserpin

+ Displays the Add DSN dialog in which you define a DSN and its para-
meters.

- Deletes the selected DSNs.

E Displays the Edit DSN dialog in which you edit the name-value pairs for

the selected DSN.

[4 Manage Templates Displays the Manage DSN Templates dialog in which you can add or

delete DSN name-value pair templates.

Selects DSNGs.
DSN Name of the DSN that you added.
Parameters <name-value for="""' p="" pairs="" the="'""> </name-value>
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Add or Edit DSN Dialog

In this dialog, you add or modify a file directory for the selected event source.

P omerpn

DSN Tem- Select a predefined DSN value name-value pairs template for the DSN.

plate
DSN Add the name of the DSN. You cannot edit a DSN name after you add it.
Name* This value must correspond with a DSN entry in the ODBC.ini file. Valid value

is a character string that is restricted to the following characters:
[ a-zA-Z][_a-zA-Z0-9]*
This means that the file directory must start with a letter followed by numbers,

letters, and underscores (for example, oracle executive compensation).
Parameters =fm= Adds a row in which you can define a parameter name-value pair.

== Deletes the selected parameter name-value pair.

Selects parameter name-value pairs.

Name - Enter or modify the parameter name.

Value - Enter or modify the value associated with the parameter name.

Cancel Closes the dialog without adding the DSN and its name-value pairs or saving

modifications to the name-value pairs.

Save Adds the DSN and its name-value pairs or saves modifications to the name-value

pairs.

Manage DSN Templates Dialog

In this dialog, you can add or delete DSN name-value pair templates.

G e

Template Selection Panel

+ Opens the Add Template panel in which you can add a DSN name-value pair tem-
plate.

285 ODBC Collection Configuration Guide



Log Collection

e o

Deletes the selected template.

Selects a template for deletion or modification.

Add Template Panel

o

Name
Value
Cancel

Save

Close

Task

Adds a value pair row.

Deletes a value pair row.

Selects a value pair row.

Enter the parameter name.
Enter the value associated with the parameter name.
Cancels any changes you made in the dialog.

Adds the DSN and its name-value pairs or saves modifications to the name-value

pairs.

Closes the dialog without adding the DSN and its name-value pairs or saving modi-

fications to the name-value pairs.

Step 1. Configure ODBC Event Sources in Security Analytics

Troubleshoot ODBC Collection

This topic suggests how to resolve problems you may encounter with the ODBC collection

protocol.

Troubleshoot ODBC Collection Issues

Y ou can troubleshoot problems and monitor ODBC collection by reviewing the ODBC collector
log informational, warning, and error messages to during execution of collection.

Each ODBC log messages includes the:
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o Timestamp
o Category: debug, info, warning, or failure
o collection method = OdbcCollection

o ODBC event source type (GOTS-name) = Generic ODBC Type Specification name that you

configured for the event source.
« collection function completed or attempted (for example, [processing])

o ODBC event source name (DSN-name) = Data Source Name that you configured for the

event source.
o description (for example, how many events the Log Collector collected)

o tracking ID = the Log Collector position in the target database table.

The following example illustrates the message you would receive upon successful collection of
an ODBC event:

2014-July-25 17:21:25 info (OdbcCollection) : [event-source]
[processing] [event-source] Published 100 ODBC events: last
tracking id: 2014-July-25 13:22:00.280

The following example illustrates a message you may receive upon unsuccessful collection of an
ODBC event:

timestamp failure (OdbcCollection: [event-source]
[processing] [event-source-type] Failed during doWork:
Log Mes-
Unable to prepare statement: state: S0002; error-
sage

code:208; description: [RSA] [ODBC-driver] [event-

source-type]Invalid object name 'object-name'.

Possible ODBC collection failed while accessing the ODBC Driver or the target data-

Cause base.

Solutions Validate the DSN value pairs for the events source.
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SDEE Collection Configuration Guide

This guide tells you how to configure the SDEE collection protocol. This protocol collects events
from Intrusion Detection System (IDS) and Intrusion Prevention Service (IPS) messages.

You must deploy Log Collection before you can configure the SDEE collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This guide tells you how to configure the SDEE collection protocol which collects events from
Intrusion Detection System (IDS) and Intrusion Prevention Service (IPS) messages.

Deployment Scenario

The following figure illustrates how you deploy the SDEE Collection Protocol in Security
Analytics.

Intranet

/ SDEE _
[ event sources |

T

- IDS/IPS
SDEE
{port: 443)

Log Collection
(Local and

Remote
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.
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Procedures

Configure SDEE Collection Protocol in Security Analytics

You configure to the Log Collector to use SDEE collection for an event source in the event
Source tab of the Log Collector parameter view. The following figure the basic workflow for
configuring an event source for SDEE Collection in Security Analytics. Please refer to:

o Step 1. Configure SDEE Event Sources in Security Analyticsfor step-by-step instructions on how

to configure events sources in Security Analytics tht use the SDEE Collection protocol.

o Reference - SDEE Event Source Configuration Parameters for a detailed description of each

SDEE Collection Protocol parameter.

A Administration - maAppliances I Services

(D Dashboard
@ Investigation

M- Incidents

¥ =& Appliances

, B Services
¥ Health & Wellness
= System

(h SignOut

Access the Services view.

A Administration & Appliances @ Services @ Health & Wellness 2= System

Groups Services
+ +o =3F
Name ] m;ffq Licensed | Appliance Type
/
S . /
i @ /Decoder123 @  Decoderl23  Decoder
f/
O # w1 <) C-LD Log Decoder
™ @ LogCollector = LC-LD-186 Log Collector
[ ] wCi103 & 0 Warehouse Connec
| Page 1 of1 | |

Version

10.4.0.0.3281

10.4.0.0.327%

104.0.

1040/

o Select a Log Collection service.

6-3

6-3
View
Delate
Edit
Start
Stop
Restart

RSA "Security Analytics

Displaying 1 - 10 of 10
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o Click *“ under Actions and select View > Config to display the Log Collection
configuration parameter tabs.

O 0

A Administration © @ Appliances @ services @ Health & Wellness = System O H RSA ‘Security Analytics

%, Change Service | M Log Collector Config ©

General Remote Collectors Files Event Sources [SVEgdelsaEId]S Settings Appliance Service Configuration

S ———
SDEE ~  Config Available Event Source Ty

Name ~

Event Categories
-

(] “M‘ame

M ciscoids

A admin | €% English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.11427-1

o Click the Event Sources tab.

o Select SDEE as the collection protocol and select Config.

o Click + and select SDEE as the event source category.

The event source category is part of the content you downloaded from LIVE.

A Administration © @ Appliances = B Services W Health&Wellness = System () Bl RSA Security Analytics
& ChangeService | B8 LogCollector | Config

General Remote Collectors Files Event Sources [SUSgdaaiEli Settings Appliance Service Configuration
SDEE | v | Configh, v

/ A
Event Categories \ Sources
{ 1
+.‘"' - -- & import Source
¥/ Name Name Username Address  Enabled  Port Palling Ints Max Event URL Proto. Debug
¥ ciscoids
| Page 1 of1 | | Page of 0 | I No More Items

A admin | §9 English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.11427-1

o Select the SDEE category and click +
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o
Basic 4 Basic e
Name * ApachesimulatorHost Name * ApachesimulatorHost
Username * admin Username * admin
Password * Password *
Address * [simvg] Address * simvs
Enabled “ Enabled 4
Certificate Name ~ Certificate Name v
oenes ) Advanced
port 243 <
‘ SsL version tsvi v
Include Raw Event Data
Save Raw XML Files
Saved File Quota 100 Megabyte v
Subscription Event o iacae
Types
Force Subscription ]
e Off Subscription Severity
Filter
Subscription Time ) 2
Offset v
Polling Intérval 180 <
4r,1€»<’éve1:s Poll 5000 ¢
17 Query Timeout 0 <
. ) URL Parameters
e ) URL Path /cgi-bin/sdee-server
o ’ URL Protocol https v
Debug on v
»
Cancel oK

8

o Click ' and specify additional parameters that enhance how the SDEE protocol handles
event collection for the event source.

Specify the basic parameters required for the SDEE event source.

Configure Event Sources to Use SDEE Collection Protocol

You need to configure each event source that uses the SDEE Collection protocol to
communicate with Security Analytics (see Step 2. Configure SDEE Event Sources to Send Events to

Security Analytics ).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
SDEE Collection protocol with a checklist that contains each configuration step

Configuration steps for the SDEE collection protocol must occur in the specific sequence listed
in the table below.

SDEE Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.
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ﬂ

1 Configure SDEE Event Sources in Security Analytics.
2 Configure SDEE Event Sources to Send Events to Security Analytics.
3 Start service for configured SDEE collection protocol.

4 Verify that SDEE Collection is working.

Step 1. Configure SDEE Event Sources in Security Analytics

This topic tells you how to configure SDEE event sources for the Log Collector.

After completing this procedure, you will have...

o Configured an SDEE event source.

o Modified an SDEE event source.
Return to Procedures

Procedures

Configure an SDEE Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click © under Actions and select View > Config.

4. Inthe Event Sources tab, select SDEE/Config from the drop-down menu.
The Event Categories panel displays the SDEE event sources that are configured, if any.

5. Inthe Event Categories panel toolbar, click +
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Available Event Source Types
A Name -~

¥ ciscoids

Cancel oK

If you do not see any event source types in this list, you did not load the content that you get

from Customer Care as part of the Log Collector upgrade to this release.
6. Select an event source type (for example, ciscoids) and click OK.

The newly added event source type is displayed in the Event Categories panel.

7. Select the new type in the Event Categories panel and click + in the Sources toolbar.
The Add Source dialog is displayed.

8. Add a Name, Username, Address, and Password, and modify any other parameters that

require changes, and click OK.
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Basic

Name *
Usernarme *
Password *
Address *

Enabled

Certificate Mame

Port

S5L Version

Include Raw Event Data |
Save Raw XML Files
Saved File Quota

Subscription Event
Types
Force Subscription

Subscription Severity
Filzer

Subscription Time
Offset

Polling Interval
Max Events Poll
Query Timegut
URL Parameters
URL Path

URL Protocal

Debug

The new event source is displayed in the list.

Modify an SDEE Event So

ApacheSimulatorHost

admin

ERsREEEEEEERES

SimiG

o]

tlsw1

100

lert

T
m

evids

180

”

00

/cgi-binfsdee-server
https

On

urce

Megabyte

Cancel

L3 <y

< £}

1. Inthe Security Analytics menu, select Administration > Services.

2. In the Services grid, select a Log Collector service.

3. Click ' under Actions and select View > Config.
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4. Inthe Event Sources tab, select SDEE/Config from the drop-down menu.

5. Select an event source type in the Event Categories panel.

4

6. In the Sources panel, select an event source and click

The Edit Source dialog is displayed.

Edit Source

Basic

Mame * ApacheSimulatorHost

Username * admin

Password *  sessesss

Address * simve

Enabled ™

Certificate Mame v
(~) Advanced

Port 443 2
S5L Wersion tlsv1 v

Include Raw Event Data [
Save Raw XML Files O
Saved File Quota 100 IWegabyte ~

Subscription Event
Types

evidsalert

7. Modify the parameters that require changes and click OK.

8. Security Analytics applies the parameter changes to the selected event source.

Parameters

Reference - SDEE Event Source Configuration Parameters

Step 2. Configure SDEE Event Sources to Send Events to Security
Analytics

This topic tells you where to find the event sources currently supported for SDEE collection and
the available configuration instructions for each event source.

Return to Procedures
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The event sources currently supported for SDEE collection are available in the Supported Event

Sources list.

Procedure

The list of RSA Supported Event Sources is an alphabetized of all the event sources currently
supported by Security Analytics that identifies which event sources you can use with SDEE

Collection.

RSA Supported Event Sources

The following is an alphabetical list of supported event sources that are available in Security Analytics

C
Event Source Version Parser Name Collection
o Name Protocol
“MCisco Secure DS | 4.x, 5.0, 5.1, 6.0, (Ciscoidsxm

oriPS 6.1,62,70,7.1 W |SDEE
Signature T
Engines: E1, E2
E3, E4

N>

Instructions

o
. 9

W

Additional

- Downloads 8

_0

& ChangeService | E@LD186 | Config®

General Files App Rules  Correlation Rules Feeds

System Configuration

Name Config Value
Compressian 0

Port 50002
SSLFIPS Mode O
SSLPort 56002

Stat Update Interval 1000
Threads 20

Log Decoder Configuration
Name Config Value
3 Adapter
Berkley Packet Filter
Caprure Interface Selected log_events Log Events
3 Cache
Cache Directory

Ivarfnetwitness/logdeceder/cache

Cache Size 4GB

& admin | §9 English (United States) GMT+00:00

Parsers

Parsers Configuration

Name
 ALERTS
BITTORRENT
FeedParser
FIX

3 GeolP
GNUTELLA

Service Parsgrs Conﬂguratio_h

Name.

Ustuasa

idsxi

(ci
ciscoporesa
ciscolms

ciscomse

Apply

Appliance Service Configuration

/Enable Al Disable All

Config Value

¥ o

Enable Al Disable All

/
Copfig Value

[

| Oooo0ooo

Send Us Feedback | 10.4.0.0.11427-1

.

Click on

o
2]
(3]
@

Find the name of the event source.

from LIVE to the Log Decoder and enabled it.

Verify that it is supported by the SDEE Collection Protocol.

to retrieve the configuration instructions for the event source.

Verify that you downloaded the correct event source parser (for example, ciscoidsxml)
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Sample Configuration Instructions

The following illustration is taken from the Cisco Secure IDS or IPS configuration instructions.
RSA Security Analytics R S A
Event Source Log Configuration Guide

Cisco Secure IDS or IPS

Last Modified: Monday, May 09, 2016

Event Source Product Information:

Vendor: Cisco

Event Source: Secure Infrusion Prevention System (IP5)
Versions:4x,50,5.1,6.0,6.1,62,7.0,7.1,72
Signature Engines: E1,E2, E3, E4

RSA Product Information:

Supported On: Secunty Analytics 10.0 and later
Event Source Log Parser: ciscoidsxml
Collection Method: SDEE

Event Source Class.Subclass: Secunty IDS

Step 3. Start Service for Configured SDEE Collection Protocol

This topic tells you how to start a stopped SDEE collection service.
Return to Procedures
If an SDEE collection service has stopped, you may need to restart it or enable the automatic

start of an individual service

Procedure

The following figure shows you how to start a collection service. See the Enable Automatic
Start of Individual Services topic in the Log Collection Configuration Guide if you want the
service to start automatically.
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# Administration © | B Appliances B services | B Health & Wellness

Services
+o W Z | P | Fglicenses~ |

o Neme Licensed  Appliance = Refres B= Explore

A Logs

< Log Collector 2222

™ ‘.\_R\e-mitiianecw 7 legacy Log Collector 3333

| Page w‘nhéﬁ‘{—h,_;q_rl (¢

Send Us Feedback | 10.4.0.0.9628-1

Select a Log Collector service and click ~~ under Actions.

o
(2]

Click View > System.

ﬁ Administration = & Appliances

* Change Sernvice B8 LC186 Sys

o Colitctl?lm B AoblanceTasks O s
File ||‘ ) |
T ovad| » Irvice Informa

| )

= cnwf POt ’ kl:'i‘\CEGS?;-:_ogCt
T wingows ’ 1,'35"1;-:.'%\,‘;.. 632
ﬂe ’-ln.m"'«_.--r;u;
m >q’;‘ Start

M snme > —

m Netflow 5 LE-D09 054604

B3 e 27 mmiomar

o Click Collection > SDEE and click Start.

Step 4. Verify That SDEE Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured SDEE
Collection correctly. You need to verify that SDEE collection is configured correctly, otherwise
it will not work.

Return to Procedures
Procedure

The following figure illustrates how you can verify that SDEE collection is working from the
Administration > Health & Wellness > Event Source Monitoring tab.
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A Administration & appliances  @'Se

> = Appliances

& sign out

A Administration © & Appliances Bservices W Health & Wellness 3= System RSA ‘security Analytics

Monitoring System Stats Browser Event Selirce Monitoring Settings

Event Saurce Event Source Type Lu}g(ﬁ\'\a(mr Log Decoder Time Framd Order By

Any < hny v Any vy / v Any v Clear
[JRegex ’ @Re:e_rv’eﬂ ONotReceived  @scending ODescending
Event Source Evert swr:eyyp'é/ Log Collector Log Decoder @ /) Idle Time Last Collected Time Historical Grap

ciscoids A NWAPPLIANCES874 LC-LD-186 12456 3days, 8 hours, 11 min  2014-08-08 10:19:07 . &

)

winevent_nic NWAPRLIANCEGBT4 LC-LD-186 47071 4hours, 10 min 2014-08-11 02:20:35 &

| Page 1 of1 | | C items 1-20f 2

A admin | €9 English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.112631

u Access the Event Source Monitoring tab from the Administration > Health &
Wellness view.

o Find an SDEE event source type (for example, ciscoids) in the Event Source Type
column.

@

The following figure illustrates how you can verify that SDEE collection is working from the
Investigation > Events > view.

@® Dashboard

Look for activity in the Count column to verify that SDEE collection is accepting events.

@ Dashboard

@ Investigation > ® Navigate

™ Default Device/

Name ~ / Address Type

Aocene / NWAPPLIANCE19913  Concentrator -
Archser /' NWAPPLIANCE16201  Archiver

Brokert2f NWAPPLIANCE15331  Broker

ConShahdar

Concentrator
Dec;der%lo Decoder
LD1 logdecoder241 Log Decoder
concl22 NWAPPLIANCE10724  Concentrator
deccder123 NWAPPLIANCES860 Decoder

Cancel Navigate
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o Select the Log Decoder (for example, LD1) collecting SDEE events in the Investigate a
Device dialog.

Access the Investigation > Events view.

@ Investigation ®ONavigate =~ ®Events ¥ Malware Analysis RSA ‘Security Analytics

B w ¥ Query © [ Profile @ EE] Detail View Actions ® & Incidents / Settings

[ event Time EventType  Event Theme Size Details s

¥ sessionid : 201
# Ic.cid : NWAPPLIANCE9874

2014 222 User.Activity.Privile .
[ 2014-08-08T10:17:22 Log Vs Soceassio sodbyes o e ot
vice.class : SDEE
header.id : 0004
# eventdesc: Special pmée;as assigned te new logon.

+ showa

€| pPage2 | » | C | 200 v eventsperpage Displaying 201 - 400 of 64,449 events

A admin | §9 English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.11263-1

o Look for an SDEE event source parser (for example, ciscoidsxml) in the Device Type
column to verify that SDEE collection is accepting events.

Reference - SDEE Event Source Configuration Parameters

This topic describes the Security service Event Exchange (SDEE) event source parameters.

Use the SDEE option on the Log Collector Config View Event Sources tab to add and maintain
configuration parameters for collecting Intrusion Detection System (IDS) data (for example,
Cisco Secure IDS messages) formatted under the SDEE standard.

To access the SDEE Event Source Configuration Parameters:

1. Inthe Security Analytics menu, select Administration > Services.
2. In the Services grid, select a Log Collector service.

3. Click ““ under Actions and select View > Config.

4. In the Event Sources tab, select SDEE/Config from the drop-down menu.

» Administration © = Hosts £ Services N Event Sources W Health & Wellness 2= System & Security ) sa @  RSASecurity Analytics

% Change Service | -Log Collector | Conf
General Remote Collectors Files Event Sources STEIIdsELLELTLH Settings  Appliance Service Configuration
SDEE v | Config ~
Event Categories Sources
+ - + & Import Source
¥ | Name O wame Username Address Enabled Port Polling Interval Max Events Poll URL Protocel | Debug
¥ ciscoids
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The SDEE/Config view in the Event Sources tab has two panels: Event Categories and Sources.

Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

o o

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

Foawrs Jpmerpn

Selects the event source type that you want to add.
Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Sources Panel

Use this panel to review, add, modify, and delete event sources.

Toolbar

The following table provides descriptions of the toolbar options.

N = N

+ Displays the Add Source dialog in which you define the parameters for a
Firewall host.
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e o

- Deletes the host that you selected.

Z Opens the Edit Source dialog, in which you edit the parameters for the
selected event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit Source
dialog in which you can edit the parameters values for the selected event
sources.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

& import Source  Opens the Bulk Add Option dialog in which you can import hosts in bulk
from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

™ Export Source Creates a .csv file that contains the parameters for the selected hosts.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

Add or Modify Source Dialog

In this dialog, you add or modify a file directory for the selected event source.

Foawrs [oosrpion

Source Lists the parameters populated with the default values. Enter or modify the appro-

Parameters priate values.

Cancel Closes the dialog without adding a file directory or saving the parameter values

for the selected event sources.

OK In the Add Source dialog, adds the file directory and its parameters. In the
Modify Sources dialog, applies the parameter value changes for the selected

event source.

Add or Edit Source Parameters

The following table provides descriptions of the source parameters.

Neme _Jpsscrpten

SDEE Collection Configuration Guide 302




Log Collection

am Jorwn

Basic
Name * Name of the event source.
Username * User name to authenticate with the event source.
Password * Password to authenticate with the event source.
Caution: The password is encrypted internally and is displayed in
its encrypted form.
Address * [P Address for the event source that is the IDS Sensor.
Enabled Select the check box to enable the event source configuration to start collection.
The check box is selected by default.
Certificate  Certificate name for secure connections to use when the transport mode is https.
Valid values are the certificates currently existing in your trust store that you
Name . .
created using the Settings tab.
Note: If you leave this field blank, Security Analytics does not perform
validation.
Advanced
Port Port number. A valid port number is any number within the 1 through 65535
range (443 default value).
SSL Ver- Version of SSL through which the event source is configured to communicate.
, Valid values are:
sion
o tlsvl (default)
o sslv2
o sslv3
o sslv2
Include Select the checkbox to include the raw XML data for the event returned by the
SDEE event source in the event data sent to the Log Decoder. The check box is
Raw Event
not selected by default.
Data
Note: This parameter is only supported for content 3.0 data.
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Save Raw

XML Files

Saved File
Quota

Subscription
Event

Types

Force Sub-

scription

Subscription
Severity Fil-

ter

Subscription

Time Offset

Select the check box to send raw data to /var/net-
witness/logcollector/runtime/sdee/saved_raw_events. The check box is not

selected by default.

Amount of space available for saved XML files. Valid value is the number of
Megabytes, Kilobytes, or Gigabytes of space that you want to allocate. Security
Analytics defaults to 100 Megabytes.

(Only applies when you make initial subscription request.)

Filters events for the specified Subscription event types (for example, IDS
alerts). Default is evidsAlert.

(Only applies when you make initial subscription request.)

Select the checkbox if you want the SDEE server to create a subscription even
when maximum number of subscriptions are open. The checkbox is selected by
default.

Note: The server closes the existing subscription to accommodate new one.

(Only applies when you make initial subscription request.)

All events generated by an SDEE event source have a severity level assigned to
them. Use this parameter to filter event messages by severity. If you leave this
field blank, Security Analytics collects all the events regardless of severity
level.

For example, if you wanted to collected events with medium and high severity
levels exclusively, you would specify the following character string in this
parameter:

medium+high

(Only applies when you make initial subscription request.)

Default (time of subscription on). This parameter allows you to specify how far
back in time (in seconds) to start pulling events.
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o

Polling Inter- Interval (amount of time in seconds) between each poll. The default value is
180.

val
For example, if you specify 180, the collector schedules a polling of the event
source every 180 seconds. If the previous polling cycle is still underway, the
collector waits for that cycle to finish. If you have a large number of event
sources that you are polling, it may take longer than 180 seconds for the polling
to start because the threads are busy.

Max Events The maximum number of events per polling cycle (how many events collected

Poll per polling cycle).

Query Value (in seconds) passed to the SDEE event source that instructs the server on

Timeout how long to wait when there is no data.

URL Para-  Appends parameters to the url string (for example, /cgi-bin/sdee-server.cgi).

meters

URL Path  URL path for the SDEE server.

URL Pro- Valid values are:

tocol o http
o https
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Debug Caution: Only enable debugging (set this parameter to "On" or "Verbose") if
you have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the Log
Collector.

Enables or disables debug logging for the event source. Valid values are:

o Off = (default) disabled
e On = enabled

o Verbose = enabled in verbose mode -adds thread information and source
context information to the messages.

This parameter is designed to debug and monitor isolated event source col-
lection issues.

If you change this value, the change takes effect immediately (no restart
required).

The debug logging is verbose, so limit the number of event sources to minimize

performance impact.

Tasks

Step 1. Configure SDEE Event Sources in Security Analytics

Troubleshoot SDEE Collection

This topic highlights possible problems that you may encounter with SDEE Collection and
suggested solutions to these problems.

Troubleshoot SDEE Collection Issues

In general, you receive more robust log messages by disabling SSL.

You can select the Save Raw XML Files configuration parameter to save the raw XML files
from the server to /var/netwitness/logcollector/runtime/sdee/saved_sdee _files to further
investigate SDEE issues. The file name for these file contains the event source name and a
timestamp. You can control the the amount of files (data) Security Analytics stores with the
Saved File Quota configuration parameter. The value that you enter for the quota is the number
of bytes Security Analytics stores, in kilobytes, megabytes, or gigabytes.
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SNMP Collection Configuration Guide

This guide tells you how configure the SNMP collection protocol. This protocol accepts SNMP
traps.

You must deploy Log Collection before you can configure the Check Point collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This guide tells you how to configure SNMP collection protocol which accepts SNMP traps.

Deployment Scenario

The following figure illustrates how you deploy the SNMP Collection Protocol in Security
Analytics.

Intranet

SNMP
event sources

| |

T

)

\

SNMP
(port: UDP162)

Log Collection
{Local and

Remote |
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.
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Procedures

Configure SNMP Collection Protocol in Security Analytics

Y ou configure the Log Collector to use SNMP collection for an event source in the Event Source
tab of the Log Collector parameter view. The following figure the basic workflow for
configuring an event source for SNMP Collection in Security Analytics. Please refer to:

o Step 1. Configure SNMP Event Sources in Security Analyticsfor step-by-step instructions on how

to configure events sources in Security Analytics tht use the SNMP Collection protocol.

References - SNMP Collection Configuration Parametersfor a detailed description of each SNMP

Collection Protocol parameter.

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collection service.
3. Select ¥ ¥ > View > Config to display the Log Collection configuration parameter tabs.
4. Click the Event Sources tab.
5. Select SNMP as the collection protocol and select Config.
6. Click + and select SNMP as the event source category.
The event source category is part of the content you downloaded from Live.

7. Select SNMP as the collection protocol and select SNMP v3 User Manager.

8. Click + to display the Add SNMP User dialog.

9. Define the SNMP User parameters and click Save

Configure Event Sources to Use SNMP Collection Protocol

You need to configure each event source that uses the SNMP Collection protocol to
communicate with Security Analytics (see Step 2. Configure SNMP Event Sources to Send Events

to Security Analytics ).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
SNMP Collection protocol with a checklist that contains each configuration step.
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Configuration steps for the SNMP collection protocol must occur in the specific sequence listed
in which the procedures are presented.

SNMP Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.

ﬂ

1 Configure SNMP Event Sources in Security Analytics.
2 Configure SNMP Event Sources to Send Events to Security Analytics.
3 Start service for configured SNMP collection protocol.

4 Verify that SDEE Collection is working.

Step 1. Configure SNMP Event Sources in Security Analytics

This topic tells you how to configure SNMP event sources for the Log Collector.

After completing this procedure, you will have...
o Configured an SNMP event source.

o Modified an SNMP event source.

Return to Procedures

Procedures
Configure an SNMP Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.
3. Click = under Actions and select View > Config >,

4. Inthe Event Sources tab, select SNMP/Config from the drop-down menu.
The Event Categories panel displays the SNMP event sources that are configured, if any.

5. Inthe Event Categories panel toolbar, click +
The Available Event Source Types dialog is displayed.
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Available Event Source Types

Name =

snmptrap

Cancel OK

6. Select an event source type (for example, snmptrap) and click OK.

The newly added event source type is displayed in the Event Categories panel.

7. Select the new type in the Event Categories panel
The new SNMP source dialog is displayed in the Sources panel.

RSA Security Analytics

& Administration ©® = Hosts £ Services N\ Event Sources W Health & Wellness 2= System B Security f) Z.F e

& Change Service | -Log Collector | Config &
General Remote Collectors Files Event Sources JSTERRGENRGYE Settings  Appliance Service Configuration
SNMP ~  Config ~
Event Categories Sources
+ -
24 Name [ Wame Ports Community 5t Minimumv3 S Maximum rec Collectw! Traj Collectw2c Trz Collectv3 Traj Debug Enabled
[ snmptrap ] snmptrap noAuthN... 2 true true true off true

Modify an SNMP Event Source

1. In the Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.

3. Click S under Actions and select View > Config >.

4. In Event Sources tab, select SNMP/Config from the drop-down menu.
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5. Select an event source type (for example, snmptrap) from the Event Categories panel and

click OK.
6. Inthe Source panel, select an event source and click Illﬁ

The Edit Source dialog is displayed.

Edit Source
Basic
Mame * snmptrap
Ports

Community Strings

Minimurn V3 Security

el noAuthMoPriv v
Collect V1 Traps Cal

Collect V2c Traps [+

Collect V3 Traps Cal

Enabled [+

#) Advanced

InFlight Publish Log 0

Threshold

Maximum Receivers |2 3

Debug

Cancel

7. Modify the parameters that require changes and click

OK.

Security Analytics applies the parameter changes to the selected event source.
Parameters

Step 1. Configure SNMP Event Sources in Security Analytics

SNMP v3 User Manager Configuration Parameters

Step 2. Configure SNMP Event Sources to Send Events to Security
Analytics

This topic tells you where to find the event sources currently supported for SNMP collection and
the available configuration instructions for each event source.
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To find the event sources currently supported for SNMP collection, see the Supported Event

Sources list. Sample configuration instructions are provided below.

Procedure

Return to Procedures

The list of RSA Supported Event Sources is an alphabetized list of all the event sources

currently supported by Security Analytics that identifies which event sources you can use with

SNMP Collection.
RSA Supported Event Sources

The following is an alphabetical list of supported event sources that are available in Security Analytics.

- 2]
Event Source Version Parser Name C i i ///
] Name Protocol 7///// 7(0
& | MysQL Enterprise | 5.1,56 (ysql SNMP 4 P
| S

& Administration ® appliances | @Services @ Health&Wellness  EE System @ W RSASecurity Analytics

:. Change Service | EALD186 | Config &
General Files AppRules CorrelationRules  Feeds Parsers  Appliance Service Configuration
System Configuration Parsers Configuration/ { EnableAll - Disable Al
Name Conflg Value Name contig vajue
Compression 0 @ ALERTS / =1
Port 50002 BITTORRENT ) “
SSLFIPS Mode FeedParser v |
SSL Port 56002 FIX ’ o
Stat Update Interval 1000 A Ganll / e
Treacs Service Parsers Configuration Enable All Disasle All

- . : . / ynfig val
Log Decoder Configuration ?“ =
Name Config value
o Ad;

apter NessUsVs
Berkley Packet Filter N -
Capture Interface Selected log_events,Log Events
. | netasquim
r—— = .
Apply

<) GMT+00:00 Send Us Feedback | 10.4.0.0.11427-1

Find the name of the event source.

Verify that it is supported by the SNMP Collection Protocol.

O00@e

LIVE to the Log Decoder and enabled it.

Sample Configuration Instructions

The following illustration is taken from the MySQL Enterprise configuration instructions.

Click on ** to display the configuration instructions for the event source.

Verify that you downloaded the correct event source parser (for example, mysql) from
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RSA Security Analytics N

Event Source Log Configuration Guide

MySQL Enterprise

Last Modified: Monday, June 09, 2014

Event Source Product Information:

Vendor: MySQL
Event Source: MySQL Enterprise
Versions: 5.1 and 5.6

RSA Product Information:

Supported On: Security Analytics 10.0 and later
Event Source Log Parser: mysqgl

Collection Method: SNMP

Event Source Class.Subclass: Storage.Database

Step 3. Start Service for Configured SNMP Collection Protocol

This topic tells you how to start a stopped SNMP collection service.

You need to start a stopped SNMP collection service in order to make it work again. You also
have the option to enable the automatic start of individual protocols if want the protocols to begin
automatically.

Procedure

Return to Procedures

The following procedure tells you how to start a collection protocol. See the Enable Automatic
Start of Individual Protocols topic in the Log Collection Configuration Guide if you want the
protocol to start automatically.

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service and select L > View > System.

The Services System view is displayed.

3. Click Collection > SNMP > Start.
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Step 4. Verify That SNMP Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured
SNMP Collection correctly.

Return to Procedures

You need to verify that SNMP Collection is configured correctly, otherwise the collection will
not work.

Procedure

The following procedure tell you how you can verify that SNMP collection is working from the
Administration > Health & Wellness > Event Source Monitoring tab.

1. In the Security Analytics menu, select Administration > Health & Wellness
2. Click the Event Source Monitoring tab.
3. Find SNMP in the Event Source Type column.

4. Look for activity in the Count column to verify that SNMP collection is accepting events.

References - SNMP Collection Configuration Parameters

This topic describes the SNMP event source configuration parameters.

SNMP collection event source configuration parameters have two parts each with a separate
view, SNMP and SNMP v3 User Manager parameters.

o SNMP Event Source Configuration Parameters

e SNMP v3 User Manager Configuration Parameters

SNMP Event Source Configuration Parameters

This topic describes the Simple Network Management Protocol (SNMP) event source
parameters.

Simple Network Management Protocol (SNMP) is a set of internet standards for management of
network services. SNMP includes a protocol, a schema for defining data, and data sets known as
Management Information Bases (MIBs). MIBs include Internet standards and standards specific
to vendors/services. SNMP entities include agents and managers. Agents are managed services
that instrument various MIBs and make the data available to managers. Managers can retrieve
the data from the managed services. The managed services can also notify managers
asynchronously through a trap.

There are three versions of SNMP in widespread use: version 1, version 2¢ and version 3.
Version 3 includes security and access control features.

To access the SNMP Event Source Configuration Parameters:
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1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click © under Actions and select View > Config.

4. In the Event Sources tab, select SNMP/Config from the drop-down menu.

& Administration © = Hosts £ Services M Event Sources ¥ Health & Wellness 3= System Bsecurity 5 A @  RSASecurity Analytics

% Change Service | @ -Log Collector | Config &
General Remote Collectors Files Event Sources JESTEdelEL Settings  Appliance Service Configuration

SNMP ~ | Config ~

Event Categories Sources

+ =

¥ Name O wame Ports Community St Minimum v3 5 Maximum rec Collect v1 Traj Collectv2c Tre Collect w3 Traj Debug Enabled
¥ snmptrap [ snmptrap noAuthM... 2 true true true Off true
Features

The SNMP/Config view in the Event Sources tab has two panels: Event Categories and Sources.
Event Categories Panel

In the Event Categories panel, you can add or delete SNMP event source types.

Fouurs [poscrpton

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

Note: Security Analytics only supports a single event source, that is snmptrap,
and adds snmptrap automatically when you add the event source type is added.

= Deletes the selected event source types from the Event Categories panel.
Iﬁ Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Source Types Dialog

SNMP has a single event source type (category) called snmptrap. After you add snmptrap to the
Event Categories panel, Security Analytics generates an event source called snmptrap to the
Sources panel as well. Only a single event source is supported. You cannot add or delete it.
Only the event source type (or category) can be added or deleted.
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o Jormn

Selects the event source type that you want to add.
Type Displays the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
OK Adds the selected event source type to the Event Categories panel.

Sources Panel

Use this panel to review, add, modify, and delete event sources and their parameters for the
event source type you selected in Event Sources.

Toolbar
The following table provides descriptions of the toolbar options.

Option Description

E Opens the Modify Source dialog in which you modify the configuration parameters
for the selected event source.
When you select multiple event sources, opens the Bulk Edit Source dialog in which
you can edit the parameters values for the selected event sources.
After you save changes to the SNMP event source, Security Analytics prompts you
to restart SNMP collection. When you restart SNMP collection, Security Analytics

uses the changed parameter values

Selects event source type that you want to edit.

Edit Source Dialog

In this dialog, you add or modify an event source for the selected event source.

e

SNMP Lists the parameters populated with the default values. Enter or modify the
Source Para- appropriate values.

meters
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e o

Cancel Closes the dialog without adding an event source or saving the parameter val-

ues for the selected event source.

OK In the Add Sources dialog, adds the event source and its parameters. In the
Modify Sources dialog, applies the parameter value changes for the selected

event source.

SNMP Source Parameters

The following table provides descriptions of the SNMP source parameters.

Option Description
Basic
Name * The name of the SNMP source (for example, snmptrap).
Ports * The UDP and UDP/IPv6 port numbers. A valid port number is any number

within the 1 through 65535 range with 162 as the default port. You can enter

multiple ports by separating each with a comma.

If you change this parameter, the change does not take effect until you restart

collection or restart the Log Collector service.

Minimum v3 The minimum required security level in v3 traps received. Valid values are:

Security o noAuthNoPriv - no authentication and no privacy.

Level . . . .
eve « authNoPriv - authentication but no privacy. Security Analytics ignores any

traps with a security level of noAuthNoPriv.
o authPriv - authentication and privacy. Security Analytics ignores any traps

with a security level of noAuthNoPriv or authNoPriv.

Collect vl Select the check box to collect SNMP version 1 traps. The check box is selec-
Traps ted by default. If you do not select this parameter, Security Analytics ignores
SNMP vl traps.
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Collect v2¢  Select the check box to collect SNMP version 2¢ traps. The check box is selec-
Traps ted by default. If you do not select this parameter, Security Analytics ignores
SNMP v2c traps.

Collect v3 Select the check box to collect SNMP version 3 traps. The check box is selec-

Traps ted by default. If you do not select this parameter, Security Analytics ignores
SNMP v3 traps.
Enabled Select the check box to enable the event source configuration to start collection.

The check box is selected by default.

Community Comma separated list of community strings. This parameter contains no values

Strings by default.
o no values specified - Security Analytics collects all SNMP traps.

« values specified - if the community string in the received trap is not in the

list specified, Security Analytics ignores the trap.

Advanced
Maximum Maximum number of receiver resources in the 1 to 50 range. The default value
receivers is conditional based on the SNMP type(category) and defaults to 2 for the snmp

type.

If you change this parameter, the change does not take effect until you restart

collection or restart the Log Collector service.

InFlight Pub- The threshold value in published events at which Security Analytics creates an
lish Log informational message. Valid values are:

Threshold « 0 =disable the message

o 100-100000000 = published event threshold
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Debug
Caution: Only enable debugging (set this parameter to "On" or "Verbose") if
you have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the
Log Collector.
Enables/disables debug logging for the event source.
Valid values are:
o Off = (default) disabled
e On =enabled
o Verbose = enabled in verbose mode -adds thread information and
source context information to the messages.
This parameter is designed to debug and monitor isolated event source col-
lection issues. The debug logging is verbose, so limit the number of event
sources to minimize performance impact.
If you change this value, the change takes effect immediately (no restart
required).
Tasks

Step 1. Configure SNMP Event Sources in Security Analytics

SNMP v3 User Manager Configuration Parameters

This topic describes the SNMP v3 User Manager configuration parameters.

To access the SNMP v3 User Manager Configuration Parameters:
1. Inthe Security Analytics menu, select Administration >Services.

2. Inthe Services grid, select a Log Collector service.

3. Click ' under Actions and select View > Config.
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4. In the Event Sources tab, select SNMP/SNMP v3User Manager from the drop-down

menu.
® Administration © = Appliances = B Services @ Health & Wellness  3System () Wl RSA Security Analytics
EWENECEET NI | @& 10.31.204.186 Log Collector | Config &
General Remote Collectors Files RISl Event Destinations — Settings Appliance Service Configuration
SNMP ¥ | SNMP v3 User Manager i
SNMP v3 Users
+ -
¥ | username Engine IO ~ Authentication Type = Authentication Passphrase Privacy Type Privacy Passphrase
~ SMNMPUser1 80001FE880CT 11000 SHA ADD11B4145ASEEE29726571748...  AES 3C405FEGR4BGECES. ..
| Page |1 | of1 | | C Items 1 -1 of 1

L admin | % English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.11493-1

The SNMP/SNMP v3 User Manager view in the Event Sources tab has one panel: SNMP v3
Users.

SNMP v3 Users

In the SNMP v3 Users panel, you can add, delete, or edit SNMP v3 users.

Foawrs [posroion

+ Displays the Add SNMP dialog in which you define an SNMP v3 user para-
meters.

- Deletes the selected SNMP v3 users.

z Displays the Edit SNMP dialog in which you edit SNMP v3 user parameters.

After you save changes to the SNMP user configuration, the Security Analytics
prompts to restart SNMP collection. When you restart SNMP collection, Secur-

ity Analytics uses the changed parameter values.

[E Selects SNMP v3 users.

SNMP v3  Displays the each SNMP v3 user that you have added with its parameters.
User Para-

meters
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Add or Edit SNMP User Dialog

In this dialog, you add or modify SNMP v3 user parameters.

o o~

Username * User name (or more accurately in SNMP terminology, security name).

Security Analytics uses this parameter and the Engine ID parameter to create
a user entry in the SNMP engine of the collection service. The Username and
Engine ID combination must be unique (for example, logcollector).

Engine 1D (Optional) Engine ID of the event source. For all event sources sending
SNMP v3 traps to this collection service, you must add the username and
engine id of the sending event source. For all event sources sending SNMPv3
informs, you must add just the username with a blank engine id.”

For example, Username = logcollector and Engine ID =
80001F8880C7110000410449510000.

Authentication (Optional) Authentication protocol.

Valid values are:
Type
o None (default) - only security level of noAuthNoPriv can be used for traps

sent to this service
o SHA - Secure Hash Algorithm

o« MDS - Message Digest Algorithm

Authentication Optional if you do not have the Authentication Type set. Authentication pass-

Passphrase phrase.

Privacy Type (Optional) Privacy protocol. You can only set this parameter if Authentication
Type parameter is set. Valid values are:

o None (default)
o AES - Advanced Encryption Standard

« DES - Data Encryption Standard

Privacy Pass-  Optional if you do not have the PrivacyType set. Privacy passphrase

phrase

Close Closes the dialog without adding the SNMP v3 user or saving modifications
to the parameters.

Save Adds the SNMP v3 user parameters or saves modifications to the parameters.
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Tasks

Configure SNMP v3 Users

Troubleshoot SNMP Collection

This topic highlights possible problems that you may encounter with SNMP Collection and
suggested solutions to these problems.

Troubleshoot SNMP Collection Issues

To retrieve events from SNMP, you must configure the parameters so that they verify and
decrypt SNMPv3 Traps and Inform messages from the event sources.

o For Inform messages, you must specify the user (security name, in SNMPv3 terminology)

without an Engine ID.

o For Trap messages, you must specify the user with the Engine ID of the event sender.

You must set the Debug parameter to Verbose to receive invalid Trap and Inform log
messages.

Security Analytics returns the following types of error messages in the log files for the SNMP
collection protocol.
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(d) 2013-May-02 13:43:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
snmpv3 parse: (d) 2013-May-02 13:43:38 [SnmpTrapCollection
(TraceLog) ] Net-SNMP: msgMaxSize 65507 received
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm: (d) 2013-May-02 13:43:38 [SnmpTrapCollection(TracelLog)] Net-
SNMP: USM processing begun...
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm: (d) 2013-May-02 13:43:38 [SnmpTrapCollection(TracelLog)] Net-
SNMP: Unknown Engine ID.
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm:
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
USM processing has begun (offset 55) (d) 2013-May-02 13:43:38
[SnmpTrapCollection (TracelLog)] Net-SNMP: usm:
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
getting user (d) 2013-May-02 13:43:38 [SnmpTrapCollection (Tracelog) ]
Net-SNMP: usm:
Log Mes- (d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
USM processing completed.

(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
snmpv3 parse: (d) 2013-May-02 13:43:38 [SnmpTrapCollection
(TracelLog)] Net-SNMP: msgMaxSize 65507 received (d) 2013-May-02
13:43:38 [SnmpTrapCollection(Tracelog)] Net-SNMP: usm:

(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
USM processing begun... (d) 2013-May-02 13:43:38 [SnmpTrapCollection
(TracelLog) ] Net-SNMP: usm:

(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
Unknown User (logcollector) (d) 2013-May-02 13:43:38
[SnmpTrapCollection (Tracelog)] Net-SNMP: usm: (d) 2013-May-02
13:43:38 [SnmpTrapCollection(Tracelog)] Net-SNMP: USM processing has
begun (offset 55) (d) 2013-May-02 13:43:38 [SnmpTrapCollection
(TracelLog)] Net-SNMP: usm: (d) 2013-May-02 13:43:38
[SnmpTrapCollection (TracelLog)] Net-SNMP: getting user logcollector
(d) 2013-May-02 13:43:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm: (d) 2013-May-02 13:43:38 [SnmpTrapCollection(TracelLog)] Net-
SNMP: USM processing completed.

sages

Possible Missing Username or Engine ID for SNMP trap

Cause

Make sure that the event source sends the Username and Engine ID that you con-

Solutions figured for the event source in the SNMP v3 User Manager Configuration Para-

meters.
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(d) 2013-May-02 16:47:26 [SnmpTrapCollection (Tracelog)] Net-SNMP:
snmptrapd:

(d) 2013-May-02 16:47:26 [SnmpTrapCollection (Tracelog)] Net-SNMP:
Running global handlers

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
snmpv3 parse:

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
msgMaxSize 65507 received

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
usm:

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
USM processing begun...

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:

Log Mes- “°m:
(d) 2013-May-02 16:47:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
sages match on user logcollector

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm:

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
Verification succeeded.

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (TracelLog)] Net-SNMP:
usm:

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
USM processing completed.

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
snmp_parse:

(d) 2013-May-02 16:47:38 [SnmpTrapCollection (Tracelog)] Net-SNMP:
Parsed SNMPv3 message (secName:logcollector, seclLevel:authPriv):
ASN.l parse error in message

Possible The Authentication Type and or Passphrase used by the event source was dif-
Cause ferent from the values you configured.
Make sure that Authentication Type and the Authentication Passphrase sent by

Solutions the event source matches parameters you configured for the event source in the
SNMP v3 User Manager Configuration Parameters.
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VMware Collection Configuration Guide

This guide tells you how to configure the VMware collection protocol. This protocol collects
events from a VMware virtual infrastructure.

You must deploy Log Collection before you can configure the Check Point collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This guide tells you how to configure VMware collection protocol which collects events from a
VMware virtual infrastructure.
Deployment Scenario

The following figure illustrates how you deploy the VMware Collection Protocol in Security
Analytics.

Intranet

 VMware
event sources

A  ESX Server :

Log Collection
(Local and

Remote
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.
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Procedures

Configure VMware Collection Protocol in Security Analytics

Y ou configure the Log Collector to use VMware collection for an event source in the event
Source tab of the Log Collector parameter view. The following procedure explains the basic
workflow for configuring an event source for VMware Collection in Security Analytics. Please
refer to:

o Step 1. Configure VMware Event Sources in Security Analytics for step-by-step instructions on

how to configure event sources in Security Analytics that use the VMware Collection

protocol.

o References - VMware Event Source Configuration Parameters for a detailed description of each

VMware Collection Protocol parameter.

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collection service.
3. Click S under Actions and select View > Config.
The Log Collector Config view is displayed.
4. Click the Event Sources tab.

5. Select VMware as the collection protocol, and select Config.

6. Click + and select the event source category name (for example, vmware-events). The

event source category is part of the content you downloaded from LIVE.

7. Select a category and click + in the Sources panel toolbar.

8. Specify the basic parameters required for the VMware event source.

9. Click ** and specify additional parameters that enhance how the VMware protocol handles
event collection for the event source.
Configure Event Sources to Use VMware Collection Protocol

You need to configure each event source that uses the VMware Collection protocol to
communicate with Security Analytics (see Step 2. Configure VMware Event Sources to Send Events

to Security Analytics).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
VMware Collection protocol with a checklist that contains each configuration step.
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Configuration steps for the VMware collection protocol must occur in the specific sequence
listed in the table below.

VMware Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.

Splezeipie

1 Configure VMware Event Sources in Security Analytics.
2 Configure VMware Event Sources to Send Events to Security Analytics.
3 Start service for configured VMware collection protocol.

4 Verify that VMware Collection is working.

Step 1. Configure VMware Event Sources in Security Analytics

This topic tells you how to configure VMware event sources for the Log Collector.

After completing this procedure, you will have...
o Configured a VMware event source.

o Modified a VMware event source.
Return to Procedures
Procedures

Configure a VMware Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click = under Actions and select View > Config.

4. In the Event Sources tab, select VMware/Config from the drop-down menu.

The Event Categories panel displays the VMware event sources that are configured, if any.

5. Inthe Event Categories panel toolbar, click +

327 VMware Collection Configuration Guide



Log Collection

Available Event Source Types

Mame =

VIware-events

vmware-tasks

Cancel OK
The newly added event source type is displayed in the Event Categories panel.
6. Select the new type in the Event Categories panel and click + in the Sources toolbar.

The Add Source dialog is displayed.

7. Add a Name, Username and Password, modify any other parameters that require changes,
and click OK.

Caution: If you need to enter the domain name as part of the Username, you must use a
double-backslash as a separator. For example, if the domain|username is corp\smithj,
you must specify corp\\smithj.
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Add Source

Basic

Mame * Virtual_Machine_Cne
Address * 127.0.0.1

lzername * admin

Pazzword * srrrraranaaas

Enahbled v

Pelling Interval 180 -
Max Duration Poll 120

Max Events Poll 1000 >
Max ldle Time Poll 0 v
Debug On v| .

The new event source is displayed in the list.
Modify a VMware Event Source
1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.
3. Click ™ inder Actions and select View > Config.
4. Select VMware/Config from the drop-down menu.

5. Inthe Event Source list, select an event source and click lﬁ

The Edit Source dialog is displayed.
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Basic

Mame * Wircual_Machine_One

Address * 127.0.01

Username * admin

Pazzword * srnsaras

Enabled [+

#) Advanced

Polling Interval 180 4+

Max Duration Poll 120

Max Events Poll 1000 -

Max ldle Time Poll 0 4

Debug On v|.
2

6. Modify the parameters that require changes and click OK.

Security Analytics applies the parameter changes to the selected event source.

Parameters

References - VMware Event Source Configuration Parameters
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Step 2. Configure VMware Event Sources to Send Events to Security

Analytics

This topic tells you where to find the event sources currently supported for VMware collection
and the available configuration instructions for each event source.

Supported Event Sources List

Return to Procedures

The list of RSA Supported Event Sources is an alphabetized of all the event sources currently
supported by Security Analytics that identifies which event sources you can use with VMware

Collection.
RSA Supported Event Sources

The following is an alphabetical list of supporied event sources that are available in Security Analytics.

c N>

Event Source Version Parser Name Ci i i | —
Name Protocol o

_——

A | VMware VirtualCenter vmware_esx_esxi | VMware Eventa— enVision Guide 4
Server 202,25 and err}wgarer_y_c"_igoneclor
vCenter Server -
41,50,51,59
ESX:3.0.3, 3.5,
40,41
ESXi: 3.5,4.0, 41
5.0,51,55
Embedded ESXi
35,40

» Administration © @ Appliances = M Services W Health & Wellness 2= System @ B RSASecurity Analytics

%, Change Service | ELD186 | Config

General Files AppRules  Correlation Rules ~ Feeds Parsers  Appliance Service Configuration

System Configuration Parsers Configuratiop | Enadle Al Disale Al

Name Config Value Name ‘-" config v‘r“we

Compression o 3 ALERTS ¥ | -

Fort BITTORRENT “ |

SSL FIPS Mode FeedParser / o “I

SSL Port FIX ‘. ~ ;'

Stat Update Interval = GeolP “I

Threads 20 GNUTELLA / v | .
/

Log Decoder Configuration Service Parsers (or‘figur'e[iof Ensble All  Disable All

Name Config value Name _:‘ (d‘nfrg value

vmware_esx
= Adaprer S ¥ -
S vmware_vc v
Berkley Packet Filter sl
. vmware_
Capture Interface Selected log_events,Log Events
d Cache
Cacne Directory var/netwitness/iogdecoder/cache

Cache Size 4GB

3 Canture Settines veyEns =

A admin | €% Engiish (Us € Send Us Feedback | 10.4.0.0.11427-1
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o Verify that it is supported by the VMware Collection Protocol.

Find the name of the event source.

e Click on = to retrieve the configuration instructions for the event source.

o Verify that you downloaded the correct event source parser (for example, vmare_vc)
from LIVE to the Log Decoder and enabled it.

Sample Configuration Instructions

The following illustration is taken from the VMware Collector Service configuration
instructions.

RSA enVision VMware Collector Service Installation and Configuration Guide

The Security Division of EMC

RSA enVision VMware Collector Service
Overview

«  About RSA enVision VMware Collector Service

*  Using RSA enVision VIMware Collector Service to Collect Events
* Deployment Model

About RSA enVision VMware Collector Service

You can use RSA enVision VMware Collector Service to collect events generated
from a VMware virtual infrastructure.

A VMware infrastructure typically consists of multiple VMware VirtualCenter
Servers that connect to several ESX, ESXi, and embedded ESXi servers. Each of these
servers generates tasks and events, which are collected and managed by the VMware
VirtualCenter Server. For information about the VMware infrastructure, see the
product documentation.

Note: The term VirtualCenter refers to all VMware management console products
such as vCenter Server.

VMware Collector Service retrieves the events from the VMware VirtualCenter
Server and stores the events in the Internet Protocel Database (IPDB).
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Step 3. Start Service for Configured VMware Collection Protocol

This topic tells you how to start a stopped VMware collection service.

If a VMware collection service has stopped, you will need to start it again in order to make it
work. You can also refer to the Enable Automatic Start of Individual Services topic in the Log
Collection Configuration Guide if you want the service to start automatically.

Procedure
To start a collection service:

1. Inthe Security Analytics menu, select Administration > Services.

2. Select a Log Collector service and, in the Actions column, click s View > System.

The Services System view is displayed.

3. In the toolbar, click Collection > VMware and click Start.

Step 4. Verify That VMware Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured
VMware Collection correctly.

If VMware Collection is not configured correctly, it does not work. You can verify that it works
in the Health & Wellness view.

Procedure
Return to Procedures
To verify that VMware Collection is working:

1. Inthe Security Analytics menu, select Administration > Health & Wellness.

The Health & Wellness view is displayed with the Alarms tab open.
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2. Click the Event Source Monitoring tab.

& Administration © = Hosts £ Services M Event Sources W Health & Wellness == System i Security o) 20.,‘ e RSA ‘Security Analytics
Alarms Monitoring Policies SOCIENEICEGCI g Event Source Monitoring Settings
Event Source Event Source Type Log Collector Log Decoder Time Frame Order By
Any v Any ~ Any v Any ~ | | Any v Clear Export as CSV
[CIregex (®Received (NotReceived ~ ®Ascending (_)Descending
Event Source Event Source Type Log Collector Log Decoder Count Idle Time Last Collected Time Historical Graph
msexchange 8553d418-5375-430a-... 3 81 days, 21 hours, 44 ... 2015-10-08 04:46:28 P... il
oracle 855ad418-5375-430a-... 143 73 days, 23 hours, 30...  2015-10-16 03:00:44 P... il
snort 855ad418-5375-430a-... 61415 91 days, 19 hours, 25...  2015-09-28 07:05:39 P... ]
unknown 8553d418-5375-430a-... 262595 91 days, 19 hours, 25...  2015-09-28 07:05:39 P... ]
unknown 855ad418-5375-430a-... 21 81 days, 22 hours, 8 ... 2015-10-08 04:22:19P... 1l
unknown 8553d418-5375-430a-... 44878 81 days, 21 hours, 26...  2015-10-08 05:04:44 P... ]
winevent_nic 855ad418-5375-430a-... 1942 81 days, 21 hours, 26...  2015-10-08 05:04:43 P... il
| Page 1 of1 | | C Iltems 1-14 of 14

Send Us Feedback | 10.6.0.0.20089-1

2 admin | €8 English (United States) | GMT+00:00

|

3. Find a VMware event source (for example, vmware_vc) in the Event Source Type column.

4. Look for activity in the Count column to verify that VMware collection is accepting events.

References - VMware Event Source Configuration Parameters

This topic describes the VMware event source parameters.

You use the VMware option on the Log Collector Config View Event Sources tab to add and
maintain configuration parameters for VMware event sources. These event sources generate
events from a VMware virtual infrastructure. The infrastructure typically consists of multiple
VMware vCenter Servers that connect to several ESX, ESXi, and embedded ESXi servers.
Each of the vCenter servers collects and manages tasks and events. Events can be any message
generated by a VMware event source (for example, an alarm). Tasks are jobs that you schedule
to perform.

To access the VMware Event Source Configuration Parameters:
1. Inthe Security Analytics menu, select Administration > Services
2. Inthe Services grid, select a Log Collector service.
3. Click ) under Actions and select View > Config.

The Service Config view is displayed with the General tab open.
4. Click the Event Sources tab.

5. Select VMware from the drop-down menu.
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» Administration © & Hosts £ Services N\ Event Sources ¥ Health & Wellness = System Gsecurity () 2B @  RSA’Security Analytics

& Change Service | I -Log Collector | Config &
General Remocte Collectors Files Event Sources QSR EITH Settings Appliance Service Configuration
VMware v  Config v
Event Categories Sources
+ - + & Import Source
M| Name O Name Address Username Polling Interval ~ Max Duration P« Max Events Poll Max Idle Time P Debug Enabled

¥ vmware-tasks

| Page |1 of1 | | Page of 0 | | C No More Items

2 admin | {ﬁ-ﬁEnglish (United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

The VMware view in the Event Sources tab has two panels: Event Categories and Sources.

Event Categories Panel

In the Event Categories panel, you can add or delete the appropriate event source types.

o o ———

+ Displays the Available Event Source Types dialog from which you select the

event source type for which you want to define parameters.

- Deletes the selected event source types from the Event Categories panel.
[E Selects event source types.
Name Displays the name of the event source types that you have added.

Available Event Sources Types Dialog

The Available Event Source Types dialog displays the list of supported event source types.

e e N

|:| Selects the event source type that you want to add.
Type Display the event source types that are available to add.
Cancel Closes the dialog without adding an event source type.
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e Jommn

OK Adds the selected event source type to the Event Categories panel.

Sources Panel

Use this panel to review, add, modify, and delete event sources and their parameters for the
event source type you selected in the Event Categories panel.

Caution: For VMware event collection, Security Analytics pulls all the currently existing
events the first time that you start collecting VMware events.

Toolbar

The following table provides descriptions of the toolbar options.

Fors Joseetpien

+ Displays the Add Source dialog in which you define the parameters for a
Firewall host.

Deletes the host that you selected.

z Opens the Edit Source dialog, in which you edit the parameters for the
selected event source.

Select multiple event sources and click |ﬁ to open the Bulk Edit Source
dialog in which you can edit the parameters values for the selected event
sources.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

& import Source  Opens the Bulk Add Option dialog in which you can import hosts in bulk
from a comma-separated values (CSV) file.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

¥ Export Source  Creates a .csv file that contains the parameters for the selected hosts.

Refer to the Log Collection Configuration Guide for detailed information
on how to import, export, and edit event sources in bulk.

Add or Modify Sources Dialog

In this dialog, you add or modify an event source for the selected event source.
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e Joewen

Source Lists the parameters populated with the default values. Enter or modify the appro-

Parameters priate values.

Closes the dialog without adding an event source or saving the parameter values

Cancel

for the selected event source.

In the Add Sources dialog, adds the event source and its parameters. In the
OK Modify Sources dialog, applies the parameter value changes for the selected

event source.

Source Parameters

The following table provides descriptions of the source parameters.

Name Description
Basic
Name * Name of the server on which VMware is running.

Address * IP Address of the VMware server. (127.0.0.1 is the default value).

User name that the Log Collector uses to connect to the VMware server. You

must specify a user name when you create the event source.
Username
Caution: If you need to enter the domain name as part of the Username, you

must use a backslash as a separator For example, if the domain\username is
corp\smithj , you must specify corp\\smithj.

*

Password that the Log Collector uses to connect to the VMware server.
Password

Caution: The password is encrypted internally and is displayed in its encrypted
form.

*

Enabled Select the check box to enable the event source configuration to start collection.
nable
The check box is selected by default.

Advanced
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Polling

Interval

Max Dur-

ation Poll

Max Idle
Time Poll

Max
Events

Poll

Debug

Cancel

OK

Interval (amount of time in seconds) between each poll. The default value is 180.

For example, if you specify 180, the collector schedules a polling of the event
source every 180 seconds. If the previous polling cycle is still underway, the
collector waits for that cycle to finish. If you have a large number of event
sources that you are polling, it may take longer than 180 seconds for the polling to
start because the threads are busy.

The maximum duration of polling cycle (how long the cycle lasts) in seconds.

Maximum idle time, in seconds, of a polling cycle. 0 indicates no limit. 300 is the

default value.

The maximum number of events per polling cycle (how many events collected per

polling cycle).

Caution: Only enable debugging (set this parameter to "On" or "Verbose") if
you have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the Log
Collector.

Enables or disables debug logging for the event source. Valid values are:
o Off = (default) disabled
e On = enabled

o Verbose = enabled in verbose mode -adds thread information and source

context information to the messages.

This parameter is designed to debug and monitor isolated event source collection
issues.

If you change this value, the change takes effect immediately (no restart
required).

The debug logging is verbose, so limit the number of event sources to minimize
performance impact.

Closes the dialog without adding an event source type.

Adds the parameters for the event source.
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Tasks

Step 2. Configure VMware Event Sources to Send Events to Security Analytics

Troubleshoot VMware Collection

This topic suggests how to resolve problems you may encounter with the VMware collection
protocol.

Security Analytics informs you of Log Collector problems or potential problems in the following
two ways:

o Log files.

o Health and Wellness Monitoring view

Log Files

If you have an issue with a particular event source collection protocol, you can review debug
logs to investigate this issue. Each event source has a Debug parameter that you can enable (set
parameter to On or Verbose) to capture these logs.

Only enable debugging if you have a problem with this event source and you need to investigate
this problem. If you have Debug enabled all the time it will adversely affect the performance of
the Log Collector.

Security Analytics has a set of error messages associated with Log Collection that it includes in
log files. To access these files:

Health and Wellness Monitoring

Health and Wellness monitoring makes you aware of potential hardware and software problems
in a timely manner so that you can avoid to outages. RSA recommends that you monitor the Log
Collector statistical fields to make sure that the service is

operating efficiently and is not at or near the maximum values you have configured. You can
monitor the statistics (Stats) described in the Administration > Health & Wellness view.
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Windows Collection Configuration Guide

This guide tells you how configure the Windows collection protocol. This protocol collects
events from Windows machines that support the Microsoft Windows model.

Y ou must deploy Log Collection before you can configure the Windows collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This guide tells you how to configure Windows collection protocol which collects events from
Windows machines that support the Microsoft Windows model. Windows 6.0 is an event logging
and tracing framework included in the operating system beginning with Microsoft Windows
Vista and Windows Server 2008.

How Windows Collection Works

The Log Collector service collects events from Microsoft Windows event sources.

Deployment Scenario

The following figure illustrates how you deploy the Windows Collection Protocol in Security
Analytics.
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Intranet

"~ Windows
event sources

AW

http or https

Log Collection
{Local and

Remote |
Collectors)

*In Log Collection, Remote Collectors send
events to the Local Collector and the Local
Collector sends events to the Log Decoder.

Procedures

Configure Windows Collection Protocol in Security Analytics

You configure to the Log Collector to use Windows collection for an event source in the Event
Source tab of the Log Collector parameter view. The following procedure explains the basic
workflow for configuring an event source for Windows Collection in Security Analytics. Please
refer to:

o Step 1. Configure Windows Event Sources in Security Analyticsfor step-by-step instructions on

how to configure events sources in Security Analytics that use the Windows Collection

protocol.

o Windows Event Source Configuration Parameters for a detailed description of each Windows

Collection Protocol parameter.

1. Inthe Security Analytics menu, select Administration > Services.
2. Select a Log Collection service.

3. Click £ > View > Config.
The Log Collection configuration parameter tabs are displayed.
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4. Click the Event Sources tab.

5. Select Windows as the collection protocol and select Config.

6. Click + and define a Windows alias (Add Source).

7. Select the alias and click +
8. Define a Windows host.

9. Click Test Connection to validate connection with Windows event source.

Configure Event Sources to Use Windows Collection Protocol

You need to configure each event source that uses the Windows Collection protocol to
communicate with Security Analytics (see Step 2. Configure Windows Event Sources to Send

Events to Security Analytics ).

Procedures

This topic provides an overview of the end-to-end sequential configuration procedure for the
Windows Collection protocol with a checklist that contains each configuration step.

Configuration steps for the Windows collection protocol must occur in the specific sequence
listed in the table below.

Windows Collection Configuration Checklist

Note: The steps in this list are in the order in which you must complete them.

Description

Configure Windows Event Sources in Security Analytics.

Configure Windows Event Sources to Send Events to Security Analytics.
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Description

3 Start service for configured Windows collection protocol.

4 Verify that Windows Collection is working.

Step 1. Configure Windows Event Sources in Security Analytics

This topic tells you how to configure Windows event sources for the Log Collector.

After completing this procedure, you will have:

o Configured a Windows event source.
o Modified a Windows event source.

o Determined the channel name and add It to a Windows event source.
Return to Procedures

Procedures

Configure a Windows Event Source

Add Windows Event Source

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.

3. Click © under Actions and select View > Config.
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4. In the Event Sources tab, select Windows/Config from the drop-down menu.

The Event Categories panel is displayed with the Windows event sources that are

configured, if any.

Configure Event Source (Alias)

1. Click + in the Event Categories panel toolbar.

The Add Event Source dialog is displayed.

2. Specify values for the parameters and click OK.

Add Source
Basic
Alias * domaini

.i.uthorizatinn Method Basic

Channel

User Name * username’
Pazzword ® 00 sssssssasssssssss
Read All Events [

~] Advanced

Max Duration Paoll 120

Max Events Per Cycle | 5000
Polling Interval 180

Render Events E4

The newly added Windows event source is displayed in the Event Categories panel.

Add Event Source Host

1. Select the new event source (alias) in the Event Categories panel.

The Hosts panel is activated.

2. Click + in the Hosts panel toolbar.
The Add Source dialog is displayed.

Cancel

OK

<

<
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3. Specify values for the Host parameters.

Add Source

Easic o
Event Source Address
*
Port 5985 B
Transport Mode http v
Enabled [+
Certificate Mame Certificatel -
| Advanced
Debug On v
Validate Server [+
Render Locale
Windows Type i
Resolve SIDs =4
51D Enumeration 14400 2
Interval
?:afzséﬁerat|on 50 s
Override Channels Security(4672)
Test Connection

4 3 -

4. Click Test Connection.
The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the device

or service information and retry.

Note: Log Collector takes approximately 60 seconds to return the test results. If it
exceeds the time limit, the test times out and the Security Analytics displays an error
message.

5. If the test is successful, click OK. The newly added host is displayed in the Hosts panel.
Modify a Windows Event Source

To modify a Windows event source:

1. Inthe Security Analytics menu, select Administration > Services.

2. Inthe Services grid, select a Log Collector service.
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3. Click ““ under Actions and select View > Config.

4. Inthe Event Sources tab, select Windows/Config from the drop-down menu.

5. Modify the source parameters.

a. Inthe Event Categories panel, select a source and click Iﬁ

The Edit Source dialog is displayed.

b. Modify the source parameters that require changes and click OK.

Bazic
Alias * domain1

.j.uthorizatinn Method Basic

Channel

User Name * username]

Passward* [ seeesses

Read All Events [+

~ Advanced

Max Duration Poll 120

Max Events Per Cycle | 5000 ¢
Polling Interval 180 o]
Render Events IC4

Security Analytics applies the parameter changes to the selected source.

6. Modify the event source host:

a. Inthe Hosts panel, select a host and click Iﬁ
The Edit Source dialog is displayed.

b. Modify the host parameters that require changes and click OK.
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Edit Source
Basic

Event Source Address
*

Port
Transport Mode

Enabled

Certificate Mame

) Advanced
Debug
Validate Server
Render Locale
Windows Type
Resolve SIDs

51D Enumeration
Interval

51D Enumeration
Timeout

Override Channels

Test Connection

5985
http
[

Mon-Domain Controller

I

14400

60

Security(4672)

<

<

<

Security Analytics applies the parameter changes to selected host.

Determine the Channel Name and Add It to a Windows Event Source

To find an unknown channel name and add it to a Windows event source:

1. On the Windows event source, select the channel that you want.

2. Click Details tab and find the channel field and that is the channel name (for example,
Microsoft-Windows-WinRM/Operational).
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oo 2

File Action View Help
L Il o N 7]
» [ TerminalServices-ClientUSBDevices
7 Termi vices-Local Manag ; - N
~| TerminalServices-PnPDevices |General_ Details |
» [ TerminalServices-RemoteConnectiont ) ) )
» L TerminalServices-ServerUSBDevices 2 R S = =T
C Lilém d(gywords>0x40000090000000024l(eyw0rds> '
- X . <TimeCreated SystemTime="2013-08-
B UAC-FileVirbulization 21T18:46:17.1887330002" />
» 1 User Profile Service <EventRecordIiD>5498 </EventRecordID>
» [ VDRVROOT <Correlation ActivityID="{030B8C40-F800-0000-E442-
» L VHDMP A0D41AD9DCEO1}" /> |
» [ Weblo <Execution ProcessID="5288" ThreadlD="1652" />
p 1 WFP inRM/ Operational</Channel
» ) Windows Defender <Computer>USENCHITTSL2C.corp.emc.com</Computers
» 51 Windows Firewall With Advanced Sect <Security UserlD="8-1-5-21-854245398-1972579041-
4 | Windows Remote Management 362288127-859679" /> »
(T cpeons L
» L WindowsBackup
1 WindowsColorSystem »
| WindowsSystemAssessmentTool
71 WindowsUpdateClient iy
| WinHttp
» 1 Winlogon
Mhmrmele M abalnm Chaman

3. Edit the Event Source in Security Analytics, add channel to the Channel parameter, and

click OK. For example:

Basic

Alias * domaini

iuthnrizatiun Method Basic ”
Channel (Microsoft-Windows-WinRM/Operational)}

User Mame * username’l

Password * R

Read All Events 4

(™) Advanced

Max Duration Poll 120

Wax Events Per Cycle | 3000 =
Polling Interval 180 o)
Render Events +
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Parameters

Windows Event Source Configuration Parameters

Configure Kerberos Realm

Step 2. Configure Windows Event Sources to Send Events to Security

Analytics

This topic tells you where to find the event sources currently supported for Windows collection
and the available configuration instructions for each event source.

Supported Event Sources List
Return to Procedures

The list of RSA Supported Event Sources is an alphabetized list of all the event sources
currently supported by Security Analytics that identifies which event sources you can use with

Windows Collection.
RSA Supported Event Sources

The following is an alphabetical list of supported event sources that are available in Security Analytics.

- (2]
Event Source Version Parser Name Collection Instructions
o Name L Protocol ///,/’/ o

Microsoft Windows | With Hyper-V, t‘wgneventﬁmc } " “envision Guide 4
Eventing Server 2008 R2 T windows Kie Additional
Collection Standard T Downloads &

Enterprise B

Datacenter

Ultimate,

7 Professional, o

Enterprise, &

% ChangeService | M LD186

Config

General Files App Rules  Correlation Rules Feeds Parsers Appliance Service Configuration
System Configuration Parsers Configuration /" Enable A Disable Al
Name Config Value Name Config Valuefﬁ"’
Compression 0 # ALERTS 54
Port 50002 BITTORRENT ™ /
SSLFIPS Mode [} FeedParser ™/
SSLPort 56002 FIX &
Stat Update Interval 1000 # GeolP /O
Threads 20 GNUTELLA ™ >
Log Decoder Configuration Service Parsers Cohfiguration / Enable All - Disale All
Name Config Value Name Config Vale
3 Adapter vssmonitaring 4 / -
Serkley Packet Filter websense 4
Caprure Interface Selectad Iog_events, Loz Events whatsupgold C4 /
3 Cache winevent_er ™/
Cache Directory varinenwitessflogdecader/cache winevent nic) =
Cache Sive s winevent_snare ~
7| | zenprisemdm ™
Apply

A admin | €9 English (United States) GMT+00:00 Send Us Feedback | 10.4.0.0.11427-1

Find the name of the event source.
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e Verify that it is supported by the Windows Collection Protocol.
e Click on = to retrieve the configuration instructions for the event source.

o Verify that you downloaded the correct event source parser (for example, winevent_nic)
from LIVE to the Log Decoder and enabled it.

Sample Configuration Instructions

The following illustration is taken from the Microsoft Windows Eventing 6.0 Web Services API
configuration instructions.
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RSA Event Source Configuration Guide

Microsoft Windows Eventing 6.0 Web Services API

Last Modified: Tuesday,

Ewent Source (Device) Product Information
Vendor Microsoft

March 11, 2014

Event Source (Device) Windows
Supported Versions Windows Server 2008 and 2008 R2, Windows Server
2012 and 2012 R2

Additional Downloads

« R3A enVizsion Windows Eventing
Deployment Overview Guide

« R3A enVision Windows Eventing
Collector_Service.exe

« w0SP? WndowsEventing
Sharedhemory exe

« BE3A enVision winevent config vhe

« BESA enVision winevent config.psl

R5A Product Information

Supported Version 4.0 5P 3 and later

Event Source (Device) Type winevent_nic, 30

Collection method Windows 2008 Lgentlass Collector
Event Source (Device) Class. Subclass HostWindows

The Microzoft Windows Agentless Server event source works with the BSA enVizion Windows
Eventing Collector Service to collect meszages from Windows Server 2008 and 2012 and zend the

mezsage content to RSA enVision,

Thiz document containg the following information for the Microzeft Windows event source:
« Benefits of the NIC Windows Eventing Collector

» Related Documentation

» Audience

« Confisuration Instructions

« Release Notes 20140311-145050
» Release Notes 20130731-180221
» Release Notes 20130530-160915
» Releaze Notes 20130501-153011
» Releaze Notes 20110817-133744
» Releaze Notes 20100902-144020

For detailz, see the R34 enlision Windows Eventing Collector Service Deploymert Overview

Guide.

351

Windows Collection Configuration Guide




Log Collection

Step 3. Start Service for Configured Windows Collection Protocol

This topic tells you how to start a stopped Windows collection service.

If a Windows collection service stops, you will need to start it again in order to make it work.
You can also refer to the topic Enable Automatic Start of Individual Services in the Log
Collection Configuration Guide if you want the service to start automatically.

Procedure
Return to Procedures
1. To start a collection service:

2. In the Security Analytics menu, select Administration > Services.

3. Select a Log Collector service and select = > View > System.

The Services System view is displayed.

4. Click Collection > Windows > Start in the toolbar.

Step 4. Verify That Windows Collection Is Working

This topic tells you what to check in Security Analytics to verify that you have configured
Windows Collection correctly.

If the Windows collection is not configured correctly, it will not work. You can check if it is
working from the Health & Wellness view or the Investigation view.

Procedure
Return to Procedures
To verify that the Windows collection is working:

1. Inthe Security Analytics menu, select Administration > Health & Wellness

2. In the Event Source Monitoring tab, find a Windows event source type (for

example, winevent nic) in the Event Source Type column.
3. Look for activity in the Count column to verify that Windows collection is accepting events.

The following figure illustrates how you can verify that Windows collection is working from the
Investigation> Events > view.

1. In the Security Analytics menu, select Investigation > Events.
2. Select the Log Decoder collecting Windows events in the Investigate a Servicedialog.

3. Look for a Windows service type in the Details column to verify that Windows collection is

accepting events.
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References - Windows Collection Configuration Parameters

This topic describes the Windows event source configuration parameters.

Windows collection event source configuration parameters have two views: Windows and
Kerberos Realm parameters.

e Windows Event Source Configuration Parameters

o Windows Kerberos Configuration Parameters

Windows Event Source Configuration Parameters

This topic tells you how to configure Windows event sources for the Log Collector.

The Windows/Config option on the Log Collector service Config View > Event Sources tab
displays the parameters that you specify to configure Windows event sources.

To access the Windows Event Source configuration parameters:

1. Inthe Security Analytics menu, select Administration >Services.
2. Inthe Services grid, select a Log Collector service.

3. Inthe Actions column, select L > View > Config.

4. Inthe Event Sources tab, select Windows/Config from the drop-down menus.

» Administration © = Hosts £ Services N\ Event Sources W Health & Wellness 2= System @ security (D 1_2" e

% Change Service | [ LogCollector | Config

General Remote Collectors Files Event Sources JSWELIEMEELGEL LN Settings  Appliance Service Configuration

RSA ‘Security Analytics

Windows ~ | Config v

Event Categories

+ & Import Source

| Alias Authorizal Channel Max Dural Max Event User Nam Read All & Polling Int

Note: For data encryption during communication between Security Analytics Windows
Collection and Windows event source, use Kerberos Authentication with HTTPS mode in
WinRM.

Features

The Windows/Config view of the Event Sources tab has two panels: Event Categories and
Hosts.
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Event Categories Panel

The Event Categories panel provides a list of existing Windows event source aliases. Use this
section to add or delete Windows event source aliases.

The windows domain, referred to as alias, is the configuration parameter that the Log Collector
uses to group event sources. Most often, the alias defines a single domain because credentials
(that is username, and password), and channels are domain -wide. Occasionally, you need to
define multiple alias entries for the same domain if you need to customize the settings for
different groups of event sources.

Toolbar

The following table provides descriptions of the toolbar options.

Option

=%

& Import Source

Description

Displays the Add Event Source dialog in which you define the para-

meters for a new Windows event source.

Deletes the Windows event source aliases that you selected.

Displays the Edit Event Source dialog in which you edit the para-
meters for the selected Windows event source.

When multiple event sources are selected, opens the Bulk Edit Source
dialog in which you can edit the parameters values for the selected
event sources.

Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.

Opens the Bulk Add Option dialog in which you can import event
source host parameters in bulk from a comma-separated values (CSV)
file.

Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.
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# Export Source Creates a .csv file that contains the parameters for the selected hosts.

Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.

¥ Test Connection  Validates the configuration parameters for the selected hosts.

Refer to the Log Collection Configuration Guidefor detailed steps on

how to test event source connections in bulk.

Add Event Source Dialog

In this dialog, you define parameters for a new Windows event source.

e o~

Basic

Alias* The windows domain, referred to as Alias, is the configuration parameter that
the Log Collector uses to group event sources. These event source type groups
(for example, domain2, domain3, and domain4) categorize the event sources

you have configured.
Authorization The authentication method. Valid values are:

Method* « Basic (default)

o Negotiate - Negotiates authentication between Kerberos and NTLM
(Microsoft Windows NT LAN Manager). For security reasons, Security

Analytics supports Kerberos exclusively.
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Channel A comma-separated list of channels from which Security Analytics collects

events. System, Application, Security is the default value for this parameter.
Please refer to "Determine the Channel Name on the Windows Event Source"

in Step 1. Configure Windows Event Sources in Security Analytics to find the

appropriate channel names to use to define this parameter.

You can use parentheses to include and exclude event IDs. The exclude filter
must have a * between the channel name and the event ID. You must sep-
arate event IDs with a |. For example, Application”(211/300), System
(1010]1012) excludes the 211 and 300 Application events and includes the
1010 and 1012 System events.

A channel is a named stream of events that transports them from an event pub-
lisher to an event log file. There are many predefined Windows channels. The
following are examples of some of these channels:

System -applications that run under system service accounts (installed sys-
tem services), drivers, or a component or application that has events that
relate to the health of the system.

Application -all user Jevel applications. This channel is unsecured and it is
open to any application. If an application has extensive information, you
should define an application specific channel for it.

Security -the Windows Audit Log (event log) used exclusively for the Win-
dows Local Security Authority.

Please refer to http://msdn.microsoft.com/en-us/subscriptions/aa385225

(v=vs.85).aspx for additional information on windows channels.

User Name * Event source username. For negotiate authentication, this must be the Ker-
beros principal name in the name@kerberosdomain format. For example,

logcollector @ LAB30.LOCAL.

Password * Event source password. The password is encrypted internally and is displayed

in its encrypted form.
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Read All Select this checkbox to read all historical event data from a channel. Valid val-

Events ues are:

o Checked -Log Collector collects from all historical event data from a

specified channel.

o Unchecked (default) -Log Collector does not collect from all historical

event data for a specified channel.
Advanced

Max Duration The maximum duration of polling cycle (how long the cycle lasts) in seconds.

Poll

Max Events The maximum number of events per polling cycle (how many events collected

Per Cycle per polling cycle).

Polling Inter-  Interval (amount of time in seconds) between each poll. The default value is
val 180.
For example, if you specify 180, the collector schedules a polling of the event
source every 180 seconds. If the previous polling cycle is still underway, it
will wait for it to finish that cycle. If you have a large number of event
sources that you are polling, it may take longer than 180 seconds for the

polling to start because the threads are busy.

Render Select this checkbox to request rendered events from the event source.

Events o Checked (default) -Log Collector requests rendered events from the
event source.

o Unchecked -Log Collector does not request rendered events from the
event source.

Cancel Closes the dialog without adding the Windows event source.

OK Adds the current parameter values as a new event source.
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Hosts Panel

The Hosts panel displays a list of existing Windows event source hosts. Use this section to add
or delete Windows event source hosts (that is the windows event source address and associated
communication parameters).

Toolbar

The following table provides descriptions of the toolbar options.

Option

o

= Import Source

Description

Displays the Add Host dialog in which you define the parameters for a

host for the event source that you select in the Event Categories panel.

Deletes the event source host that you selected.

Displays the Edit Host dialog in which you edit the parameters for the
selected Windows event source.

When multiple event sources are selected, opens the Bulk Edit Source
dialog in which you can edit the parameters values for the selected
hosts.

Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.

Opens the Bulk Add Option dialog in which you can import event
sources in bulk from a comma-separated values (CSV) file. The Bulk

Add Option dialog has the following two options.

Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.
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# Export Source Creates a .csv file that contains the parameters for the selected event

sources.
Refer to import, export, and edit event sources in bulk in the Log Col-
lection Configuration Guide for detailed steps on how to use this func-

tion.

M Test Connection  Validates the Event Source Address for the selected hosts.

Add Host Dialog

The following table provides descriptions of the Add Host dialog features.

Column

Basic

Description

Event Source IP address of the event source. Valid value is an IPv4 address, IPv6 address, or

Address* a hostname including a fully qualified domain name. Log Collector converts the
hostname to lower-case letters to prevent duplicate entries.
Port Port number. A valid port number is any number within the 1 through 65535
range.
o WinRM 2.0 (Vista and later) uses ports 5985 for http and 5986 for https as
the default ports.
e WinRM 1.1 (Windows 2003) uses ports 80 for http and 443 for https as the
default ports.
Transport transport-mode [for example, http (default)]. Valid transport modes are:
Mode o http (default) -non-secure connection
o https -secure connection
Enabled Select this checkbox to collect from this event source. If you do not check this
checkbox, the Log Collector does not collect events from this event source.
Certificate Name of the certificate to use when the transport mode is https. If set, the cer-
Name tificate must exist in the certificate trust store. You add certificates to the trust
store in the Certificates panel of the Settings tab.
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Advanced

Debug

Validate

Server

Render

Locale

Windows

Type

Caution: Only enable debugging (set this parameter to On or Verbose) if
you have a problem with an event source and you need to investigate this
problem. Enabling debugging will adversely affect the performance of the
Log Collector.

Enables or disables debug logging for the event source. Valid values are:
o Off = (default) disabled
e On =enabled

o Verbose = enabled in verbose mode -adds thread information and source
context information to the messages.

This parameter is designed to debug and monitor isolated event source col-
lection issues. If you change this value, the change takes effect immediately
(no restart required). Limit the number of event sources for which you use

Verbose debugging to minimize performance impact.

Select this check box to validate the Subject in the server certificate. The Sub-

ject of the server certificate must match the event source address.

Specify the location in which the events are rendered.

If you do not specify a value, the event source uses its default locale. In most
cases the default locale is en-US. The event source ignores an unsupported
locale and the subscription fails if the locale is invalid.

(Optional setting) Indicates whether or not the event source you configured and
are collecting from is a Domain controller. Security Analytics uses this

parameter to determine if it should send the information to the Identity Event
Processor (IDEP) or not.

If you do not specify this parameter, all the data is sent to the IDEP.
Valid values are:
o not set - send all data to the IDEP

o Non-Domain Controller - the event source you configured and are

collecting from is a non-domain controller.

o Domain Controller - the event source you configured and are collecting

from is a domain controller.
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Resolve Resolve System Identification Codes (SIDs)
SIDs Select this check box to resolve account SIDs in relevant attributes in the col-

lected events into the account names. This check box is selected by default.

SID Enu- Interval in seconds at which each event source enumerates account SIDs.
meration Valid value is in the 0 - 86400 range. 14400 is the default value.

Interval

SID Enu- Enter the time in seconds for SID enumeration operations. Valid value is in the
meration 10 - 600 range. 60 is the default value.

Timeout
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Override

Channels

Test Con-

nection

Cancel

OK

Tasks

This parameter overrides the alias's Channel parameter that you set up in the
Add Source dialog for all the hosts defined for a Windows alias (event
source). If you leave the parameter blank, Security Analytics uses the alias'
Channel parameter.

A comma-separated list of channels from which Security Analytics collects
events. System, Application, Security is the default value for this parameter.
Please refer to "Determine the Channel Name on the Windows Event Source"

in Step 1. Configure Windows Event Sources in Security Analyticsto find the appro-

priate channel names to use to define this parameter.

You can use parentheses to include and exclude event IDs. The exclude filter
must have a » between the channel name and the event ID. Y ou must separate
event IDs with a |. For example, Application”(211/300), System(1010/1012)
excludes the 211 and 300 Application events and includes the 1010 and 1012
System events.

A channel is named stream of events that transports them from an event pub-
lisher to an event log file. There are many predefined Windows channels. The
following are examples of some of these channels:

System -applications that run under system service accounts (installed system
services), drivers, or a component or application that has events that relate to
the health of the system.

Application -all user devel applications. This channel is unsecured and it is
open to any application. If an application has extensive information, you should
define an application specific channel for it.

Security -the Windows Audit Log (event log) used exclusively for the Win-

dows Local Security Authority.

Validates the connection to Event Source Address.

Closes the dialog without adding the Windows event source.

Saves the current parameter values as a new event source.

Step 1. Configure Windows Event Sources in Security Analytics
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Windows Kerberos Configuration Parameters

Windows Kerberos Configuration Parameters

This topic covers the Kerberos Realm configuration parameters for Windows Kerberos
Authentication.

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services grid, select a Log Collector service.
3. In the toolbar, select View > Config > Event Sources.

4. Inthe Event Sources tab, select Windows/Kerberos Realm Configuration from the drop-

down menu.

& Administration = = Hosts £ Services 3 Event Sources ¥ Health & Wellness 2= System Bsecurity (¢ 4 @ RSASecrity Analytics

&+ Change Service | -Log Collector | Config &

General Remote Collectors Files Event Sources JEEVELIEERELTL S Settings  Appliance Service Configuration

Windows ~  Kerberos Realm Configuration ~

Kerberos Realm Configuration

+
[0 kerberos Realm Name KDC Host Name Admin Server Mappings
[ REALM-ONE Host1 ADMIN .realm-one,realm-one

| Page 1 of1 | | C Items 1-10f1

2 admin | @English[umed States) | GMT+00:00 Send Us Feedback | 10.6.0.0.20099-1

Features

The Windows/Kerberos Realm Configuration view in the Event Sources tab has one panel:
Kerberos Realm Configuration.

Kerberos Realm Configuration Panel

In the Kerberos Realm Configuration panel, you can add, delete, or edit Kerberos realms.

Note: Security Analytics pre-fills the Mappings parameter based on the the Kerberos Realm
Name parameter values that you enter.
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+ Displays the Add Kerberos Realm dialog in which you define Ker-

beros realm parameters.

- Deletes the selected Kerberos realms.

z Displays the Edit Kerberos Domain dialog in which you edit Ker-

beros realm parameters.

Selects Kerberos realms.

Kerberos realm para- Displays the realms that you have added with its parameters.

meters

Add or Edit Kerberos Domain Dialog

In this dialog, you add or modify Kerberos realm parameters.

Description

Kerberos  Kerberos realm name. Valid value is a name that is in all upper case letters and
Realm is in Fully-Qualified Domain Name (FQDN) format.

Name *

KDC Host A Key Distribution Center name. Valid value is a name that is in .domain-name
Name * format. If multiple KDCs are available, you can enter them using comma as a

separator.

Admin (Optional) The name of the Kerberos Administration Server in FQDN format.

Server
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Description

Mappings Mappings from hosts to Kerberos realms. .domain,domain is the default value
where domain is the Windows domain. If your deployment requires additional

mappings, you can enter them using comma as a separator.

Note: Security Analytics pre-fills the Mappings parameter based on the the
Kerberos Realm Name parameter values that you entered.

Close Closes the dialog without adding the realm or saving modifications to the para-
meters.
Save Adds the Kerberos realm parameters or saves modifications to the parameters.
Tasks

Windows Kerberos Configuration Parameters

Windows Event Source Configuration Parameters

Troubleshoot Windows Collection

This topic highlights possible problems that you may encounter with Windows Collection and
suggested solutions to these problems.

Troubleshoot Windows Collection Issues

In general, you receive more robust log messages by disabling SSL.

Security Analytics returns the following types of error messages in the log files.
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(1) 2013-Nov-21 14:47:06 [WindowsCollection]
[LAB30.bad-host lab30 local] [processing] [LAB30.bad-
host 1lab30 local] Starting work

(F) 2013-Nov-21 14:47:06 [WindowsCollection]
[LAB30.bad-host 1ab30 local] Error subscribing. Trans-
port error code = 6/Could not resolve host

(F) 2013-Nov-21 14:47:06 [WindowsCollection]
[LAB30.bad-host 1ab30 local] [processing] [LAB30.bad-
host 1lab30 local] Unable to subscribe for events with
Windows event source bad-host.lab30.local: Could not
resolve host Possible causes: - DNS resolution failed
or name/address (bad-host.lab30.local) incorrect. (i)
2013-Nov-21 14:47:06 [WindowsCollection] [LAB30.bad-
host lab30 local] [processing] [LAB30.bad-host lab30
local] Finished work

(F) 2013-Nov-21 14:47:06 [WindowsCollection]

Log Mes-
[LAB30.bad-host 1ab30 local] [processing] [LAB30.bad-

sages
host 1ab30 local] windows:WrkUnit[l] Processing
failed.
(1) 2013-Nov-21 14:47:06 [WindowsCollection]
[LAB30.10 100 33 179] [processing] [LAB30.10 100 33
179] Starting work (i) 2013-Nov-21 14:47:06[Win-
dowsCollection] [LAB30.10 100 33 179] [processing]

[LAB30.10 100 33 179] Enumerating SID information

(F) 2013-Nov-21 14:47:09 [WindowsCollection]
[LAB30.10 100 33 179] Error enumerating for account
SIDs. Transport error code = 7/Could not connect

(F) 2013-Nov-21 14:47:09 [WindowsCollection]
[LAB30.10 100 33 179] [processing] [LAB30.10 100 33
179] Error enumerating for SID information: Could not

connect
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(F) 2013-Nov-21 14:47:12 [WindowsCollection]
[LAB30.10 100 33 179] Error subscribing. Transport
error code = 7/Could not connect

(F) 2013-Nov-21 14:47:12 [WindowsCollection]
[LAB30.10 100 33 179] [processing] [LAB30.10 100 33
179] Unable to subscribe for events with Windows
event source 10.100.33.179: Could not connect Poss-
ible causes: - Event source not configured for col-
lection with http. - Event source currently down.

(i) 2013-Nov-21 14:47:12 [WindowsCollection]
[LAB30.10 100 33 179] [processing] [LAB30.10 100 33
1791 Finished work

(F) 2013-Nov-21 14:47:12 [WindowsCollection]
[LAB30.10 100 33 179] [processing] [LAB30.10 100 33

179] windows:WrkUnit[2] Processing failed.

Possible

Windows collection cannot connect to WinRM.
Cause

Windows collection connects to the WinRM service on the Windows event
source. You must configure the Windows event source to allow events to be
collected. You can do this manually using the winrm command on the event
source or you can create a Group Policy and push it to all event sources in a
domain. This configuration creates a WinRM listener on the event source.

Solutions

You also configure the firewall on the event source to allow connections to it.
By default, WinRM listens on port 5985 for HTTP connections and port 5986 for
HTTPS connections.

Please refer to Supported Event Sources in the Live Resources Management
Guide for documentation on how to configure event sources.
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Windows Legacy and NetApp Collection

Configuration Guide

This guide tells you how to configure Windows Legacy and NetApp using the Windows Legacy
collection protocol.

This protocol collects events from Windows Legacy (Windows 2003 or earlier event sources)
and CIFS Auditing events from NetApp ONTAP event sources.

Y ou must deploy Log Collection, that is set up a Local Collector and Windows Legacy Remote
Collector, before you can configure the Windows Legacy collection protocol.

For deployment instructions, see Log Collection Deployment Guide.

The Basics

This topic tells you how the Windows Legacy collection protocol works, how you deploy it, and
gives you a high-level description of how you configure this protocol.

How Legacy Windows and NetApp Collection Works

You use the Windows Legacy collection protocol to configure Security Analytics to collection
events from:

o Legacy Microsoft Windows event sources (Window 2003 and earlier event sources)

o NetApp event sources

Window 2003 and Earlier Event Sources

Legacy Windows event sources are older Windows versions (such as Windows 2000 and
Window 2003). The Windows Legacy collection protocol collects from Windows event sources
that are already configured for enVision collection without having to reconfigure them. You set
up these event sources under the windows event source type.

NetApp Event Sources

NetApp appliances running Data ONTAP support a native auditing framework that is similar to
Windows Servers. When configured, this auditing framework generates and saves audit events
in Windows .evt file format. The Windows Legacy collection protocol supports collection of
events from such NetApp .evt files. You set up these event sources under the netapp evt event
source type.
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The NetApp Data ONTAP appliance is configured to generate CIFS Auditing events and save
them periodically as .evt files in a format that includes the timestamp in the filename. Refer to
the NetApp Event Source configuration documentation on SecurCare Online (SCOL) for details.
The collection protocol saves the timestamp of the last processed .evt filename to keep track of
collection status

Net App Specific Parameters

Most of the parameters that you maintain in Add/Edit Source dialog apply to both Windows
Legacy and Net App events sources.

The following two parameters are unique to NetApp event sources.

o Event Directory Path - The NetApp appliance generates event data and saves it in .evt files
in a shareable directory on the NetApp appliance. Security Analytics requires you to specify
this directory path in the Event Directory Path parameter

o Event File Prefix - Similar to the Event Directory Path, Security Analytics requires you to
specify the prefix (for example, adtlog.) of the event data .evt files so that Security Analytics

can process this data.

In each polling cycle, Security Analytics browses the configured NetApp shared path for the
.evt files that you identified with the Event Directory Path and Event File Prefix parameters.
Security Analytics:

o Sorts Files matching the event-file-prefix. Y YMMDDhhmmss.evt format in ascending order.

o Uses the timestamp of the last file processed to determine the files that still need processing.

If Security Analytics finds a partially processed file, it skips the events already processed.

Deployment Scenario

The Windows Legacy collection protocol collects event data from Windows 2003 or earlier, and
NetApp ONTAP appliance, event sources. The Windows Legacy Remote Collector is the SA
Legacy Windows Collector installed on physical or virtual Windows 2008 64-bit server in your
event source domain.
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Configure Windows Legacy Collection Protocol in Security Analytics

Y ou configure to the Log Collector to use Windows Legacy collection for an event source in the
event Source tab of the Log Collector parameter view. The following figure the basic workflow
for configuring an event source for Windows Legacy Collection in Security Analytics. Please
refer to:

o Step 2. Configure Windows Legacy and NetApp Event Sources in Security Analyticsfor step-by-

step instructions on how to configure events sources in Security Analytics that use the File

Collection protocol.

o Windows Event Source Configuration Parameters for a detailed description of each File

Collection Protocol parameter.
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Procedures

This topic provides an overview of the end-to-end sequential configuration procedu