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How NetWitness Investigate Works

NetWitness Investigate provides analysts the means to analyze events that have been captured by
NetWitness. Using Investigate, analysts can examine packet, log, and endpoint data, and identify possible
internal or external threats in their environment. There are several different views available to analysts to
gain different perspectives into the data in their environment. A key element that all the views have in
common is metadata.

Metadata, Meta Keys, Meta Values, and Meta Entities

NetWitness audits and monitors all data communications in an environment. One type of service--a
Decoder--ingests, parses, and stores the original packets captured on the network, logs forwarded by a
device, and endpoint events seen by the endpoint agent. The configured rules, parsers, and feeds on the
Decoder create metadata that analysts can use to investigate the ingested logs, packets, and endpoint
data. Another type of service, called a Concentrator, indexes and stores the metadata, making it more
efficient to search through all types of metadata.

The metadata is created to give analysts valuable points of reference associated with the original data.
This allows analysts to quickly get a sense of what has transpired without being required to examine
every detail of an event. The metadata is in the form of a meta key and meta values for the key. For
example, ip.src is a meta key, and an IP address (192.168.1.1) that is the source of the traffic is a meta
value tagged as ip.src. When you view data in Investigate, you see the meta key ip.src and all of the
IP addresses (meta values) that are tagged with that key. Some meta keys are built-in and others may be
custom keys specific to your environment and defined by the administrator. All metadata, no matter the
source of the data, is normalized into the Unified Data Model for NetWitness Platform XDR to keep
similar metadata concepts grouped together into like meta keys (see
https://community.netwitness.com/t5/netwitness-platform-unified-data/tkb-p/netwitness-udm).

Meta entities are available in Version 11.1 and later. A meta entity is an alias that groups together the
results from other meta keys. Meta entities organize similar meta keys into a single, easier to use, meta
type. For example, the default Core database language includes distinct meta keys for IP source and IP
destination. One of the built-in meta entities named ip.all represents the combined set of all IP sources
and destinations. Some meta entities are already included by default, and the administrator can create
custom meta entities. Analysts can use a meta entity in a query, a meta group, a column group, and a
query profile. Parallel coordinates visualizations do not support meta entities. Administrators can use
meta entities to define a query prefix to apply to a user role and a user as described in the System
Security and User Management Guide. The Decoder Configuration Guide provides additional
information about creating meta entities and how they can be used in rules.

Note: Meta entities need to be configured on all upstream Concentrators. If any Concentrator does not
have a meta entity configured, that meta entity will be empty when you query the Broker.

Analysts usually query the Broker or Concentrator to discover threats. The Concentrator handles queries,
only going to the Decoder for raw logs or endpoint events or a full reconstruction of network events.
ESA, Malware Analysis, and Reporting Engine also query the Concentrator, where they can quickly get
all the pertinent metadata associated with an event and generate information about the event without
having to query each Decoder. In some special cases, analysts may query a Decoder.

14 How NetWitness Investigate Works
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Triggers for an Investigation

These are a few examples of triggers for an investigation:

* You receive intelligence about a new active directory hack. Starting in the Events view, you use that
intelligence to run a search across all of your raw Active Directory log data for the last 24 hours.

* You are asked by the SOC manager to find any Pokemon Go malware due to its popularity. Starting
in the Navigate view, you craft a query to look for an HTTP session using a specific user agent related
to the malware that your SOC manager found on a security blog.

¢ An incident responder escalates a ticket that shows some odd indicators related to a host. Starting in
the Hosts view, you examine that host to find specific details.

* You are looking for the next zero day attack and start drilling into the network metadata in the
Navigate view (or the Filter Events panel in the Events view) to find any abnormal automated
sessions leaving the enterprise.

* You are asked by your SOC manager to find any information related to user jarvis, an employee
who was just let go. Starting in the Users view you can filter for that username to make sure there is
no longer any activity for that user and see if that user deviated from their typical behavior prior to
being let go.

o A phishing attack detected has an associated attachment, and you want to know what devices in your
environment have seen that file by searching for the file hash in the Files view.

o A malicious file has been automatically found in your environment, and you want to review the static
and dynamic analysis done on that file along with how many systems it has been transmitted to or
from. Starting in Investigate > Malware Analysis you can see the analysis results.

Workflow of an Investigation

Analysts can investigate data captured by NetWitness, and deep dive from information on a NetWitness
dashboard, the Springboard (Version 11.5 and later), a NetWitness Respond incident or alert, a report
created by the NetWitness Reporting Engine, or a third-party application. During the course of an
investigation, analysts can move seamlessly between views: the Navigate view, the Events view, the
Legacy Events view, the Hosts view, the Files view, the Users (Entities) view, and the Malware Analysis
view. By default, the Navigate view and the Legacy Events view are disabled.

This figure illustrates the Version 11.5 menu, which is optimized for the analyst workflow with Users,
Hosts, and Files moved to the top-level menu.

R S/\ Investigate Respond Users Hosts Files Dashboards Reports % ©) admin >

This figure illustrates the Version 12.0 menu, which is optimized with new NetWitness logo.

sg NETWITNESS Investigate Respond Users iles d © )8 ® admin

This figure illustrates the Version 12.1 menu, which is optimized with new NetWitness logo and
renamed our product as NetWitness Platform XDR.

NETWITNESS Investigate Respond sers Hosts iles 1shboare S 3 % @ dmin
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Investigate User Guide

Note:

- The Files and Hosts views are available in Version 11.1 and later. Before Version 11.5, they were a
submenu of Investigate.

- The Users view is available in Version 11.2 and later; in Version 11.4 it is labeled Entities view.
Before Version 11.5, it was submenu of Investigate.

- By default, the Legacy Events view is disabled in Version 11.4, but can be enabled by an
administrator as described in the System Configuration Guide.

- By default, the Navigate view is disabled in Version 11.6 as the Filter Events Panel in the Events
view provides this functionality. To enable the Navigate view, see Configure the Navigate View and
Legacy Events View.

- Specific user roles and permissions are required for a user to conduct investigations and malware
analysis in NetWitness. If you cannot see a view, the administrator may need to adjust the roles and
permissions configured for you.

The views are closely integrated to reduce the need to jump from one view to another. Each use case
determines the starting point for your investigation; every situation is unique in terms of the types of
information you are attempting to find. Many investigations start in one view, and end in a different view
as you learn something and then need to follow that result to a different line of questioning. Experienced
analysts frequently begin an investigation in the Navigate view or the Events view. Less experienced
analysts can begin in the Dashboard, Respond view, or the Springboard (Version 11.5 and later), in
which clickable incidents and alerts link to detailed information and analyses in the different views.

Navigate view The Navigate
view (Version
11.5 and earlier)
works well for
providing a
high-level
vantage point of
what has been
seen in your
environment for
a specific time
range by
showing meta
keys and meta
values for log,
endpoint, and
network events.
After drilling
into meta values,
go to the Events
view to see the
raw event (See
Filter Results in

the Navigate
View.)
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Events view

The Events view
(default
Investigate
view) is the
workflow for
analysts
interacting with
events,
presenting
different facets
of the same data
in adjacent
panels. In
Version 11.6,
there is no need
to go to the
Navigate view to
drill into meta
values as the
Filter Events
Panel in the
Events view
provides this
functionality.

(See Refining
the Results Set,
Reconstructing
and Analyzing
Events, and
Downloading
and Acting
Upon Results.)

How NetWitness Investigate Works
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Legacy Events view

The Legacy
Events view was
the original
workflow for
looking at event
details in
Version 11.0 to
11.3.x.x. The
Legacy Events is
replaced by the
11.4 and later
Events view and
it is hidden
unless the
administrator
enables it.

(See Refining
the Results Set,
Reconstructing
and Analyzing
Events, and
Downloading
and Acting
Upon Results.)

18
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Hosts view

Files view

The Hosts view
option was
moved to the
main menu in
Version 11.5.
Hosts on which
the NetWitness
Endpoint agents
are running are
listed. For every
host, you can
view processes,
drivers, DLLs,
files
(executables),
services,
anomalies, and
autoruns that are
running, and
information
related to
logged-in users.
(See the
NetWitness
Endpoint User
Guide.)

The Files view
option was
moved to the
main menu in
Version 11.5.
Unique files in
your
deployment,
such as PE,
Macho, and
ELF, are listed.
For each file,
you can view
details such as
file name,
reputation status,
file status, risk
score, signature,
checksum, and
others. (See the
NetWitness
Endpoint User
Guide.)

How NetWitness Investigate Works
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Malware Analysis view

If you are
running a
Malware
Analysis
appliance, you
can scan files
and see results
of four types of
analysis:
network, static,
community, and
sandbox. If a file
is malware, you
can go to the
Hosts view to
see which hosts
downloaded the
file. (See the
Malware
Analysis User
Guide.)
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Users view The Users view
(labeled as the
Entities view in
Version 11.4)
was moved to
the main menu
in Version 11.5.
It provides
visibility into
risky user
behaviors across
your enterprise
using
NetWitness
UEBA. You can
view a list of
high-risk users
and a summary
of the top alerts
for risky
behavior for
your
environment,
and then select a
user or an alert
and view details
about the risky
behavior, and a
timeline during
which the
behaviors
occurred.
NetWitness
Platform XDR
users assigned
the
Administrators
or UEBA
Analysts role
have access to
this view. (See
the NetWitness
UEBA User
Guide.)

Focus on Metadata, Query, and Time

The following figure depicts the workflow for an investigation with focus on metadata, a query, and time

range.
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Begin
an Investigation Broaden the
time range to Perform Internal and Examine Files and
Review Detections and include External Context Associated Hosts

Signals Seen in Your activities just Lookups (Events View — Event
Environment before and after (Right-Click Options) Details Panel)
(Springboard) the event

N . . Reconstruct and
View Metadata View Sequential
Analyze

\ (Events View - Filter Events an Event
Events Panel or (Events View - Events .
(Events View — Event

Navigate View) Panel) Details Panel)

Review Critical Incidents or
Alerts for an Entity

(Respond View)

Query a Service, Metadata,
and Time Range Based on a
Trigger Event
(Navigate or Events View)

Share your

Inci -
N a Context Hub List ac 'On, a,n
Incident remediation

Analysts use Investigate to hunt for events that drive the incident response workflow and to do strategic
analysis after another tool has generated an event. Beginning in the Navigate view, Events view, or
Legacy Events view:

1. Start by executing a query on a service for a specific time range, filter results to get a subset of
events, reconstruct or analyze an event, and repeat the process to reconstruct or analyze another
event. Built-in query profiles, meta groups, and column groups provide a good starting point. For
example, you can choose the RSA Email Analysis query profile to see only metadata that is useful
when investigating email risks.

2. When an event bears a closer look, view the context around the event, and decide whether to create
an incident or add the event to an incident. If you decide not to add the event to an incident, you can
run another query to gain further insight, which starts again at the beginning of the workflow.

3. If you notice suspicious activity or files on a specific host in the network, gather additional
information about the host and files found on the host in the Hosts and Files view, or in a standalone
NetWitness Endpoint server.

4. If you find a file or event that potentially contains malware, do a Malware Analysis scan of the file or
open Malware Analysis and start a scan of the service on which the event was seen.

Here is one simple use case: If there is a concern regarding suspicious traffic with certain countries,

the Destination Country meta key reveals all destinations and the frequency of the contact. Drilling into
those values yields the specifics of the traffic, such as the IP address of the originator and the recipient.
Checking other metadata can expose the nature of attachments exchanged between the two IP addresses.
When suspect IP addresses are identified, looking at the addresses in the Navigate view or Events view
with a broader time range can provide clues about what happened before and after the event being
investigated.
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Another use case is to investigate an alert to discover a malicious insider in the network who is
exfiltrating intellectual property or other sensitive data from a specific IP address. The investigation
begins with this meta value: Upload without change request followed by download alert.
Start in the Navigate view or Events view by filtering the values to the IP address during the time range
in which the alert was generated. Alerts metadata shows risk indicators as meta values, and you can click
on different meta values to filter the events list and then reconstruct the event. Next extract files and
examine the files to understand what happened. With this information, you can filter on the same IP
address and broaden the time range to see activities before and after the event.

Focus on Respond View Incidents and Alerts

An analyst who is working on an incident or an alert in Respond can open the incident in Investigate to
do a deeper analysis of the event or alert.

* The workflow to respond to an incident typically begins in the Respond view, where the analyst who
is investigating an incident needs to gather intelligence about the incident in Investigate. Hover over
an underlined entity in an incident or alert, such as an IP address, and select the action Pivot to
Investigate. The Events view opens and is filtered for the selected entity. Defined meta keys are
queried and the captured packets, logs, and endpoint events are displayed in the Events view.

e If you find events that are relevant to the incident, add the events to the incident in Respond. You can
also create a new incident in Respond based on one or more events found in Investigate.

* From the Incident Details view Indicators panel in Respond, open the Events view to get a better
understanding of an indicator event.

NetWitness Investigate Views

This section provides a brief description and example of the Navigate view, Events view, and Legacy
Events view, as well as the context information, event details and reconstructions available in those
views. Refer to the Malware Analysis User Guide for information about features and functions of the
Malware Analysis view.

Navigate View

Note: By default, the Navigate view is disabled in Version 11.6 as the Filter Events Panel in the
Events view provides this functionality. To enable the Navigate view, see Configure the Navigate
View and Legacy Events View.

The Navigate view provides the capability to drill into and query metadata for network, logs, and
endpoint events on a Broker, Concentrator, or Decoder (though investigating a Decoder is not typical).
For certain configured meta keys, such as IP address, or hostname, you can see additional context
information around a value using the Context Hub. The Navigate view also provides a sequential
visualization of the data in a timeline. This figure illustrates the Navigate view.

» Each meta key listed displays the top 20 values based on how many events have those values.

 Dirilling into the meta values by successive left or right clicking of values applies each clicked value
as an additional filter to your query. As you drill, the subset of metadata seen grows smaller based on
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the filters you have applied. For example, if you filter to only show HTTP (service=80), all the
remaining metadata presented will be what is contained inside those HTTP events.

» With a smaller set of refined results, you can go to the Events view to examine further event details,
or perform other lookups inside or outside the platform to gain further insight.
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o 56034 (168) - 56709 (168) - 57851 (168) - 57852 (168) - 57877 (168) - 59519 (168) - 60263 (168) - 61327 (168) -62115(168) - 62116 (168) - 63167 (168) - 63168 (168)
- 63317 (168) - 63809 (168) - 63810 (168) - 63869 (168) - 63870 (168) - 64911 (168) - 64912 (168) - 65490 (168) ... show more
uop . UDP Target Port [udp.dstport] (3 values) ©
" 53(domain) (6,384) - 443 (https) (1,512) - 444 (1)
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Events View

The Events provides the ability to view events sequentially, analyze raw event data and metadata, and (in
Version 11.5) drill into metatdata as you can in the Navigate view.

e In the Events panel, Network, endpoint, and log events are listed in order by time. You can view the
raw event, filter, sort, search, look at details and reconstructions, and download events. Clicking an
event opens the Event Details panel for the event. Different reconstructions are available in the Events
view (packets, text, files, email, and web) with helpful cues to identify points of interest, such as
interesting bytes, file types, and encoded data.

e In the Event Meta panel, you can view related metadata for an event that is open in the Event
Details panel. Analysts reviewing the metadata can change the order of the metadata to better track
down what they are looking for. The items in the list of metadata can be grouped by the sequence they
were generated or alphabetically.

* In the Filter Events panel (Version 11.5 beta feature), you can drill into meta values for the listed
events with your actions reflected in the Events panel. When the Filter Events panel is expanded to
the full width of the browser, you can drill into meta values to hunt for specific information before
listing the events in the Events panel (comparable functionality to drilling into data in the Navigate
view).

(Version 11.5.1) In the Filter Events panel, the meta values result threshold is 100000. If results are
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above the threshold, it is indicated using either ~ or >. For example, (>100000) indicates that the
results are sorted based on count and are greater than the threshold. Similarly, (~100000) indicates
that the results are sorted based on size and are greater than the threshold.

e In the Event Details panel, you can view details of a network, log, or endpoint event and safely
reconstruct an event in a format similar to the original format. The tabs are Text, Packet, Files, Hosts,
Users, Email, and Web.

e From various points in the Events view, you can pivot to standalone Endpoint, look up in Live, and do
other internal lookups. External lookups allow you to search the internet for meta values with which
you interacted, determine passive DNS information related to an IP address, check if a URL is
blacklisted, and other third-party context integrations.

e (Version 11.5) If network data is enriched with endpoint data from an Endpoint deployment and the

Endpoint Agent is configured for expanded network visibility, host information for network events is
also displayed in the Events view in the header and in the Hosts tab.

Note: For Expanded Network Visibility to work, ensure the service user account used for
aggregating Endpoint Log Decoder data to Endpoint Concentrator is assigned with the

decoder .manage permission. For more information on how to assign roles and permissions, see
"Services Security View - Aggregation Role" in the Hosts and Services Getting Started Guide for
NetWitness Platform.

e For certain configured meta keys, such as IP address, or hostname, you can search for additional
context information around a value using the Context Hub. The additional context may include
incidents, alerts, Threat Intelligence, and other sources where the value was mentioned.

* You can export different types of data. When viewing files, you can export files in a zip archive to
your local file system. When viewing email reconstructions, you can download attachments. You can
download logs from the text reconstruction, and export packets from the packet reconstruction. You
can download multiple events from the Events list.

* (Version 11.6) To view the download jobs, click &2
Navigate page, it does not open the Jobs tray. It opens the Jobs page where all jobs are listed. To
display the Jobs tray, go to Investigate > Navigate (Version 11.5 and earlier) or Investigate >
Legacy Events (Version 11.3 and earlier), and click the Bl (Jobs) icon.

. Unlike the 8 icon in the Legacy Events and
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This figure is an example of the Events view with a network event selected in the Events list, analyzed in
the middle panel, and related metadata in the right panel.
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This figure illustrates the Events view with the Filter Events panel open on the left side to filter the
results set by drilling into meta values.
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Legacy Events View

The Legacy Events view was the original user interface for analysts examining raw event data (11.0 to
11.3.x.x). The Legacy Events view is no longer needed in Version 11.4; it is hidden unless the
administrator enables it as described under "Configure Investigation Settings" in the System
Configuration Guide. When the Legacy Events view is enabled, both the Events view and the Legacy
Events view are visible in the menu bar. The Legacy Events view provides a view of packet, log, and
endpoint events in list form so that you can view events sequentially and reconstruct events safely.
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* You can open the Legacy Events view for a meta value that you see in the Navigate view.

» For analysts without sufficient privilege to navigate a service, the Legacy Events view is a standalone
investigation view in which analysts can access a list of network, log, and endpoint events from a
NetWitness Core service without having to drill down through metadata first.

» The Legacy Events view presents event information in three standard forms, a simple list of events, a
detailed listing of events, and a log view.

e For certain configured meta keys, such as IP address, or hostname, you can see additional context
information around a value using the Context Hub. The additional context may include incidents,
alerts, and other sources where the value was mentioned.

* You can export events and associated files, and create an incident from an event.

This figure illustrates the Legacy Events view.
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Contextual Information for an Event

In the Navigate view, Events view, and Legacy Events view, the Context Lookup panel shows details
about elements associated with an event in the Context Hub for these meta types: IP Address, User, Host,
Domain, MAC Address, Filename, and File hash. In addition, you can right-click all meta keys except
time to see additional context.

You can interact with the elements of an event to get further insight including related incidents, alerts,
custom lists, Archer assets, active directory details, NetWitness Endpoint IIOCs, and STIX data sources
(namely File, TAXII Server, and REST Server). (See Look Up Additional Context for Results.)
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Note: Archer assets and active directory details are available in the Events view context lookup.
Endpoint context lookup is available for NetWitness Endpoint 4.4.0.2 or later hosts, but not for the
NetWitness Endpoint 11.1 or later hosts.

The following figure shows the Context Lookup panel, which opens to the right of the Events panel in
the Events view.

Alerts 8

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to En Thick Client

CREATED SEVERITY NAME SOURCE # EVENTS INCIDENT ID

06/28/2022 05:31:24 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:51 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:32 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:23 am (a day ago) Event Stream Analysis

06/28/2022 05:30:23 am (a day ago) Event Stream Analysis

06/28/2022 05:29:23 am (a day ago) Event Stream Analysis 40
06/28/2022 05:29:22 am (a day ago) Event Stream Analysis 40
06/28/2022 05:27:34 am (a day ago) Event Stream Analysis 48
06/28/2022 05:27:33 am (a day ago) Event Stream Analysis 40
06/28/2022 05:26:32 am (a day ago) Event Stream Analysis 40
06/28/2022 05:25:32 am (a day ago) Event Stream Analysis 40
06/28/2022 05:24:32 am (a day ago) Event Stream Analysis 40

06/28/2022 05:22:49 am (a day ago) Event Stream Analysis 40

50 Alert(s) (First 50 Results) Time Window: 7 DAYS | Last Updated: a few seconds ago

The following figure shows the Context Lookup panel, which opens to the right of the Events list in the
Legacy Events view.
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Sﬂ Created 2009003005, 23:29(0 days ago)
neident 1D INC-698
sources  Event Stream Analysis
Events 1

50 Alerts (First 50 Results)

Reconstruction and Event Analysis

When you discover an event that merits additional investigation, you can analyze it in a form that best
suits the content of event. Some forms of analysis involve safely reconstructing the event in a form
similar to its native form, for example, packets, text, email, and web content. The rendering of events
restricts the use of dynamic or active code that may be contained in the event to limit adverse outcome to
your system or browser. Using cache improves performance when viewing previously viewed events.
Each analyst has a separate cache of reconstruction data, and you can only access reconstructed events in

your own cache.

Some network events are enriched with host data if you have an Endpoint deployment and the Endpoint
Agent is configured for expanded network visibility. For such an event, you can view the host details.
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The Events view gives you the ability to interactively analyze an event, looking at raw data, meta keys,
meta values. This figure is an example of a network event rendered as packets in the Events view.
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The Event Reconstruction in the Legacy Events view presents the raw data and the meta keys and meta
values for an event in a list form. This figure is an example of the Event Reconstruction.
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Configuring NetWitness Investigate Views and

Preferences

Analysts can configure some aspects of NetWitness Investigate views and behavior. You can customize
the way that Investigate views appear, the types of information displayed, and factors that affect
performance in returning results and reconstructing events. All configurable settings have default values
that are effective in most deployments; however, analysts have the option to adjust these if necessary.

Analysts using Investigate need to have the appropriate system roles and permissions set up for their user
accounts. An administrator must configure roles and permissions as described in the System Security and
User Management Guide.

These topics provide details:

» Configure the Navigate View and Legacy Events View

e Configure the Events View
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Configure the Navigate View and Legacy Events View

Analysts can set preferences that affect performance and behavior of NetWitness when using the
Navigate view and Legacy Events view. Some of the same settings are available in two places in
NetWitness, and changes made in either location are applied in the other view:

» Investigate view > Settings dialog for the Navigate view and the Legacy Events view.
» Profiles > Preferences panel > Investigation tab.

e Navigate view and Legacy Events view Search Options drop-down.

By default, the legacy Navigate view is disabled. To enable the Navigate tab in Investigate:
a

1. Goto (Admin) > System.

2. In the left-hand panel, click Investigation.

In the Investigation window, select the Investigate tab.

4. Select the Enable Navigate checkbox.
5. Click Apply.

The following figure shows the page where you can enable the legacy Navigate view.
NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports S { (@ adminv

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

nfo Investigation
Updates
Common Settings  Investigate ~ Events  Legacy Events  Context Lookup
Licensing
Email Enable Navigate v
Global Notifications Apply
Legacy Notifications
System Logging Render Threads Setting
Global Auditing The number of concurrent meta key values that are loaded by a user in the Navigate view
y y &
Jobs Render Threads 2 ¢
Live Services ey
URL Integration
Context Menu Actions Parallel Coordinates Settings
i Investigation The maximum number of meta values scanned within the investigation time range.
HTTP Proxy Settings Meta Values Scan Limit 100000 <
NTP Settings The maximum number of meta values returned within the investigation time range.
Dashboard Settings Meta Values Result Limit 10000 ¢
Apply -

Configure Common Settings

In version 11.5 and later, the Common Settings tab allows you to configure settings that apply to the
Navigate view, the Events view, and the Legacy Events view. You can set the time format used when
downloading metadata and logs, and extraction timeout settings.
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By default, the time format for downloads is Epoch format, which shows the time as a numerical value
representing the number of seconds from the Unix epoch, January 1, 1970. The resulting number requires
a conversion to be understood. You can change the setting to get a more understandable format that
combines the user preference time zone, date format, and time format into an easily understood
representation, which follows the industry standard ISO 8601 representation when possible.

This setting applies to all 11.5 Investigate views.

Q
Go to (Admin) > System, and in the options panel, select Investigation.
The Investigation Configuration panel is displayed.

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports

admin v

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

Info

Investigation
Updates 5

Common Settings  Investigate Events Legacy Events  Context Lookup
Licensing
Email

Time Format for Metadata and Log Downloads

Global Notifications
Make a selection to choose the time format when downloading metadata or logs anywhere in Investigate.
Legacy Notifications

® Epoch format User-readable format
System Logging o
Global Auditing
Jobs Extraction Timeout

Live Services
Update this setting to increase or decrease the extraction timeout to retrieve necessary sessions/events/files.

URL Integration Time (In Minutes) 30 <

Context Menu Actions
Apply

[ investigation
HTTP Proxy Settings
NTP Settings

Dashboard Settings

Access the Navigate View and Legacy Events View Settings

To access the settings, do one of the following:

» In the Navigate view toolbar, select the Settings option.
The Settings dialog for the Navigate view is displayed.
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I V[ Search -'I} Settings ]

Threshold 100000
Mmx Values Results 1000
Max Session Export 100000

Max Log View Characters 1000

Max Meta Value Characters | &0

Export Log Format ~
Export Meta Format v
[[] Use Per Device Local Cache

[] show Debug Information

[J Autoload Values

[[] Download Completed PCAPs

[ Live Connect: Highlight Risky Values

| | Cancel @

* In the Legacy Events view toolbar, select the Settings option.
The Settings dialog for the Legacy Events view is displayed.
I‘:iearch Events v _m

Export Log Format ~
Export Meta Format w

[[] Use Per Device Local Cache
[[] Download Completed PCAPs
[[] Live Connect: Highlight Risky Values

[+ Optimize Investigation page loads (When this
is checked, random page access is disabled)

Append Events in Events Panel

Default Session View
Best Reconstruction ~

[ Enable CSS Reconstruction for Web View

| Cancel ©

* In the top right corner of NetWitness, go to [l > , FEEETE, and in the Preferences panel
click the Investigation tab.
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The Investigation panel is displayed. The figure below illustrates the Investigation panel.

NETWITNESS

Calibrate Navigate View Value Loading Parameters

Several settings influence the performance of NetWitness when loading values in the Values panel.
Default values are set based on common usage, and individual analysts can adjust these settings for their
own investigations. To adjust these settings:

1. Go to the Preferences panel > Investigation tab or to the Settings dialog for the Navigate view.
2. Adjust the following parameters:

e Threshold: Set the threshold for the maximum number of sessions loaded for a meta key value in
the Values panel. A higher threshold allows accurate counts for a value, and also causes longer
load times. The default value is 100000.

¢ Max Values Results: Set the maximum number of values to load in the Navigate view when the
Max Results option is selected in the Meta Key Menu for an open Meta Key. The default value is
1000.

e Max Session Export: Specify the number of events that can be exported in a single PCAP or Log
file.

¢ Max Log View Characters: Set the maximum number of characters to be displayed on
Investigate > Events > Log Text. The default value is 1000.

¢ Max Meta Value characters: Set the maximum number of characters in a meta value name
displayed in the Navigate view Values panel. The default value is 60.

e Show Debug Information: If you want NetWitness to display the where clause beneath the
breadcrumb in the Navigate view and the elapsed load time for each aggregated service on a
Broker, check this option. The default value is Off.

¢ Append Events in Events Panel: This option affects paging in the Events view and is described
below under "Calibrate Events View Retrieval and Default Reconstruction."
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¢ Autoload Values: If you want NetWitness to automatically load values for the selected service in
the Navigate view, check this option. When not selected, NetWitness displays a Load Values
button, allowing the opportunity to modify options. The default value is Off.

3. Click Apply.
The settings become effective immediately and are visible the next time you load values.

Configure Navigate View and Legacy Events View Parameters

Several settings influence the performance of NetWitness when loading values in the Navigate view and
the Legacy Events view. Default values are set based on common usage, and individual analysts can
adjust these settings for their own investigations. You can set these parameters separately in the Navigate
view and the Legacy Events view. When configured in one view, the setting does not automatically
apply to the other view. To adjust these settings:

1. Go to the Preferences panel > Investigation tab or to the Settings dialog for the Navigate view or
the Legacy Events view.

2. Adjust the following parameters:

¢ Live Connect: Highlight Risky Values: If you want NetWitness to highlight and display only IP
addresses that are considered as risky by NetWitness community, check this option. When not
selected, NetWitness displays all IP addresses. By default, this option is not selected (Off).

¢ Use Per Device Local Cache: You can specify the use of locally cached data from the selected
service. By default, this option is not selected (Off). When unchecked, Investigate sends a fresh
query to the database rather than displaying cached data in the Investigate views after the initial
load. If checked, Investigate uses the data from local cache.

¢ Download Completed PCAPs: You can automate the downloading of extracted PCAPs in the
Navigate view and Legacy Events view so that the browser downloads the extracted PCAP and
opens it in the default application for opening PCAP files, such as Wireshark. By default, this
option is not selected (Off). If you are going to enable this option, ensure that an application that
can open PCAPs is installed on your local file system and that the application is set as the default
application to handle PCAP file formats.

¢ Live Connect: Highlight Risky Values: If this option is unchecked, all the meta values that have
context available in Live Connect are highlighted in the Navigate view Values panel. If the option
is checked, among the values that have context in Live Connect, only those values deemed
Risky/Suspicious/Unsafe by the community are highlighted. By default this option is unchecked

(Off).
3. Click Apply.
The settings become effective immediately.

Configure the Default Log Export Format

You can export logs from the Navigate view and the Legacy Events view as Text, XML, comma-
separated values (CSV), and JSON. There is no built-in default value for the log export format. If you do
not select a format here, NetWitness displays a selection dialog when you invoke export of logs. To
select the format for exported logs:
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. Go to the Preferences panel > Investigation tab or to the Settings dialog for the Navigate view or

Legacy Events view.
Select one of the options from the Export Log Format drop-down menu.

Click Apply.
The setting goes into effect immediately.

Configure the Default Meta Value Export Format

You can export meta values from the Navigate view and Legacy Events view as Text, CSV, tab-
separated values (TSV), and JSON. There is no built-in default value for the meta value export format. If
you do not select a format here, NetWitness displays a selection dialog when you invoke export of meta
values. To select the format for exported meta values:

L.

Go to the Preferences panel > Investigation tab or to the Settings dialog for the Navigate view or
Legacy Eventsview.

Select one of the options from the Export Meta Format drop-down menu.

Click Apply.
The setting goes into effect immediately.

Note: If you upgrade to version 11.5.2, the Export Meta Format preference is not retained and is
reset to blank. You must re-configure this value after you upgrade to version 11.5.2.

Calibrate Legacy Events View Retrieval and Default Reconstruction

You can configure several parameters that control the how NetWitness retrieves events and reconstructs
events in the Legacy Events view. To adjust these paramaters:

1.

Go to the Preferences panel > Investigation tab or to the Settings dialog for the Legacy Events
view.

Configure the following parameters.

¢ Optimize Investigation page loads: Set a paging option. When optimized, results are returned as
quickly as possible,and you cannot go to a specific page in the event list. Unchecking this box
changes the Events list pagination to allow you to go to a specific page in the list (or to the last
page). The default value is enabled.

¢ Default Session View: Selects the default reconstruction type for the initial reconstruction in the
Legacy Events view. The default value is Best Reconstruction in which events are reconstructed
using the reconstruction method most appropriate to the event.
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3. Go to the Preferences panel > Investigation tab, or to the Settings dialog for the Navigate view
(11.1) or the Legacy Events view (11.2 and later), and set the Append Events in Events Panel
option. When this option is selected, the events displayed in the Events Panel are added
incrementally. For example, each time you click the next page icon, the next increment of events is
added, at first you see 1 to 25, then 1 to 50, then 1 to 75 and so on. This option is available only
if the Optimize Investigation Page Loads option is enabled.

4. To activate the changes immediately, click Apply.

Enable or Disable Cascading Style Sheet Rendering in Web

Content Reconstructions

Analysts can enable the use of cascading style sheets (CSS) when reconstructing web content. If enabled,
the web reconstruction includes CSS styles and images so that its appearance matches the original view
in a web browser. This includes scanning and reconstructing related events, and searching for

style sheets and images used in the target event. The option is enabled by default. Disable this option if
there are problems viewing specific websites.

Note: The appearance of the reconstructed content may not match the original web page perfectly if
related images and style sheets could not be found or were loaded from the web browser's cache. Also,
any layout or styling that is performed dynamically through the client side javascript is not rendered in
the reconstruction because all client side javascript is removed for security purposes.

To enable or disable this option
1. Go to the Preferences panel > Investigation tab.
2. Select the Enable CSS Reconstruction for Web View checkbox.

3. Click Apply.
The setting becomes effective immediately and is visible in the next web content reconstruction.

Configure Search Options

You can configure search options to apply when you type a search string in the Search field. Edit the
Search Options in the Profile > Preferences panel > Investigation tab or in the Navigate and Legacy
Events view Search Options drop-down menu. To configure search options:

1. Go to the Search Options.
The following figure illustrates the Search Options drop-down menu for Version 11.2 and later.
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f-

® Indexed Metadata Only (Default)

All Meradata
&)1 Rawy

All Metadata and Raw

“ Case Insensitive

Regular Expression

Gl | ©

2. Select one or more search options to apply to the search. Search for Text Patterns in the Navigate and

Legacy Events Views provides detailed information about each option.

3. To save the search settings, click Apply.
The preferences are saved and effective immediately.
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Configure the Events View

Analysts can set preferences that affect the behavior of NetWitness when using the Investigate > Events
view. If the Events view is open; these two buttons give access to preferences dialogs: E and [E]. The

User menu (E) is focused on global user preferences such as time zone, while the Events preferences
menu (£]) is focused on user preferences for behavior in the Events view. The rest of this section
describes both sets of preferences.

Set the Default Investigate View

You can select the default view when you open Investigate: Navigate view, Events view, Hosts view,
Files view, Entities view, or Malware Analysis view. The default Investigate view is set in the global

User Preferences dialog (in the upper right corner of the NetWitness browser window, select E).
The global user preferences are described in detail in the NetWitness Platform Getting Started Guide.

User Preferences

LANGUAGE
English

TIME ZOME

UTC (GMT+00:00)

DATE FORMAT TIME FORMAT
MM/DOAYYY . 12hr  © 24hr
DEFAULT LAMDING PAGE

Monitor

DEFAULT INVESTIGATE VIEW

Navigate

THEME

Dark © Light

Set User Preferences for the Events View

You can set your own preferences relevant to the Events view. The preferences selected persist per user
and are available whenever the specific user logs in to the application.

To set default values for working in the Events view:

1. In the Events view, click E.
The Event Preferences dialog is displayed. Different versions of the dialog have some differences in
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labeling and available options as shown in the following figure.

Event Preferences

DEFAULT EVENTS VIEW
Email

DEFAULT LOG FORMAT

Download Text

DEFAULT NETWORK FORMAT

Download PCAP

DEFAULT META FORMAT

Download Text

O pOWNLOAD EXTRACTED FILES AUTOMATICALLY

DEFAULT EVENT SORT ORDER G
O Unsorted (default) Ascending O Descending
QUERY TIME G
Collection Time O Event Time
RELATIVE TIME RANGE SETTINGS
Database Time O Current Time

O UPDATE TIME WINDOW AUTOMATICALLY

TABLE ROW DISPLAY

O Expanded View Compact View

. In the Default Events View field, select the default reconstruction type when you open an event in
the Events panel: Text, Packet, File, (Version 11.5 and Later) Host or Email .

If you have not selected a default analysis type, when you open an event, the default reconstruction
type is the Packet analysis, except for log and endpoint events, which open to the Text analysis. If
you select a default reconstruction type, the reconstruction type is the default reconstruction that you
specified. In both cases, the default is the starting point, and if you change the type while you are
working, the type you choose is used for the next reconstruction.

. In the Default Log Format field, select the download format for exporting logs: Download Log
(11.3) or Download Text (11.4), Download XML, Download CSV, or Download JSON. If you do
not select a format here, the default download format is Download Text. These options are also
available at the time of download in a drop-down menu.

. In the Default Packet Format (11.3) or Default Network Format (11.4) field, select the default
format for downloading packets. If you do not select a format here, the default download format is
Download PCAP. These options are also available at the time of download in a drop-down menu:

¢ Download PCAP to download the entire event as a packet capture (*.pcap) file

¢ Download All Payloads (11.3) or Download Payloads (11.4) to download the payload as a
* payload file

¢ Download Request Payload to download the request payload as a *.payloadl file
¢ Download Response Payload to download the response payload as a *.payload? file

. (Version 11.4 and later) In the Default Meta Format field, select the download format for exporting
metadata: Download Text, Download CSV, Download TSV, or Download JSON. If you do not
select a format here, the default download format is Download Text.

. (Version 11.5.1 and later) To change the preference for the time that is matched when you submit
queries, select an option in the Query Time field.
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7.

¢ When Collection Time is selected, the time of an event reflects when it was received and stored
into the system. This is the default setting.

e When Event Time is selected, the time of an event reflects the time at which the event actually
occurred. A good case for using the event time is when investigating logs or endpoints and
looking for events that occurred around the same time. Using Event Time filters out all network
events.

Note: By default, the time range for a query is based on the time that the Decoder consumed the
event, which is always not the same time that the event occured. To see the actual event time
instead of the collection time in the Events view, select Event Time.

Note: When you query with the event time preference enabled, you must use the collection time
column and time zone column. This is to help you differentiate if the events are listed in a
sequential order or not. This scenario occurs because there is no global standard to follow while
logging the event times, which results in different events from different sources being in different
time zones.

(Version 11.5.1 and later) Under Relative Time Range Settings, choose either Database Time or
Current Time. The Events view can display results based on the relative time range, Last 2 hours or
Last 30 Days, for example. The time range can be relative to the time when the event was received
and stored into the system or the current time zone's clock time. When you set the time format, your
individual user preference is saved until changed again. The default setting for this preference is
Database Time, which is the same time format used to display query results in the Navigate view
and Legacy Events view.

e When Database Time is selected, the time range is relative to the time of the last stored event.

¢ When Current Time (labeled Wall Clock Time in Version 11.3 and earlier) is selected, the time
range is relative to the current time in the timezone set in user preferences.

Note: (Version 11.6) Current Time is the default for Relative Time Range Settings. In previous
versions, Database Time was the default value. Make a note that this may cause time range
mismatch between Events View (using Current Time as default) and Navigate View (using
Database Time as default). This change does not affect the existing users and is applicable only to
the new users.

(Version 11.4 and 11.5) Under Time Format for Query, choose cither Database Time or Current
Time. The Events view can display results based on the database time or the current clock time.
When you set the time format, your individual user preference is saved until changed again. The
default setting for this preference is Database Time, which is the same time format used to display
query results in the Navigate view and Legacy Events view.

¢ When Database Time is selected, the end time for a query is based on the time that the event was
stored.

¢ When Current Time (labeled Wall Clock Time in Version 11.3 and earlier) is selected, the query
is executed with the current time in accordance with the timezone set in user preferences.
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10.

11.

12.

13.

(Version 11.4 and later) To set the sort sequence by collection time for the events listed in the Events
panel, select one option under Default Event Sort Order. After you have selected a preference, you
can also interact with the table column headers to request the results again sorted differently as
described in Use Columns and Column Groups in the Events List.

¢ Unsorted (default for Version 11.4.1): To list events as processed by the Core services. Unsorted
is faster because it streams back the events as soon as a match is found versus waiting for all Core
services to respond and then displaying them in the chosen order.

¢ Ascending (default for Version 11.4 and earlier): To put the events with the earliest collection
time first in the list. The oldest events are displayed first if in ascending order.

¢ Descending: To put the events with the latest collection time first in the list. The newest events
are displayed first if in descending order. When investigating logs, you may want to change the
sort sequence to see the latest collection time first.
If results exceed the events limit, not all events can be loaded. The portion of returned events
loaded in the Events panel matches the sort order preference: the oldest portion of events is loaded
when Ascending order is selected, and newest portion of events is loaded when Descending order
is selected. When Unsorted is selected, the oldest portion of events is matched and then listed
unsorted. if you changed the sort order preference after events were loaded, you must refresh the
view to apply the new sort order.

If you want all extracted files to be downloaded automatically, select the Download extracted files
automatically checkbox. You can go to the Jobs queue to view the extracted files.

(Version 11.3 and later) To automatically update the time range window in the query bar when the
service is polled (at one minute intervals) and sends fresh results, select the Update Time Window
Automatically checkbox. When the time range is updated, the B8 (Submit Query) button is activated
and you can submit a query to get fresh results. To keep the time range window in the query bar
synchronized with the current results, clear the checkbox (this is the default value

(Version 11.6 and later) If you have multiple rows of data and want to word wrap or unwrap the
content of an event , choose either Compact View or Expanded View. Based on the selection you
make the rows will appear compact or expanded.

(Version 11.7.1 and later) With the new preference, analysts can choose to split the free-form queries
into multiple guided filters or a single free-form query. Analysts can switch the modes using the Free
Form Split checkbox.
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Beginning an Investigation

Based on the question you are attempting to answer, NetWitness Investigate offers different starting
points: Navigate view (Version 11.5 and earlier), Events view, Legacy Events view (Version 11.3 and
earlier), Hosts view, Files view, Users (Entities) view, and Malware Analysis view.

Specific user roles and permissions are required for a user to conduct investigations in NetWitness. If
you cannot perform a task or see a view, the administrator may need to adjust the roles and permissions
configured for you.

Note:

- The Files and Hosts views are available in Version 11.1 and later (refer to the NetWitness Endpoint
Quick Start Guide and NetWitness Endpoint User Guide for details). Before Version 11.5, these views
were submenu of Investigate.

- The Users view is available in Version 11.2 and later (refer to the NetWitness UEBA Quick Start
Guide and the NetWitness UEBA User Guide for details); in Version 11.4 it is labeled Entities view.
Before Version 11.5, it was submenu of Investigate.

- By default, the Legacy Events view is disabled in Version 11.4, but can be enabled by an
administrator as described in the System Configuration Guide.

- By default, the Navigate view is disabled in Version 11.6 as the Filter Events Panel in the Events
view provides this functionality. To enable the Navigate view, see Configure the Navigate View and
Legacy Events View.

- Specific user roles and permissions are required for a user to conduct investigations and malware
analysis in NetWitness. If you cannot see a view, the administrator may need to adjust the roles and
permissions configured for you.

- The 11.4 Events view is the default view for investigating events. The default workflow for analysts
interacting with events is optimized to limit the need to transition from one view to another. By
combining capabilities that were previously in two distinct workflows, known as Event Analysis and
Events, the analyst has a single workflow for analyzing events. With the new functionality added to the
Events view, the Legacy Events view is no longer needed. By default the previous workflow is not in
the Investigate menu, but an administrator can re-enable it as described in "Configure Investigation
Settings" in the System Configuration Guide.

Focus on Metadata, Raw Events, and Event Analysis

To hunt for events that drive the incident response workflow and to do strategic analysis after another
tool has generated an event, go to Investigate > Navigate, Investigate > Events, or Investigate >
Legacy Events. You can investigate the metadata and raw events for a single Broker or Concentrator. In
each of these views, you can execute a query and filter the results by narrowing the time range and
querying metadata. These topics provide details about beginning an investigation:

¢ Begin an Investigation in the Events View

e Begin an Investigation in the Navigate or Legacy Events View
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Focus on Hosts and Files

To hunt for information on hosts that have the Endpoint agent running, go to Hosts (Version 11.5) or
Investigate > Hosts (Version 11.4). For every host, you can see processes, drivers, DLLs, files
(executables), services, and autoruns that are running, and information related to logged-in users. To
begin an investigation by looking at files in your deployment, go to Investigate > Files. (See the
NetWitness Endpoint User Guide for detailed information.)

Focus on Risky User and Entity Behavior

To discover, investigate, and monitor risky behaviors across all users and entities in your network
environment, go to Users (Version 11.5), Investigate > Entities (Version 11.4), or NetWitness UEBA
(User and Entity Behavior Analytics) . In versions 11.3 and earlier, the menu option is Investigate >
Users. You can detect malicious and rogue users, pinpoint, high-risk behaviors, discover attacks, and
investigate emerging security threats. (See the UEBA User Guide for NetWitness Platform XDR 12.1.0.0
for detailed information.)

Focus on Scanning Files for Malware

To scan files for potential malware, or set up a continuous scan of a service, go to Investigate >
Malware Analysis. Scan results are expressed as four types of analysis: network, static, community, and
sandbox with an indicator of compromise (IOC) rating. There are several other ways to begin working in
Malware Analysis:

* You can begin Malware Analysis from the Malware Analysis dashlets in the Monitor view to quickly
see the riskiest potential threats.

* You can right-click a meta key in the Navigate view, and select Scan for Malware.

See the Malware Analysis User Guide for detailed information.
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Begin an Investigation in the Navigate or Legacy Events View

The Navigate view is the default view for Investigate unless you have selected a different view as your
opening view. This user preference is set on the application level as described in Configuring NetWitness

Investigate Views and Preferences. In the Navigate view and Legacy Events, you are hunting for events
of interest based on a query. In the Navigate view you can also refine results by clicking on meta keys
and meta values. When you find interesting events, you can take a closer look at the event in the other
Investigate views.

To begin an investigation in the Navigate view or Legacy Events view, a service must be specified.

» Investigate opens the Navigate view or the Legacy Events view with the user-specified default service
selected.

* If no default service is currently specified and the service id is not in the URL, Investigate presents a
dialog for selecting the service or collection to investigate.

* When a service is selected manually or by default in the Navigate view or Legacy Events view, you
can change the service or collection to investigate by selecting the service name in the toolbar.
Investigate presents the dialog for selecting the service to investigate.

Note: The Archiver service does not appear in the Navigate view to minimize user experience of slow
performance when performing investigations. The Archiver is available in the Legacy Events view for
log exports and enhanced search capabilities.

With a service or collection selected, Investigate is ready to load data for the service or collection. It is
recommended that you also select a time range so that results load faster. Several settings in the Navigate
view and Legacy Events view Settings dialog or the Profiles > Preferences panel > Investigations tab
affect the loading process: Threshold, Max Values Results, Show Debug Information, Autoload Values,
and Optimize Investigation page loads (see Configuring NetWitness Investigate Views and Preferences).

Note: In the Legacy Events view data loads automatically. If you specified Autoload Values in the
Navigate view preferences, Investigate populates the data automatically. Otherwise, you must select
Load Values. Investigate populates the metadata in the Navigate view Values panel and results become
visible almost immediately.

The rest of this topic provides instructions for beginning the investigation of data on a service.

Note: Only users with the administrator role can create a collection, and only the creator of the
collection is able to investigate a collection.

After loading data in the Navigate or the Legacy Events view, refine results, reconstruct and analyze
events, then download and act upon results (see Refining the Results Set and Reconstructing and
Analyzing Events and Downloading and Acting Upon Results).

Begin an Investigation (No Default Service)

1. Go to Investigate > Navigate or Legacy Events.
The Investigate dialog is displayed.
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nvestigate

Services Collections

¥ Default Service

Mame = Address Type
Concentrator concentrator Concentrator
Decoder decoder Decoder

Log Decoder logdecoder Log Decoder

Cancel Mavigate

Double-click a service or select a service, usually a Concentrator, and click Navigate.
The data loads automatically in the Legacy Events view. If you are working in the Navigate view, the
resulting panel displays the activity for the selected service, but the data is not loaded automatically.

(Recommended) Select a specific time range so that results load faster.

If you want to modify investigation options before loading, you can create or modify a custom
profile, apply a different time range, create or apply a meta group, and perform a custom query as
described Refining the Results Set. You can also modify options at any time during the investigation.

To load data in the Navigate view, click .
The data for the selected service begins loading.
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=  Service Typesenice] (8 values) P
N DNS (6,384) - HTTP (5,719) - OTHER (2,781) - SSL (1,178) - SMTP (672) - SIP (336) - FTP (168) - POP3 (168)
/; Action Event (action] (5 values) bl
get (3,367) - login (1,687) - sendfrom (1,176) - sendto (1,176) - put (504)
With the service selected and data loaded, you are ready to begin analyzing the data.
Set or Clear the Default Service
You can set the default service and clear the default service in the Investigate a Service dialog.
1. Click the service name in the toolbar.
The Investigate dialog is displayed.
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nvestigate

Services Collections

¥ Default Service

MName ~
Concentrator
Decoder

Log Decoder

Addrass
concentrator
decoder

logdecoder

Type
Concentrator
Decoder

Log Decoder

Cancel Mavigate

2. Select a service on the Services grid, and click M Default Service .

The service becomes the default, (indicated by Default in parentheses after the service name).

3. To clear the default service, select the default service in the grid, click M Default Service , and click

Cancel to close the dialog.
No default service is set.

Note: Clicking cancel does not cancel your selection of the default service. It closes the dialog
without navigating to the currently selected service in the grid. Setting a default service that is
different from the service currently being investigated, does not refresh the Navigate view. You
must explicitly select and navigate to a different service.

Begin an Investigation (Default Service Specified)

1. Go to Investigate > Navigate or Legacy Events.

If the Autoload Values setting is set to off, the Navigate view is displayed with the default service
selected, and ready to load data. If the Autoload Values setting is on, the values are loaded as shown
in Step 3. In the Legacy Events view, the data is loaded automatically.
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2. If you want to modify investigation options in the Navigate view before loading, you can create or
modify a custom profile, apply a different time range, create or apply a meta group, and perform a
custom query.

3. When ready, click .

The values for the service are loaded in accordance with the selected options. With the service
selected and data loaded you are ready to begin analyzing the data.

Change the Service or Collection to Investigate

1. In the Navigate view or the Legacy Events view, click the service name at the top of the options
panel.
The Investigate dialog is displayed.

Services Collections

M Default Service

Name =~ Address Type
Concentrator concentrator Concentrator
Decoder decoder Decoder

Log Decoder lagdecader Log Decoder

Cancel Mavigate

2. Double-click a service or select a service and click Navigate. The resulting panel displays the
activity for the selected service.
If the Autoload Values setting is on, the values are loaded as shown in Step 3. Otherwise, the
Navigate view is displayed with the default service selected, and data ready to load. In the Events
view the data is loaded automatically.
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3. When ready, click .

NETWITNESS Investigate Dashboard Reports

NAVIGATE EVENTS MALWARE ANALYSIS

[ENERNLVICIEE ¥ Query © [ Profile ® [ Meta® | "B Total ® .= Descending ® B8 Event Count @ |

B8 Broker s

<

2020 2_2 15:03:00 (+00:00) Last 3 Hours

The values for the service begin loading in accordance with the selected options.

Save Events

admin v

-~ Actions &

06

2020 o3 « 18:02:59 (+00:00)

dny007 1x23U0)

£¥ Options 7 Hide

e TS T e T o

-50105(168) - 57337 (168) - 50004 (6) - 56006 (6)

eeauraaey; aaeiois Ll a i e i o R e Ao A oo s R Ao T

upP UDP Source Port [udp.srcport] (20 of 20+ values) ~

-63317(168) - 63809 (168) - 63810 (168) - 63869 (168) - 63870 (168) - 64911 (168) - 64912 (168) - 65490 (168) ... show more

UDP Target Port [udp.dstport] (3 values)
53 (domain) (6,384) - 443 (https) (1,512) - 444 (1)

ubp

.= . Service Type service] (8 values) L

DNS (6,384) - HTTP (5,719) - OTHER (2,781) - SSL(1,179) - SMTP (672) - SIP (336) - FTP (168) - POP3 (168)
Action Event [action] (5 values)

/; [action] (5 values)

get (3,367) - login (1,687) - sendfrom (1,176) - sendto (1,176) - put (504)

56034 (168) - 56709 (168) - 57851 (168) - 57852 (168) - 57877 (168) - 59519 (168) - 60263 (168) - 61327 (168) - 62115 (168) - 62116(168) - 63167 (168) - 63168 (168)

I e TTOT

With the service selected and data loaded you are ready to begin analyzing the data.

Investigate Workbench Restoration Collections

This procedure enables administrators to select content from an existing collection to reprocess for

further investigation. This applies to Decoders that use Workbench services.

collections that you created.

Note: Only a user with administrative privileges can create a collection, and you can view only those

To reprocess data for further investigation:

1. Go to Investigate > Navigate or Legacy Events.
The Investigate dialog is displayed.
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Services Collections

¥ Default Service

MName ~
Concentrator
Decoder

Log Decoder

Addrass
Concentrator
decoder

logdecoder

Type
Concentrator
Decoder

Log Decoder

Cancel Mavigate

2. Select a workbench service and workbench name that you want to investigate.

3. Click Navigate to perform an investigation on the selected workbench service.
Click Cancel to select a different workbench service to investigate.

The Investigation view is displayed. With the collection selected and data loaded, you are ready to

begin analyzing the data.

Beginning an Investigation
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Begin an Investigation in the Events View

The Events view offers most of the features that are available in both the Navigate view and the Legacy
Events view. Similar to the Navigate view, there is a view into meta keys and meta values for logs,
endpoints, and packets. Like the Legacy Events view, an events list shows events listed in the order by
time, and you can view the raw event, related metadata, and a reconstruction of an event. The Event
reconstruction has some helpful cues to identify points of interest. See Reconstructing and Analyzing
Events.

The following figure shows the initial Events view with some examples of queries and information about
keyboard and mouse interaction. This figure depicts the initial view.

Investigate

122 AND NOT(country.dst = united states"

MOUSE INTERACTIO!

Access the Events View

Several ways to access the Events view are available in Version 11.1 and later.

¢ Go to Investigate > Events or select the Investigate option in the main menu if you have made the
Events view your default Investigate view. The following procedure provides detailed steps.

* Hover over and click a count (the green number after a meta value) in the Navigate view. The Events
view opens with the list of events for the selected drill point, and you can begin working as described
in Analyze Events in the Events View.

* Hover over a count and control-click Open Events in new tab. The Events view opens in a new tab
with the list of events for the selected drill point, and you can begin working as described in Analyze
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Events in the Events View. The following figure is an example of the list of events.

NETWITNESS

EVENTS
Query Profiles ‘ 8 - Broker
04/30/2014 09:38 am 07/08/2022 07:58 am +00:00

10,000 Events A\ Y Filter ‘ 0l RSA Email Analysis
COLLECTION TIME TYPE SERVICE TYPE ORIGINATING... SOURCE IP ADDRESS DESTINATION... TCP DESTINA. DESTINATION, HOSTNAME A. SOURCE COUNTRY DESTINATION, s @
02/10/202202:19:35 pm @
02/10/202202:19:36 pm
02/10/202202:19:36 pm
02/10/202202:19:37 pm
02/10/202202:19:39 pm
02/10/202202:19:39 pm
02/10/2022 02:19:40 pm
02/10/2022 02:19:40 pm
02/10/202202:19:44 pm
02/10/2022 02:19:44 pm
02/10/202202:19:49 pm

02/10/2022 02:19:49 pm

To begin an investigation in the Events view using direct access:

1. Go to Investigate > Events.
The Events view opens with a service selected and no data displayed. A drop-down list offers a list
of available services in alphabetical order. The Select a service field is populated with the first
service in the list or the most recently selected service. By default the list of available services is
retrieved every twelve hours and cached on the NetWitness server. If a service is added or removed
from the NetWitness server before the next time to retrieve, the cache is updated with the latest list of
services. An icon provides the status of the service.

e B and selected service name = The service is selected.
= . . . .
- - Investigate is attempting to connect to the selected service.

o Il = There was an error connecting to the selected service or there is no data in the selected
service. In this state, the service selector control also turns red, and a tooltip explains why the
connection attempt failed and advises you to choose another service.

(Optional) Select a service, usually a Broker or Concentrator, from the drop-down list.

NETWITNESS Investigate esponc € 0s le Dashboard

NAVIGATE C ENTS EVENTS

Query Profiles & adminserver - Broker All Data

2022/05/2412:29p w @ adminserver Broker 2022/07/26 05:47 pm +00:00
Filter Events > o ¢ orid1 - Concentrator |,
1ts A | 100 RSA Email Analysis

» © multianaly
£ Meta Group ‘ 10N TIME TYPE SERVICE TYPE ORIGINATING... SOURCE IP AD.. DESTINATION...  TCP DESTINA.. DESTINATION..  HOSTNAME A...

Other Services 22/05/24 12:29:40 pm systemtestuseca

22/05/24 12:29:40 pm

systemtest.useca...
Destinatior
> dst ] o D22/05/24 12:29:40 pm

systemtest.useca.

 Destin| @ Packethybrid - Concentrator h22/05/24 12:29:40 pm U

® w

© packethybrid ‘ 22/05/24 12:29:51 pm

2022/05/2412:29:51 pm

2022/05/2412:29:51 pm

Hostname Aliases
2022/05/2412:29:51pm
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The time range selector shows either the default time range of 24 hours, or the time range that you
last selected for this service. The or Query Events button becomes active and you can create
filters. If you launch a query without creating filters, the selected time is used.

(Optional) Edit the time range as described in Filter Results in the Events View.

04/30/2014 09:38am - 07/08/2022 07:58am v

Last 5 Minutes
Last 10 Minutes
Last 15 Minutes
Last 30 Minutes
Last 1 Hour
Last 3 Hours

Last 6 Hours

Custom Range

Recent Time Ranges

The selected time range is stored in your browser for this service; you can set different time ranges
for different services.

4. Create a query that consists of one or more filters that contain a meta key, operator, and optional
value. See Filter Results in the Events View for details on creating queries.

5. When ready to submit the query, click &8 or Query Events.
The Events view displays the data for the selected service, time range, and query, in accordance with
permissions assigned to your role by the administrator. You are ready to begin analyzing the data.
Refer to Examine Event Details in the Events View and Analyze Events in the Events View to learn
how to work in the Events view.
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Refining the Results Set

When conducting an investigation, results load faster and it is easier to find what you are looking for if
you refine the results to get a smaller number of results. In addition, limiting the time range and
submitting a good query gives you more relevant results to answer the question at hand. Use a
combination of the methods described in the rest of this section to get the information you need quickly.

Use Meta Groups to Focus on Relevant Meta Keys

Use Columns and Column Groups in the Events List

Use Query Profiles to Encapsulate Common Areas for Investigation

Filter Results in the Events View

Filter Results in the Navigate View

Filter Results in the Legacy Events View

Create a Query in the Navigate and Legacy Events Views

View and Modify Queries Using URL Integration

Search for Text Patterns in the Navigate and Legacy Events Views
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Use Meta Groups to Focus on Relevant Meta Keys

A meta group combines selected meta keys and meta entities into a group to show only data in which the
meta keys and meta entities were found. In the Navigate view and the Version 11.5 and later Events
view, you can use meta groups to filter data displayed in the Navigate view (Values panel) and the
Events view (Filter Events panel). The same shared meta groups are available for use in both views.
Private meta groups created in the Events view are not available for use in the Navigate view or in query
profiles in the Legacy Events view.

Note: In the Navigate view and Legacy Events view, you can manually add non-indexed meta keys (or
keys that are not in the index at all) to a meta group or column group. The non-indexed meta keys are
fully available (manageable and displayable) in the Navigate view and Legacy Events view, but only
partially (displayable in the Filter Events panel) in the Events view. The Events view (Filter Events
panel) can display data for non-indexed meta keys that are already included in a meta group, but you
cannot add non-indexed meta keys while you are editing a meta group. The non-indexed meta keys in
a column group do not display data in a column and new non-indexed meta keys cannot be added to a
column group in Events view.

With a meta group in effect during an investigation, the information in the Values panel or the Filter
Events panel shows only the meta keys in the selected group. When you open a Parallel Coordinates
visualization in the Navigate view, the meta keys and meta entities in a group appear as axes from left to
right. It may be useful to create two versions of each custom meta group; one for analysis of meta values
and one for creating a parallel coordinates chart focusing on a smaller subset of the same use case.

A fresh installation of NetWitness includes built-in meta groups to help you find interesting data sets in
Investigate. The built-in meta groups can be duplicated but cannot be edited or deleted. You can also
create your own groups and edit a copy of a built-in group to create a custom group.

All groups in the Navigate view are shared and visible to all users of a service; you can export a group
for import to any service, limited by the available meta keys for that service. In the Version 11.5 Events
view Filter Events panel, you can create both shared and private custom meta groups; only the shared
groups are visible and usable in the Navigate view.

Live Meta Groups

In 11.6 and later, NetWitness supports deploying the investigate content from live. The meta groups are
categorized as RSA Groups (RSA Live content and RSA OOTB Groups), and Shared Groups. The
content deployed from Live are marked by the live symbol @). The content is displayed in a folder
structure. The groups are displayed as non-editable folders and sub-folders. The number inside () depicts
the number of contents inside a folder and > symbol helps you to drill down inside the folder.
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Filter Events

S MetaGroup ™ 1% Ordering v

< RSAGroups (9)

5 Default Meta Keys

5 RSA Email Analysis

3 RSA Endpoint Analysis

S RSAHTTP

5 RSA Malware Analysis

5 RSASSL/TLS

%) RSA Threat Analysis

3 RSA User & Entity Behavior Analysis

RSA\Aleh Anahcic

Built-In Meta Groups

NetWitness has built-in meta groups, prefixed with RSA, that are available immediately after installation.
The built-in meta groups are useful to focus an investigation on common use cases and to support threat
detection using the RSA Hunting Pack. You can copy these groups, give the copy a new name, then edit
the copy. These are the built-in meta groups:

* RSA Email Analysis includes meta keys that outline email interactions.

¢ RSA Endpoint Analysis contains meta keys that provide insight on processes, files, users, and
connections from NetWitness Endpoint (NWE) hosts.

¢ RSA Malware Analysis includes meta keys that mark indicators of compromise in files contained in
events.

e RSA HTTP includes meta keys that provide insight into outbound web traffic.
* RSA SSL/TLS includes meta keys that focus on encrypted web traffic.
* RSA Threat Analysis includes meta keys that mark potential threats in the data set.

e RSA User & Entity Behavior Analysis includes meta keys that encompass all the meta keys to
analyze user and entity behavior.

* RSA Web Analysis includes meta keys that mark anomalies in web traffic.

Default Meta Keys Group (Version 11.5 Events View)

The Default Meta Keys meta group is a special type of built-in meta group that consists of all the meta
keys for the currently selected service, returned in the order of appearance in the index file for the
service. Unlike the other built-in meta groups, you cannot copy this group and you cannot see which
keys are included when you view information in the Meta Group Details dialog; instead, a message in
the Details dialog explains that the group includes all meta keys for the selected service The Default
Meta Keys group is always at the top of the list in the Meta Groups menu.

The Default Meta Keys group is used to select meta keys shown in the Filter Events panel when no meta
group has been selected and none exists in local storage. You can also select this group as you would any
other group. When using the Default Meta Keys group in the Filter Events panel, only the first 30 meta
keys with values are open and the remaining are closed.

Refining the Results Set 59



Investigate User Guide

Custom Meta Groups

You can create custom meta groups to support scenarios that you use frequently while working in
Investigate. When an administrator adds custom meta groups manually by editing the custom index file
for a service, the new meta groups become available to use in meta groups after the service is restarted.
Custom meta groups can be shared or private . Shared meta groups are available globally within your
organization in the Navigate view and in the Filter Events panel. If you edit a shared custom meta group,
your changes are applied globally. If you delete a shared custom meta group, the group is deleted and no
longer available for all analysts. The Navigate view supports only shared groups. When you create
custom meta group in the Events view, you can choose to share it or you can keep it private (default);
you cannot change a shared group to private or a private group to shared.

Note: Private custom meta groups created in the Events view are not visible or usable in the Navigate
view.

Icons identify the group type in the Meta Groups menu. These are examples of each type of custom meta
group with the edit icon displayed at the end of the row.

@©) Private Group 1 V4 Shared Group A V74

While the functionality of meta groups is similar in the Navigate view and the Events view, the user
interface and some of the procedures are different. The following figures illustrate the (Events view)
Create Meta Group dialog and the (Navigate view) Manage Meta Groups dialog.

CREATE META GROUP

GROUP NAME

SHARING

O Sharewithmyor, on (this will not be private)

DISPLAYED META KEYS.

Add ameta key from the list below

AVAILABLE META KEYS
access.point Access Point
accesses Accesses

action Action Event

ad.computer.dst
ad.computer.src

@  addomain.dst

@) addomain.src

ad.username.dst

Active Directory Workstation ...
Active Directory Workstation ...
Active Directory Domain Desti...
Active Directory Domain Source
Active Directory Username De...

e ——

Manage Meta Groups
+-B &»

1 Group Name ~
] RsAEma
] RSA Endp:

O RsAMalware Analysis
[ RsA Outbound HTTP

] RSA Outbound SSLTLS

[ RsAQuery Hosts

O RsAQuerylPs

[ RsA Query Mail

[J RSA Query Users

] RsAThreat Analysis

] RSA User & Entity Behavior Analysis

[] RsAWeb Analysis

Using options in the Events view Meta Groups menu (Version 11.5 and later) , you can:
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e Select a meta group to apply.
* See the details of a meta group.
e Create, edit, and delete custom meta groups.

e Copy and edit the copy of a built-in or custom meta group.

Using options In the Navigate view Manage Meta Groups dialog, you can do all of the above as well as
import and export a meta group.

The rest of this topic provides instructions for working with meta groups in the 11.5 Events view and the
Navigate view.

Work with Meta Groups in the Events View (Version 11.5 and Later)

After the upgrade to Version 11.5 or later, all of the existing meta groups -- both built-in and custom --
are available for filtering events in the Filter Events panel. The meta group selection persists between
logins unless browser cache is cleared.

View the Meta Keys in a Meta Group
To view details of a meta group:

1. Go to Investigate > Events and click &8 to load events.
The events for the default service and the default time range are loaded in the Events panel.

2. To display the Filter Events panel, click above the Events panel.
The Filter Events panel opens to the left of the Events panel.

3. To display the Meta Groups menu, click the Meta Groups menu title. The menu title is either Meta
Group: Default Meta Keys or Meta Group: <currently selected meta group>. If this is your first visit
after logging in, the Default Meta Key group is selected; any subsequent visits use the meta group
selected in the previous session. If the selected meta group from the previous session is deleted, the
Default Meta Keys group is selected when you log in. When opened, the menu displays a list of
built-in meta groups (RSA), shared custom meta groups, and your private custom meta groups.
Above the list, visibility options and a filter make it easier to find a particular meta group.

£ Meta Group v

< RSA Default Groups (9)

%) Default Meta Keys
RSA Email Analysis
RSA Endpoint Analysis

3 RSAHTTP

4. (Optional) To filter the listed meta groups by name, type some text in the Filter Meta Groups field.
The list is updated to show only the group names that contain the exact text.
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5. Hover over the meta group name and click the information icon (.) to see which meta keys are

included in the group.

The figure on the left shows the columns for the RSA HTTP meta group. The figure on the right

shows the columns for the Default Meta Keys meta group.

META GROUP DETAILS

GROUP NAME
RSAHTTP

SHARING
Shared
DISPLAYED META KEYS
did
medium
direction
service
alias.host
ip.src
ip.dst
alias.ip
org.src
org.dst
country.src
country.dst
domain.src

META GROUP DETAILS
GROUP NAME

Default Meta Keys
SHARING

Shared

DISPLAYED META KEYS
sessionid

size

payload

medium

eth.src

eth.dst

eth.type

ip.proto

ip.src

ip.dst

ipvé.src
ipvé.dst
tcp.srcport

6. Do one of the following.

Decoder Source
Medium

Traffic Flow Direction
Service Type
Hostname Aliases
Source IP Address
Destination IP Address
IP Aliases

Source Organization

Destination Organization

Source Country
Destination Country

Source Domain

Session ID

Data Size

Payload Size

Network Medium
Ethernet Source Address
Ethernet Destination Address
Ethernet Protocol

IP Protocol

Source |IP Address
Destination IP Address
Source IPv6 Address
Destination IPv6 Address
TCP Source Port

a. To close the dialog, click Close.

b. If you want to apply the meta group, click Select Meta Group.

Hidden
Hidden
Hidden
Hidden
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto
Auto

The dialog closes and the Filter Events panel is updated to reflect the meta keys in the selected

meta group.
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Select a Meta Group

1. With the Filter Events panel open in the Version 11.5 Events view, click the Meta Groups menu
title.
The menu drops down to display a list of meta groups and folders with a filtering option and a New
Meta Group option. The list is sorted alphabetically and the name of the selected meta group is
displayed in the menu label. This figure shows the menu after RSA HTTP was highlighted, but not
selected.

= MetaGroup v

< RSA Default Groups (9)

Default Meta Keys

% RSA Email Analysis
RSA Endpoint Analysis

% RSAHTTP
RSA Malware Analysis
RSASSL/TLS

1 RSA Threat Analysis

RSA User & Entity Behavior Analysis
RSA Web Analysis

New ta Group

2. Do one of the following:
a. If the highlighted group is the one you want to apply, press ENTER.

b. Begin typing text in the Filter Meta Groups field to search for a meta group name. As you type,
the list is filtered to show only the meta group names that contain that string.
When you see the group that you want to apply, click it or use the down or up arrow to highlight
it, then press ENTER.
The Filter Events panel is refreshed to include only meta keys in the selected meta group, and the
menu title includes the selected group name. Your selection persists when you navigate away
from the Events view.

Note: If a meta key in a meta group is not part of the selected service, it does not appear in the
Filter Events panel or in the Events panel.

Create a Custom Meta Group

Custom meta groups must have a unique name up to 80 characters in length, and must have at least one
meta key. If any other meta group has the name you type, whether shared or private, a message informs
you that you need to use a different name. The Save Meta Group button is enabled when these criteria
have been met. You can adjust the order of meta keys in a group by dragging keys in the Displayed Meta
Keys list.

You can also set the initial view of each meta key: Open, Closed, Hidden, or Auto (the default setting).

Note: You can also set the desired value for all meta keys at once. Make a note that changing the
value of all meta keys might impact the performance.
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When set to Auto, the meta key is automatically loaded only if it is indexed, and non-indexed meta
keys are Closed until opened manually. If you change the default view for a group of meta keys to
Open and some of the meta keys are non-indexed, the non-indexed meta keys revert to Auto.

Open meta keys are listed in the Filter Events panel, and the values are loaded.

Closed meta keys are listed in the Filter Events panel, but the meta values are not loaded until you
open the meta key.

Hidden meta keys are not listed in the Filter Events panel at all. This is useful if you are using a single
meta group for multiple purposes instead of creating several meta groups; you can turn off certain
keys off without removing them from the meta group. You can also use the Hidden view when testing
out some new keys or if you want to prepare a meta group with some new meta keys that are not yet
available and would error out if in an Auto, Open, or Closed state.

1. With the Filter Events panel open in the 11.5 Events view, click the Meta Groups menu title.
The menu drops down to display a list of meta groups and folders with the Filter Meta Groups field
at the top and the + New Meta Group and Folder icon option at the bottom.
Filter Events >
= Meta Group v/
@ RSA Groups (9)
«$ Shared Groups (1)
© Custom
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2. Select + New Meta Group.
The Create Meta Group dialog is displayed.

Meta Group: Default Meta Keys
®

CREATE META GROUP

GROUP NAME

¥ Filter meta

DISPLAYED META KEYS
Add a meta key from the list below

AVAILABLE META KEYS
@ access.point Access Point
Accesses
Action Event
.computer.dst Active Directory Workstation Destination
.computer.src Active Directory Workstation Source
. domain.dst Active Directory Domain Destination

.domain.src Active Directory Domain Source

3. In the Group Name field, type a unique name (maximum length of 80 characters) for the new meta
group, for example, Custom Meta Group A.

4. If you want to share the new meta group with your organization, set the Share with my
organization option.

5. To add a meta key to the meta group, select and add each meta key as follows:

a. Type a text string in the Filter meta keys field and look for meta keys that contain that text in
the Available Meta Keys list.

b. When you see the meta key that you want to add, click the add icon that precedes the meta
key name.
The meta key is added to the end of the Displayed Meta Keys list. (This list is also filtered using
the text you typed.) The maximum number of meta keys in a meta group is 500. If you attempt to
add another meta key when 500 are already included in the Displayed Meta Keys list, a message
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10.

advises you that the group has the maximum number of meta keys.

CREATE META GROUP |

AME

Meta Group A

action Action Event
haost.all All Hostname Keys

Service Type

Access Point

ACcesses
ad_ computer.dst Active Directory Waorkstation ...
ad.computer.src Active Directory Workstation ...
ad.domain.dst Active Directory Domain Desti...

ad domainsrc Active Directory Domain Source

Save Meta Group

(Optional) Next to each meta key, choose the initial view for the meta key: Open, Close, Hidden, or
Auto.

(Optional) To find and remove a meta key from the meta group, type a text string in the Filter meta
keys field and look for meta keys that contain that text in the Displayed Meta Keys list. When you

see the meta key that you want to remove, click the remove icon ( .) that precedes the meta key
name in the Displayed Meta Keys list.
The meta key is moved back to the Available Meta Keys list.

(Optional) To change the order of the displayed meta keys in the Displayed Meta Keys list, place the

cursor over the list order icon (-). When the cursor changes to the drag and drop icon ), drag
the meta key up or down in the list.

Do one of the following:
a. To close the dialog without creating the custom meta group, click Cancel.

b. To create the group, click Save Meta Group.
The new meta group is saved. If the new group is shared, it becomes available for all analysts. If
it is private, only you can use the meta group. The buttons change to Done and Select Meta
Group.

Do one of the following:
a. To close the dialog, click Done.

b. To close the dialog and select the new meta group, click Select Meta Group.
The new group is added to the Meta Groups menu (in alphabetical order), and if you clicked
Select Meta Group, the Filter Events panel is updated to show the meta keys and values in the
new meta group.
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Delete a Custom Meta Group

You can delete any custom meta group, shared or private, that is not currently applied in the Events list
and not used in a query profile. When you click the Delete button, a confirmation message allows you to
confirm or cancel the deletion. If a meta group is being used in a query profile, the Delete button is
disabled and a message identifies the query profile in which the meta group is used. The built-in meta
groups are read only, and cannot be deleted.

Caution: When you delete a shared meta group, the effect is global and the group is no longer
available to any analyst.

To delete a custom meta group

1. With the Filter Events panel open in the 11.6 Events view, click the Meta Group menu title.
The menu drops down to display a list of meta groups and folders with the Filter Meta Groups field
at the top and the + New Meta Group option at the bottom.

S Meta Group

< RSA Default Groups (9)

Default Meta Keys
RSA Email Analysis
3 RSA Endpoint Analysis
) RSAHTTP
RSA Malware Analysis
3 RSASSL/TLS
RSA Threat Analysis
RSA User & Entity Behavior Analysis

3 RSA Web Analysis

2. To delete a meta group, highlight a custom meta group and click the edit icon (ﬁ) to the right of the
name.

3. The Meta Group Details dialog opens with the details for the selected group displayed.

META GROUP DETAILS
GROUP NAME

RSAHTTP Custom
SHARING
Private
W Hil

DISPLAYED META KEYS

did Decoder Source
medium Medium

direction Traffic Flow Direction
service Service Type
alias.host Hostname Aliases
ipsrc Source IP Address

ip.dst Destination IP Address

alias.ip IP Aliases

Source Organization
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4. Click the delete group icon (i).
If the meta group is currently in effect, the following message is displayed: This meta group
cannot be deleted because it is currently active.
In Version 11.5, a confirmation message gives you the opportunity to confirm or cancel the deletion.
Click Cancel or Delete Meta Group.
The group is deleted and removed from the Meta Group menu. The meta group no longer appears
anywhere for any analyst working in Investigate.

Edit a Custom Meta Group

You can edit a shared custom meta group, your own private meta group, a copy of a built-in meta group
or a copy of live meta groups.

1. With the Filter Events panel open in the 11.5 Events view, click the Meta Group menu title and
highlight the meta group that you want edit. This figure shows private column group RSA HTTP
Custom highlighted with the edit icon is displayed to the right.

S Meta Group v 1% Ordering v

@ RSA Groups (9)

«3 Shared Groups (1)
Custom

© RSAHTTP Custom

© RSAHTTP-1

+ New Meta Group

2. Click the edit icon ().
The Meta Group Details dialog is displayed so that you can edit the location. You can add or delete
meta keys and rearrange the order of the meta keys in the list.

META GROUP DETAILS
GROUP NAME

RSAHTTP Custom

SHARING
Private

v

DISPLAYED META KEYS

did Decoder Source
medium Medium

direction Traffic Flow Direction
service Service Type
alias.host Hostname Aliases
ip.src Source IP Address

ip.dst Destination IP Address

alias.ip IP Aliases

Source Organization

5 Auto

3. (Optional) In the Group Name field, edit the name and location of the meta group.
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4. (Optional) To add a meta key to the meta group, select and add each meta key as follows:

a. Type a text string in the Filter meta keys field and look for meta keys that contain that text in
the Available Meta Keys list. Or just scroll through the list to find the meta key. For example,

META GROUP DETAILS
GROUP NAME

RSAHTTP Custom

SHARING
Private

Y port

DISPLAYED META KEYS

tep.srcport
tcp.dstport
udp.srcport
udp.dstport

AVAILABLE META KEYS

(& capture.port

@ dtransport

@ ipdstport
@ ip.srcport

type port in the Filter meta keys ficld.

TCP Source Port
TCP Destination Port
UDP Source Port
UDP Target Port

Capture Interface
Translated Destination Port
Destination Port

IP Source Port

Auto

Auto

Auto

Auto

i
b. When you see the meta key that you want to add, click the add icon that precedes the meta

key name.

5. (Optional) To find and remove a meta key from the meta group, type a text string in the Filter meta
keys field to look for meta keys that contain that text in the Displayed Meta Keys list, or simply
scroll through the list. When you see the meta key that you want to remove, click the remove icon (

.) that precedes the meta key name in the Displayed Meta Keys list.
The meta key is moved back to the Available Meta Keys list.

6. (Optional) To change the order of the displayed meta keys in the Displayed Meta Keys list, place the

cursor over the list order icon (!). When the cursor changes to the drag and drop icon ), drag
the meta key up or down in the list.

7. Do one of the following:

a. To close the dialog without saving the changes to the custom meta group, click Reset.

b. To save the edits to the meta group, click Update Meta Group.
The updated meta group is saved, and the dialog is closed.
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Copy a Meta Group (Version 11.5 and Later)

You can copy any meta group, built-in or custom, Live meta group, shared or private, as long as it does
not have unsaved edits in progress. This is useful when you want a customized version of a built-in
group. Also since you cannot change a custom group from private to shared or from shared to private,
creating a copy allows you to select a different Sharing setting. When you copy a meta group, the same
name is used with a number appended. For example, if you copy RSA HTTP twice, the first copy is
named RSA HTTP-1, and a second copy is named RSA HTTP-2. After you copy the group, you can edit
the copy to give it a new name and manage meta keys in the group.

Note: Some meta groups created in the Legacy Events view may have more 500 meta keys, which is
above the limit for meta groups in the Events view. If you copy a group with more than 500 meta keys,
you must remove the excess meta keys when you edit the meta group.

To copy a meta group:

1. With the Filter Events panel open in the 11.6 Events view, click the Meta Group menu title.
The menu drops down to display a list of meta groups and folders.

2. Highlight the meta group that you want copy.

If you highlighted a built-in meta group, the information icon (.) is displayed to the right. If you
highlighted a custom meta group, the edit icon (ﬁ)is displayed to the right. This figure shows RSA
HTTP highlighted.

£ Meta Group

< RSA Default Groups (9)
3 Default Meta Keys
5 RSA Email Analysis
3 RSA Endpoint Analysis
% RSAHTTP
3 RSA Malware Analysis
3 RSASSL/TLS
3 RSA Threat Analysis
3 RSA User & Entity Behavior Analysis
5 RSA Web Analysis

New Meta Group

3. Do one of the following:
a. Click the information icon (.).
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b. Click the edit icon ().
The Meta Group Details dialog is displayed. This figure shows the dialog for a built-in group.

META GROUP DETAILS

GROUP NAME
RSAHTTP

SHARING
Shared

DISPLAYED META KEYS

did Decoder Source
medium Medium

direction Traffic Flow Direction
service Service Type

alias.host Hostname Aliases
ip.src Source IP Address
ip.dst Destination IP Address
alias.ip IP Aliases

org.src Source Organization

org.dst Destination Organization

country.src Source Country

country.dst Destination Country
domain.src Source Domain

4. Click the Copy icon (@).
The Copy Meta Group dialog is displayed with a -n appended to the original meta group name.
COPY META GROUP

GROUP NAME
RSAHTTP-1

SHARING
[0 Share with my organization (this will not be private)

5. (Optional) In the Group Name ficld, edit the name and location of the meta group.

6. Do one of the following:
a. To close the dialog without copying the group, click Cancel.

b. To save the copy of the meta group, click Save Meta Group.
The copy of the meta group is saved, and the Meta Group Details dialog for the copied group is
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displayed.
META GROUP DETAILS

GROUP NAME
RSAHTTP-1

SHARING
Private

¥ et

DISPLAYED META KEYS

did Decoder Source
medium Medium

direction Traffic Flow Direction
service Service Type

alias.host Hostname Aliases
ip.src Source IP Address
ip.dst Destination IP Address
alias.ip IP Aliases

Src Source Organization

Open
Auto
Auto
Auto
Auto
Auto
Auto
Auto

Auto

Select Viewf...

7. Do one of the following:
a. To close the dialog without editing, click Close.
b. To close the dialog and select the copy of the meta group, click Select Meta Group.
The group is added to the Meta Group menu. The figure below has a private copy of the RSA
HTTP meta group.
@ RSA Groups (9)
% Shared Groups (1)
© Custom
© RSAHTTP-1
w Meta Group
Meta Group Folders
Users can create editable Shared and Private group folders. The contents of a private group folder
and their contents are displayed outside RSA Groups and Shared group folders. For example, the
below image shows private content below the Shared Groups folder.
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@ RSA Groups (11)

3 Shared Groups (1)

© FolderMG-0-TOCopy (0)

© FolderMG-0-TOCopy-copy (1)
@ a

ed

abcd has the name for testing. process it is here to...

This section describes how to add, edit, import, export, copy, and delete custom meta groups and
folders.

Create a Meta Group Folder
You can create meta group folders as shared and private folders. And, if the folder name already
exists then you are prompted to provide a unique name.

1. With the Filter Events panel open in the Events view, click the Meta Groups menu title. The
menu drops down to display a list of meta groups and folders.

2. Click .
The Create Folder dialog is displayed.

CREATE FOLDER

FOLDER NAME

00:00:00:00:00:00

= Ethernet Pre

3. In the Folder Name field, type a unique name for the new meta group folder.

4. Click Create Folder.

Edit and Move Meta Group Folder

After you create a meta group folder you can edit or move it, however the folders inside RSA Groups

(RSA Live content and RSA OOTB Groups) cannot be edited and moved. The folders inside private and

shared folders can be edited and moved only within their respective groups. For example, you cannot
move a shared folder into a private folder and vice-versa.

1. With the Filter Events panel open in the 11.6 Events view, click the Meta Group menu title and
highlight the meta group that you want edit.
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2. Click E.
The Edit Folder dialog is displayed.

EDIT FOLDER

FOLDER NAME
'123:

LOCATION
Top Level (Private)

| Cancel

3. In the Folder Name ficld, type a unique name for the meta group folder.

4. Select the location of the folder to be edited.
5. Click Update Folder.

Copy Meta Group Folder

Users can copy any type of meta group folders namely - RSA , Shared and Private. However, by default
for RSA groups copy folder will create a copy in the private section (root level) but can change the
location of the folder to a shared folder or any other private folder. The meta group can be copied by

clicking the clone icon (E). After copying, the meta group folders are displayed selected location
(Shared or Private category). You can hover over on the copied item to view a tooltip that indicates the
path from which the meta group has been copied. In case you need to search for a specific meta group,

you can type the name of the meta group in the filter field (ﬁ) at the folder level and the meta group
will be filtered from the selected folder.

Filter Events

COPY FOLDER

FOLDER NAME

LOCATION

&3 Shared Groups

Cancel Copy Folder

Copying Meta Group Private or Shared Folders

You can copy meta group folders from RSA groups to private and RSA groups to shared, private to
shared, private to private, shared to shared and shared to private groups. When you copy a folder the
content inside it gets copied except the sub-folders. When you copy a private folder into a shared folder,
the folder and its content no longer remain private.

1. With the Filter Events panel open in the Events view, click the Meta Group menu title. The menu
drops down to display a list of meta groups and folders.

2. Select a folder you want to copy.
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3. Click edit E4 and then click copy .

META GROUP DETAILS

GROUP NAME
folder1-2

LOCATION

© Top Level (Private)

Y’ Filter 3y keys
Select View for All i

DISPLAYED META KEYS

payload Payload Size Auto
medium Network Med... Auto
size Data Size Auto

sessionid Session ID Auto

AVAILABLE META KEYS
® time Time
® eth.src Ethernet Source Address
® eth.dst Ethernet Destination Address

The Copy Folder dialog is displayed.

|

COPY FOLDER

FOLDER NAME

folder1-2

LOCATION

© Top Level (Private)

Copy Folder

4. In the Folder Name field, type a unique name for the new meta group folder.

5. Select the location of the folder to be copied.
6. Click Copy Folder.
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Copy Meta Group Folder Deployed from Live

You can copy meta group folder deployed from Live located under RSA Groups category to any other
location like Shared groups or to a private folder.

1. With the Filter Events panel open in the Events view, click Meta Group menu title. The menu drops
down to display a list of meta groups and folders.

2. Click on RSA groups and select a Live Meta Group folder you want to copy.

3. Click and the click copy m

META GROUP DETAILS

GROUP NAME

test1-3

SHARING

Shared

DISPLAYED META KEYS

did Decoder Source Open
medium Medium Auto

direction Traffic Flow Direction Auto

service Service Type Auto

alias.host Hostname Aliases Auto
ip.src Source IP Address Auto
ip.dst Destination IP Address Auto
alias.ip IP Aliases Auto

org.src Source Organization Auto
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The Copy Folder dialog is displayed.

= MetaGroup v 13 Ordering v COLLECTION TIME

COPY FOLDER

FOLDER NAME

test1-3

LOCATION
g Shared Groups

4. Select the location of the folder to be copied.

5. Click Copy Folder.
The folder and the first level contents are copied, sub-Folders are not copied. The copied Meta Group
Folder and its contents are displayed as the original meta group name appended with a -n .

Delete Meta Group Folder

If you don't want to retain a folder you can delete it. However, once the folder is deleted it cannot be
retrieved.

1. With the Filter Events panel open in the Events view, click the Meta Group menu title. The menu
drops down to display a list of meta groups and folders.

2. Select a folder to be deleted.

3. Click edit .
The Edit Folder dialog is displayed.

S MetaGroup v | | l# Ordering v ‘

EDIT FOLDER
FOLDER NAME
123:

LOCATION
Top Level (Private)

Cancel
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4. Click delete Il
A warning message is displayed to confirm the action.

1¢ Event Count ( Descending by Total Count) v

DELETE META GROUP

Are you sure you would like to delete 123?

Delete Meta Group

5. (Optional) Select the checkbox, if you want to delete the folder along with all the contents inside the
selected folder.
If you do not select the checkbox, then the content will be moved to the parent folder after the
required folder is deleted.

6. Click OK to delete.

Work with Meta Groups in the Navigate View

Create a Meta Group and Add Meta Keys

1. While investigating a service in the Navigate view, select Meta > Manage Meta Groups in the
toolbar.
The Manage Meta Groups dialog is displayed. Initially only built-in groups are configured for a
service and listed under Group Name. If other custom groups have been configured, they are also
listed under Group Name.
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Manage Meta Groups

+ - B = 2

Group Name ~

RSA Email Analysis
RSA Endpoint Analysis
RSA HTTP

RSA Malware Analysis
RSA SSL/TLS

RSA Threat Analysis

RSA User & Entity Behavior Analysis

O 00000000 d

RSA Web Analysis

Close
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2. In the toolbar at the top of the Meta Groups list, click + .
The form to the right opens for editing.

Manage Meta Groups

Meta Keys
+ =

Display Name

{ —
- —

3. Type a name for the new meta group in the Name field.

4. In the Meta Keys toolbar, click + .

Key Mame

k + button to select Meta Keys

The Available Meta Keys dialog is displayed, with keys in alphabetical order.

View

Save and Apply
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Available Meta Keys

Filter X

0 Display Name ~ Meta Key
O ipvd.whatever ipvd.whatever
[l ipvb.whatever ipvE.whatever
O textwhataver text.whatever
[1 macwhatever mac.whatever
(] uintBwhatever uint8.whatewv...
(1 uintl6.whatever uint16.whate...
[] fleat32.whatever float32.wharte...
1 timewhatever time.whatever
(] uint32.whatever uint32.wharte...
[l kig_thread kig_thread
] device.type.id device.type.id
I_I pwent. car pwent. car

Add

To filter the list of meta keys, type a word or phrase in the Filter field and press Enter.
The list displays matching meta keys based on a case-insensitive search. Delete the filter text and

press Enter to remove the filter.

6. To select individual meta keys to include in the meta group, select the checkboxes. To select all meta

keys, select the checkbox in the title bar and click Add.
The selected meta keys are added to the meta keys list.

7. (Optional) If you want to change the order in which the meta keys load and are listed in an
investigation, click and drag one or more meta keys to a new position.

8. To finish creating the meta group do one of the following:

a. To save the meta group, click Save.
The group is created and available for use.

b. To save and apply the meta group to the current Investigation view, click Save and Apply.
The group is created and applied immediately to the current Investigation view.

9. Click Close.
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Copy and Edit a Meta Group
If you want to customize a built-in meta group, you need to duplicate the group and then edit the
duplicate.
1. Select a built-in meta group from the Manage Meta Groups list and click l'l__—;'l .
The form to the right opens for editing with all of the meta keys as they are in the built-in group.

Manage Meta Groups

Name

|RSA Email Analysis 3

Meta Keys
- -
Display Name Key Name
Service Type service
Originating IP Address orig_ip
Source IP Address ip.src
Destination IP address ip.dst
TCP Destination Port tep.dstport
Destination Port ip.dstport
Hostname Aliases alias.host
Source Country country.src
Destination Country country.dst
Source Organization org.src

Destination Organization org.dst

Close Cancel Save and Apply

2. Enter a name for the new group and continue editing as described in "Edit a Meta Group" below.

Edit a Custom Meta Group

1. Select a custom group from the Meta Groups list.
The form to the right opens for editing.
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W

4

92

Manage Meta Groups

+

Q| O

O oo oodgao

-B &

Group Name ~

RSA Email Analysis

RSA Endpoint Analysis

RSA HTTP

RSA Malware Analysis

RSA SSL/TLS

RSA Threat Analysis

RSA User & Entity Behavior Analysis

RSA Web Analysis

laad

Name

RSA Email Analysis

Meta Keys

Display Name

Service Type
Originating IP Address
Source IP Address
Destination IP Address
TCP Destination Port
Destination Port
Hostname Alias Record
Source Country
Destination Country
Source Organization

Destination Organization

Key Name
service
orig_ip
ip.src
ip.dst
tcp.dstport
ip.dstport
alias.host
country.src
country.dst
org.src

org.dst

View

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Close

. (Optional) Edit the Name of the group.

v

. (Optional) Add new meta keys, as described above in "Create a Meta Group and Add Meta Keys."

. (Optional) To set the order for the keys, drag and drop one or more keys.

. (Optional) To change the initial view of a meta key, click ﬁ " and choose one of the possible

views.
When you modify the meta group, you cannot set the key to OPEN. If you change the default view
for a group of meta keys to OPEN and some of the meta keys are non-indexed, the non-indexed meta
keys revert to AUTO. As a result, the meta key is automatically loaded only if it is indexed, and non-
indexed meta keys are CLOSED until opened manually.

The value for the initial view is displayed in the View column.

6. To save, the changes, click Save.

7. To apply the changes to the current Navigate view, click Save and Apply.
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Delete a Meta Group

1. In the Meta Groups list, select the group to be removed.

2. Click —.
A confirmation dialog provides an opportunity to cancel or complete the request.
3. Click Yes.

The meta group is deleted. When you close the window, if the deleted group was the currently
applied meta group, it is removed and the default meta keys are used to build the view.

Export a Meta Group

User-defined meta groups are created on individual services. To make meta groups available to another
service, you must export them to your local file system. To export one or more meta groups:

1. In the Meta Groups list, select one or more groups to be exported.

2. Click — .
The selected groups are downloaded to your local file system as a MetaGroups.jsn file. Every
download of meta groups has the same name with a numeral appended to avoid overwriting previous
downloads.

Import a Meta Group

To make user-defined meta groups from another service available to the currently investigated service,
you must import the MetaGroups . jsn file from the local file system. When you import meta groups, an
error message is displayed if any of the groups are already present. To import a group that is a duplicate,
you must first delete the existing group. If you want to delete a meta group, it cannot be in use by a
profile.

To import meta groups

&
1. In the Meta Groups list, select a file to import and click .
The selection dialog is displayed.

Meta Group Import

Upload File Browse

Cancel Upload

2. Click Browse and navigate to the directory on your local file system where the downloaded
MetaGroups.jsn files are stored. Select a file and click Open.
The filename is displayed in the Upload File field.
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3. Click Upload.
The upload process begins, and a message indicates that the upload was successful. The meta groups
are added to Meta Group list. If the file is a duplicate of an existing meta group, a dialog tells you
that the meta group already exists.
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Use Columns and Column Groups in the Events List

When the events list in Investigate is populated with events, each column lists the values returned for a
meta key. Changing the meta keys displayed in the events list is a useful method of narrowing the focus
of your investigation. For example, compare these two figures showing the same set of events with
different columns. The first figure has five columns, Collection Time, Type, Theme, Size, and
Summary. These are just the basic information, not specialized in any way. The second figure has many
more columns that contain information useful when investigating email; you can scroll to the right to see
the additional columns.

Column Group: Summary List

COLLECTION TIME * TYPE THEME SIZE SUMMARY

12/04/2019 06:04:51 am 1 [Network] 8D[HTTP] 745 bytes ipsrc= 172.240.11 | ipdst = 172.24.0.22 | tepsrcport = 50104 | tepdstport = 40718 | service = 80[HTTP]

Column Group: RSA Email Ana...
COLLECTION TIME T TYPE SERVICE TYPE ORIGINATIN... SOURCE IP A... DESTINATIO... TCP DESTINA... DESTINATIO... HOSTNAME A... SOURCE COU... DESTINATIO... st @

12/04/2019 06:04:51 am 1 [Network] BO[HTTP] 17224011 17224022 40718

You can adjust the events list as you work, selecting different columns to be displayed, rearranging the
order of the columns, changing the width of the columns, and choosing a column by which the list is
sorted. Manual adjustments are easy to make if you know which meta keys are relevant. Manual
adjustments apply only to the current session in Version 11.5; in Version 11.5.1, the column width is an
exception. When you adjust the column width, it is preserved as a personal preference and is applied
every time the column is used in the Events list, overriding any default column width.

In version 11.6, you can select additional columns with data for the meta keys that you are viewing. This
will enable you to obtain all the relevant meta key information from the Filter Events panel however the
recommendations can change based on the selected meta groups. The following figure displays the
additional meta key information under the Recommended Meta Keys section.

NETWITNESS

QueryProfiles v || €

05/17/2022 11:58 am
EventsA | 9 Fiter |[ ) RAEmailAnalysis | [Dovniood [ [creaencident [ | @ cmoue evews
CoLEcTion TiME TYPE  SERVICETYPE  ORIGINATING..  SOURCEIPAD..  DESTINATION..  TCPDESTINA.  DESTINATION..  HOSTNAMEA.  SOURCECOU..

05/18/2022 07:57:12 am @ 443[ssL] 46090

05/18/2022 07:57:12 am 443[ssL] 56004
05/18/2022 08:01:19 am
05/18/2022 08:01:20 am
05/18/2022 08:01:20 am
05/18/2022 08:01:20 am
05/18/2022 08:01:20 am
05/18/2022 08:01:21 am
05/18/2022 08:01:21 am
05/18/2022 08:01:21 am

05/18/2022 08:01:21am i Palo Alto Ne

05/18/2022 08:01:22 am i Palo Alto Ne
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To improve your ability to see relevant meta keys quickly when looking at events in the Legacy Events
view and the Events view, you can change the set of meta keys displayed by applying a column group. A
column group defines the meta keys or meta entities that are displayed as columns, the position of the
column in the Events list, and the default width of the column. A column group must have at least one
column. Column groups are useful in themselves, and they become even more useful when you combine
them with meta groups and preQueries to define query profiles (see Use Query Profiles to Encapsulate
Common Areas for Investigation).

The same column groups are shared between the Legacy Events view and the Events view. When
importing a column group, the imported group is limited to the available meta keys for the service being
investigated. Private column groups created in the Events view are not available in the Legacy Events
view or for use in Query Profiles in the Navigate view.

Note: In the Navigate view and Legacy Events view, you can manually add non-indexed meta keys (or
keys that are not in the index at all) to a meta group or column group. The non-indexed meta keys are
fully available (manageable and displayable) in the Navigate view and Legacy Events view, but only
partially (displayable in the Filter Events panel) in the Events view. The Events view Filter Events
panel can display data for non-indexed meta keys that are already included in a meta group, but you
cannot add non-indexed meta keys while you are editing a meta group. The non-indexed meta keys in
a column group do not display data in a column and new non-indexed meta keys cannot be added to a
column group in Events view.

Large column groups can have a performance impact when loading data because the values for each
meta key are loaded in the events list. To minimize impact on performance, the Events view has a fixed
limit on the number of meta keys in a column group. The maximum number of meta keys in a column
group is 40. (Because several default meta keys are included you may see a few more than 40 displayed
on the screen.) Meta keys that are not in the selected column group are not loaded in the events list. By
default we load all columns in the group, but only 15 are displayed by default.

The Legacy Events view does not have a limit on the number of meta keys in a column group, and may
have more than 40 meta keys in a column group. If you apply a column group with more than 40 meta
keys that was created in the Legacy Events view, all columns are loaded in the Events view. If you copy
a group with more than 40 columns, you must remove the excess columns when you edit the column

group.

Note: All existing column groups, both built-in and custom, are available in the 11.4 Events view. The
complete column group management functionality is available in the Legacy Events view, and all
functionality except cloning, importing, and exporting column groups is available in the 11.4 Events
view. In Version 11.5, cloning is also available in the Events view, but importing and exporting are
not.

In 11.6.1, the Investigate > Events Preferences view has been added to make optimum use of the space
to enable analysts to view maximum details related to the events they are analyzing.
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NETWITNESS Investigate Responc e s osts Tiles Reports b1 % @ admin
NAVIGATE LEGACY EVENTS EVENTS M s @
Event Preferences

DEFAULT EVENTS VIEW

Text

DEFAULT LO

Download CSV
DEFAULT NETWORK FORMAT
Download Payloads

DEFAULT META FORMAT

Download Text

O Ascending Descending
QUERY TIME
CollectionTime O Event Time
RELATIVE TIME RANGE SETTINGS
O Database Time Current Time

MATICALLY

O Expanded View Compact View

Additionally, an analyst can now view the time line details of an event by clicking the @ icon. When
clicked the time line that displays the date and time range s displayed as shown in the image.

NETWITNESS Investigate Respond User Host: Files Dashboard R (9} ¥ @  admin

GATE  EVENTS

07/07/2022 04:21 pm 07/08/2022 04:20 pm +00:00

@i | &

40,000 Events A\ 0 RSA Email Analysis @) croup EVENTS
O coLiecTion TiME TYPE  SERVICETYPE  ORIGINATING..  SOURCE IP ADDRESS DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAMEA..  SOURCE COUNTRY DESTINATION.. | SOURCEORG..  DESTINATI( &5

07/07/202204:21:01pm @ 27017
07/07/202204:21:01pm @ 27017
07/07/202204:21:06 pm @ 27017
07/07/202204:21:06 pm ® 27017
07/07/202204:21:11pm © 27017
/202204:21:11 pm ® 27017
04:21:16 pm ® 27017
02204:21:16 pm &) 27017
07/07/202204:21:21 pm 6) 27017

07/07/202204:21:21 pm D 27017

07/07/202204:21:26 pm &) 27017

07/07/202204:21:26 pm ® 27017

07/07/202204:21:31 pm 27017

07/07/202204:21:31 pm 27017

The Investigate > Events reconstruction panel has been modified to display an overlay that will contain
an Overview tab and a Meta panel tab that can be expanded or collapsed. This will enable the analyst to
view the headers and meta panel of the events optimally. The analysts can also toggle Hide Duplicate
Events option and view only the relevant details of a selected event.

When an analyst navigates to this page the following view will be displayed.
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NETWITNESS Investigate eSpon ers 05 & Yashboard Report

NAVIGATE  EVENTS

ALWARE ANALYSIS
N 8 gl | b

07/07/2022 04:21 pm 07/08/2022 04:20 pm +00:00

40,000 Events A ) RSA Email Analysis | 1t @) GROUP EVENTS Network Fvent Details 8 .

O COLLECTION TIME TYPE SERVICE TYPE ORIGINATING..  SOURCE IP ADDRESS DESTINATION. TCPDESTINA.  DESTINATION..  HOSTNAMEA..  SOURCECU verviey

07/07/202204:21:01 pm @ 127001 127001 27017 v Fvent Metadata

07/07/202204:21:01 pm @ 27017 < Sequence S 110 DUPLICATES

07/07/202204:21:06 pm @ 127.001 127001 27017

07/07/202204:21:06 pm 27017

SESSIONID
8993601

07/07/202204:21:11 pm 127001 127001 27017

07/07/202204:21:11 pm ? 27017
TIME

07/07/202204:21:16 pm S 017 =) 07/07/202204:21:11 pm

SIZE
256B

07/07/202204:21:21 pm @ 127001 127001 27017 DbID

07/07/202204:21:16 pm 27017

packethybrid
07/07/202204:21:21 pm 27017

PAYLOAD
07/07/202204:21:26 pm 127001 127001 27017 0

27017 MEDIUM

il
127001 127001 27017
ETH.SRC

27017 ST __00-00-00:00-00-00

Investigate
AVIG ENIS  EVENTS

- Broker v 6om ! ipdst 1= 127001

[0l RSA Malware Analysis Network Fvent Details | Text  Packet  File  Host  Fmail  Web &

O couecrionTimE TYPE  SERVICETYPE  sOURCEIP 4
o, Download PCAP | v/
o m ®

l < Sequence @® ios oupLicaTes

... bOOIX.AQ.- OO TINOS) V%OV .m..... EbQOdx.6939030_. 0920006:9/900)99..v.U9.€.00R|
0005-0%A.E:000:30000

ME
O os116120220416520m
size
... bOGI.E.\GO5OOOL .NtFOH0. | 17188KB
©9069....[bOOIX.TOOO.N 900V 00OL. €0x® /99000 0X.U0.00..7000001H0606068
60100 ethydrid194

PAYLOAD

bOO_.K]U-GOOUPD. O-0VOIOLOVOVIx. .. .0bOO_.K"Q.OQOVOO.KOL W20 20X r PEHCOrO—%POOCHPL?

... bOGIX. 1OV OO EthD. V.20, . 03, .. .EbPPIX.EODL. LOPO VPG> . 6. . 920549 27.CCH5. 99O~
195.9° 0900000019

The binocular icon is enabled only if an event payload is open for a search related to a selected event.

The Overview Tab displays all the headers related to a specific event and the Event Metadata Panel
displays all the metadata related to the selected event.

In 11.7, when you open the meta panel to view the selected event details, all the available headers will be

displayed. The meta panel contains Expand buttons ( ). When you click on an
event, the meta panel is displayed. In case, there are no additional headers to display, an error related to
the header error is displayed.
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NETWITNESS

Investigate

EVENTS

ot [ e | W et

B8

@ crove events

07/08/2022 04:28 pm +00:00

5582625

05:56:01am
Unied States

®  endpointloghybrid1
£ 10 188

unknown

private misc
146796

The analyst can use the expand option to broaden the meta panels in three different views. When the
outward facing arrow is clicked, it expands all the details displayed under the Overview and Event

Metadata panel are displayed.

NETWITNESS Investigate

T EVENTS ALWARE ANA

04/30/2014 09:38 am

36,226 C Y Filter

| RSA Email Analysis

[ COLLECTION TIME TYPE SERVICE TYPE Overvi

02/11/202205:56:01am

02/11/202205:56:01am

SESSION ID
5582229

DEVICE IP
02/11/202205:56:012m

DEVICE TYPE
02/11/202205:56:01am

[}

unknown

02/11/202205:56:01am

COLLECTION TIME
02/11/2022 05:56:01 am

02/11/202205:56:01am

02/11/202205:56:01am

il = | B

02/11/202205:56:01 am

02/11/202205:56:01am

[}

02/11/202205:56:01am

02/11/202205:56:01am

02/11/202205:56:01am

02/11/202205:56:02am

[}

02/11/202205:56:02am

Fvent Metadata

£ Sequence >

SESSIONID
5582229

TIME
02/11/202205:56:01 am
size

1148

oI

endpointloghybrid1
DEVICEIP
10.125.250.188

MEDIUM

32

DEVICETYPE

unknown

When clicked one more time, you can get an expanded view.

07/08/2022 04:28 pm +00:00

Al o

@@ 105 bupLICATES

DEVICE.DISC WORD

0 orphan

DEVICE.DISCTYPE WORD

unknown interface
ALIASIP RID
4040404 489926
NETNAME

other misc

WoRD

pix

WoRD

addrpool

WoRD

free
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NETWITNESS Investigate

NAVIGATE  EVENTS

Query Profiles -Broker AlData v

04/30/2014 09:38 am 07/08/2022 04:28 pm +00:00
1t Details 8
Event Metadata

=1
e | @ ovmicns

DEVICE IP
10.125.250.188 E

DEVICE TYPE SESSIONID DEVICE.DISC WORD

unknown 2’ 5582229 0 =" orphan
COLLECTION TIME

02/11/2022 05:56:01 am

TIME DEVICEDISCTYPE WORD
2 02/11/202205:56:01am unknown interface
SIZE ALIAS.IP RID
114B ? 4040404 57 489926

_, oo NETNAME
®  endpointloghybrid1 > other misc
DEVICEIP WoRD

© 10.125250.188 -
MEDIUM

3D

DEVICETYPE

©  unknown

The analyst can revert the screen display by clicking the icon with the inward facing arrow &, so that the
window reverts to the earlier position. This helps the analyst to view the details of each event in an
optimum manner.

The analysts can search for related sessions for a specific event as part of an investigation. The search for
related sessions can be performed by navigating to the Investigate > Events page. You can click the .
icon and select either Find Related Sessions or Find Related Sessions in New Tab option from the drop-
down.

When you select the Find Related Sessions option, all the events that are matched by selected event's
query will be displayed in the current window. And if you select the Find Related Sessions in New Tab
option the results are displayed in a new tab. The analyst can further investigate on each of the related
session.

The query is based on the information displayed in the hover over text of an event. For example, in the
below image the event has two split sessions where one event is split into one another session.
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NETWITNESS Investigate

NAVIGATE EVENTS MALWARE ANAL

Qugp Pl i are i

04/30/2014 09:38 am

COLLECTION TIME TYPE
05/30/2022 12:30:20 pm

SERVICE TYPE
80[HTTP]

05/30/202212:30:20pm @ 53[DNS]
05/30/202212:30:20pm @ 53[DNS]
05/30/2022 12:30:20 pm 53[DNS]
This event is related to a p
udp.srcport=54475 AND udp.dstp:
05/30/2022 12:30:20 pm 53[DNS]
05/30/2022 12:30:20 pm 80[HTTP]
05/30/2022 12:30:20 pm 80[HTTP]
05/30/2022 12:30:20 pm 80[HTTP]
05/30/202212:30:20pm @ 80[HTTP]
05/30/202212:30:20pm @ 80[HTTP]
@

05/30/2022 12:30:20 pm 80[HTTP]

So, in this case when a search is done on these parameters, the related session for the

displayed.

exists X

NETWITNESS Investigate Responc

N E EVENTS LWARE ANALYSIS

04/30/2014 09:38 am

12 Events < Filter 000 RSA Email Analysis

O  COLLECTION TIME TYPE

SERVICE TYPE
02/11/2022 04:55:58 am [6) 53[DNS]
02/11/2022 04:55:58 am @ 53[DNS]
02/11/2022 04:55:58 am 53[DNS]
02/11/2022 04:55:58 am 53[DNS]
02/11/2022 04:55:58 am 53[DNS]
02/11/2022 04:55:58 am 53[DNS]
05/30/2022 12:30:20 pm 53[DNS]

05/30/2022 12:30:20 pm 53[DNS]

ORIGINATING IP A...

AND |[% ip.dst = 209.18.47.61 x

ORIGINATING IP A...

SOURCE IP ADDRESS

ious session matching these parameters: {ip.src=192.168.137.239 AND ip.dst=192.168.137.1 AND
53}

AND

[ alias.ip exists

SOURCE IP ADDRESS

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

@ crour events

DESTINATIONIPA..  TCP DESTINATION ...

801http]

80(http]
80(http]
80[http]
80(http]
80 [http]

80([http]

AND [ ipdst = 209.1847.61 x AND & service = 53

@) crour events

DESTINATION IPA..  TCP DESTINATION ...

209.18.47.61
209.18.47.61
209.18.47.61
209.18.47.61
209.18.47.61
209.18.47.61
209.18.47.61

209.18.47.61

DESTINATION PORT

DESTINATION PORT

07/08/2022 04:28 pm +00:00

Q

HOSTNAME ALIAS... SOURCE COUNTRY

platform.twitter.com

syndication.twitter.com

star.c10rfacebook.com

any-nawwwlinkedin.c..

a1168.dsw4.akamai.net

linkedin-1.hs.llnwd.net

www.bluproducts.com

apibing.com

api.bing.com

apibing.com

apibing.com

api.bing.com

following query is

o] = % ® admin

& B

07/08/2022 04:28 pm +00:00

HOSTNAME ALIAS... SOURCE COUNTRY

nursenextdoor.com
dreamonseniorswish....
phonebillssuck.com
staggmarine.com
wwwfixingsocialsecur...
www keurslager-dem...
nursenextdoor.com

dreamonseniorswish....

An analyst can view the last five time-ranges that were used recently, as the selection will be saved and
displayed under the Recent Time Ranges section. The selection is saved separately for a user per service.
For example, for Concentrator service, if you select Last 30 Days as the time-range, this will create an
entry under the Recent Time Ranges section for Concentrator and when you select the same service in
the next session, then the time range will be shown as below:
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NETWITNESS

EVENTS

Investigate espond

All Data

AND

AND | ¢

service = 53 x

ery Profiles

04/30/2014 09:38 am

alias.ip exists x ip.dst = 209.18.47.61 x

07/08/2022 04:28 pm +0

12 Events ¥ Filter
COLLECTION TIME
02/11/202204:55:58 am
02/11/2022 04:55:58 am
02/11/202204:55:58 am
02/11/202204:55:58 am
02/11/2022 04:55:58 am
02/11/202204:55:58 am
05/30/2022 12:30:20 pm
05/30/202212:30:20 pm
05/30/2022 12:30:20 pm
05/30/2022 1

30:20pm

05/30/2022 12:30:20 pm

® ® ® ® ® ® ® ® ® ©

Lasl 14 Days
L:

All Data

SOURCE IP ADDRESS

192.168.1.106

192.168.1.106

192.168.1.106

@) croup evenTs

DESTINATION IP A...

209.18.47.61

209.18.47.61

209.18.47.61

04/30/2014 09:38 am - 07/08/2022 04:28 pm

TCP DESTINATION ...

Recenl. lime Ranges ll

Sa[ONS] Recent Time Ranges

53[DNS]

07/07/2022 04:21 pm - 07/08/2022 04:20 pm
06/24/2022 04:21 pm - 07/08/2022 04:20 pm
07/03/2022 04:21 pm - 07/08/2022 04:20 pm
07/08/2022 04:16 pm - 07/08/2022 04:20 pm

53[DNS]

53[DNS]

53[DNS]

53[DNS]

53[DNS]

192.168.1.106

192.168.1.106

192.168.1.106

192.168.1.106

209.18.47.61

209.18.47.61

209.18.47.61

209.18.47.61

DESTINATION PORT

HOSTNAME ALIAS...

nursenextdoor.com

dreamonseniorswish....

phonebillssuck.com

staggmarine.com

www/fixingsocialsecur...

www.keurslager-dem...

nursenextdoor.com

dreamonseniorswish..

phonebillssuck.com

staggmarine.com

www.fixingsocialsecur...

SOURCE COUNTRY

Now, if you select Concentrator service and if you have not viewed the details of the Concentrator
recently, then the time range drop-down will not display any details as shown below:

NETWITNESS

Investigate

EVENTS

Query Profiles

06/16/2022 04:16 pm

Fil Ev
Meta Group
Action kvent (20

sendfrom

quit post (8

ination unreachable
med pipe state
name query list
attach

time d

head echo reply rmd

logout

Last 24 Hours

alware Analysis

SERVICE TYPE

443[ssL]

80 [HTTP]
No time ra used recently.

07/01/202207:05:12am @

07/01/202207:05:12am @

07/01/202207:05:12am

07/01/202207:05:12am

07/01/2022 07:05:20 am

07/01/202207:05:12am

07/01/202207:05:12 am

07/01/2022 07:05:24 am

Built-In Column Groups

SOURCE IP AD..  DESTINATION...

HOSTNAME A...

s wwrrees-sssssssssall

07/04/2022 09:30 am +0(

@ croup evenTs

REFERER SOURCE COU...

United States
United States
United States
United States
Sweden

United States
United States
United States
United States
United States
United States

United States

D

DESTINATION COUN"

United States

United States

United States

United States

United States

South Korea

United States

United States

United States

United States

United States

United States

NetWitness Platform XDR has built-in column groups that include useful meta keys for specific types of
investigation. The built-in groups cannot be edited or deleted, but you can create a copy of the group and
edit the copy. The column groups are listed in alphabetical order in the Column Group menu in a way

that makes built-in groups distinguishable from custom groups that you imported or created.
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0 RsAHTTP ~ | Network Event Details

RSA Groups (9)

3 RSA Email Analysis
@ RSA Endpoint Analysis
% RSAHTTP

) RSA Malware Analysis

7 RSASSL/TLS

3 RSA Threat Analysis
& RSA User & Entity Behavior Analysis

@ RSAWeb Analysis

In the Legacy Events view, "RSA" precedes the name of built-in column groups. In the Events view

(Version 11.4 and later), RSA precedes the name and the group is marked by the lock symbol (ﬂ).
This is an example of a selected built-in column group in the Column Groups menu. The information
icon is displayed at the end of the row.

) RSAEmail Analysis ©)

Live Column Groups

In 11.6 and later, NetWitness Platform XDR supports deploying the investigate content from live and are

AT
marked by the live symbol () . The column groups are categorized as RSA Groups (RSA Live
content and RSA OOTB Groups), and Shared Groups. The groups are displayed as non-editable folders
and sub-folders except for Shared Groups that can be edited. All private content is displayed outside
these groups. For example, the below image shows private content below the Shared Groups folder. The
number inside () depicts the number of contents inside a folder and > symbol helps you to drill down
inside the folder.
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000 RSA Email Analysis

£ RSA Groups (11)

3 Shared Groups (7)
Elolexae]olVA(0)]
FolderABC (1)
FolderPQR (2)
FolderTest (1)

© FolderXYZ (4)

ipl (2)

test? (0)

test2-copy (0)
+ New Column Group

RSA Default Groups (9)
(it RSA Live Groups (20)
2 Shared Groups (6)
@vE"g3r$ Level Categorized RSA column group
khanTest
Same name diff folders-1

Same name diff folders-1-1

olumn Group

AVARRVARINEG 1 B V  Va V A VA VA V4

@
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000 summary List

i @bc (1)
avengers (1)
e root (1)

Wt testl (3)

e TestA (1)

e testA (1)

e Batman column group
e Joker CG1

e root folder

/ Column Group

|
e Test1 (1)
I
|
|

The column group can be copied by clicking the copy icon (E). After copying, the copied column
group is displayed under the selected location (Private folders or Shared groups). You can hover over on
the cloned item to view a tool tip that displays the path from which the column group is cloned. In case
you need to search for a specific column group, you can type the name of the column group in the filter

ficld (M) at the folder level.

00 RSAHTTP ~ | Network Event Details

< Shared Groups (8)

<5 Private-Level1-657006798-1 (2)

<5 Shared-Level1-657006798 (3)

% Update-Initial-SharedFolder657006798-1 (2)

<8 5657006623

3 Shared-ColGrp-657006798

% Shared657006623
<3 test-cg-IP-1-1
<% Twin657006623

These are the built-in column groups.
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* RSA Email Analysis: Includes meta keys that are useful when investigating email-related metadata.

* RSA Endpoint Analysis: Includes meta keys that are useful when investigating endpoint-related
metadata.

¢ RSA Malware Analysis: Includes meta keys that are useful when investigation potential malware.
e RSA HTTP: Includes meta keys that are useful when investigating HTTP related metadata.

* RSA SSL/TLS: Includes meta keys that are useful when investigating SSL/TTS analysis related
metadata.

* RSA Threat Analysis: Includes meta keys that mark potential threats in the data set.

e RSA User and Entity Behavior Analysis: Includes meta keys that are useful when investigating
UEBA data.

* RSA Web Analysis: Includes meta keys that mark anomalies in web traffic.

e Summary List: Includes meta keys that are useful in a general investigation. This is the default
column group.

Custom Column Groups

You can create custom column groups to support scenarios that you use frequently while working in
Investigate. When an administrator adds custom meta groups manually by editing the custom index file
for a service, the new meta groups become available to use in column groups after the service is
restarted.

Custom column groups are shared globally within your organization in Version 11.4. If you edit a shared
custom column group, your changes are applied globally. If you delete a shared custom column group,
the group is deleted and no longer available for all analysts. In Version 11.5 and later, you can create
shared column groups as before, and can also create private column groups. When you create a group in
Version 11.5, you can choose to share it or you can keep it private (default); you cannot change a shared
group to private or a private group to shared.

Note: Private column groups created in the Events view are not visible or usable in the Legacy Events
view.

Icons identify the group type in the Column Group menu. These are examples of each type of custom
column group with the edit icon displayed at the end of the row.

©) Private Group 1 V74 Shared Group A V4

Filtering Folders

In case there are many folders, you can type the folder name and filter for a specific folder. The filtering
is applicable to the current level folders and will not display folders available within a sub-folder. To
search content within a sub-folder you need to navigate to the specific folder and filter.
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Also, when you select a specific folder, the content of the selected folder is displayed and the filter field
becomes empty and when you navigate back the last selected folder is displayed. In the following
example, the folder selected is RSA Groups with the its content and the column group drop-down

1,000 Events A\

000 sSummary List ~

[0 COLLECTION TIME| V
SA De (€] S
O 01/21/202105:044 < RSA Default Groups (9)
Y RSA Email Analysis
RSA Endpoint Analysis
01/21/2021 05:04:
RSAHTTP
RSA Malware Analysis
01/21/2021 05:04: RSA SSL/TLS
RSA Threat Analysis

01/21/2021 05:04:

01/21/2021 05:04:

displays the filtered Summary List folder.

SUMMARY

ip.src = 127.0.0.1 | ip.dst = 127.0.0.1 | tcj

ip.src = 127.0.0.1 | ip.dst = 127.0.0.1 | tcj

ip.src = 127.0.0.1 | ip.dst = 127.0.0.1 | tcj

ip.src = 127.0.0.1 | ip.dst = 127.0.0.1 | tcj

ip.src= 127.0.0.1 | ip.dst = 127.0.0.1 | tc|

01/21/2021 05:04:

@ ip.src= 127.0.0.1 | ip.dst = 127.0.0.1 | tc|

01/21/2021 05:04:30 am 0[OTHER] 256 bytes ip.src= 127.0.0.1 | ip.dst = 127.0.0.1 | tc|

5,000 Events A @ ) GROUP EVENTS

(00 summary List

O  cotecTion TIME /] THEME SIZE SUMMARY

01/21/2021 12:39:01pm O[OTHER] 256 bytes ipsrc= 127.00.1 | ipdst = 127.00.1 | tep.srcport = 38062 | tep.dstport = 27017 | service = 0 [OTHER]

01/21/2021 12:39:06 pm O[OTHER] ipsrc= 127.00.1 | ip.dst = 127.0.0.1 | tepsrcport = 38064 | tcp.dstport = 27017 | service = 0 [OTHER]

01/21/2021 12:39:11 pm O[OTHER] ipsrc= 127.00.1 | ipdst = 127.0.0.1 | tep.srcport = 38066 | tep.dstport = 27017 | service = 0 [OTHER]

01/21/2021 12:39:15 pm O[OTHER] ipsrc=127.00.1 |ipdst = 127.0.0.1 | tcp:srcport = 52444 | tepdstport = 4369 | service = 0[OTHER]

01/21/2021 12:39:16 pm O[OTHER] 127.0.0.1 | ipdst = 127.0.0.1 | tcp:srcport = 55409 | tepdstport = 4369 | service = 0 [OTHER]

01/21/2021 12:39:16 pm O[OTHER] 256 bytes 127.0.0.1 | ipdst = 127.0.0.1 | tcp:srcport = 38068 | tcpdstport = 27017 | service = 0[OTHER]

01/21/2021 12:39:21 pm O[OTHER] 256 bytes 127.0.0.1 | ipdst = 127.0.0.1 | tep:srcport = 38070 | tcpdstport = 27017 | service = 0 [OTHER]

Dialogs for Managing Column Groups

While the functionality of column groups is similar in the Legacy Events view and the Events view, the
user interface and some of the procedures are different. The following figures illustrate the (Events view)
Create Column Group dialog and the (Legacy Events view) Manage Column Groups dialog. The Version
11.5 and later dialog includes a Sharing option.
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Column Group: RSA Email Ana...

CREATE COLUMN GROUP

ess.point Access Point
accesses Accesses
action Action Event
ad.computer.dst Active Directory Workstatio...
ad.computersrc Active Directory Workstatio...
ad.domain.dst Active Directory Domain De...
ad.domain.src Active Directory Domain So...
adusername.dst Active Directory Username....

ad.username.src Active Directory Username....

Close

Manage Column Groups

+ - B L et Mame RSA User & Entity Behavior Analysis

sample

R5A Email Analysis

RSA Endpoint Analysis Meta Key Display Name Width
RSA Malware Analysis user.dst user.dst 100
RSA HTTP hast.dst host.dst 100
RSA SSL/TLS ip.dst ip.dst 100
RSA Threat Analysis logon.type logon.type 100
~  RSA User & Entity Behavior Analysis ec-activity ec.actvity 100
RSA Web Analysis BC.OUTCOME SLOULCOME 100
ecsubject ec.subject 100
USEr.5rC USer .S 100
haostsrc hast.src 100
ip.src Ip.sre 100
reference.id reference.id 100
davice.ip device.ip 100
device host device. host 100
by o 100

Close

Using options in the Create Column Group dialog and the Column Group Details dialog, you can:
» See the details of a column group.

e Create, edit, and delete custom column groups.

Using options In the Manage Column Groups dialog, you can do all of above and these additional
functions:
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e Clone and edit the clone of a built-in or custom column group.

* Import and export a column group.

The rest of this topic provides instructions for working with column groups in the Version 11.4 and later
Events view, the 11.3 and earlier Event Analysis view, and the Legacy Events view.

Work with Columns and Column Groups in the Events View

After the upgrade to Version 11.4, all of the existing column groups -- both built-in and custom -- are
available for management in the Events view. Unless noted, the procedures in this section are for the
Events view.

Manually Select Columns to Display and Adjust Column Order and Width

Note: The Column Selector was also available in the 11.3 Event Analysis view. If a column group
includes a column for a meta key that your administrator has blacklisted (hidden), the data for that
column cannot be displayed. The column is not available in the Column Selector and is not displayed
in the Events panel.

1. With the Events list open and a column group applied, click E to display the column selector.

Type to filter the list

Type
Access Point

Action Event

\~ RECOMMENDED META KEYS

O Decoder Source (1)

O Service Type (7)

O Traffic Flow Direction (3)
O Source Country (20)

O Destination Country (20)

2. Select the meta keys or enter the name of a meta key that you want to display in additional columns.

3. Deselect the meta keys that you do not want to display in a column.
The data is redisplayed using the selected columns.

4. To change the width of the columns in the events list, hover the cursor over the column title and drag
the column divider to the right or the left.
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5. To rearrange the order of the columns across the top of the events list, hover the cursor over the
column title and drag the column to the right or the left.
The changes that you make in the events list are in effect during the current session and are not
retained as part of the column group. The next time the column group is applied, the original
composition and order of columns is applied.

Select a Column for Sorting Events in the Events Panel (Version 11.4)

Note: You can sort events in the Events panel after results have finished loading if all connected
services are updated to 11.4. or later. Sorting by column is disabled when any connected service is
running an earlier version of NetWitness Platform XDR. Version 11.4.1 has more visible sorting
toggles in the column heads and the ability to view results without sorting, but otherwise it functions
the same as in Version 11.4.

You can change the order of the events list in the Events panel based on the value for a meta key in the
event. Each column title represents a meta key, and the column is populated by the values found for the
meta key in the displayed events. In Version 11.4, the events in the Events panel are sorted using the
method selected in the Event Preferences dialog: Ascending or Descending. If no sort method is selected,
the default order is ascending (see Configure the Events View). In Version 11.4.1, the events in the
Events panel are sorted only when the sort preference in the Event Preferences dialog is selected and is
either Ascending or Descending. The events are not sorted if you do not have a sort preference selected
under Events Preferences or if you selected Unsorted.

Sortability of a column is based on the definition of the meta key in the Broker and Concentrator index
files. Columns for meta keys that are indexed by value are sortable. If the meta key is not indexed, is
indexed by meta key, or has multiple values in the same event, it is not sortable.

e These are some examples of keys that are indexed by value and sortable: time, eth. type,

city.src, ip.src, ipvé6.dst,and ipvé6.src.

* Meta entities are not sortable. For example, the meta entity ipv6.all is not sortable because it
includes ipv6.dst and ipvé.src, and a single event has both ipvé6.dst and ipvé.src.

¢ These are some examples of multiple value keys, which cannot be sorted: filename, filetype,
and attachment. A single event can have more than one file and therefore more than one value for
filename, filetype, and attachment.

* These are some examples of meta keys that cannot be sorted because they are not indexed or not
indexed at the values level: password, query, and size.

Sorting by Column (Version 11.4.1 and Later)

The initial view of the Events list with the sorting preference set to Unsorted and no column sorting has
an event count in the title, with no indication of a sorting method applied to a column. If the event
sorting preference is set to Ascending, the count label is "Oldest 1,000 Events." If the event sorting
preference is set to Descending, the count label is "Newest 1,000 Events." In the figure below, the
Ascending method is in effect, more than 2001 events matched the query, and only the oldest 2001 are
displayed. Clicking the amber warning triangle displays an explanation. Refer to Configure the Events
View for more information about the sorting preference.
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NETWITNESS Investigate R sere osts ! [ Reports

AVIGATE EVENTS LWARE ANALYSIS

QueryProfiles v || © - Concentrator || AllData v

04/30/2014 09:38 am 07/09/2022 07:31 am +00:00

10,571 Events | ¥ Filter || 0] RSAHTTP @) GROUP EVENTS

[ COLLECTION TIME TYPE DECODER SO... TRAFFIC FLO... SERVICE TYPE HOSTNAME A... SOURCE IP ADDRESS DESTINATION... 1P ALIASES SOURCE ORG... DESTINATION... SOURCE COU 3
02/11/202204:56:24 am packethybrid 80[HTTP] movies.apple.com Verizon Internet...  NTT-LTD United States
02/11/202204:56:35 am packethybrid 80[HTTP] Verizon Internet...  NTT-LTD United States

02/11/202204:55:58 am packethybrid outbound 80[HTTP] phonebillssuck.c... Rackspace Hosting
02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] METANET AG
02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] staggmarine.com Unified Layer
02/11/2022 04:55:58 am packethybrid outbound 8O[HTTP] www.fixingsocial... Affinity Internet

02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] www.keurslager-... Combell NV

02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] www.msftncsi.com CenturyLink

02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] api.bing.com Microsoft Azure

When you move the mouse over a column title, sortable columns have a pair of arrows after the column
title, one pointing up for ascending and one pointing down for descending (B). You can choose one sort

column and the direction of the sort. A blue up arrow (E&) indicates that ascending sort order is in effect;
which means the earliest events or the lowest numbers, or the text strings beginning with an 'A' appear

first. A blue down arrow ( l) indicates that descending sort order is in effect; which means the latest

events or the highest numbers, or the text strings beginning with a 'Z' appear first.

e When a column has a blue arrow, you can click the white arrow to change the sort order. When you
change the sort order, a blue progress bar is displayed in the Events list title bar to show progress. As
sorting begins, there is a short segment on the left side of the window; as sorting progresses the blue
color extends to the right across the entire title bar. The directional arrow does not change until the
events are re-sorted in the chosen sort order.

e To change the column to unsorted, you can click the blue arrow. Both arrows are white now to show
that the column is unsorted. This figure shows the Type column sorted in ascending order.

TYPE

e [f a column is not sortable, no arrow is displayed when you hover the mouse over the column title.
Instead a tooltip explains why it is not sortable.

Sorting on a column is done on the client side without re-executing the query if the number of displayed
results is less than the events limit set by the administrator. If there are more results that are not
displayed because the number of results exceeded the events limit, a new query is submitted with the
new sort order, and the same service, time range, and filters. The current results are removed, a spinner
indicates progress, the Cancel button becomes available, the reconstruction closes, and progress is visible
in the Query console.

Note: The re-sorting of events takes place in the browser when the number of results of the original
query is less than the event display threshold.

To change the sort order or the sort column

1. Move the mouse over the column titles to find a sortable column.
If a column is not sortable, a tooltip that explains the reason is displayed.
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2. To sort the list based on a column, move the mouse over a sortable column and click one of the

arrows a).

The arrow turns blue and the events are reloaded in the selected order. If both arrows are white, the
column is not being used to sort the events list. If one arrow is blue, the column is being used to sort
the events list, and the sort order (Asc or Desc) is appended to the events count in the title bar. This
figure shows a column sorted in ascending order. When a column is descending order, (Desc) is
appended to the event count.

10,571 Events @ ) GROUP EVENTS

COLLECTION TIME TYPE c DECODER SO... TRAFFIC FLO... SERVICE TYPE HOSTNAME A... SOURCE IP ADDRESS

02/11/202204:5624am @ 80[HTTP] movies.applecom  71.169.66.156

02/11/2022 04:56:35 am @ packethybrid 80 [HTTP] 71.169.66.156
02/11/2022 04:55:58 am @ packethybrid outbound 80[HTTP] phonebillssuck.c...  192.168.1.106
02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] 192.168.1.106
02/11/2022 04:55:58 am packethybrid outbound 80 [HTTP] staggmarine.com 192.168.1.106

02/11/2022 04:55:58 am packethybrid outbound 80[HTTP] www fixingsocial...  192.168.1.106

a. Click a white arrow to sort the events list in that order.

b. Click a blue arrow to return to unsorted order.

Sorting by Column (Version 11.4)

When you move the mouse over a column title, sortable columns have an up or down arrow (ﬂ or )
after the column title. You can choose one sort column and the direction of the sort. An up arrow

indicates that Ascending sort order is in effect; which means the earliest events or the lowest numbers, or
the text strings beginning with an 'A' appear first. A down arrow indicates that Descending sort order is
in effect; which means the latest events or the highest numbers, or the text strings beginning with a 'Z'
appear first. When you select a sort column, it is sorted in descending order by default, with events
having a null value for the meta key first.

e A column that is being used to sort the events list has a bright white arrow indicating the direction
that you can choose for sorting: click to change to Ascending or to change to Descending
order. When you click to change to Ascending sort order, the directional arrow does not change

until the events are re-sorted in ascending order. The same behavior applies when you click the to
change to Descending order.

e If a sortable column is not being used to sort the events list, the arrow is dimmed. If a column is not
sortable, no arrow is displayed when you hover the mouse over the column title. Instead a tooltip
explains why it is not sortable.

e If you click the arrow on a different column, the column is sorted in the same order as the previously
active sort column. You can select a different sort order if desired.
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Sorting on a column is done on the client side without re-executing the query if the number of displayed
results is less than the events limit set by the administrator. If there are more results that are not
displayed because the number of results exceeded the events limit, a new query is submitted with the
new sort order, and the same service, time range, and filters. The current results are removed, a spinner
indicates progress, the Cancel button becomes available, the reconstruction closes, and progress is visible
in the Query console.

Note: The re-sorting of events takes place in the browser when the number of results of the original
query is less than the event display threshold. If some of those events have the exact same time, they
will not change order as you might expect when you reverse the sort order.

To change the sort order or the sort column:

1. Move the mouse over the column titles to find a sortable column.
If a column is not sortable, a tooltip that explains the reason is displayed.

2. To sort the list based on a column:

a. Move the mouse over a sortable column and click the arrow ( or ).
The events are sorted in the correct sort order. If you hover over the column title, you can see that
the arrow is no longer dimmed. A column that is being used to sort the events list has a bright
white arrow that you can click to change the sorting direction.

b. To change the sort order, click to change to Ascending or to change to Descending order.
The direction of the arrow changes and the events are reloaded in the selected order.

View the Meta Keys Included in a Column Group
To view details of a column group:

1. Go to Investigate > Events and click to load events.
The events for the default service and the default time range are loaded in the Events panel. The
Summary List column group or the column group from your last session is applied to the list.

2. To display the Column Groups menu, click the Column Groups menu title. The Column Group menu
title includes the title of the currently selected column group. If this is your first visit after logging in,
the Summary List group is selected; any subsequent visits use the column group selected in the
previous session. When opened, the menu displays a list a list of built-in column groups (RSA),
shared custom column groups, and your private custom column groups. The figure shows the Version
11.6 menu initially when Summary List is selected by default and all types of column groups are

104 Refining the Results Set



Investigate User Guide

visible: Private, Shared, and RSA.

Column Group: Summary List

RSA Email Analysis

3. (Optional) To control the types of column groups that are visible in the list, use any combination of
the visibility options (blue = selected, black = not selected):
Private = display private groups that only you can manage
Shared = display shared groups that anyone in your organization can manage
RSA = display built-in groups that only RSA can manage
The visibility options work together with the Filter Column Groups field. If the visibility option is
hiding built-in groups (which include "RSA" in the group name) and you search for a name that
contains "RSA," the list is empty. The figure below shows private and shared visibility options
selected.

@ RSA Groups (9)
3 Shared Groups (0)

) Private groups (1)

4. Hover over the Summary List group and click the information icon (.) to see which columns are
included in the group.
This figure shows the columns for the Summary List. The Collection Time and Type column are
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always the first two columns in the Events list, but are not listed in the Column Group Details dialog.

Column Group: Summary List

COLUMN GROUP DETAILS

GROUP NAME
Summary List

DISPLAYED META KEYS
custom.theme Theme
size Size

custom.meta-summary Summary

“olumn Group

5. Do one of the following.
a. To close the dialog, click Close.

b. If you want to apply the column group, click Select Column Group.
The dialog closes and the Events list is updated to reflect the selected column group.

Select a Column Group

1. With the Events panel open in the 11.4 or later Events view, click the Column Group menu title.
The menu drops down to display a list of column groups with a filtering option and a New Column
Group option. The list is sorted alphabetically and the selected column group is displayed in the
menu label. The first option in the list is highlighted. The selected column group has a slightly
different background color than the highlighted column group.

The following figure shows the menu after RSA Endpoint Analysis was highlighted, but RSA Email
Analysis is still selected.
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000 Custom Grp

"y

< Private-admin (2)

9 Custom Grp

© Private

.olumn Group

2. Do one of the following:
a. If the highlighted group is the one you want to apply, press ENTER.

b. (Version 11.5 and later) If you want to see only certain types of groups, use the visibility options
(Private, Shared, and RSA) to hide one or two group types.

c. Begin typing text in the Filter column groups field to search for a column group name. As you
type, the list is filtered to show only the column group names that contain that string.
When you see the group that you want to apply, click it or use the down or up arrow to highlight
it, then press ENTER.
The Events list is refreshed to include only columns in the selected column group, and the menu
title includes the selected group name. Your selection persists when you navigate away from the
Events view. The order of the columns in the Events list reflects the order of the meta keys in the
column group. A column group may contain more columns that are only visible when you scroll
to the right. For optimal viewing, the first 15 columns are displayed by default when you select a
column group.

Note: If a meta key in a column group is not part of the selected service, it does not appear in the
Filter Events panel or in the Events panel.

Create a Custom Column Group

1. Go to Investigate > Events and submit a query to load data in the Events panel.

2. In the Events panel toolbar, click the Column Group menu title.
The menu drops down to display a list of column groups with the Visibility Options and Filter
Column Groups field at the top and the + New Column Group option at the bottom.
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Il CustomGrp v

< Private-admin (2)

Custom Grp

© Private

+ New Column Group

3. Select + New Column Group.
The Create Column Group dialog is displayed. Version 11.5 includes the Sharing option.

p: RSA Email Ana... ’

CREATE COLUMN GROUP

GROUP NAME

DISPLAYED META KEYS

Add a meta from the list below

AVAILABLE META KEYS
access,point Access Point
accesses Accesses

action Action Event

ad.computer.dst Active Directory Workstati...

4. In the Group Name field, type a unique name (maximum length of 256 characters) for the new
column group, for example, Custom Column Group A.
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5. (Version 11.5 and later) If you want to share the new column group with your organization, set the
Share with my organization option.

Column Group: RSA Email Ana... ‘

CREATE COLUMN GROUP

Shared Column Group A

ith my orga 1 ( will not be private)

DISPLAYED META KEYS.
accesses Accesses
ad.domain.src Active Directory Domain So...
ad.username.src Active Directory Username...
i Device IP
Device Host
device.group Event Source Group

device.disc.type Device Discovery Type

point Access Paint
action Action Event

ad.computer.dst Active Directory Workstatio...

Cancel Save Column Group

6. To add a meta key to the column group, select and add each meta key as follows:

a. Type a text string in the Filter meta keys field and look for meta keys that contain that text in
the Available Meta Keys list.

CREATE COLUMN GROUP

GROUP NAME
Shared Custom Group A

SHARING
Sh.

with my organization (this will not be private)

-
woser

DISPLAYED META KEYS. (

AVAILABLE META KEYS
ad.username.dst Active Directory Username ...
ad.username.src Active Directory Username ...
EL L ervice Service Analysis
cert.serial cert.serial
entropy.res Entropy Response (Server)
eventuser event.user
network.service network.service

objserver obj.server
et wal rabresruert wal

Close

[y

b. When you see the meta key that you want to add, click the add icon that precedes the meta
key name.
The meta key is added to the end of the Displayed Meta Keys list. (This list is also filtered using
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the text you typed.) The maximum number of meta keys in a column group is 40. If you attempt
to add another meta key when 40 are already included in the Displayed Meta Keys list, a message
advises you that the group has the maximum number of meta keys.

Il CustomGrp

COLUMN GROUP DETAILS

GROUP NAME
share column group A

/A\  Select alocation within the Shared Groups.

LOCATION

«5 Shared Groups
Y ip
DISPLAYED META KEYS
(MAXIMUM 40 KEYS)
alias.ip IP Aliases
crypto Cipher Name
device.ip Device IP

feed.desc Feed Description

device.ipvé Device IPvé

forward.ip Event Relay IPv4 Address

7. (Optional) To find and remove a meta key from the column group, type a text string in the Filter
meta keys field and look for meta keys that contain that text in the Displayed Meta Keys list. When
you see the column that you want to remove, click the remove icon (.) that precedes the meta key
name in the Displayed Meta Keys list.

The meta key is moved back to the Available Meta Keys list.

8. (Optional) To change the order of the displayed meta keys in the Displayed Meta Keys list, place the

cursor over the list order icon (-). When the cursor changes to the drag and drop icon ), drag
the meta key up or down in the list.

9. Do one of the following:
a. To close the dialog without creating the custom column group, click Cancel.

b. To create the group, click Save Column Group.
The new column group is saved and becomes available for all analysts. The buttons change to
Done and Select Column Group.
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10. Do one of the following:
a. To close the dialog, click Done.

b. To close the dialog and select the new column group, click Select Column Group.
The new group is added to the Column Groups menu (in alphabetical order), and if you clicked
Select Column Group, the Events list is updated to show the columns in the new column group.

Delete a Custom Column Group

You can delete any custom column group that is not currently applied in the Events list and not part of a
query profile. The built-in column groups are read only, and cannot be deleted. In Version 11.5 and later,
a confirmation message allows you to confirm or cancel the deletion. When you delete a custom column
group, it is removed from the Column Group menu.

Caution: When you delete a custom column group (Version 11.4) or a shared column group (Version
11.5), the effect is global and the group is no longer available to any analyst.

To delete a custom column group

1. Go to Investigate > Events and click to load events.
The events for the default service and the default time range are loaded in the Events panel. The
Summary List column group or the column group from your last session is applied to the list. This
figure shows the initial view with the Summary List column group selected. The label on the Column
Group menu includes the name of the selected column group.
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0l Private

Private-admin (2)

N

©Q Custom Grp

© Private

+ New Column Group

2. To delete a column group, highlight a custom column group as shown in the following figure and
click the edit icon (ﬁ) to the right of the name.

[#] Custom Column Grou...
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3. The Column Group Details dialog opens with the details for the selected group displayed.
I

COLUMN GROUP DETAILS

GROUP NAME
Custom Grp

LOCATION

© Private-admin

Y’ Filter meta
—'

DISPLAYED META KEYS
(MAXIMUM 40 KEYS)

access.point Access Point

action Action Event

AVAILABLE META KEYS
accesses Accesses
ad.computer.dst Active Directory Workstation...
ad.computer.src Active Directory Workstation ...

ad.domain.dst Active Directory Domain Desti...

4. Click the delete group icon (ﬁ).
If the column group is currently in effect, the following message is displayed: This column group
cannot be deleted because it is currently active.
In Version 11.5, a confirmation message gives you the opportunity to confirm or cancel the deletion.
Click Cancel or Delete Column Group.
In Version 11.4, if the column group is not in effect and is not a built-in column group, there is no
request for confirmation before the column is deleted.
The group is deleted and removed from the Column Groups menu. The column group no longer
appears anywhere for any analyst working in Investigate.
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Edit a Custom Column Group

You can create a shared or private copy of any column group that is not open for editing. After you

create the copy, you can edit the new group in the usual way.

1. Go to Investigate> Events and submit a query to load data in the Events panel.

2. In the Events panel toolbar, click the Column Group menu title.
The menu drops down to display a list of column groups.

00 RSA Email Analysis

W RSA Groups (9)
&5 Shared Groups (0)

© Private groups (1)

3. Highlight the column group that you want edit. This figure shows a custom column group

highlighted, with the edit icon displayed to the right.

‘ Custom Column Group A

4. Click the edit icon (ﬁ).

The Column Group Details dialog is displayed so that you can edit the Group Name and Displayed
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Meta Keys. You can add or delete meta keys and rearrange the order of the meta keys in the list.

000 Private

COLUMN GROUP DETAILS
GROUP NAME

Custom Grp
LOCATION

© Private-admin

< Filter meta keys

DISPLAYED META KEYS

(MAXIMUM 40 KEYS)
access.point Access Point
action Action Event

accesses Accesses

AVAILABLE META KEYS
® ad.computer.dst Active Directory Workstation ...

@ ad.computer.src Active Directory Workstation ...

® ad.domain.dst Active Directory Domain Desti...

5. (Optional) In the Group Name field, edit the name of the column group.
6. (Optional) To add a meta key to the column group, select and add each meta key as follows:

a. Type a text string in the Filter meta keys field and look for meta keys that contain that text in
the Available Meta Keys list. Or just scroll through the list to find the meta key.

b. When you see the meta key that you want to add, click the add icon that precedes the meta
key name.
The meta key is added to the end of the Displayed Meta Keys list. (This list is also filtered using
the text you typed.) This figure shows the group name changed to Column Group C and
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10.

ad.computer.dst added to the Displayed Meta Keys list.

0l Private

COLUMN GROUP DETAILS

GROUP NAME
Custom Grp

LOCATION

© Private-admin

S’ Filter meta keys
(MAXIMUN 46 KEVS)
access.point

action
accesses

ad.computer.dst

AVAILABLE META KEYS

(® ad.computer.src
® ad.domain.dst

Access Point
Action Event
Accesses

Active Directory Workstation De... =

Active Directory Workstation ...

Active Directory Domain Desti...

(Optional) To find and remove a meta key from the column group, type a text string in the Filter
meta keys field to look for meta keys that contain that text in the Displayed Meta Keys list, or
simply scroll through the list. When you see the column that you want to remove, click the remove

icon ( .) that precedes the meta key name in the Displayed Meta Keys list.

The meta key is moved back to the Available Meta Keys list.

(Optional) To change the order of the displayed meta keys in the Displayed Meta Keys list, place the

cursor over the list order icon (m). When the cursor changes to the drag and drop icon ), drag
the meta key up or down in the list.

Do one of the following:

a.

b.

To close the dialog without saving the changes to the custom column group, click Reset.

To save the edits to the column group, click Update Column Group.

The updated column group is saved globally for all analysts, and the buttons change to Done and

Select Column Group.

Do one of the following:

a. To close the dialog, click Close.
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b. To close the dialog and select the updated column group, click Select Column Group.
The column group is updated, and if you clicked Select Column Group, the Events list is updated
to show the columns in the new column group.

Create a Copy of a Column Group (Version 11.5 and Later)

You can copy any column group, built-in or custom, shared or private, as long as it does not have
unsaved edits in progress. This is useful when you want a customized version of a built-in group. Also
since you cannot change a custom group from private to shared or from shared to private, creating a copy
allows you to select a different Sharing setting. When you create a copy of a column group, the same
name is used with a number appended. For example, if you copy RSA HTTP, the first copy is named
RSA HTTP-1, and a second copy of the same group is named RSA HTTP-2. After you create the copy,
you can edit the new group to give it a new name and manage meta keys in the group.

Note: Some column groups created in the Legacy Events view may have more the 40 columns, which
is above the limit for column groups in the Events view. If you copy a group with more than 40
columns, you must remove the excess columns when you edit the column group.

To copy a column group:
1. Go to Investigate> Events and submit a query to load data in the Events panel.

2. In the Events panel toolbar, click the Column Group menu title.
The menu drops down to display a list of column groups with the Filter Column Groups field at the
top and the + New Column Group option at the bottom. The first group on the list is highlighted, and
the selected group has a light blue background.

3. Highlight the column group that you want copy. This figure shows RSA HTTP highlighted. The
information icon (.) is displayed to the right.

(00 Private
¥
< RSA Groups (15)
RSA Email Analysis
& RSA Endpoint Analysis
& RSAHTTP
& RSA Malware Analysis
& RSASSL/TLS
& RSA Threat Analysis

& RSA User & Entity Behavior Analysis

& RSA Web Analysis

@ Summary List
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4. Do one of the following:

a. Click the information icon (.).

b. Click the edit icon (H).
The Column Group Details dialog is displayed. This figure shows the dialog for a built-in group.

000 Private

COLUMN GROUP DETAILS

GROUP NAME
Custom Grp

LOCATION

© Private-admin

2 i i

DISPLAYED META KEYS
(MAXIMUM 40 KEYS)

access.point Access Point
action Action Event

accesses Accesses

ad.computer.dst Active Directory Workstation De...

AVAILABLE META KEYS
@ ad.computer.src Active Directory Workstation ...

® ad.domain.dst Active Directory Domain Desti...

5. Click the Copy icon (@).
The Copy Column Group dialog is displayed with a -n appended to the column group name. The
following figure has -2 because it is the second copy of this column group.

6. (Optional) In the Group Name field, edit the name of the column group.

7. If you want to share the new column group with your organization, set the Share with my
organization option. By default the new group is private.

8. Do one of the following:
a. To close the dialog without copying the group, click Cancel.

b. To save the copy of the column group, click Save Column Group.
The copy of the column group is saved, and the buttons change to Done and Select Column
Group.

9. Do one of the following:
a. To close the dialog, click Close.

b. To close the dialog and select the copy of the column group, click Select Column Group.
The column group is copied, and if you clicked Select Column Group, the Events list is updated
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to show the columns in the copy of the column group. The figure below has two copies of the
RSA HTTP column group, one shared and one private.

00 Private \~

7

< RSA Groups (15)

% Email Analysis

i Endpoint Analysis

% Malware Analysis

& RSA Email Analysis

) RSA Endpoint Analysis
@ RSAHTTP

& RSA Malware Analysis
& RSASSL/TLS

1. Do one of the following:
a. To close the dialog without editing, click Close.

b. To close the dialog and select the copy of the meta group, click Select Meta Group.
The group is added to the Meta Group menu. The figure below has a private copy of the RSA
HTTP meta group.

& Default Meta Keys
2 RSA Email Analysis
& RSA Endpoint Analysis
@ RSAHTTP
) RSAHTTP Custom

RSAHTTP-1

A Malware Analysis

(&) RSASSL/TLS

& RSA Threat Analysis

(&) RSA User & Entity Behavior Analysis

Create a Column Group Folder

You can create custom column group folders which reside at the current level and are be added as a
private or shared folder. And, if the folder name already exists then you are prompted to provide a
unique name.
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1. With the Filter Events panel open in the Events view, click the Column Groups menu title. The
menu drops down to display a list of column groups and folders.

The Create Folder dialog is displayed.
3. In the Folder Name field, type a unique name (maximum length of 255 characters) for the new
meta group folder.

4. Click Create Folder.

Edit and Move Column Group Folder

After you create a column group folder you can edit or move it, however the folders inside RSA Groups
(RSA Live content and RSA OOTB Groups) cannot be edited and moved. The folders inside private and
shared folders can be edited and moved only within their respective groups. For example, you cannot
move a shared folder into a private folder and vice-versa.

1. With the Filter Events panel open in the Events view, click the Column Group menu title and
highlight the column group that you want edit.

2. Click E.
The Edit Folder dialog is displayed.

00 Summary List

EDIT FOLDER
FOLDER NAME

FolderA-1-2'

LOCATION

Top Level (Private)

Cancel

3. In the Folder Name field, type a unique name for the column group folder.

4. Select the location of the folder to be edited.
5. Click Update Folder.

Copy Column Group Folder

You can copy column group folders from private to shared, private to private, shared to shared and
shared to private groups. When you copy a folder the content inside it gets copied. When you copy a
private folder into a shared folder, the folder and its content no longer remain private.

1. With the Filter Events panel open in the Events view, click the Column Group menu title. The menu
drops down to display a list of column groups and folders.
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2. Select a folder you want to copy.

3. Click edit E4 and the click copy E

Il Summary List

EDIT FOLDER
FOLDER NAME

FolderA-1-2'

LOCATION
Top Level (Private)

(00 root folder

COPY COLUMN GROUP

GROUP NAME
root folder-1

LOCATION

<8 Shared Groups

/N This action will create an entry in the shared folder and the

content will no longer be private.

Cancel | [_Save ColumnGroup |

4. In the Folder Name field, type a unique name for the new meta group folder.

5. Select the location of the folder to be edited.
6. Click Copy Folder.

Copy Group Folder Deployed from Live

You can copy column group folder deployed from Live located under RSA Groups category to any other

location like Shared groups or to a private folder.

1. With the Filter Events panel open in the Events view, click Column Group menu title. The menu
drops down to display a list of column groups and folders.

2. Click on a Live Column Group folder you want to copy.
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3. Click

The Copy Folder dialog is displayed.

J00 Categorized Batman columnegr...

COPY FOLDER
FOLDER NAME

@bc-2

LOCATION

© Top Level (Private)

o8 Shared Groups (7)
© test2-1 (0)

© test2-10 (0)

4. Select the location of the folder to be copied.
5. Click Copy Folder.

The folder is created with the original name of the folder and appended with the 'copy' in the end.

Delete Column Group Folder

If you don't want to retain a folder you can delete it. However, once the folder is deleted it cannot be

retrieved.

1. With the Filter Events panel open in the Events view, click the Column Group menu title. The menu

drops down to display a list of column groups and folders.

2. Select a folder to be deleted.

3. Click edit .
The Edit Folder dialog is displayed.

00 Summary List

EDIT FOLDER
FOLDER NAME

FolderA-1-2'

LOCATION

Top Level (Private)
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4. Click delete Il
A warning message is displayed to confirm the action.

000 Summary List
DELETE FOLDER
| Are you sure you would like to delete FolderA-1-2?
Deleting this folder will move the Column Groups and any
folders contained within this folder into the parent directory

and cannot be reversed. Select the checkbox below to delete
[ the folder and its contents.

O Delete all the contents contained within the selected folder.

Cancel | Delete Column Group

5. (Optional) Select the checkbox, if you want to delete the folder along with all the contents inside the
selected folder.
If you do not select the checkbox, then the content will be moved to the parent folder after the
required folder is deleted.

6. Click OK to delete.

Work with Column Groups in the Legacy Events View

This section includes procedures for working in the 11.4 Legacy Events view (and the 11.3 Events view).
Three different forms of the events list with hard-coded columns are built in and labeled as follows:
Detail View, List View, Log View. You can remove columns, rearrange the order, and change the width
of a column. In addition the built-in or custom column groups are available; these give you more
flexibility in choosing columns.

Column groups are shared globally, per service, across Investigate. Any changes you make to custom
column groups are applied globally, affecting all analysts using the service. If you delete a column
group, the column group is no longer available to anyone who is investigating the service.

Select a Column Group

Note: Investigate profiles can include custom column groups. If a custom column group is used in a
profile and you are viewing events in the Legacy Events view using a custom column group, you
cannot change the view type (Detail, List, or Log).

To select a column group:

1. With the Legacy Events view open, select Custom Column Groups in the View drop-down menu.
The menu label reflects the selected option: Detail View, List View, Log View, or the currently
selected column group.
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EH RSA User & Entity Behavior Analysis ~

List View
Detail View
il Event Outcome | Event Subject Source User Acc
Log View
@ Custom Column Groups > sample
Manage Column Groups RSA Email Analysis

RSA Endpoint Analysis
RSA Malware Analysis
RSA Outbound HTTP
RSA QOutbound SSL/TLS
_ RSA Threat Analysis
@ RSA User & Entity Behavior Analysis
| RSA Web Analysis

2. Select one of the column groups from the submenu.
The Legacy Events view is refreshed to reflect the custom column group.

Create a Custom Column Group in the Legacy Events View

1. Go to Investigate > Legacy Events.

2. Select Manage Column Groups in the View drop-down menu. The View option is named for the
current value, for example, Detail View, List View, Log View, or the currently selected column
group.

The Manage Column Groups dialog is displayed.
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Manage Column Groups

+-F &=
sample
R5A Email Analysis
RSA Endpoint Analysis
RSA Malware Analysis
R5A Outbound HTTP
RSA Dutbound SSL/TLS
RSA Threat Analysis
* RSA User & Entity Behavior Analysis

RSA Web Analysis

MName R5A User & Entity Behavior Analysis

Meta Key
user.dst
hosrdst
ip.dst
logon.type
ec.activity
BCOUTCOME
ec.subject
USEr.5MC
hest.src
Ip.sre
referance.id
device.ip
device.host

Close

Display Name
user.dst
hostdst
ip.dst
logon.type
ec.activity
BC.OUTCOme
ecsubject
USEr.SC
host.src
ip.src
reference.id
device.ip
device host

Width
100
100
100
100
100
100
100
100
100
100
100
100

100

3. To add a new column group in the column group panel, click + and type the name of the new

group in the resulting field.

The column definition panel opens on the right with the group name filled in. You can edit the group

name.

4. To add a column to the group, click + , and click in the empty Meta Key field to display the Meta
Key drop-down list. Select a meta key field from the list, and repeat this step until the column set is
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complete.

Manage Column Groups

Mame new column group

+ - |

M Meta Key Display Name Width
™| v] 100

Meta Summary (custom.metasummary)

Raw Log (custom.logdata)

Source Info (custom.source)

Destination Info (custom.destination)

Access Point (access.point)

Action Event (action)

Active Directory Domain Destination (ad.domain.dst)
Active Directory Domain Source (ad.domain.src)

Active Directory Username Destination (ad.username.dst)
Active Directory Username Source (ad.username.src)
Active Directory Workstation Destination (ad.computer.dst)

Active Directory Workstation Source (ad.computer.src)

I PP T N I DN [ Y

Cancel

5. (Optional) To delete a meta key from the column group, click =.

6. (Optional) To rearrange the sequence in which the columns appear in the Events list, drag meta keys
to the desired position.
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7. (Optional) To set the default width for a column, click in the corresponding value in the Width
column, and type a new column width.

Manage Column Groups

Mame new column group

+ - |

™| Meta Key Display Name

r E
[+ custom.source Source Info

8. (Optional) To revert to the previous settings for the column group, and undo all of your changes,
click Cancel.

9. When ready to save, do one of the following:

a. To save the edited column group and refresh the Legacy Events view with the column group
settings, click Save and Apply.

b. To save the edited column group without refreshing the Legacy Events view, click Save.

Delete a Column Group (Legacy Events View)

1. Go to Investigate > Legacy Events.

2. Select Manage Column Groups in the View drop-down menu. The View option is named for the
current value, for example, Detail View, List View, Log View, or the currently selected column

group.
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The Manage Column Groups dialog is displayed.

Manage Column Groups

+-F &=
sample
RSA Email Analysis
R5A Endpoint Analysis
RSA Malware Analysis
RSA Qutbound HTTP
RSA Qutbound S5L/TLS
RSA Threat Analysis
™ RSA User & Entity Behavior Analysis

R5A Web Analysis

Mame RSA User & Entity Behavior Analysis

Meta Key
user.dst
hosrdst
ip.dst
logon.type
BCaCTvIly
BCOUTCOME
ecsubject
USEer.src
hast.src
Ip.sre
referance.id
device.ip
device.host

Display Name Width
user.dst 100
host.dst 100
ip.dst 100
logon.type 100
BC.activity 100
BCOUTCOME 100
ec.subject 100
USer .S 100
vost.sre 100
Ip.&rC 100
reference.id 100
device.ip 100
dewvice host 100

Close

3. To delete a custom column group in the column group panel, select one or more custom column
groups and click = in the toolbar.
A confirmation request is displayed.

4.

Do one of the following:

a. To delete the column group and refresh the Legacy Events view, click Yes.

b. If you decided not to delete the column group , click No.
The selected column groups are deleted and no longer appear anywhere for this service in

Investigate.

Edit a Column Group (Events View)

1. Go to Investigate > Legacy Events.

2. Select Manage Column Groups in the View drop-down menu. The View option is named for the
current value, for example, Detail View, List View, Log View, or the currently selected column
group.
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The Manage Column Groups dialog is displayed.

Manage Column Groups

+-F &=
sample
RSA Email Analysis
R5A Endpoint Analysis
RSA Malware Analysis
RSA Qutbound HTTP

RSA Qutbound S5L/TLS
RSA Threat Analysis

R5A Web Analysis

3. Do one of following:

' RSA User & Entity Behavior Analysis

Mame RSA User & Entity Behavior Analysis

Meta Key
user.dst
hosdst
ip.dst
logon.type
BC.aClvily
BLOUTCOMIE
ecsubject
USEr.5rC
haostsrc
ip.sre
reference.id
device.ip
device host

Close

Display Name
user.dst
host.dst
ip.dst
logon.type
eC.actvity
BCOUTCOME
ec.subject
USer .S
vost.sre
Ip.&rC
reference.id
device.ip
dewvice host

Width
100
100
100
100
100
100
100
100
100
100
100
100

100

a. To edit a custom column group in the column group panel, select the checkbox before the name.
The column definition panel opens on the right.

b. To clone and edit a built-in column group or a custom column group, select the checkbox before

the name and click the clone icon (“__3=:| ).

The column definition panel opens on the right.

4. (Conditional) If you are editing a clone of a group, type the new name of the group.

5. To add a column to the group, click + , and click in the empty Meta Key field to display the Meta
Key drop-down list. Select a meta key field from the list, and repeat this step until the column set is
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complete.

Manage Column Groups

Mame new column group

+ - |

M Meta Key Display Name Width
™| v] 100

Meta Summary (custom.metasummary)

Raw Log (custom.logdata)

Source Info (custom.source)

Destination Info (custom.destination)

Access Point (access.point)

Action Event (action)

Active Directory Domain Destination (ad.domain.dst)
Active Directory Domain Source (ad.domain.src)

Active Directory Username Destination (ad.username.dst)
Active Directory Username Source (ad.username.src)
Active Directory Workstation Destination (ad.computer.dst)

Active Directory Workstation Source (ad.computer.src)

I PP T N I DN [ Y

Cancel

6. (Optional) To delete a meta key from the column group, click =.

7. (Optional) To rearrange the sequence in which the columns appear in the Events list, drag meta keys
to the desired position.

130 Refining the Results Set



Investigate User Guide

8. (Optional) To set the default width for a column, click in the corresponding value in the Width
column, and type a new column width.

Manage Column Groups

Mame new column group

+ - |

™| Meta Key Display Name

r E
[+ custom.source Source Info

9. (Optional) To revert to the previous settings for the column group, and undo all of your changes,
click Cancel.

10. When ready to save, do one of the following:

a. To save the edited column group and refresh the Legacy Events view with the column group
settings, click Save and Apply.

b. To save the edited column group without refreshing the Legacy Events view, click Save.

Import and Export a Column Group (Legacy Events View)

You can export custom column groups for use by other members of your team, and other analysts can
import column groups if you give them a copy of the exported file.

To export a column group
1. Go to Investigate > Legacy Events.

2. Select Manage Column Groups in the View drop-down menu. The View option is named for the
current value, for example, Detail View, List View, Log View, or the currently selected column
group. Each of these views is a differently formatted events list, and each column represents one
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meta key.

The Manage Column Groups dialog is displayed.

Manage Column Groups

+ - B :l L Name RSA User & Entity Behavior Analysis
sample
R5A Email Analysis l
RSA Endpoint Analysis Meta Key Display Name Width
REA Malhware Analysis user.dst user.dst 100
RSA Outbound HTTP hasrdst masr.dst 100
RSA Outbound SSL/TLS ip.dst ip.dst oo
RSA Threat Analysis logon.type logon.type 100
+ RSA User & Entity Behavior Analysis ecactivicy eC.activity 100
RSA Web Analysks eC.ouTcome ec.outcome 100
ec.subject ac.subject 100
USEr.Src USEr.SIt 100
huosi_sre oSt src 100
Ip.sre Ip.Src 100
reference.id reference.id 100
device.ip device.ip 100
dewice.host dewvice.host 100
Close
3. To export a column group, select the checkbox before the name and click the Export option ( — ).
The column group is exported to your local file system as a .jsn file, for example,
CustomColumnGroupsExport.jsn. If you export another group, the next file is named
CustomColumnGroupsExport-2.jsn to differentiate.
4. To import a column group that you have available on your local file system, click the Import option (
¥
=
The Import Column Groups dialog is displayed.
5. Browse your local drive to find the column group (jsn file), and click Upload.
The column group is added to the list. If it has the same name as an existing column group, a
message is displayed and the column group is not imported.
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Use Query Profiles to Encapsulate Common Areas for

Investigation

Query profiles offer a quick and easy way to define a meta group, column group, and a limiting filter
(pre-query condition) that you can apply in the Navigate view, the Events view, and the Legacy Events
view. The same query profiles are shared between all views, and they are available in the Springboard
(Version 11.5) for use in panels. Private query profiles created in the Events view are only available in
the Events view for the analyst who created them.

Each query profile specifies a meta group, column group, and sometimes includes a pre-query condition
appropriate for the type of investigation.

In a query profile:
e The meta group defines the meta keys that are queried (see Use Meta Groups to Focus on Relevant

Meta Keys).

e The column group defines which meta keys from the meta group are displayed as columns in the
Events list. (see Use Columns and Column Groups in the Events List).

e When the query profile is in effect, the optional pre-query conditions add a limiting filter in the query
bar. You can edit or delete the limiting filter and then create additional filters for your query (see
Filter Results in the Events View).

Built-In Query Profiles

You cannot edit or delete built-in profiles, but you can copy an existing profile and edit the copy in the
Navigate view, the Legacy Events view, or the Events view. In the Navigate view, the built-in profile
names begin with the RSA prefix and are grouped under Default Profiles. The Events view does not
support grouping of query profiles. This figure is an example of a built-in query profile as listed in the
Query Profiles menu.

&) RSAFile Analysis ®

NetWitness Platform XDR has these built-in profiles:
* RSA Email Analysis

* RSA Endpoint Analysis

¢ RSA File Analysis

e RSA Threat Analysis

* RSA User & Entity Behavior Analysis

e RSA Web Analysis

¢ Behaviors of Compromise

e Enablers of Compromise

* Indicators of Compromise
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e MITRE ATT&CK tactics
e MITRE ATT&CK techniques

Built-in query profiles make it easy for you to query a specific area of interest; for example, selecting the
built-in RSA Email Analysis query profile automatically specifies the meta group, and column group,
and pre-query conditions that are most useful for investigating email activity. As you become familiar
with the meta keys, you can create your own custom query profiles.

Live Query Profiles
In 11.6 and later, NetWitness supports deploying the investigate content from live and are marked by the

L
live symbol () under the query profiles group drop down. The query profiles are categorized as RSA
Groups (RSA Live content and RSA OOTB Groups), and Shared Groups. The groups are displayed as
non-editable folders and sub-folders except for Shared Groups that can be edited. All private content is
displayed outside these groups. For example, the below image shows private content below the Shared
Groups folder. The number inside () depicts the number of contents inside a folder and > symbol helps
you to drill down inside the folder.

Query Profiles v & packethybrid - Concentrator

RSA Groups (7)
ATT&CK (3)

RSA Email Analysis

RSA Endpoint Analysis

RSA File Analysis
RSA Threat Analysis
RSA User & Entity Behavior Analysis

RSA Web Analysis

Custom Query Profiles

Custom query profiles are shared globally within your organization in Version 11.4. In Version 11.5 and
later, you can create shared query profiles as before, and can also create private query profiles. If you
edit a shared custom query profile, your changes are applied globally. If you delete a shared custom
query profile, the profile is deleted and no longer available for all analysts.
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Note: If a Springboard panel is using a query profile as a filter, the profile can be edited, but cannot be
deleted in the Events view. However, nothing prevents deletion of the profile in the Navigate view or
the Legacy Events view. In this case, Springboard panels that use the deleted query profile as a filter
continue to work, but the filter is removed and unexpected results may be displayed in the panel. Refer
to "Managing the Springboard" in the NetWitness Platform Getting Started Guide for details.

When you create a query profile in Version 11.5, you can choose to share it or you can keep it private
(default); you cannot change a shared profile to private or a private profile to shared. Private query
profiles are not visible or usable in the Navigate view, the Legacy Events view, or the Springboard. Icons
identify the profile type in the Query Profile menu. These are examples of a shared and a private custom
query profile as listed in the Query Profile menu, with the edit icon displayed at the end of the row.

@ Private Custom Profile B ﬁ Shared Custom Profile 1 j

Dialogs for Managing Query Profiles

The profiles are listed in alphabetical order in the Query Profiles menu in a way that makes built-in
profiles distinguishable from custom profiles that you imported or created. While the functionality for
managing query profiles is similar in the Navigate view, the Legacy Events view, and the Events view,
the dialogs are different. The following figure illustrates the Query Profiles menu in the Version 11.5

Events view. This menu lists the same profiles that are available in the Navigate view and the Legacy
Events view. You can create, copy, edit, delete, and apply profiles.

Query Profiles AV & packethybrid - Concentrator
v _ -

RSA Groups (7)
ATT&CK (3)
RSA Email Analysis

RSA Endpoint Analysis

RSA File Analysis

RSA Threat Analysis
RSA User & Entity Behavior Analysis

RSA Web Analysis

This is an example of the Manage Profiles dialog in the Navigate and Legacy Events views.
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Manage Profiles

- | &

O

4 & Default Profiles
i RSA Email Analysis
i RSA Endpoint Analysis
i RSA File Analysis
i RSA Threat Analysis
i RSA User & Entity Behavior Analysis
i RSA Web Analysis
4 & Dac Profile Group
i Doc Profile B

© Doc Profile A

I [y [

I:lNew Profile Group

Cancel Save Save and Apply

Note: Query profiles are available in the Navigate view, the Legacy Events view, and the Events view;
in Version 11.4.1 and earlier, they are shared globally across users. If one user modifies or deletes a
custom query profile it has an effect on what is available to the other users. In the Events view, use the
Query Profiles menu to work with profiles. In the Navigate or Legacy Events view toolbar, select
Profile > Manage Profiles to open the Manage Profiles dialog. In Version 11.5, custom profiles can
be shared globally, but private custom profiles created in the Events view are not available in the
Navigate view or the Legacy Events view.

From the Query Profiles menu (11.4 and later Events view):

* You can apply a query profile and use options in the menu to create (Create Query Profile dialog),
copy, edit, and delete (Query Profile Details dialog) custom query profiles.

» Selecting a profile applies the meta group, column group, and pre-query condition, and these are
visible in the Meta Group menu title, Column Group menu title, and the query bar.

e In Version 11.4, the Events view does not use meta groups or profile groups defined in other views.
Version 11.5 allows you to use meta groups and to create private custom query profiles, in addition to
the previously available shared custom query profiles.

e If a query profile created in the Legacy Events view uses the Log View, Detail View, or List View
instead of a column group, the same profile in the Events view uses the Summary List column group.

From the Manage Profiles dialog (Navigate view and Legacy Events view):
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* You can configure, add, delete, import, and export profiles and profile groups.

* You can organize your custom query profiles in profile groups (Version 11.2 and later). When
upgrading to Version 11.4 from an earlier version, only profile groups that contain profiles are
imported. The built-in query profiles are in the Default Profiles group, which cannot be edited.
Analysts can create new query profile groups, which anyone can use.

* After creating profiles, you can edit a profile group to add profiles, remove profiles, or move profiles
from one group to another. When you create a profile, it is not added to any profile group by default.

» Selecting a profile applies the meta group, column group, and pre-query condition, and the label of the
Profile menu is replaced with the query profile name. The following figure illustrates the RSA Email
Analysis query profile selected in the Navigate view or Legacy Events view.

¥ Query & [EJ RSA Email Analysis © EJ Meta &

View Query Profile Details (Events View)

If you want to know which meta groups, column groups, and limiting filters (called pre-query
conditions) define a query profile, you can view the details of the profile.

To view the details:
1. Go to Investigate > Events and click Query Profiles in the query bar.
The Query Profiles menu opens with a list of available profiles. This menu displays a list a list of

built-in query profiles (RSA), shared custom profiles, and your private custom profiles with visibility
options and a filter field make it easier to find a particular query profile.
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2.

3.

Query Profiles v & packethybrid - Concentrator

i RSA Groups (9)
Shared Groups (1)

© Private Contents (1)

©) Custom-2

+ New Query Profile

Hover over a query profile in the list and click the information icon (.) to see the meta group,
column group, and pre-query conditions configured for the profile.

This figure shows the details for the RSA Email Analysis profile, one of the built-in profiles. In
Version 11.5.1, an icon identifies the type of meta group and column group (shared, private, or
RSA).

Do one of the following:
a. To close the dialog, click Close.

b. If you want to apply the profile, click Select Query Profile.
The dialog closes. The Events list is updated to reflect the selected query profile. If the profile
uses a different column group, the query is re-executed with the pre-query conditions and column
group for the selected profile. If only the pre-query conditions are different, existing filters in the
query bar are removed and the pre-query conditions (for example, this filter:
service=24,25,109,110,995,143,220,993) is added in the query bar, but the query is not
submitted. The first 15 columns in the associated column group are used in the Events list.

i. (Optional) Create additional filters in the query bar before executing the query (see Filter
Results in the Events View).

service = 24,25,109,110,995,143,220,993

ii. (Optional) If you want to select different columns from the associated column group before
executing the query, click B above the Events list on the right.
The Column Selection list is displayed and you can choose up to 40 columns to display (see

138
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Use Columns and Column Groups in the Events List.

Apply a Query Profile (Events View)

When a query profile is applied, there is no indication of it in the Query Profile menu, but you can see if
a column group or meta group is in effect. If pre-query conditions are applied, the filters are visible at
the beginning of the query bar as shown in this figure:

service = 24,25,109,110,995,143,220,993

Note: If you do not see enough results or the right results in the Events view, an applied profile may
be limiting results with pre-query conditions.

To apply a query profile:

1. Go to Investigate > Events and click Query Profiles in the query bar.
The Query Profiles menu opens with a list of available profiles.
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Query Profiles v & packethybrid - Concentrator

RSA Groups (9)
We A TXCK (3)

& Protocols (2)

@ UEBA (1)

7 RSA Email Analysis

3 RSA Endpoint Analysis
RSA File Analysis
RSA Threat Analysis

RSA User & Entity Behavior Analysis

9 RSA Web Analysis

2. Use the Down and Up arrow keys or the mouse to highlight a profile.

3. Click the highlighted profile.
The query profile settings are applied immediately. The Events list is updated to reflect the selected
profile. If the profile uses a different column group the query is re-executed with the pre-query
conditions and column group for the selected profile. If only the pre-query conditoins are different,
existing filters in the query bar are removed and the pre-query conditions are added in the query bar.
The B3 button becomes active so that you can resubmit the query with the new pre-query conditions.
You can add more filters as usual before or after resubmitting the query.

Create or Edit a Custom Query Profile (Events View)

To create or edit a custom query profile

1. Go to Investigate > Events and click Query Profiles in the query bar.
The Query Profiles menu opens with a list of available profiles.
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Query Profiles ‘
\ v

2. Do one of the following:

a. To create a new query profile, click + New Query Profile.
The Create Query Profile dialog is displayed. The Create Query dialog shows a new empty
profile that includes the currently selected meta group, column group, and filter that you have
currently typed in the Query bar as a pre-query condition.

Query Profiles

CREATE QUERY PROFILE

QUERY PROFILE NAME

& RSA Email Analysis

COLUMN GROUP
) RSA Email Analysis

PRE-QUERY CONDITIONS
service = 24,25,109,110,995,143,220,993

In version 11.6, the meta groups and column groups are displayed in a drop-down in a folder
structure.
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Query Profiles /

CREATE QUERY PROFILE

QUERY PROFILE NAME

I
META GROUP
SAS

COLUMN GROUP

RSA Endpoint Analysis

@ RSA Default Groups (9)

RSA Live Groups (2)
5 Shared Groups (7)

© abc-copy (0)

b. To edit an existing query profile, highlight a custom query profile in the menu, and click the edit
(ﬁ) icon.

The Query Profile Details dialog is displayed. The Version 11.5.1 dialog (on the right) identifies
the type of meta group and column group as shared, private, or RSA.

Query Profiles L

QUERY PROFILE DETAILS

QUERY PROFILE NAME
RSA Email Analysis-1

SHARING

Private

META GROUP

5 RSA Email Analysis

COLUMN GROUP
& RSA Email Analysis

PRE-QUERY NDITIONS

service = 24,25,109,110,995,143,220,993

3. In the Profile Name field, type a unique profile name that has no more than 80 characters.
In the Create Query dialog, the Save Query Profile button is activated. In the Query Profile Details
dialog, the Select Query Profile button is relabeled as Update Query Profile.
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. (Version 11.5 and later), do one of the following

a. If you want to share the new query profile with your organization, set the Share with my
organization option. You cannot change a query profile from shared to private after it is created.

b. If you want to create a private query profile that only you can see and manage, leave the Share
with my organization checkbox empty. You cannot change a query profile from private to
shared after it is created.

. (Version 11.5 and later) Select a meta group from the Meta Group drop-down list. If a shared group
and a private group have the same name, the private group is listed before the shared group. In
Version 11.5.1, an icon before the group name distinguishes private from shared.

. Select a column group from the Column Group drop-down list. In Version 11.5, there can be shared
or private groups and they can have the same name. In this case, the private group is listed before the
shared group. In Version 11.5.1, an icon in front of the group name distinguishes private from shared.

. In the Pre-Query Conditions ficld, check the default filters from the query bar and add or remove
filters if you wish.

. Click Save Query Profile or Update Query Profile.
The new profile is saved or the edited profile is updated with your changes.

. To close the dialog, click Close.

Delete a Custom Query Profile (Events View)

Built-in query profiles are read only, and cannot be deleted, but you can delete any custom query profile.
A confirmation message allows you to confirm or cancel the deletion. When you delete a shared query
profile, the effect is global and the profile is no longer available to any analyst.

Note: If a Springboard panel is using a query profile as a filter, the profile can be edited, but cannot be
deleted in the Events view. However, nothing prevents deletion of the profile in the Navigate view or
the Legacy Events view. In this case, Springboard panels that use the deleted query profile as a filter
continue to work, but the filter is removed and unexpected results may be displayed in the panel. Refer
to "Managing the Springboard" in the NetWitness Platform Getting Started Guide for details.

To delete a custom query profile

. Go to Investigate > Events and click Query Profiles in the query bar.
The Query Profiles menu opens with a list of available profiles.
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Query Profiles v 8 packethybrid - Concentrator

< Private Contents (1)

© Custom-1

-+ New Query Profile

2. Highlight a custom query profile that you want to delete, and click the edit (ﬁ)icon.
The Query Profile Details dialog is displayed.

Query Profiles & packethybrid - Concentrator

{ Private Contents (1)

© Custom-1

+ New Query Profile

3. Click the delete icon (I,
In Version 11.5, a confirmation message gives you the opportunity to confirm or cancel the deletion.
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Click Cancel or Delete Query Profile.

In Version 11.4, if the query profile is not a built-in profile, there is no request for confirmation.
The profile is deleted and removed from the Query Profiles menu. The profile no longer appears
anywhere for any analyst working in Investigate.

Copy a Query Profile

You can copy any query profile, built-in or custom, shared or private, as long as it does not have unsaved
edits in progress. This is useful when you want a customized version of a built-in profile. Also since you
cannot change a custom profile from private to shared or from shared to private, creating a copy allows
you to select a different Sharing setting. When you copy a profile, the same name is used with a number
appended. For example, if you copy RSA Email Analysis, the first copy is named RSA Email Analysis-
1, and a second copy of the same profile is named RSA Email Analysis-2. After you create the copy, you
can edit the new profile to give it a new name and edit the pre-query conditions, meta group, and column
group in the profile.

Note: If you are making a shared copy of a private query profile that uses a private meta group or
column group, a message notifies you that a shared copy of the meta group or column group is being
created and used in the query profile. It may take a little longer to copy the query profile when a
private meta group or column group has to be copied.

To copy a query profile

1. Go to Investigate > Events and click Query Profiles in the query bar.
The Query Profiles menu opens with a list of available profiles.
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2. Highlight the query profile that you want copy. This figure shows RSA Email Analysis highlighted.
The information icon (.) is displayed to the right.

Query Profiles v & packethybrid - Concentrator

< Private Contents (1)

© Custom-1

-+ New Query Profile

3. Do one of the following:

a. Click the information icon (.).

b. For a custom profile, click the edit icon ().
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The Query Profile Details dialog is displayed. This figure shows the dialog for a built-in profile.

Query Profiles L

QUERY PROFILE DETAILS

QUERY PROFILE NAME
RSA Email Analysis-1

SHARING

Private

META GROUP

£ RSAEmail Analysis

COLUMN GROUP
& RSA Email Analysis

PRE-QUERY CONDITIONS

service = 24,25,109,110,995,143,220,993

4. Click the Copy icon (&).
The Copy Query Profile dialog is displayed with a number appended to the profile name to create a
unique name among all query profiles.

5. (Optional) In the Query Profile Name field, edit the name of the query profile.

6. If you want to share the new profile with your organization, set the Share with my organization
option. By default the new profile is private. If the profile being copied has a private column group
or meta group, a shared copy is created and used in the copy of the profile.
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7. Do one of the following:

a. To close the dialog without copying the profile, click Cancel.

b. To save the clone of the query profile, click Save Query Profile.
The clone is saved, and the Query Profile Details dialog for the cloned profile is displayed.

8. Do one of the following:

a. To close the dialog, click Close.

b. To close the dialog and select the new profile, click Select Query Profile.
The clone is added to the Query Profiles menu.

Create a Query Profile Folder

You can create query profiles folders which reside at the top level and are be added as a private or
shared folders. And, if the folder name already exists then you are prompted to provide a unique name.

L.

3.

In the Events view, select the Query Profiles menu title. The menu drops down to display a list of

meta groups and folders with the Filter Query Profiles field at the top and the option at the
bottom.

Click .
The Create Folder dialog is displayed.

Query Profiles & packethybrid - Concentrator v

CREATE FOLDER

In the Folder Name field, type a unique name for the new query profile group folder.

4. Click Create Folder.

Edit and Move Query Profile Folder

After you create a query profile group folder you can edit or move it, however the folders inside RSA
Groups (RSA Live content and RSA OOTB Groups) cannot be edited and moved. The folders inside

private and shared folders can be edited and moved only within their respective groups. For example,
you cannot move a shared folder into a private folder and vice-versa.

L.

In the Events view, select the Query Profiles menu title that you want edit.
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2. Click &.
The Edit Folder dialog is displayed.

Query Profiles ~

EDIT FOLDER

FOLDER NAME
Email-check:

LOCATION
) Top Level (Privale)

Cancel

3. In the Folder Name field, type a unique name for the query profile folder.
4. Select the location of the folder to be edited.
5. Click Update Folder.

Copy Query Profile Folder

You can copy query profiles folder from private to shared, private to private, shared to shared and shared
to private groups. When you copy a folder the content inside it gets copied except for the sub-folders.
When you copy a private folder into a shared folder, the folder and its content no longer remain private.

1. In the Events view, click the Query Profiles menu title. The menu drops down to display a list of
query profiles and folders.

2. Select a folder you want to copy.

3. Click edit B and then click .

Query Profiles

EDIT FOLDER
Email-check:

Level (Private)

Cancel

The Copy Folder dialog is displayed.

Query Profiles ~

COPY FOLDER

FOLDER NAME

Profile Folder-1

LOCATION

9 Top Level (Private)

Copy Folder

4. In the Folder Name field, type a unique name (maximum length of 80 characters) for the new query
profile group and folder.

5. Select the location of the folder to be edited.
6. Click Copy Folder.
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Copy Query Profiles Group Folder Deployed from Live

You can copy query profiles group folder deployed from Live located under RSA Groups category to
any other location like Shared groups or to a private folder.

1.

In the Events view, click Query Profiles Group menu title. The menu drops down to display a list of
query profiles groups and folders.

Click on a Live Query Profiles Group folder you want to copy.

. Click

The Copy Folder dialog is displayed.

Query Profiles & adminserver - Broker

COPY FOLDER

FOLDER NAME

Aa-1

LOCATION

g Shared Groups

Copy Folder

Select the location of the folder to be copied.

Click Copy Folder.
The folder is created with the original name of the folder and its contents are displayed as the
original meta group name appended with a -n.

Delete Query Profile Folder

If you don't want to retain a folder you can delete it. However, once the folder is deleted it cannot be
retrieved.

1.

In the Events view, click the Query Profile menu title. The menu drops down to display a list of
query profile groups and folders.

Select a folder to be deleted.

Click edit E.
The Edit Folder dialog is displayed.

Query Profiles

EDIT FOLDER

EEEEEEEEEEE

Cancel
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4. Click delete Il
A warning message is displayed to confirm the action.

DELETE QUERY PROFILE

Are you sure you would like to delete Email-check?

Cancel Delete Query Profile

5. (Optional) Select the checkbox, if you want to delete the folder along with all the contents inside the

selected folder.
If you do not select the checkbox, then the content will be moved to the parent folder after the

required folder is deleted.

6. Click OK to delete.

Add Springboard Panels from Events View

(From 12.0 and later) Administrators and Analysts can now create a Springboard panel from Investigate
> Events view. Analysts can add any number of filters on the query bar and convert them into
Springboard panels with important system indicators for threat hunting and investigation.

NETWITNESS Investigate Respond Users Hosts iles Dashboard Reports
& Manage Board

events2 (Springboard) (25)

SERVICE TYPE SESSION COUNT & DESTINATION COUNTRY b,

28

IMPORTANT: Ensure that you create a custom private board first in order to add the Springboard
panel.
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To add a Springboard panel from Events view

1. Go to Investigate > Events.
2. Create a query that consists of one or more filters that contain a meta key, operator, and optional
value.
3. Click a > Generate Springboard Panel.
The Generate Springboard Panel dialog is displayed.
Generate Springboard Panel
NAME @
events2
LOCATION
© Top Level (Private)
META GROUP
RSA Email Analysis
COLUMN GROUP
RSA Email Analysis
PRE-QUERY CONDITIONS
service = 24,25,109,110,995,143,220,993
META KEY
accesses - Accesses
DEFAULT SORTING
Session Count - Descending
VISUALIZATION TYPE
Bar
4. Enter the following details:
¢ Name: Enter a unique name for the panel. The name can include letters, numbers, spaces, and
special characters, suchas - () [].
Note: The query profile will be created with the same name as the Springboard panel.
o Meta Group: It is selected by default.
e Column Group: It is selected by default.
o Location: It is the location where the query profile will be saved.
e Pre-Query Conditions: Displayed based on the input criteria entered in the search query panel.
o Meta Key: Select the appropriate meta key value from the drop-down list.
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o Default Sorting: Select the appropriate sorting from the drop-down list.
o Visualization Type: Select the appropriate visualization type from the drop-down list.
o Visualization Metric: Select the appropriate visualization metric from the drop-down list.

5. Click Save.

The panel will be added successfully to the custom private board in the Springboard.

Navigate to the Manage Profiles Dialog (Navigate and Legacy Events
Views)

1. Go to Investigate > Navigate or Legacy Events. (If the Investigate dialog is displayed, select a
service and click Navigate.)

2. In the toolbar, select Profile > Manage Profiles.

ﬁ RSA Email Analysis - ff=F

Deactivate Profile

3
@ Profile > |
Service
Manage Profiles
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The Manage Profiles dialog is displayed.

Manage Profiles

+- | &
O
4 & Default Profiles
i RSA Email Analysis

i RSA Endpoint Analysis

i RSA Threat Analysis

O

O

O

O i RSA File Analysis
O

O i RSA User & Entity Behavior Analysis
O

i RSA Web Analysis

Create, Edit, or Delete a Profile Group (Navigate or Legacy Events
View)

You can create a custom profile group to organize different profiles. Once created, the only edit you can
make directly to a profile group is to edit the name of the profile group. To add or remove a profile in a
group, edit the profile and assign it to a different profile group as described in Create and Edit Profiles
(Navigate or Legacy Events View).

Note: If you migrated profile groups from Version 11.3, empty groups were not migrated.

1. In the Manage Profiles dialog, do one of the following:
¢ To select an existing profile group to edit, double-click the profile group.

To add a new profile group, click + and select Add New Profile Group.

Note: If you want to edit one of the built-in profile groups, click “__:=:| to make an editable copy.
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A folder with a blank field is displayed at the bottom of the Profiles list in the left column.

Manage Profiles

+- | &

O

4 53 pefault Profiles
i RSA Email Analysis
i RSA Endpoint Analysis
i RSA File Analysis
i RSA Threat Analysis
i RSA User & Entity Behavior Analysis
i RSA Web Analysis
4 53 Doc Profile Group
i Doc Profile B

5 Doc Profile A

OoO0oooooooaoad

I:‘New Profile Group

2. To edit or enter the name of the profile group, double-click the Profile Group and type in the entry
field. The name must be between 2 and 80 characters.
The profile group name is applied to a new profile group or to the profile group you edited. The
profile group is now available when configuring a profile.

3. To delete a profile group do one of the following:

e If you want to delete a profile group but keep the profiles, click the checkbox to select the group,
uncheck the profiles in the group, and click delete.

¢ [f you want to delete a profile group and the profiles that the group contains, click the checkbox to
select the group, and leave the profiles that you want to delete checked.
A dialog asks for confirmation that you want to delete the group. If you left the mark in the
checkbox next to the profiles, the group and the profiles in the group are deleted. If you unchecked
the profiles, only the profile group is deleted and the profiles are moved out of the group and
available to add to another profile group.
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Create and Edit Profiles (Navigate or Legacy Events View)

L.

In the Manage Profiles dialog, do one of the following:
¢ To select an existing profile to edit, click the checkbox beside the name.

To add a new profile in Version 11.2 and later, click + or click the down arrow next to + and
select Add New Profile.

* To create a new profile in versions prior to 11.2, click +

Note: If you want to edit one of the built-in profiles, click “__:=:| to create a copy, and edit the copy.

The definition of the profile is available to edit in the right panel. This figure illustrates the definition
of one of the built-in profiles.

Manage Profiles

+- Bl& Name
O RSA Email Analysis
[0 4 Default Profiles Profile Group
™ i RSA Email Analysis Default Profiles
. ) . Meta Group
| RSA Endpoint Analysis
. RSA Email Analysis
O RSA File Analysis
Column Group
O i RSA Threat Analysis
RSA Email Analysis
O i RSA User & Entity Behavior Analysis PreQuery
- I RSA Web Analysis service=24,25,109,110,995,143,220,993
[] 4 Doc Profile Group
O i Doc Profile B
[] & New Profile Group
O i Doc Profile A

Edit or enter the profile name by typing in the Name field. The name must be between 2 and 80
characters.

. (Optional for Version 11.2 and later) If you want to add the profile to a profile group, select a profile

group from the Profile Group drop-down list.
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If you select a profile group, the profile is added to the group when you save the changes. If you do
not select a profile group, the profile is not part of a group.

4. Select a meta group from the Meta Group drop-down list. You can add custom meta groups as
described in Use Meta Groups to Focus on Relevant Meta Keys. Private meta groups created in the
Events view are not available in the Navigate view.

5. Select a column group for the Column Group drop-down list. You can add custom column groups
as described in Use Columns and Column Groups in the Events List. Private column groups created
in the Events view are not available in the Navigate view.

6. Type queries to filter results in the PreQuery field. PreQuery follows the same syntax as the Query
builder. The PreQuery in the figure uses a meta group called service =
24,25,109,110,995,143,220,993.

7. Click Save to save the profile without using it, or click Save and Apply to save the profile and use it
immediately.
If you click Save and Apply, a confirmation dialog is displayed before applying the selected profile.
For Version 11.2 and later, the PreQuery that you entered in the Manage Profiles dialog is displayed
in the breadcrumb.

B % -Concentrator ¥ Query © [ Copy-RSA Email Analysis © ECJ RSA Email Analysis © = Actions © - Incidents ©

Profile Pre-Query: service=24,25,109,110,985,143...

Event Time Event Type Service Type Originating IP Adi Source IP Addres; Destination IP Ad TCP Destination F Destination Port Hostname Aliase: Sourc

Delete a Profile (Navigate or Legacy Events View)

1. In the Manage Profiles dialog, select a profile by clicking the checkbox beside the name.

Note: You cannot delete any of the built-in profiles.

2. Click =.
A prompt requests confirmation that you want to delete the profile, and the profile is deleted. The
option name in the toolbar reverts to Profile to show that no profile is in effect.

Change the Active Profile (Navigate or Legacy Events View)

If you do not see enough results or the right results in the Navigate or Events views, you may have an
active profile that is applying a PreQuery. If you do not want to use any profiles, you can click
Deactivate Profile in the Profile drop-down menu.

To use a different profile:
1. In the Navigate or Legacy Events view toolbar, open the Profiles drop-down menu.
2. Hover over the Profile option to display a drop-down list of available profiles.

3. Select the profile you want to use.
The profile settings are applied immediately.

If you want to change the active profile from the Manage Profile dialog:
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1. In the Navigate or Legacy Events view toolbar, select Profiles > Manage Profiles.
The Manage Profiles dialog is displayed.

2. Select a profile from the left panel and click Save and Apply.
A confirmation dialog is displayed.

3. Click Yes.
The profile settings are applied immediately.

Import Profiles (Navigate or Legacy Events View)

In the Navigate view and the Legacy Events view, you can upload or import .jsn files that have been
downloaded from another service. When profile groups are exported and then imported, the grouping of
profiles is maintained.

fi\
1. In the Manage Profiles dialog, click = in the left panel toolbar.
The Profile Import dialog is displayed.

2. Click Browse or the Upload File field to select a file from your computer.

3. When the file is selected, click Upload.
The profile is displayed in the left panel.

Download Profiles (Navigate or Legacy Events View)

In the Navigate view and the Legacy Events view, profiles are downloaded as .jsn files.

1. In the Manage Profiles dialog, select one or more profiles from the left panel.

2. In the left panel toolbar, click — .
The download begins immediately.
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Drill into Metadata in the Events View

Note: This section applies to Version 11.5 and later. The feature is a beta feature that is enabled by
default, and can be disabled by the system administrator as described in the System Security and User
Management Guide.

When working in the Events view, the focus of an investigation is the smallest possible set of relevant
events in sequential order. You can reduce the number of visible events loaded in the Events view using
query profiles, column groups, meta groups, and queries. However, it is more efficient to limit the data
set using the metadata indexed on the Concentrator before looking at the actual events stored on the
Decoder or Log Decoder.

In Version 11.4.x and earlier, it is best to start by looking at the meta keys and meta values indexed on
the Concentrator and drill into the metadata in the Navigate view to find a relevant set of events, with
each drill or query further limiting the data set. When you have a meaningful data set, or drill point, you
can examine the details of the related events in sequential order in the Events view.

Beginning with Version 11.5, you can drill into the metadata in the Filter Events panel, without leaving
the Events view. The list of meta keys and meta values shown is related to all events seen in the
environment for the time range in the query. When you find the drill point of interest in the Filter Events
panel, you can open the Events panel to see the sequential events. The set of events loaded in the Events
view is smaller and loads faster. The flow of an investigation is smoother with less hopping between
views. The following figure illustrates the panel, open to the left of the Events panel.

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports

NA GACY EVENTS EVENTS MALWARE ANALYSIS

e e g N a0

05/15/2022 07:41 am 05/20/2022 07:40 am +00:00

Filter Events 5, A | v | @) GROUP EVENTS Q gl )
15 Ordering ~ couecrion T TYPE  SERVICETYPE  ORIGINATING..  SOURCEIPAD.  DESTINATION..  ICPDESTINA.  DESTINATION.  HOSTNAMEA.
05/18/202207:57:12am @ 443(s5L] 46090
> 2 Tvieheed i 05/18/202207:57:12am 443(s5L] 56004
05/18/202208:01:19 am
05/18/202208:01:20am
1ation IP address (20+) 05/18/202208:01:20 am
05/18/202208:01:20am
05/18/202208:01:20am
05/18/202208:01:21am
05/18/202208:01:21am
05/18/202208:01:21am

05/18/2022 08:01:21am

7~ Source Country (20+) H 05/18/2022 08:01:22 am
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Note: There are two situations in which results in the Filter Events panel may not be as expected:

-In a mixed-mode environment with a Version 11.5 Broker and some Core services at NetWitness
Platform Version 11.4 or earlier, a text filter is not supported in the Filter Events panel. If the query in
the Events panel includes a text filter, the result set in the Events panel and Filter Events panel may be
different.

-If the query in the Events view query builder has a logical OR or &s, the results in the Events view
may be different from results for the same query in the Navigate view and Legacy Events view. In this
situation, a set of parentheses automatically encloses the logical OR expression in the Navigate view
and Legacy Events view, while parentheses have to be manually added in the Events view. If this
occurs, you need to enclose the logical OR expression in an additional set of parentheses; select the
two filters in the query bar, right-click one of them, and select Wrap in parentheses in the menu.

Note: (Version 11.5.1) In the Filter Events panel, the meta values result threshold is 100000. If results
are above the threshold, it is indicated using either ~ or >. For example, (>100000) indicates that the
results are sorted based on count and are greater than the threshold. Similarly, (~100000) indicates that
the results are sorted based on size and are greater than the threshold.

Modes of Operation

The Filter Events panel has two modes of operation.

e The narrowFilter Events panel is part of a faceted search view into the data (shown above). Left- or
right-clicking a meta value adds a new filter, automatically executes a new query, and displays
matching events in the sequential list of events. When both panels are open, you can drill into the data
in both the Filter Events panel and the Events panel . Each time you left-click a meta value in the
Filter Events panel, an expression is appended to the query bar, and the query is executed by default.
The query results show new metadata to filter by in the Filter Events panel and the resulting events
that match the query in the Events panel. If you change the service or other query elements in the
Events panel, you need to execute the query to reload the Filter Events panel.

e The fully expanded Filter Events panel uses the full width of the browser window to provide ample
real estate to hunt through the metadata without the performance load of immediately submitting a
query or viewing the sequential events. As you click a new meta value and drill into the meta values,
each meta value is added to the query filter and executed in the Filter Events panel, so that the number
of events seen is reduced. Because the Events panel is closed, the query in the Events panel is not
updated and the query is not executed. When you collapse the Filter Events panel back to original
size, the Events list opens and the query is executed. This is an example of the fully expanded panel.
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NETWITNESS

Investigate

EVENTS : i B

QueryProfiles v || 8 -Concentrator /|| Last5Days v

05/15/2022 07:41 am

05/20/2022 07:40 am +00:00

Filter Eve

RSA Email Analysis

Event Count ( Descending by Total Co v
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Investigate
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View Metadata in the Filter Events Panel

To view metadata in the Filter Events panel

1. Go to Investigate > Events, select a service to investigate, and select a time range.

2. (Optional) Select a column group or a query profile.

3. Click to load events in the Events panel.
A query is executed in the Events panel and matching events are listed,

06/26/2022 12:13 pm +00:00

Refining the Results Set

161



Investigate User Guide

4. Click the Filter button (smm) in the Events panel.
The Filter Events panel opens to the left of the Events panel.

NETWITNESS Investigate espond

EVENTS

Query Profiles ‘ =] -Concentrator H Last 5 Days v

05/15/202207:41am 05/20/2022 07:40 am +00:00
Filter Events : oA A
Bz 000 Events A | 1) RsA Emil Analysis @) crour EveNTs
£ Meta Group 1§ Ordering v COLLECTION TIME TYPE SERVICE TYPE N SOURCE IP AD..  DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAME A..
05/18/202207:57:12 am & 443[ssL] 46090
< Service Type (9

05/18/2022 07:57:12 am & 4435 56004

05/18/2022 08:01:19 am

71 Source IP Address (20+)
U

05/18/2022 08:01:20 am

ation IP add ; @ f 05/18/202208:01:20am

05/18/202208:01:20am

@ TCP Destination Port (20+)

[@ TCP Destination Port (20 05/18/202208:01:20am

05/18/2022 08:01:21 am
» Destination Port

05/18/202208:01:21am

Hlostname Allates 200 05/18/202208:01:21am

05/18/2022 08:01:21am

gn  Source Country (204 A8 05/18/202208:01:22 am

Note: (Version 11.6) By default, the Filter Events panel is open in the Events view. The last used state
of the panel (narrow or fully expanded) is saved throughout the session and across logins. Also, the
Filter Events panel provides additional contrast between meta keys, meta values, and meta counts to
improve readability.

The Default Meta Keys meta group is in effect the first time you log in. If you selected a different meta
group the last time you logged in, it remains in effect until browser cache is cleared. In Version 11.5.1,
the meta group you selected previously is not stored in browser cache so it remains in effect until you
change it. See Use Meta Groups to Focus on Relevant Meta Keys for details about meta groups. Based
on the contents of the index file for the service, the Filter Events panel is populated with the first 25 meta
keys that have at least one meta value and are open. When using the Default Meta Keys group in the
Filter Events panel, only the first 30 meta keys with values are open and the remaining are closed.
Closed meta keys may be listed, but they do not count toward the 25 or 30 meta keys total. Meta keys
with no values are listed at the bottom of the panel. You can expand, collapse, and close the panel using

the standard panel controls (., ., and H).
1. Do one of the following:

a. To close the dialog without editing, click Close.

b. To close the dialog and select the copy of the meta group, click Select Meta Group.
The group is added to the Meta Group menu. The figure below has a private copy of the RSA
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HTTP meta group.

= Meta Group v 13 Ordering v

RSA Groups (10)
Default Meta Keys
RSA Email Analysis
RSA Endpoint Analysis
RSAHTTP

RSA Malware Analysis
RSA SSL/TLS

RSA Threat Analysis

RSA User & Entity Behavior Analysis

Show Max Value of Meta Groups
In case all the values have not rendered and displayed, you can click Show Max Value to view all the
values at once.

1. With the Filter Events panel open in the 11.6 Events view, click and select the Show Max

Values option.

NETWITNESS Investigate

EVENTS
Query Profiles =} Broker v || AllData 7

04/30/201409:38 am 07/08/2022 12:10 pm +00:00

A RSA Email Analysis @ ) GROUP EVENTS
O COLLECTION TIME TYPE  SERVICETYPE  ORIGINATING.  SOURCE IP ADDRESS DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAME A. SOURCE
o 02/11/202; 5
B
g
g
B
B
B

£ Action Event (20+

02/11/202205:55:57 am

2. The values that were not rendered earlier will begin to load and a maximum of 1000 results are
displayed.
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View the Context Lookup Panel in the Filter Events Panel

In the Filter Events panel, you can click a meta entity to open the context tooltip. The context tooltip is
available only for the meta keys that are defined as an entity the Context Hub supports. The Context Hub
service is pre-configured with default meta types and meta keys mapping. For information about
mapping of the context hub meta values with investigation meta keys, see "Configure Meta Type
Mapping for Context Hub" in the Context Hub Configuration Guide. The context tooltip includes the
following two sections.

Context Highlights - The information in this section helps you to determine the actions that you would
like to take. It can show related data for Incidents, Alerts, Lists, Endpoint, Criticality, Asset Risk, and
Threat Intelligence (TI). Depending on your data, you may be able to click these items for more
information.

You can also view other options like External Lookup, Copy Value, Copy Statement, Live Lookup,
Context Lookup, Pivot to Investigate > Hosts/Files, Pivot to Endpoint Thick Client, Pivot to Archer, and
Add/Remove from List.

NETWITNESS Investigate Responc sers osts iles Dashboarc eports & % O] admin >

VENTS EVENTS MALW %z =

NAVIGATE EGACY F' ARE ANALYSIS
Query Profites Last 5 Days M ‘ ! ‘ ©f

05/15/2022 07:41am 05/20/2022 07:40 am +00:00

Filter Events - - T .
cr Events . " Q o X
o hail Analysis > e @) GROUP EVENTS Q v
CONTEXT HIGHLIGHTS % ®
£ Meta Group 1% Ordering v ) ) ) TYPE SERVICE TYPE ORIGINATING... SOURCEIP AD..  DESTINATION... TCP DESTINA... DESTINATION... HOSTNAME A... &
INCIDENTS ALERTS usTs

443s5L] 46090

\ ype (9) ENDPOINT  CRITICALITY  ASSETRISK

=g € c
E=1 @ 443s5L] - 56004
O0[OTHER] 443[SsL]
53 [DNS] (3,426) | |80 [HTTP] Q Append [ ipsrc=
139 [SMB] 137 [NETBIOS] e
67 [DHCP] 22 [SSH] 25[SMTP
~ Source IP Address (20+)
[
.y 7 External Lookup
O Copy Value
O Copy Statement
® Live Lookup

10.1.5.101 1 1 > im
@ Customize Actions ®

192.168.1.8

=] 05/18/2022 08:01:22 am

Understand Visible Metadata

Each meta key has a list of meta values, with up to 20 values displayed by default. You can click Show
More Values to incrementally add 20 meta values, up to a total of 1,000 meta values, which is a hard-
coded limit to optimize performance. The meta key name and plain English name of each meta key
found in the service, both populated and non-populated, are listed. For each meta value, you can see the
number of events in the current results that contain the value (count) or the size of the events in the
current results (size). For example, the following might be listed:

Action Event [action] (3)
get (3016) login (1346) put (501)

In this example, the meta key name is action, the English name is Action Event, and three meta values
were found for this meta key. There were 3016 events containing get, 1346 events containing login,
and 501 events containing put. The values are ordered so that the value with the largest count is listed
first.
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In the following example, the same meta key has the values ordered based on the event size in bytes. The
smallest size is listed first:

Action Event [action] (3)
login (13,034,588) put (21,848,760) get (1,409,079,256)

An icon before each meta key name identifies the indexing method for the key. The indexing method
determines the types of interactions and queries possible using that meta key.

* This meta key is indexed by value: enxr=rmmmm. The green color indicates that the all available
interactions and queries are supported. You can see the available interactions in the context menu by
right-clicking the meta value.

* This meta key is indexed by meta key: CIEERENEERR. The yellow color is a clue that a subset of
available interactions is supported, and queries on this meta key may take longer than meta keys that
are indexed by value. You can see the available interactions in the context menu by right-clicking the
meta value.

* This meta key is not indexed: ENMF=rAEE®. Values for non-indexed meta keys cannot be used to
query. If you want to query a meta key that is not indexed, your administrator needs to edit the index
file for the service to index the meta key by value or meta key.

* For Version 11.5.1, a set of more than 200 meta key symbols replaces the three indexing method
symbols to provide a visual indicator of the purpose of the meta key. The color of the meta key
symbol identifies the indexing method using the same colors as before: green, yellow, and red. A
tooltip also identifies the indexing method and provides a description of the icon. The icons are
defined based on categories outlined in the Unified Data Model
(https://community.netwitness.com/t5/netwitness-platform-unified-data/tkb-p/netwitness-udm). There
is a generic icon for most categories that do not have specific meta keys and a default meta key icon
to use when a new custom meta key is added.

If an error occurs while loading a meta key, the other meta keys load as usual and an error message is
displayed in the meta key that did not load. When you execute a new query, some error messages
disappear. Meta keys that have no values in the set of events are listed at the bottom of the panel.

Stop and Resume Metadata Loading

You can stop and resume loading of metadata in the Version 11.5.1 Filter Events panel as the meta keys
and values are loading. When loading a lot of metadata this can save time because you do not have to
wait for all data to load. If you stop loading and still need to see more metadata, you can resume loading,
then stop again when you see the data you want.

1. While data is loading in the Filter Events panel, click the Stop button (E) in the query bar.
Meta keys stop loading, and keys that did not finish loading are closed. A message above the meta

keys list informs about the status, and you can scroll down to find the last meta key to finish loading.
In this example, Session Analysis finished loading; all the meta keys below remain closed.
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Meta Group: Default Meta Keys

1% Event Count ( Descending by Total Count )

Query execution was stoppe incomplete keys were
verizon business (843) yandexlic
Parse Error [parse.error]
1 Certificate Thumbprint [cert.thumbprint]
L File Entropy [file.entropy]
“ File Size [filename.size]
Password [password]

Session Analysis [analysis.session] (1)

not top 20 dst (19,

Query execution stopped here
1 Device Name [device.name]
Disposition [disposition]

Link to Data [link]

. Object Name [obj.name]

Reference Id1 [reference.id1]

2. Do one of the following:
a. To resume loading at the meta key where loading stopped, click Resume.

b. If you want to review the values of specific meta keys that were not loaded, without resuming the
query, click the meta key name to open any key.

Close All Except One Meta Key

(Version 11.5.1 and Later) When the Filter Events panel is open, seeing many meta keys at the same
time can be distracting.

To close all except one meta key

1. In the meta key row of an entry, click the Meta Key options button (g).
The Meta Key options are displayed.
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NETWITNESS Investigate

EVENTS

R
Query Profiles -Broker ®
E=—

02/10/2022 02:19 pm 06/26/2022 12:13 pm +00:00

er Events  Newest 40,000 Events (Desc) A [ 11 RsaHTTP @) croup events

‘ = Meta Group ‘ 18 Ordering ™ O COLLECTION TIME TYPE DECODER SO... TRAFFIC FLO... SERVICE TYPE HOSTNAMEA..  SOURCEIPAD..  DESTINATION..  IP ALIASES
o 06/26/202212:13:09pm @ packethybrid
o 06/26/2022 12:13:04 pm packethybrid

o 06/26/202212:13:04pm packethybrid
\dress (20+)

S n£19£19099 12:13:02 pm packethybrid
Append EXISTS Drill

I 1212:1302pm @ packethybrid
Append EXISTS Drill in New Tab

Append EXISTS Drill ‘2 121259pm € packethybrid

Append !EXISTS DrillinNew Tab 12 12:12:59 pm packethybrid

Open Only This Key 2112:1254pm packethybrid
Copy Values 212:1254pm @ packethybrid
Show Debug Info 12 12:12:49 pm packatiybrd
Show Max Values ‘ i

[2121249pm @ packethybrid

0 06/26/2022 12:12:48 pm packethybrid

2. Select Open Only This Key.
All except the current meta key close. If the selected key is closed, it opens and data is loaded, while
all other keys close.

Set the Ordering Method for Meta Values

With the Filter Events panel open, you can look at two parameters for each value: the event count or the
event size. Each meta key entry includes either the event count or the event size in parentheses after the
value. In both cases, there are four options for ordering.

To use the ordering options

1. With the Filter Events panel open, click the ordering menu label, which is named according to the
selected ordering option. This is an example of the menu label when ordering by event count in

ascending order by total count: .
The Ordering menu is displayed. This figure shows the narrow version of the menu.
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Filter Events

E Meta Group lg Ordering v

EVENT COUNT
Descending by Total Count
Ascending by Total Count
Descending by Value
Ascending by Value
EVENT SIZE

Descending by Total Size

Ascending by Total Size
17 [UDP]

Descending by Value
58 [IPv6-1CMP] 0

Ascending by Value

> ™ Source |P Abere-e
>

TCP Source Port

tcp.srcport
42352 46700
60846 47332
36447 44396

49956 36678

2. If you want to see the event count in parentheses after each value, select one of the following
options. By default, the meta keys are displayed using the Event Count > Descending by Total

Count method.

a. To order by total count of events in which the value was found, select either Descending by

Total Count or Ascending by Total Count.

b. To order by the name of the value, select either Ascending by Value or Descending by Value.

3. If you want to see the size in bytes of the events in which the value was found, select one of the

following options.

a. To order by total size of events in which the value was found, select either Descending by Total

Size or Ascending by Total Size.

b. To order by the name of the value, select either Ascending by Total Size or Descending by

Total Size.

Under each meta key in the Filter Events panel, the values are ordered according to your
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selection.

NETWITNESS Investigate

EVENTS
- Concentrator  \/

Query Profiles

05/15/2022 07:41 am

= RSA Email Analysis

80 [HTTP]

192.168.0.121

192.168.100.75

f# Destination IP address (20+)

@ TCP Destination Pc

Drill into Meta Values

Last 5 Days

12 Event Count ( Descending by Total Count) \/

139 [SMB]

10.1.4.205

10.225.201.111

37 [NETBIOS]

05/20/2022 07:40 am +00:00

67 [DHCP]

172.16.1.101

100.79 192.168.49.1

134.238.17.170 13.127.247.216 10.1.4.1 172.16.1.10

7.200 151.101.158.133

With the Filter Events panel open, you can drill into meta values to focus an investigation down to the
smallest possible set of relevant events. Drilling in the fully expanded Filter Events panel adds filters to
the query bar and refines the displayed metadata in the Filter Events panel, but does not execute the
query in the Events panel. Drilling in the narrow panel, side by side with the Events panel, adds the filter
to the query bar and executes the query in the Events panel and the Filter Events panel. This figure is an
example of the fully expanded panel with some metadata loaded.

NETWITNESS Investigate Respond Users

GATE LEGAC VENTS EVENTS

’7 Query Profiles

-Concentrator v ‘ Last 5 Days

05/15/2022 07:41 am
Filter

ents

10.1.6.206 192.168.1.100

alion IP addre

192.168.1.1

10.1.5.1 192.168.100.1

ion Port (201)

80 [http]

389 [Idap] 56005 135 [epmap]

localhost zonealarm.bit ransomware.bit ib.adnxs.com

10.0.2.15 192.168.1.12

“events.data.microsoft.com (14

05/20/2022 07:40 am +00:00

192.168.100.80 192.168.100.79 192.168.49.1

134.238.17.170 13.127.247.21, 172.16.1.10 79.134.225.21

79.197.200 151.101.158.133 101
25 [SMTP] (172)
Meta Value = 25 [SMTP]
Event Count = 172

25 [smtp] 53 [domain] 56004

*rubiconproject.com 1.1.168.192.in-addr.arpa osted.|.google.com
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You can drill into metadata in the Filter Events panel to find relevant meta values. A simple query using
the (=) operator highlights the meta value used in the Filter Events panel. This helps to associate the

metadata with the filter added to the query. For example, the following figure shows the meta key value,
related to the query filter, highlighted in the Filter Events panel.

NETWITNESS Investigate Responc User Hosts Files Dashboard Report

NAVIGATE LEGACY EVENTS EVENTS MALWARE ANALYSIS

Query Profiles ] -Concentrator || Last5Days v [ [ ip.dst = 193.252.22.84 x ||AND || € service = 25

05/15/2022 07:41 am

O  COLLECTION TIME TYPE SERVICE TYPE ORIGINATING..  SOURCEIPAD..  DESTINATION..  TCP DESTINA.. DESTINATION..  HOSTNAME A.. ke

a 05/19/2022 01:48:35 pm @ 25[sMTP] 10.1.4.205 193.252.22.84 25[smtp]

Allresults loaded.

To drill into meta values in the fully expanded Filter Events panel

1. Look for a meta value that is of interest, and click the value. Using the figure above as an example,
to investigate the SMTP service type as opposed to other service types, click 25[SMTP].
The other service types are filtered out of the metadata in the Filter Events panel, but the query is not
executed in the Events panel.

2. Look for a meta value that is of interest, and do one of the following:

a. Click the value. Using the figure above as an example, to investigate the SMTP service type as
opposed to other service types, click 25[SMTP].
The filter is added as the last filter in the query bar, and other service types are filtered out of the
metadata in the Filter Events panel. With the Events panel closed, no query is executed there.

b. (Version 11.5.1) Right-click the value and select Add Filter - Do Not Run Query in the drop-
down menu.
The filter is added as the last filter in the query bar, but no other service types are filtered out of
the metadata in the Filter Events panel. With the Events panel closed, no query is executed there.

c. (Version 11.5.1) Press CTRL (Windows) or CMD (MacOS) and click the value.
The filter is added as the last filter in the query bar, but no other service types are filtered out of
the metadata in the Filter Events panel. With the Events panel closed, no query is executed there.

3. Repeat step 1 with another meta value, for example, writetoexecutable in the Action Event [action]
meta key. Continue drilling into values until you find a set of events (drill point) that you want to see
in sequential order.
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4. To view the sequential events for the drill point, click . to shrink the Filter Events panel.
The Events panel opens to the right, and the query is executed in the Events panel so that you can see
the raw events in sequential order.

To drill into meta values in the narrow Filter Events panel

1. Look for a meta value that is of interest, and click the value. Using the figure above as an example,
to investigate the SMTP service type as opposed to other service types, click 25[SMTP].
The filter is added as the last filter in the query bar, other service types are filtered out of the
metadata in the Filter Events panel, and the query is executed in the Events panel.

2. Look for a meta value that is of interest, and do one of the following:

a. Click the value. Using the figure above as an example, to investigate the SMTP service type as
opposed to other service types, click 25[SMTP].
The filter is added as the last filter in the query bar, and other service types are filtered out of the
metadata in the Filter Events panel and the data set showing in the Events panel.

b. Right-click the value and select Add Filter - Do Not Run Query in the drop-down menu.
The filter is added as the last filter in the query bar, but no other service types are filtered out of
the metadata in the Filter Events panel, and the query is not executed in the Events panel until
you click the query button.

c. Press CTRL (Windows) or CMD (MacOS) and click the value.
The filter is added as the last filter in the query bar, but no other service types are filtered out of
the metadata, and the query is not executed in the Events panel until you click the query button.

3. Continue clicking values to refine the set of events (drill point). As you refine the set of events,
examine and reconstruct the raw events for the same set in the Events panel.

Copy the Meta Values for a Meta Key

To copy all of the visible meta values for a meta key

1. In the meta key row of an entry, click the Meta Key options button (f).
The Meta Key options are displayed. Currently the only option is Copy Values.
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Filter Events

% Meta Group - J,g Ordering ~

EVENT COUNT
Descending by Total Count
Ascending by Total Count
Descending by Value
Ascending by Value
EVENT SIZE

Descending by Total Size

Ascending by Total Size
17 [UDP]

Descending by Value
58 [IPv6-1CMP]

Ascending by Value

e Source [Py

TCP Source Port
O

tc cport

2. Click Copy Values.
A comma-separated list of the values is copied to your local clipboard. This is an example of the
clipboard contents: "get", "login", "put".
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View a Selected Meta Value in Live

1. Left or right-click a meta value, for example SMB.
The Meta Value drop-down menu is displayed.

£ MetaGroup Vv || | Ordering v [0 COLLECTION TIME

Q Append
N 8 Service Type (9)
service Q Append
0 [OTHER] 443 [SSL] Q Refocus on
80 [HTTP] 53 [DNS] Q Refocus on

25 [SMTP] 139 [SMB] (540.05 KB)

Copy Value
22 [SSH] 137 [NETBIOS]

67 [DHCP] Copy Statement

& Live Lookup

N Source IP Address (20+
@ ( (20+)

ip.src

& Customize Actions
192.168.0.121 192.168.1.27

2. To look up the meta value, for example success, in Live, select Live Lookup.
The Live Search view is displayed with the meta value entered in the Generated Meta Values field,
and ready for a search.

NETWITNESS e n Users s Fil admin v

LIVE CONTENT  SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES SERVICE TOPOLOGY

Search Criteria Matching Resources
» CJ OPERATIONS “| & show Results % Package
[ spPECTRUM

Subscribed Name Created Updated Type Description
[CIMALWARE ANALYSIS

Resource Types

Medium

Required Meta Keys

Generated Meta Values

Resource Created Date:

D:
Resource Modified Date:

Start Date B EndD:

Include Discontinued Resources

Search
- Fill in your search criteria on the left and click "Search"
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Append and Refocus the Investigation of a Meta Value in Unified Panel

For each value listed under a meta key, the focus is <meta key> = <meta wvalue>. When you right-
click a meta value, a context menu with different Append and refocus options is displayed. All of the
append and refocus actions update the drill point in the Events panel, Filter Events panel and Meta Event
panel.

1. To append the key-value pair to the query with different operators (=, !=, contains ), right-click a
meta value (for example UDP in the figure below) and select one of the Apply <operator> Drill
options.

Meta Group H 1 Ordering ~

6[TCP] 17 [UDP]

1 1ICMP] 0 [HOPOPT] 2 1IGMP]|

2012/10/21 07:00:
2012/10/21 07
2021/07/1

2021/07/15 05:40:01 pm

2. To append the key-value pair to the query or start the key-value pair over in a new browser tab, right-
click a value and select one of the Append New Tab > Append <operator> Drill in New Tab or
Append <operator> Drill in New Tab options.

£ Meta Group 1# Ordering \/

rm  IP Protocol (7
packethybrid

17 [uDP]

packethybrid

packethybrid
packethybrid
packethybrid
packethybrid

2012/10/2107:00:12am ) packethybrid

packethybrid

2012/10/2107:00:55 am [6)

2021/07/1505:40:21pm @ packethybrid

2021/07/1505:40:01 pm [6) packethybrid

3. To start the query over with the key-value pair and a different operator (=, !=, contains), right-
click a value and select one of the Refocus <operator> Drill options.
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Filter Events

= MetaGroup v (m]

v \Q’ DIL DUUjTLL

Q Append | ip.proto =17

2 Append [ ip.proto =17 |
IP Protocol (6) Q Refocus on
ip.proto N RGN @

6[TCP] 8 17 [UDP] (9
5 Copy Value
0 [HOPOPT] 58 [IPv6-1CMP]

2[IGMP] 11CMP] 9 Copy Statement

& Live Lookup
Querystring

Customize Actions

4. To append the key-value pair to the query or start the key-value pair over in a new browser tab, right-
click a value and select one of the Refocus New Tab > Refocus <operator> Drill in New Tab or
Refocus <operator> Drill in New Tab options.

Filter Events . ) Events A\ 000 RSA Email Analysis

Meta Group 15 Ordering COLLECTION TIME TYPE SERVIC]|

/o8] s . €] 443[59
ubject
® 443159

\/ w1 [P Protocol (6)
<o

a il Refocus EQUALS Drill in New Tab
Q Refocus on ‘ .

6[TCP] 17 [UDP]
© Copy Value
0[HOPOPT] 58 [IPv6-1ICMP]

2[1GMP] 11ICMP] Copy Statement

@ Live Lookup
Querystring

Customize Actions ® 1:21am

The drill is refocused according to your choice, and the new query is executed in the Events panel.

5. When you select a meta value using Append (Meta contains Meta value), the existing query is
updated along with new query filters in the displayed search results.

NETWITNESS Investigate espol rs losts < Dashboard

EVENTS

it = Brolet = A -

04/30/2014 09:38 am 07/07/2022 11:27 am +00:00

A\ | ¥ Filter ‘HH RSA Email Analysis @ ) GROUP EVENTS Q

COLLECTION TIME TYPE SERVICE TYPE ORIGINATING..  SOURCE IP ADDRESS DESTINATION..  TCP DESTINA... DESTINATION...  HOSTNAME A SOURCE COUNTRY DESTINATION...

02/11/2022 05:55:59 am B United States
02/11/2022 05:55:59 am United States

United States

m

02/11/2022 05:55:59 am

Q Append [ cour germany |

02/11/2022 05:55:59 am

Germany
Q Append [ cour

Q Append | country.src containsg...

02/11/2022 05:55:59 am Germany

02/11/2022 05:55:59 am Germany

02/11/2022 05:55:59 am Germany

mw m

02/11/2022 05:55:59 am Germany

02/11/2022 05:55:59 am Germany

02/11/2022 05:55:59 am United States

» Customize Actions

02/11/2022 05:55:59 am United States

02/11/2022 05:55:59 am United States
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NETWITNESS Investigate er i ) € = s admi

EVENTS v NALYSIS

Query Profiles - Broker [% ip.dst exists AND | €2 country.src contains ‘Germany’

04/30/2014 09:38 am 07/06/2022 04:29 pm +00:00

E Y Filter || Il RSA Email Analysis @ ) GROUP EVENTS
COLLECTION TIME TYPE  SERVICETYPE  ORIGINATING..  SOURCE IP ADDRESS DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAMEA..  SOURCECOU..  DESTINATION..  SOURCE ORG

02/11/2022 05:55:59 am Germany 02 Deutschland
02/11/2022 05:55:59 am Germany 02 Deutschland
02/11/202205:55:59 am Germany 02 Deutschland
02/11/2022 05:55:59 am Germany 02 Deutschland
02/11/2022 05:55:59 am Germany 02 Deutschland
02/11/2022 05:55:59 am Germany 02 Deutschland
02/11/2022 05:55:59 am Germany Germany Deutsche Teleko.
02/11/2022 05:55:59 am Germany Germany 02 Deutschland
02/11/2022 05:55:59 am Germany Germany Deutsche Teleko..

02/11/2022 05:55:59 am Germany Germany Deutsche Teleko.

6. When you select a meta value using Refocus (Meta contains Meta value), the existing query is
removed from the search result and the specified meta value results are displayed.

NETWITNESS Investigate

EVENTS Y

Query Profiles Broker All Data ip.dst exists AND €2 country.src contains 'Germany’

04/30/2014 09:38 am 07/07/2022 11:27 am +00:00

¥ Filter || 00 RSA Email Analysis @) croup EVENTS
COLLECTION TIME TYPE  SERVICETYPE  ORIGINATING..  SOURCE IP ADDRESS . TCPDESTINA.  DESTINATION..  HOSTNAMEA.  SOURCE COUNTRY DESTINATION...
02/11/2022 05:55:59 am Germany
02/11/2022 05:55:59 am Germany

02/11/2022 05:55:59 am Germany
Q Append [ country.src = germany

02/11/2022 05:55:59 am E Germany
2 Append [ country.src

02/11/2022 05:55:59 am Germany
Q Append [ country.src contains ¢

02/11/202205:55:59 am Germany

Q Append [ not (country.src conta...)

02/11/202205:55:59 am < Germany Germany
02/11/202205:55:59 am Z Germany Germany

02/11/202205:55:59 am Q Refocus on [ country.src containsg... Germany Germany
PP R=rocus Contains Dril =
02/11/202205:55:59 am S o Convain: Ol | Germany Germany

02/11/202205:55:59 am Customize Actions Germany Germany

02/11/202205:55:59 am Germany Germany
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NETWITNESS Investigate

EVENTS RE ANALYSIS

Query Profiles -Broker v || AllData v || |€ countrysrc contains ‘Germany’

04/30/2014 09:38 am 07/06/2022 04:29 pm +00:00

1,261 Events | ¥ Filter || 000 RSAEmail Analysis @) GROUP EVENTS

O  COLLECTION TIME TYPE SERVICE TYPE ORIGINATING...  SOURCE IP ADDRESS DESTINATION..  TCP DESTINA... DESTINATION..  HOSTNAME A.. SOURCE COU... DESTINATION..  SOURCE ORG 3}

02/11/202204:57:59 am @ Germany Germany
02/11/202204:57:59 am @ Germany Germany
02/11/202204:57:59 am & Germany Germany
02/11/2022 04:57:59 am @ 2049 [NFS] Germany Germany
02/11/202204:57:59 am 6 2049 NFS] Germany Germany
02/11/202204:57:59 am ? Germany Germany
02/11/202204:57:59 am © Germany Germany
02/11/202204:57:59 am @ Germany Germany
02/11/202204:57:59 am @ Germany Germany

02/11/202204:57:59 am @ Germany Germany

7. You can also Append and Refocus the meta values with Contains option using new tab option as
shown below:

NETWITNESS Investigate

EVENTS

Query Profiles - Broker v All Data v ") ip.dst exists AND 62 country.src contains 'United States'

04/30/2014 09:38 am 07/07/2022 07:38 pm +00:00

4 )Events A\ | ¥ Filter || 00l RSAEmail Analysis @) GRoUP EVENTS
[0 COLLECTION TIME TYPE SERVICE TYPE ORIGINATING... SOURCE IP ADDRESS DESTINATION... TC SOURCE COUNTRY DESTINATION...
Q Append :
02/11/2022 05:55:59 am United States

02/11/202205:55:59 am

United States

02/11/202205:55:59 am

Loiodciaios
Apply Contains Drillin New Tab

02/11/202205:55:59 am

United States

02/11/202205:55:59 am

United States

02/11/2022 05:55:59 am

on | country.si : 7 United States

n [ not (countrysrcconta...) | @ | ynitedStates

02/11/202205:55:59 am

stomize Actions

m =

02/11/2022 05:55:59 am United States

02/11/202205:55:59 am United States

02/11/202205:55:59 am United States

m w om

02/11/202205:55:59 am United States

02/11/2022 05:55:59 am

United States

From 12.0 and later, Analysts can now exclude particular meta values while querying using the NOT
(meta contains 'meta value') option available in the investigate unified panel. The specified meta value is
removed from the query results when you use NOT(meta contains 'meta value') with Append or Refocus
option on a specific meta value. This enhancement helps the analysts to view only the required data
results in an optimized manner and conduct further investigation efficiently.

In the Events view, you can further investigate meta values in an event by left or right-clicking certain
meta values and use the options in the drop-down menu.
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1. When you select a meta value using Append NOT(Meta contains Meta value), the particular query is
removed, and the new query filters will be appended, resulting in NOT containing meta values.

NETWITNESS Investigate

EVENTS

Query Profiles =

04/30/2014 09:38 am

- Broker

00 Even 7 Filter || [0l RSA Email Analysis

COLLECTION TIME TYPE SERVICE TYPE ORIGINATING...
02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am
02/11/2022 05:55:59 am

02/11/202205:55:59 am

NETWITNESS Investigate

EVENTS

Query Profiles All Data

04/30/2014 09:38 am

Y Filter RSA Email Analysis

COLLECTION TIME TYPE SERVICE TYPE ORIGINATING...

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/202205:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

02/11/202205:55:59 am

7 ipdst exists « | AND (|2 Not(

@) croup events

SOURCE IP ADDRESS DESTINATION..  TCP DESTINA... DESTINATION..  HOSTNAME A

Q Append [ country.src

Q. Append [ countr alia |

X Append [_country.

Q Append | not (country.src conta...)

containsa... |

Customize Actions

3 ipdst exists > contains 'Franc

# NOT (country.

@) croup events

SOURCE IP ADDRESS DESTINATION... TCP DESTINA.. DESTINATION..

HOSTNAME A...

@

07/07/2022 07:38 pm +00:00

SOURCE COUNTRY DESTINATION...
United States
United States
United States
United States
United States
Australia
Australia
Australia
Australia
Australia

Australia

07/07/2022 07:38 pm +00:00

SOURCE COUNTRY DESTINATION...

United States
United States
United States
Germany
Germany
Germany
Germany
Germany
Germany
United States

United States

178

Refining the Results Set



Investigate User Guide

3. You can also Append an

When you select a meta value using Refocus NOT(Meta contains 'Meta value'), the particular meta
value is removed from the search query results.

NETWITNESS

EVENTS

‘ Query Profiles

04/30/2014 09:38 am

¥ Filter

COLLECTION TIME
02/10/202202:21:19 pm
02/10/202202:21:20pm
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am
02/11/2022 05:55:59 am

02/11/2022 05:55:59 am

NETWITNESS

EVENTS

Query Profiles
04/30/2014 09:38 am

0 Events /& v

COLLECTION TIME
02/10/202202:20:15 pm

02/10/202202:20:15 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm
02/10/202202:20:16 pm

02/10/202202:20:16 pm

shown below:

Investigate

= ‘ All Data ¢ ip.dst exists

# NOT (country.src contain

RSA Email Analysis

TYPE

®

W m ®m ®

L]

| m m

SERVICE TYPE ORIGINATING..  SOURCE IP ADDRESS DESTINATION...

Investigate

- Broker

o ‘ All Data

SERVICE TYPE
443[ssL]

ORIGINATING...  SOURCE IP ADDRESS DESTINATION...

443([ssL]

443([ssL]

443[ssL]

AND ( # NOT (countr

rali

@) croup EveNTS

TCP DESTINA... DESTINATION...

27017

27017

Q Append
Q Append [_countr
Q Append [ count
Q Append |_not (country,

Q Refocus on

Q_Refocus on

@) croup EveNTs

TCP DESTINA...

15671

DESTINATION...

44290

44294

44298

44302

15671

15671

15671

15671

15671

15671

15671

country.src co

Q Refocus on |_not (country.src conta...)
—

HOSTNAMEA..  SOURCE COUNTRY

United States

United States.

United States

United States

United States.

United States.

Germany

Germany

German)

HOSTNAMEA..  SOURCE COUNTRY

07/07/2022 07:38 pm +00:00

DESTINATION...

07/07/2022 07:38 pm +00:00

DESTINATION...

d Refocus the meta values with Not Contains option using new tab option as
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NETWITNESS Investigate R < < 2 Report

EVENTS

Query Profiles - Broker v ‘ All Data - || | ipdst exists x | AND ( # NOT (count

# NOT (country.src contains '

04/30/2014 09:38 am 07/07/2022 07:38 pm +00:00

ts/\ | ¥ Filter || 00l RSAEmail Analysis @) GROUP EVENTS
coLLECTION TIME TYPE  SERVICETYPE  ORIGINATING..  SOURCEIP ADDRESS DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAMEA.  SOURCECOUNTRY DESTINATION...
02/11/2022 05:55:59 am United States

02/11/2022 05:55:59 am United States
Q Append

02/11/2022 05:55:59 am United States
Q. Append

02/11/202205:55:59 am United States

Append [ countrysrc

02/11/2022 05:55:59 am United States

Append [ not (countr

United Sta V'
Germany

Refocus on | _country.src contains u... Germany

Refocus on

02/11/202205:55:59 am

Refocus on c != uniteds...

02/11/2022 05:55:59 am

not (country.src conta...) | | & Germany

Customize Actions

02/11/202205:55:59 am Germany

02/11/202205:55:59 am

Germany
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Filter Results in the Events View

Filtering events in the Events view helps to narrow the focus of an investigation to a smaller, relevant set
of events. You can filter events in the Events view using the Events Filter panel (Version 11.5 and later),
the options in the query bar, and the options in the Events panel.

Initial Filter Using the Query Bar

When initially opening the Events view, the most basic filtering is to select a service, and time range and
then query the service in the query bar. This returns a list of matching events in the Events panel. You
can also select a query profile (Version 11.4 and later) and build a query to look for events that contain
certain meta keys, meta values, and text in the query bar.

This figure illustrates the Version 11.4 and earlier query bar with the options to select a query profile,
service, and time range to filter events and load them in the Events panel. Two modes are available
Guided Mode and Free-Form Mode.

This figure illustrates the Version 11.4.1 and later query bar in which the Guided and Free-From Modes
are no longer necessary. The simplified filter entry form allows you to use advanced auto-suggest options
and also to enter a free-form query.

EVENTS

Query Profiles S roker

e The Query Profiles menu is available in Version 11.4 and later. You can encapsulate a query and a
column group in a profile so that a useful combination of attributes is easily recalled and applied to a
set of events in the Events panel (see Use Query Profiles to Encapsulate Common Areas for

Investigation.)

e By default, the first service is automatically selected (unless you previously selected a service and the
selected service is in browser cache). You can select a service as described in Begin an Investigation
in the Events View

e If you do not select a time range, the default time range (24 hours) is used.

e The query builder field is an empty field to the right of the time range selector. This is where you
build a query by creating filters. Clicking B submits the query and sends a request to the selected
service to load the data. In Version 11.3 and later, clicking the | (console icon) opens the query
console, where detailed status of the query is provided.

e When you go to the Events view from the Legacy Events view or the Navigate view, the service, time
range, and any filters that were selected in the Legacy Events view or Navigate view are displayed in
the query bar. The service, time range, and individual filters can be modified.

» If a profile is selected in the Legacy Events view when you right-click or double-click an event and go
to the Events view, the filters from the profile (preQuery) are added to the query builder field as an
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editable filter. The following figures show a preQuery in the Legacy Events view, and the same query
added as the first filter in the Events view.

= Broker- 4w o T Query © [ RSA User & Entity Behavior Analysis =

Profile PreQuery: user,dst exists e -

Collection Time Event Type Destination User Destination Host! Destination IP Ad Logon Type Ewvent A

2018-11-19T16:19:52  Log SUPPORT-2%

alware Analysis

| ||(user.dst exists | | username exists)

Find a Text String in the Events Panel

With the Events panel open, you can search for a text string in the list of events. This search is similar to
the CTRL-F search in a browser window. The search scans all text in every row of the table, visible
columns only, to find matching text and highlights the matches. Columns that are not displayed are not
searched. The search function is disabled if the Summary column is part of the table.

1. With events loaded in the Events panel, click B on the right side of the toolbar.

FIND TEX

logon

TRAFFIC FLO... SERVICE TYPE HOSTNAME A... s 3l

Logon GUID: {00...

2. In the Find Text in Table dialog, start typing a text string.
After you type two characters, exact matches of the text string without regard to case are highlighted
in the Events panel. As you type more text, highlighted events are further refined. The following
figure is an example of the results found after entering "192.168" in the Find Text in Table dialog.
The text string was found in 10 events. The first event is highlighted in blue with the text string
within the event also highlighted. Icons are available for navigating the search results and closing the
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‘ Query Profiles B Broker-Aggregation ||m.-‘14.-'zmu 04:25pm - 01/14/2020 06:53pm || Entera

Cldes 2nts (Asc) Column Group: RSA Outboun.
[J COLLECTION TIME TYPE DECODER $O... MEDIUM TRAFFIC FLO... SERVICE TYPE HOSTHAME A, SOURCE IP A... DESTIN,

O 01/1472020 04:26:07pm 32[Log] 862fd&fadef7 32[Log] Logon GUID: {00...

EVENTS 1,201 - 1,300

B42fdéfadelT

Bé2fd&fadef?

BA2fd&fadef?

B82fdéfadelT 192.1681.142

Bé2fd&fadef?

01/14/2020 04:26:09 pm 32[Log B62fdbfadel? i GUID: f00.

01/14/2020 04:26:09 prm B82fdéfadef?

0114/ 26:09 prm B&2fd&fader?

3. To navigate through the search results, click the up and down arrows.

¢ To view the next event that contains the text string and navigate downward through the search
results, click the down arrow. If you click the down arrow when viewing the last result, the first
result is highlighted.

¢ To view the immediately prior event that contains the text string and navigate upward through the
search results, click the up arrow. If you click the up arrow while viewing the first result, the last
result is highlighted.

4. To close the search dialog, click X or press the ESCAPE key. The dialog also closes if you open a
reconstruction, select a new column group, or execute a new query.

Refining the Results in the Events Panel

After the initial filter and query submission, you can continue to use the options in the query bar to refine
results, with two added methods of filtering the results.

e In Version 11.4, you can use column groups to optimize the number or attributes (meta keys, meta
groups, meta entities) you look at for a given event (see Use Columns and Column Groups in the
Events List).

e In Version 11.5 and later, you can filter events by exploring meta keys and meta values in the results
in the Filter Events panel, which is a Beta release feature. This allows you to pivot through the
metadata as you can in the Navigate view, and offers the added convenience of immediately seeing
the matching events in sequence in the Events panel based on your drill point. The administrator can
enable or disable this feature as describe in the System Configuration Guide.
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Query Builder Concepts
In the query builder, you can reduce the number of events to an interesting set by creating three types of
filters: simple, free-form, or text.

The basic syntax for each filter is as follows: <meta key><operator><meta value>. Here is an
example: direction = 'outbound'.

In Version 11.4, when you type or paste a query in the query bar, the text is parsed into individual filters
separated by the AND operator if the parsing engine determines that AND is needed. Earlier versions use
only the AND operator between filters, and the logical operator is not visible.

e Ifyoutype action = 'get' action = 'put', the result is two filters separated by AND.

e Ifyoutype action = 'get' OR action = 'put', the result is two filters separated by OR.

When typing or pasting a filter for event . time, use one of the following formats:

e event.time = '2020-DEC-02 23:00:00"

'2000-12-20 21:00:00.000"

e event.time

'2000-12-20 21:00:00"

e cvent.time

In Version 11.4, the parsing engine converts a longer string of text that you type or paste in the query bar
into individual filters. Parts of the filter that are not parsable are converted to a free-form filter. In earlier
versions, a long text string is added to the query bar as a single filter. Further enhancement in Version
11.4.1 provides the ability to keep typing text for any query, where you type a meta key and an operator
or an operator and a value, as a free-from query. The free-from query is parsed as usual.

e Ifyoutype, action = 'GET' OR action is 20 || action = 'PUT' in the query bar the
Free-Form option is used. Part of this text cannot be parsed so the result is three filters separated by
OR. The following figures show the query bars of version 11.4 and version 11.6 respectively.

action = ‘get OR action is 20 OR action = ‘put

@ action is 20 X

e In Version 11.4.1, If you type a meta key-operator-value sequence and you continue typing without
pressing Enter, the Free-Form option is automatically used so that you can continue typing the query.
For example, you can type medium = 1 OR medium = 2 without pressing the Enter key before OR.
The Free-Form option is highlighted while you type and when you press Enter at the end, a free-form
filter is created in the query bar.

» Text filters (Version 11.4 and later) are text strings that do not contain spaces. You can search the data
set for any exact match of indexed meta keys, not all meta keys. Here are some examples: failed,
login, or attempt.
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Note: In some cases, when you are typing a text filter that is close to matching a meta key and
operator statement, the auto-suggest feature erroneously suggests a filter using the meta key and
operator. The workaround is to begin typing the text and select Text Filter at the point where the auto-
suggest feature turns the text into a meta key and operator. For example, there is meta key named
crypto, and an operator named contains, and you want to create a text filter to search for
cryptocurrency. As you type c-r-y-p-t-o, the next c in "currency" triggers the contains
operator instead of continuing to type as a single word. To complete the text filter, right before typing
that ¢ in currency, which would trigger the contain operator, highlight the Text Filter option to let
the system read the input as text filter.

In the query builder, each filter becomes an editable field. Filters line up from left to right, representing
the sequence in which the filters were created. As more filters are added and exceed the length of a
single line, they wrap to another line and the input area expands vertically so that all filters are visible
without scrolling to the right.

Guided Mode vs. Free-Form Mode

Note: Version 11.4 offered two modes for entering queries in the filter entry form: Guided Mode and
Free-Form Mode. Beginning with Version 11.4.1, the powerful auto-completion features and suggested
values of Guided Mode and the ability to type or paste a free-form query are fully integrated.
References in this document that differentiate between Guided Mode and Free-Form Mode are for
analysts using Version 11.4.0.x and earlier.

In Guided Mode, you are guided with suggestions for auto-completion that show valid meta keys and
operators, and suggested values in the filter entry form. In version 11.4, you can type, paste, choose a
recent query, or select from the drop-down menu. Earlier versions do not support pasting text and recent
queries. This is an example of the 11.4 filter entry form.

ADVANCED OPTIONS CTRL+ 4 !

orm Filter

Text Filter

META (0)

As you create filters, the syntax of each filter is validated and invalid filters are marked by a red outline.
If you hover the mouse over the filter, a message that explains the error is displayed.

In Version 11.3 and later, free-form filters are validated on the server side, which may take additional
time. If you submit the query before the server has returned filter validation results, the B is replaced by
a spinner. When server validation returns, a query with no invalid filters begins execution. If the query
contains an invalid filter, execution is terminated and the invalid filter is outlined in red. This is an
example of an invalid query.
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(service = foo | | action exists) =«

Guided Mode expected a comma-separated list of 64-bit

numeric ranges, values, or value aliases or a
comma-separated list of keys

In Free-Form Mode, you can type or paste a long text string. There is no auto-suggestion, and validation
is performed on the server side when you submit the query. If an error is found, the query does not
execute.

Note: The B button has a different label in versions earlier than Version 11.3. It was previously
named Query Events.

Clicking Guided Mode or Free-From Mode toggles between modes. If you selected Free-Form Mode the
last time you logged in, this choice is stored in browser cache and is used until the browser cache is
cleared.

e When you switch from Guided Mode to Free-Form Mode, filters that you created in Guided Mode are
transformed to a text query in the Free-Form field.

e When you switch from Free-Form Mode to Guided Mode, the query you were typing is added to the
query bar as individual simple filters, but it does not include auto-suggest options.

Note: Before Version 11.3, a Free-Form filter could not be edited in Guided Mode.

The following figure is an example of the query bar with the Guided Mode query builder with several
filters.

‘ action = ‘modifyzonecrossingwarningsetting AND service = 80 AND @ access,point contains ‘foo

The following figure is an example of the Free-Form query builder in use.

Query Profiles £ Broker 01/05/2020 07:54pm - 01/06/2020 07:53pm direction = 'outbound' AND service = 80 AND client contains ‘Mozilla'
ree-Form Mode

Concepts for Editing Multiple Filters

As you work in the query builder, you can see when a filter has focus for editing (a green outline) and
which filters are selected (blue background). This is useful because you can have multiple filters selected
for right-click actions, but only one can be edited at a time. The figure below shows the green outline
marking a filter that has focus and the blue background indicating that two filters are selected.

Fotas (et Elwle) Selected (Blue Background)

‘+ direction = 'outbound' x | AND | & service =80 x AND |£" client contains ‘mozilla'

This figure illustrates the same set of filters with all filters selected (blue background) and one filter that
has focus (blue background and green outline).

186 Refining the Results Set



Investigate User Guide

Selected (Blue Background)
and Focus (Green Border) Selected (Blue Background)

<} direction = ‘'outbound' x | AND £ service=80 x AND &7 client contains ‘'mozilla’ x

A right-click action from the drop-down menu applies to all selected filters as shown in this figure
showing Version 11.4 options.

ient contains Mozilla'® -
Query with selected filters
Query with selected filters in a new tab
Delete selection
select a service, timera
Wrap in parentheses

In Version 11.4.1, the menu has two new copy options as shown in the following figure. The options
allow you to share the clipboard contents with other analysts or paste the contents to the query bar. You
can:

» Select a single filter, right-click it, and then copy the entire query to the local clipboard.
¢ Select multiple filters, right-click one of them, then copy the selected filters.

technigue = "system. network configuration discovery" >
Copy selected filters

Copy entire query

Query with selected filters

Query with selected filters in a new tab
Delete selection

Wrap in parentheses

'ION IP:PORT SERVICE FIRST PACKET TIME

These are a few basic concepts that explain how to work in the query builder:

* You can select multiple filters, but only one can have focus and the last selected filter is the one with
active focus at any point in time.

e To select a filter and give it focus, click the filter. To deselect the filter and remove focus, click the
filter again, press Esc, or click anywhere else on the page.

e To add a filter, click before or after an existing filter. To create a new filter before or after the filter in
focus, press the right or left arrow key.

* To open a filter for editing, double-click the filter or click it and press Enter. To exit without saving
changes and leave the filter in focus, press Ese.

* To delete a filter, click the filter and press Delete or click X on the filter.

e (Version 11.6) If a filter is awaiting user's input, it is highlighted with blue color K.

sessionid = ‘22’ @ textsearchvalue # free-form value
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e (Version 11.6) An invalid filter is highlighted with red color.

E» filename contains 'css' x | AND | £ ip = x.x. X

* You can hover over the filters in the query bar to display tooltip messages.

The Version 11.4 Query Builder

You can type; select meta keys, operators, and values from the drop-down menus; or paste a filter in the
query bar. Added 11.4 features in the Guided Mode filter entry form are described in detail below.

Meta Keys Cached for Faster Loading

When the Events view opens, meta keys from all connected services are cached for faster data loading.
These meta keys are available in user interface elements that have auto-suggest meta keys. (When you
are building a column group or profile, if you are expecting to see a meta key and it is not displayed,
select the service where the key was added to force a cache update. This usually occurs only when a
meta key is not added to all concentrators.)

Text Filter

You can create a text filter to find a text string in the data set which is indicated with Bl. You can use a
text filter with no knowledge of meta keys that would contain the values. One text filter per query is
supported. A text filter looks through indexed meta keys, not all meta keys.

Pasting Text Instead of Typing

When creating a filter, you can paste a meta key or value in the filter entry form. When you paste text
into the filter entry form instead of typing the text, the text is parsed appropriately to create one or more
filters. Any portion of the text that cannot be parsed is converted to a free-form filter.

Select All Filters and Copy All Filters (Version 11.4.1)

While creating a filter in the Events view query bar, you can use keyboard commands to select all filters
(Cmd-A for MacOS, Ctrl-A for Windows) and then copy the selection to the clipboard (Cmd-C for
MacOS, Ctrl-C for Windows). The clipboard text is available to share with other analysts or to paste in
the query bar using Cmd-V or Ctrl-V).

Use of Recent Queries

The filter entry form offers two methods of entering meta keys, operators, and values: the Meta tab and
Recent Queries tab. The Meta tab is the same as the filter entry form for prior versions except that a
count of matching results is given in the tab label and icons mark meta keys that are indexed by key,
indexed by value, and not indexed. In the Recent Queries tab, up to 100 recent queries are displayed. The
list is filtered as you type to show only queries that contain the typed text, and you can select a query
from the list.
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Use of Advanced Operators

Auto-suggest can parse the following advanced operators that you paste or type into the filter entry form:
<, >, <=,>=0R, | |, AND, &&, (), regex, and length. The text is parsed as multiple filters. For
example, if you type or paste medium > 0 && medium <= 100, the text is parsed as two simple filters
with an explicit AND operator: medium > 0 AND medium <= 100. If you type or paste bytes.src
<= 5000 && medium = 1 || medium = 2 && bytes.src > 0, four simple filters are created
with AND and OR operators separating them: bytes.src <= 5000 AND medium = 1 OR medium =
2 AND bytes.src > 0 to make as many valid filters as possible.

F5 bytes.src <= 5000 x | AND |& medium=1 x | OR | & medium=2 x | AND |E& bytessrc >0 x ® Q

This filter is an example of a filter in which it would be useful to add parentheses. You can select
medium = 2 and bytes.src > 0, then right-click and select Wrap in Parentheses from the drop-
down menu. Text filters are not supported inside parentheses.

F5 bytes.src <= 5000 x | AND | & medium=1 x | OR |& medium =2 X | AND [ bytes.src >0 X
Copy selected filters
Copy entire query
Query with selected filters
Query with selected filters in a new tab
Delete selection

Wrap in parentheses

The resulting query is bytes.src <= 5000 AND medium = 1 OR (medium = 2 AND bytes.src
> 0).

& bytes.src <= 5000 x | AND |& medium=1 x | OR (‘&) medium =2 x | AND |E bytes.src >0 x ) ©) Q

If you encounter errors while creating filters, look for tooltip messages and check the documentation.

Easy Use of anp/or Operators

When you type | |and &, they are displayed as OR and AND in the query bar. You can change OR to AND
and AND to OR by clicking the word. When you insert the cursor to add a filter, the AND operator is added
before the cursor. When you delete a filter, orphaned OR and AND operators are removed. The operator
for a text filter must be AND because text filters are always ANDed to a query.

Automatically Balanced Parentheses

When creating and editing filters in the query builder, parentheses pairs are automatically balanced as
you type. If you type an open parenthesis in a filter that is open for editing or before a selected filter, the
close parenthesis is added at the end of the filter. This works intuitively as you type so that you can add
new filters on either side of the parenthesis and between parentheses when there are nested parentheses.
Orphaned parentheses are automatically removed. If adding parentheses would create an invalid filter,
the parentheses are not added. You can also right-click selected filters, and add parentheses using the
Wrap in parentheses option. This option is only available when the result would be a valid filter.
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Hints about Available Values

For properly indexed meta keys, the user interface provides hints about available values related to the
time range of the query. Up to 100 suggested values are returned and, when you type text, the list of 100
values is filtered to include only relevant values. If no matching values are returned, a message advises
"No suggestions found." (The suggested values are based solely on the time range; filters in the query do
not filter the list of 100.)

CIDR Notation and Shorthand

When entering a value for an IP address in a filter, you can use CIDR notation to filter for addresses
within a range.

The IPv4 CIDR block range is 0 to 32. For example 10.20.30.0/24 specifies 10.20.30.0 with a
subnet mask of 255.255.255.0, which will match an IP in the range 10.20.30. 0 through
10.20.30.255.

The IPv6 CIDR block range is 0 to 128, for example,
1203.0fel:£e82:b896:89b0:8a7c:99bf:323d/32 specifies
1203:0£e1:0000:0000:0000:0000:0000:0000 through
1203:0fel:ffff:ffff:fffffffffffffEFLEEEEL

You can also use shorthand to remove groups of zeros or leading zeros in a group in IPv6 addresses, for
example,

1203:fel::

There must be no spaces between the IP address and the CIDR mask that you are using.

Ranges or Series of Values

For meta keys that have numerical data, you can use a range of values, a series of values, or both to filter
data. For example, this query has a comma-separated list, and two of the values in the series are ranges
src.port = 0-1023, 1024-1050, 65535. If a comma is a part of a value, the value must be
wrapped in quotes. For example, get, post is interpreted as two separate values, while 'get, post' is
interpreted as one value. A range of values must be a valid range of positive integers, separated by a
dash (with our without a space before and after). The first number in the range must be smaller than the
second. For example, 0-1023 and 0 - 1023 are valid ranges, but these are not valid ranges: -10 -
50,50 - 10,50.8 - 60.2,50 - 70x.

No Separating Space Required After Meta Key and Operator (Version 11.4.1)

Filters in the query bar need a space between the meta key and the operator, and between the operator
and the value. Operators must be typed with a separating space in the filter entry form in order to use the
auto-suggest functions for operators and values. To improve the user experience when typing a query,
the filter entry form accepts operators typed with no separating space after the meta key. When you type
an operator with no separating space, a value is auto-suggested as usual and a space is added between the
meta key and the operator. When you type an operator and a value without a separating space, the space
between them is automatically added.
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Select a Time Range

The Time Range selector limits the events returned in the Events view to a specific time range. The time
range is displayed in the format Start Time - End Time, showing the date, hours, and minutes in
your current timezone based on timezone settings configured for your profile. In Version 11.3 and later,
you can choose a time range relative to the current collection time or create a custom time range. The
time and date format is based on preferences set for the Events view in the User Preferences dialog

(select E > Profile).

e By default, the date format is MM/DD/YYYY. You can change the format to DD/MM/YYYY, or
YYYY/MM/DD in the User Preferences dialog.

 Start time and end time are in the format of HH:MM. Although seconds are not displayed, the value
for start time always defaults to HH:MM:00 seconds, and the value for end time always defaults to
HH:MM:59 seconds. As an example, a time range of 6:45 pm - 7:45 pm is interpreted as 06:45:00 -
07:45:59 pm.

e The default time range is the 24-hour clock; you can change it to 12-hour periods.

Note: By default, the time format for downloads is Epoch format, which shows the time as a numerical
value representing the number of seconds from the Unix epoch, January 1, 1970. The resulting number
requires a conversion to be understood. Your administrator can change the setting for time format in
downloads to combine your user preference time zone, date format, and time format into an easily
understood representation, which follows the industry standard ISO 8601 representation when possible.
Given this time: 04/13/2020 09:17:36 am with timezone US/Pacific (GMT-7:00, this is an
example of the time on the 12-hour clock as it appears in the user interface: 04/13/2020 09:17:36
am. In the download, Epoch format would represent the time as 61547519856000. If your
administrator set the time format for downloads to the easily readable representation, the same time
would be represented as follows: 04-13-2020T09:17:36AM-07:00.

The time format for a query is based on preferences set for the Events view in the Event Preferences
dialog (select [£]). The time format can be either database time or wall clock time. When Database Time
is selected, the start and end time for a query is based on the time that the event was captured (collection
time). When Wall Clock Time is selected, the query is executed using the end time based on the current
browser time; the start time is calculated based on that end time and the time range. This and other
Events view preferences are described in Configure the Events View.

To edit the time range, do one of the following:

1. Click the drop-down arrow inside the Time Range selector and select a time range from the list.
Options are in minutes, hours, days, or all data.
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rid - Concentrator Last 5 Days Vv

Last 24 Hours

Last 2 Days
Last 5 Days

I WADEWYS

Last 14 Days
Last 30 Days
All Data
Custom Range

Recent Time Ranges

(Version 11.3 and later) Edit the time range directly by clicking the year, month, day, hour, or minute
displayed in the query bar. When a value is highlighted, type a new value for either the start or end time.
If your time format preferences are set to 12-hour periods, click am or pm to toggle between the two
options.

If the time range is invalid (for example, the start time is later than the end time), a red border appears

around the Time Range selector. The E& button is disabled because the query is no longer possible, and a
tool tip shows an error message explaining what you need to change. The following figure shows an

invalid time range.
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01/16/2018 06:48pm - 09/07/2017 06:47

Range: The end date/time cccurs before the
start dateftime

The selected time range is stored in your browser for the service being queried; you can set different
time ranges for different services. A tool tip shows the calculated duration of the query. The following
figure is an example of the tool tip.

01/17/2019 07:05pm - 01/19/2019 07:04pm

Calculated duration: 1 days 23 hours 59
minutes 59 seconds

In 12.0 and later, in addition to the existing options, the Custom Range option in Investigate Events
view allows analyst to select a specific time, date, month, and year or a date range to run a query and
filter events. On clicking the Custom Range option, a calendar view is displayed with a current day,
time, and date details. This enhancement helps the analysts to select date and time quickly and avoid
manual intervention therefore avoiding human errors (typos).

NETWITNESS Investigate Respond Users

GATE EVENTS

Query Profiles

02/11/2022 05:55 am

A Endpoint Analysis \ || D . | Create Inciden i
14 Ordering - TYPE  EVENTTIME DEVICE TYPE EVENTRELAY..  HOSTNAMEA.. I ALIASES CATEGORY FILENAME

unknown
A Decoder Source (1)
&
did

unknown

endpointloghybrid1 il ANgE > 01:00AM

|AM

PM
02/11/202205:55:57|

junosrouter 02/11/202205:55:57]

02/11/2022 05:55:57|4

02/11/202205:55:57|

02/11/202205:55:574 ‘
|

a | 06/21/202201:00AM - End Date/Time Confirm

02/11/2022 05:55:57 am B unknown

firepass fireeye_mps

02/11/2022 05:55:57 am i unknown

The analyst can use the following to navigate within the calendar:

* M and K to toggle between months.

¢ and K& to toggle between years.
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01:00 AM

00|AM

01 PM
02
. 03
04
05
06

07

to select a specific time.

¢ | to select the start date and time.

. | |
to select the end date and time.

November

3

to select an year and the year range.

¢ Click Confirm to save the selection.

Submit a Query

The B button on the right side of the query bar is active as needed to submit a query. In version 11.3

and earlier, when you click , all of the filters are ANDed to generate results and the &8 button
becomes inactive. In Version 11.4, because the query may contain other operators besides AND, the

query is submitted as is. The B8 button becomes active again in these conditions:
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* If you change the service in the query bar or change the column group in the Events panel, a network
call for data for a reconstruction in the Events panel continues to use the previous service, time range,
and metadata filters until you submit the new query. The & button becomes active as an indicator
that the data in the view is stale.

e If more than a minute has passed and the original query's time range would no longer generate the
same result set, the B8 button becomes active as an indicator that results may be stale. In Version 11.3
and later, a setting in the Events view preferences determines this behavior by enabling or disabling
the Update Relative Time Window Automatically option (see Configure the Events View.)

Cancel Execution of a Query

After you click B to submit a query, the button changes to = (the stop query option). The stop query
option remains until all the events are loaded in the Events panel. To cancel the query, click L=,

If the query is canceled before all results have been returned, the following message is displayed at the
end of results in the Events list: "Because the query was canceled, only partial results are displayed."

View Status of a Query

After a query is submitted, you can click the information icon (k=
console. In the query console, you can see which service, time range, and metadata was queried as well
as real-time information about the status of the query and the services being queried. The time range
displayed in the Query console always shows each date as YYYY-MM-DD. Here is an example range
from the Query Console: "2014-09-20 20:57:00"-"2018-11-02 18:57:59".)

The following figure is an example of the Query Console for Version 11.3 when a query executes
successfully and the slowest service is marked by an amber stopwatch.

Progress: Complete All services are online. O 5A-Broker found |

O Broker1 - Broker
O Broker2 - Broker

O Concentrator - Concentrator (3s) °
O Broker3 - Broker (<1z) v
O LogHybrid - Concentrator (<1s)

The following figure is an example of the information in the Query Console for Version 11.4 after a
query that includes a text filter executes. Notice that the query is shown in two fields, Meta Filter and
Text Filter.
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action = 'value 1

Service Queried:

Meta Filter: action

Text Filter (': log

Progress: Complete All services are online. O W concentrator found (=

L ¢ broker (<1s)

While a query is executing, a progress bar indicates the query's completion percentage at the bottom of
the console. The status lets you know details about what is happening; for example, you can tell when
the query is executing, queued, reading the index file for the queried service, retrieving events, and
complete. All statuses and non-fatal messages are displayed as they come in, and the border color of the
query bar changes to amber if a non-fatal error occurs.

Icons provide additional information about individual services.
e An amber stopwatch marks the slowest service.
* An amber triangle indicates a warning was received.

e A red triangle shows that an error was received when trying to query the service.

Executing and Reading the Index File to Find Events. The first stage of a query is complete when the
queried services have found results. The query console provides a nested hierarchical listing of all the
services being queried with indicators showing which are online or offline, and the time in seconds that
the service took to find results.

Retrieving Events and Loading in the Events Panel. While the found events are being retrieved and
loading in the Events panel, the progress bar shows a visual indicator and text description of what is
happening. In the figure below, results were found and are being retrieved.

Service queried: S

filename contains "js°

Progress: FRetrieving All services are online. ® SA-Broker found (~1

Request Complete. If there are no errors or warnings when loading is complete, the query console is

outlined in blue and the B button is disabled as an indicator that the data in the view is fresh. The
following figure is an example of the query console for a completed query with no errors or warnings.

|(directi0n:'outbound' && service=80) x |

Progress: Complete All services are online. O SA-Broker foun

O Broker1 - Broker |

O Broker2 - Broker (<1s)

O Concentrator - Concentrator (<1s)
O Broker3 - Broker (<
O LogHybrid - Concentrator (<1s)
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Errors and Warnings. A fatal error such as a syntax error in the query, or the queried service being
offline, stops execution of the query. A red triangle is displayed in the upper right corner of the query
console, and the console is outlined in red to indicate that the query failed. If the queried service is
offline, only the queried service with no hierarchy of services is listed in the query console and marked
by a red triangle.

A non-fatal error does not prevent a query from executing. The query is executed and events are loaded,
but a red triangle is displayed in the upper right corner of the query console, and the console is outlined
in red as a warning. The following figure shows the appearance of the query console when the queried
service proxies to another service that is offline.

|(direction:'outbound' &8 service=80) x |

Service queried: SA

(direction="outbound' &&

Progress: Complete 1 service is offline. SA - Broker found (~1s) and retriev:
Broker1 - Broker (<1s) v
O Broker2 - Broker |
O Concentrator - Concentrator (<1s)

Broker3 - Broker (<1z)

A warning does not prevent a query from executing. The query is executed and events are loaded, but an
amber triangle is displayed in the upper right corner of the query console, and the console is outlined in
amber.

Build a Query in Guided Mode

Guided Mode is the easiest way to create a query with features to help analysts enter valid queries. The
following figure illustrates the initial Events view with Guided Mode in effect in the query bar.

NETWITNESS Investigate

service="hitp’22 AND NOT(count;

> ipsrc=101000/16 AND service=1-1024,

MOUSE INTERACTIONS

There is no longer a need to select Guided Mode because all Guided Mode features and more
improvements are built in to Version 11.4.1. This figure depicts the query bar in Version 11.4.1.
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EVENTS

08/19/2020 07:04pm - 08/20/2020 07:03pm

Keyboard Actions to Use in Guided Mode

In Guided Mode, the query builder allows entry, editing, and deletion of filters using the key strokes
without having to use a pointer. Although you can use the pointer, you have the option to keep your
fingers on the keyboard. This table identifies the available keyboard actions in Guided Mode when the
cursor is located in the query bar; these do not apply to the service selector and time range.

Copy all filters (Version 11.4.1  With the cursor in the query bar, but not in a filter being edited, and

and later) all filters selected, press Ctrl-C (Windows OS) or Cmd-C
(MacOS).
Delete characters in a filter Selected characters: With characters selected in the query bar, press

Delete or Backspace.

Previous character (Version 11.4 and later): With the cursor next to
a character in the query bar, press Backspace (Windows OS) or
Delete (MacOS).

All characters (Version 11.4 and later): With the cursor in a filter,
press Delete (Windows OS) or Fn + Delete (MacOS).

Delete filters Selected filters: With one or more filters selected do one of the
following:

* Right-click > Delete selected filters or Delete selection (11.4
and later).

¢ Press Delete.

e Press Backspace.

Filter that has focus (Version 11.4 and later): With the cursor in a
filter that has focus, press Backspace (Windows OS) or Delete
(MacOS). The focused filter is deleted and focus moves to the left.

Filter that has focus (Version 11.4 and later): With the cursor in a
filter that has focus, press Delete (Windows OS) or Fn + Delete
(MacOS). The focused filter is deleted and the focus moves to the

right.
Delete parentheses in a filter, With a set of parentheses, but not the contents selected, press Delete
do not delete the contents (Windows OS) or Fn + Delete (MacOS). The selected parentheses
(Version 11.4 and later) are deleted, but the contents of the parentheses remain.
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Delete parentheses and their
contents in a filter (11.4 and
later)

Deselect all filters
Edit a selected filter

Insert a new filter at the
beginning of the query bar, and
open for editing (Version 11.4
and later)

Insert a new filter at the end of
the query bar, and open for
editing (Version 11.4 and later)

Insert a new filter to the
immediate left of the selected
filter, and open for editing

Insert a new filter to the
immediate right of the selected
filter, and open for editing.

Insert a new filter to the
immediate left of the selected
filter

Insert a new filter to the
immediate right of the selected
filter

Open a new tab with the
selected filters

Query with the selected filters

Selected parentheses: With a set of parentheses selected, do one of
the following:

* Right-click > Delete selection.

¢ Press Backspace (Windows OS) or Delete (MacOS). The
selected parentheses and contents are deleted and the focus moves
to the left.

¢ Press Delete (Windows OS) or Fn + Delete (MacOS). The
selected parentheses and contents are deleted and the focus moves
to the right.

With a filter selected, press Esc.

With a single filter selected, press Enter.

With a filter selected, press Home (Windows OS) or Fn + Left
Arrow (MacOS).

With a filter selected, press End (Windows OS) or Fn + Right

Arrow (MacOS).

With a filter selected, press Shift + Left Arrow.

With a filter selected, press Shift + Right Arrow,

With a filter selected, press the Left Arrow.

With a filter selected, press the Right Arrow.

With filters selected, right-click > Query with selected filters in a
new tab,

With filters selected, right-click > Query with selected filters.
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Query with content of
parentheses (Version 11.4 and
later)

Select all filters in the query bar
(Version 11.4.1 and later)

Select all filters to the left of
the current filter

Select all filters to the right of
the current filter

Select the filter to the
immediate left if one exists

Select the filter to the
immediate right if one exists

Submit a query.

With parentheses selected:

e To query with the selected parentheses contents, select one side
of a parentheses set and right-click > Query with selected
filters.

e To query with the selected parentheses contents in a new browser
tab, select one side of a parentheses set and right-click > Query
with selected filters in new tab.

With the cursor in the query bar, but not in a filter being edited,
press Ctrl-A (Windows OS) or Cmd-A (MacOS).

(Version 11.3.x and earlier) With a filter selected, press Shift + Up
Arrow.

(Version 11.4 and later) With a filter selected, press Shift + Right
Arrow twice.

(Version 11.3.x and earlier) With a filter selected, press Shift +
Down Arrow.

(Version 11.4 and later) With a filter selected, press Shift + Right
Arrow twice.
With no filter selected, press the Left Arrow key.

With no filter selected, press the Right Arrow key.

With focus on the query bar and no pending filters, press Enter,

Visual Feedback in Guided Mode

Guided Mode provides visual feedback during query construction. This table identifies and describes the

possible feedback.

Blue background on a Filter

Green circle between two filters

Indicates that a filter is
selected.

) ) (Version 11.3 and earlier) A
green circle indicates the
location of the cursor
] between two existing filters.
Clicking inserts a new filter
at this location.
(Version 11.4) A bold cursor
indicates the insertion point.
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Green filter outline direction = ' outbound ' Marks the single filter that
has focus and ready to edit.
This is combined with the
blue background, when
multiple filters are selected
and this filter has focus.

Red filter outline Indicates that the filter is

alias.ip ='foo" X invalid. A tool tip that
explains the error is
displayed.
Index indicators in the Meta tab m (Version 11.4 and later)
Indicate the index level of the

meta keys in the Meta tab,
which determines if you can
use it in a filter:

Q, filename.src This meta key
is indexed by meta value and
can be used in a filter.

o filename.size

This meta
key is indexed by meta key,
and can be used in a filter.

EREEERREEEEE 11 meta

key is not indexed, and not
selectable for a filter.

The sessionID meta key is
a special case. Unlike other
non-indexed meta keys, it is
not configurable, but you can
use it in a filter so it is
marked by the key symbol.
Supported operators are
exists, !exists, =, and
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Used to submit a query, show
the status of the query, and
cancel a query. The button
has three possible states:

Query Events button

=1 Ready to submit a query
using filters in the Query
Builder.

9,0

Waiting for server
validation to complete before
executing the query.

[=] The query is executing,
click to cancel execution.

Slow Service icon - In the query console, marks
° the service that took the
longest time to load results
from the query.

Spinner in the Events list . Indicates that the query is
currently being processed.
The Query Events button is
disabled while this occurs.

Stopwatch (Version 11.5 or earlier)
@ Indicates that the meta
key/operator combination
requires extra time to process.
While the query is still
executable, a more efficient
meta key or operator is

recommended.

Add a Simple Filter in Guided Mode

To create a simple filter in Guided Mode:

1. Go to the Events view (Event Analysis view in Version 11.3 and earlier) and do one of the
following:

a. (Version 11.4.1 and later) Click in the query bar and when the filter entry form is displayed,
select the Meta tab if it is not already selected.

b. (Version 11.4 and later) Select Guided Mode, click in the query bar and when the filter entry
form is displayed, select the Meta tab if it is not already selected.

c. (Version 11.2 and later) Select Guided Mode and click in the query bar.

d. (Version 11.1) Click in the empty query bar, or before or after an existing filter. This is an
example of the empty query bar in Guided Mode before you begin entering a filter.
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Enter individual statements consisting of a Meta Key, Operator, and Value (optional)

Guided Mode

No results yet. Please select a service, time range, and submit a query

If the insertion point is between two filters, a green circle (Version 11.3 and earlier) or a bold
cursor (Version 11.4 and later) marks the insertion point. If the insertion point is at the end of the
query bar, the filter entry form opens with a blinking cursor at the entry point. A drop-down list
displays the available meta keys passed from the service being investigated in alphabetical order.
This figure shows the filter entry form from Version 11.4.

etwork port

FREE-FORM MODE QUERY FILTER EXAMPLES

Advanced Options

Find eventswith an & to 11 character usemame similar to atreeman-72 > user.all length 811 && (user.all regex "Aafa-z}{Z}eela-z}(3H0-5]
1)

Find events that are ither HTTP network events or related to aix or ciscoasalogs > service=80 | | (device.type = aix', ciscoasa’)
—  META(0)
e

Find all outbound events not going to Canada or the United States —*  direction = ‘outbound’ AND not{country.dst = 'united states* ||

2. To select a meta key do one of the following:
a. If there is only one option in the drop-down list, press Enter.

b. If there are two or more options in the drop-down list, click a meta key or select a meta key using
the up/down arrows, then press Enter.

c. Start typing the meta key. As you type the meta key, the list is filtered to include only meta keys
that contain the text you typed. The count next to the label on the Meta (0) tab increments to
enumerate the indexed meta keys that match the typed text. Keys that are not indexed are
disabled and not selectable and are not included in the count, for example, alias.mac in the
figure below is not indexed and is dimmed. Click a meta key or select a meta key using the
up/down arrow, then press Enter.

. allas.host d and submit a query
. alias.ip IP Address Alias Record

. alias.ipvé |Pv6 Address Alias Record

> RM MODE QUERY FILTER EXAMPLES
Advanced Options CTRL + }

vents with an 8 to 11 character username similar to atreeman-72 - user.all length 811 8&
all regex ‘Aa[a-z}{2}ee{a-z}{3}-0-9H2}')

al xt Filter

rimaevents that are either HTTP network events or related to aix or ciscoasa logs — service=80 | |
(device.type = 'aix’,'ciscoasa’)

al Free-Form Filter

META (29)
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d. To select a highlighted meta key, press Enter.
The count on the Meta label changes to 1.

Note: If no meta key in the drop-down list is selected, and the list has no meta keys to select,
either the Free-Form Filter or the Text Filter option is highlighted based on the content already
typed in the query bar.

--If the text typed in the query bar includes some form of query syntax and other operators not
yet supported by the user interface, the Free-Form Filter option is highlighted and you can
create a free-form filter. In Version 11.3 and earlier, the **, s&, | |, (), AND, OR, comma, —,
length, and regex operators are not supported by the user interface. The Version 11.4 user
interface supports these operators. If the Free-Form Filter is not highlighted, and the query bar
has no text filter, the Text Filter is highlighted so you can create one.

--If the first condition is true, and there is already one text filter, the Free-Form Filter option is
highlighted so you can create a free-form filter.

e. If you want to edit or delete the meta key, press Backspace or Delete.
As you backspace and delete characters, the meta key drop-down list is filtered to include meta
keys that contain those characters. To select a meta key, press Enter.
The meta key is added to the filter entry form, and a list of valid operators for the selected meta
key is displayed. Operations that require more time to process are marked by a 8l (stopwatch
icon). This figure shows the stopwatch icon marking the contains operator.

action

META (1)

3. To select an operator, do one of the following:
a. If there is only one option in the operators drop-down list, press Enter to select it.

b. If there are two or more options in the operators drop-down list, click an operator or select one
using the up/down arrows, then press Enter.

c. Type the operator and press Enter. As you type, the operators drop-down list is filtered to show
only operators that contain the typed text. Click an operator or select one using the up/down
arrows, then press Enter.

The operator is added to the filter entry form. In Version 11.4 and later, if the operator accepts a
value, the suggested values drop-down list is displayed. Earlier versions leave the cursor in the
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filter entry form so that you can type a value.

action =

pmitu-d packet bytes greater than effective mtu

onnection

packet denied
Advanced Options

action =

META (1)

4. (Optional) If the selected operator in the filter entry form accepts a value, do one of the following:
a. In Version 11.3 and earlier, type the value and press Enter.
b. In Version 11.4 and later, paste a value that you have copied from somewhere and press Enter.

c. In Version 11.4 and later, begin typing in the Query Filter field.
As you type, the meta value drop-down list is filtered to return up to 100 properly indexed values
that begin with the typed text. The suggested values are based solely on the time range; filters in
the query do not filter the list of 100. The auto-suggest function looks for matches in all events in
the current data set, not just the (up to 10,000) downloaded events. If nothing in the list matches
exactly, the text you typed in the Query Filter field is highlighted and this message tells you that
no suggestions were found. Some values, such as the integers for the service meta key, also

display the definition of the service type.

service = |

. Advanced Options

service
senice =

META (4)

If there is an exact match, that value is highlighted. In the following example, there is no exact
match for the typed text, modi.
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action = modi
te

CTRL+ L

T Fi

META (1)

i. If the typed text is the value you want to use in the filter, press Enter.

ii. If you see the value that you want to query in the list and it is not highlighted, click the value
or use the up/down arrows to highlight the value. Then press Enter.

iii. If you want to edit or delete the value, press Backspace or Delete.
As you backspace and delete a character, the meta value drop-down list is filtered to include
values that begin with the remaining characters. To select a value, press Enter.
The value is added to the filter entry form.

5. To create the filter, press Enter. If you click anywhere outside the box before pressing Enter, the
filter is not created.

The new filter is inserted, and the blinking cursor is refocused after the last filter, the meta keys drop-
down list is displayed. If there is an error in the filter, it is outlined in red. You can hover over the
filter to see a tool tip explaining the error. This figure shows a query being created with no errors.

action = ‘'modifyzonecrossingwarningsetting AMD  service = 80 AND & access.point contains ‘foo Q

6. If the filters have no errors, you are ready to execute the query in the query bar. Click N
The results are returned and loaded in the Events panel. The first 10,000 events that match the query
begin loading in the Events panel. As the events are loaded, a status bar at the top tracks progress and
you can scroll to the bottom of the list to see the completion status.

7. (Optional in Version 11.3 and later) If you want to see detailed status in the Query Console, click the
information icon Il

8. (Optional in Version 11.3 and later) If you want to cancel the query before it finishes executing, click
@

The query stops executing and a notification that the query has been canceled is displayed.

Add a Free-Form Filter in Guided Mode (Version 11.3 and Later)

To filter the data displayed in the Events view using a free-form filter in Guided Mode:

1. Go to the Events view, select Guided Mode below the query bar, and click in the query builder
field. (For Version 11.4.1, simply click in the query builder field.)
If the insertion point is between two filters, a green circle or a bold cursor marks the insertion point.
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If the insertion point is at the end of the query bar, the filter entry field opens with a blinking cursor
at the entry point. A drop-down menu lists available meta keys passed from the service being
investigated in alphabetical order.

kmer individual statements consisting of a Meta Key, Operator, and Value (optional)
match h lteem
medium
ce, time range, and submit a query
msgid
netname

network port

e callback id E FREE-FORM MODE QUERY FILTER EXAMPLES

Advanced Options
el Find events with an & to 11 character username similar to atreeman-72 >  user.all length 8-11 && (user.all regex 'Aa[a-zH2}ee{a-2}{3H0-91

@

Find events that are either HTTP network events or related to abx or discoasa logs > service=20 | | (device type = ‘aix’, ciscoasa’)
META (0)
Find all outbound events not going to Canada or the United States —*  direction ="outbound’ AND not{country.dst = ‘united states’ | |

2. Do one of the following:
a. Place the cursor in the Free-Form Filter field and begin typing the query.

b. Begin typing the filter beginning with a meta key or with an open parenthesis. When entering and
editing filters in the query builder, parentheses pairs are automatically balanced. If you type an
open parenthesis, the other part of the pair is added to the filter.

When no matching meta keys or operators are available in the drop-down menu, the Free-Form
Filter option becomes available, and the text you typed is available in the Free-Form Filter field.

"GET" &£ service=80 action = GET|

Gulded Mode GET
Advanced Options

o GET
No results yet. Please select a service, time

3. Continue typing the entire expression and press Enter.
(If you click anywhere outside the box before pressing Enter, the filter is not created.) This figure
shows a free-form expression created by continuing to type after the value GET.

Guided Mode 'GET' &8 service = B0
Advanced Options
'GET' &R service = 80 Free-Form Filter

Mo results yet. Please select a service, time

FREE-FORM MODE QUERY FILTER EXAMPLES

The new filter is inserted, and the blinking cursor is refocused after the last filter, a new filter entry
form is displayed. If there is an error in the filter, it is outlined in red. You can hover over the filter to
see a tool tip explaining the error.
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4. To execute the query, click BN, While the query is executing, the &8 button changes to @,

="GET" && service = 80)

Gulded Mode

5. If you want to cancel the query before it finishes executing, click .
If you do not cancel the query, you can click B (o view the status of query execution. When the
query is finished executing, the Events panel displays appropriate results for the query.

Add a Text Filter to Find a Value Anywhere in the Data Set (Version 11.4 and
Later)

In Version 11.4 and later, the text filter allows you to find a specific value in the current data set
(endpoint, logs, and network events). The text filter initiates a case-insensitive search against all the data
for meta keys that are indexed by value. The text filter does not search for values that are indexed by

meta key or not indexed so you not see all results. A message advises that Results may be limited
by a text filter, which matches only indexed meta keys. If you want to conduct
a more exhaustive search against raw events, click here and choose the

appropriate options in the Search Events drop-down menu. Icons in the drop-down list
indicate the index level of each meta key:

Sl 7 filename.size

- indexed by meta key

Bl O filename.src

- indexed by meta value

- N o1 indexed

Note: All services in the hierarchy being queried (Broker, Concentrators, and Decoders) must be at
Version 11.3 or later. The text filter is not available in the drop-down menu when there are services
below Version 11.3 in the hierarchy.

The text filter is useful when you have some idea of what you are looking for, but are not sure where to
look (which meta key or service). As an example, if you are interested in looking for a file name, click in
the query bar, type the complete text string, and click Text Filter. The text filter initiates a search against
all the data in the index, within the services and time range being investigated, and returns exact matches
to the text string.

A query can include one text filter and any combination of simple and free-form filters. The operator for
a text filter must be AND because it acts as a filter over the results of all the other filters in the entire
query. If one text filter already exists in the query bar, the Text Filter option is disabled as shown in the
figure below. Text filters are not supported inside parentheses.

schwarzenegger vandammé

out
Advanced Options CTRL+ 1
vandamme
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To create a text filter:

1. Go to the Events view and click in the query bar.
The query entry form is displayed.

ividual statem

ce, time range, and submit a query

allpack_id FREE-FORM MODE QUERY FILTER EXAMPLES

Advanced Options
Find events with an & to 11 character username similar to atreeman-72 > user.all length 811 && {user.all regex 'Aa[a-z}{2}eefa-z}{3}0-5]

@
Find events that are either HTTP network events or related to aixor ciscoasa logs —» service=80 | | (device.type = ‘aix' ‘ciscoasa’)

Find all utbound events not going to Canada or the United States > direction =“outbound’ AND not{country.dst = ‘united states® | |

2. Type the text string that you want to find, for example, http.
The text string is displayed in the meta key drop-down list under Advanced Options.

Advanced Options

http

http Text Filter
pui| s 7
META (0]
3. Click Text Filter under Advanced Options.
The text filter is created in the query bar. The following figure illustrates the different appearance of
a text search filter versus a free-form filter. The free-form filter is in a fixed-space font and outlined
in red. The red outline indicates a syntax error because a valid expression is expected in a free-form
filter. The text filter is marked by the search icon. No syntax requirements are applied to text search

filters.
Text Filter Free-Form Filter (invalid)

Q. http http

4. (Optional) Create additional simple or free-form filters in the query bar. There can be only one text
filter in the query. This example was created by typing http as a text filter and then adding two
more filters - action = 'get' OR action = 'put'

Q. http AND action = 'get OR action = 'put
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5. To submit the query, click O]

The results are displayed in the Events panel. This figure illustrates the Events panel with no results
displayed and a message with instructions for improving results. Every time you use a text filter, this

Query Profiles E Broker - 10/20/2019 05:23pm -

Column Growp: Summary List

COLLECTION TIME T TYPE

6. Click the here link in the message.
A new browser tab opens with the query results displayed in the Legacy Events view, where you
have additional options to improve the search. This figure shows the results for the same query when
non-indexed metadata is included.

10/21/2019 05:22pm

message is at the bottom of the results offering a link to expand your search.

O, http

SUMMARY

4 Actions ® < Incidents &

AND  action = 'get

OR action = 'put

E Broker [ESEELUTENEE ¥ Query = [ Profile =
action = 'get' OR action = "put
Collection Time Type Theme Size
2019-10-21T06:37:16  Network HTTP 548 bytes
Page of 147 ) ™ | 25 v events perpage

B Detail View &

Details

+F show additional Meta = Open Event in New Tab

¥ 00: 7

:23:05:F7 -> 00:18:39:6F:36:87
©%192,168.1.103 -> 63.236.111.59
1264 -> B0

€3 sessionid ; 65146

28 payload: 316

B medium: 1

> ath.type: IP

¥ ip.proto: TCP

©® iep.flags: 26

8 community.id : 1:WbfxfLKxdryOQEysOXFRSGULFmMA=
2, service : HTTP

we e f

b streams: 2

§ packets: 4

@ Jifetime : 0

# netname : private src

& netname: other dst

@ direction: outbound

country.dst : United States

? org.dst: CenturyLink

# analvsic ceccinn = nnt ton 30 det

| Case Insensitive

Search Settings

ndexed Me

iata Only (Default)
® All Metadata
All Raw

All Metadata and Raw

Regular Expression

anx007 1X21U0)

Cancel (7]

Displaying 1- 25 of 3,668 event matches &
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7. Click the Information icon ¥ in the query console to view the status of the query. This figure shows

a text filter in the query console.

Text Filter 5): foo

Select All Filters and Copy All Filters in the Query Bar (Version 11.4.1 and Later)

While creating a filter in the Events view query bar, you can use keyboard commands to select all filters
(Ctrl-A for Windows OS, Cmd-A for MacOS) and then copy the selection to the local clipboard (Ctrl-C
for Windows OS, Cmd-C for MacOS).

To select all filters and copy them to the clipboard:

1. In the Events view > Events panel, click on a focused pill or in the query entry form, and press
Ctrl-A for Windows OS or Cmd-A for MacOS.
All filters in the query bar are selected.

2. To copy the selected filters to the clipboard, type Ctrl-C for Windows OS or Cmd-C for MacOS.
You can share the clipboard with other analysts or paste the contents in the query bar.

Paste Text in the Query Bar

(Version 11.4 and Later) While creating a filter in the Events view query bar, you can paste instead of
typing the complete text of a filter that you have copied from somewhere else. You can paste the text
into an empty query bar or next to an existing filter in the query bar. Depending on the text you typed,
the query parsing engine parses the information that you pasted and creates a new filter, which can be a
simple filter, a free-form filter, or a text filter.

e A text string of this form is added as a new simple filter in the query bar: <valid meta key>
<valid operator> <optional value>. This is an example: alias.host contains 's'.

* A text string of this form is added as two simple filters in the query bar: <valid meta key>
<valid operator> <optional value> && <valid meta key> <valid operator>
<optional value>. Thisis an example: alias.host contains 's' && action exists,
which is converted to alias.host contains 's' AND action exists.

e A text string that contains unparsable text may be converted to a free-form filter. For example, using
NOT (device.ip = 10.10.10.10) is unsupported for creation of a filter in Guided Mode, so this
would be converted to a free-form filter. Free-form filters are validated by the server when they are
submitted.

e Text that does not conform to the filter syntax is added as a free-form filter.

To create a filter by pasting text:

1. Go to the Events view > Events panel, select Guided Mode under the query bar, and click in the
query bar. (For Version 11.4.1, simply click in the query bar.)
The query entry form is displayed.
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idual statemen

-\ medium
ce, time range, and submit a query
gid
netname

network port

& rwe calliadid FREE-FORM MODE QUERY FILTER EXAMPLES
Advanced Options

Find events with an 8 o 11 character usemame similar to atreeman-72 > user.all length 8-11 && (user.all regex "Aafa-zHZ}eefa-z}(3H0-9]
21
Find events that are either HTTP network events or related to aix or discoasalogs > services80 | | (device.type = 'ab, ‘ciscoasa’)

Find all outbound events not guing to Canada or the United States —*  direction = ‘outbound’ AND not{country.dst = 'united states” | |

2. Type Ctrl-V (Windows OS), Cmd-V (MacOS), or right-click and Paste to paste text that you have
copied into the clipboard from somewhere else. Do one of the following:

a. If the text you pasted is a statement that can be parsed, one or more simple filters is created.
If the text you pasted is a statement that cannot be parsed, a new free-form filter is created.
If the text you pasted is not a statement and not a valid meta key, an invalid syntax error is
displayed.
If you pasted a valid meta key for a new filter you are building, the meta key is highlighted in the
drop-down list, and you can continue creating a filter as usual by entering an operator and a
value.
After you select a valid meta key and a valid operator (for example, city.dst =) any text that
you paste is treated as a text string if the meta key supports a text value, and one filter is created.
If the meta key does not support a text value all of the text in the query bar is parsed as described
in step a above.

3. Add more filters in the query bar if you wish, and then submit the query.
The query is executed.

Insert a Filter Based on a Recent Query

(Version 11.4 and Later) In the Guided Mode query bar, you can insert a filter based on a recent query.
When the Recent Queries tab is opened and nothing has been typed in the query bar, up to 100 of your
most recently executed queries are displayed in a scrollable list. The list is sorted to show the most recent
at the top, and the Recent Query count is set to 0. When you begin typing, the list is filtered to display up
to 100 queries from the query history database that contain matching text, even if the matches are not in
the most recent 100 queries. The Recent Query count changes to reflect the number of matching queries
as you type.

The top entry in the list is highlighted by default. To select a recent query, you can move the
highlighting up and down in the list using the up and down arrow or by mouse-over of a recent query. As
you type the list is filtered and the highlighting moves back to the top of the list. Clicking a query, or
pressing Enter while a query is highlighted, creates a new filter with the text of the selected query.

Whenever you submit a query, the list is sorted to add that query, now the most recent, at the top.
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Enter individual statements con 1g of a Meta Key, Operator, and Value (optional)
device.type exists
medium = 32

medium =1

something IP ALIASES SOURCE ORG... DESTINATIO...

sessionid = 1
netname length 3-10
medium exists
Advanced Options CTRL+ 4
Free-Form Filter
Text Filter

RECENT QUERIES (0)

To create a filter based on a recent query

1. Go to the Events view, select Guided Mode under the query bar, and click in the query bar. (For
Version 11.4.1, simply click in the query bar.)
The Meta Key drop-down list is displayed in the Meta tab.

2. Select the Recent Queries tab.
The Recent Queries drop-down list is displayed with a count of 0.

stateme

something

device.type

sessionid =1

medium = 1

netname length 3-10

medium exists

sessionid = 197341 Y FILTER EXAMPLES
Advanced Options CTRL+ }

1 character username similar to atreeman-72 > user.all length 8-11 &&

teefa-z]{3-0-9K2})

Free-Form Filter

oo et HTTP network events or related to aix or dscoasa logs > service=80 | |
(device.type = 'aix’, 'ciscoasa')

RECENT QUERIES (0)

3. To search for a recent query, do one of the following:

a. Begin typing some text.
As you type more characters or backspace to delete characters, the list is filtered to show recent

queries that contain the text you typed. The count in the Recent Queries label increments to show
the number of matching queries as you type.
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ser
service = 5060
service = 5060 && email = ‘whitneycaldwell@68.142.233,153:443'
service =80
user.dst = 'SE-SYSTEM-4$'
service = 110 && ip.src = 192.168.1.3 && tcp.srcport = 53856
service=110

¥ FILTER EXAMPLES

| Advanced Options CTRL+ 4

| 1 character username similar to atreeman-72 > user.all length 8-11 &8&
ser Free-Form Filter Jeela-zH3HD-OH2Y)
ser [
R — et HTTP network events or related to aix or ciscoasa logs > service=80 | |
RECENT QUERIES (6) (device.type = 'aix', ciscoasa’)

b. To select a query and add a new filter, continue to type and use the up and down arrows until the
query you want to use as a new filter is highlighted.

c. With a query highlighted, press Enter or simply click a query that you see in the list.
The filter is added in the query bar.

4. Add more filters in the query bar if you wish, and then submit the query.
The query is executed and the list is sorted to add that query, now the most recent, at the top.

Edit a Filter in Guided Mode

With a query in the Guided Mode query bar, you can edit a filter. To edit a filter:
1. Double-click the filter, or click the filter and press Enter.
2. Edit the filter. When finished editing, press Enter to update the filter.

3. If you want to execute the query again, click O
The Events panel displays results for the updated filter.

Query Using Selected Filters in Guided Mode

When you have one or more filters in the query bar in Guided Mode, you can refocus the query to
include only selected filters, displaying results in the current browser tab or a new browser tab. Some
filters include expressions with nested parentheses in Version 11.4, and you can refocus part of a filter
that includes nested parentheses. To update the query using only selected filters, do one of the following:
1. Using a query that includes one or more simple filters, for example a query has three filters:

risk.info exists, direction ='lateral', and threat.category exists.

a. Select direction = 'lateral', right-click the filter and select Query with selected filters in
a new tab in the drop-down menu.
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5in @ new tab

A new tab opens with the results for the selected filter and the original query is left intact on the
previous tab.

b. To query the selected filters in the same tab, select direction = "lateral" and
threat.category exists. Then right-click and select Query with selected filters in the
drop-down menu.

risk.info exists
| Query with

election

n parent|

A query with only the selected filters is submitted and all remaining filters are removed.

2. (Version 11.4) For a query that includes a filter containing nested parentheses, for example: action
= 'get' AND (filename exists OR sourcefile exists OR content =

'application/octet-stream'), do one of the following:

a. Select the close parenthesis after 'application/octet-stream’, right-click, and select
Query with selected filters in a new tab.
A new tab opens with results for (filename exists OR sourcefile exists OR content

= 'application/octet-stream').

b. Select the same, right-click, and select Query with selected filters.
The results for (filename exists OR sourcefile exists OR content =
'application/octet-stream') are displayed in the current tab.

Delete a Filter and Delete Text or Parentheses in a Filter in Guided Mode
Some keystroke editing features became available in Version 11.4; these are labeled in the steps.
1. To delete a filter, do any of the following:
a. Click X in a filter.
b. Select the filter and press Delete (Windows OS) or Fn + Delete (MacOS).
c. (Version 11.4 and later) Select the filter and press Backspace (Windows OS) or Delete (MacOS).
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d. Right-click one or more filters and select Delete selected filters or Delete selection (Version
11.4 and later) in the drop-down menu.
The filter and the operator to the right or left of the filter is deleted, ensuring that no extraneous
operators remain in the query bar.

2. (Version 11.4 and later) To delete characters in a filter or parentheses and contents in a filter, do any
of the following:

a. To delete the previous character: With the cursor next to a character in the query bar, press
Backspace (Windows OS) or Delete (MacOS).

b. To delete all characters: With the cursor in a filter, press Delete (Windows OS) or Fn + Delete
(MacOS).

c. To delete the selected characters: With characters selected in the query bar, press Delete or
Backspace.

d. To delete parentheses, but not the characters inside the parentheses, select one of the parentheses
and press Delete (Windows OS) or Fn + Delete (MacOS).

e. To delete a set of parentheses and the contents, for example, (filename exists OR
sourcefile exists OR content = 'application/octet-stream'), select the
parenthesis after get, right-click, and select Delete selection.

Delete selection

e, time range, arnl

Everything except action = 'get' is deleted.

Create a Query in the Free-Form Mode

Free-Form Mode is used in Version 11.2, 11.3, and 11.4, but no longer available in Version 11.4.1.

Free-form queries are most useful when you have a long text string saved that you want to paste, or if
you have one in mind that you want to enter quickly, and you know the meta keys, valid operators, and
valid syntax for entering values. The following figure illustrates the initial Events view with the empty
Free-Form query builder field. The first example is Version 11.2 and the second example is Version
11.3.

Guided Mode

) ) [ Y

Free-Form Mode

The blinking cursor indicates that you can enter a query. You can enter free text here. As more
expressions are added and they cannot be displayed in a single line, they wrap to another line and the
input area expands vertically so that all filters are visible without scrolling to the right.

216 Refining the Results Set



Investigate User Guide

These are some examples of queries that you can enter in Free-Form mode:

To find events with an 8- to 11- character username similar to atreeman-72:
user.all length 8-11 && (user.all regex '“ala-z]{2}eel[a-z]{3}-[0-9]{2}")

To find events that are either HTTP network events or related to aix or ciscoasa logs:

service=80 || (device.type = 'aix', 'ciscoasa')

To find all outbound events not going to Canada or the United States:

direction = 'outbound' AND not (country.dst = 'united states' || country.dst =
'canada')

If you have a submitted query in Guided Mode, the query is transformed into text when you click switch
to Free-Form mode. This is an example of a query submitted in Guided Mode as two filters, service =
80 and direction = 'outbound', and then viewed in Free-Form mode.

03/14/2019 08:03am - 03/14/2019 08:21pm service = 80 and direction =

The BN button on the right side of the query builder is visible as needed to input a query. The query is
applied when you click E&8. At that time the query is validated to show syntax and logic errors.

Operations that require more processing time are not highlighted as they are in Guided Mode, but this
table provides a summary of expensive operations for reference.

Index Non-Text : Expensive
Regular Operations .

Method Value Operations

By Key " exists, !exists eq, leq

By Key " exists, !exists eq, !'eq, begins,
ends, contains

By Value v exists, lexists, eq,  no expensive operators

leg
By Value v exists, lexists, eq, ends, contains

!eq, begins

By None special case for exist, lexits, eq, no expensive operators
sessionid leq
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Filter Results in the Navigate View

When conducting an investigation in the Navigate view, there are several methods available to refine the
results displayed when meta key values are loaded in the Navigate view. The rest of this topic is focused
on the basic methods of filtering data:

Note: By default, the Navigate view is disabled in Version 11.6 as the Filter Events Panel in the
Events view provides this functionality. To enable the Navigate view, see Configure the Navigate
View and Legacy Events View.

e Set the Time Range

¢ Set the Quantification Method and Sort Sequence of Meta Key Results

e Manage and Apply Default Meta Keys in an Investigation

e Drill into Data in the Navigate View Time Chart

¢ Drill into Data in the Values Panel

Set the Time Range

When conducting an investigation in the Navigate view, the time range options limit the results returned.
You can select:

* A time range relative to the collection- ranges relative to the collection are based on the last collection
time for data.

* A time range relative to the calendar.
e A custom date range.

e All data.

The selected Date Range is shown in the Navigate view tool bar as the Time Range label. By default the
label is Last 3 Hours. The Time Range displayed in the timeline banner shows the first and last
timestamp for the date range being used for the metadata.

Note: Time range is based on the Time Zone configured in the Profile Preferences panel as described
in "Setting User Preferences" in the NetWitnessGetting Started Guide.

To select a built-in time range

1. Click the Time Range option in the Navigate view toolbar. The default time range is for the Last 3
Hours, but a different value from the selection list, for example, All Data or Last Hour, may
already be selected and used as the label in the options panel.

The Time Range selection list is displayed.
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@ Last 5 Minutes
(@ Last 10 Minutes
@ Last 15 Minutes
@ Last 30 Minutes
fb Last Hour

@ Last 2 Hours

ﬂ' Last & Hours

. Last 12 Hours
“ Last 24 Hours
 Last 2 Days

- Last 5 Days

W el BB e G

2. Do one of the following:

¢ [f you want to see all data, select All Data.

* If you want to set a time range in minutes, hours, or days that is relative to the collection, select a

value such as Last 10 minutes, Last 3 Hours, or Last 5 days.

¢ [f you want to set a time range relative to today, select Yesterday, This Week(Version 11.1),
Last Week (Version 11.1), All Day, or a part of the day such as Early Morning, Morning,

Afternoon, or Evening.

¢ [If you want to set a unique date range, select Custom in the Time Range menu and follow the

procedure below.

The selected time range is applied to the current results in the Values panel.

To specify a custom time range

1. Select Custom in the Time Range menu.
Date selection options are displayed in the toolbar.

2. Within the time Start Date and End Date ficlds, do the following to specify the date and time:

a. Click a date from the calendar.

b. (Optional) Select the time from the Hour and minute fields or click Now. The time selection

defaults to the current time of day.

Note: The value for start time in seconds always defaults to :00, and the value for end time in seconds
always defaults to :59. For example, if you are using time to drill down into an issue, the drill time is
interpreted as "HH:MM:00 - HH:MM:59."
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3. To apply the range, click Go.
The selected time range is applied to the current results in the Values panel.

Set the Quantification Method and Sort Sequence of Meta Key Results

You can select the way results for each meta key are quantified and sequenced in the Navigate view.

Note: If meta entities (Version 11.1 and later) are used in meta groups, the results will show the top 20
values that matched any of the meta keys contained in the meta entity.

Each meta key section in the Navigate view contains an ordered list of values showing each meta key
value (Value) and its count (Total). You can specify whether:

e The results in each meta key section are sorted based on Value or Total.
e The results are sorted in ascending or descending order.

e The values shown for each meta key are quantified by number of packets (Packet Count), number of
sessions or logs (Quantify by Event Count) or by the size of events (Quantify by Event Size).

Note: If you have both a log decoder and a packet decoder for which you are viewing the metadata,
the calculation of what is actually being counted is dependent on the type of key. If you select to
Quantify by Packet Count and are looking at logs, the Navigate view output is the same output as if
you had selected Quantify by Event Count (see Navigate View for details).

This image shows the Event Type meta key presented in order by Total in Descending order. The
value with the greatest count of matches is presented first. The value failure audit has 71 matches
and is listed first. The value 1logon has only one match and is presented last. The quantification method
is Event Count.

=  EventType (5values) °

failure audit (71) - select(34) - connect (32) - success audit(17) - logon (1)

This image shows the Event Type meta keys presented in order by Value in Descending order. The
value names are presented in alphabetical order starting at the end of the alphabet. The value success
audit is listed first. The value connect is presented last. The quantification method is Event Count.

==  EventType (5vz ues) P

success audit (17) - select (34) - logon (1) - failure audit (71) - connect (32)

To select the quantification method of meta key count and ordering of meta key results displayed
in the Navigate view:

1. In the toolbar, select Event Count, Event Size, or Packet Count and choose one of the
quantification options in the drop-down menu. The label for the menu displays the selected option.

B2 Event Count

The current view is reloaded according to your selection.
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2. In the toolbar, select Total or Value and choose one of the ordering methods in the drop-down menu.
The label for the menu displays the selected option.

B3 value =

The current view is reloaded according to your selection.

3. In the toolbar, select Ascending or Descending and choose one of the sort order options in the drop-
down menu. The label for the menu displays the selected option.
The current view is reloaded according to your selection.

= Descending

Manage and Apply Default Meta Keys in an Investigation

When analysts are conducting an investigation of captured data in Investigate, a default set of meta keys
is loaded and displayed in a default sequence in the Navigate view > Values panel. The default content
and sequence is based on the meta keys for the service being investigated. Analysts can specify the meta
keys to display during navigation by selecting the default meta keys or by selecting a user-defined group
of meta keys, which provides great flexibility to define meta keys. This can help to drill down more
directly to the desired data and to reduce the load time by preventing the loading of meta that is not of
interest in the current investigation.

Note: In Version 11.1 and later, wherever meta keys are used, you can also use configured meta
entities.

If no custom meta groups are in effect, the Navigate view is displayed with the meta key visibility
specified in the Default Meta Keys dialog. To optimize loading of meta keys in the Navigate view >
Values panel, NetWitness does not open non-indexed meta keys by default. When you open a non-
indexed meta key in the Values view, NetWitness begins loading values for that meta key. If the load
time is excessive, the load of the meta key times out with a message. Title, values, and counts for non-
indexed meta keys are not drillable in the Values panel. Additional labeling in Investigation identifies the
non-indexed meta keys.

To select the meta keys to apply to your investigation, you can:
e Select the default meta keys.

» Select a set of meta keys, called a meta group.

Note: Investigate has built-in meta groups and user-defined meta groups. Once created, user-defined
meta groups can be edited, deleted, exported for use on other services, and imported to the service you
are investigating. All of these procedures are provided in a separate topic: Use Meta Groups to Focus
on Relevant Meta Keys.

The Default Meta Keys dialog allows you to specify the default view and display sequence for meta keys
during navigation in the Investigate > Navigate view for a specific service. For each key or for all keys,
you can set the default view to:

e Hidden: Results for default meta key are hidden and are not available to load.
* Open: Results for default meta key are open with all values and counts displayed.

* Close: Results for default meta key are closed with only the meta name visible.
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e Auto: The loading of default meta keys is controlled by the index level, which must be Indexed By
Value.

When using the default meta keys, be aware that these can be modified for different services, and you
may not be seeing the same set of default meta keys when navigating to a drill point on different
services. If you do not see the expected data, you may need to change the initial view of the default meta
keys.

When you change the initial state of default meta keys from within the Navigate view, the change
persists for that service. When new keys are added to the custom index file for a Core service (for
example, concentrator-custom-index.xml or decoder-custom-index.xml), the new keys are
added to the default meta keys list. The changes made in the Navigate view apply only to the current
service.

To specify that the initial Navigate view opens using default meta keys
1. Go to Investigate > Navigate.
2. Select a service and select Navigate.

3. In the Meta menu, select Use Default Meta Keys.
If an investigation is already in progress, the data is reloaded in the current view and an icon
highlights the selected option. If no data is loaded yet, the default meta keys are used for the next
load.

Configure Default Meta Keys

To configure the default view of default meta keys in the Navigate view:

1. In the Navigate view toolbar, select Meta > Manage Default Meta Keys.
The Manage Default Meta Keys dialog is displayed with the list of available meta keys for the

SErvice.
Manage Default Meta Keys
-

Meta Key View
Translated Destination Port Auto
User Account Auto
Secondary User Account Auto
Destination Host Open
Source Hostname Aut
All Domain Keys Auto
All Event ::atagar zation K?'J.‘S Auto
All Email Address Keys Auto
All Ethernet Address Keys Auto
All Analysis Keys Auto

2. (Optional) To change the order of the keys, select one or more keys, and drag the values up or down
through the list of keys.

3. Do one of the following:

¢ (Optional) To change the default view for all meta keys, make sure that no keys are selected and

in the toolbar, select - JO}
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¢ (Optional) To change the default view for one or more keys, select the keys and in the toolbar,

select % .
A drop-down menu of possible initial views for all default meta keys is displayed.

Man efault Met

[

Meta Key Vig Hidden
Certificate Thumbprint Cle Open
Certificate Common Name Hil Close

Auto

Certificate Subject Hi

Certificate Authority Hidden
Cipher Name Hidden
Database Mame Hidden
Function Hidden
E-mail Address Hidden
Source E-mail Address Hidden

Destination E-mail Address Hidden

¢ (Optional) To revert to the default view for meta keys as specified in the service index file, make

sure that no keys are selected and in the toolbar, select L > Auto.

When you modify the default view for a non-indexed meta key, you cannot set the key to OPEN.
If you change the default view for a group of meta keys to OPEN and some of the meta keys are
non-indexed, the non-indexed meta keys revert to AUTO. As a result, the meta key is
automatically loaded only if it is indexed, and non-indexed meta keys are CLOSED until opened
manually.

4. Select one of the views.

5. To save the changes, click Apply.
The meta keys displayed in the Navigate view are set to your specifications. If the default meta keys
are hidden, values for the meta keys are not shown in the investigation at all. If the default meta keys
are closed, the values for the meta keys are not loaded by default, but you can load individual meta
keys manually in the Navigate view.

Drill into Data in the Navigate View Time Chart

The Time Chart visualization allows analysts to visualize activity over time. You can zoom into the data
by selecting a time window then selecting the Investigate option. You can then reset the navigation to the
time range that was in effect before zooming.

1. Go to Investigate > Navigate.
The Time Chart for the current drill point and selected time range is displayed. You can hover over
the time chart to display total number of events occurred at a specific time.
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NETWITNESS Investigate

NAVIGATE EVENTS MALWARE ANALYSIS

= ¥ Query © [ Profile © [JRSAEmail Analysis © | & Total © .= Descending @ EBEventCount © | SaveEvents ©  Actions © [ Settings

c

N
2020 32 03:31:00 (+00:00) Last 3 Hours 2020 3¢ 06:30:59 (+00:00) | 9
[¢]
x
-
o
o
=3
C
o

£ Options A Hide

TCP TCP Destination Port [tcp.dstport] (8 values, L

5671(1,073) - 56004 (110) - 56005 (104) - 54926 (36) - 443 (https) (36) - 50005 (2) - 4506 (2) - 46176 (1)
i Subject [subject] £
Closed - Click to Open
Client Application [client] alue) P
https (36)

Cipher Name [crvoro) ue) O

2. To highlight a period of time on the Time Chart, click over the desired time period and drag the
mouse.
The Time Chart is redrawn for the selected time range; however, the meta values are unchanged.

3. To drill into the data for the selected time range, click Investigate.
The URL is updated to reflect the time range override, and the Investigation options panel is updated
to reflect the custom time range. The Time Chart is redrawn and the meta values are loaded for the
selected time range.

4. To reset the Time Chart to the original time range, click Reset Zoom.
The URL is updated to reflect the original URL prior to zooming into the data, and the Investigation
options panel is updated to reflect the time range selected before zoom. The Time Chart is redrawn
for the selected time range and the meta values are loaded for that time range.

Drill into Data in the Values Panel

NetWitness displays the activity and values for the selected service in the Investigation > Navigate view.
To investigate data, analysts drill into data by clicking on a meta key or a meta value, which is treaty as
a query. In the Values panel, each query is added to the breadcrumb data in the Values panel. This
results in a breadcrumb at the top with a crumb for each query. You can edit the breadcrumb to insert or
remove a query.
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To drill into a subset of the metadata

1.

2.

Begin an investigation so that metadata is displayed in the Navigate view.

NETWITNESS Investigate )ON( er ) € Yashboarc

NAVIGATE EVENTS

B ¥ Query © [ Profile © EJ RSA Email Analysis @ | /@ Total © .= Descending © EBEventCount® | SaveEvents ® - Actions ©® (AN Settings
c

10 10 Q

2020 ,¢ 03:31:00 (+00:00) Last 3 Hours 2020 ,¢ 06:30:59 (+00:00) %

T

x

-

o

te]

Py

C

°

i

£ Options ~ / Hide

cP

TCP Destination Port [tcp.dstport] (8 values) 2

5671(1,073) - 56004 (110) - 56005 (104) - 54926 (36) - 443 (https) (36) - 50005 (2) - 4506 (2) - 46176 (1)
Subject [subject) £
Closed - Click to Open

Client Application [client] (
https (36)

Cipher Name fcrvor) (1 value) £

To drill down into the metadata, do any combination of the following:

a.

b.

Click a meta key, for example, Service Type.

Click a meta value, the blue text in the results. For example, OTHER.

Each time you click a meta key or meta value, the investigation query pivots to a narrowed focal
point, or drill point, in the data. At each drill point, the Values panel is updated and the new drill
point is displayed in the breadcrumb. Below is an example of the first breadcrumb.

T service exists service =0

2020 %5 16:23:00 (+00:00) Last 3 Hours 2020 | 95 19:22:59 (+00:00)

This is an example of a long breadcrumb that does not fit in the toolbar. The last query that fits
is followed by a drop-down menu that lists additional queries. To select a drill point within the
overflow, click the overflow icon and a query in the drop-down list.

city.dst = 'washington' = | »

org.src ="china telecom shanghai’ ]

To add a query in the breadcrumb

In the breadcrumb, you can click any of the crumbs to display the Query menu. You can insert a new
query before a crumb, and append a new query to the end of breadcrumb. After each edit in the
breadcrumb, NetWitness refreshes the results.

To add a query in the breadcrumb:

L.

Click a crumb.
The Breadcrumb menu is displayed.
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country.dst = ‘'united states' -

¥ Mavigate Here

= Mavigate Here {new tab)

== Insert Before

' 4= Append i
| — Remowve

7] Edit !

2. To add a query in the breadcrumb, select Append or Insert Before.
The Create Filter dialog is displayed.

Create Filter

i Simple () Advanced () Recent

Select Meta | |Dperator v | |Value

[+ Metwork [+ Log [#] Endpaint

Cancel

3. Create the Query as described in Create a Query in the Navigate and Legacy Events Views.

To edit a query in the breadcrumb:

In the breadcrumb, you can click any of the crumbs to display the Query menu. You can delete a crumb
and edit a query in a crumb. After each edit in the breadcrumb, NetWitness refreshes the results.

To work with queries in the breadcrumb:
1. Click a crumb.

The Breadcrumb menu is displayed.

country.dst = ‘united states' -

a)

MNavigate Here
MNavigate Here (new tab)

Insert Before

+ + N

Append i
Rearmowe
Edit !

S
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2. To edit a query in the breadcrumb, select Edit.
The Create dialog is displayed with the selected query open for editing.

Edit Filter united states

() Simple ® Advanced () Recent

country.dst = 'united states’

3. Edit the fields as described in Create a Query in the Navigate and Legacy Events Views.

To quick search within a meta key

1. Move the mouse over a meta key section and click the magnifying glass.
The Quick Search form, which contains a comparator and an optional operand for the search, is
displayed.
Q - Destination City (1 value) P
= v Drill
washington (354)

2. (Optional) If you want to close the search form, click the magnifying glass again.

3. Select the operation from the drop-down list on the left and type the text value to search for. Then
click Drill to perform the execution.
The metadata for that meta key is used to drill down in the current metadata.

To view meta key information and copy meta values for a meta key

1. To view the key name, index level set for displaying the meta key, and the default view set for the
meta key, click the drop-down menu next to the meta key. This figure shows the drop-down menu
for Version 11.1 and later.

Q Destination City (20 value

PPTH ErN Ty P | OO,UUU - ?9%) =
More Results 04) -tampa (2,
Max Results
Hide Results gin (20 values

(>100,000 - 82%

Meta Key Info -
620) - hinet.net

Export Values

Destination Domain (20

wariTan nat (O 20T maAn e

WW
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2. Select Meta Key Info.
The Meta Key Info dialog is displayed.

Meta Key Information

Key Name city.dst

Index Level Value

Default View Auto

3. When finished viewing, click <}

4. (Optional for Version 11.1 and later) To view meta values found for a meta key in a simple list that
you can copy, click the drop-down menu next to the meta key.
The Export Values dialog is displayed.

The Version 11.1 dialog displays a list of values with one value per line.
Export Values
avastsviexe
avastui.exe
senvices.exe
masvc.exe
chrome.exe
explorer.exe
outlook.exe
macompatsve.exe
swchost.exe
macmnsvc.exe
updaterui.exe
firesvc.exe

The Version 11.3 dialog allows you to select the method of separating values: either New Line or
CSV.

Format: @ csv

() New Line

winevent_snare, ciscorouter, unknown,
rsa_security_analytics_cloudtrail_log_collector, winevent_nic,
checkpointfw1, netscreen, ciscopix, rsaacesrv, snort, junipervpn,
ciscoiportwsa, ciscoasa, tippingpeint, rhlinux, netscreenidp,
crossbeamic, aix, bigip, cyberguardclassic

Select All

5. Select the values that you want to copy, and click Export Values.
The values are copied to the local clipboard and you can paste them into a file to save or share them.
6. To close the dialog, click Close.
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7. (Optional) If you want to hide the results for the meta key in the current drill point, click the drop-
down menu next to the meta key and click Hide Results.

To display events associated with a meta value

The Legacy Events view provides additional details for an event in two different views: Events List and
Detail View.

1. In the Navigate view, drill into metadata that is the focus of your investigation.

2. Click the count (the number in green) next to a blue meta value.
The Events view corresponding to the current drill point is displayed.
The operations that you can perform in the events view are described in Reconstructing and

Analyzing Events.

To search for specific events associated with a meta value

1. In the Navigate view, drill into metadata that is the focus of your investigation (click a meta value or
add a query).

2. Type a search string in the Search box and press Enter or click Search.
You can also select and set search mode preferences. See Search for Text Patterns in the Navigate
and Legacy Events Views for detailed search information.

The Events view opens in a new tab and shows the search results. If you do not see the search term
highlighted, click Show Additional Meta. Your time range selection and drills (queries) carry
forward to the Events view.

NETWITNESS Investigate Respord

NAVIGATE  LEGACY EVENTS  EVENTS  MALWARE ANALYSIS

B Broker e % Query @ [JProfile @ [ Detail View® > Actions ©  Incidents & Search Eue Settings

Collection Time: Type Theme Size Details

<> sessionid : 429381

& did:

evice.ip : 172.23.0.12
8 medium: 32

& device.type : winevent_nic

dmyo07 IXa3u0)

2020.06-23T15:58:44  Log, winevent_nic 252 bytes
) device,class : Windows Hosts

i@ header.id: 0003
@ reference.id : 6013

# eventsource : Eventlog
+ Show Additionai Meta 1= Open Event in New Tab

> sessionid ; 429382
8 did
@ deviceip: 17223012

nedium: 32

& device.type : winevent_nic
® device.class: Windows Hosts

@ header.id: 0003

# reference.: 565

# eventsource : Security

+ snow Additional Meta 1= Open Event in New Tab

2020-06-23T15:58:44  Log. winevent_nic 905 bytes

evice.ip : 172.23.0.12
edium: 32

i device.type : winevent_nic
@ device.class | Windows Hosts
! header.id: 0003

2020.06-23715:58:44  Log winevent_nic 485 bytes

i referenceid : 673

@ eventsource : Security

=+ Show Additionai Meta 1= Open Eventin New Tab
> sessionid : 429384

& did: 13e0c706f1e

Page1 | 3 | C | 25 ~ eventsperpage Displaying 1 - 25 of 100,000+ events.
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To view a selected meta value in RSA Live
1. In the Navigate view, drill into metadata that is the focus of your investigation.

2. Right-click a meta value (the text in blue).
The Meta Value drop-down menu is displayed.

3. To look up the meta value in RSA Live, select Live Lookup.
The Live Search view is displayed with the meta value entered in the Generated Meta Value(s) field,
and ready for a search

NETWITNESS n a admin v

LIVE CONTENT S

Search Criteria Matching Resources
» CJOPERATIONS “| & show Results X Package
[C3specTRUM Subscribed Name Created Updated Type Description

[CIMALWARE ANALYSIS

Resource Types

Medium

Required Meta Keys

Generated Meta Values

Resource Created Date:
D [ End Date

Resource Modified Date:

End Date

Include Discontinued Resources

Search
- Fill in your search criteria on the left and click "Search"

To refocus the investigation in a drill point:

1. Right-click a meta value (the text in blue).
The Meta Value drop-down menu is displayed.

es) ™

HFFRma anm_nuesssanmeed (g 161) - SMTP (5,551 - FTP(3,314) - SNMI
sho oy

Live Lotkup

A sean for Makware
T Ade/Remave from Listis)
Investigation ¥ Refocus investigation in New Tab
trieved default group policy (1) -prd  Apaly Drill in New Tab fcee
Apaly [EQUALS Dril In New Tab
Apally EQUALS

romreTe eI |
02:28:2811) - 2005-Oct-

2. Choose one of the refocus options.
The drill is refocused according to your choice.

To look at a specific count in a new tab:

To view a count for a meta value in the Legacy Events view or the Events view, right-click a count for a
meta value (the green number following the blue meta value).
The context menu is displayed.

HTTP(1,, == —~ "~ "=~ "7 -
Open Events In new tab

198 (305) - 56020 (291) - 50004 (275) - 501
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Filter Results in the Legacy Events View

Analysts can filter events in the Legacy Events view by searching for events or selecting the service,
setting the time range, and querying the metadata. If you opened the Legacy Events view from a
Navigate view drill point, the view opens to the Detail view of events by default. Analysts who do not
have permissions to use the Navigate view can query services directly from the Legacy Events view.

Note: When an Archiver is the currently selected service in the Legacy Events view and you are
searching against a Broker or Concentrator, the search is slower than if searching against a Broker or
Concentrator because the data on the Archiver is compressed and there is typically more data.

Filter Events Displayed in the Legacy Events View

To filter the data displayed in the Legacy Events view:

1. Go to Investigate > Legacy Events.
The Legacy Events view is displayed.

NETWITNESS Investigate Respornd

NAVIGATE  LEGACY EVENTS  EVENTS  MALWARE ANALYSIS

B8 Broker [EEEECTEY ¥ Query = [ Profile @ [T Detail View Actions = & Incidents = Se Settings
Collection Time: Type Theme size Details o
> sessionid ; 429381 =t
a ©
x
=
jas
Q
e.type : winevent_nic el
202006-23715:58:44  Log winevent_nic 252 bytes =
@ device class : Windows Hosts %
i@ header.id: 0003
@} referenceid: 6013
i# eventsource: Eventlog
=+ Show Additional Meta 1= Open Eventin New Tab
€3 sessionid : 429382
= did
evice.ip : 172.23.0.12
nedium: 32
vice.t inevent_ni
2020-06-23T15:58:44 Log winevent_nic 905 bytes ) device.type: winevent_nic
i device.class : Windows Hosts
i header.id: 0003
@ reference.d : 565
# event.source : Security
“+ Show Additional Meta 1= Open Event in New Tab
<> sessionid : 429383
& did
evice.ip: 17223.0.12
edium: 32
# device.type : winevent_nic
2020.06-23715:58:44 Log winevent_nic 495 bytes 48
# device.class . Windows Hosts
@ header.id: 0003
& referenceid : 673
i eventsource : Security
4 Show Additional Meta 1= Open Eventin New Tab
<> sessionid : 429384
& did: 13e0c70f6f1e
Page 1 Y 1 C | 25 ~ eventsperpage Displaying 1 - 25 of 100,000+ events.

2. To select a time range other than the default (Last 3 Hours), in the toolbar, click the time range field
and select a value. For example, Last Hour.
The Legacy Events view is refreshed with the selected time range.

3. Create a query as described in Create a Query in the Navigate and Legacy Events Views.
The matching results for the query are displayed in the Detail View in the Legacy Events view. The
breadcrumb reflects the query. In the breadcrumb, you can click any of the crumbs to display the
Query menu. You can insert a new query before a crumb, and append a new query to the end of
breadcrumb. After each edit in the breadcrumb, the results are refreshed.
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Page Through Events in the Legacy Events View

Pagination controls allow more flexibility in paging through a list of Events in the List View, Logs
View, or Details View. You can select the number of events to display per page, and your selection is
saved across logins to the NetWitness application. When a control is unavailable, the control is dimmed;
for example, when you are viewing page 1, the { and € controls are dimmed.

To use pagination controls:

1. With results displayed in the Legacy Events view, click the current number of events per page (10,
25, 50, 100, or 200), and select the new number of events per page from the drop-down menu.

2. To page forward or back, use the page control icons:
Click ? to go to the next page.
Click » to go to the last page.
Click € to go the previous page.
Click« to go to the first page.

3. To go to a specific page, type a page number in the page number field| 3 Page3 |,

232 Refining the Results Set



Investigate User Guide

Create a Query in the Navigate and Legacy Events Views

In the Navigate view or the Legacy Events view, you can create a query using dialogs for that offer
syntax help with drop-down lists of applicable meta keys or meta entities and operators.

When viewing the drop-down list, you can expand and collapse each meta group to view or hide the
individual meta keys in that group. When you select a meta group, NetWitness generates the complex
query equal to a query with all of the meta keys in that group ORed together. So if a meta group contains
ip.src and ip.dst, the query generated is ip.src = <value> OR ip.dst = <value>. Ifthe
meta group contains meta keys that have different meta value types, the value input is disabled and the
query uses exists statements. For example, a meta group that contains ip.src, ip.dst, and
alias.host includes meta keys that have different value types; ip.src and ip.dst are ip addresses
and alias.host is text. The generated query is ip.src exists OR ip.dst exists OR
alias.host exists.

A basic query is in the following form:
<metakey> <operator> [<metavalue>]

These are a few examples:
action exists

action = 'get'

alias.host = '10.25.55.115"

extension = 'exe'

orig ip != "10.0.0.0" - "10.255.255.255"

Create a Query Using the Basic Method

When you create a query using the basic method, drop-down lists of meta keys and operators are
displayed.

1. In the Navigate view or the Legacy Events view toolbar, select Query.
The Query dialog is displayed, with the Simple option selected.

RO NEWYAR (] Profile © E] Meta © | "B Total & Descending ' B3 Event Count © S
1
® Simple () Advanced (_ Recent

Select Meta v | Operator ¥| Value

™ Network ™ Log [V Endpoint

‘ Apply Cancel Reset &

2. In the Select Meta field, click to display the drop-down list. The drop-down list has two sections:
Meta Groups and All Meta.

3. Select a single meta key under All Meta or select a meta group under Meta Groups. You can also
type in a meta key or meta group in the field.
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4. In the Operator field, type an operator or click on the drop-down list to select a valid operator.

5. (Optional) If you selected an operator that requires a value, for example, =, in the third field type the
value for the meta key.

6. In the Network, Log, and Endpoint checkboxes, choose the type of data to query. Do one of the
following:

a.

b.

C.

d.

To limit the query to packets select Network and de-select Log and Endpoint.
To limit the query to logs, select Log and de-select Network and Endpoint.

To limit the query to endpoint events, select Endpoint and de-select Network and Log.

To apply the query to packets, logs, and endpoints, select Network, Log, and Endpoint.

7. Do one of the following:

a

b

Cre

. Click Apply.
The window is closed and the view is updated with the results of the new query. The query is
displayed in the breadcrumb.

. Click Cancel.
The window is closed and no changes are made to the view or current query.

ate a Query Using the Advanced Method

1. In the Navigate view or the Legacy Events view toolbar, select Query.
The Query dialog is displayed.

RNl (] Profile © EJ Meta ™ | "B Total & Descending ' B3 Event Count = S
® Simple () Advanced (_ Recent
Select Meta v | Operator ¥ | Value

¥ Network ™ Log [ Endpoint

‘ Apply Cancel Reset [ 2]

2. Select Advanced.
The advanced query field is displayed.
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() Simple ® Advanced () Recent

Apply Cancel Reset &

3. In the field, create a query, which can include the meta key, operator, and value. When you begin
typing a meta key in the field a drop-down list of available meta keys for the selected service is
displayed.

4. Select the meta key for your query.
The display is updated. If the expression is not yet complete, the status indicates that the query is
invalid.

5. Continue with an operator, from the drop-down list, then a value if necessary. The display is updated
as you continue to enter the query. If you enter an operator, such as exists or !exists, which does not
use the value field, the value field is disabled and the invalid status is cleared. If you enter an
operator, such as =, which requires the value field, the invalid status remains until you enter a value.
When the query is valid the invalid status is no longer displayed.

) Simple  ® Advanced () Recent

This isn't right.

) Iwvalid Expression

Cancel Reset &

6. Do one of the following:

¢ Click Apply.
The window is closed and the view is updated with the results of the new query. The query is
displayed in the breadcrumb.

* Click Cancel.
The window is closed and no changes are made to the view or current query.
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Apply a Recent Query

You can view recent queries and select one to apply to the current service being investigated. To select a
recent query:

1. In the Navigate view or the Events view toolbar, select Query.
The Query dialog is displayed, with the Simple option selected.

RN (] Profile © EJMeta ™ | "B Total & Descending ' B3 Event Count = S
® Simple () Advanced (_ Recent
Select Meta v | Operator v | Value

¥ Network ™ Log [¥ Endpoint

Apply Cancel Reset €

2. Select the Recent option.
The list of recent queries is displayed in the bottom portion of the dialog.

O Simple O Advanced @ Recent
did = 'nwappliance3067"
sessionid=13
sessionid=52
sessionid=44
sessionid=2{
sessionid=202
sessionid=>200
ip.src="
ip.src=

ip.src=

ip.dst=

Apply Cancel Reset &
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3. In the list of recent queries, click to select a query.
4. Do one of the following:
¢ Double-click a query.

¢ Select a query and click Apply.
The window is closed and the view is updated with the results of the new query. The query is
displayed in the breadcrumb.

¢ Click Cancel.
The window is closed and no changes are made to the view or current query.
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Search for Text Patterns in the Navigate and Legacy Events

Views

You can search for text patterns within the current set of events in the Navigate view, the Events view,
and the Legacy Events view. This section provides information about searching in the Navigate view and
the Legacy Events view.

You can perform a keyword text search or do regex (Regular Expression) matching. In the Navigate
view, you can click a meta value, such as HTTP, to drill into the data and then enter a search string in
the Search field to search for events within that subset of data. The search opens a tab in the Legacy
Events view, brings your drill and time range forward, and shows your search results. You can also drill
into the data using queries before starting a search. To execute the search, enter a search string in the
Search box, and press Enter or click Search.

Note: By default search results are only for exact matches found in indexed data. Only meta values
shown as blue links in the Events Detail view are indexed. The regex option must be selected if the
value contains a space. To broaden the search change the options in the Search Events drop-down
menu.

Keyword Text Search

The text search provides these capabilities:

e Each white space delimited word is ANDed, so that every word must be found, but the order or
location position in relation to the other words is irrelevant. For example, if you search on Mark
Albert, both Mark and Albert must be found in the session, but they need not be together or in any
specific order.

e The word OR is special. If you search Mark OR Albert, either Mark or Albert must be found in
the session to match; both are not required.

* You can mix or match implicit ANDs and ORs together in the search string. The explicit OR has
higher precedence than the implicit (whitespace) AND. The following examples make the same
logical statement, which requires that both the terms cheese and dumplings be present in a match and
one of toast or bread:

cheese toast OR bread dumplings
cheese AND (toast OR bread) AND dumplings

* You can exclude words from search results using the - operator. For example, searching for cheese
-toast would return any result that has the word cheese, unless the word toast is also present.

e The keyword search can match metadata stored in the following patterns:

e IPv4 and IPv6 addresses. Any term that can be recognized as an IP address is converted to the
native metadata format so that it can be found in indexed metadata.

e IPv4 CIDR ranges. You can use CIDR notation to locate IPv4 addresses within a range.
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e Timestamps. Timestamps are matched against the native time metadata, and any additional time
meta fields stored with the Time type.

e Numbers. The search function will attempt to automatically identify decimal search terms and
match them against numeric meta data fields.
Options Controlling Search Behavior

To access the Search box and search options in the Navigate or Legacy Events view:

1. You can see the Search Events field in the toolbar.

Search Events w -

Note: If you cannot see the Search Events field in the toolbar, click . on the right side of the
toolbar.

2. Click in the Search Events field to view the Search Options drop-down menu. In Version 11.2 and
later, the menu options are slightly different. The first figure illustrates the menu for 11.1 and below;
the second figure illustrates the menu for Version 11.2 and above.

Search Options

™ Meta

™ RAW
(Metwork/Log/Endpoint)

™ Case Insensitive  [] Regular Expression

[ Search Indexes

Cancel [ 7]

“[[seaen |
®) Indexed Metadata Only (Default)
All Mezadata
All Raw

All Mezadata and Raw

¥ Case Insensitive

Regular Expression

Apply Cancel [7]

The options selected in this box change how the search is executed. The default search mode is to search
indexed metadata and raw data only.

Note: Because the Index or Indexed Metadata Only (default) checkbox is selected by default, the
search returns results based on data that is indexed. If you want to search for a complete set of
metadata or raw data, select those checkboxes and clear the Index or Indexed Metadata Only (default)
checkbox. This type of search takes longer, but it contains a more complete set of data.

The following table describes the Investigation search options.
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i ——owam

Indexed Metadata Only This search only returns results on indexed data. Searching the index
(default) checkbox (Version s the fastest way to locate keywords within a large data set. The
11.2 and later) index search uses any relevant indexes present within your data
Index radio button (Version  cellection.
1LD) Caution: Substring matches are not located by index searches. If
; & : Y

you require substring matches, clear this checkbox and use a non-

index search mode.
All Metadata radio button Searches the metadata. Your keyword or regex pattern is matched
(Version 11.2) against any parsed metadata.

Meta checkbox (Version 11.1)

All Raw radio button (Version Searches the network, log, and endpoint event text. Every event is

11.2 and later) decoded and content is searched for matches on the keyword or regex
RAW pattern.

(Network/Log/Endpoint) If you select a}l data with no filters on an 'Archiver, execution time
checkbox (Version 11.1) may be excessive and a warning may be displayed.

Caution: Searching raw network sessions causes sessions to be
decoded, which is very time intensive. You may want to disable
raw searches when looking at network-only collections.

All Metadata and Raw radio  Searches the metadata and the log or event text. This option is a

button (Version 11.2) combination of two options in Version 11.1: Meta and RAW
(Network/Log/Endpoint), which you could select together. In Version
11.2, you can select only one radio button.

Case Insensitive Ignores case when searching.

Regular Expression Searches using a Perl regular expression, rather than text. By default
executes a text search. To execute a regular expression search, select
the Regular Expression option.

Caution:

- Regular expression searches can be very slow.

- When combining regular expressions and index search options,
the regular expression pattern is matched against unique index
values instead of meta values. This produces results faster, but it is
not an exhaustive search of all the metadata or raw data.

Apply Sets the default search options to apply to a search in the Navigate
and Legacy Events views. This also updates your Investigation
preferences in your Profile (Profile > Preferences > Investigation tab).
The preferences are saved and effective immediately.

You can select search options to use for a particular search without
changing your default search preferences.
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Regular Expression Search Syntax

A regular expression search uses Perl regular expression syntax, which is documented in detail in
http://perldoc.perl.org/perlre.html.

Raw Text Keyword Search

The Log Decoder has the capability to create a raw text index for unparsed log events. This functionality
creates metadata items that form a full-text index on downstream services such as Concentrators and
Archivers. When you enable the Search Indexes option in your search preferences, your search
automatically uses the text index. Note that the text index produces meta items that have a coarse
granularity. For example, the default text indexer configuration truncates text terms. By comparing the
index matches against raw data, the search engine will find accurate results for your search. However,
you can improve search times by disabling the raw search checkbox. If you do so, results will be
returned faster, but you may see false positive hits in your search results.

Search Procedures

Search in the Navigate View
To search within the currently displayed data in the Navigate view:
1. Type a search string in the Search field and press Enter or click Search.

2. To clear the search box and return to the previous Navigate view with results unfiltered by the
search, click the X in the search box.

Search in the Legacy Events View

To search within the currently displayed data in the Legacy Events view:

1. Type a search string in the Search box, and press Enter or click Search.
The search results are displayed. Events that match the search criteria are displayed in the events list.
In the Details view and List view, matches are highlighted in the Details column. In addition, when
searching RAW, matches are highlighted in the Log view Logs column.

2. If you want to narrow the search, change the query and time.

3. If you want to stop the search and return to the Legacy Events view, click Cancel.
Any results that are displayed remain.

4. To clear the search box and return to the normal Events view, click X in the search box.
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View and Modify Queries Using URL Integration

NetWitness Investigate includes an External URL Integration that facilitates integration with third-party
products by allowing a search against the NetWitness architecture. By using a query in a URI, you can
pivot directly from any product that allows custom links, into a specific drill point in the Investigate
view. This integration provides an internal presentation of the user's query.

URL Integration allows the user to identify the service either by the host id or by the service and port, as
defined in NetWitness. If NetWitness is unable to resolve the service, the analyst is redirected to the
Navigate view, showing the Service selection dialog. Once the service is selected, the Navigate view is
loaded with the drill point, defined by the query.

Service Id Known

When the ID of the service to use for an investigation is known, the format for entering a URI using a
URL-encoded query is:

http://<sa host:port>/investigation/<deviceId>/navigate/query/<encoded
query>/date/<start date>/<enddate>

where

* <sa host: port> is the IP address or DNS, with or without a port, as appropriate (ssl or not). This
designation is needed only if access is configured over a non-standard port through a proxy.

e <devicelId> is the internal Service ID in the NetWitness instance for the service to query against.
The service ID can be represented only as an integer. You can see the relevant service ID from the
URL when accessing the Investigate view within NetWitness. This value changes based on the service
being connected to for analysis.

* <encoded query> is the URL-encoded NetWitness query. The length of query is limited by the
HTML URL limitations.

e <start date> and <end date> define the date range for the query. The format is <yyyy-mm-
dd>T<hh:mm:ss>Z. The start and end dates are required. If no date is provided then the user
defaults for that service are used. Relative ranges (for example, Last Hour) are not supported. All
times are run as UTC.

For example:
http://localhost:9191/investigation/12/navigate/query/alias%20exists/date/2
012-09-01T00:00:00Z/2012-10-31T00:00:00%

Host and Port Known

When the host and port of the service to use for investigation is known, the format for entering a URI
using a URL-encoded query is:

http://<sa host:port>/investigation/<device host:port>/navigate/query/<encoded
query>/date/<start date>/<enddate>

where
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* <sa host: port> is the IP address or DNS, with or without a port, as appropriate (ssl or not). This
designation is needed only if access is configured over a non-standard port through a proxy.

e <device host:port> is the host and port of a service defined in the NetWitness instance for the
service to query against. NetWitness attempts to resolve the host and port as a service ID defined in
NetWitness.

* <encoded query> is the URL-encoded NetWitness query. The length of query is limited by the
HTML URL limitations.

e <start date> and <end date> define the date range for the query. The format is <yyyy-mm-
dd>T<hh:mm: ss>Z. The start and end dates are required. If no date is provided then the user defaults
for that service are used. Relative ranges (for example, Last Hour) are not supported in this version.
All times are run as UTC.

For example:
http://localhost:9191/investigation/concentrator:50105/navigate/query/alias
%$20exists/date/2012-09-01T00:00:00Z/2012-10-31T00:00:00%

Examples

These are query examples where the NetWitness Server is 192.168.1.10 and the devicelD is identified as
2.

All activity on 03/12/2013 between 5:00 and 6:00 AM with a hostname registered
e Custom Pivot: alias.host exists
e https://192.168.1.10/investigation/2/navigate/query/alias%2Ehost%20exists/d
ate/2013-03-12T05:00:00Z/2013-03-12T06:00:00%
All activity on 3/12/2013 between 5:00 and 5:10 PM with http traffic to and from IP address
10.10.10.3
e Custom Pivot: service=80 && (ip.src=10.10.10.3 || ip.dst=10.0.3.3)
¢ Encoded Pivot Dissected:
e service=80 => service&3D80
e ip.src=10.10.10.3 => ip%2Esrc%$3D10%2E10%2E10%2E3

e 1ip.dst=10.10.10.3 => ip%2Esrc%$3D10%2E10%2E10%2E3

e https://192.168.1.10/investigation/2/navigate/query/service%$3D80%20%26%26
%20%281ip%2Esrc%3D10%2E10%2E10%
2E3%20%7C%7C%20ip%2Edst%3D10%2E10%2E10%2E3%29/date/2013-03~
12T17:00:00Z/2013-03-12T17:10:00Z

Additional Notes

Some values may not need to be encoded as part of the query. For example, commonly the IP src and dst
is used for this integration point. If leveraging a third-party application for integration of this feature, it is
possible to reference those without encoding applied.
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Reconstructing and Analyzing Events

Having refined events in the Navigate view or in the Events list as described in Refining the Results Set,
your next step is to learn more about the events by reconstructing them, looking at attachments, and
viewing additional context in third-party lookups or internal lookups.

Reconstructions are done in the Events view or the Legacy Events view. If you are starting from the
Navigate view, you need to go to the Events view or the Legacy Events view to see a reconstruction.

Note: The Legacy Events view is disabled by default. The administrator can enable the view as
described in "Configure Investigation Settings" in the System Configuration Guide.

To display events in the Events view, do one of the following:
1. Go to Investigate > Events.

2. Go to Investigate > Navigate (Version 11.5 and earlier), right-click the meta count for a meta value
(the meta count is in green text). When the context menu is displayed, select Open Events in new
tab.

Decoder Source [did) e

packetdecoder (3,3
Open Events in new tab

Feed Category [feEteategory 7
Closed - Click to Open

The Events view opens with a list of events for the selected meta value.

NETWITNESS Investigate

EVENTS

| QueryProfiles - Broker \/‘ All Data v ‘ % ipdst = 127.00.1 ® @

04/30/2014 09:38 am 07/18/2022 06:51 am +00:00

Filter Event 10,000 Events A\ ‘ RSA Email Analysis @ ) GROUP EVENTS

| £ MetaGroup 18 Ordering v COLLECTION TIME TYPE SERVICE TYPE ORIGINATING. SOURCE IP ADDRESS DESTINATION TCP DESTINA DESTINATION. HosT &
02/11/2022 05:55:59 am 127001 8085

e Device Type (3)
&® ¥ 02/11/202205:56:05 am

127.00.

02/11/2022 05:56:07 am 192.149.116.132 127001

inder aventail nortelvpn

02/11/2022 05:56:07 am

192.149.116.132 127.001
g, Filename (1)

02/11/202205:56:07 am

192.149.116.132 127001

filename.txt

02/11/2022 05:56:07 am 192.149.116.132 127001

+& Directory (1) ©L i 02/11/202205:56:07 am

)

192.149.116.132 127001

02/10/202202:19:36 pm @ 127001 127001
filepath

02/10/202202:19:39 pm [6) 127.00.1 127001
[ User Account (3)
“‘ 02/10/202202:19:40 pm @ 127001 127001

02/10/202202:19:44 pm 6) 127001 127001

02/10/2022 02:19:44 pm @ 127.00.1 127.00.1
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For detailed information about the types of reconstruction and analysis that you can use in this view, see
Examine Event Details in the Events View.

To display an event in the Legacy Events view, do one of the following:

1. To open the Legacy Events view using the default query for the default service, go to Investigate >
Legacy Events.( This option is available only if the administrator has enabled the view.)

2. To view events for a specific meta value in the Legacy Events view, go to Investigate > Navigate
and when events are loaded in the Values panel, click a meta count (the meta count is in green text).
You can also right-click the meta count for a meta value. When the context menu is displayed, click
Open Legacy Events in new tab.

The Legacy Events view displays the events for the selected meta value. The Legacy Events view
provides three built-in presentations of event data: the Detail view, the List view, and the Log view.
This figure is an example of the Detail view. You can use queries, the time range setting, and profiles
to filter the events listed in the Legacy Events view. You can extract files, export events, export logs,
and open the Event Reconstruction panel by double-clicking an event. See Downloading and Acting
Upon Results for detailed information about these capabilities.

NetWitness runs a default query on the last three hours for the default service (if one is set) or
displays a dialog in which you can select a service and then runs the default query. The default query
selects all events and the Events view displays events on the selected service, with the oldest events
first.

NETWITNESS Investigate  Respond e F Jshboard e

NAVIGATE  LEGACY EVENTS  EVENTS M E ANALYSIS

B boker 9 Query EIProfle © [ Detalliew'® 7 Acons & 7 Incidents © [Seoren [

analysis.service = 'hostname consecutive.

Collection Time Type Theme size Details

> 00:50:56:33:2B:0C -> 00:50:56:33:2B:0A
€2 10.237.169.87 -> 10.237.169.40
935626 -> 5671
< sessionid : 1368607
B dd: mn
2 payload: 6644
2020-08-21T17:17:21  Network SsL 8KB B medium: 1
<> eth.ype: IP
<> ipproto: TCP
©® tcp.flags: 31
8 communityid: 1rgEATISDNAHEHNKaf/SCxLs=
A service: SSL
+ Show Additional Meta = Open Event in New Tab

dnyjo07 x21u0D)

€3 00:50:56:33:2B:0C > 00:50:56:33:28:0A
€210.237.169.87 -> 10.237.169.40

-> 5671

d4: 1368609

20200821T17:17:24 Network  SSL 9K8
€ ethaype: 1P
€ ipproto: TCP
©* tcp.flags: 31
i unity.d : 1:52GullS/Pbzt3TOEAIKV3UrEqad=

A s
+ Show Additional Meta = Open Event in New Tab

Page1 | ) | C | 25 ~ eventsperpage Displaying 1 - 25 of 701 events
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3. To view a reconstruction of the first event in the list, double-click the event.

The reconstruction opens in a pop-up window in front of the Events list.

Broker- s 256490 Network Session % % 151666 10.1853630:25 25  2020-01-13T16:17:19.605

m Request & Response B Top To Bottom [ Best Reconstruction # Actions =2 DOpen Event in Mew Tab

From: customer.service
Ta:
Subject: Your order has been despatched
maore

Attachment(s): | i PE t tet-

Sent on 201 7-08-07 09:10:00.367

Dear Customir

The attached document* provides details of items that have been packed and are ready for despatch.

Please use your tracking number (contained within the attached document) to monitor the progress of your shipment.
Customer Services (for customers in the UK mainland)

Call: 03332

Email;

Opening Hours:

Man - Fri: 8am - 6pm
Saturday: 3am - S5pm

Export Sales (for customers outside UK mainland)
Call: +44 1297
Email: exportsales@

Warning: Attachments provided in this view contain the original raw unsecured content. It is not
recommended to open them directly using the browser because they may contain malicious content.
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Examine Event Details in the Events View

When you find an interesting session in the Navigate view or the Events view > Filter Events panel,
you can see the list of sequential events for the session in the Events view > Events panel. Clicking an
event in the list opens the Network Event Details panel for that type of event: Network Event Details,
Log Event Details, or Endpoint Event Details. Within the Event Details panel, you can select a tab that
shows an event reconstruction (text, packet, file, email, and web) or (Version 11.5 or later) the tab that
shows host information for network events that are enriched with endpoint data.

Note: (Version 11.5 or Later) For expanded network visibility of existing network events in your
network (packet) deployment. Network events are enriched with endpoint data namely the host and
process that triggered the network event and other details such as user name, risk score, reputation, and
SO on.
You can view endpoint data in the following ways:

- (Quick View) Investigate > Events - Event Summary Header

- (Detailed View) Investigate > Events > Host

For more information to enable expanded network visibility, see "Creating Groups and Policies" in the
Endpoint Configuration Guide.

Note: For expanded network visibility to work, ensure the service user account used for aggregating
Endpoint Log Decoder data to Endpoint Concentrator is assigned with the decoder .manage
permission. For more information on how to assign roles and permissions, see "Add a Role and Assign
Permissions" in the System Security and User Management Guide.

Event Details for Each Event Type

Within the Event Details panel, different tabs are available per event type as shown in the following
table. Procedures for working in the Event Details panel are provided in Analyze Events in the Events
View.

Network Log Endpoint
Event Event
View the text reconstruction (default unless v v v
last selected overrides)
View the file reconstruction v
(Version 11.5 or Later) View the host v

Information for an Endpoint Agent configured
with expanded network visibility (see Host

Information,

View the packet reconstruction v
View the email reconstruction v
View the web reconstruction in the Legacy v

Events view (see Reconstruct an Event in the
Legacy Events View)
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Each tab has settings to enhance your analysis. If you change a setting, the setting is preserved between
browser refreshes and logins within the same browser. These are the preserved settings:

e The currently selected reconstruction: Text, Packet, File, (Version 11.5 and later) Host, or Email.
e Whether the Event Meta panel is open or closed.

e Whether the Event header is open or closed.

e Whether the Request or Response, or both are displayed.

* Whether packet payloads are displayed without the headers in the packet reconstruction.

* Whether shaded bytes are displayed in the packet reconstruction.

e Whether other common file types are highlighted in the packet reconstruction.

* The number of packets per page in the packet reconstruction.

e Whether compressed or uncompressed text is displayed in the text reconstruction.

Text Reconstruction

In 12.0 and later, analysts can directly view an encrypted data in a decrypted format by switching on a
toggle option Display Decrypted Payload. However, the data can be displayed in the decrypted format
only if a Decoder service in the Events > Text tab, has a TLS key available. This feature enables the
analyst to focus on the important data in less time and perform investigations on the selected events with
optimum accuracy and quality.

NETWITNESS Investigate Respond

AVIGAIE  EVENTS WARE AN,

Ruery?mﬁ!es ‘ = ~Broker v || AlData }F

06/24/2022 01:03 am 06/24/2022 07:02 am +00:00

611 Fvents q) ‘ < Filter || 11 RSAHTTP ~ N k Event Details acket  File  Ho ) ®o0|F ./ x

O  COLLECTION TIME TYPE DECODER 50... - Overview
L, Download Payloads | | @) DIsPLAY comPRessED pAYLOADS | )IDISPLAY DECRYPTED PAYLOAD

06/24/202207:00:21am @ packethybrid SESSION 1D
8104001

06/24/202207:00:212m @ packethybrid
SOURCE IP:PORT

N GET /user-matching?id=11 HTTP/1.1
packethybrid
Host: ads.stickyadstv.com
06/24/202207:00:21 am ® packethybrid Connection: keep-alive DT SRR -
sec-ch-ua: " Not;A Brand”;v="99", "Microsoft Edge";v="91", "Chromium";v="91"
06/24/2022 07:00:21am 2 packethybrid
! DNT: 1
06/24/202207:00:21am & packethybrid sec-ch-ua-mobile: ?@ SERVICE
User- 80
06/24/2 . €) 1 " . 5. 5
OaZ 207287002 5 pecketiid) Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.@. RS EACKERR IME
06/24/202207:0021 am @ packethybrid 4472.124 safari/s37.36 Edg/91.0.864.67 06/24/202207:00:21 am
Accept: image/webp, image/apng, inage/svg+xml, image/*,*/*;q=0.8 LAST PACKET TIME
06/24/202207:00:21 am @ packethybrid Sec-Fetch-Site: cross-site 06/24/2022 07:00:21 am

Sec-Fetch-Mode: no-cors CALCULATED PACKET SIZE

06/24/202207:00:21 am @ packethybrid
7263 bytes

Sec-Fetch-Dest: image
06/24/202207:00:21.am @ packethybrid Referer: https://googleads.g.doubleclick.net/ CALCULATED PAYLOAD SIZE
5451 bytes

CALCULATED PACKET COUNT

32

y Accept-Encoding: gzip, deflate, br
06/24/202207:00:21.am ® packethybrid
Accept-Language: en-US,en;q=0.9

06/24/202207:00:21am ® packethybrid

06/24/202207:00:21 am @ packethybrid Event Metadata

For Endpoint Events Details, the Pivot options available under Text analysis page has been replaced with
a Pivot dropdown menu that contains the three options to perform further investigation.
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You can view all types of events (network events, log events, and endpoint events) in their original text
format in the Text tab. The text reconstruction for some network events can be quite large. To ensure the
best rendering, an excessively large payload is truncated to fit. If a single reconstructed request or
response in the reconstructed event exceeds the maximum number of bytes, the header indicates what
percentage of bytes is shown. Pagination controls add flexibility when paging through the reconstructed
text of an event. This figure illustrates a single response that has been truncated because it exceeds the
maximum number of bytes.

NETWITNESS Investigate Respond Uscers Hosts

ENTS EVENTS MALWARE ANAL

NAVICATE  LEGACY E: vsis
Query Profiles =] - Concentrator Last 30 Days N

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

vents A\ | ¥ Filter || 1] RSAEmail Analysic /ent Detai xt Packet File Host Email W @@ IO|d v~ X
[  COLLECTION TIME TYPE SERVICE TY O
&, Download PCAP |\ | @ ) DISPLAY COMPRESSED PAYLOADS

o< 2022/05/1108:01:55 am 443[sSL] SESSION ID.

- . 3435405
o 2022/05/1108:01:56 am oringS v
SOURCE IP:PORT
2F7vSSTIMSSYQSFGF sSbiXFepE6CBUhSBDMLWEGATACHA 1nB2Ub7CIWF2GBB1/CiqgWX6LymL1/+M5tnuGYSiPAZY
2022/05/11.08:01:55 am 443551
DhT4yGnSTOPAtB0YFWI+xNBV6kssReD7p/FeEoi 3PRXpeqyAuZqBS6YeWZ] shu48A4USF 2 FebkuMsGQNGLPO7ZRO
2022/05/1108:01:55 am 110[POP3 RURC7+0SNCEGI7mzcOYtMDa13HtNCCOLKqKbUyvqe62Fbavklromdhin7pkqomukGwBUWMEBUH IY1B4157RQC+8p e o e on]
U/Xqpkap+tN1PQBCP9aVOIHIGLb1bC3ST2Bd s +VPLIFVZYkhSk28b+t/VelxpmO3/DMumrPIFQi sBbNvaGasB1DCE
2022/05/1108:01:55 am y 4 =
©aADAGESOOHIBIHGH/ s+qhMp3XjgB790F5m3XHaKEN@aKSTe69d/1/+t015YGRA621vXmRdVOBZOLFQS EQwymHmN
443(551] QusbizddNEsxxhhaDfre

2022/05/1108:01:55 am SERVICE

110[POP3 Show Remaining 42% 80

FIRST PACKET TIME
2022/05/1108:01:55 am

® ®

2022/05/1108:01:55 am

2022/05/1108:01:55am

®

LAST PACKET TIME

2022/05/1108:01:55 am 443[5SL] HTTP/1.1 188 Continue 2022/05/1108:01:55 am

®

CALCULATED PACKET SIZE
2288720 bytes

2022/05/1108:01:55 am

®

Showing 1%
443[ssL] CCALCULATED PAYLOAD SIZE

2098014 bytes

2022/05/1108:01:55 am

®

2022/05/1108:01:55am

@

80[HTTP) brevi 1
HTTE] | NextPage > caicuiatep packer count

NETWITNESS Investigate Respond Users Dashboard Reports

INIS EVENTS MALWARL ANALY

NAVIGATL LLGA
Query Profiles v 8 - Concentrator v Last 30 Days v ist 1= 127.0.0.1 AND |[@ tcp.dstport != 27017 x | AND [% ipvé.src != 0:0:0:0:

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

vents ;A | ¥ Filter || 1) RSAEmail Analysic | Event Details ext  Packe ile ost  Email W eeon|a .
O  COLLECTION TIME TYPE SERVICE TY On iew
&, Download PCAP | v

2022/05/1108:01:55am @ 443[ssL] SESSION ID
3435387
2022/05/1108:01:56am @
SOURCE IP:PORT

2022/05/1108:01:55 am (6] 443[ssL]

2022/05/1108:01:55 am (6] 110[POP3 * CAPABILITY IMAPArevl SASL-
IR SORT THREAD=REFERENCES MULTIAPPEND UNSELECT LITERAL+ IDLE CHILDREN NAMESPACE LOGIN-

DESTINATION IP:PORT

202200 IR 0T S @ REFERRALS QUOTA STARTTLS AUTH=PLAIN

2022/05/1108:01:55 am 3 443[s51] r97880x Tapab i tyfcompTETed™ SERVICE

0
2022/05/1108:01:55 am 110[POP3
FIRST PACKET TIME
o 1qa@ LOGIN “"a71128.eed98" “jefferyhsu 2022/05/11 08:01:55 am
LAST PACKET TIME
2022/05/1108:01:55 am 443[85L] 2022/05/1108:01:55 am
1qa@ OK Logged in. CALCULATED PACKET SIZE
5156 bytes
2022/05/1108:01:55am 443(55L] CALCULATED PAYLOAD SIZE
1226 bytes

2022/05/1108:01:55 am

2022/05/1108:01:55 am 80[HTTP]

CALCULATED PACKET COUNT

Note: Version 11.1 handles large payloads differently; the payload for a single event is limited to 2500
packets. When the packet limit is reached, a warning in the footer advises the limit has been reached
and provides the total number of packets in the event. For Version 11.1, the Show More option is still
available for messages that are truncated; however, the entire text of the message is not visible without
downloading the raw payload.

In the text reconstruction, network events, log events, and endpoint events are presented differently.
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» For network events, the reconstruction provides the direction of the packet (Request or Response) and
contents of each packet in text format. If you are reconstructing a network event, the text
reconstruction is scrollable. When you scroll, the text identification information and the Request and
Response labels remain visible rather than scrolling out of view.

* Log events and endpoint events have no request or response; only the raw event is displayed in the
Text tab. Endpoint events include additional information relevant to an endpoint event.

e (Version 11.5.1) Log events that contain JSON snippets are rendered in an easily readable JSON tree
view with nested indentations if the RenderJSON option is enabled.

For each type of event (network, log, or endpoint), there are differences in the Overview panel and the
options for downloading the event. Below is an example of the text reconstruction for each type of event:
a network event, a log event, and an endpoint event.

NETWITNESS Investigate Respot Users

INTS EVENTS MAIWART ANALYSIS

NAVIGATI I I GACY AlY
Query Profiles =] - Concentrator All Data v

2022/05/19 11:20 am

its 000 RSA Email Analysis

SERVICETY

2022/05/26 11:19 am +00:00
il

COLLECTION TIME TveE
b, DownloadLogasText | v | (@@ RENDER JsON

SESSION ID
550

2022/05/24 12:29:40 pm B

2022/05/24 12:29:40 pm

DEVICE TYPE

Nov 16 @9:50:18 systemtest.usecase.com MSWinEventlog,4,Security,6325213,Fri Nov 16 @9:50:0 neveronare)

2022/05/24 12:29:40 pm

7 2013,529,Security, SYSTEM, User, Failure Audit,Systemtest- Py it

2022/05/24 12:29:40 pm Host1, Logon/Logoff, ,Logon Failure: Reason: Unknown user name or bad password User Name: am

fas}

Windows Hosts

it Domain: SystemTestUsecase Logon Type: 1@ Logon Process: User32 Authentication Package: EVENT CATEGORY

2022/05/24 12:29:51pm

Negotiate Workstation Name: UseCasel Caller User Name: - Caller Domain: - Caller Logon ID

UserActivity.Failed Logins

2022/05/24 12:29:51 pm - Caller Process ID: - Transited Services: - Source Network Address: 192.168.70.71/22 So

COLLECTION TIME
urce Port: @ ,6325212 2022/05/24 12:29:40 pm

2022/05/2412:29:51pm

lun)

EVENT TIME

2022/05/2412:29:51 pm 2013/11/16 09:50:07 am

@

2022/05/2412:29:51 pm Event Metadata

2022/05/24 12:29:51 pm
W@ o0t oupLicaTes

w

2022/05/2412:29:51pm

2022/05/24 12:29:51 pm

Investigate ESPONG s I e ast Reports &S = % @ admin

NETWITNESS

GATI GACY EVENTS EVENTS 1AL

GATE LEGACY E RE ANALYSIS
1
Query Profiles - Concentrator v All Data ~ @ |

2022/05/19 11:20 am 2022/05/26 11:19 am +00:00

W E 4

| 100 RSA Email Analysis

SERVICE TV
o, Download Log as Text

COLLECTION TIME TYPE

SESSION ID.
550

2022/05/2412:29:40 pm B

2022/05/24 12:29:40 pm

fam}

DEVICE TYPE

Nov 16 @9:50:10 systemtest.usecase.com MSWinEventlLog,4,Security,6325213,Fri Nov 16 09:50:0 winevent snare

2022/05/24 12:29:40 pm

fan}

2022/05/2412:29:40 pm

2022/05/24 12:29:51 pm

2022/05/2412:29:51 pm

2022/05/2412:29:51 pm

2022/05/24 12:29:51 pm

2022/05/2412:29:51 pm

2022/05/24 12:29:51 pm

2022/05/2412:29:51 pm

2022/05/2412:29:51 pm

L s o R R L R T

7 2013,529,Security,SYSTEM,User, Failure Audit,Systemtest-
Host1,Logon/Logoff, ,Logon Failure: Reason: Unknown user name or bad password User Name: am
it Domain: SystemTestUsecase Logon Type: 10 Logon Process: User32 Authentication Package:

- Caller Domain:

Negotiate Workstation Name: UseCasel Caller User Name: - Caller Logon ID

: - Caller Process ID: - Transited Services: - Source Network Address: 192.168.70.71/22 So

urce Port: @ ,6325212

DEVICE CLASS
Windows Hosts

EVENT CATEGORY
UserActivity.Failed Logins
COLLECTION TiME
2022/05/24 12:29:40 pm
EVENT TIME

2013/11/16 09:50:07 am

Fvent Metadata

@@ 110k oupLICATES
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Endpoint Event Details Text Host

\'_,/' Pivot to Endpoint Thick Client r_,/' Analyze Process [;,/' Pivot to Host Overview

SESSION ID
969473
HOST NAME
© ©03/062/2022 12:07:06 pm 8 NW-9D77N13 © riyya.shahin

slack.exe created process slack.exe PROCESS
slackexe
USER NAME
param.dst= --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial- NWE CATEGORY
handle=1744,4895267777754044842,8245072881722964864,131072 --disable- Process
features=AllowAggressiveThrottlingWithWebSocket,CalculateNativeWinOcclusion,HardwareMediaKeyHandling, COLLECTION TIME
IntensiveWakeUpThrottling,PlzServiceWorker,RequestInitiatorSiteLockEnfocement,SpareRendererForSitePer 03/02/2022 12:27:38 pm
Process,WebRtcHideLocalIpsWithMdns,WinRetrieveSuggestionsOnlyOnDemand --lang=en-US --service-sandbox- EVENT TIME
type=none --user-data-dir="C:\Users\riyya.shahin.. 03/02/2022 12:07:06 pm

/ent Metadata

Se > ‘ (@@ HIDE DUPLICATES

Note: The calculated packet count, calculated packet size, and calculated payload size in the Event
header may be different than the same statistics in the Event Meta panel because the metadata is
sometimes written before event parsing completes and may include packet duplicates.

Packet Reconstruction

The packet reconstruction is for network events. The panel is scrollable, and the packet identification
information and the Request and Response labels remain visible rather than scrolling out of view. In the
Packet tab, the headings provide the direction of the packet (Request or Response), the packet number,
the packet start time, the packet ID and the sequence, and the payload size. All packets begin with a
header, and some packets have a footer. Pagination controls add flexibility when paging through packets.

The metadata in the hexadecimal and ASCII data is highlighted in blue; when you place the cursor over
the highlighted metadata, the meta key/meta value information is displayed in a hover box.

NETWITNESS Investigate

VENTS EVENTS A

GATE EGACY EVENT LWARE ANALYSIS
Queryprofies || & cocenrator || mioos v |

2022/08/08 09:25 am 2022/09/21 06:32 pm +00:00

! Event Details | Text Packet File Host Email w @e0|aE ~

&, Download PCAP | v/ | @) coMMoN FiLE PATTERNS (@) SHADE BYTES @ ) DISPLAY PAYLOADS ONLY

SESSION ID
6
SOURCE IP:PORT
v Packet 3 2022/08/08 09:26:01.361am
000000 00 00 00
000016 8 40 06 <5

32 % g0 o DESTINATION IP:PORT

HEADER META SERVICE

v Packet A ¢ 2022/08/08 09:26:01.361am Y

FIRST PACKET TIME
000000 © | o0 oo o0 sl
000016 00 20 06 = e 2022/08/08 09:26:01 am
000032 9 | eo oo oo 3 BE st oo 3 . LAST PACKET TIME
Ogpeas Lo R 2022/08/08 09:26:01 am
CALCULATED PACKET SIZE
256 bytes
CALCULATED PAYLOAD SIZE
Obytes
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Common file signatures are highlighted with an orange background. When you place the cursor over the
highlighted text, the description of the file type is displayed in a hover box.

02/26/2018 09:40:49.] INTERESTING BYTES C SEQ 2424526949

Potential DOS Executable / Windows PE file

File Reconstruction

The file reconstruction shows a list of files associated with the selected network event. This is an
example of the file reconstruction.

NETWITNESS Investigate Respond sere o5t E } oard < £ % @) admin >

NAVIGATE | FGACY FVENTS EVENTS MAIWARF ANAIYSIS

Query Profiles 3 packethybrid - Concentrator v Last 30 Days v [% ipdst != 127.00.1 AND |[@ tcp.dstport != 27017 x AND pvé.src '= 0:0:

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

ents/\ | ¥ Filter || 0] RSAEmail Analysi: ! <Even s Packet File Host Email g @em|s x

COLLECTION TIME TYPE SERVICETY

2022/05/1108:01:55am @ 443[ssL]

FILE NAME MIME TYPE FILE SIZE HASHES
2022/05/1108:01:56am @

wsman application/octet-stream 10KB SHA1: 441€0422b26b9120e76895cadbef578d2e968219 !

Z02/05/LL0E 0 S 443(sst] SHA256: 838eBeab3565ad9b5af5db32105dc8f5127606a28871c363d:
MD5: 015¢cf3d5e03112b5524f4bcsbB91d3

2022/05/1108:01:55 am 110[POP3

application/octet-stream SHA1: 03473e075dbd2ef3f30dcc9c9d92b7c22420973¢
SHA256: 5937566753ac8d6412853a8f43854aad41247a622eeal 365
MD5: 658311c6826c61dbb77cc501b35f8ade

2022/05/1108:01:55am

2022/05/1108:01:55 am 443[ssL]

wsman application/octet-stream 149.4KB SHA1:0921bdbdc30d51345681996e6c166443cc75c0c6
SHA256: eea9f0dd508eadch70a29d2c29¢67392¢9d5f2a9005d2de422
MD5: 9c3d34ad5407f97252c6f4c21dd0236

2022/05/1108:01:55 am 6 110[POP3

2022/05/1108:01:55 am
wsman application/octet-stream 1480KB SHA1: 168dd263c18829115427e4ed803bb491c80f3fd
SHA256: 418faa2a229e7decfda36a352c44251249f452b0cb431bdc69
2022/05/11 08:01:55 am MD5: a90e150a67b4a4856¢15d52bce810b70

2022/05/1108:01:55 am

o application/octet-stream 148.3KB SHA1: aad20fcf9ce2e0c8fc81974e249f7b59cb2e1415
SHA256: 31beb21acaed4e11d91213c48h2d272f1c45558abdddd90ccc

2022/05/1108:01:55 am 443[ssL]

2022/05/1108:01:55 am 80[HTTP]

You can select one or more files, or all files, to export to your local file system. When files are selected,
The Download File options becomes active and reflects the number of files selected.
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NETWITNESS Investigate Re

NA Tl

VICATE LEG RE ANA
Query Profiles S] -Concentrator || Last 30 Days v ||| ipdst 1= 127.00.1 x | AND [@ tepdstport = 27017 x  AND |7 ipvé.src != 0:0:0:0:0:0:0:1

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

NTS EVENTS MALWS

5,000 Events A\ 100 RSA Email Analysic | Event Details | Text Packet File Host Email Web [ e W
[0 COLLECTION TIME TYPE SERVICE TY
<, Download File

2022/05/1108:01:55 am 443[ssL]

2022/05/1108:01:56 am Warning: Files contain the original raw unsecured content. Use caution when opening or downloading files; they may contain malicious data.
To avoid quarantine, the zip file is password protected with this password: netwltness.
2022/05/1108:01:55 am €. 443[ssL]

O  FILENAME MIME TYPE FILE SIZE HASHES
2022/05/1108:01:55 am 110[POP3

wsman application/octet-stream 10KB SHA1: 441e04a2b26b91a0e76895cadbef578d2e968219 I
SHA256: 838eBeab3565ad9b5af5db32105dcBf5F27606228871c363d!

MD5: 015¢cf3d5e0312b5524ff4bc6b891d3

2022/05/1108:01:55 am

2022/05/1108:01:55 am 443([ssL]

O wsman application/octet-stream SHA1:03473e075dbd2ef3f30dcc9c9d92b7c22420973c
SHA256: 59¢37566753ac8d6412853a8f43854aad41247a622eeal36%
MDS5: 658311c6826c61dbb77cc501b358ade

2022/05/1108:01:55 am 110[POP3

2022/05/1108:01:55 am
application/octet-stream 149.4KB SHA1:0921bdbdc30d51345681996e6c166443cc75c0c6
SHA256: eea9f0dd508eadch70a29d2c29c67392c9d512a9005d2de427
2022/05/11 08:01:55 am MDS: 9c3d34ad5407f97252c6f4c21dd023f6

2022/05/1108:01:55 am 443[SsL]

licati = 1 4 1154:
2022/05/1108:01:55 am ~ 443(551] emmmtisilaD application/octet-stream 148.0KB SHA1: 168dd263c18829f115427e4ed803bb491c80f3fd

2022/05/1108:01:55 am @ 80[HTTP]

Caution: Caution is advised when unzipping and opening files that are associated with a default
application; for example, an Excel spreadsheet may automatically open in Excel before you have a
chance to verify it is safe.

Host Information

Host information is displayed for network and endpoint events with the endpoint data.

You can filter the events in the Events view using the Events Filter panel (version 11.5 and later). For
more information, see Filter Results in the Events View.

Note: Endpoint data is displayed only if you have an Endpoint deployment, and the Endpoint agents
are configured for expanded network visibility. For more information to enable expanded network
visibility, see "Creating Groups and Policies" in the Endpoint Configuration Guide.

Note: For expanded network visibility to work, ensure the service user account used for aggregating
Endpoint Log Decoder data to Endpoint Concentrator is assigned with the decoder.manage
permission. For more information on how to assign roles and permissions, see "Add a Role and Assign
Permissions" in the System Security and User Management Guide.

Below is the example of the host information.
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NETWITNESS Investigate Respond Users {osts S Dashboard

EVENTS IALWARE ANALYSIS

Query Profiles - 06/28/2022 05:38am

06/08/2022 08:47 am 06/28/2022 05:38 am +00:00

Events A | ¥ Filter || 0l SummaryList ~ Endpoint Event Details ex ola 2 >

COLLECTION TIME TYPE THEME wind (No logg Fvent Metadata

HOST NAME OPERATING SYSTEM OWNER
06/08/202208:47:03 SystemEve
08/ 3am [=} ystem Eve ; ; o ="
Microsoft Windows 8.LEnterprise  Unknown <S> | @@ wioe pupLicates
06/08/2022 08:47:03 am (m] Process Eve
T Alerts (Recent 10)

06/08/2022 08:47:03am Process Ev Proce: Match... SESSIONID
1
TIME EVENT COUNT INCIDENT
06/08/2022 08:47:03am Process Eve 06/16/202203:51:51 pm 1 In TIME
06/08/2022 08:47:03 am
Process with OPSW..
06/08/2022 08:47:03 am Process Eve Rlct
TIME EVENT COUNT 41B
06/16/202203:51:51 pm 1

06/08/202208:47:03am Process Eve g

Process with OPSW... endpointloghybrid1

FORWARD.IP

127.00.1

06/08/2022 08:47:03 am Process Eve TIME EVENT COUNT INCIDENT
06/16/202203:51:50 pm 1 i}

MEDIUM
0c/02/000008.47.02 0 =\

The hosts with the closest matching process are listed in the order of event time.

By default, the first host is expanded, and you can view additional information such as:

° Host details — This provides details on the host's operating system and the owner (logged in user)
associated with the host.

® To investigate on the host name, click the Host name link highlighted in blue. For more
information, see "Investigating Hosts" in the NetWitness Endpoint User Guide.

® To investigate alerts associated with the user, click the owner link highlighted in blue. For more
information, see "Investigate High-Risk Entities" in the NetWitness UEBA User Guide

° Process details — This provides details like risk score, process name, reputation, event time, on
hosts, signed status, process ID, signer, user, launch arguments, SHA256, and path.
m Click B to open the process tree. By default, the process tree will open the process details of

last 14 days. The icon to open the process tree does not appear when the process tree is not
available.

® To investigate on the process, click the process link highlighted in blue. For more information,
see "Investigating Files" in the NetWitness Endpoint User Guide.

® To investigate alerts associated with the user, click the user link highlighted in blue. For more
information, see "Investigate High-Risk Entities" in the NetWitness UEBA User Guide.

° Alert details — It displays the recent ten alerts associated with the host. These alerts can be from
endpoint, network, and log events. You can click View All to open the host details page. The host
details page lists all the alerts that contribute to the risk score. You can click on the alert name to
open the alert details. For information on how to review an alert, see “Reviewing Alerts” in the Net
Witness Respond User Guide. This section provides the following details.

® Severity — Displays the severity of the alert.

B Time — Date and time when the alert was triggered.
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® Event Count — It displays the number of events that triggered the alert. To view the events
associated with the alert, click the EVENT COUNT link highlighted in blue. The EVENT
COUNT link is available only when the events are from the same source.

B Incident — Lists the incidents associated with the respective alerts. To view the details and
respond to an incident, click the INCIDENT link highlighted in blue. For more information, see
"Responding to Incidents" in the NetWitness Respond User Guide.

You can hover over the meta values of the host name, process, user, owner, and SHA256 to view
additional information about the specific metadata. For more information on context look up, see Look
Up Additional Context for Results.

Below is an example of the Host Information tab with a single host, process, and user associated with the
selected network event. The WwmiPresv.exe is the process associated with the host DESKTOP-44VINI
and logged in user unknown.

NETWITNESS Investigate Responc

EVENTS MALWARE ANALYSIS

Query Profiles e - Log Decoder v Last 24 Hours v e e " e A ) ®

07/16/2022 02:50 pm 07/17/2022 02:49 pm +00:00

Filter Events s Endpoint Ev: etails (] [ s X

HOST NAME OPERATING SYSTEM OWNER Ever tadata
DESKTOP-444VINI Microsoft Windows 10 Enterprise  Unknown

Processes

Decoder Source Sl
did @@ H10E DUPLICATES

Collector ID
o WmiPrvSE.exe +¢
lecid
EVENT TIME USER PROCESS NAME ON HOSTS Eae IO
07/16/2022 10:20:14 pm SYSTEM WmIPrvSE.exe 9 Tl .
REPUTATION SIGNED STATUS SIGNER

TIME
Known Good microsoft signedyalidc.. Microsoft Windows

07/16/2022 03:20:18 pm

LAUNCH ARGUMENTS PROCESS PATH
SIZE

41B

wiprvse.exe -Embedding C:\Windows\System32\wbem\

SHA256

2198a7b58bcch758036b969ddaebec2ece0756562659a7¢541a31320492231a3 o

epsl
FORWARD.IP

T Alerts (Recent 10)
127.00.1

9of 741 events MEDIUM

Note: You may see multiple hosts and processes triggered for the selected network event; in such
cases, the host from where the event is triggered first is listed first and then the other hosts where a
similar event is triggered.

For example, if 10.63.0.240 IP address is assigned to Host1, and Userl is logged in to the machine
and accessed www.nyu.edu/ using Chrome. Meanwhile Host1 is powered off (within a span of 30
minutes), and the same IP address is assigned to Host2. The user logged in is User2 and accesses
www.nyu.edu/ using Internet Explorer. In this case, network events for the endpoint data are as
follows:

- Hostname - Host1, Host2

- Process - chrome.exe, iexplore.exe

- User - Userl, User?2

Email Reconstruction

In 11.7 and later, if the analysts need to review all email contents in a single session, then they can click
on the Expand All Emails toggle button by navigating to Investigate > Events > Email view.
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NETWITNESS Investigate - 5 Dashboard Reports

EVENTS ARE A

Query Profiles \ =] -Concentrator Vv Last 24 Ho v

05/29/2022 12:50 pm 05/30/2022 12:49 pm +00:00

Filter Eve k Event De c ile Email eb ee®eD|H .~ X

@ ) EXPAND ALLEMAILS

SESSION ID

tion IP addre: Q 3198607

1.0f 35 messages
Custody MO Event Management <custody.mo.event management@jpmorgan.com> SOURCE I RORT

“*Jones, Orlando J** <orlando jones@bnymellon.com>BHR Telephone Center"
<bhr.dlientservice@bnymellon.com>

SUBJECT  RE:Cusip 62888WAB2 - rate change claim DESTINATION tR-RoRT

2 0f 35 messages SERVICE

25

citicommercialcards.admin@citicom

10 christopher:shanley@bnymelion.com
FIRST PACKET TIME

05/30/2022 12:30:24 pm
LAST PACKET TIME

05/30/2022 12:30:24 pm

SUBJECT  Payment received

3.0f 35 messages
“Mr. Cooper” <DoNotReply@MrCooperMail com> CALCULATED PACKET SIZE
10  vasili.copetas@bnymelion.com 1406624 bytes
suBJECT  Coming Soon: Your Mr. Cooper Year-End Statement. CALCULATED PAYLOAD SIZE
1265856 bytes

80f2,519 events CALCULATED PACKET COUNT

form.

NETWITN

oo 1250w

S Apavetca) | | @@

When the Expand All Emails toggle button is switched off, the email content is displayed in a collapsed
form. If there are no emails to display the toggle button is disabled.
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The email reconstruction shows a list of emails associated with the selected network event. This is an
example of the email reconstruction.

NETWITNESS Investigate  Respory

NAVIGATE FGACY EVE! EVENTS ALWARE AN,

Query Profiles ervice = 24,25,109,110,995,143,220,993

06/16/2022 04:16 pm 07/17/202202:37 pm +00:00

Network Event Details | Text Packe ! Web & ® olE

@) ExpaND ALL EMAILS
session 1D

16195852147
® & ' SOURCE IP:PORT
FROM  Busi 716145102

b 141752

SuBJECT Ful
DESTINATION IP:PORT

128.164.75.20
2
FROM an SERVICE
T edu 25
g P FIRST PACKET TIME
suBJECT 07/01/2022 07:05:12 am
ADDITIONAL HEADER DI LAST PACKET TIMI
07/01/2022 07:05:13 am
Dear Lraney, CALCULATED PACKET SIZE
Get 256 FREE Business Cards Now! (See offer for details) 37178 bytes
http:/ /v camicol . info/ivistaprint/ L
Hey, did you miss out on our FREE business cards offer? 25038 bytes
CALCULATED PACKET COUNT

rybody's talking about it.
174

Eves
8,000,000 people have cashed in on it!
Ok here's a second chance to grab it.

k below to view our business card designs and place < Sequence (@ +10E DUPLICATES

ol.info/ivistaprint/

* By default, a single email is expanded and multiple emails are collapsed.

e If an email contains attachments, you can download attachments as described in Download Data in the

Events View.

Caution: When you download and open attachments from an email, they may contain malicious
data.

An external link in an email cannot be accessed. Clicking an external link displays a Link Address
pop-up window that provides the actual link.

* When an email body is too long, Showing % is displayed in the beginning of the email. To view the
remaining content, click Show Remaining % at the bottom of the email.

 If an event contains a web email supported by the alias.host metadata of mail.google.com,
mail.live.com, or mail.yahoo.com, a message is displayed with a link to view the reconstruction
for the associated session in the Event Reconstruction page. If not, a “No Email reconstruction is
available for this event” message is displayed.
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Analyze Events in the Events View

Note: In Version 11.4, the Event Analysis view was renamed as the Events view, replacing the Legacy
Events view as the default view analyzing events. Information regarding Events view features prior to
version 11.4 also applies to the 11.3 and earlier Event Analysis view.

The Legacy Events view is disabled by default, but the administrator can enable it as described in
"Configure Investigation Settings" in the System Configuration Guide.

After a query is submitted in the Events view, the Events panel opens with a list of sequential events.
The events listed here meet two conditions:

e They match the submitted query.

e They include a value for one or more meta keys required by the selected column group. If you change
the column group while viewing the Events list, the original query with the new column group is
resubmitted. Unsubmitted query changes made to service, time range, or filter, are ignored.

How Results Are Loaded and Sorted

There is a configurable limit on the number of events that can be loaded; the default value is 5,000.
Administrators can configure the limit as described in the System Configuration Guide. The events begin
loading into the Events panel; a progress bar at the top of the list tracks progress while events are loaded.
Events with the earliest collection time are loaded first and a row number indicator of the form "
EVENTS xxx - xxx" is inserted in the list after every group of 100 events as shown in the following
figure.

NETWITNESS

NAVIGAIE  EVENTS
Query Profiles €
02/10/202202:19 pm 06/28/202204:36

New Events (Desc) A| | ¥ Filter || 0l RSAEmail Analysis | @) GROUP EVENTS

O COLLECTION TIME TveE SERVICETYPE ORIGINATING..  SOURCEIPAD..  DESTINATION..  TCPDESTINA.  DESTINATION..  HOSTNAMEA..  SOURCECOU..  DESTINATION..  SOURCEORG..  DESTINATIO £

@ 443[ssL] 15671
15671

443[ssL] 15671

27017

27017

27017

27017

06/28/202204:32:46 am ® 27017
EVENTS 101 - 200
27017
27017

27017

o
s}
o
o
o
o
o
o % am @ 27017
o
J
o
o
o
[u]

27017

A spinner is displayed while the events are loaded. If that count is greater than or equal to the threshold,
a message under the spinner advises that fact and directs you to the Query Console for more details. As
data begins loading, the message is removed and the spinner remains until all events are loaded. When
all events have loaded, one of these messages is added to the bottom of the list:
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* "All events loaded."
e "Reached the 5,000 event limit. Consider refining your query."

e "Retrieved 4,000 of 5,000 events prior to query cancellation."

A message at the top of the list indicates the total number of events loaded, if the 5,000 event limit has
been reached, and the sorting method in effect:

e The message when fewer than 5,000 events are listed is: "xx,xxx Events"

¢ The message when more than 5,000 events are listed is: "Oldest 10,000 Events (Asc)"

If the number of events that match the query exceeds the limit of 5,000 events, the newest or oldest
5,000 events in the time window are loaded in ascending order. The portion of events loaded is based on
the sort order. For example, if 300,000 events match your query and the sort sequence is set to
Ascending, the oldest 5,000 events are loaded by default. You can change this by changing the sort order
to Descending and the newest 5,000 events are loaded. Ascending sort, which loads the oldest events
first is usually the best setting for investigating network events. If you want to view the newest 5,000
events in the time window, you can change the Default Event Sort Order to Descending in the Event
Preferences dialog.

The sorting method for the list is configured in the Event Preferences dialog (see Configure the Events
View). Any change in the setting goes into effect the next time you submit a query. The Default Event
Sort Order from the Events Preferences dialog is saved in the database and persists after logging out and
logging back in.

e Unsorted (default for Version 11.4.1): To list events as processed by the Core services. Unsorted is
faster because it streams back the events as soon as a match is found versus waiting for all Core
services to respond and then displaying them in the chosen order.

e Ascending (default for Version 11.4 and earlier): To list the events with the earliest collection time
first. The earliest collection time first is well suited to most investigations. When investigating logs,
you may want to change the sort sequence to latest collection time first.

e Descending: To list the events with the latest collection time first. The latest collection time first is
often useful for investigating logs.

Actions to Refine the Events List

When the results are loaded in the Events panel, you can take the actions to refine the list:

¢ Select a column for sorting events (Use Columns and Column Groups in the Events List).

» Select a set of meta keys (column group) that help with a specific type of investigation (Use Columns
and Column Groups in the Events List).

* Apply a query profile (Use Query Profiles to Encapsulate Common Areas for Investigation).

e (Version 11.5) Filter events by pivoting through the metadata Drill into Metadata in the Events View.

Actions to Analyze Events

The rest of this section has procedures for working in the Events view and adjust reconstructions to bring
interesting data into focus.
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* You can download events and create an incident in Respond.

» Clicking an event in the Events panel opens the Event Details panel to a tab that shows an event
reconstruction (text, packet, file, email, and web) or the tab that shows host information for network
events that are enriched with endpoint data (Version 11.5).

* The Events panel and the Event Details panel can be open at the same time.

e Within the Packet tab and the Text tab, you can use additional features to adjust the way the
reconstruction is displayed and bring interesting data into focus.

Select the Analysis Type for an Event

To select the analysis type for an event, with an event open in the Event Details panel, click one of the
tabs: Text, File, Host , Packet, Email, or Web.

e If you chose Hosts, the host information from extended endpoint data is displayed.
e If you chose File, Text, Packet, or Email, the reconstruction is displayed.

e If you chose Web, the reconstruction of the single event opens in a new tab. This is the same
reconstruction of a session used in the Legacy Events view (see Reconstruct an Event in the Legacy
Events View).

Note: The packet reconstruction is only available for network events.

Adjust the Display of Requests and Responses

For analysis types that have requests and responses, you can select which side of the conversation to

show, Request @ Response &, or both, click one or both of the direction icons. The reconstruction is
refreshed with the selected information.

Note: If you do not see any data, you may have deselected both Request and Response. You must
select one of the two to see data displayed.

View Associated Metadata for an Event

When examining events in the Text tab, Packet tab, or Filetab, you can click m to show the associated
metadata in an adjacent panel, the Event Meta panel.You can change the order of the metadata listed in
the Event Meta panel to better find what you are looking for. Metadata can be organized by the sequence
in which they were generated or alphabetically by meta key. This figure illustrates metadata organized as
meta keys sorted alphabetically."

You can change the order of the metadata listed in the Event Meta panel to better find what you are
looking for. Metadata can be organized by the sequence in which they were generated or alphabetically
by meta key. This figure illustrates metadata organized as meta keys sorted alphabetically.
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Event Meta

£ Alphabet (A-2) > ‘ 1@ HIDE DUPLICATE ENTRIES

CAPTURE.PORT
lo

COMMUNITY.ID
1:FfZe5Hko2il9i691bpUQpANGKfO=

DID
packethybrid

DIRECTION
lateral

This figure illustrates the same metadata presented in the sequence in which it was generated.

Event Meta

£ Sequence > @ H1DE DUPLICATE ENTRIES

SESSIONID
435478

TIME
02/15/2021 03:33:01am

SIZE
256B

DID

packethybrid

PAYLOAD
0

MEDIUM
D 1

ETH.SRC
00:00:00:00:00:00
ETH.DST

00:00:00:00:00:00

ETH.TYPE
- 2048

IP.SRC

From 12.0 and later, the meta key and meta value pairings now display a binocular icon while viewing a
text reconstruction in the Event Meta panel, indicating the search option. This enhancement helps the
analysts to visually see directly the indication (binocular icon) rather than going through the list of all
metadata to figure out which ones may be searched. This figure is an example of binocular icon marking
a searchable meta key.
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MEDIUM
32

DEVICE.TYPE

) windows
©07-01T12:13:54.7054257Z TimeCreatedSystemTime=2022-07-

01T12:13:23.5498494Z EventID=5058 Provider="Microsoft Windows security auditing."” Channel=Security L c DEVICECISSS

evel=Information Task="Other System Events"” OpCode=Info Version=@ Keyword="Audit Success" ProcessID= Windows Hosts
536 Computer=Win2012R2Tmplte RecordId=1633695 SubjectUser="NT AUTHORITY\SYSTEM" SubjectUserName=WIN2 HEADER.ID
©12R2TMPLTE$ SubjectDomainName=WORKGROUP SubjectLogonId=ex3e7 ProviderName="Microsoft Software Key S

torage Provider" AlgorithmName=UNKNOWN KeyName={DDF98209-DA6F-4BD4-B9D2-

AFA792ED92E3} KeyType=%%256@ KeyFilePath=C:\ProgramData\Microsoft\Crypto\RSA\S-1-5-

18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-
IP.ADDR

10.237.179.170

4f4737bf85f0 Operation=%%2458 ReturnCode=0x@ Message="Key file operation. Subject: Security ID:
S-1-5-

18  Account Name: WIN2@12R2TMPLTE$  Account Domain: WORKGROUP Logon ID: Ox3E7 Cryptographi NETNAME

c Parameters: Provider Name: Microsoft Software Key Storage Provider  Algorithm Name: UNKNOWN K private misc

ey Name: {DDF98209-DA6F-4BD4-B9D2- n
ALIAS.HOST |88

AFA792ED92E3}  Key Type: User key. Key File Operation Information: File Path: C:\ProgramData\M Win2012R2Tmplte
icrosoft\Crypto\RSA\S-1-5-18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-

ANALYSIS.SERVICE
4f4737bf85f@  Operation: Read persisted key from file. Return Code: oxe"

hostname consecutive consonants

Clicking the icon triggers a search for the meta key or meta value pair (case-insensitive) in the Text tab
and each instance is highlighted. This is an example of binoculars with a blue background after clicking
a searchable meta key/ meta value combination.

Log Event Details Text

&, Download Log as Text @@ RENDER JSON MEDIUM

32

DEVICE.TYPE

windows
%MSWIN-Security-5058: Agent=NWE AgentIP=10.237.179.170 AgentComputer=Win2@12R2Tmplte AgentTime=2022-

07-01T12:13:54.7054257Z TimeCreatedSystemTime=2022-07- e s
01T12:13:23.54984947 EventID=5058 Provider="Microsoft Windows security auditing." Channel=Security L Windows Hosts
evel=Information Task="Other System Events" OpCode=Info Version=@ Keyword="Audit Success" ProcessID= HEADER.ID

536 Computer=Win2012R2Tmplte RecordId=1033695 SubjectUser="NT AUTHORITY\SYSTEM" SubjectUserName=NIN2 0001

PI2R2TMPLTE$ SubjectDomainName=WORKGROUP SubjectlLogonId=ex3e7 ProviderName="Microsoft Software Key S e

torage Provider" AlgorithmName=UNKNOWN KeyName={DDF98209-DA6F-4BD4-B9D2- NWE

AFA792ED92E3} KeyType=%%2500 KeyFilePath=C:\ProgramData\Microsoft\Crypto\RSA\S-1-5-
18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-
4f4737bf85f0 Operation=%%2458 ReturnCode=0x@ Message="Key file operation. Subject: Security ID:

IP.ADDR

<qc NETNAME

18 Account Name: WIN20I2R2TMPLTE$ Account Domain: WORKGROUP  Logon ID: Ox3E7 Cryptographi private misc

c Parameters: Provider Name: Microsoft Software Key Storage Provider Algorithm Name: UNKNOWN K

ey Name: {DDF98209-DA6F-4BD4-B9D2-

ALIAS.HOST
Win2012R2Tmplte

AFA792ED92E3 Key Type: User key. Key File Operation Information: File Path: ProgramData\M
¥ y e Y Y b o £ N lof4results A Vv

icrosoft\Crypto\RSA\S-1-5-18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-
ANALYSIS.SERVICE

In the Event Meta panel, the highlighted row has a count of the results and up and down arrows that you
can use to quickly find each result in the Text tab. You can view each highlighted location of the data
that triggered generation of the meta key, going forward to view the next, and back to view the previous.

Only meta keys that have relevant values inside the RAW text are searchable. You can search only one
meta key at a time. If the value is currently hidden due to truncation of a text entry with more than 3000
characters, the text entry is expanded to reveal the found meta value.
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To search the raw text for meta values that triggered a meta key

1. Open a network event in the Text tab and click m to open the Event Meta panel.

ent D

ownload Log as Text 7@ RENDER JSON

DEVICE.TYPE

windows
07-01T12:13:54.7054257Z TimeCreatedSystemTime=2022-07-

©1T12:13:23.5498494Z EventID=5058 Provider="Microsoft Windows security auditing.” Channel=Security L a PATEHELS
evel=Information Task="Other System Events" OpCode=Info Version=@ Keyword="Audit Success" ProcessID= Windows Hosts
536 Computer=Win2@12R2Tmplte RecordId=1033695 SubjectUser="NT AUTHORITY\SYSTEM" SubjectUserName=WIN2 HEADER.ID
©12R2TMPLTE$ SubjectDomainName=WORKGROUP SubjectlLogonId=ex3e7 ProviderName="Microsoft Software Key S 0001

torage Provider" AlgorithmName=UNKNOWN KeyName={DDF98209-DA6F-4BD4-B9D2- "y
CcLIENT 88

AFA792ED92E3} KeyType=%%2500 KeyFilePath=C:\ProgramData\Microsoft\Crypto\RSA\S-1-5- NWE

18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-
IP.ADDR

10.237.179.170

4f4737bf85f0 Operation=%%2458 ReturnCode=0x@ Message="Key file operation. Subject: Security ID:
S-1-5-

18  Account Name: WIN2012R2TMPLTE$  Account Domain: WORKGROUP  Logon ID: ©x3E7 Cryptographi NETNAME

c Parameters: Provider Name: Microsoft Software Key Storage Provider  Algorithm Name: UNKNOWN K <> private misc

ey Name: {DDF98209-DA6F-4BD4-B9D2- %
ALIAS.HOST 88

AFA792ED92E3} Key Type: User key. Key File Operation Information: File Path: C:\ProgramData\M Win2012R2Tmplte
icrosoft\Crypto\RSA\S-1-5-18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-

ANALYSIS.SERVICE
4f4737bf85f0  Operation: Read persisted key from file. Return Code: @xe"

hostname consecutive consonants

2. Search for the meta key/meta value pairs in the list until you see a binoculars icon next to a meta key.

3. To search for the value in the raw text, click a row that has the binoculars icon, indicating it is
searchable.
If no relevant occurrence of the value is in the text, the value that you are searching for is highlighted
in the Event Meta panel and nothing is highlighted in the Text tab.
If one or more relevant instances of the value is found in the Text tab, each occurrence is highlighted.
The value that you are searching for is highlighted in the Event Meta panel and the up/down arrows
for scrolling are visible.

Log Ever

@@ RreNDER JSON MEDIUM
32

<, Download Log as Text

DEVICE.TYPE

windows
%MSWIN-Security-5058: Agent=NWE AgentIP=10.237.179.170 AgentComputer=Win2012R2Tmplte AgentTime=2022-

©7-01T12:13:54.7054257Z TimeCreatedSystemTime=2022-07- = DEVICEEEASS
01T12:13:23.5498494Z EventID=5058 Provider="Microsoft Windows security auditing." Channel=Security L Windows Hosts
evel=Information Task="Other System Events" OpCode=Info Version=@ Keyword="Audit Success" ProcessID= HEADER.ID
536 Computer=Win2@12R2Tmplte RecordId=1033695 SubjectUser="NT AUTHORITY\SYSTEM" SubjectUserName=WIN2

P12R2TMPLTE$ SubjectDomainName=WORKGROUP SubjectlLogonId=0x3e7 ProviderName="Microsoft Software Key S

torage Provider" AlgorithmName=UNKNOWN KeyName={DDF98209-DA6F-4BD4-B9D2-

AFA792ED92E3} KeyType=%%2500 KeyFilePath=C:\ProgramData\Microsoft\Crypto\RSA\S-1-5-

1P.,
18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336- F/ADDR

4f4737bf85f0 Operation=%%2458 ReturnCode=0x@ Message="Key file operation. Subject: Security ID:

52150
18  Account Name: WIN2@I2R2TMPLTE$ Account Domain: WORKGROUP  Logon Il Ox3E7 Cryptographi
c Parameters: Provider Name: Microsoft Software Key Storage Provider Algorithm Name: UNKNOWN K
ey Name: {DDF98209-DA6F-4BD4-BOD2-
AFA792ED92E3}  Key Type: User key. Key File Operation Information: File Path: C:\ProgramData\M
icrosoft\Crypto\RSA\S-1-5-18\7a7a87f4c2ad66a829f3b2c1002805c3_bc162248-fe70-443f-9336-

NETNAME

private misc

ALIAS.HOS
Win2012R2Tmplte
lofdresults A Vv

ANALYSIS.SERVICE
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4. To remove the highlighting, click the same meta key/meta value pair in the Event Meta panel, click a
different meta key/meta value pair in the Event Meta panel, or close the Event Meta panel.
The highlighting is removed from the raw text.

Note: When a meta value is more than 255 characters, you can hover over that meta key to view the
complete value.

Show or Hide the Event Header
To hide the Event Header in the Packet tab, Text tab, or File tab, providing more vertical space for the
data, click E Clicking the icon again shows the Event Header.

Page Through Events in the Packet and Text Tabs

Pagination controls allow more flexibility in paging through a list of packets or text. In the Packet tab,
you can select the number of packets to display per page, and your selection is saved across logins to the
NetWitness Platform XDR application. When a control is unavailable, the control is dimmed; for
example, when you are viewing page 1, the M and &S controls are dimmed.

Note: Pagination controls are available in Version 11.2 and later of the Text tab. When in the Text tab,
you must navigate manually to the last page before the last page control icon is available.

To use pagination controls

1. With an event open in the Events view, click the current number of packets per page (50, 100, 300,
or 500), and select the new number of packets per page from the drop-down menu.

2. To page forward or back, use the page control icons:
Click B4 to go to the next page.
Click k24 to go to the last page.
Click M to go the previous page.
Click B to go to the first page.

3. To go to a specific page, type a page number in the page number field .
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Expand Truncated Text Entries in the Text Tab

A reconstruction of a network event in the Text tab may include requests and responses of many hundred
thousands of characters, and scrolling through a long entry that is not of interest can waste time. To save
time, text entries that have more than 6000 characters are truncated to show only the first 2000
characters. This example shows an entry that has more than 2000 characters, and a message in the header
indicates the percentage of total characters that is being displayed.

NETWITNESS Investigate  Respon

IGATE  EVENTS E
Query Profiles =] - Broker v || AlData @ i = £ service = 80

Backep, “Fila " Llgst mail

L, Download Payloads |~/ @) DISPLAY COMPRESSED PAYLOADS (I DISPLAY DECRYPTED PAYLOAD

< Sequence W@ 110k oupLicaTes
9. 000 (COVOOOIK.POO OREPIO_01 000 KPOOZ090.©..L.X....9.. . 00£. 000001041019 -10"9. €. 6109~ 9x0+:0984100© . cU.~091. 1000000006006

19..b0y-. ONOLAOOT. 0-6.60080-T007010T. 060.0.c000(
QP . D20001OV.K.0°9. : 0097, |Kb.20. 9003V HIIGO\000X0<.}
LOOK.0O_. .pIO0S thybrid
5" QF O OORO. TOOrOIOROS
06-01.02056.00100. 61h0\.0n)..bOY- . ONOLAGOr. &-
T0QOL. PPrOOVIO, D207 OPOTHFOS RSP . O 9. 9-_PLOK. 9B11.91.HOOX. 9OIOOO-V.L6O° . 2. 9ARG .~/
EO00. 050 0X. 0. 00VPOOK 0.00=H5P.9;0¢. 9cO~00I0 002 6. |p5h. QOOXTAGIOP. -0 .. 5. OTpM) OF OO O%0. 9O . O3Q1=E. .pIOOO
(@4 .. 99.95"OFOOORO.TOOr 010R0S

PAYLOAD
15620

MEDIUM

8:4D7EF9:4B:FD

| Emwost

L9.% . .. OO ODOOOTOIHODO 0000 . | 0O5L_00000Z_00000000000..U.%. ... 0... 007 0bOOONOHHODO-10°0. ©. 6700~ 9x0+:00B4I0OO.cU.~EI
#.919?.9200.10000000000006

You can see that 46% of the characters (the first 2000) are displayed, and click Show Remaining 54%
to reveal the rest of the entry.

If you search for metadata seen in the Event Meta panel while text is truncated in the Text tab, the
truncated text is searched. If the metadata exists inside hidden text, the text entry expands to reveal the
text with the found metadata.

Perform URL and Base64 Encoding and Decoding in the Text Tab

If a network session being reconstructed in the Text tab contains Base64 or URL encoded strings, you
can decode a string to better understand the session. If the session contains decoded strings for Base64 or
URL, you can view a string in its encoded form in order to search for additional instances of the encoded
text in other sessions.

When viewing any network session that contains encoded text in the Text tab, you can select a subset of
the text within a single Request or Response to view in either encoded or decoded form. Depending on
the content loaded on the Decoder, there may be additional metadata outlining that Base64 or URL
encoded data is contained within the session.

To perform encoding and decoding in the Text tab

1. In the Events view, go to the Text reconstruction of a session that contains encoded or decoded
content.
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2. To view some decoded text in encoded form, drag to select the text within a Request or Response.
A menu offers options to encode and decode.

Event Det ) ¢ Email  Web ®ee0|a

L, Download Payloads |\ | @) DISPLAY COMPRESSED PAYLOADS (i) DISPLAY DECRYPTED PAYLOAD

1@ 10k buPLICATES
GET /user-matching?id=11 HTTP/1.1
Host: ads.stickyadstv.com
Connection: keep-alive

sec-ch-ua: " Not;A Brand" "Microsoft Edge";v="91", "Chromium"; SEssioNID

DL 8104001

sec-ch-ua-mobile: ?@
— TIME

User- Ol 06/24/2022 07:00:21am

Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.8.4472.124 Safari/537.36 Edg/91.0.864.67

Accept: image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8 SIZE

i i .9
Sec-Fetch-Site: cross-site 12.94KB

Sec-Fetch-Mode: no-cors — DID
> packethybrid

3. Click Encode Selected Text.
The encoded text is displayed in a hover box, which remains in place until you click ., select
different text in the Text tab, close the Events panel, select another event for reconstruction, or switch
to a different reconstruction view.

Host Email Web® @@ 0|a

verview
L, Download Payloads | v | @) DISPLAY COMPRESSED PAYLOADS () DISPLAY DECRYPTED PAYLOAD
nt Metadata

‘ =
ORIGINAL SELECTION (3 < @ 110k DUPLICATES

GET /user-matching?id=" \virdows

Host: ads.stickyadstv.

Connection: keep-alive BASE64 FORMAT [

sec-ch-ua: " Not;A Bra V2IuZG93cw== Edge";v="91", "Chromium";v="91"

SESSIONID
DNT: 1 5

URL FORMAT (3 8104001
sec-ch-ua-mobile: 20

Windows . TIME

User- 2l 06/24/202207:00:21 am

Agent: Mozilla/5.0 (WENAOWS NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36 Edg/91.0.864.67
size

12.94KB

Accept: image/webp, image/apng, image/svg+xml, image/*,*/*;G=0.8

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors DD
packethybrid

When a longer text is selected, the hover box is scrollable and large enough to fit the entire selected
text and the decoded text.

4. If the session contains encoded text that you want to see in decoded form, drag to select the text
within a Request or Response.
A menu offers options to encode and decode.

5. Click Decode Selected Text.
The decoded text is displayed in a hover box, which remains in place until you click ., select

different text in the Text tab, close the Events panel, select another event for reconstruction, or switch
to a different tab in the Event Details panel.
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6. If you want to copy some text from the text reconstruction, do one of the following:

a. Drag to select some text, right-click, and select Copy Selected Text from the pop-up menu.

N ork Event Details Text Packet File Host Email We

&, Download Payloads @ ) DisPLAY COMPRESSED PAYLOADS (1) DISPLAY DECRYPTED PAYLOAD

GET /user-matching?id=11 HTTP/1.1

Host: ads.stickyadstv.com

Connection: keep-alive

sec-ch-ua: " Not;A Brar Copy Selected Text Edge";v="91", "Chromium";v="91"

DNT: 1 Decode Selected Text

sec-ch-ua-mobile: ?@
Encode Selected Text
User-

Agent: Mozilla/5.0 (Windows NT 108.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.8.4472.124 Safari/537.36 Edg/91.0.864.67
Accept: image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: no-cors

b. Drag to select some text, then select either Decode Selected Text or Encode Selected Text.
Select the desired text and type Control-C.
The selected text is copied to the clipboard and available to paste in a query.

7. When finished, click B o close the hover box.

View Decompressed Text in an HTTP Network Session in the Text Tab

When the content of an HTTP network session is compressed and you are viewing the Text tab,
NetWitness displays decompressed content by default. This helps you to determine if there are any
patterns and view the readable characters. You can switch between a compressed and decompressed view
of compressed text.

The toggle for changing between compressed and decompressed text is only displayed in the Text tab,

and is enabled only if there is compressed text content.

1. Open the Text tab of an HTTP session that contains compressed content.

By default the session is reconstructed with the text decompressed, and above the reconstruction, is

the Display Compressed Payloads toggle switch.
rk Event Details File  Host Email Webd

Y, Download Payloads | » | @) DISPLAY COMPRESSED PAYLOADS (@) ) DISPLAY DECRYPTED PAYLOAD

-------- 9. .1909.00c0. ;000 .
©,900.9..9.9./.5...000...........ads.stickyadstv.com....9.....

..>-.0.9>099.."D...9$9S._bT 19@.B.e.......... {oooo0c00 @000 T00020...%00T0:V9.9000... . 1........

@ OOV . SO0 OVIO-05091 010000 . 0\ 0000000 09Y . XOPO OO0V . 0OXxL € TOONSOV.1kOT,: 9.93.90...2. 91002
040000/901'00k07 900.0.0U00'C00?00000000.0.00

9900.,t5.90r.000/. 06
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2. To view the same text in its compressed form, click the toggle switch.

The view changes so that the compressed text is no longer readable, and the switch indicates the

Display Compressed Packets is on.
Network Event Details Text Packet File Host Email Web®

&, Download Payloads | » | ((/@)DISPLAY COMPRESSED PAYLOADS

Showing 59%

. 95.0{RIGOOOLOWOD>. .. ONV ' POBOGD, 0. 1DOONRO (2. ..0PIe..9€.790........ .http/1.1......... ©..0..900.600.
... 9CO001100X00Q!0

3. To return to the view of decompressed text, click the switch again.

View a JSON String in Tree Format in the Text Tab (Version 11.5.1)

You can view a text reconstruction of a log event in easy-to-read JSON format instead of the raw block
format using the Render JSON toggle switch. By default, the switch is enabled, and JSON snippets in a
log event are detected and displayed in fully expanded tree format. Invalid JSON snippets are presented
as raw text. If you change the setting of the switch, your setting persists in local storage.

1. In the Events view, open a log event in Text tab.

If the raw log contains JSON strings and the Render JSON switch is enabled, all JSON strings found
are rendered in tree format.

Log Event Details | Text

o Event Metadata
&, Download Log as Text 1@ RENDER JSON
(@@ H1DE DUPLICATES

<13>1 - localhost jsontest - RSA_UI_JSON_MSG [1c@36807 lc.ctime="1585886465037" lc.cid="localhost” lc.ctype="logdec
oder”]

SESSIONID
5 2
1 "dc50cc4e352446259273cd8a0707214a"
: "localhost.localdomain™
: "x86_64"

. TIME
06/29/2022 08:03:35 am
size

: "Cent0S Linux" 5778

: "centos”
: "3.10.0-1062.9.1.e17.x86_64"
: "redhat”
: "Core" Le.cip
: "7 (Core)" = localhost

DID

loghybrid

DEVICE.HOST
: "test@mail.com”

@ "tony”
: "10.101.32.111" . MEDIUM

32

° localhost

: “this is json parsing test"
DEVICETYPE
1 "2020-03-09T09:06:29.919Z"

DEVICE.DISC
30
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2. If you prefer to see the log as raw text, click the Render JSON switch.
The log is rendered as a single block of text without the nested indentation. The setting persists until
you change it and will be in the same state when you log in again.

Log Lvent Delails | lext

Fvent Metadata

< Sequence @@ ok oupLicaTEs

&, DownloadLogasText | » | @) RENDER 1sON

<1351 - localhost jsontest - RSA_UI_JSON_MSG [1c@36807 lc.ctime="1585886465037" lc.cid=
ic50cCAe352446259273Cd8a0707214a" , "nane” : "localhost. localdomain” , "architectur c Py inux", "destination”: "centos”, "kernel”:"3.10.0
nan “ver (Cor SESSIONID.
“this is json parsing test"}},” 0-03-09T09:06:29.9192"} 5l
TIME
= 06/29/202208:03:35 am
size
5778
oD
Toghybrid
| cam
* localhost
DEVICEHOST
= localhost

MEDIUM

Use the Payload Only Option in the Packet Tab

When viewing a reconstruction of a network session in the Packet panel, you can hide the header and
footer bytes. The view changes so that only the payload is visible and contiguous same-side packets are
concatenated together to make the payload more readable and understandable. This setting persists until
you change it or refresh the browser.

* With the Display Payloads Only option off, the number of packets, packet header, packet footer, and
payload are displayed.

e With the Display Payloads Only option on, no packet header and footer bytes are displayed. Only the
packet content of 16 hexadecimal bytes per line and the corresponding ASCII per line is displayed.

1. In the Events view, go to the Packet tab of a network session.
By default the session is reconstructed with the packet header, footer, and payload displayed.

letwork Event Details | Text Packet File Host Email Web®& ©eeo|a

dat
&, Download PCAP @) common FiLe paTTERNS (@ SHADE BYTES| @) DISPLAY PAYLOADS ONLY

< @ 110 bupLICATES

Packet 1 2015/04/120 am 639 seQ 3 PAYLOAD 0 Bytes

00600 5 5 N 3
@00016 . e e 5 JC JET
000032 G B 8 5
000048 2 64 @5 ba el 03 03 @5 el el § § 2 _ . . . . . 25 G 5 oo 160

000064 Soa s A T P

SESSIONID

. TIME
= 2015/04/1209:10:27 am

SIZE
Packet 2 104/1209:10:27.805 arm 1D 11640 34374730 PAYLOAD 0 Bytes 126K8B
00000 2 45 e a o c )
000016 2 39 @ a8 - @ : EBEE o FIL =
000032 3a @ 12 ) B
000048 6 2 02 50 S I R P

000064 2 o1

_ oD

®  packethybrid

PAYLOAD

609

MEDIUM
Packets Per Page

2. To change the view to show only the payload for each packet, click the Display Payloads Only
toggle switch.

Reconstructing and Analyzing Events 269



Investigate User Guide

The view changes so that only the payload is visible.

t Det Text Packet File Host Email Web® @een|a A

vent Met
L, Download PCAP | v | @) common Fit parrerns (@@ snaoe syTes | @I oispLAY PAYLOADS ONLY

‘ <> ‘ YT

00000

@00016

000032

000048 SESSIONID
000064 0! 160

TIME
=) 2015/04/1209:10:27 am

©00000

000016

000032 126 KB

000048

000064

000080 =9 packethybrid

000096

000112

000128 609

SIZE

DID

PAYLOAD

MEDIUM

Packets Per Page

View Highlighted Bytes in the Packet Tab

When you open a reconstruction in the Packet tab, the significant header bytes in each packet are
highlighted in blue, and the payload bytes are distinguished using shading to help you understand the
contents of the packet. This figure shows the default appearance of the packet reconstruction with
highlighting and byte shading.

ork Event Details Text Packet File Host Email

- ctadat:
&, Download PCAP @ common FiLe parTerns (I SHADE BYTES @) DISPLAY PAYLOADS ONLY vent Metadata

@ o pupLicaTes

v Packet 11 0 22 11:25:00.052 am ID 498504615965 SEQ 3879140880 PAYLOAD 423 Bytes

00208

000224

R SESSIONID

000256 11609481263

000272

000288 ke

000304 W AL A k. 06/28/2022 11:25:00 am
000320 Potential GIF89a file

000336 BIZE

000352
000368
000384 e

000400 ’ 10gdecoder142
000416

7.13KB

000432 e 3 c as 6 + ¥ PAYLOAD

000448 6198

Packets Per Page MEDIUM
R

The Shade Bytes option adds shading to identify the different hexadecimal bytes (00 to FF) using
degrees of highlighting. Bytes near the lower range are more transparent, and bytes near 255 are more
opaque. Both hexadecimal and ASCII bytes are shaded. This is an example of the shading applied to
each hexadecimal byte.
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The Shade Bytes switch controls the shading of bytes. When you set Shade Bytes on or off, your setting
persists until you change it or refresh the browser.

Highlight Common File Types in the Packet Tab

In the Packet tab, analysts can show or hide highlighting of certain common file types based on the file
signature. When the Common File Patterns feature is turned on, the magic number bytes in the file
signature are highlighted in the payload and you can hover over the highlighting to see the potential type
of file. In this example, 42 4d is highlighted in the hexadecimal payload and BM is highlighted in the
ASCII payload. When you hover over the highlighted bytes, the potential file type associated with the
magic number is provided in a hover box.

To view common file signatures in the Packet tab:

1. With a reconstruction open in the Packet tab, turn on the Common File Patterns option.
If there is more then one highlight in view, all are shown.

2. To view the hover box, place the cursor over the highlighting.

Network Event Details Text  Packet File Host  Emai Web &

&, Download PCAP | v @ common FiLe PATTERNS (@) SHADE BYTES @) ) DISPLAY PAYLOADS ONLY
06/28/2022 11:25:00.052 am 1D 498504615965 SEQ 3879140880

11609481263

TIME

INTERESTING BYTES @] 06/28/2022 11:25:00 am

Potential GIF89a file

7.13KB

__ o
(55
=2 10gdecoder142

000448

These are the file types and corresponding magic numbers that are highlighted if present in the payload:

Hexadecimal ASCII
File Type

Signature Encoding
DOS Executable / Windows PE 4D 5A MZ
Portable Network Graphics (PNG) gi 50 4E 47 0D 0A 1A PNG
JPEG FF D8 FF JPEG
JPEG/JFIF 4A 46 49 46 JFIF
JPEG/Exif 45 78 69 66 Exif
GIF 47 49 46 38 37 61 GIF87a
GIF 47 49 46 38 39 61 GIF89a
Non-portable Executable S5A 4D M
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Hexadecimal ASCII
File Type

Signature Encoding
BMP 42 4D BM
PDF 2550 44 46 %PDF
Old Office Document (doc, xlIs, ppt, msg, and other) E? CF 11 E0 A1 B1 1A DPlLaj+a
ZIP file formats and formats based on it, such as JAR, 50 4B PK..
ODF, OOXML
7-Zip File Format (7z) 377A BC AF 27 1C T2% "
Java Class File, Mach-O Fat Binary CA FE BA BE Ep°¥4
Postscript 25215053 %!PS
Unix/Linux Shell script 2321 #!
Executable and Linkable Format (ELF) executables 7F 45 4C 46 .ELF
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Reconstruct an Event in the Legacy Events View

When viewing a list of events in Legacy Events view, you can safely create a reconstruction of the event
in a readable form that matches the original. By default, the initial view of a reconstructed event is the
most suitable format (Best Reconstruction); for example, web content is reconstructed as a web page; an
IM conversation is displayed with both parts of the conversation. Each user can select a different default
reconstruction in the Profile > Preferences view.

You can also open a reconstruction from the Navigate view if you know the Event ID of the event.

In the reconstruction, you can:

e Select event information to view. Possible values are: request data, response data, both request and
response data.

* Select the reconstruction type: details, text, hex, packets, web, mail, or IM.
e Export raw logs.
e Export the event as a PCAP file.
e Extract any files available in the event.
» Extract all the meta data associated with the event.
Caution: Be careful when clicking a link to a file in the Reconstruction. If your system has an

application associated with the file, or the browser is capable of opening them, and the
attachments are malicious, they can negatively affect your system.

e Display the event in a separate window or tab (depending on your browser configuration).

» If you are viewing the reconstruction as a preview in the current view, you can page forward to the
next event and back to the previous using the navigation buttons in the bottom left corner.

Note: Reconstruction Settings and Reconstruction Cache Settings allow an administrator to manage
application performance for Investigation (as described in the System Configuration Guide). When
analysts reconstruct sessions, two situations can affect performance and results.

- Some large events contain many thousands of source packets. Reconstructing these sessions can
degrade application performance.

- In some cases, the reconstruction cache can present incorrect content; for this reason, NetWitness
cleans cache that is older than a day every 24 hours. Between the daily cache cleanings, certain actions
my result in stale cache being used for a reconstruction, and if the need arises, administrators can
manually clear cache for one or more services that are connected to the current NetWitness Server.

Reconstruct an Event Using an Event ID

You can reconstruct an event directly from the Navigate view given a known Event ID. You can use this
option without executing a query as you usually do when beginning an investigation. A service and time
range must be selected to be able to jump directly to an event using just its eventid.

To view a reconstruction or event analysis directly from the Navigate view:
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1.

Go to Investigate > Navigate and select Actions > Go to event in Events or Go to event in Event
Reconstruction.

4 Actions
Visualize
Go to event in Events
04 Go to event in Event Reconstruction

Print

The Go to event dialog is displayed. There are two dialogs, one for Events and one for Legacy Event
reconstruction. Both ask for the Event ID.

Go to evert in Event Reconstru

2. In the Event ID field, type the ID and click Go.

The specified event is reconstructed in the legacy Event Reconstruction view or the Events view.

Reconstruct an Event from a Drill Point in the Navigate View

L.

Click the count (the green number following a value) for a value in the Navigate view to open a drill
point in the Events view.

To show all meta data, click F Show Additional Meta )

To open an event reconstruction in the Legacy Events view, select an event to reconstruct and select
Actions > View Event > Preview Inline.

The Event Reconstruction opens in a popup window in the same view. By default,

NetWitness displays the best reconstruction for the event determined by the event content or the
reconstruction that you have selected in the Default Session View setting for Investigation. You can
use the options in the Event Reconstruction toolbar to change the reconstruction method, view side-
by-side results, export an event, open an email attachment, extract files, and open the event in a new
tab. The toolbar options vary depending on the type of event being reconstructed (network event, log
event, or endpoint event). This is an example of the reconstruction for a network event.
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Event Reconstruction

service

Concentrator

type

1585 Network Session

Request & Response v

Top To Bottom &

Packet 1  (id = 127308
e0oae0ae @ 8@ 08 92 02 e
eeeerals : 8@ 7b dc fa 4@
ee@epe32 : 7d 5 bb 38 c3
eeeaen4s @ 8= 33 18 %6 ee
ePeaensd : 82 @5 a9 00 81
P002BREE @ 83 @8 @1 65 86
eEEeRE%6 : 43 02 08 do 48
epoaell2 : 67 &7 9@ 0@ &0
2Peee128 : 70 04 08 00 80
Packet 2 (id = 12781@
2000002 : 90 02 08 00 80
eeEeRE16 : 92 34 f3 %= 40
eeeeed3z : 7d T5 3 54 bb
eeeera4s : 81 77 18 4f ee
eegeesss @ 8e &b -- -- --
Packet 3 (id = 127811

eceepaee : o2 08 22 20 e
2o0eeal6 : 22 34 3 %z 40
@e0ae@32 : 7d f5 c3 54 bb
0PE2e848 @ 21 77 1@ 4f ee

Best Reconstruction ¥ 4% Actions @ [& Open Event in New Tab

seq = 393@823145)

ae aa
an 4a
54 ea
a8 al
@ 3f
20 o2
ae oa
ae aa
Be 65

seq

2e o2
ae 4a
38 2b
a8 a1

seq

2 ae
ae 4@
33 2b
28 al

=]
23]
4b
el
aa
&f
a7
el
78

ae aa
8a 1f
2b fa
as a2
62 @a
ae a9
ae 1a
ae az

= 737845118)

aa
as
fa
a1

2a ea
31 fd
of 7e
98 @a

2e o
@a 1f
ea 4b
@B @2

= 737845118)

ag
as
fa
a1

08 28
31 fd
of 7e
28 @a

ae ag
@a 1f
ea 4b
es a2

2017-87-@5 12:32:01.106 (71 Payload Bytes)

2e17-e7-e5 12:

as
7d
%a
Be

2el17-e7-e5 12:

a8
7d
%a
Be

147928

88 45 a8
f5 ea 1f
Je 8@ 18
6b 86 @2
o8 a1 aa
6a ea be
22 2@ 61
2@ 2@ &6

2@ 45 2@
f5 @a 1f
3@ 88 1@
&b @& B8z

2@ 45 ee
5 8a 1f
3@ 88 18
6b @& @2

destination service first packet time

150004 0 2017-07-05T12:32:01.106

32:01.186 (@ Payload Bytes)

500 of 3,453 packets; loaded from cache & Show Recenstruction Log

4. To preview a reconstruction of the next event, click l in the lower left corner of the reconstruction

or to preview a reconstruction of the previous event, click l
5. To open an event reconstruction in a new tab, do one of the following:

a. In the Legacy Events view, select an event to reconstruct and select Actions > View Event >
Open in New Tab.
b. In the Event Reconstruction toolbar of previewed reconstruction, click Open Event in New
Tab in the toolbar.
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The Event Reconstruction opens in a new tab.

Event Reconstruction

service id type source destination

Concentrator 1585 I‘w’.IéEworkSession 147928 1 50004 0

acket time

2017-07-05T12:32:01.106

Request & Response = Top To Bottom = Best Reconstruction © % Actions =~ [E Open Event in New Tab

Packet 1 (id = 127808 seq = 3930823145) 2017-07-©5 12:32:01.106 (71 Payload Bytes)

2E022002 : 22 98 02 0D PO G2 02 B0 00 Q0 20 @9 93 89 45 ae
eo@aeels : @@ 7b dc fo 42 @o 48 @6 4d 64 @a 1f 7d f5 @a 1f
e0aae@32 @ 7d 5 bb 38 c3 54 ea 4b 9% 2% 2b fa of 7e 830 18
00022848 : @ 33 12 %6 00 @2 @1 91 85 @s 96 92 3e &b 05 82
eOABBAE4 : 82 @5 &9 00 @1 ee 3f 80 06 80 62 08 60 00 81 &P
POE@EESe @ 83 @0 01 05 @0 o0 09 6T 0O 60 02 =9 43 00 80 be
POG@EEI6 @ 43 @@ 00 do 43 60 09 07 0l @0 92 la 00 00 90 61
PO@2E112 : 67 67 00 00 20 OP 02 91 00 @0 @2 02 @0 02 Be 6T
20022128 : 70 94 0@ 00 0@ 62 65 78 T4 -- - -- - - -- -~

Packet 2 (id = 127810 seq = 737845118) 2017-87-05 12:32:01.106 (© Payload Bytes)

£OEOEPEd : 90 00 60 00 20 @0 00 00 00 G0 00 @8 B8 B8 45 B0 [ ........ ..e..s E. ]
POERER1E : 90 34 8 9e 40 @2 48 86 31 fd @a 1f 7d 5 0a 1f
poE2e032 : 7d f5 c3 54 bb 38 2b fa 9f 7 ea 4b %a 3@ 80 10
POEAAR4E : @1 77 18 4F 00 @2 @1 1 OS5 @a @6 @2 8 6b 86 02
POOOODES : Be BB -- == == == == = = mm em e ee oo oo o

Packet 3  (id = 127811 seq = 737845118) 2017-87-05 12:32:01.106 (@ Payload Bytes)

B0O2E202 : B2 2@ 02 0P 20 2P 92 P9 0@ 82 8P 92 8 99 45 ep | E.

0eeeeels : @e 34 8 %9c 40 @0 48 @6 31 fd @s 1f 7d f5 @a 1f [ .4..8.8. 1...}... ]

peeeea3z : 7d f5 c3 54 bb 38 2b fa 9f 7= e3 4b %93 30 30 10 [ }..T.8+. .~.K.0.. ]

20020043 : @1 77 1@ 4f @0 @@ @1 01 OB 8a @6 @2 3= 6b 26 @2 [ owO.oes ookl ] -

500 of 3,453 packets; loaded from cache & Show Reconstruction Log

View Side by Side or Top to Bottom

To select the way requests and responses for an event are displayed:
1. In the Event Reconstruction toolbar, click Top to Bottom or Side by Side.

2. In the drop-down menu, select the information you want to see in the event: Side by Side or Top to
Bottom.
The reconstruction is refreshed with the selected information.

Select Event Information to View

To select what event information to view:
1. In the Event Reconstruction toolbar, click Request & Response.

2. In the drop-down menu, select the information you want to see in the event: Request & Response,
Request, or Response.
The reconstruction is refreshed with the selected information.

Select Event Reconstruction Type

To select the reconstruction type for an event:
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1. In the Event Reconstruction toolbar, click Best Reconstruction.

2. In the drop-down menu, select the reconstruction type to view: meta, text, hex, packets, web, mail,
or files.
The reconstruction is refreshed with the selected reconstruction type.

Open or Download an Email Attachment

When viewing a reconstruction of an email that has attachments, you can open supported file types or
download the files to the local system.

Caution: Be careful when selecting file attachments. If your system has an application associated with
the file attachments, or the browser is capable of opening them, and the attachments are malicious,
they can negatively affect your system.

To open or download email attachments:

1. In the Event Reconstruction toolbar, select the View drop-down and select View Mail.
The Event Reconstruction is displayed.

Broker-"us 256490 Metwork Session ;51666 10.185.36.30:25 25 2020-01-13T16:17:19.605
M Request & Response B Top To Bottom [E Best Reconstruction # Actions I2 Open Event in New Tab
From: customer.serviceg Sent an 2017-08-01 09:10:09 367

To:
Subject: Your order has been despatched

Attachment(s).

Dear Customer
The attached document* provides details of items that have been packed and are ready for despatch,

Please use your tracking number (contained within the attached document) to monitor the progress of your shipment.

Customer Services (for customers in the UK mainland)
Call: 03332
Email

Export Sales (for customers outside UK mainland)
Call: +44 1297
Email: exportsales@®

Warning: Attachments provided in this view contain the original raw unsecured content. It is not
recommended to open them directly using the browser because they may contain malicious content.

2. In the Event Reconstruction section of the email, click the Attachment.
If the file type is supported by the browser, the attachment will open in a new tab.
If the file type is not supported, the Download dialog is displayed so that you can download the
attachment.

Export an Event as a PCAP File

The PCAP export option downloads the sessions for the current time range and drill point to a PCAP
file. To export an event as a pcap file:
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1. In the Event Reconstruction toolbar, click Actions.
Click Export PCAP.
A confirmation dialog is displayed.

Click OK.
The job is scheduled and when complete the PCAP is downloaded to the local file system. In the
Profile > Jobs tab, you can download the PCAP.

S

Extract Files from a Reconstructed Event

The Extract Files option extracts and downloads the files associated with the event. To extract files:
1. In the Event Reconstruction toolbar, click Actions.

2. Click Extract Files.
The File Extraction dialog is displayed.

3. Select the types of files to extract, and click OK.

4. The job is scheduled and when complete the selected file types are downloaded to the local file
system. In the Profile > Jobs tab, you can download the files.
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Look Up Additional Context for Results

The Context Hub is a centralized service that aggregates data about entities from multiple configurable
data sources. This data can extend your investigation with additional context beyond the immediate
results of a specific query. For example, the Context Hub can tell you if a given entity has been
mentioned in any incidents, alerts, feeds, or community intelligence publications.

To enable viewing of contextual information, your administrator must add the Context Hub service in
NetWitness Platform XDR and configure data sources for the Context Hub service as described in the
Context Hub Configuration Guide. Analysts also need a role with the permission Context Lookup as
described in Role Permissions and Manage Users with Roles and Permissions in the System Security
and User Management Guide.

When the Context Hub service is enabled and configured, NetWitness provides enrichment data from
NetWitness Respond, custom lists, and NetWitness Endpoint directly in the Navigate view, Events view,
and Legacy Events view. A visual cue highlights meta values for which enrichment data is available in
the Investigate views, and you can click on the highlighted value to look up the contextual information
and intelligence. You can look up details and intelligence about elements associated with an event in the
Context Hub. These elements, or entities, are identifiers, such as an IP address, a user name, a host name,
a domain name, a file name, or a file hash. The data from configured sources, such as NetWitness
Endpoint, can help you understand what is happening. In Version 11.5 and later, you can add STIX data
sources and view related data using context lookup; associated elements are IP address, file name, file
hash, domain name, and URL.

In addition, you can add lists and list values for Context Hub enrichment; you can view lists, edit meta
values in an existing list, or create a new list. When you add meta values to a list, you can investigate the
meta values using the context lookup option.

For an analyst to manage lists in Investigate, the administrator must:
* Enable the Context Hub service.

e Assign an analyst role with permission Manage List from Investigation to the user who will
perform Context Lookup from Investigation views.

e Configure appropriate roles and permissions as described in "Role Permissions" and "Manage Users
with Roles and Permissions" in the System Security and User Management Guide.

In Version 11.6 and later, you can add REST API data sources and view related data using context
lookup. Also, Administrators can now configure specific Context Hub sources (For example, specific
lists, Respond, Endpoint, and so on) for context highlighting during investigation. If context highlighting
is disabled for a Context Hub source, analysts will see results from all the data sources when opening the
Context Panel for a meta value, but the values are not highlighted in the Investigation views. In the View
Context:

* No data is shown if the meta values is not highlighted.

e If there are entities common across different data sources, the meta values for those entities are
underlined for all the data sources, but the data is shown only for the data source on which context
highlighting is enabled.
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Open the Context Lookup Panel

In the Context Lookup panel, you can view and explore individual data sources for further investigation.
For a detailed description of the information displayed for each data source, see Context Lookup Panel.

In the Navigate view and Legacy Events view, entities that have associated context data available are
highlighted with a gray background; hovering over an entity displays a hover box giving a summary of
the available data. When you right-click the entity, the Context Hub queries the configured data sources
for relevant information, and the Context Lookup panel opens from the right side of the browser
window. The Context Lookup panel is populated with the information from the Context Hub as it
becomes available. You can perform another lookup by right-clicking on another entity, and the Context
Lookup panel is updated with that entity’s information.

W4 8% - Concentrator EJ Profile @ EJ Meta | ® Total ® .= Descending © ZE EventCount ® | SaveEvents © - Actions

< Context Lookup
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In the Events view, you can see underlined entities in the Events panel, the Event Header, or the Event
Meta panel. If an entity is underlined, NetWitness is populating information about that entity type in the
Context Hub. There may be additional information available about that entity in the Context Hub.

The following figure shows underlined entities in the Events panel with the context tooltip open. The

context tooltip has two sections: Context Highlights and Actions.

* The information in the Context Highlights section helps you to determine the actions that you would
like to take. It can show related data for Incidents, Alerts, Lists, Endpoint, Criticality, Asset Risk, and
STIX. Depending on your data, you may be able to click these items for more information.

* The Actions section lists the available actions. In the example, the Add/Remove from List, Pivot to
Investigate > Navigate, Pivot to Archer, and Pivot to Endpoint Thick Client options are available.
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When you click View Context in the context tooltip, the Context Hub queries the configured data sources
for relevant information, and the Context Lookup panel opens from the right side of the browser
window. The Context Lookup panel is populated with the information from the Context Hub as it
becomes available. You can perform another lookup by using the View Context option on another entity,
and the Context Lookup panel is updated with that entity’s information.

You can also take any available action in the Actions section.

To view information in the Context Lookup panel in the Events view

1. Hover over different meta values to see the data sources for which data is available.
A context tooltip displays a list of the context data available for the selected meta value.

2. Click View Context in the context tooltip to open the Context Lookup panel.
The Context Lookup panel opens from the right side of the browser window. The Context Lookup
panel is populated with the information from the Context Hub as it becomes available.

Alerts :

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to Endpoint Thick Client

CREATED SEVERITY NAME SOURCE # EVENTS INCIDENT ID

06/28/2022 05:31:24 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:51 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:32 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:23 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:30:23 am (a day ago) 50 Event Stream Analysis 100
06/28/2022 05:29:23 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:29:22 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:27:34 am (a day ago) 50 Event Stream Analysis 48
06/28/2022 05:27:33 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:26:32 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:25:32 am (a day ago) 50 Event Stream Analysis 40
06/28/2022 05:24:32 am (a day ago) 50 Event Stream Analysis 40

06/28/2022 05:22:49 am (a day ago) 50 Event Stream Analysis 40

50 Alert(s) (First 50 Results) Time Window: 7 DAYS | Last Updated: a few seconds ago

3. To perform actions on an entity, select one of the available actions in the context tooltip: Add
/Remove from List, Pivot to Investigate > Navigate, Pivot to Archer, Pivot to Endpoint Thick Client.
For more information, see Pivot to Investigate > Navigate (Events View), Pivot to Archer (Events
View), Pivot to NetWitness Endpoint Thick Client (Events View), and Add an Entity to a Whitelist.

Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer
data source is not responding. Check that the Archer configuration is enabled and configured

properly.

282 Reconstructing and Analyzing Events



Investigate User Guide

Add an Entity to a Whitelist

You can add any underlined entity to a list, such as a Whitelist or Blacklist, from a context tooltip.
For example, to reduce false positives, you may want to whitelist an underlined domain to exclude it
from the related entities.

1. In the Events panel, the Event Header, or the Event Meta panel, hover over the underlined entity
that you would like to add to a Context Hub list.
A context tooltip showing the available actions is displayed.

2. In the Actions section of the tooltip, click Add/Remove from List.
The Add/Remove from List dialog shows the available lists.

Add/Remove from List

Click on Save to update the list(s) Refresh the page to view the updates.

META VALUE

ALL SELECTED  UNSELECT...

DESCRIPTION

3. Select one or more lists and click Save.
The entity is added to the selected lists.

Create a List (Events View)

You can create lists in Context Hub from the Events view. In addition to using lists to whitelist and
blacklist entities, you can use lists to monitor entities for abnormal behavior. For example, to
improve the visibility of a suspicious [P address and Domain under investigation, you may want to
include them in two separate lists. One list could be for domains suspected of being related to
command and control connections, and another list could be for IP addresses related to remote access
Trojan connections. You can then identify indicators of compromise using these lists.

To create a list in the Context Hub

1. In the Events panel, the Event Header, or the Event Meta panel, hover over the underlined entity
that you would like to add to a Context Hub list.
A context tooltip showing the available actions is displayed.

2. In the ACTIONS section of the tooltip, click Add/Remove from List.
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3.

In the Add/Remove from List dialog, click Create New List.
Add/Remove from List

Create New List
LIST NAME

Trojan IPs

DESCRIPTION

IP addresses related to remote access Trojan connr:ctic.ns,|

4. Type a unique List NAME for the list. The list name is not case sensitive.

5.

(Optional) Type a DESCRIPTION for the list.

Analysts with the appropriate permissions can also export lists in CSV format to send to other
analysts for further tracking and analysis. The Context Hub Configuration Guide provides
additional information.

Pivot to Investigate > Navigate (Events View)

For a more thorough investigation of an entity, you can open the the Navigate view.

1.
2.

In the Events panel, the Event Header, or the Event Meta panel, hover over any underlined entity.

In the Actions section of the tooltip, select Pivot to Investigate > Navigate.
The Navigate view opens, enabling you to perform a deeper dive investigation. For more
information, see Begin an Investigation in the Navigate or Legacy Events View.

Pivot to Archer (Events View)

For viewing more details about the device in Archer Cyber Incident & Breach Response, you can
pivot to the device details page. This information is displayed only for IP address, host, and Mac
address.

1.

In the Events panel, the Event Header, or the Event Meta panel, hover over any underlined entity
(IP address, host, and Mac address).

In the Actions section of the context tooltip, select Pivot to Archer.

The device details page in Archer Cyber Incident & Breach Response opens if you are logged
in to the application, otherwise the login screen is displayed.
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Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer
Datasource is not responding. Check that the Archer configuration is enabled and configured
properly.

For more information, see the Archer Integration Guide.

Pivot to NetWitness Endpoint Thick Client (Events View)

If you have the NetWitness Endpoint thick client application installed, you can launch it through the
context tooltip. From there, you can further investigate a suspicious IP address, Host, or MAC
address.

1. In the Events panel, the Event Header, or the Event Meta panel, hover over any underlined entity.

2. In the Actions section of the tooltip, select Pivot to Endpoint Thick Client.
The NetWitness Endpoint thick client application opens outside of your web browser.

For more information on the thick client, see the NetWitness Endpoint User Guide.

View the Context Lookup Panel in the Navigate View or Legacy Events

View

L.

Hover over different meta values to see the data sources for which data is available.

A hover box displays a list of the data sources that have context data available for meta value. These
are the possible data sources: NetWitness Endpoint, Incidents, Alerts, Hosts, Files, Feeds, and Live
Connect.

Right-click a meta value, and click Context Lookup in the drop-down menu to open the Context
Lookup panel.
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Copy

Apply IEQUALS Drill

Context Lookup

Add/Remove from List

Refocus b

Refocus Mew Tab b
The Context Lookup panel opens from the right side of the browser window. The Context Lookup
panel is populated with the information from the Context Hub as it becomes available.

3. To perform actions from the Context Lookup panel, right-click an entity such as IP address.
The following options are available: Open Link in New Tab, Query in Investigate, Copy Link, Paste,
Google Lookup, Virus Total Lookup, and Query in Endpoint.

4. To close the Context Lookup panel, click B in the panel.

Add Meta Values to an Existing List (Navigate and Legacy Events

Views)

To add a meta value to an existing list in Context Hub

1. While investigating a service in the Navigate view or the Legacy Events view, right-click a meta
value (for example, values under Source IP, Destination IP, or Username) and select Add/Remove

from List in the context menu.

The Add/Remove from List dialog is displayed.

Add/Remove from List

Add the meta value to one or more lists by selecting the available list from the drop-
down option. To remove a list from the meta value, click the delete icon for each list.

Meta Value 0

List
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2. In the List field, select one or more lists from the drop-down option to which the meta value must be
added.

3. Click Save.
The meta value i1s added to the selected lists.

Remove a Meta Value from a Context Hub List (Navigate and Legacy

Events Views)

To remove a meta value from list
1. In the Add/Remove from List dialog, in the List field, view the lists which include the meta value.
2. Click the delete icon (x) for each list that should not include the meta value.

3. Click Save.
The meta value is removed from the deleted list.

Create a New List (Navigate and Legacy Events Views)

To create a Context Hub list in Investigate

1. Inthe Add/Remove from List dialog, click Create New List.

Add/Remove from List

List Mame

Description

Cancel Save

2. In the List Name field, enter an unique name for the list.
3. In the Description field, enter the description of the list.

4. Click Create to create the list.
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5. Click Save to add the meta value to the created list.
These lists are considered as data sources for retrieving context information.
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Launch a Lookup of a Meta Key

When you have found data of interest in the Navigate view, the Events view, or the Legacy Events view,
you can do internal lookups to NetWitness Endpoint and RSA Live, as well as external lookups of meta
values in community resources such as SANS IP History and ThreatExpert Search.

Analysts can use the external lookups to save time during investigations. The external lookups are
available by right-clicking one of the these meta keys: IP address (ip-src, ip-dst, ipvé-src,
ipve-dst, orig ip), host (alias-host, domain.dst), client, and file-hash.

For all ip and host meta keys, the following lookups are built in to NetWitness:

e Google Malware: Opens a Google Malware search in a new tab.

e SANS IP History: Opens a SANS IP History search in a new tab.

e McAfee SiteAdvisor: Opens a McAfee SiteAdvisor search in a new tab.

* Endpoint Thick Client Lookup: Opens a search in the NetWitness Endpoint Thick Client in a new tab.
* BFK Passive DNS Collection: Opens a BFK Passive DNS collection search in a new tab.

e CentralOps Whois for IPs and Hostnames: Opens a CentralOps Whois search for IPs and hostnames
in a new tab.

¢ Malwaredomainlist.com Search: Opens a Malwaredomainlist.com search in a new tab
e Robtex IP Search: Opens a RobtexIP search in a new tab.
* ThreatExpert Search: Opens a ThreatExpert search in a new tab

* [PVoidSearch: Opens a UrlVoid Search in a new tab n a new tab

For the file-hash and alias-host meta keys, the Google lookup opens a Google search in a new
tab.

For the client meta key, the NetWitness Endpoint Lookup option opens an Endpoint Thick Client in a
new tab if the client is installed on the same system on which the browser is being used.

Administrators can add additional external lookups and other custom actions as described in "Add
Custom Context Menu Actions" in the System Configuration Guide.

Launch an Endpoint Thick Client Lookup in the Events View

When viewing an endpoint event in the Text panel, you can pivot to analyze the same event in
NetWitness Endpoint.

Note: Version 4.4.0.x of the NetWitness Endpoint (NWE) thick client must be installed on the same
server, the NWE meta keys must exist in the table-map.xml file on the Log Decoder, and the NWE
meta keys must exist in the index-concentrator-custom.xml file. The NWE thick client is a
Windows only application. Complete setup instructions are provided in the NetWitness Endpoint User
Guide for Version 4.4.

To open an event in NetWitness Endpoint:
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1. Starting from the Navigate view:

a. In the Query drop-down, select Advanced, and enter one of the following queries:
nwe.callback id exists or device.type='nwendpoint'
Endpoint data is displayed in the Values panel.

b. Right-click an event, and select Events in the menu.

2. (Version 11.1 and later) Go to Investigate > Events. In the Query drop-down, select Advanced, and
enter one of the following queries: nwe.callback id exists or
device.type="nwendpoint'
Endpoint data is displayed in the Events panel.

3. Select an event.
The Events view opens with the selected event displayed in the Text view.

Endpoint Event Details Text Host

Vv Event Metadata
D/' Pivot to Endpoint Thick Client D/l Analyze Process D/' Pivot to Host Overview

(@@ HiDE DUPLICATES

© ©6/08/2022 08:44:52 am 8 @ NT AUTHORITY\SYSTEM

svchost.exe created process taskhostex.exe
SESSIONID
33
TIME
06/08/2022 08:47:03 am
SIZE

41B

DID

endpointloghybrid1

FORWARD.IP
127.00.1

MEDIUM

4. In the Event Header click Pivot to Endpoint.
A new browser tab with the url ecatui://<id> opens and the NWE Thick Client is launched. If
the NetWitness Endpoint Thick Client is not installed, no data is displayed and the following
message is displayed: Applicable for hosts with 4.x Endpoint agents installed,
please install the NetWitness Endpoint Thick Client

Launch an Endpoint Thick Client Lookup in the Navigate View

To launch an Endpoint Thick Client lookup of data from the Navigate view:

1. Right-click a meta value for one of the following meta keys: ip-src, ip-dst, ipv6-src, ipv6-
dst, orig ip,alias-host, domain.dst, or client.
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2. Select External Lookup in the context menu.
A submenu of external lookup options is displayed.

PE Service Type [=erce >
HTTP {1,959) -FTP (163} - POP3 {163}
- Source IP Address [ip 5]
{2
192,168 Copy
) Destina Live Lookup
W Scan for Malwar
192 1681 can for Malware
Context Lookup
Add/Remove from List{s)
W Hostnal Data Science
decoder PRy
Investigation

- e o

Google Malware Diagnostic for [Ps and Hostnames
SANS P History
194 (163 - 1921275
Mcafee SiteAdvisor for Hostnames
Endpoint Thick Chent Lookup

BFK Passive DNS Collection

CentrabOps Whois for IPs and Hostnames

Mabwaredomainlist. com Search

x Robtex IP Search

163} - ifconfig.me (i

Ipvn‘ld CIE.arrn _

> ThreatExpert Search

3. Select Endpoint Thick Client Lookup.
The Connect to Server dialog is displayed.

- Connect to Server

Database Server Mame
[Database Instance Mame
Database Mame

Files UMC Path

! Use sQL Security

User Mame

Passward

Test

4. Enter the user name and password required to log in to the Endpoint Thick Client, and click

Connect.

ECATSPRIMARY
sa

Change Password
Connect Save Cancel
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The drill point opens in NetWitness Endpoint.

M NetWitness Endpoint

Configure Tools | View About

|§| Show Whitelisted
.' SCSER Hide Vald Signature
Dasboard Summary | Blocked | Modules History | Downloaded | Agentlog | ScanData | More info
2
(= | e —
BEETE @ 1 s Not Signed -
= @ = 1 1 Not Signed: EMC Corporation
Pl B e
v EcaTPackagerece 10 1 ' Vall: Rsa Securty LLC
@ | R N R
An dumpfve.sys 9 1 1 Valid: Microsoft Windows
A java.ere 4 1 1 Velic: Oradle America Inc.
LS python.exe 4 1 Not Signed
ﬁ sqlsen.exe 4 1 3 Chain Broken, Root Not trusted: Micr,
V s f s
,
In root of logical drive 1 Neutral ~ | 22409-185:44:00.340 PM  McScript_InUse.exe ‘Write to Executable ScrptRes_InUse.dil

RSA NetWitness Endpoint: Version 4400

Perform Lookups of Meta Values in Events

In the Events view, you can further investigate meta values in an event by lift or right-clicking certain
meta values and using the options in a drop-down menu. To perform internal and external lookups:

1. In the Events view, left or right-click a meta value in the Events List, the Event Meta panel, or the

Overview panel. Some meta values have a drop-down menu.

Log Event Details

Download Log as Text

'@ RENDER JSON

Showing 63%

%MSWIN-Security-

4624: Agent=NWE AgentIP=10.125.246.166 AgentComputer=winse
18T06:16:51.7407519Z TimeCreatedSystemTime=2022-03-
18T@6:16:35.3086582Z EventID=4624 Provider="Microsoft Wind
=Security Level=Information Task=Logon OpCode=Info Version
essID=664 Computer=winserver2016.rsa.lab.emc.com RecordId=
ITY\SYSTEM" SubjectUserName=WINSERVER2016$ SubjectDomainNa
e7 TargetUser=WINSERVER20@16\Administrator TargetUserName=A
INSERVER2016 TargetLogonId=0x12894ebf LogonType=10 LogonPr
ionPackageName=Negotiate WorkstationName=WINSERVER2016 Log
0000-

0000000PPRRR} TransmittedServices=- LmPackageName=- Keylen

3of 3events

CONTEXT HIGHLIGHTS

24 12442
INCIDENTS ALERTS

ENDPOINT CRITICALITY ASSETRISK

Q Append IW
Q Append lde\/lce—
Q Refocus on m
X Refocus on [WOIZSM]

B Copy Value
© Copy Statement
® Live Lookup

2 Context Lookup

Customize Actions

2. Select one of the following internal lookups:

SESSIONID
623597

TIME

03/18/2022 06:16:58 am
1¥43

3.13KB

DID

ep

DEVICE.IP

- .-
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¢ Copy Value: Copies the meta value to the clipboard.

¢ Refocus Investigation in New tab: Launches the another investigation in a new tab with the
focus on the selected meta value.

e Apply Drill in New Tab: Applies the drill and launches it in a new tab to drill the data in
Navigate view.

e Apply !EQUALS Drill in New Tab: Applies (!EQUALS) to the meta and launches a new tab,
effectively excluding the meta value from the results.

¢ Hosts Lookup: Looks up the value in the Investigate > Hosts view.

¢ Endpoint Thick Client Lookup: Analyzes the meta value in the Endpoint Thick Client (for
clients which have Endpoint Agent).

¢ Live Lookup: Looks up a meta value on Live for further analysis.

For an external lookup, left or right-click on a selected meta, and click External Lookup.

2
CONTEXT HIGHLIGHTS HO)

03/18/2022 03:45 am 24 12486 2 @ Google Malware Diagnostic for IPs ...
INCIDENTS ALERTS LisTs

o - i . N & SANS IP History
3 Events S Filter || (0] RSA Email Analysis - - -

EEFReY EmEmy  ACEEER & McAfee SiteAdvisor for Hostnames
[  COLLECTION TIME TYPE SERVICE TYPE ORIGINATING..  SOURCE IP AD..

- & Endpoint Thick Client Lookup

[m] 03/18/2022 06:16:58 am 10.33.16.52
& CentralOps Whois for IPs and Host...
03/18/202206:16:58 p 10331652 | @ Append [ ipsrc=10331652 .
= o an ' Malwaredomainlist.com Search

u] 03/18/202206:16:58 am 10331652 LIpsre = 20.29.20.2 | ¥ 11 & RobtexIP Search

& IPVoidSearch

# External Lookup
O Copy Value

O Copy Statement

@& Live Lookup

@ Customize Actions

4. In the submenu select one of the available external lookups:
¢ Google: Looks up a meta value on Google.com

¢ SANS IP History: Looks up a meta value on SANS IP History, domain =
http://isc.sans.org/ipinfo.html?ip=ipaddress

¢ CentralOps Whois for IPs and Hostnames: Looks up a meta value on CentralOps Whois for IPs
and Hostnames, domain = http://centralops.net/co/DomainDossier.aspx?addr=domain&amp;dom
whois=true&amp;dom_dns=true&amp;net whois=true

¢ Robtex IP Search: Looks up a meta value on Robtext IP Search, domain =
https://www.robtex.com/cidr/domain.ipaddress

¢ IPVoid: Looks up a meta value on IPVoid, domain = http://www.ipvoid.com/scan/domain/

¢ URLVoid: Looks up a meta value on URLVoid, domain =
http://www.urlvoid.com/scan/ipaddress/

¢ ThreatExpert Search: Looks up an IP meta value on ThreatExpert Search, domain =
http://www .threatexpert.com/reports.aspx?find=IP address

Reconstructing and Analyzing Events 293



Investigate User Guide

Launch Other External Lookups from the Navigate View

To launch an external lookup of data from the Navigate view (other than NetWitness Endpoint Thick
Client Lookup):

1. Right-click a meta value for one of the following meta keys: ip-src, ip-dst, ipv6-src, ipvé-
dst, orig ip, alias-host, domain.dst, or client.

2. Select External Lookup in the context menu.
A submenu of external lookup options is displayed.

P Service Type [serwce] {3 values) e
HTTP {1,959} - FTP (163} - POP3(163)
Google Malware Diagnostic for [Ps and Hostnames

Source IP Address [ipsrc] (5 values) &
<ah lipsre] SANS IP Histary

192.168; 994 (163) - 192127 ¢
opy McAfee SiteAdvisor for Hostnames
> Desting  “Velookup Endpaint Thick Client Laokup
192.168F . 2o Malenie BFK Passive DNS Collection B3 - i
. Context Lookup CentralOps Whols for IPs and Hostnames no(1e3)
| Add/Remave from List(s) Malwaredomainlist.com Search
e Host "al Data Science ¥ Robtex IP Search
decoder; Investigation 5 q63) - ifconfig.me (1€

ThreatExpert Search

T E

3. Select one of the lookup options.

The selected meta value opens in the selected lookup, for example, if you selected SANS IP History,
the drill point information is displayed in SANS Internet Storm Center.

LLEERRETED GREEN

Handler on Duty. Bojan Zdrnja

& |PInfo:
v
B Keyword, Domain, Port, IP or Heal m mail assword
Sign Up for Freal Forgot Password?
Contact Us NOTE: Due to excessive queries, page processing has been limited to 10 per minute. Please contact us for bulk data
access or try out our API. Do not use this data as a blocklist.
Diary
To lookup several IP addresses at the same time, or to just copy/paste a section of a log, use our "Color My Logs” feature
Podcasts
Jobs General Information
News Submitter Diversity: Low
Risk (0-10)details: 0
Tools
IP Address (click for more detail)
DATA
Hostname
404 Project .
HITP Header Activity Y
TCP/UDP Port Activity AS: 4565
e ety AS Name. MEGAPATH2-US - MegaPath Networks Inc., US
Presentations & Papers N w1 801 10,255 955 955 11
SSH Scanning Activt etwork: 10.0.0.0/8 (10.0.0.0-10.255.255.255) 11.0.0.0
SSL CRL Activity Reports: - none

Suspicious Domains

Targets: - none
Threat Feeds Activity

First R - NIA SAVE $350 or get
Threat Feeds Map irst Reported: N/A a new iPad or HP
Useful InfoSec Links Most Recent Report: N/A Chromebook 13 G1

nfoSec Poll Results

Comment: - none
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Launch a Malware Analysis Scan from the Navigate View

From within Investigate, analysts can launch an on-demand Malware Analysis scan by selecting a service
and meta value, and choosing an option from the context menu. When polling is complete, the scanned
data is available for malware analysis.

To launch a Malware Analysis scan of data from the Investigate > Navigate view:

1.

Right-click a meta value (for example, OTHER, DNS, or FTP) and select Scan for Malware in the
context menu.

The Scan for Malware dialog is displayed with a suggested name for the on-demand scan and no
service selected.

In the Scan for Malware dialog, select a service to perform the scan, edit the name, and select the
types of files to bypass under community and sandbox.

Scan for Malware

Malware Analysis
) ~
Service *
Name * Adhoc Scan HTTP
Community Sandbox
Bypass Executable [ Bypass Executable
Bypass Office Bypass Office
Bypass PDF Bypass PDF
Cancel Scan
. Click Scan.

The scan request is added to the Scan Jobs List dashlet and the Jobs Tray. The bypass settings in this
dialog override the default settings in the basic Malware Analysis configuration settings.

4. To view the jobs, do one of the following:

a. Go to the Scan Jobs List in the Malware Analysis view or in the Unified dashboard. Double-click
a scan to view the scan.
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Select a Malware Analysis Se

Malware Services

™ Default Service
MName ~

Malware - Malware Analytics

Malware - Malware Analytics Scan Jobs List

Bl Scan Files

Name

Page

Static

of 0

Network Community Sandbox

No scan jobs found

C 1o -

Cancel

Progress Info  User

No data to display

View Continuous Mode

b. To view the job in the Jobs tray, click E in the NetWitness toolbar. When the job is
complete, scroll to the left and click View.

Jobs

Jobs
|

Job Name

Upload File

Extract PCAP to investi...

Extract PCAP to investi...

Extract PCAP to investi...

Recurring
No
No
No

No

Extract PCAP to bigeve... No

Scheduled Component Acti
2017-06-157:22pm nvestigati... [%
2017-06-157:13pm Upload
2017-06-15 1:41pm nvestigati...
2017-06-15 1:40pm nvestigati...
2017-06-14 2:31pm nvestigati... v

3

View Your Jobs

The Malware Summary of Events for the selected scan is displayed. The scan is also added to the
list of available scans in the dialog for selecting scans in the Investigation > Malware tab.
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Group Events from Split and Related Sessions in the Events

and Legacy Events Views

In the Events view listing of events, events from split and related sessions are listed in the order they
were parsed; for this reason, they are not always listed together in the Events list. In Version 11.4.1 and
later, the Group Events option allows you to change the order in which the events are listed so that you
can more easily detect relationships in the captured data. When events are grouped, we refer to the first
event as the leading event.

The user interface is designed to help you identify grouped events. Solid row lines delineate different
groups of related events while dotted lines depict the events that are part of the same related group. In a
group of events, the leading event is first and subsequent events are nested under the leading event with
indentation and relationship icons for subsequent events. The numbers next to the relationship icon
distinguish the session split count.

If the leading event is not included in the current data set, the subsequent events are still grouped
together under the first subsequent event. Only the leading event or the first subsequent event, in the case
of no leading event, is sorted; indented events are not sorted. Hovering over the subsequent event marker

(.) displays a tool tip explaining the relationship. The following figure is an example of related events
as they are displayed in the Events list.

Query Profiles =] = Concentrator 05/16/2008 02:55pm - 10/12/2019 12:0%am

05/14/2008 02:55:00 pm 10/12/2019 12:09:59 am %

Column Group: A Split Sess.. WD sHOW RELATIONSHIPS

* o TYPE COMMUNITY 1D DESTINATION IP A... SOURCE IP ADDRESS SESSION SPLIT CO SESSION 1D TCP DESTINATION _ TCP SOURCE

1[Network] :ngSn5is) 192.168.1.103 509054 80[http]

1[Network] 1921681103 509055 80[http]

1 [Network] c T ki 192 03 80[http]

1 [Network] 192168.1.103 509057 B0[http]

1[Network] 192168.1.103 z 509058 B0[http]

1 [Network] 1WhxfLkox .. 92 03 509067 80[http]

1 [Network] 921681103 80[http]

1 [Network] 92 03 80[http]

If events are related based on session fragments, when you select a subsequent event and open the
reconstruction, you can see the session.split meta key in the Event Meta panel.
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I PORT.SRC.ALL

TCP.DSTPORT 25
PORT.ALL 25
PORT.DST.ALL 25
SERVICE 25
CONTENT mail
ACTION sendfrom
EMAIL.SRC
EMAIL.ALL
ACTION
EMAIL.DST
EMAIL.ALL
SUBJECT mail test sequence 3
ACTION sendfrom
EMAIL.SRC
EMAIL.ALL I—
CONTENT multipart/mixed
pdh
151911

Split Network Session

If you see a tool tip like this, the listed events are part of a split network session:
The event is part of a split session (session.split: #) matching these
parameters: ip.src=127.0.0.1 AND ip.dst=127.0.0.1 AND tcp.srcport=25 AND

tcp.dstport=1234.

The reason for the split is one of the following:

» The original event was split into sub-parts by creating additional events for each transaction inside the
original event.

» The original session was split as it was ingested into the Network Decoder because the size was larger
than the Assembler Maximum Size (default=32 MB).

» The original session was split as it was ingested into the Network Decoder because the time was
longer than the Assembler Timeout Session (default=60 sec).

Session Size and Time Split

Network Decoders are configured with a default session size (assembler.size.max) and a session
timeout (assembler.timeout.session). The configuration is described in "Configure Session Split
Timeouts" in the Decoder Configuration Guide. When a session exceeds either limit, the Network
Decoder splits the session, and all subsequent packets become part of a new session, fragmenting the
actual network session across multiple Network Decoder sessions. To process session fragments with the
context that they are fragments of the larger network session and to improve association of source and
destination addresses, ports, and application protocols, Network Decoders parse contextual fragments and
highlight session fragments.

Note: In the Legacy Events view, you can find session fragments and export all packets viewed in the
Events list to a single PCAP as described in Find and Combine Fragments in the Legacy Events View.
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The Network Decoder completes session parsing before splitting the session based on the configured
maximum session size (default = 32 MB) or the configured timeout (default = 60 seconds). When
parsing is complete, the parsed results include the proper address directionality and application protocol,
which are propagated to each subsequent session fragment to ensure consistency with the logical network
session they represent.

Transaction Handling Split

Administrators can configure a Network Decoder to subdivide incoming sessions into smaller transaction
sessions when using Lua parsers that are designed to create transactions. The configuration is described
in "Configure Transaction Handling on a Decoder" in the Decoder Configuration Guide. The Decoder
service configuration node has a parameter that controls the behavior of the Network Decoder when a
parser defines a transaction within a network session:
/decoder/parsers/config/parser.transaction.mode. If the mode is set to split, a large
session with multiple application-level transactions is split when a parser generates an application-level
transaction such as an email. An example of this is a large session containing multiple emails. For each
email (transaction), a new session item (split session) is created, network meta items are copied into the
new session, and meta items marked in the transaction are copied from the original session to the new
session.

Transactions require a parser update to function, and initially they only support SMTP and HTTP
pipelining use cases. This is an example of the reconstruction of an email that is separated based on the
individual emails inside the original event. Each transaction highlights a single email and the metadata
associated with the transaction is only related to that email. To provide this functionality, the original
packets are stored on the Network Decoder as usual for a network event, but the new related transaction
events are created on the Concentrator. As a result, analysts see visual queues in the user interface, and
they also have the ability to query to find only specific emails or attributes of emails that were previously
all bundled together. To eliminate the original event from the query results, the session.split meta
key has been indexed. When there are transaction splits, the original event does not have that meta key
associated with it while all the related transactional events do.

Query Profiles 03/26/2020 04:51am - 03/26/2020 04:50pm - || emailall exists
,000 Evel Column Group: RSA Email Ana... ® croup EVENTS

[0 coLLECTION TIME TYPE SERVICE TYPE ORIGINATING IP A... SOURCE IP AD... DESTINATION... TCP DESTINA... DESTINATION... HOSTNAME A... SOURCE COU...

2

[0 03/26/202004:52:00 am 1[Network] 25[SMTP] 23946 Canada

03/26/202004:53:06 am 1 [Network] 25[SMTP] Canada

03/26/202004:54:10 am 1 [Network] 25 [SMTP]

03/26/202004:55:14 am 1 [Network] 25 [SMTP)

03/26/202004:56:17 am 1 [Network] 25 [SMTP] Canada

03/26/202004:57:21 am 1 [Network] 25 [SMTP) Canada

03/26/202004:58:25 am 1[Network] 25[SMTP] Canada

03/26/202004:59:29 am 1 [Network] 25 [SMTP] Canada

03/26/202005:00:33 am 1 [Network] 25[SMTF]

Reconstructing and Analyzing Events 299



Investigate User Guide

Session Fragments Highlighting

Both types of session fragments have an additional meta key: session.split. The earliest fragment is
session 0 and sessions with a later time stamp are incrementally numbered 1, 2, 3, and so on. The
session.split meta key indicates the number of preceding sessions fragments; however, it does not
always indicate that there are subsequent session fragments, even with a value of 0. It is also possible for
the first fragment of the session to not have session.split metadata if the session is parsed before
exceeding the maximum session size.

Transaction splits start with a session.split value of 1. When viewing sessions, the
session.split meta key clearly identifies sessions that are fragments in the Events view and the
Legacy Events view (Events List view and the Events Detail view).

If this was a session size and timeout split, you can view the session fragments and determine the
maximum session size or session timeout necessary for parsing to combine the split sessions into one
again. For example, if you have four fragments at 32 MB, you need to configure your test Decoder
(usually a virtual machine set up separately from the production service) with a maximum session size
greater than 128 MB. The steps are the same to find all fragments based on a session timeout.

Related Network Session

If you see a tool tip like this, separate events processed by the Network Decoder share a set of four
values that identify the IP source, IP destination, source port, and destination port:

The event is related to a previous session matching these parameters:
ip.src=127.0.0.1 AND ip.dst=127.0.0.1 AND tcp.srcport=25 AND
tcp.dstport=1234"Second category: Related Network Session

In this case, the Network Decoder has not inserted a split, and there is no session.split metadata
associated to any of the events. The reason these events grouped together is to highlight the events that
are worthy of scrutiny based on a pattern. Each event has the same source IP address, the same
destination IP address, the same source port, and the same destination port. The grouping of related
events does not occur if any of the four meta keys is obfuscated for data privacy reasons.

These are the combinations of meta keys that must match to categorize an event as a Related Network
Session:

* ip.dst,ip.src, tcp.dstport, tcp.srcport
* ip.dst, ip.src, upd.dstport, udp.srcport
* ipv6.dst, ipv6.src, tcp.dstport, tcp.srcport

® ipv6.dst, ipv6.src, upd.dstport, udp.srcport
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In Version 11.6, the group events option that retrieves events from logs, network and endpoints is
disabled when data privacy is enabled. For example, if the 'ip.src' is blacklisted or restricted by the
admin, then the option shown in the following image is disabled.

NETWITNESS Investigate Respond 8] Host File: Dashboard

N E EVENTS LWARE ANALYSIS

QU Prffes ‘ ARt - . . : i 9 i

04/30/2014 09:38 am 07/13/2022 05:26 pm +00:00

Filter Events 4 ( ts A | m rsamTTP Bowntaa ® W7 8 TN crdite nddert® W @ ) GRrOUP EVENTS

02/11/2022 05:55:57 am endpointloghybri...

£ Meta Group 1% Ordering COLLECTION TIME TYPE DECODER SO. TRAFFIC FLO. SERVICE TYPE HOSTNAME A. SOURCE IP ADDRESS DESTINATION. PAL &

Vv thernel Source Address (20+)
@ 02/11/2022 05:55:57 am endpointloghybri...

00:00:00:00:00:00 02/11/202205:55:57 am endpointloghybri...

This option is disabled if one or more of the following 12 metas are restricted:
'sessionid'’
'nwe.callback id'
'medium’
'session.split’
'ip.dst'

'ip.src'
'ipve.src'
'ipv6.dst'
'tcp.dstport!’
'tcp.srcport!
'udp.dstport’,

'udp.srcport’

Use Cases for Viewing Events from Split and Related Network

Sessions

These are examples of practical use cases for viewing events from split sessions:

* A Network Decoder that is inline with a proxy server receives a lot of email connections that get
bundled into a single session based on event time as NetWitness sees them. The single session has
multiple meta values for subject, email.src, email.dst, and other meta keys relevant to email,
which are difficult to map together correctly. Seeing the session organized as leading and subsequent
events, gives the analyst a clear idea of the details of each email.

e An analyst is attempting to understand what [P address out of all the metadata associated with a
session resulted in the generated metadata or an alert, but the IP address is not in the output. For
example, a feed that is parsing for an indicator of compromise may have many triggers in a session
that has many IP addresses. By viewing the complete event organized as leading and subsequent
events, the analyst can understand which IP triggered the alert.

* An analyst wants to know which file was deleted from which directory versus which file was read out
in which directory, but the session encompasses multiple files and directories. For example, an HTTP
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connection with commands: directory /keep/, directory /temp/, filename foo.txt,
filename me.doc, action delete, and action read. Viewing the leading and subsequent
events tells the analyst that /temp/me . doc was deleted and /keep/foo.txt was read. Now the
analyst or analytics can form an opinion about how bad these actions really were.

e An analyst is attempting to retrieve a large file related to an event that triggered a suspicous alert.
However, the file that was transferred was so large that the network decoder split it into 100 separate
sessions. When viewing this group related split sessions, the analyst can download a PCAP of the
sessions, then extract the original file by either running it through a Decoder with larger assembler
settings or a third-party tool.

Show and Hide Relationships in the Events List

For both types of related events, you can see the relationship of events in the Events view Events list.
When the Events list is first displayed, you can tell if set of results includes related events by looking at
the Group Events switch at the top of the Events list. If the results do not include related events, the
switch is dimmed as shown in the following figure.

To look for related events in the Events list

1. Go to Investigate > Events and submit a query.
If the results include related events, the Group Events switch is active, but not enabled. The figure
below illustrates a set of results that include split sessions, and the Group Events switch is disabled.
The related events are not nested.

05/14/2008 02:55:00 pm 10/12/2019 12:09:59 am

1 [Metwark]

1 [Metwork]

1 [Metwark]

1 [Metweark]

1 [Metwark]

1 [Metwaork]

2. Click the Group Events switch.
Related subsequent events are nested below the leading event. The subsequent events are indented
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and marked by an icon. Clicking on the icon explains why the event is grouped.

Query Profiles =] - Concentrator 05/16/ 2008 02:55pm - 1 019 12:05am

05/14/2008 02:55:00 pm 10/12/2019 12:09:59 am %

Columin Group: S Split Sess.. M sHOW RELATIONSHIPS

T OTYPE COMMUNITY ID DESTINATION IP A.. SOURCE (P ADDRESS 5 N SPLITCO SESSION ID TCP DESTINATION . TEP SOURCE

1[Metwork] :ngSn . 192.168.1.103 80[http]

1 [Network] 3 80[http]

1 [Network] <glk 192.168.1.103 B0[hirp]

1 [Network] 192.168.1.103 B0[http]

1 [Network] 3 2 80[http]

1 [Network] WhixfLKedryOQEys. 3 B0[hitp]

1[Metwork] 192.168.1103 80[http]

1 [Network] :at 7 3 80[http]

Find and Combine Fragments in the Legacy Events View

From within the Legacy Events view, you can find fragments of a session using the Refocus > Find
Session Fragments context menu option. NetWitness composes a query using the source and destination
addresses and ports of the selected session and displays all sessions that match that query within the
current time window.

To find session fragments

1. In the Legacy Events view, right-click any of the source and destination address and port
values: ip.src, ip.dst, ipv6.src, ipv6.dst, tcp.srcport, tcp.dstport, udp.srcport,
and udp.dstport) as well as session.split values.
The context menu is displayed.
Copy
Apply 'IEQUALS Drill

Add/Remove from List

Data Science »
Refocus »
Refocus Mew Tab >
External Lookup b

2. Select Refocus > Find Session Fragments or Refocus New Tab > Find Session Fragments.
NetWitness repopulates the Events list with session fragments for a single session within the current
time range. Depending on the option you selected, the refocus replaces the current view or opens in a
new tab. (All data is used in these examples but is not recommended on production systems).
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN L} @jadmin— @

Navigate Events Event Analysis Hosts Files Users Malware Analysis

= %% .Concentrator [AIEE] 84 7 Query © [ Profile @ [ Detail View © - Actions © -~ Incidents = Sea vents 7 Settings
ip.src=127.0.0.1 & ip.dst=127.0.0.1 &8&. ...
] EventTime EventType  Event Theme Size Details ']
[}
¥ 00:00:00:00:00:00 -> 00:00:00:00:00:00 g
3 127.0, Q
e 55736 =
¥ sessionid: 1507 5
9 paylead: 0 o
Y >
8 medium: 1 [
[J 2017-07-05T11:52:00 WNetwork SNMP 256 bytes # netname: loopback src ©
e: lcopback dst
E@J direction : latera
& tep.flags: 22
98 packets: 4
+ show Additional Mets = Open Event in New Tab
| Pagel | | | 25 ~ eventsperpage Displaying 1-1 of 1 events

3. If necessary, adjust the time range to include any session fragments that may precede or follow the
current time window. You can tell that the time range needs to be expanded if the fragments occur
near the time boundary, especially if the first visible fragment does not have a split value of 0 (or
none). Alternately, inspecting the packets of the last visible session may lead you to believe that the
session continues. Here is an example:

a. If you are looking at fragments that are obviously not the first fragment, for example, 1, 2, 3, and
4 in time range 10:30 to 10:35, there should be a fragment 0. You can increase the time range to
start earlier (for this example, 10:25) to find the additional fragment.

b. If the session size of last fragment is close to maximum session size (12 MB in this example),
look for additional fragments by increasing the time window to include a later time (for this
example, 10:40).

When all of the session fragments of a network session are included within a single Events list,
the list can span multiple pages.

4. (Optional) To export the packets for every session fragment to a single PCAP file, select Actions >

Export All PCAP.
A message informs you that the PCAP is being downloaded. When download is complete, PCAP file

includes the entire network session that was fragmented.
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Visualize Metadata as Parallel Coordinates

Analysts can use the parallel coordinates visualization in the Navigate view to focus the investigation on
combinations of meta keys and meta entities, and values that may indicate events are abnormal and
worth investigation. The parallel coordinates chart is a way of visualizing the current drill point in
Investigate to examine more than two meta keys simultaneously. Visualizing multiple meta keys
simultaneously can help in identifying security issues associated with multivariate patterns and
comparisons, such as when individual meta keys and values may not be of concern, but combining them
together may bring an abnormal pattern or relationship to light. Meta groups (see Use Meta Groups to
Focus on Relevant Meta Keys) can be used effectively to define a collection of meta keys that you want
to visualize as parallel coordinates.

Best Practices for Effective Parallel Coordinates Charts

To create effective parallel coordinates charts, follow these recommendations:
* Use the RSA built-in meta groups that are included in a new installation.

¢ Start from a drill point rather than attempting to visualize all data.

e Limit the time range if necessary.

* Choose the smallest useful set of meta keys to display as axes.

e Specify the sequence of axes to highlight anomalies between the meta values as you follow a line
across the chart.

e When you can identify a useful set of meta keys and sequence, create a custom meta group to use for
future investigations. For example, you can create a custom meta group for Windows executable file

types.

e Reuse and share custom meta groups by importing and exporting groups as . jsn files.

* It may be useful to create two versions of each custom meta group. One for analysis of meta values
and one for creating a parallel coordinates chart focusing on a smaller subset of the same use case.

Note: When you import meta groups, an error message is displayed if any group is already present. To
import a group that is a duplicate, you must first delete the existing group. If you want to delete a meta
group, it cannot be in use by a profile.

To help build better parallel coordinates charts, several optimizations are included in NetWitness.
e Analysts can specify that only sessions in which all meta keys exist are rendered in the chart.

e The administrator can increase the number of meta values rendered in the Parallel Coordinates
Settings in the ADMIN > System > Investigation panel > Navigate tab.
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RSA Meta Groups for Parallel Coordinates Use Cases

A set of predefined meta groups is included with NetWitness. If you want to get the latest version, you
can import the meta groups file, MetaGroups ootb w_query.jsn, in the Manage Meta Groups
dialog. Some of the targeted activities that lend themselves well to Parallel Coordinates visualizations
are:

¢ Botnet Beaconing
e Covert Channels

e Email Analysis

e Encrypted Sessions
¢ Endpoint Analysis
¢ File Analysis

e Malware Analysis
e HTTP

e SSL/TLS

¢ SQL Injection Attacks
e Threat Analysis

e Web Analysis

View a Parallel Coordinates Visualization

From an investigation in the Investigate > Navigate view:

1. If the Visualization panel above the Values panel is closed, select Visualization.
2. In the toolbar, select Meta > Use Meta Group > RSA Malware Analysis.

3. A default visualization for the current drill point is displayed as a timeline.

B Broker ¥ Query @ EProfile ® EJRS ysis @ | B Total © = Descending ® BB Event Count &
c
2019 ‘ % | 15:39:00 (+00:00) Last 3 Hours 2019 ‘ e ‘ 18:38:59 (+00:00)
. Tuesday, Mar 26, 16:05
1,073

Event Gount

£ Options | 2> Hide
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4. In the Visualization panel, select Options.
The Visualization Options dialog is displayed.

5. In the Visualization drop-down list, select Coordinates and click Apply.

Visualization Options

Visualization Coordinates b

] Al Meta Keys Must Exist in an Event

)

+ -9
] Meta Key
| Source Country
Source Domain
Top Level Domains
| Service Type
| IP Protocol

N
| Destination Country

The visualization is loaded. In this example, 2962 events are found and 39 unique paths are
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_~32fi55.0.13
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6.160:1284- 443 (NP3
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10:162:30:26 -
- 192.168.0.8- ! ‘80 (hitp}
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Only a subset of events is displayed @ 2962 Events Found | 39 Unigue Paths *DNE (@ | £# Options |2 Hide

Select Meta Keys for a Parallel Coordinates Visualization

With a Parallel Coordinates visualization open, do the following:

1. In the Visualization panel, select Options.
The Visualization Options dialog is displayed. In the toolbar, click % to display the recommended
number of axes for a readable visualization. When a recommended count of keys is displayed, the
count changes based on the browser size. If you make the browser window larger, the recommended
count is increased.
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Visualization Options

Visualization Coordinates v

All Meta Keys Must Exist in an Event

-

+ -9

] Meta Key
Source Country
source Domain U
Top Level Domains

| Service Type

| IP Protocol

Number of selected axes (8) does not exceed the
recommended count of 22

2. If you want to change the sequence of the meta keys, drag meta keys up or down to the desired
sequence.

3. If you want to delete any meta keys, click in the selection box, and click == .
The meta keys are removed, but the change has not been applied.

4. If you want to revert to the previous state, click b .
Any meta keys you have deleted are restored and any changes that you made are removed.

5. If you want to select individual meta keys, click + , select From Default keys, and in the drop-
down list, select the meta keys.
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Add Keys to Parallel Coordinates Visualization

Select Keys:

® From Default Meta Keys

Access Point

Action Event

Active Directory Domain Destination
Active Directory Domain Source

Active Directory Username Destination
Active Directory Username Source
Active Directory Workstation Destination
Active Directory Workstation Source
Alert ID

Alerts

Attachment

Browsers

PP [ [

The selected keys are listed.
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Add Keys to Parallel Coordinates Visualization

Select Keys:

® From Default Meta Keys
Client Application @  Source |P Address @ >
TCP Destination Port @  Content Type @

Source Country @  Filename @

) From Meta Groups

With The Selected Meta Keys...
Append to the current list of keys ~

Cancel Add

6. If you want to add all the keys in a meta group, you cannot add individual meta keys. Select From
Meta Groups, and select a group from the drop-down list.
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Add Keys to Parallel Coordinates Visualization

Select Keys:
() From Default Meta Keys

® From Meta Groups

Botnet Beaconing ™
Covert Channels
Email

Encrypted Sessions
File Analysis
Malware Analysis
Query Files

Query Hosts

Query IPs "
Query Mail

Query Users

Query Web s

o, W N [P O I R 1 v M

The selected meta groups are listed in the field.

7. Select the method of adding the keys or groups: Replace the current list of keys, Append to the
current list of keys (at the end), or Insert at the beginning of current list of keys.
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Add Keys to Parallel Coordinates Visualization

Select Keys:

() From Default Meta Keys

® From Meta Groups

Test w

With The Selected Meta Keys...

Replace the current list of keys w

Append to the current list of keys
Replace the current list of keys

Insert at beginning of current list of keys

Cancel

8. To complete the procedure, click Add.
The Visualization Options dialog is displayed with the meta keys or groups you selected.

9. To display the new visualization chart, click Apply

Optimize a Parallel Coordinates Visualization

1. To optimize the visualization by removing events in which not all meta keys exist, select Options.
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Visualization Options

Visualization Coordinates v

¥ All Meta Keys Must Exist in an Event
+ -9

Meta Key

)

Destination Countr_*
Destination Domain
L Service Type

TCP Destination Port
Client Application

Destination IP address

Cancel Apply

2. In the Visualization Options dialog, select All Meta Keys Must Exist in an Event. Click Apply.
The resulting graph is more readable and useful and has fewer unique paths.
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3. If you want to highlight a small set of points to see the path of the line from right to left, click on an
axis. The cursor changes to cross hairs, which you can drag to select one or more values. When you
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let go of the mouse, the lines are highlighted.

E= Broker ¥ Query @ [ Profile @ EJRSA Malware Analysis @ | 7B Total @ = Descending @ BB EventCount @ | SaveEvents @ < Actions &

03 03
2019 | ;¢ | 16:04:00 (+00:00) Last 3 Hours 2019 | ¢ | 19:03:59 (+00:00)
Service Type Source IP Address Destination IP Address Source Country Destination Country IP Protocol TCP Destination Port
G
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HITP] Uniteg Staigs &0 (niipy
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Hong Kongr]
Only a subset of events is displayed @ 1428 Events Found | 6 Unique Paths 4 Options | 2 Hide

4. If you want to enlarge the visualization, drag the bottom edge of the panel down and drag the right
edge of the browser window wider.

Sample Use Case

Below is an example of a parallel coordinates visualization of meta keys representing file metadata in a
session. There are three meta keys or axes from left to right: Extensions, Forensic Fingerprint, and
Filename with values listed along each axis. Values on the Extension axis show the file extension, and
values on the Forensic fingerprint axis are windows executables. Normally the file type matches the
expected forensics fingerprint; however, it is abnormal for a gi f file type to be combined with the
Windows executable fingerprint. The gif file type is selected to highlight the correlations of that file
type, x86pe , and two filenames in the third axis so that an analyst can quickly identify the files that
merit investigation.

To reach this view:
1. Order by Value and Sort in Ascending order.

2. Apply two filters (file type = 'windows executable' and extension = 'gif') in the Navigate view to limit
the amount of data.

3. Configure a parallel coordinates chart by choosing three axes: file extension, forensic
fingerprint, and filename.
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Sample Visualization of a Large Data Set

This example of a parallel coordinates visualization applied to a larger set of data illustrates several
messages that help analysts to understand what has been charted.

e To create a chart, NetWitness begins scanning meta values and returning results. A typical time range
could have up to 10,000,000 meta values. When the number of meta values returned reaches the Meta
Values Result Limit, the chart is rendered even if NetWitness has not scanned a number of meta
values equal to the Meta Values Scan Limit.

e There is a fixed limit on the amount of data that can be rendered as a parallel coordinates chart.The
administrator configures parallel coordinates limits as part of the Investigation settings In the ADMIN
> System view.

With a larger set of data, the parallel coordinates chart takes longer to process than the smaller set of data
and meta keys. To preserve performance, NetWitness renders the meta values from the Values panel
below until the limits set by the Administrator are reached. An informational message tells you: Only a
subset of events is displayed.
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Of all the data visualized for 2962 events, there were only 39 unique parallel coordinates paths. Some
events are included though they do not include some of the meta keys; these are labeled DNE because
the metadata does not exist in the event.
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Visualize the Current Drill Point in Informer

This topic provides instructions for sending a drill point in the Navigate view to an Informer
visualization.

Informer must be installed in your network and accessible by the service being investigated. You need to
supply the host name and the port used on the Informer host to communicate with NetWitness.

To display a visualization in Informer of the current drill point:

1. With a drill point open in the Navigate view, click Actions > Visualize.
The Send to Visualize dialog is displayed.

Send to Visualize

Send a Visualize request to the following
Informer service:

nformer Host

nformer Port 20

HTTPS U

Cancel Visualize

2. Type the Informer hostname or IP address, and verify the NetWitness server port used to
communicate with the Informer host.

3. (Optional) Select the HTTPS option if the Informer host uses secured communications.

4. Click Visualize.
The visualization is displayed in a new tab.
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Downloading and Acting Upon Results

When working in Investigate, you may want to extract and shared data with other analysts, incident
responders, SOC managers, and others. The topics in this section provide instructions for downloading
results and creating incidents that appear in the Respond view:

¢ Download Data in the Events View

e Export or Print a Drill Point in the Navigate View

e Export Events in the Legacy Events View

Add Events to an Incident in the Events View

Add Events to an Incident in the Legacy Events View
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Download Data in the Events View

In the Events view, you can download data from the Events panel and from a reconstruction. The Events
panel download available in Version 11.4 and later is a bulk download of log and network events for all
event types.

e Version 11.4.1 has the added capability to download visible metadata for all event types. From within
a reconstruction, you can download events, logs, and files.

e Version 11.5 has the added capability to download metadata for all event types in the Events panel
and in the event reconstructions.

Note: The information that you can view and download is managed by Role-Based Access Controls
(RBAC) that your administrator has implemented. When RBAC is configured to prevent downloads of
certain data, events for which you do not have download permission may appear to download
successfully, but they are 0 byte in size. When RBAC is configured to prevent reconstruction of certain
events, the reconstruction is disabled from the Events panel, but the bulk download button is still
enabled.

Download Events or Metadata in the Events Panel

After submitting a query, you can download logs, network events, visible metadata (Version 11.4.1), or
all metadata (Version 11.5) for events in your preferred format, directly from the Events panel. The
preferences are set in the Event Preferences dialog and any changes made there are reflected inside the
Download menu. See Configure the Events View for more information about preferences.

In the Events panel, you can select events individually or select all events returned by your search. The
selection checkboxes appear only if you have permission to download the events. All checkboxes are
deselected when a new query is submitted. When you select events and click Download, the Download
menu is displayed. The number of events selected for each event type is displayed next to each option in
the format Events of this type selected/ Total number of events selected. Ifan event
type has no events selected, the corresponding download option is disabled and the number of events
selected is displayed as 0 / Total number of events selected as shown in the following figure.
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Download
All Meta as Text

OTHER OPTIONS

Logs as CSV

Logs as JSON

Logs as XML

Visible Meta as CSV
Visible Meta as JSON
Visible Meta as TSV
All Meta as CSV

All Meta as JSON

All Meta as TSV

If the Select All checkbox is selected in the Events list, the Download All options are available. In
addition to the options that download all logs or network events.
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Download All
DEFAULT OPTIONS

Logs as Text 40000/40000

Visible Meta as Text 40000/40000
All Meta as Text ZI0[00/07210/0010]
OTHER OPTIONS

Logs as CSV 40000/40000

Logs as JSON 40000/40000

Logs as XML 40000/40000

Visible Meta as CSV 40000/40000
Visible Meta as JSON 40000/40000

Visible Meta as TSV 40000/40000

The difference between the All Meta options and the Visible Meta options are as follows:

e In Version 11.4.1 and later, visible metadata for the selected events is downloaded in the format that
you selected in the Events Preference menu (Visible Meta as Text, Visible Meta as CSV, Visible
Meta as JSON, or Visible Meta as TSV) or the format that you select under Other Options in the
Download menu at the time of download. The downloaded metadata for each event corresponds to
the columns visible when the metadata is downloaded. The visible columns are determined by the
selected column group and the Column Selector. For additional information about selecting columns,
see Use Columns and Column Groups in the Events List. If the Summary column group is selected in
the Events panel, all metadata for the events is downloaded. When you use one of the Download
Visible Meta options; the downloaded metadata is sorted in order of collection time rather than the
current sort order in the Events panel.

e In Version 11.5, all metadata for the selected events is downloaded in the default format that you
selected in the Events Preference menu (All Meta as Text, All Meta as CSV, All Meta as JSON, or
All Meta as TSV) or the format that you select under Other Options in the Download All menu at
the time of download. The resulting download includes all metadata for the events selected, regardless
of what columns are visible in the Events list. For example, if an event has 40 meta keys in the meta
database, even if the column group in the Events list has 20 columns with 10 columns visible, all 40
meta keys for that event are included in the downloaded file.
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e In Version 11.5.1, all metadata for the selected events is downloaded in the default format that you
selected in the Events Preference menu (All Meta as Text, All Meta as CSV, All Meta as JSON, All
Meta as TSV, or Download Files) or the format that you select under Other Options in the
Download All menu at the time of download. The resulting download includes all metadata for the
events selected, regardless of what columns are visible in the Events list. For example, if an event has
40 meta keys in the meta database, even if the column group in the Events list has 20 columns with 10
columns visible, all 40 meta keys for that event are included in the downloaded file.

Note: When you select all events for download, only the events in the current result set are
downloaded. If you canceled the query before all results were returned, only the events that were
loaded are downloaded.
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To download event data for one event, multiple events, or all events in the Events panel

1.

Do one of the following:

a. To select events individually, select the checkbox next to each event you want to download, and
click the downward arrow on the Download menu button to see the options.

b. To select all events displayed in the Events panel, select the checkbox at the top of the Events
panel and click the Download All menu button.

2. Review the Default Options in effect in the top section of the menu. If you do not want to use the

default format, you can choose a different format from the Other Options section of the menu.

o Logs are downloaded in the preferred format that you selected in the Events Preference menu
(Logs asText, Logs as CSV, Logs as JSON, or Logs as XML). If you want to choose a different
format for this download, select one of the formats from Other Options.

* Network events are downloaded as a PCAP. When downloading multiple network events in the
Events panel, the format is always PCAP. The preferred format that you specified in the Events
Preference menu (Network as PCAP, Network as Payloads, Network as Request Payload, or
Network as Response Payload) is ignored in this menu. Your preferred format applies only to
downloading a single network event in the network reconstruction panel.

¢ Visible metadata is downloaded in the format that you selected in the Events Preference menu
(Visible Meta as Text, Visible Meta as CSV, Visible Meta as JSON, or Visible Meta as TSV).
If you want to choose a different format for this download, select one of the formats from Other
Options. The downloaded metadata for each event corresponds to the columns visible when the
metadata is downloaded. If the Summary column group is selected in the Events panel, all
metadata for the events is downloaded.

¢ All metadata is downloaded in the format that you selected in the Events Preference menu (All
Meta as Text, All Meta as CSV, All Meta as JSON, All Meta as TSV, or Download Files). If
you want to choose a different format for this download, select one of the formats from Other
Options. The downloaded metadata for each event includes all metadata, not just the visible
columns.

Click the menu label: Download or Download All

The download begins immediately within the browser window if the Download extracted files
automatically preference is set (Events view > [£]). If the preference is not set, the download job for
the selected events is added to the Jobs tray, where you can download the events.

If the download fails, a message provides feedback regarding why the download failed. The
download button is re-enabled and any selected events remain selected. These are examples of
reasons for a failed download: timeout after X minutes, connection failed, event limit reached, and
permission denied.

To display the Jobs tray, go to Investigate > Navigate or Investigate > Legacy Events, and click

the E Jobs icon, which looks like a stop watch.
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The jobs are displayed in the Jobs tray.

Jobs
|

Job Name

Recurring =~ Scheduled

Extract Meta to Admi... Mo 2019-04-16 12:07p...

Extract XML to Admin.. No 2019-04-16 12:03p...

Extract XML to Admin... Mo 2019-04-15 7:40pm

Component

Investigati...

Investigati...

Acti

Investigati...

View Your Jobs

Download a Log in the Text Reconstruction

When viewing a text reconstruction of a log event, you can download a log file in the following formats

using options in the Download Log menu:

* Raw log (log) using the Download Log (11.3) or Download Text (11.4 and later) or Download Log

as Text (11.5 and later) option.

e Comma-separated values (CSV) using the Download CSV or Download Log as CSV (11.5 and later)

option.

» Extensible Markup Language (XML) using the Download XML or Download Log as XML (11.5

and later) option.

» JavaScript Object Notation (JSON) using the Download JSON of Download Log as JSON (11.5 and

later) option.

In Version 11.5 and later, you can also download the metadata for the log using one of these options:
Download Meta as Text, Download Meta as CSV, Download Meta as JSON, or Download Meta as

TSV.
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-, Download Log as Text

Download Log as Text
Download Log as CSV
Download Log as XML
Download Log as JSON
Download Meta as Text
Download Meta as CSV
Download Meta as JSON

Download Meta as TSV

Note: For endpoint events, the Download Log, Download Text, or Download Log as Text option
applies only to events that have at least one meta value exceeding 256 characters. For an endpoint
event, the raw log is populated only when the meta value exceeds 256 characters. Long-running or
historically downloaded files are not downloadable. For example, meta values like launch arguments
can exceed 256 characters. In this case, 256 characters are available as a meta value while the full
value is available in the raw log to view.

The downloaded log file contains the log and is named to help identify the service on which the log was
collected, the session ID, and the file type. This is an example of the filename for a raw log:
Concentrator_SID2.log. The exported log file is named using the following convention:

<service-ID or host name> SID<n>.<filetype>

where:
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* <service-ID or host name> is the name of the service (for example a Concentrator or Broker)
where the session was saved.

e SID<n> is the session ID number.

e <filetype> identifies the format of the downloaded log. These are the possible log types: raw log,
CSV, XML, and JSON. By default, the format is a raw log.

Note: Some formats do not have time stamps or the device IP where the event was generated, so a log
downloaded in CSV, XML, or JSON format has an extra value called t imestamp along with the raw
log content. The additional information inside the log is in this form: Log
timestamp="1490824512" source="10.12.35.65".

To download the log or the metadata for a log
In the text reconstruction of a log event, do one of the following:

1. To download the log as a raw log (the default format), click Download Log, (Download Text) or
(Download Log as Text).

2. To download the log in one of the other formats, click the downward arrow on the Download Log,
Download Text, or Download Log as Text button, then select one of the file formats for the
downloaded log.

3. To download the metadata for the log, click the downward arrow on the Download Log, Download
Text, or Download Log as Text label, then select Download Meta as Text, Download Meta as
CSV, Download Meta as JSON, or Download Meta as TSV).

The log file or the metadata for the log is downloaded to your local file system in the format specified. If
you initiate a download and move away from the view while the log is being extracted and before the log
starts to download, the log is not downloaded in your browser. A message notifies you that you can find
the downloaded log in the job queue.

Download Network Event Data in the Text or Packet Reconstruction

When viewing a packet reconstruction or a text reconstruction of a network event, you can export
network data files for further analysis. In Version 11.5 and later, you can also download metadata for the
reconstructed event.
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~, Download PCAP

Download PCAP

Download Meta as Text

Download Meta as CSV

Download Meta as JSON

Download Meta as TSV

The download includes events for the current time range and drill point. You can download the data in
these formats:

e The entire event as a packet capture (* .pcap) file using the Download PCAP option.

e The payload as a *.payload file using the Download All Payloads (11.3) or Download Payloads
(11.4) option.

e The request payload as a *.payload]l file using the Download Request Payload option.
e The response payload as a *.payload? file using the Download Response Payload option.

e (Version 11.5) The metadata for the event using one of these options: Download Meta as Text,
Download Meta as CSV, Download Meta as JSON, or Download Meta as TSV.

The label on the download menu button is one of these formats, based on the setting selected in the
Event Preferences dialog. If the event does not have that type of data, the menu button is dimmed. You
can click the downward arrow on the menu button to see which options are available. For example, if an
event has a request payload, but no response payload, the Download Response Payload label is dimmed.
You can click the downward arrow on the button and select Download Request Payload for this
download. After selecting a valid format, clicking the button executes the download.
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This is an example of the filename for a PCAP file: CO1 - Concentrator SID1697309.pcap. The
exported network data file is named using the following convention:

<service-ID or host name> SID<n>.<filetype>
where:

* <service-ID or host name> is the name of the service (for example a Concentrator or Broker)
where the session was saved.

e SID<n> 1s the session ID number.

e <filetype> is pcap, payload, payloadl, or payload2.

The network data is downloaded directly into your browser if the download is quick. If the download
takes longer due to network factors or file size, the file is downloaded in the background and the task is
tracked in the Jobs queue. In this case, you can check your jobs in the queue and get the file when the
download is complete.

Note: If you initiate a download and move away from the view while the file is being extracted and
before the file starts to download, the file is not downloaded in your browser. A message notifies you
that you can find the downloaded document in the job queue.

To export an event as a network data file or to download the metadata for the event

Go to the packet reconstruction of a network event and do one of the following:

1. To download the event as a PCAP file (the system-defined default format) or in the user-defined
default format, click the Download <format> button. The label is the same as the download option
set in the Events Preferences dialog.

2. To download the event in one of the other formats, click the downward arrow on the button, and
select one of the file formats for the downloaded event data.

3. To download the metadata for the event, click the downward arrow on the button, and select one of
the file formats for the downloaded metadata.

The network data file is downloaded to your local file system in the format specified or the metadata for
the event is downloaded in the format specified.

Download Files from a Network Event in the File Reconstruction

When viewing reconstructed network events that contain files in the file reconstruction, you can select
one or more files, or all files, to download to your local file system.

Note: If you initiate a download and move away from the view while the file is being extracted and
before the file starts to download, the file is not downloaded in your browser. A message notifies you
that you can find the downloaded file in the job queue.

When files are selected, the Download Files button becomes active and reflects the number of files
selected.
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NETWITNESS Investigate Re

NA Tl

NTS EVENTS MALWS

VICATE LEG RE ANA
Query Profiles S] -Concentrator || Last 30 Days v ||| ipdst 1= 127.00.1 x | AND [@ tepdstport = 27017 x  AND |7 ipvé.src != 0:0:0:0:0:0:0:1

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

5,000 Events A\ 100 RSA Email Analysic | Event Details | Text Packet File Host Email Web [ e W
[0 COLLECTION TIME TYPE SERVICE TY
<, Download File

2022/05/1108:01:55 am 443[ssL]
2022/05/1108:01:56 am Warning: Files contain the original raw unsecured content. Use caution when opening or downloading files; they may contain malicious data.
To avoid quarantine, the zip file is password protected with this password: netwltness.

2022/05/1108:01:55 am €. 443[ssL]

O  FILENAME MIME TYPE FILE SIZE HASHES
2022/05/1108:01:55 am 110[POP3

wsman application/octet-stream 10KB SHA1: 441e04a2b26b91a0e76895cadbef578d2e968219 I
SHA256: 838eBeab3565ad9b5af5db32105dcBf5F27606228871c363d!
MD5: 015¢cf3d5e0312b5524ff4bc6b891d3
2022/05/1108:01:55 am 443([ssL]

2022/05/1108:01:55 am

O wsman application/octet-stream SHA1:03473e075dbd2ef3f30dcc9c9d92b7c22420973c
SHA256: 59¢37566753ac8d6412853a8f43854aad41247a622eeal36%
5: 6583: 3!
2022/05/1708:0055 ami MDS5: 658311c6826c61dbb77cc501b358ade

2022/05/1108:01:55 am 110[POP3

u] application/octet-stream 149.4KB SHA1:0921bdbdc30d51345681996e6c166443cc75c0c6
2022/05/1108:01:55 am 443[SsL]
SHA256: eea9f0dd508eadch70a29d2c29c67392c9d512a9005d2de427
2022/05/11 08:01:55 am MDS: 9c3d34ad5407f97252c6f4c21dd023f6

licati = 1 4 1154:
2022/05/1108:01:55 am ~ 443(551] emmmtisilaD application/octet-stream 148.0KB SHA1: 168dd263c18829f115427e4ed803bb491c80f3fd

2022/05/1108:01:55 am @ 80[HTTP]

Clicking Download Files exports the selected files as a password-protected zip archive. The password to
open the exported archive is netwitness. Exporting the files in this form ensures that:

e The archive is not quarantined by antivirus software.

e Potentially malicious files are not automatically opened by the default application and executed.

When downloading files form the file reconstruction, the exported archive is of the form <service-
name>SID<service ID><file-count> FILES FILES, for example, Broker SID8 1 FILES
FILES.zip. This is the password to open the zip archive: netwitness.

<service-ID or host name> SID<n> <file-count>FILES FILES.zip

where:

* <service-ID or host name> is the name of the service (for example a Concentrator or Broker)
where the session was saved.

e SID<n> is the session ID number.

e <file-count> FILES is the number of files in the archive.

e FILES identifies the reconstruction type from which the files were downloaded.

Caution: Caution is advised when unzipping and opening files that are associated with a default

application; for example, an Excel spreadsheet may automatically open in Excel before you have a
chance to verify it is safe.
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To export files in a reconstructed event

1. In the Events view, go to the file reconsruction of an event that contains files.
NETWITNESS Investigate Re nd Host | epor

EVENTS

Query Profiles =] -Concentrator ‘ Last 30 Days v ‘ ") ip.dst != 127.0.0.1 AND [% tcp.dstport != 27017 AND (7% ipvé.src != 0:0:0:0:0:0:0:1

2022/04/27 11:10 am 2022/05/26 11:09 am +00:00

ext Packet File Host Email ® © 0| X

= [ i e
5000 Events A | ¥ Filter || 000 RsAEmail Analysic Network Event Details T

COLLECTION TIME TR O e
&, Download File

2022/05/1108:01:55am @ 443[ss]

2022/05/1108:01:56am @ Warning: Files contain the original raw unsecured content. Use caution when opening or downloading files; they may contain malicious data.
To avoid quarantine, the zip file is password protected with this password: netwitness.
2022/05/1108:01:55 am ® 443[ssL]
O FILENAME MIME TYPE FILE sIZE HASHES
2022/05/1108:01:55 am 6 110(POP3
wsman application/octet-stream 10KB SHAL: 441€04a2b26b91a0676895cadbef578d2e968219 !
2022/05/210801.55 am € SHA256: 838eBeab3565ad9b5af5db32105dcBf527606a28871c363d:

MD5: 015ccf3d5e031f2b5524ff4bc6b891d3
2022/05/1108:01:55 am ) 4435

application/octet-stream SHA1:03473e075dbd2ef3f30dcc9c9d92b7¢22420973¢
20205/110601558m PR SHA256: 59e37566753acBd6412853a8f43854aad41247a622eea136

5:6
2022/05/1108:01:55 am MD5: 658311c6826c61dbb77cc501b3518ade

wsman application/octet-stream 149.4KB SHA1:0921bdbdc30d51345681996e6c166443cc75c0c6
2022/05/1108:01:55 am 443[ssL]
SHA256: eea9f0dd508eadch70a29d2c29c67392c9d5f2a9005d2dea 2z

2022/05/1108:01:55 am MD5: 9c3d34ad5407f97252c64c21dd023f6

s i 2 SHAL: 31882 . 4
2022/05/1108:01:55 am ? 143(550] mmmmta0 application/octet-stream 148.0KB SHA1: 168dd263c188297115427e4ed803bb4a91c80f3fd

2022/05/1108:01:55 am @ 80[HTTP]

2. Click one or more files that you want to extract, and click Download File or Download Files.
The job is scheduled and when complete the selected file are downloaded, in the form of a password-
protected zip archive, to the local file system.

3. To open the archive on your local file system, enter the following password when prompted:

netwitness.

Download Attachments from an Email Reconstruction

When viewing an email reconstruction that contains attachments, you can select one or more
attachments, or all attachments (Version 11.4.1.x), to download to your local file system. This feature
exports the selected files as a password-protected zip archive. The password to open the exported archive
is netwitness. Exporting the files in this form ensures that:

* The archive is not quarantined by antivirus software.
e Potentially malicious files are not automatically opened by the default application and executed.
When downloading files from an email reconstruction, the filename is of the form <service-name>

SID<n> EMAIL, for example, Broker- SID34 EMAIL.zip. This is the password to open the zip
archive: netwitness. The exported archive is named using the following convention:

<service-ID or host name> SID<n> EMAIL.zip
where:

* <service-ID or host name> is the name of the service (for example a Concentrator or Broker)
where the session was saved.

e SID<n> 1s the session ID number.

e EMAIL is the type of reconstruction from which the files were downloaded.
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Caution: Caution is advised when unzipping and opening files that are associated with a default
application; for example, an Excel spreadsheet may automatically open in Excel before you have a
chance to verify it is safe.

To download email attachments:

1. Go to the Events view and open an email reconstruction by clicking an event that contains an email
with attachments.

2. Expand the Attachments drop-down list and do one of the following:

a. (Version 11.5 and later) Click a link to an attachment.

NETWITNESS Investigate

EVENTS

Concentrator All Data service = 24,25,109,110,995,143,220,993 AND attachment exists
07:11.am +00:00
) (o i)

Meta Group
0 £xoano AL EmAILS

NextPart 001 01CBEE6136FFDF54"
<547DICDIECEIACAIBOAIEAS99STOBEBDAASIFBEFSLnbehhalocal>
AchuYTVPOHEWKn6PREMGEIEQPI2WHQ==

ves
Produced By Microsoft Exchange V6.5

TO: eValue8 Users

NBCH and the CDC have begun discussions to work on “gap calculators” and thought I would check with
eValue8 users to see if one or two of you have an interest in joining and contributing to the discussions.

§® viox bupLicATES

A dialog warns you that downloaded email attachments may contain malicious data and asks you
to cancel or confirm the download. If you want to complete the download, click Download.
Otherwise, click Cancel to cancel the download.

Download Attachment
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b. (Version 11.4.1.x) Select one or more attachments or All Attachments.

Network Event Details Email

Download File

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT

bro - Broker 11403
125 123946

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
02/13/2008 04:55:17 pm 88633 bytes 82079 bytes 112

Warning: Files contain the original raw unsecured content. Use caution when opening or downloading files; they may contain
malicious data.

REPLYTO
cc
SUBJECT Resume for

All Attachments

Resume for

Good morning, All

asked me to send

Thank you,

A warning message is displayed in the reconstruction. Click the Download File or Download
Files button. The attachments are downloaded with no additional opportunity to cancel.
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Export or Print a Drill Point in the Navigate View

In NetWitness Investigate, when the data for a drill point is displayed in the Navigate view, you can:

e Extract files from a session and choose the type of files to extract: archives, audio BitTorrent,
documents, executable, images, other, video, and web.

e Export the drill point as a packet capture (PCAP) file, a log file, or a metadata file.
* Print the drill point.

The details being exported are affected by both the time range and drill point at the time of exporting.

Note: When you export the drill point as a log file, only the log sessions are exported. The job queue
message refers to the total number of sessions in the drill point rather than the number of logs. For
example, if the drill point has 505 sessions and only five log sessions, the job queue message states
that NetWitness is extracting logs for 505 sessions.

To export a drill point from the Navigate view
1. Conduct an investigation until you reach the desired drill point.

2. For Version 11.0, In the toolbar, select Actions > Export and select one of the export options:
PCAP, Logs, or Meta.
The drill point is extracted, and a message advises that the job is scheduled. You can check the jobs
page for the status.

3. For Version 11.1, in the toolbar, select Save Events > and select one of the export options: PCAP,
Logs, Files, or Meta.
A dialog gives you an opportunity to edit the default filename for the file. The default filename is in
the form investigation-Feb-21-15-44-33. When you are exporting a PCAP, the file is
exported with no choice of formats. If you are using one of the other export options, a dialog is
displayed.

4. In the dialog, select:
e The export log format: Text, XML, CSV, or JSON.

¢ The file types to export: Archives, Audio, BitTorrent, Documents, Executables, Images, Other,
Video, and Web.

o The Meta format: Text, CSV, TSV, JSON.
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5. When the scheduled file extraction is complete, it is displayed in the Job Notifications tray.

Netifications

PCAP Extraction Complete

The PCAP extracticn is complete and ready for
download. View =

Logs Extraction Complete

esraction is complete and ready for

Meta Extraction Complete
he me; n is complete and ready for

28 seconds

1 minute

O minutes

downla,

6. Click the View link in the Jobs tray and download the specific extraction file requested.

To print the current drill point

In the Navigate view, you can display the contents of the current drill point in printer friendly format in

the browser window.

To display the current drill point in a print view:

1. With a drill point open in the Navigate view, select Actions > Print in the toolbar.
A new tab is created with the print view of the current drill point.

Investigation : CON - Concentrator

CON - Concentrator

2002 | j3 | 10:23:00 (+00:00)

& certificate Thumbprint

Closed - Click to Open

@ Cipher Name(& Les)

2014 34 14:54:59 (+D0:00)

tls_rsa_with_rcd_128_md5 (285) - ts_ecdhe_ecdsa_with_aes_128_gcm_sha256 (44) - tls_rsa_with_rc4_128_sha (26} - tis_ecdhe_rsa_with_aes_128_gcm_sha256 (22) - tls_rsa_with_aes_128_cbc_sha (10)

tls_rsa_with_aes_256_cbc_sha (8)

I subject

Closed - Click to Open

@

Attachment:
f.e(2)

B2 Directory(20 of 20+ ie

£(85)- fuslassets/(13)- futils/ (8) - Jexchange/jaime/inbox/wedding flowers eml/nott proposal.xls/c58ea?8c-18c0-4a97-9af2-036e93ddafb3/ (7) - fjavase/tutorial/images/ (6) - /javase/B/assets/css/ (6) -
fimg/screenshots/v2-screen-shots/ (6) - fimg/screenshots/ (6) - Ji7 (6) - fenn/damiassets/ (6) - Jus/ (5) - /javase/B/assets/js/ (5) - fexchange/|aime/inbox/ (5) - /biss/oracleotnlive,oracleglobal/1/h.24.4/ (5) -
/bissicnn-adbp-domestic/1/h.26.1/ (5) - /us/assets/metrics/ (4) - focomifragments/externalnaviabstop/ (4) - /loggerservices/ (4)- /b/ss/oracledocs/1/h.19.4/ (4) - fjavase/B/assets/img-commony (3)

. show more

& File Entropy

Closed - Click to Open

Extension(20 of 20+ I

o

.. show more

W Filename:

<none>(125) - js(38)- gif (38) - jpg (35)- png(26)- xIs(21)- xmil(20)- cs5(18)- html(14)- swf(7)- aspx (4)- xlsx(3)- eml (3)- zip(2)- widt(2)- tmp (2)- sgl(2) - settings (2)- pdf(2)- nwsdb (2)

<none> (43)- crossdomain.xml (17) - site (10)- get(9)- event.gif (9)- type (B)- nott proposal.xls (7) - pixel.gif (6)- dt(6)- indexhtml (5) - widgetevent (4) - elgcfg.min. s (4)- 9.gif(4)- re (3)- oraclelib-mosaicjs

(3)- jqueryjs (3] - event(3)- activeview (3)- 1x1.gif (3)- -wrl3603.tmp (Z) ... show more

W File Size
Closed - Click to Open

2. Use the print option in your browser to send the printable view to the printer.
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Export Events in the Legacy Events View

In the Legacy Events view, the Actions menu has an option to export events from the event being viewed
to an archive.

Note: You can only export files that you have permission to view or access.

The export function queries the service for all sessions inside the selected time range and drill point to
extract the content of each session. The details being exported are affected by both the time range and
drill point at the time of exporting. In the File Extraction dialog, you can choose to export:

e PCAPs
e Logs
* NetWitness Endpoint events

e Meta values

The format of the exported archive: ZIP or GZIP file. After you send the request, a job is scheduled and
you can track the job in in the Jobs tray. If there is an error retrieving the log or PCAP from the service,
an error notification is displayed.

To extract files from an event
1. While in the Event view, click an event.

2. Click Actions > Export..

# Actions -
Export L | Export PCAP
View Event » Export All PCAP
Reset Filters
B Export Logs
839 Export All Logs

Export Endpoint Event
Export All Endpeoint Events
Export Meta

Export All Meta

3. Select the export option.
A message informs you that the PCAP is being downloaded.
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Add Events to an Incident in the Events View

When conducting an investigation in the Events view, you can select one or more events and create an
incident that is available for incident responders in Respond. When you create an incident, if access
restrictions are in effect, you can view only incidents to which you have access. For example, when
creating incidents from the Investigate view, analysts must assign the incidents to themselves to view
them in the Respond view. You can also add events to an existing incident in Respond to which you
have access.

Note: An administrator must configure the respond-server.incident.manage and
investigate-server.incident.manage roles and permissions. For more information, see "Role
Permissions" and "Manage Users with Roles and Permissions" in the System Security and User
Management Guide.

1. Go to Investigate > Events.

2. In the Events view, select one or more events.

COLLECTION TIME TYPE SERVICE TYPE ORIGINATIN... SOURCE IP A... DESTINATIO... TCP DESTINA... DESTINATIO... HOSTNAME A... so

05/28/2019 09:12:26 am  Log 10.101.47.66 6667

05/28/2019 09:12:26 am  Log 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

05/28/2019 09:12:26 am 10.101.47.66

3. Click Create Incident.
The Create Incident dialog is displayed. Complete the information in the Create Incident dialog.

Create Incident

An incident will be created from the sele
aname for the alert & the incident

rt for All Data

Cancel
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a. Select the severity. The alert summary field is a pre-defined value which is auto-populated but can be
edited if required.

b. Type a name for the incident in the Incident Name field.

c. From the Priority drop-down list, select a priority for the incident. For example, an incident may be
critical, high, medium, or low priority.

d. Select an assignee for the incident from the drop-down list. This list includes the built-in users that
have access to Investigate as well as any custom users that have been added to your system. For
example, this list might include users for admin, analyst, dpo, operator, and users for incident
responders.

e. From the Categories drop-down list, select one or more categories of events that apply to this
incident.

f. Click OK.
An incident is created with the selected event in Investigate.

4. To add one or more events to an existing incident, select one or more events, and then click Add to
Incident.

5. In the Add to Incident dialog, select the alert summary and severity, and select one or more open and
existing incidents to which the incidents will be added. You can Search for an existing incident by
Incident-ID or Incident Name. When ready, click OK. The event is added to the selected incidents
and updated in Respond.

Downloading and Acting Upon Results 337



Investigate User Guide

Add Events to an Incident in the Legacy Events View

When conducting an investigation in the Legacy Events, you can select one or more events and create an
incident that is available for incident responders in Respond. When you create an incident, if access
restrictions are in effect, you can view only incidents to which you have access. For example, when
creating incidents from the Investigate view, analysts must assign the incidents to themselves to view
them in the Respond view. You can also add events to an existing incident in Respond to which you
have access.

Note: An administrator must configure the required roles and permissions as described in "Role
Permissions" and "Manage Users with Roles and Permissions" in the System Security and User
Management Guide.

1. Go to Investigate > Legacy Events.

2. In the Legacy Events view, select one or more events, and then Incidents > Create New Incident.
% Incidents

# Create New Incident

| Bl Add to Existing Incident

a. Select the severity, an integer between 1 and 100, with 100 being the most severe.
b. Type a name for the incident and describe the incident in the Summary field.

c. Select an assignee for the incident from the drop-down list. This list includes the built-in roles
that have access to Respond as well as any custom roles that have been added to your system. For
example, this list might include roles for admin, analyst, dpo, operator and roles for incident
responsers.

d. From the Categories drop-down list, select one of more categories of alerts that apply to this
incident.

e. From the Priorities drop-down list, select a category for the incident. For example, an incident
may be critical, high, medium, or low priority.

f. Click Save.
The new incident is created and is available immediately in the incident queues for the selected
role in Respond.
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4. To add one or more events to an incident, select one or more events, and then Incidents > Add to
Existing Incident.

5. In the Add Events to an Incident dialog, select the severity, and select one or more incidents to which
the events will be added. You can Search for an existing incident by Incident-ID or Incident Name.
When ready, click Add to Incident.

The events are added to the selected incidents and updated in Respond.
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Troubleshooting NetWitness Investigate

This section provides information about possible issues when using NetWitness Investigate.

Navigate View and Legacy Events View Issues

A meta key that normally returns values in the Navigate view returns values, but has a
Not Indexed message following the meta key name. For example, the in this figure
the Service Type meta key is followed by the message: Service Typel[service]
Not Indexed.

- - Service Type [service] Not Indexed (7 values)
443(6,193) -0(3,729) -137(230) -80(114) -67(35) -22(12) -1720(1)

When you first set up the environment or very rarely after performing a data reset on
the broker due to other issues, you see meta keys as Not Indexed when they are
indexed at meta key or meta values level.

To fix the issue on a Broker, log out of NetWitness Platform XDR and then log in
again. Valid sessions will be displayed.

Not indexed; will experience longer than usual load times. in the
Manage Meta Groups dialog.

Meta keys in the Manage Meta Groups dialog are marked by a red exclamation point,
and the error message is displayed. This can occur when investigating a Broker or
Decoder while adding a meta group with meta keys that are not indexed in the index
file or the custom index file for the service.

For a Broker, it could mean that the Broker has not begun aggregating data from a
Concentrator. In this case the Broker will not have the contents of the custom index
file from the aggregate services and the keys will not be indexed.

For a Decoder, it means that the meta keys are not indexed in the Decoder index or
custom index file.

To fix the issue on a Broker, log out, log in, and restart the Broker service so that it
can aggregate the meta key information from connected Concentrators. To fix the
issue on a Decoder, edit the custom index file to index the meta keys, log out, log in,
and restart the Decoder service.

When downloaded from the Event Reconstruction view, logs and metadata are always
in text format irrespective of the format selected in the Legacy Events view.
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When you download metadata or a log in the Event Reconstruction view, the format
that you selected in the Legacy Events view is not used. The exported data is always
in text format.

Download metadata and logs from the Legacy Events view if you want to use a format
other than text format.

Events View Issues

Applicable for hosts with 4.x Endpoint agents installed, please
install the NetWitness Endpoint Thick Client,

When you click Pivot to Endpoint in the Events view, no data is displayed and the
message is displayed.

Version 4.4 of the NetWitness Endpoint Thick Client must be installed on the same
server, the NWE meta keys must exist in the table-map.xml file on the Log
Decoder, and the index-concentrator-custom.xml file on the Concentrator. The
NWE Thick Client is a Windows only application. Complete setup instructions are
provided in the NetWitness Endpoint User Guide for Version 4.4.

Download jobs are in a Waiting state or Failed state in the Jobs tray during and after
upgrading the software to Version 11.4.

If you had download jobs running while your administrator was upgrading the
software, you may see a job in a Waiting state while the upgrade is in progress and
then in a Failed state after the upgrade is complete. You cannot resume or cancel the
failed job.

To delete the failed jobs, select the failed jobs in the Jobs tray and click __ .

Event counts in the Filter Events panel and the Events panel may sometimes differ
when showing results for the same query.

The Filter Events panel uses only index data to produce counts of events, which is
less accurate than the Events panel. The Events panel results are filtered for exact
matches on data retrieved from the meta database, which takes longer to process.

At worst the difference is in false positives in the Filter Events panel, not false
negatives; so you will not miss an event.
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Event Analysis requires all core services to be NetWitness 11.1.
Connecting prior versions of services to the 11.1 NetWitness
Server results in limited functionality (see "Investigate in
Mixed Mode" in the Physical Host Upgrade Guide) .

When attempting to investigate a service that has not been updated to Version 11.1 in
the Event Analysis view, the informational message is displayed.

When an analyst opens the Event Analysis view in mixed mode (that is, some services
are upgraded to 11.1 and later, and some are still on 11.0.0.x or 10.6.x), Role-Based
Access (RBAC) is not applied uniformly. This affects viewing and downloading
content, and validation of filters in the interactive breadcrumb. You will see this
informational message when you open Events. As you select a service, services that
are not up to date are displayed in a red box, with the message that the service is not
up to date. When your administrator has upgraded all connected services to 11.1 and
later, these features work as expected.

Forbidden. You cannot access the requested page.

When attempting to access the Events view, the view opens with the message.

Your administrator has prevented access to the Events view using role and
permissions.

If you can download an event in the Events view, but get a 0-byte file, the
administrator may have restricted access to the content.

Role-Based Access Controls applied by your administrator allowed you to download
an event for which you did not have permission; therefore, the file download was
empty.

If you believe you should have access to the event, contact your administrator.

Insufficient permissions for the requested data.

While attempting to access an event in the Events view, the message is displayed.

You have entered an event ID for an event that you do not have permission to view.
The administrator may have placed some restrictions to limit access by role and
permissions.

Invalid session ID: <<eventId>>

No sessionId matches the sessionId that you queried.

The reason for an invalid session ID can vary. Perhaps you edited the session ID
manually, and no such session exists. Another case may be when you query a Broker,
and the aggregated data has not been refreshed, you may see this error for a session
that no longer exists.
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Investigation Profiles and built-in column groups are not present in 11.1 Event
Analysis.

Post upgrade to NetWitness v11.1, the default column groups - Endpoint Analysis,
Outbound SSL and Outbound HTTP are not added under column groups. Also, a few
of the Investigation Profiles are missing post upgrade.

It is observed that this issue occurs only when you have created a custom column
group with the name which is same as one of the new 11.1 OOTB custom column
group name. For example, if you create a custom column group in 11.0 with name
RSA Endpoint Analysis then after upgrade to 11.1. Due to the same name already
existing in 11.1, OOTB column groups and built-in profiles will not be available in
the UL

To fix this, change the name of custom column group to something other than one of
the OOTB column groups and restart the jetty server by using the following command
on the NetWitness server:

systemctl restart jetty

Memory limit of <XXXXXX> GB reached, controlled by setting
max.query.memory

The query that you submitted failed because the result set was too large, and the
memory limit set by max.query.memory was reached.

To avoid this error, try to further limit results by narrowing the time range, adding
filters, and decreasing the number of columns in the column group. You can also ask
an administrator to limit the number of events returned.

No text data was generated during content reconstruction. This could mean that the
event data was corrupt or invalid, or that an administrator has disabled the
transmission of raw endpoint events in the Endpoint server configuration. Check the
other reconstruction views.

When you reconstruct an event as text in the Events view, no data is displayed and the
message is displayed.

If you do not see the raw text in other Events views or Legacy Events view
reconstructions, and you believe the data is not corrupted or invalid, your
administrator has likely disabled transmission of raw endpoint events on the
NetWitness Endpoint server. Contact your administrator for additional information.

Rule Syntax error: Unrecognized key "<meta key or meta entity
name>"

Syntax error: Unrecognized key "<meta key or meta entity name>"

While querying a service, the matching events are not listed and the message is
displayed in the query console and the Events view.
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Explanation

Message

Issue

Explanation

Message

Issue

Explanation

Message

Issue

Explanation

919¢7df0bfba01a7cafd

The query you entered is querying a meta entity that is not configured properly. All
upstream devices connected to the Broker being queries should have the same entity
configuration. This error indicates that the Broker is operating with mismatched entity
definitions. Ask your administrator to review the configuration described in "Index
Customization" in the Core Database Tuning Guide,

Selected Column Group is no longer available. The default
summary column group has been selected instead.

If you had set a preferred column group before the 11.4 upgrade, on your first visit
to the Events view, the flash message is displayed even when the column group is
available or is the default group (summary). This issue was resolved in Version
11.4.1.

This is a one-time occurrence. If you reload the Events view, the message is not
displayed.

Session is unavailable for viewing.

While querying an event ID, the reconstruction is not displayed and the message is
displayed.

The query you entered is trying to look at restricted data, for example, if you are
allowed to see only log data and you are using a link to network data .

The query on channel <channel-number> was auto-canceled by the
system for exceeding time usage limits. Check timeout wvalues.
Query running time was 00:05:00 (HH:MM:SS)

If you continually get this timeout message, first check the query console to determine
if there are issues around time it takes for a service to respond, index error messages,
or other warnings that may need to be addressed to increase query response time.

If there are no messages indicating any specific warnings, ask your administrator to
increase the Core Query Timeout from 5 minutes to 10 minutes as described in the
System Security and User Management Guide,
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Message

Issue

Explanation

Behavior

Issue

Explanation

Behavior

Issue

Explanation

Issue

Explanation

The session id is too large to be handled:<<eventId>

The session id that you typed in, or got from the Legacy Events view or Navigate
view is too large.

If you manually typed the sessionld or edited a sessionld in the Events view, you may
have created an integer that is too large for Events to process.

When reconstructing network events with a large number of packets (>250) in the
Events view > Packets panel, with the option to display only payloads enabled and the
packets per page setting higher than the default (100), the current browser tab may
become unresponsive for up to 45 seconds as it is working to render the payloads.

Depending on the amount of resources (memory and CPU) on the client machine and
the number of packets in the event there may be a performance lag when displaying
only payloads in packet reconstruction.

To limit the amount of data processed in a reconstruction of a single event, change the
Packets per Page setting in the footer to a lower value.

When working in the Version 11.4 Events view, the Query Profile drop-down menu
and Column Group drop-down menu do not function.

You do not have permission to read columns groups and profiles. The default column
group , Summary List, is applied to the Events list, and you cannot change the column
group, create a column group, or delete a column group.

This occurs only when the administrator has created a custom role for you instead of
assigning the default Analyst role. Ask your administrator to enable column group
read and profile read permission for your role.

No matching Endpoint data available on Investigate > Events view > Host tab.

The Endpoint data may not be available due to any of the following:

» No Endpoint Deployment — You must install Endpoint Log Hybrid, see
“NetWitness Endpoint” in the Physical Host Installation Guide.

» Endpoint data is not captured for the host associated with the selected
network event- Make sure that NetWitness Endpoint Agent is installed, and
expanded network visibility is configured to track the network events. To enable
expanded network visibility, see “Creating Groups and Policies” in the NetWitness
Endpoint Configuration Guide.

Note: For Expanded Network Visibility to work, ensure the service user account
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used for aggregating Endpoint Log Decoder data to Endpoint Concentrator is
assigned with the decoder .manage permission. For more information on how
to assign roles and permissions, see "Services Security View - Aggregation Role"
in the Hosts and Services Getting Started Guide for NetWitness Platform.

o Concentrators or Endpoint services are offline or very slow — You must check
the status (online or offline) of the services on Health and Wellness. If the service
is online, you must check the Endpoint server logs and (Endpoint) Concentrator
logs for details.

o Endpoint data is rolled over for the host associated with the selected network
event - The Endpoint data may be rolled over due to data retention period
configured. You must configure the data retention period to retain the endpoint data
for a longer period. For more information, see “Configure Data Retention” in the
Data Privacy Management Guide.
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Investigate Reference Materials

This section provides is intended to help you understand the purpose and application of NetWitness
Investigate views. For each view, there is a brief introduction and a What Do You Want To Do table
with links to related procedures. In addition some of the reference materials include workflows and

Quick Looks to highlight important features in the user interface.

Investigate View

Navigate View
Legacy Events View

Events View
Add/Remove from List Dialog
Add Events to an Incident Dialog

Column Groups Dialogs

Context Lookup Panel

Create an Incident Dialog

Events View - Email Tab

Events View - Text Tab

Events View - Packet Tab
Events View - File Tab

Investigate Dialog

Investigation Tab - User Preferences Panel

Legacy Event Reconstruction View

Manage Default Meta Keys Dialog

Meta Groups Dialogs

Navigate View

Query Dialog
Query Profiles Dialogs

Generate Springboard Panel Dialog

Settings Dialogs for Investigate Views
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Add Events to an Incident Dialog

In the Add Events to an Incident dialog, analysts can add alerts to an existing incident so that incident
responders look at the associated events as part of an incident response. To access this dialog while
investigating a service in the Events view and the Legacy Events view, see Add Events to an Incident in
the Events View and Add Events to an Incident in the Legacy Events View.

Workflow
Begin
an Investigation Broaden the -
time range to Perform Internal and Examine Files and
Review Detections and include External Context Associated Hosts

Signals Seen in Your activities just Lookups (Events View — Event
Environment before and after (Right-Click Options) Details Panel)
(Springboard) the event

Reconstruct and
LLEL S
an Event
(Events View - Event
Details Panel)

View Metadata View Sequential
(Events View - Filter Events

Events Panel or —> (Events View - Events

Navigate View) Panel)

Review Critical Incidents or
Alerts for an Entity

(Respond View)

Query a Service, Metadata,
and Time Range Based on a
Trigger Event
(Navigate or Events View)

Share your

C;Za;::r;‘ll::ll:ite:;:r Add a Meta Value to findings fodr
. a Context Hub List aCtlon, an
Incident remediation

What do you want to do?

rron e o

Incident Responder  review detections and NetWitness Platform Getting Started Guide
or Threat Hunter signals seen in my
environment

Incident Responder ~ review critical incidents or  NetWitness Respond User Guide
alerts

Threat Hunter query a service, metadata, Begin an Investigation in the Events View
and time range

Begin an Investigation in the Navigate or
Legacy Events View

Threat Hunter view metadata Filter Results in the Navigate View
Drill into Metadata in the Events View
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rron i o

Threat Hunter view sequential events Filter Results in the Events View

Filter Results in the Legacy Events View

Threat Hunter reconstruct and analyze an Examine Event Details in the Events View
Sva! Reconstruct an Event in the Legacy Events
View
Threat Hunter examine files and associated Download Data in the Events View
hosts Export or Print a Drill Point in the Navigate
View
Export Events in the Legacy Events View
Threat Hunter perform lookups Look Up Additional Context for Results
Launch a Lookup of a Meta Key
Threat Hunter create an incident or add to  Add Events to an Incident in the Legacy Events
an incident* View
Add Events to an Incident in the Events View
Threat Hunter add a meta value to a Look Up Additional Context for Results

Context Hub list

*You can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

* Events View

e Legacy Events View
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Quick Look

The following
table describes

Add Events to an

figure is an example of the Add Events to an Incident dialog in the Legacy Events. The
the information and options in the Add Events to an Incident dialog .

ncident

Alert Summary Manual alert for Last 3 Hours
Severity 50 2
[ [ q
D MName Date Created ~ Priority
[+ INC-16 Test Event for Documentation 2017/07/18 15:07  High
[0 INC15 Test Disable Rule 2017/07/1813:47  Critical
] INC-14 Test Rule 2017/07/1813:42  Critical
[0 INC13 Test last 48 hrs 2017/07/18 13:24  Critical
0 INca2 Test Mew Rule 2017/07/18 12:41  Critical
O Inc-1 High Risk Alerts: ESA 2017/07/18 12:35  Critical
[0 INC10 test 2017/07/1812:09  Critical
O InNC-9 Incident 2017/07/1811:55  Critical
[T INC-8 Test Broker Service 2017/07M11811:53  Medium
O INC-7 Test New 2017/0711811:48  Medium
| Page 1 of1 | |
Cancel Add to Incident

e Do ———————

Alert
Summary

Search
ID
Name

Date
Created

Priority
Cancel

Add to
Incident

The Alert Summary field is filled by the query that produced the select alerts, which you
selected to create this incident. The Severity field reflects the Severity of the selected
alert, an integer between 1 and 100.

Allows you to search for an existing event.
The ID of the incident. You can sort IDs in ascending or descending order.
The incident name. You can sort the Name in ascending or descending order.

Displays the date and time the incident was created. You can sort the dates in ascending
or descending order.

Displays the priority of the incident: either low or critical.
Closes the dialog without saving changes.

Adds the alerts to the incident. A dialog confirms that alerts are successfully added

Investigate Reference Materials 350



Investigate User Guide

The following figure is an example of the Add to Incident dialog in the Events view. The table describes
the information and options in the Add to Incident dialog.

Add to Incident

ALERT SUMMARY

Manual alert for All Data

SEVERITY
50

SEARCH OPEN INCIDENTS

NAME CREATED v ASSIGNEE
incident 05/30/2019 06:42:...

Manual Incident created from Event Analysis 05/30/2019 06:31:... admin
INC1234556 05/30/2019 06:04:...

Manual Incident created from Event Analysis 05/30/2019 04:43:... admin
Manual Incident created from Event Analysis 05/30/2019 04:39:...  admin
Manual Incident created from Event Analysis 05/30/2019 04:35:... admin

Manual Incident created from Event Analysis 05/30/2019 04:30....

Cancel

Fawrs Jowcrpten

Alert Summary The Alert Summary field is filled by the query that produced the select alerts, which
you selected to create this incident.

Severity "ll"(f)lg Severity field reflects the Severity of the selected alert, an integer between 1 and
Search Open Allows you to search for an existing incidents.

Incidents

ID The ID of the incident.

Name The incident name.

Created Displays the date and time the incident was created.

Assignee Displays the team member currently assigned to the incident

Cancel Closes the dialog without saving changes.

OK Adds the alerts to the incident. A confirmation message is displayed after the incident

is successfully added
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Add/Remove from List Dialog

The Add/Remove from List dialog allows you to add an entity or meta value to an existing Context Hub
list, remove an entity or meta value, or create a new Context Hub list containing the entity or meta value.
When you look up an IP address or other entity and you find it suspicious or interesting, you can add it
to a list that has been added as a data source. An example of a commonly used list is a white list or black
list. This improves the visibility of the suspicious IP addresses and reduces false positives that do not
need further investigation.

You can add entities or meta values to more than one list. For example, you can add them to one list for
suspected domains related to command and control connections and to another list for Trojan connection
IP addresses related to remote access. If a list is not available, you can create a list.

The dialog is available in NetWitness Investigate and in NetWitness Respond. When working in
Investigate, in the Navigate view, Legacy Events view, or Events view, you can add meta values for the
Source IP,Destination IP,or Username meta keys to an existing context hub list or you can
create a new list containing the meta values. When you add meta values to a list, you can look up
additional context on those meta values.

e To display the dialog in the Navigate view or the Legacy Events view, right-click a meta value under
Source IP, Destination IP, or Username) and select Add/Remove from List in the context
menu.

e To display the dialog in the Events view, hover over a value and select Add/Remove from List in the
Actions section of the context tooltip.

Workflow
Begin
an Investigation Broaden the
time range to Perform Internal and Examine Files and
Review Detections and include External Context Associated Hosts

Signals Seen in Your activities just Lookups (Events View — Event
Environment before and after (Right-Click Options) Details Panel)

(Springboard)

the event

. . . Reconstruct and
View Metadata View Sequential
Analyze

\ (Events View - Filter Events an Event
Events Panel or (Events View - Events -
(Events View — Event

Navigate View) Panel) Details Panel)

Review Critical Incidents or
Alerts for an Entity
(Respond View)

Query a Service, Metadata,
and Time Range Based on a

Trigger Event
(Navigate or Events View)

Share your

Inci .
) a Context Hub List ac 'on, a,n
Incident remediation
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What do you want to do?

O T

review detections and
signals seen in my
environment

Incident Responder
or Threat Hunter

review critical incidents or
alerts

Incident Responder

Threat Hunter query a service, metadata,

and time range

Threat Hunter view metadata

Threat Hunter view sequential events

Threat Hunter reconstruct and analyze an

event

Threat Hunter
hosts

Threat Hunter perform lookups

create an incident or add to
an incident

Threat Hunter

add a meta value to a
Context Hub list*

Threat Hunter

*You can perform this task in the current view.

Related Topics

¢ Look Up Additional Context for Results

¢ Navigate View

examine files and associated

NetWitness Platform Getting Started Guide

NetWitness Respond User Guide

Begin an Investigation in the Events View

Begin an Investigation in the Navigate or
Legacy Events View

Filter Results in the Navigate View
Drill into Metadata in the Events View

Filter Results in the Events View

Filter Results in the Legacy Events View

Examine Event Details in the Events View

Reconstruct an Event in the Legacy Events
View

Download Data in the Events View

Export or Print a Drill Point in the Navigate
View

Export Events in the Legacy Events View

Look Up Additional Context for Results

Launch a Lookup of a Meta Key

Add Events to an Incident in the Legacy Events
View

Add Events to an Incident in the Events View

Look Up Additional Context for Results
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e Legacy Events View

e Events View

Quick Look in the Events View

The following is an example of the Add/Remove from List dialog in the Events view.

Add/Remove from List

Click on Save to update the list(s). Refresh the page to view the updates.

META VALUE

100

ALL SELECTED UNSELECTED

DESCRIPTION

Blacklisted Ip
List 2
List 3
List 4
Blacklisted Ip

List 2

iie# 2

Cancel

Entities or meta values to be added or removed.
Create a new list using the selected meta.

Select any of the tabs: All, Selected, or Unselected.
Search using the list name or description.

Cancel the action.

ﬂ Save to update lists or create a new list.

The following table shows the options in the Add/Remove from List dialog.

R

Meta Value Displays the selected entity or meta value that needs to be added to or
removed from one or more lists. You can also a create a new list using the
selected value.
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oo

Create New List Displays a dialog to create a new list using the selected meta value.

All Shows all of the available Context Hub lists. The lists that contain the
selected entity or meta value are selected. Select a checkbox to add an entity
or meta value to a list. Clear a checkbox to remove it from the list.

Selected Shows only the lists that contain the selected entity or meta value. (All lists
are selected.)

Unselected Shows only the lists that do not contain the selected entity or meta value. (All
lists are unselected.)

Filter Results Enter the name or description of a specific list to search from multiple lists.
List Displays the name of all the lists.
Description Displays information about the selected list. The description that you provide

when creating a list appears in this dialog. For example: This list contains all
of the blacklisted IP addresses.

Cancel Cancels the operation.

Save Saves the changes.

Quick Look in the Navigate and Legacy Events Views

The following figure is an example of the Add/Remove from List dialog when initially opened.
Add/Remove from List

Add the meta value to one or more lists by selecting the available list from the drop-
down option. To remove a list from the meta value, click the delete icon for each list.

Meta Value 0

List choose ...

The following figure shows the dialog when you select Create New List.
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Add/Remove from List

List Mame

Description

Cancel Save

The following table describes the features of the Add/Remove from List and Create New List dialogs.

e o R

Meta Value
List

Create New
List

List Name
Description
Create
Back
Cancel

Save

The selected meta value to be added to the existing or new list.

The list to which the selected meta value must be added. A drop-down menu provides
a list of available lists to which you can add the meta value.

Opens a new dialog in which you can create a new list for the selected meta value.

The name of the new list.

The description of the new list.

Creates a new list after entering the required fields.

In the new list mode, cancels the new list creation and returns to the original dialog.
Cancels the addition of the meta value to a list and closes the dialog.

Saves the changes made to the lists and closes the dialog.
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Column Groups Dialogs

Column groups allow you to format the events list to include only the relevant meta keys in the Events
view and Legacy Events view (see Use Columns and Column Groups in the Events List). When the
events list in Investigate is populated with events, each column lists the values returned for a meta key.
Changing the meta keys displayed in the events list is a useful method of narrowing the focus of your
investigation. For example, the default column group includes columns for Collection Time, Type,
Theme, Size, and Summary. These are just the basic information, not specialized in any way. The
NetWitness Email Analysis list has only that contain information useful when investigating email.

The column group definition includes the meta keys to use as column titles, the position of the column in
the list, and the default width of the column. You can add, delete, import, export, and edit column
groups. At fresh installation, built-in column groups are available. The built-in column groups are
prefixed with NetWitness and can be duplicated but cannot be edited or deleted. You can also create
custom column groups.

e The Create Column Group dialog is for the 11.4 and later Events view. To access this dialog, select
Column Group > New Column Group in the Events view toolbar.

e The Column Group Details dialog is for the 11.4 and later Events view. To access this dialog, select
Column Group in the Events view toolbar, then click the edit icon (E) next to a custom column
group name.

e The Manage Column Groups dialog is for the Legacy Events view (Version 11.4) , and the Events
view (Version 11.4 and earlier). The Manage Column Groups dialog has these features that are not yet
available in the Create Column Group dialog: set column width, import, and export. To access this
dialog, go to Investigate > Legacy Events and in the View drop-down list select Manage Column
Groups. The View option is named for the current value, for example, Detail View, List View, Log
View, or the currently selected column group.

|E RSA Web Analysis © [ESalYuile]yRCSRE ) Tuls [y R
List Wiew
{ Detail View i
I Destination IP Ad TCP Destination
{ Log View [
Custom Column Groups » | tact

Manage Column Groups RSA Email Analysis

RSA Malware Analysis
RSA Threat Analysis
RSA Web Analysis

After column groups are defined, you can use them in other Investigate views. In the Navigate view,
Query Profiles allow you to select a column group to use when the profile is applied. In the Events view
and the Legacy Events view, you can select a column group to apply to the Events panel.
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Related Topics

e How NetWitness Investigate Works

e Events View

e Legacy Events View

Quick Look - Column Group Menu, Create Column Group Dialog, and

Column Group Details Dialog

This section introduces the Column Group Menu, Create Column dialog, and the Column Group Details
dialog. The following figure is example of the Column Group menu. The table describes the options.

[l RSA Malware Analysis

@ RSA Groups (9)

&3 Shared Groups (0)

9 Custom

e Do

Visibility (Version 11.5 and later) Control the types of column groups that are visible in the list,
Options using any combination of the visibility options (blue = selected, black = not selected):
Private = display private groups that only you can manage
Shared = display shared groups that anyone in your organization can manage
RSA = display built-in groups that only RSA can manage
The visibility options work together with the Filter Column Groups field. If the visibility
option is hiding built-in groups (which include "RSA" in the group name) and you search
for a name that contains "RSA," the list is empty.
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e Jowmn

Filter Filters the list of column groups as you type text so that only group names that contain
Column that text are displayed.

Groups

Column The list of column groups consists of custom and built-in groups, which are

Group List distinguished by the icons that precede the name. In Version 11.5 and later, custom
groups can be shared or private. The RSA column groups are built-in column groups.
The icons distinguish the private custom groups, shared custom groups, and built-in

groups.

New Displays the Create Column Group dialog, where you can create a custom column group.
Column

Group

The Create Column Group dialog, shown in the figure on the left, allows you to define a custom column
group. The figure on the right illustrates the Column Group Details dialog, in which you can edit a
custom column group. The table describes the fields and options in the dialogs.

0l RSA Malware Analysis 000 RSA Malware Analysis

CREATE COLUMN GROUP @ COLUMN GROUP DETAILS

Custom

© Top Level (Private)

® access,point Access Point

9 accesses Accesses
® action Action Event
® ad.computerdst Active Directory Workstation ...

® ad.computersrc Active Directory Workstation ...

Close

e T

imj Deletes the custom column group in the Column Group Details dialog. This action is
irreversible and applies globally; the column group is no longer available to anyone who
is using it on this service.

Group Displays the name of the column group. The name must be unique and contain fewer
Name than 64 characters. You can type in this field to edit the name in a custom column group.
Sharing In Version 11.5 and later, you can create column groups that are shared or private. This

setting is available when you first create the group. After it is created, you cannot change
a shared column group to private, or a private column group to shared.

Filter Meta  Filters the Displayed Meta Keys and Available Meta Keys based on the text that you
Keys type. Only meta keys that contain the typed text are displayed.

Displayed  Displays a scrollable list of meta keys that are selected for use in the custom column
Meta Keys  group. You can add meta keys in the Available Meta Keys list to this list, remove meta
keys from this list [lfl], and drag meta keys up or down to change the order in this list (

=
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e Jowamin

Available Displays a scrollable list of meta keys that are available (on the service) for use in the
Meta Keys  custom column group. You can add them to the Available Meta Keys list. Clicking E

next to the meta key name adds it to the Displayed Meta Keys list.

Close Closes the dialog.

button

Save For the Create Column Group dialog only, saves the new column group.

Column

Group

Reset For the Column Group Details dialog only, reverts the edited column group to the last

saved state.

Update For the Column Group Details dialog only, applies changes to an edited column group.
Column
Group

Select Applies the column group.
Column
Group

Quick Look - Manage Column Groups Dialog

Manage Column Groups

+-Fl &= Name RSA User & Entity Behavior Analysis
] sample
R5A Email Analysis I
] RSA Endpeint Analysis L) Meta xey Display Name Width
[ RSA Malware Analysis O user.dst user.dst 100
[ RSA Outbound HTTP [ hestdst Pase.dst 100
RSA Dutbound SSL/TLS U ipda ip.dst 100
RSA Threat Analysis O logon.type logon.type 160
¥ RSA User & Entity Behavior Analysis | -/ ec-activiy ec.activity 100
] RSAWeb Analysis [ ecoutcome ec.outcome 100
[l ecsubject ac.subject 100
[0 user.src USBr.Src 100
0 hostsrc vost.src 100
[l ipsre ip.sre 100
L] reference.id reference.id 100
[ device.ip device.ip 100
] device host dewvice host 100

The Manage Column Groups dialog has two panels: Groups and Settings. At the bottom of this dialog
are four buttons: Close, Cancel, Save, and Save and Apply.
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The left panel is the Groups panel. This is where you can add, delete, import, or export column groups.
At the top of the panel is a toolbar. Below the toolbar is a list of added column groups, where you can
select one or more groups.

The following table lists the actions in the toolbar.

soton Jpeserpton

+ Adds a column group. Clicking this button highlights the Settings panel on the right,
where you can name the column group and add or delete meta keys. At least one meta key
is required to add a group.

- Deletes a column group. A confirmation dialog is displayed before the selected group is
deleted. OOTB column groups cannot be deleted.

Creates a copy of the selected column group.

Displays the Import Column Groups dialog, where you can select a file to upload.

e

Exports one or more selected groups to your local file system.

3

The right panel is the Settings panel. This is where you can create and edit column groups. This panel
contains the Name field, a toolbar, and a list. The following table describes the features of the Settings
panel.

o Towemn

Name The name of the selected column group.

+ Adds a new row to the list of meta keys, where you can open a drop-down menu to
select a new meta key.

- Deletes one or more selected meta keys. Displays a confirmation dialog before deleting.
Reset Returns the column group to its most recently saved settings.

Meta Key  Lists the meta keys added to the selected column group.

Display Lists the names of the meta keys as they are displayed in the Navigate, Events, and
Name Event Analysis views.
Width Specifies the width of each meta key's column. The width can be set between 10 and

1000. The default width is 100.

The following table provides descriptions of the action buttons.

rean o

Close Closes the dialog without saving.

Cancel Cancels all unsaved changes.
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e o

Save Saves all changes without closing the dialog.

Save and Apply Saves and applies all changes immediately, closing the dialog.
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Context Lookup Panel

After an administrator configures the Context Hub service, you can view the contextual information for
the meta values in the Navigate view, Legacy Events view, and Events view (Version 11.2 and later).
The Context Hub service is pre-configured with a default meta type and meta key mapping. For
information about mapping of the context hub meta value with investigation meta key, see "Manage
Meta Type and Meta Key Mapping" in the Context Hub Configuration Guide.

The Context Lookup panel is displayed on the right side of the Navigate view, Legacy Events view, or
Events view. Meta values that have been added to a Context Hub list are highlighted in gray in the
Navigate view or Legacy Events view results. In the Events view, they are marked by an underscore.
When you right-click a highlighted value and select Context Lookup in the resulting context menu, the
lookup results are displayed in the Context Lookup panel for configured sources for the selected meta
value. You can select a source in the Context Lookup panel icon bar to view the contextual information.

There are some differences between the appearance and contents of the Context Lookup panel when
open in the Navigate view or Events view and when open in the Events view.

Workflow
Begin
an Investigation Broaden the
time range to Perform Internal and Examine Files and
Review Detections and include External Context Associated Hosts

Signals Seen in Your activities just Lookups (Events View — Event
Environment before and after (Right-Click Options) Details Panel)
(Springboard) the event

View Metadata View Sequential EESHE
Analyze

\ (Events View - Filter Events
Events Panel or > (Events View - Events an Event
(Events View — Event

Navigate View) Panel) Detalls Panel)

Review Critical Incidents or
Alerts for an Entity

(Respond View)

Query a Service, Metadata,
and Time Range Based on a
Trigger Event
(Navigate or Events View)

Share your

c;:?i::::‘::::::r Add a Meta Value to e s fodr
- a Context Hub List AANEL &
Incident remediation

What do you want to do?

rron e o

Incident Responder  review detections and NetWitness Platform Getting Started Guide
or Threat Hunter signals seen in my
environment
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T T T R

Incident Responder

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

review critical incidents or
alerts

query a service, metadata,
and time range

view metadata

view sequential events

reconstruct and analyze an
event

examine files and associated
hosts

perform lookups*

create an incident or add to
an incident

add a meta value to a
Context Hub list

*You can perform this task in the current view.

Related Topics

How NetWitness Investigate Works

Legacy Events View

Navigate View

Events View

NetWitness Respond User Guide

Begin an Investigation in the Events View

Begin an Investigation in the Navigate or
Legacy Events View

Filter Results in the Navigate View
Drill into Metadata in the Events View

Filter Results in the Events View

Filter Results in the Legacy Events View

Examine Event Details in the Events View

Reconstruct an Event in the Legacy Events
View

Download Data in the Events View

Export or Print a Drill Point in the Navigate
View

Export Events in the Legacy Events View

Look Up Additional Context for Results

Launch a Lookup of a Meta Key

Add Events to an Incident in the Legacy Events
View

Add Events to an Incident in the Events View

Look Up Additional Context for Results

"NetWitness Feedback and Data Sharing" in the Live Services Management Guide
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Quick Look (in the Navigate and Legacy Events Views)

The following figure is an example of the Context Lookup panel as it appears in the Navigate view.
Controls and features are described in the table.

NETWITNESS Investigate 2es( Users Ho ile \ admin w
NAVIGATE EVENTS MALWARE ANALYSIS
B Broker- ¥ Query @ [ Profile © EJ Meta | & Total @ Descending @ B Event Count ® | Save Events © Actions
c Context Lookup
2020 ‘ g 15:03:00 (+00:00) Last 3 Hours 2020 g 18:02:59 (+00:00) Alerts Sort Date- NewesttoOlt v <
1,500 I. Last Updated: 5 minutes ago Time Window: 7 day(s)
1 yoga.dil
WL T T T T T T L T Tt B ey Threshold Breached for FILE yoga.dll
o tHEEH N \";‘W']-E‘“: b b L G 19 100 Created  2020/06/23,16:31 (0 days ago)
i Incident ID INC-153
Sources Risk Scoring
£# Options 2 Hide @ Events 1
" - SEVERITY Blacklisted File
o Filename fiename] (20 of 20+ values) 90 Created  2020/06/23, 16:30 (0 days ago)
session.last.id (1,183) - <none> (672) - 0445_02_15sec_02.jpg (168) - concentrator (168) - downloads (168) Incident ID
- edituser.php (168) - firefox-3.0.3.complete.mar (168) - firefox-33.1.1.complete.mar (168) - goog-malware-shavar_s_4761- Sources  Endpoint
4800 (168) - goog-malware-shavar_s_4801-4880 (168) - goog-malware-shavar_s_4881-4960 (168) - leo.asp (168) Events 1
- nix.gif (168) - runonce3.aspx (168) - submitart.php (168) - wtid.js (168) - dwm.exe (14) - svchost.exe (12) SEVERITY Threshold Breached for FILE yoga.dil
- smsvchost.exe (8) - yoga.dil (8) ...show more 100 Created  2020/06/23, 15:42 (0 days ago)
Incident ID INC-153
E Directory [directory] (10 values) L Sources  Risk Scoring
findex/stats/ (1,183) - /(1,176) - /dcsjwb9vb00000c932fd0ric7_S5p3t/ (168) - /fame_teasers/0/04/0445/0415(81110/... (168) Bvents 1
- /fwlink/ (168) - /gadgets/ (168) - /gadgets/images/ (168) - /mozilla/firefox/releases/3.0.3/upd... (168) SEVERITY Blacklisted File
- Ipubl/firefox/releases/33.1.1/update... (168) - /safebrowsing/ (168) 90 Created ~ 2020/06/23, 15:41 (0 days ago)
Incident ID
= Extension [extension] (12 values) el Sources  Endpoint
¥ id(1,183) - <none> (1,176) - mar (336) - php (336) - asp (168) - aspx (168) - £if (168) - jpg (168) -5 (168) - exe (47) -l (8) frents 1
-sys (8) SEVERITY Threshold Breached for FILE yoga.dil
1P A . isial (20 of 20+ valuesy 2 10 Alerts (First 50 Results)
ddress Alias Record (alia
Description
Source Displays the icons for the available sources: Endpoint, Incidents, Alerts, and Lists.
Options
Bar
Source Displays the source name based on the selected icon:
Name g
e Endpoint
e Incidents
e Alerts
e Lists
Sort Provides a drop-down of sort options for the listed context information. Possible sort
options are Severity - High to Low, Severity Low to High, Date - Oldest to Newest. and
Date - Newest to Oldest. The sorting options vary by source type.
o Refreshes the lookup results.

<nitems>  The footer provides a count of results currently displayed and the total number of results.
(First <n>  For example, 5 Alerts (First 50 Results).
Results)
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Incidents

Incidents are displayed based on time first (Newest to Oldest) and then priority status. The following
information is displayed for incident lookups:

e Incident Name and ID

* Priority status of the incidents

e Risk Score value of the incidents

e Date when the incident was created

 Status of the incident

» Assignee for the incident

e Last Updated: Indicates when contextual data was last fetched from data source and updated to cache.

e Time window: This is based on the value that is set for the "Query Last (Days)" field in the Configure
Respond window. For details, see the "Configure Respond as a Data Source" topic in the Context Hub
Configuration Guide.

e Sort: This drop-down field provides options to change the sorting of result based on time or priority.

Alerts

Alerts are displayed based on the Severity. ;The following information is displayed for alert lookups:

e Alert Name

e Severity value of the alerts

e Date when the alert was created

e Incident ID: This is the ID of the incident that the alert is associated with (If any).

e Sources: Event source name

* Number of events associated with the alert.

* Last Updated: Indicates when contextual data was last fetched from data source and updated to cache.

e Time window: This is based on the value that is set for the "Query Last (Days)" field in the Configure
Respond window. For details, see the "Configure Respond as a Data Source" topic in the Context Hub
Configuration Guide

e Sort: This drop-down field provides option to change the sorting of result based on time or priority.

Lists
The following information is displayed for list lookups.
e List Name

¢ Owner who created the list
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Created Date
Last Updated Date

Description of the list

Endpoint

The following information is displayed for Endpoint lookups.

Machine name and IP address of the machine.
By clicking on the IP or Endpoint machine name, you will be navigated to Endpoint UI to perform
further investigation.

Last Updated: Indicates when contextual data was last fetched from data source and updated to cache.
Machine Score: A machine I[IOC score is aggregated based on the module scores.

Number of modules: Number of active files for the selected machine.

Last Updated: Indicates when the scan results were last updated in Endpoint database.

Last Login User

Machine MAC Address

Operating System Version

Admin Notes (if any)

Admin Status (if any)

Top Suspicious Modules (Modules that have an IIOC score > 500). This is based on the value set for
"Minimum [IOC Score" field in the Configure Endpoint window. The default value for "Minimum
ITOC Score" is 500.

Machine IIOC Levels

Quick Look in the Events View

The following figure is an example of the Context Lookup panel as it appears in the Events view.
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NETWITNESS Investigate ne Users osts ashhoard S 3 % ®  admin

SACY EVENITS EVENTS ALY ®

et © endpointloghybrid1 - Log De Add/Remove fromList || Pivot tolnvestigate || PivottoArcher || Pivot to Endpoint Thick Client

NAME DESCRIPTION AUTHOR CREATED UPDATED
2022/05/24 12:29 pm
assetcriticality This list is created and updated automatica... admin 2022/05/24 12:16:08 pm (2 months ago) 2022/07/07 10:39:48 am (19 days ago)

Filter Events

Source IPAddress

p.sre

Deslinalion Porl

Hostname Aliases

The contextual information or query results displayed in the Context Lookup panel depends on the
selected entity and the associated data sources. The Context Lookup panel has separate tabs for each of
the data sources. The tabs are: List data source, Archer, Active Directory, Endpoint, Incidents, Alerts,
and REST API. The following figure shows the Context Lookup panel for a selected entity in the
Incident Details view.

Incident: 5

‘Add/Remove from List Pivot to Investigate > Navigate Pivot to Archer Pivot to Endpoint Thick Client
D

CREATED PRIORITY RISK SCORE [ NAME STATUS ASSIGNEE ALERTS

01/06/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10, REMEDIATION_REQUESTED analyst1
1 pm {4 days ago) CRITICAL %0 High Risk Alerts: ESAfor 10, REMEDIATION REQUESTED analyst1
01/04/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10 ASSIGNED analyst2
01/06/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10, ASSIGNED analyst?
01/06/2020 1 pm (4 days ago) CRITICAL S0 High Risk Alerts: ESA for 10. ASSIGNED analyst2
1 pm {4 days ago) CRITICAL %0 High Risk Alerts: ESAfor 10, ASSIGNED analyst2
01/04/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10
01/06/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10
01/06/20201 1.pm (4 days ago) CRITICAL 90 High Risk Alerts: ESA for 10
1 pm {4 days ago) CRITICAL %0 High Risk Alerts: ESAfor 10
01/04/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts ESA for 10

01/06/20201 1 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10

01/06/20201 30 pm (4 days ago) CRITICAL %0 High Risk Alerts: ESA for 10,

(4 days ago) CRITICAL 50 High Risk Alerts: ESA for 10.

ed- a few seconds ago

The following table describes the data available on each tab and the supported entities.

- Displays all of the list data associated All entities
— with the selected entity or meta value.

. The result is sorted by the last updated
(Lists) list.
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Displays asset information along with IP, Host, and Mac
criticality ratings using the Archer data
source.
(Archer)
Displays all user information for the User
selected user.
(Active
Directory)
Displays the NetWitness Endpoint data 1P, MAC address, and Host
E source information for the selected
entity or meta value, which includes the
(NetWitness Machines, Modules, and IIOC levels.
Endpoint) Modules are by highest IOC score to

lowest IIOC score and IIOC levels are
sorted by highest IOC levels to lowest
I10C levels.

Displays the list of incidents associated ~ All entities
with the selected entity or meta value.
The result is sorted by newest incidents

(Incidents) to oldest incidents.
—n Displays the list of alerts associated All entities
[ with the selected entity or meta value.
The result is sorted by newest alerts to
(Alerts) oldest alerts.
- Displays information related to Live IP, Domain, and Filehash
— Connect.
(Live Connect)
Displays file reputation status for Filehash entities

Filehash entities.

Ll

(File Reputation)

Displays information for STIX data IP address, email address, domain,
sources. filename, URL's, and file hash.

) ©

Note: The context lookup for email
address and URL will be displayed
only if these metas are mapped.

QA
Navigate to (Admin) > System >
Investigation > Context Lookup.
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Displays the list of REST APIs (enabled All entities
in Context Hub) associated with
REST API selected the entity.
Lists Tab

The Context Lookup panel for Lists shows one or more lists associated with the selected entity or meta
value. The following figure is an example of the Context Panel for Lists, and the table describes the
fields.

Pivot to Investigate > Navigate Pivot to Archer Pivot to Endpoint Thick Client

DESCRIPTION AUTHOR CREATED UPDATED

1P_Blacklist RSA 01/06/2020 07:05:15 pm (4 days ago) 01/06/202007:05:15 pm (4 days ago)

\TA | Last Updated: 4 minutes ago

T

Name The name of the list (defined while creating the list).

Description The description of the list (defined while creating the list).

Author The owner who created the list.

Created The date when the list was created.

Updated The date when the list was last updated or modifed.

Count The number of lists in which the selected entity or meta value is available.
Time Window The time window based on the value set for the "Query Last" field in the

Configure Responses dialog. By default, all Lists data is fetched.

Last Updated The time when Context Hub fetched and stored the lookup data in cache.
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Archer Tab

The Context Lookup panel for Archer displays asset information along with criticality ratings using the
Archer data source for IP, Host, and Mac entities. The following figure is an example of the Context
Lookup panel for Archer, and the table describes each field.

= Archer: @ X

q? Add/Remove from List Pivot to Investigate > Navigate Pivot to Archer Pivot to Endpoint Thick Client

CRITICALITY RATING RISK RATING DEVICE NAME HOSTNAME
High High ECAT-WIN-2008 ftp.netwitness.com

INTERNAL IP ADDRESS DEVICE ID DEVICE TYPE MAC ADDRESS
66.104.20.243 224935 Fibre Channel SAN Switch 00:13:E8:AF:68:0F

FACILITY BUSINESS UNIT DEVICE OWNER BUSINESS PROCESSES
Austin D2 US-Finance, Payroll 1, Admin1,2, admin Busi. Process 1,Busi. Process 2

1 Asset Time Window: ALL DATA | Last Updated: (a few seconds ago)

Criticality Rating The device operational criticality based on the applications it supports. The
criticality ratings can be set as Not Rated, Low, Medium-Low, Medium,
Medium-High, or High.

Risk Rating The calculated risk rating for the device based on the most recent assessment
and the average risk rating of facilities using the device. The risk rating can be
set as Severe, High, Medium, Low, or Minimal.

Device Name The unique name of the device.

Host Name The host name of the device.

IP Address The primary internal IP address of the device.

Device ID The automatically populated value that uniquely identifies the record across all

applications within the system.

Type The device type, for example, server, laptop, desktop, and others.

Facilities Links to records in the Facilities application that are related to this device.

Business Unit Links to records in the Business Unit application that are related to this device.
For more than three business unit values, you can hover over the field to view
the values.

Device Owner The person who is responsible for the device and receives read and update

rights of the record.
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Fed o

Count The number of assets available.

Time Window The time window based on the value that is set for the "Query Last" field in
the Configure Responses dialog. By default, all data for Archer is fetched.

Last Updated The time when Context Hub fetched and stored the lookup data in cache.

Note: In the localized versions, only these twelve fields are displayed: Criticality Rating, Risk Rating,
Device Owner, Business Unit, Host Name, MAC Address, Facilities, I[P Address, Type, Device ID,
Device Name, and Business Processes.

Active Directory Tab

The following figure is an example of a Context Lookup panel for Active Directory.

Active Directory : beline

@ Add/Remove from List Pivot to Investigate

DISPLAY NAME EMPLOYEE ID PHONE EMAIL
bcline = 010 64 3 477 4000 bcline@abc.com

AD USER ID JOB TITLE MANAGER GROUPS
beline QE Manager CN=mary,CN=Users,DC=context,DC=local

COMPANY DEPARTMENT LOCATION LAST LOGON
Dell Emc RSA Brentford London GB TW83AN 08/22/2017 10:44:52 am (7 days ago)

LAST LOGON TIMESTAMP DISTINGUISHED NAME
08/22/2017 10:44:51 am (7 days ago) CN=bcline,CN=Users,DC=context,DC=local

1 User(s) (First 20 Results) Time Window: ALL DATA | Last Updated: (2 minutes ago)

The Context Lookup panel for Active Directory displays all the related information, incidents, and alerts
for a user. You can perform a look up using the following formats:

 userPrincipalName
¢ Domain\UserName

e sAMAccountName

The following information is displayed for Active Directory.

T =

Display Name The name of the user.

Employee ID The employee ID of the user.
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oo

Phone
Email

AD User ID
Job Title
Manager
Groups
Company
Department
Location

Last Logon

Last Logon TimeStamp
Distinguished Name
Count

Time Window

Last Updated

The phone number of the user.

The email ID of the user.

The unique identification of the user within an organization.

The designation of the user.

The name of the user's manager.

The list of groups of which the user is a member.

The name of the user's company.

The department name to which the user belongs within the organization.
The location of the user.

The time when the user logged into the system, only if the Global Catalogue
is defined.

The time when the user logged into the system.

The unique name assigned to the user.

The number of users.

The time window based on the value that is set for the "Query Last" field in
the Configure Data Source Settings dialog. By default, all data for Active
Directory is fetched.

The time when Context Hub fetched and stored the lookup data in cache.

NetWitness Endpoint Tab

The following figure is an example of the Context Lookup panel for NetWitness Endpoint.

373
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— Netwitness Endpoint : 10.63.0.225

Add/Remove from List Pivot to Endpoint Pivot to Investigate

# OF MODULES neco noc 1
4512 0 3

ADMIN STATUS LAST LOGIN MAC ADDRESS OPERATING SYSTEM
= 8/29/2017 4:13:40 PM 00:0C:29:98:94:22 Microsoft Windows Server 2012 R2 Standard

MACHINE STATUS IPADDRESS
Online

Top Suspicious Modules (IIOC Score > 1) Machine I0C Levels
110C SCORE MODULE NAME ANALYTICS SCORE MACHINE COUNT SIGNATURE 10C LEVEL DESCRIPTION LASTEXECUTED

1
1

1

Time Window: ALL DATA | Last Updated: (28 minutes ago)

The following information displayed for IIOCs.

Description

# Of Modules The number modules that are looked up.

Admin Status The admin status (if any).

Last Updated The time when the data was last refreshed.

Last Login The time when the user last logged in.

MAC Address The Machine MAC Address.

Operating System The Version of the Operating System used by the NetWitness Endpoint
machine.

Machine Status The state of the module being viewed: Online, Offline, Active, or Inactive.

IP Address The IP address of the specific module.

The following information is displayed for modules.

Description

IIOC Score A machine IIOC score is an aggregated score based on the module scores.
This is based on the value set for Minimum IIOC Score field in the Context
Hub Data Source Settings dialog. The default value for Minimum IIOC Score
is 500. See "Configure Context Hub Data Source Settings" in the Context Hub
Configuration Guide,

Investigate Reference Materials 374



Investigate User Guide

Description
Module Name The name of the module that is being looked up.
Analytic Score The number of active files for the selected machine.
Machine Count The number of machines on which that particular IOC got triggered.
Signature Indicator of whether the file is signed or unsigned, valid or invalid, and

signatory information. For example, Google, Apple, and so on.

The following information is displayed for machines.

Description
IOC Levels The 10C levels.
Description The description for he IOC level if available.
Last executed The time when the action was executed.
Count The number of hosts that are being looked up.
Time Window The time window based on the value set for the Query Last field in the

Configure Data Source Settings dialog. By default, all data for NetWitness
Endpoint is fetched.

Last Updated The time when scan results were last updated in NetWitness Endpoint
database.

Alerts Tab

The following figure is an example of Context Panel for Alerts that is displayed based on time first
(Newest to Oldest) and then severity.

Alerts: 255.25]

Add/Remove from List Pivot to Investigate > Navigate Pivot to Archer Pivot to Endpoint Thick Client

CREATED SEVERITY NAME SOURCE #EVENTS INCIDENT ID

58:44 pm (4 days ago) %0 Event Stream Analysis 1

om (4 days aga) 0 Event Stream Analysis q

39 pm (4 days ago) 50 Event Stream Analysis 1
35 pm (4 days ag0) %0 Event Stream Analysis
-25pm (4 days 2go) 50 Event Stream Analysis
om (4 days ago) %0 Event Stream Analysis

58:25 pm (4 days ago) 90 Event Stream Analysis

58:25 pm (4 days ago) %0 Event Stream Analysis

525 pm (4 daysago) %0 Event Stream Analysis

25 pm (4 day= ago) %0 Event Stream Analysis

25 pm (4 days ago) %0 Event Stream Analysis

25 pm (4 days ago) 50 Event Stream Analysis

25 pm (4 days ago) 50 Event Stream Analysis

90 Event Stream Analysis

ast Updated: 8 minutes ago

The following