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Release Notes

What's New in 12.3.0.0 Release

The NetWitness 12.3.0.0 Release Notes describe new features, enhancements, security fixes, upgrade
paths, fixed issues, known issues, end-of-life functionality, build numbers, and self-help resources.

Enhancements

The following sections are a complete list and description of enhancements to specific capabilities:

e Policy-based Centralized Content Management (CCM)

* Investigate
e Context Hub

* Insight
e SASE Capability

e Springboard
e Respond

* Endpoint Enhancements

o User and Entity Behavior Analytics

e Concentrator, Decoder, and Log Decoder Services

* Log Integrations

e Third-Party Integrations

* Security
e Platform
To locate the documents that are referred to in this section, see

https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-
p/676246.

The Product Documentation section has links to the documentation for this release.

Policy-based Centralized Content Management (CCM)

The following enhancements are made for Policy-based Centralized Content Management in 12.3.0.0
version:

6 What's New in 12.3.0.0 Release
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Addition of Services Tab in Content Panel

NetWitness has introduced the Services tab to view and manage the 12.3 and above services. The
dedicated Services List page lists all Decoder and Log Decoder services available in the 12.3+ version.
From this page, you can initiate migration, view the content of each service after migration, and
conveniently enable or disable CCM for individual services.

* To go to Services tab, click (CONFIGURE) > Policies > Content > Services.

NETWITNESS pond  Users  Hosts  Files  Dashboard eports B ¥ ® admn

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R{

CONFIGURATION CONTENT

Content Library Y € Manage Service Content

Policies (3)

SERVICE NAME 1  GROUP POLICIES HOST VERSION MANAGED ..  STATUS ACTION

Groups (3)

decoder - Decoder decoder 12300 Migrated @

Services (4) groupl endpointloghyb... N/A

& Settings loghybrid - Log Deco... loghybrid Migrated @

Event Stream Analysis packethybrid - Decoder None packethybrid Failed

All Decoder Services are managed by

Centralized Content Management @

Ton ra es
Cc

e Once you click the Services tab:

° You can view the list of services. By default, 15 services are displayed per page. you can go to the
next page by clicking - You can also directly go to the last page by clicking [ > |

NETWITNESS stig osts  Files  Dashboard  Reports & % ® admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

CONFIGURATION CONTENT

Content Library Y £ Manage Service Content

Policies ) SERVICE NAME *  GROUP POLICIES HOST VERSION  MANAGED.. STATUS ACTION
Groups (3) decoder - Decoder decoder 12300 Migrated @

Services (4) groupl endpointloghyb...  12.3.00 N/A

@ Settings loghybrid - Log Deco... loghybrid 12300 Migrated @

Event Stream Analysis packethybrid - Decoder None packethybrid 12.3.00

Failed

All Decoder Services are managed by
Centralized Content Management @

You can filter the services based on various parameters by clicking .

What's New in 12.3.0.0 Release
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NETWITNESS

LIVE CONTENT SUBSCRIPTIONS

NFIGURATION NTENT

SERVICE NAME

Equals

m]
o
MANAGED BY o

O Show only CCM managed
Services

CAPTURE POLICIES

SERVICE NAME

packethybrid - Decoder

H Fi

POLICIES INCIDENT RULES

£ Manage Service Content
*  GROUP POLICIES

decoder - Decoder

groupl

loghybrid - Log Deco...

None

‘ 1-4 of 4 services

o You can click a service to view the details of the

NETWITNESS

LIVE CONTENT SUBSCRIPTIONS

< endpointloghybric
SERVICE TYPE
LogDecoder

GROUPS
G1

POLICY STATUS
Unpublished

FEED

?

(12) APPLICATION RULE (689)

RULE NAME
Pwnkit Detection
Dumps DNS Cache
Office Application Injects Remote Process
Possible Qakbot Scheduled Task

Enumerates Network Connections Using nbtstat

CAPTURE POLICIES

MIGRATION STATUS

H Fi

POLICIES INCIDENT RULES

1- Log Decoder

LAST UPDATED
01/01/1970 12:00:00 am

CREATED ON

LOG DEVICE (325) LUA PARSER (8)

RULE VALUE @ MEDIUM

Pwnkit Detection endpoint
dumps dns cache endpoint
office application injects remote process endpoint
Possible Qakbot Scheduled Task endpoint

Enumerates Network Connections Using nbtstat endpoint

Showing 689 out of 689 items

NETWORK RULE (0)

Dash 10}

®

INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

HOST VERSION MANAGED ...  STATUS ACTION

decoder 12300 Migrated @

endpointloghyb... ~ 12.3.0.0 N/A

loghybrid 12.300 Migrated @

packethybrid 12300 Failed

service.

Dasht

INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R{

X

01/01/1970 12:00:00 am

EVENT STREAM ANALYSIS RULE (84) BUNDLE (7)

SUBSCRIPTION STATUS LAST UPDATED

Unsubscribed ) Enabled 10/27/2022 10:41:06 am

Unsubscribed Disabled 10/20/2022 10:34:03 am

Unsubscribed <) Enabled 10/20/2022 10:51:59 am

Unsubscribed ) Enabled 10/19/2022 02:11:56 pm

Unsubscribed 2 Enabled 10/20/2022 10:37:21 am

Oselected

° You can automatically migrate content from selected services to CCM Content Library. This
feature simplifies the process and saves time by eliminating the need for manual content migration.
To migrated content, select the service(s) and click Migrate Content.

What's New in 12.3.0.0 Release
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NETWITNESS nvestigate d Users Hosts Files [BEE rd Re s 10} % ® admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION ~ CONTENT

Content Library <

&, Migrate Content % Manage Service Content

Policies (3)

SERVICE NAME T GROUP POLICIES HOST VERSION MANAGED ... STATUS ACTION
Groups (3) decoder - Decoder decoder 12300 g Migrated @
Services (4) groupl endpointloghyb...  12.3.0.0 NA

. loghybrid - Log Deco... loghybrid 12300 Migrated @
& Settings e~ = S &

Event Stream Analysis packethybrid - Decoder None packethybrid 12300 Failed

All Decoder Services are managed by

Centralized Content Management @

Toma ntent for all Decod ices
i tralized Content Management.

1-4of 4 services | 1 selected

Note: In this UI, you can migrate Application Rules, Network Rules, LUA Parser, Live Feeds
and Live Log Devices. You can continue to manage Custom Feeds and Log Parser Rules from
Legacy Custom Feeds Ul and Log Parser Rules UI.

o During the migration process, you can create default policy and group for each service selected for
migration. Once the migration process is complete, the policy and group will be listed under Policy
Listing page and Group Listing page.

NETWITNESS

Migrate Content from Service

Content Library 1service(s) are selected to migrate the Content to Content Library.

Policies (3 9 S i
Ll Choose Action after migrating content Selected Services U p—— AcTION
Create a Policy and Group for Each Service &8 decoder - Decoder i .

Migrated
Migrated

All migrated content will be

Failed

Cancel ‘ Migrate

Note: The policy and group which is created for the service will be in "Unpublished' state and it
can be published only after it is reviewed. In the Policy Listing page, the Publish button for
such a policy will be disabled. The policy can be published only after reviewing it either from
Policy Details page or Edit Policy Page.

IMPORTANT: While publishing a policy, the content deployed from the policy is merged with
the content present in the service. This ensures that duplicate content is overwritten, and unique
content present in the service is retained, avoiding unnecessary redundancy and data loss.

What's New in 12.3.0.0 Release 9
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o If the migration process is successful and the policy is created successfully for the selected service,

you can view the details of the policy. To view the policy details, click policy name under the
Policies column in Services List page.

NETWITNESS

] ¥ @ admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES

INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT

Content Library

? &, Migrate Content £ Manage Service Content

SERVICE NAME 1 GROUP POLICIES HOST VERSION MANAGED ... STATUS ACTION
Groups (3)

Policies (3)

decoder - Decoder decoder 12300 ccM Migrated @
EeniEs(d) groupl endpointioghyb.. 12300 ] N/A

. loghybrid - Log Deco.. loghybrid 12300 Migrated @
& Settings L d ey &

Event Stream Analysis packethybrid - Decoder None packethybrid 12.300 ]

All Decoder Services are managed by
Centralized Content Management @
Tom itent for all Dec ervices
using Centralized Content Mai

Microsoft Store

o If the migration process is successful, you can view the details of the migrated content. To view the

migrated content details, click View Content hyperlink under the Action column in Services List
page.

NETWITNESS Hosts Files Das Re s 9} ¥ @ admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT

Content Library

? &, Migrate Content 2 Manage Service Content

SERVICE NAME 1T GROUP POLICIES HOST VERSION MANAGED ... STATUS ACTION
Groups (3)

Policies (3)

decoder - Decoder decoder 12300 Migrated @
S ) groupl endpointioghyb... 12300 N/A

. loghybrid - Log Deco... loghybrid 12300 Migrated @
& Settings e’ & ey’ ®

Event Stream Analysis packethybrid - Decoder None packethybrid 12300 Failed

All Decoder Services are managed by
Centralized Content Management @
T Conten ler Services

ent,

° You can search the migrated content based on various parameters.

Note:

- For Application Rule and Network Rule, the search is based on Rule Name and Rule Value.
- For Feeds, Log Device and LUA Parser, the search is based on the Name.

What's New in 12.3.0.0 Release
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NETWITNESS

View Migrated Content

GriaTEy, 1500 content successfully migrated from service 'endpointloghybrid1 - Log Decoder"

Mi On:01/20/1970 11:44

Policies (3

= STATUS ACTION

Feed (1) Application Rule (1188) Log Device (308) Lua Parser (3)
RULE NAME RULE VALUE @ MEDIUM ORDER  STATUS
APT-C-36 C2 Communication...  APT-C-36 C2 Communication packet, endpoint, 9 Enab...
APT-C-36 C2 Communication... ~ APT-C-36 C2 Communication packet, endpoint, 9 Enab...
APT-C-36 Drops Batch Script...  APT-C-36 Drops Batch Script packet, endpoint, = 9 b

APT-C-36 Drops Batch Script..  APT-C-36 DropsBatchScript ~ packet, endpoint,

o If the migration has failed due to some reason, then you can view the logs. To view the logs, click
View Error Log hyperlink under the Action column in Services List page.

NETWITNESS In gate d Files C R & % ©) admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R{

CONFIGURATION CONTENT

Contegtlibeary Y | & Migrate Content & Manage Service Content

Policies (3)

SERVICE NAME T GROUP POLICIES HOST VERSION MANAGED ... STATUS ACTION
Ermp=(E) decoder - Decoder decoder 12300 Migrated @
Eewizs(d) groupl endpointloghyb... 12.3.0.0 NA

o settings loghybrid - Log Deco... loghybrid 12300 Migrated @

Event Stream Analysis packethybrid - Decoder None packethybrid 12300 Failed

All Decoder Services are managed by

Centralized Content Management @
tent for all Decod ices
ed Content Ma

o Even if only some content from a service is migrated to Content Library, NetWitness has also
provided you an option to create policy and group for such a service. To create policy and group

for such partially migrated service, click View Error Log -> View Migrated Content -> Create
Policy and Group.

What's New in 12.3.0.0 Release 11
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View Migrated Content

8remaining Content ully migrated from Service ‘Test NDR - Log Decoder’

ApplicationRule(5)  Lua

Detect

Create Policy and Group

o You can enable or disable CCM for individual Decoder Service. To enable or disable CCM, select
the service and click Manage Service Content.

NETWITNESS Files Das s S * @ admin >

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R{

CONFIGURATION CONTENT

Content Library ¥

& Migrate Content ‘ % Manage Service Content

SERVICE NAME 1 GROUP

Policies (3)

POLICIES HOST VERSION MANAGED ... STATUS ACTION
Chewes(E) decoder - Decoder decoder 12300 Migrated @
Services (4)

groupl endpointioghyb... 12.3.0.0 EC NA

& Settings loghybrid - Log Deco... loghybrid 12300 Migrated @

T——— packethybrid - Decoder None packethybrid 12300 Failed

All Decoder Services are managed by
Centralized Content Management @

For more information, see the Manage Services in the see Policy-based Centralized Content
Management Guide.

Application and Network Rule Enhancements

NetWitness has enhanced the Application and Network Rules to help administrators manage the rules
efficiently by adding the following improvements:

12 What's New in 12.3.0.0 Release
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o Under Session Options, the option Alert on is renamed to Flag session with rule name in meta key
in the Application Rule tab. With this enhancement, administrators can now select a custom meta key
from the drop-down, and a meta value corresponding to the rule name will be generated when the
session metadata matches the rule.

Create Ru Create New Rule

O Stop Rule

RULE NAME

ad.computer.src
ad.domain.dst
ad.domain.src
ad.username.dst
A carnama crr

Cancel Save

o Administrators can now select the Notify option to trigger alert generation and choose the Severity
level while creating or modifying the Application Rules. The severity levels are Critical, High,
Medium, and Low.

NETWITNESS

APPLICATION R

Create Rul Create New Rule

O Stop Rule Pro

RULE NAME

Medium

High

Critical

e Under Session Options, the option Alert on is renamed to Flag session with rule name in meta key
alert in the Network Rule tab.

What's New in 12.3.0.0 Release 13
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Content Library

| CreateRule Create New Rule

RULE NAME POLICIES

O Truncate
SESSION OPTIONS
ation Meta

rk Meta

ith rule name in meta key alert

For more information, see the Create an Application Rule and Create a Network Rule topics in the
Policy-based Centralized Content Management Guide.
Deployment Statistics

Introducing the new enhanced statistics feature Deployment Stats which provides users with
comprehensive insights into the performance and status of their deployments.

IMPORTANT: The old legacy Services tab has been deprecated, making the CCM the primary
location for accessing and managing statistics.

o The statistics associated with engines, rules, and alerts have been moved to the new Centralized
Content Management (CCM) pages as part of the ongoing migration.

NETWITNESS v 2 User Host Files  Dashboard R 0] 3 ¥ ®  deploy_admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES SERVICE TOPOLOGY
CON RATION CONTENT
;ontentLibrary .

Policies (2)
Groups (2) Y | + Create @® Deploy @® Deployment Stats

Services (2) O NAME POLICY NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES LAST UPDATED

B da policy esa-ESACorrelat...  log-hybrid - Concentrator Deployed A (1 New Uvﬂates) 05/15/202306:0...
# Settings ——

a2 policy2 esa-ESA Correlat... log-hybrid - Concentrator Deployed A - 05/15/202306:0...
Event Stream Analysis

a3 policy esa-ESA Correlat... log-hybrid - Concentrator New & - 05/15/202306:1...

da policy2 esa-ESACorrelat... log-hybrid- Concentr... (+1) Stopped A - 05/15/202306:1...

All Decoder Services are managed by
Centralized Content Management @

ntent for all r Services using

ontent Mana;

Showing 4 out of 4 items 1selected
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o Users can easily access and analyze deployment statistics, including engine, rule, and alert metrics, to
monitor the effectiveness and efficiency of their configurations.

o The ability to enable and disable rules at the runtime of the engine provides greater flexibility and
control over rule execution.

o Users can now view the timestamp indicating when the statistics were last fetched, ensuring the
accuracy and relevance of the displayed information.

e On-demand stats fetching allows users to retrieve the latest statistics anytime, keeping them updated
with the system's performance.

« In addition to the existing statistics, users can now view individual data source statistics for each
engine, enabling a more granular analysis of data source performance.

Create and Edit ESA Rules from CCM (Redirection to ESA Rules Tab)

Introduced a new redirection feature, The ESA rule creation, and editing features have been seamlessly
integrated into the existing CCM design, providing a consistent experience and optimizing usability.

Users can now create and edit ESA rules within the streamlined workflow making necessary
modifications to rules minimizing the clicks redirecting to the ESA Rules Tab, ensuring a smoother
experience.

Endpoint Rule Management

Users can now enable or disable endpoint rules per deployment, allowing them to tailor rule execution to
specific deployment requirements.

Fast Deployment Support

Fast Deploy is supported, which allows users to expedite the deployment process for compatible
configurations, saving time and effort.

NETWITNESS
LIVE CONTENT  § IPTIONS ~ CAPTURE POLICIES  POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  E CUSTOM FEEDS ~ LOG PARSER RULES  SERVIC
CONFIGURATION ~ CONTENT
Content Library A SO
Policies (8)
+ Create 2 Edit || ® Deploy || O FastDeploy || § MoreActions v
Groups(6)

Services (6) NAME POLICY NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES LAST UPDATED

Deployment-spear-p... Policy-spear-phishin... ~ esaprimary-ESACo...  loghybrid- Concentra... (31) Deployed - 04/11/202306:05:4...

© Settings
Test1 Test-Policy esaprimary - ESACo...  packethybrid - Concentrator - 04/11/2023 05:460...
Event Stream Analysis

TestDeployment TestPomm esaprimary-ESACo...  endpointioghybrid - Concentrator - 04/10/202308:50:3...
deployment1 esaprimary-ESACo...  packethybrid - Concentrator 04/11/202306:08:4..

enrichment esaprimary-ESACo...  packethybrid - Concentrator 04/11/202305:15:2...

esa esaprimary -ESACo...  packethybrid - Concentrator - 04/10/202309:37:2...

Some Decoder Services are not managed by
Centralized Content Management @

What's New in 12.3.0.0 Release 15
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Deployment Updates, Indicators and Notifications

o Users can easily track updates made to deployments, with a clear indicator signaling the presence of

updates.

« Stay informed and effortlessly monitor the status and progress of your deployments.

o Users will be notified if another user is currently editing a deployment, preventing conflicts and

ensuring smooth collaboration.

» Notifications and severity configurations for rules in a deployment can be easily viewed, enabling

users to stay informed about rule behavior and potential security threats.

NETWITNESS

LIVE CONTENT SUBSCRIPTIONS  CAPTURE POLICIES ~ POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES  CUSTOM FEEDS

CONFIGURATION ~ CONTENT

Content Library ESA DEPLOYMENTS  DATA SOURCES

Policies (2)

Y | + create 2 Edit || ® Deploy @® DeploymentStats || § MoreActions \/

Groups (2)

Services (2) NAME POLICY NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES

policy esa-ESACorrelat... log-hybrid - Concentrator Deployed (& (tNewUpdates )

© Settings

policy2 esa-ESACorrelat... log-hybrid - Concentrator Deployed (&

Event Stream Analysis

policy esa-ESA Correlat...  log-hybrid - Concentrator New( A&

LOG PARSER RULES

SERVICE TOPOLOGY

LAST UPDATED
05/15/202306:0...
05/15/202306:0...

05/15/202306:1...

For more information on the enhancements, see Policy-based Centralized Content Management Guide.

Investigate

The following section describes the new enhancements for the Investigate component:

NetWitness enhancements in the Investigate > Events view provide increased flexibility and improved
investigative workflow. These enhancements empower analysts to complete investigations and increase

efficiency of administrators.

Select Query Results Panel Layout

The Query Builder allows you to select the Query Results panel layout before executing the query.

For example, if you select, Show: Meta and Events option from the dropdown menu, the query results

are by default displayed in two separate panels, i.e., Meta and Events.

NETWITNESS Investigate Resp

CNTS  EVENTS ALWA

exist

Events Mcta ents 2\ (00 RSAHTTP

SERVICE TYPE SOURCE IP ADDRESS  DESTINATION ...

COLLECTION TIME DECODERSO..  TRAFFICFLO... HOSTNAME A...

03/02/202306:38:33 pm 123logdecoder
2306:38:48 pm 123logdecoder
6:39:12 pm 123logdecoder
03/02/202306:39:46 pm 123logdecoder
6:39:46 pm 123l0gdecoder
46 pm 123logdecoder

6:39:46 pm 123logdecoder

1P ALIASES SOURCEORG.. DESTIN) {3

For more information, see Access the Events View topic in the NetWitness Investigate User Guide.

16

What's New in 12.3.0.0 Release


https://community.netwitness.com/t5/netwitness-platform-online/policy-based-centralized-content-management/ta-p/685739
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-investigation/ta-p/669910

Release Notes

Timeline Enhancements

The enhanced Timeline displays activity for the specified service and time range as a bar chart. This
allows analysts to detect significant spikes that could indicate anomalies. Using the visual representation,
analysts can conduct a more detailed investigation of the events that occurred during that specific period.

With the enhanced timeline, analyst can now expand the timeline, zoom into the interested zone in the
timeline, change the axis settings, or reset the query to the original requested form.
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For more information, see Timeline topic in the NetWWitness Investigate User Guide.

Introducing Advanced Query Bar

NetWitness introduces the new Advanced Query Bar under Investigate > Events panel to provide a
seamless experience to the users while they write queries. Advanced Query Bar provides a search bar
with the ability to accept a query construction in text form just like an Integrated Development
Environment (IDE), instead of the pill-based entry of Guided Mode. Advanced Query Bar provides
following benefits:

» Syntax or error highlighting: The syntax of each query is validated and a red outline marks invalid
filters.

o Auto suggestions: Suggestions such as meta key, an alias for medium, an operator in a drop-down list
to help in query construction.

o Recent queries: Displays recent queries.
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Create Future Alert using Events Query

During the investigation, administrators and analysts can now create an application rule for any
suspicious activity from the Investigate > Events view. You can create application rules with a flexible
query that covers a wide set of events and system information from your network, including suspected
breach activities and misconfigured servers. Once the rule is applied to a matched policy with Decoder
services, it generates alerts whenever a match occurs and helps analysts to triage, investigate, and
respond to threats.
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For more information, see the Create a Future Alert from Events View topic in the NetVitness
Investigate User Guide.

Generate Custom Reports from Investigate Events View

NetWitness Investigate Events view has been enhanced with integrated reporting capabilities enabling
increased flexibility and streamlined workflow. Administrators and analysts can now convert their
investigation queries into adhoc and schedule reports seamlessly from the Investigate > Events view.
This eliminates the need to switch back to the reporting pages and reconfigure queries, saving time and
effort.

The following are the key benefits of generating reports from the Events view:

e Quickly configure and generate the reports.

o Share generated reports directly with administrators or other analysts by configuring email IDs,
facilitating efficient communication and collaboration.

e Report generation now adopts preconfigured settings by default, reducing the need for manual
configuration and accelerating the reporting process.

» Generated reports can be used to monitor security incidents and malware activity.

o Set up scheduled reports to run at regular intervals and trigger an email with events each time they
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For more information, see the Generate Reports from Events View topic in the NetWitness Investigate
User Guide.

Search Meta Information Quickly from Events Meta Panel

Analysts can now search for meta keys and meta values quickly from the Events Meta panel using the
newly added Filter option. This enhancement allows analysts to refine their search results by entering
specific meta values or keys and the results are highlighted with blue indicator and helps analysts to
investigate seamlessly rather than scrolling through a long list of metadata.
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For more information, see the Filter Meta Information using Events Meta Panel topic in the
NetWitness Investigate User Guide.
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Support for VirusTotal Hashes Lookup from Events View

NetWitness now includes files and file hashes VirusTotal Lookup capabilities from the Investigate >
Events view. With this enhancement, analysts can perform a VirusTotal Lookup on files with file hashes
(MDS5, SHA1, and SHA256) to get more information about the file, which automatically redirects them
to VirusTotal's website. Once the hashes match VirusTotal's recognized types, they undergo a malware
scan. The results are returned to determine if a file is malicious or not. This enhancement makes it easier
for analysts to identify viruses, malware, and other malicious files with VirusTotal Lookup and helps

them to perform investigation more effectively.
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For more information, see Launch a VirusTotal Lookup for a File and Perform Lookups of Meta

Values in Events topics in the NetWitness Investigate User

Guide.
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Introducing Meta Settings Panel

NetWitness introduces the new Meta Settings panel under the Investigate > Events > Events Meta
view to allow analysts to configure the number of sessions required for the specific meta key value
within the Events view. This enhancement provides analysts with the following configuration options:

o Max Threshold Value: This option allows analysts to set the maximum number of sessions that are
loaded for a meta key value in the Events panel. If you set a higher threshold, you will get more
accurate counts, but it will take longer to load the data. The Max Threshold Value should be between
1 - 2147483647. The default value is 100,000.

e Max Value Results: This option allows analysts to set the maximum number of values to load in the
Events view when the Max Results option is selected in the Meta Key Menu for an open Meta Key.
The Max Value Results should be between 100-100000. The default value is 1000.

o Max Meta Value Characters: This option allows analysts to set the maximum number of characters
in a meta value name displayed in the Events Meta panel. The Max Meta Value Characters should be
between 60-512. The default value is 60.

These new configuration options give analysts more control over how metadata is displayed and loaded
in the Events view. This helps analysts to perform the investigation more efficiently.
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For more information, see Configure Events View Meta Value Loading Parameters topic in the
NetWitness Investigate User Guide.

Render Threads Setting for Events Meta Value

NetWitness now allows analysts to set the Render Threads value under the System > Investigation >
Events tab > Render Threads Setting. This setting controls the number of concurrent meta key values
that are loaded by the user in the Events Meta panel. By increasing the number of render threads, the
meta values within the Events Meta panel are loaded concurrently. The Render Threads value should be
between 1-8. The default value is 2.
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For more information, see the Configure Events View Settings topic in the System Configuration
Guide.

Enhanced Query Console

The Query Console has been enhanced to help the analysts with query construction on the Investigate >
Events view. Analysts can now quickly view the Query Examples, Current Query, or Recent Queries on
the Query Console directly.

NETWITNESS Investigate Respond osts. f Reports & ® admin
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« Find all outbound HTTP or SSH events not going to Canada or the United States
direction =‘outbound’ AND | service="http;22 » AND | £ NOT (c

« Find failed login Windows events

device.type begins 'winevent' »  AND | event.cat.name = 'useractivity failed.login'

« Find endpoint tasks that include a file ending in exe or dil

category = 'task’ >  AND ( extension='dIl' x | OR | extension = exe’ )

For more information, see Query Console topic in the NetWitness Investigate User Guide.

Context Hub

The following section describes the new enhancements for Context Hub component:

Additional Data for Context Lookup Lists Panel

Administrators can now configure additional data of interest from the lists on the Context Hub Lists
page. These additional details from the lists are reflected in the Context Lookup Lists panel when you
view the context for an event on the Events or Respond view. This helps analysts with better visibility
for further analysis and investigation.
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For more information, see the Manage Meta values for Context Hub Lists topic in the Context Hub
Configuration Guide.

New Permission at the Users Level for Context Lookup

NetWitness introduces a new permission named contexthub-server.contextlookup.read for Context
Lookup. This permission is enabled only for administrators, analysts, malware analysts, SOC managers,
and Respond administrators. With this enhancement, administrators can now assign role permissions that
prevent users from viewing context enrichment that is not relevant to them or performing the
Add/Remove from List actions. Additionally, this can prevent unauthorized users from accessing
sensitive information.
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Edit Role

Role Info
Name Analysts

Description The SOC Analysts persona is centered around
Investigation, ESA Alerting, Reporting, and Incident
Management, but not system configuration.

Attributes

Core Query Timeout Default is 5 minutes

Core Session Threshold  Default is 100,000 sessions

Core Query Prefix

Permissions

Assigned Description ~

™ contexthub-server.connectiontypes.read

] contexthub-server.contextlookup.manage

™ contexthub-server.contextlookup.read

4 contexthub-server.datasource.manage

4 contexthub-server.datasource.read

[ contexthub-server.health.read

7 -

Cancel

For more information, see Role Permissions topic in the System Security and User Management Guide.

REST API Data Source Enhancements

Administrators can now view the data for Responsive Preview under the Meta and Field Mapping and
perform Field mapping operations for REST API data sources with or without authentication. This
enhancement helps administrators to avoid reconfiguring the REST API data source and saves time.
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Configure REST AP
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=-
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Cancel Save Save and Close

For more information, see Configure REST API as a Data Source topic in the Context Hub
Configuration Guide.

Insight

Introducing NetWitness Insight

NetWitness Insight is a SaaS solution available as an extension for a NetWitness Network, Detection &
Response (NDR) customer. NetWitness Insight is an advanced analytics solution that leverages
unsupervised machine learning to empower the response of the Security Operations Center (SOC) team.
NetWitness Insight continuously examines network data collected by the Decoder to discover, profile,
categorize, characterize, prioritize, and track all assets. NetWitness Insight identifies the assets in the
enterprise to alert analysts of their presence. The discovered assets are automatically categorized into
groups of similar servers and prioritized based on their network profiles. These assets are presented to
analysts in a Springboard panel to guide them to focus on certain assets to protect their organization.
Contextual information about the asset is available anywhere analysts interact with IP addresses in
Respond and Investigate workflows. Incidents and alerts can be created based on asset changes.

For more information, see the NetWitness Insight section in the NetWitness Documentation Portal.
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SASE Capability

Available in preview mode, this new integration with major SASE vendors provides further network
visibility for NetWitness Network (NDR) customers. Previously limited to logs, these integrations
deliver original network traffic to NetWitness, providing analysts with deep network visibility and
detection for SASE remote communications. Please contact your account representative to get a preview.

Springboard

The following section describes the new enhancements for the Springboard component:

Improved Color Visualization for Springboard Panels

NetWitness Springboard now allows analysts to choose from a variety of color palettes when creating or
editing panels using the new Visualization Color Theme option. This enhancement gives analysts more
control over the appearance of their panels, making them more visually appealing and easier to
understand. As a result, analysts can visualize the data better and perform analysis and investigations
more efficiently.
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For more information, see Managing the Springboard topic in the Ne/Witness Getting Started Guide.

Respond

NetWitness latest enhancements to reporting capabilities in Respond view provide users with increased
flexibility and streamlined workflows. These improvements address the challenges you face during
investigation and reporting. The following enhancements are made to the Respond component.

Respond Reporting Enhancements

With the new upgrades to Respond reporting, administrators and analysts can efficiently capture,
analyze, and share their findings with management, resulting in enhanced reporting experience within
NetWitness.

NETWITNESS vestigate  Respond  Users osts es  Dashboard  Reports 9} 4 @ L

INCIDENTS ALERTS TASKS WHITELISTS

CREATED v PRIORITY RISK 5CO... Cre ASSIGNEE ALERTS  PERS
SAVED FILTERS
06/07/202309:07:25 pm CRITICAL C-28 esq Schedule Report

06/07/2023 08:48:28 pm CRITICAL 7 . Retention Usage
@ ) CUSTOM DATE RANGE
TIME RANGE i et Rotent
06/07/202309:16:25 am CRITICAL Risk Alerts: NetWitnesd Events Retention

All Data
T T o o A e s o 06/07/202308:11:27 am CRITICAL \C-25 reshold Breached fc Export
INCIDENT ID
ING 06/07/202308:11:13am CRITICAL
06/06/202310:52:22 pm CRITICAL

INCIDENT NAME
06/06/2023 10:18:26 pm CRITICAL

Contains
06/05/2023 11:48:27 pm CRITICAL
PRIORITY 06/05/2023 08:52:20 pm CRITICAL
06/05/202306:39:20am CRITICAL

06/05/2023 06:39:04 am CRITICAL

STATUS 06/05/2023 06:38:59 am CRITICAL
sTATUS

O Reopen 06/04/2023 10:03:23 pm CRITICAL
O New

O Assigned 06/04/2023 09:22:45 pm CRITICAL
O InProgress
O Task Requested 06/04/2023 09:22:19 pm CRITICAL
O Task Complete
O Closed 06/04/2023 08:20:47 am CRITICAL
O Closed- False Po

06/04/2023 08:18:17 am CRITICAL
ASSIGNEE

06/04/2023 08:18:17 am CRITICAL

Reset Save Save as... 1-27 of 27 Incidents | O selected 1000 Incidents per page
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o Integrated reporting capabilities into the events and respond views allow administrators and analysts
to seamlessly tie their investigations to reports to capture and report their findings to the management.

o Users can review incidents and alerts within the Respond view and generate comprehensive reports
directly from the interface. Analysts and administrators can document their analysis and share detailed
reports with stakeholders.

e Reports generated from the Respond view now leverage the powerful filtering capabilities available
within Respond, ensuring that the reports accurately reflect the specific incidents or alerts reviewed.

o Introduced a simplified workflow driven by customizable templates, this feature eliminates the
complexity of the current reporting workflow and reduces the input required from analysts and
administrators.

o Report creation now defaults to preconfigured settings, minimizing the need for manual configuration
and expediting the reporting process.

o Analysts can now email the generated reports directly to administrators or other analysts, facilitating
efficient communication and collaboration.

For more information, see the Generate Reports from Respond View topic in the NetWitness Respond
User Guide.

Respond Server Support for Core Alerts and Insight Alerts

The Respond Server support for NetWitness Core Alerts and NetWitness Insight Alerts update
improves your security by helping you detect and respond to incidents more effectively. This includes
improvements that make managing and analyzing core and insight alerts within the NetWitness platform
easier.

o Normalisation Support: We have added support for normalizing these alerts, enabling the detection
of suspicious logs and network traffic patterns. This enhancement helps you proactively identify
potential security threats and take swift action.

« Filtering Support: Improved the filtering on alerts, providing a more detailed and comprehensive
view empowering you to make faster and more informed decisions.

e OOTB Incident Aggregation Rule for Core Alerts and Insight Alerts:To simplify incident
response, we have included an Out-of-the-Box (OOTB) incident aggregation rule specifically
designed for core alerts and insight alerts. This rule automates grouping related core alerts and insight
alerts into a single incident, streamlining your incident management process and saving valuable time.

For more information, see the Respond Server Support topic in the NetWitness Respond User Guide.

Alerts View Enhancements

The Respond > Alerts view is enhanced with the Whitelist Alert feature to help administrators and
analysts whitelist the non-suspicious Endpoint alerts. You can select the entities such as File, User, and
Host and define the Whitelist condition to avoid triggering of the unwanted alerts for the required
entities.
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NETWITNESS Inv = Respond
INCIDLN TS ALERTS WHITEL

Y Filters . @ Delete ‘ t More Actions v/

CREATED SEVERITY NAME Create Report #EVENTS  HOST SUMMARY INCIDENT 1D PERSISTEL
SAVED FILTERS
06/06/202310:52:17pm 90 Schedule Report i 1

06/06/202310:18:23pm 90 ‘ Whitelist Alert L( it 1
@) CusToM DATE RANGE
TIME RANGE
06/05/202311:48:23 pm Endpoint
All Data

06/05/202308:52:17 pm Endpoint
06/05/202306:39:02 am Endpoint
06/05/2023 06:39:02 am Endpoint

06/05/2023 06:39:02 am Endpoint
Manual Upload
Network 06/05/2023 06:38:59 am 0 Endpoint
On Demand
Resubmit 06/05/2023 06:38:59 am 9 Endpoint
Unknown
‘Web Threat Detection Incident 06/05/2023 06:38:59 am Endpoint

o
o
o
o
o
o
o
o
(m]
o

counce 06/04/2023 10:03:19 pm Endpoint
EpdEoing 06/04/202309:22:16 pm Endpoint
06/04/202308:20:36 am Endpoint

06/04/2023 08:20:36 am Endpoint

! . 06/04/2023 08:20:36 am Endpoint
NetWitness UEBA (On-premi:
i e

Rep
Risk Scoring
Web Threat Detection

06/04/2023 08:20:36 am Endpoint

Ooooooooooo

06/04/2023 08:20:36 am Endpoint

SEVERITY 06/04/202308:17:55am 90 End

Reset Save Save as... 1-39 of 39 Alerts | 1 selected 0 Alerts per page

For more information, see Whitelist Endpoint Alerts topic in the NetWitness Respond User Guide.

Respond View Enhancements

The new Whitelists tab added in the Respond view enables you to view and manage the Endpoint
Whitelists created after whitelisting the non-suspicious Endpoint alerts.

NETWITNESS vestigate Respond Dashboard cports # @ admir
WHITELISTS

X

WHITELIST NAME RULE NAME SUMMARY COMMENT CREATED DATE U CREATEDBY  ALERTS MATCHED
@) CUSTOM DATE RANGE
TIME RA

knownAlert Runs Blacklisted File File Name: dtf3.exe , Host Na..  blockingknownal... ~05/16/202307:02:27am  admin 0
All Data

knownAlert Runs Blacklisted File File Name: dtf3.exe , Host Na..  blockingknownal.. ~05/16/202305:25:52am  admin 0

WHITELIST NAME
prdp2 Runs Binary Located In System Volume ...  File Name: dtf3.exe , Host keyword 05/09/202305:36:36am  admin 0

Equals

RULE NAME

Equals

SUMMARY

Contains

CREATED BY

Reset 1- 3 of 3 Whitelists | O selected O Whitelists per page

For more information, see Whitelist Endpoint Alerts topic in the NetWitness Respond User Guide.
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Endpoint Enhancements

The following section describes the new enhancements for Endpoint component:

Files View Enhancements

The Files view is enhanced to help administrators and analysts block the new file hashes and manage the
existing blocked file hashes. You can block up to a maximum of 50,000 file hashes using this feature.

NETWITNESS v S d Files

Y Filters % tbrok... Manage

Certificates
FILE NAME FIRSTSEENTIME  ON HOSTS REPUTATION SIGNATURE PE.RESOURCES...

| Blocked File Hashes
—_—

SAVED FILTERS
Select 05/25/202310:22... microsoft signed Microsoft Corp...
05/25/2023 10:36. microsoftsigned,catal... Microsoft Corp...
FILE NAME
Contains 05/25/202310:22... unsigned VMware, Inc.
05/29/2023 06:06. microsoft signed,catal... Microsoft Cory
FILE STATUS
O Neutral 05/25/202310:22... signed VMware, Inc.
O Blacklist

. . 05/25/2023 10:36. microsoft,signed,catal... Microsoft Corp...
O Graylist

O Whitelist 06/04/202308:20... microsoftsigned,catal... Microsoft Corp...
REMEDIATION 06/04/2023 08:20. . microsoft signed Microsoft Cory
O Blocked

06/04/2023 08:20... microsoft signed Microsoft Corp...

REPUTATION C ) 06/04/2023 08:20... microsoftsigned,catal... Microsoft Corp...
O Malicious

B 3 06/04/2023 08:20... microsoft signed,catal... Microsoft Corp...
O Suspicious

O Unknown ( 06/04/2023 08:20. microsoftsigned,catal... Microsoft Cor
O Known

@ sy 06/04/2023 08:20... microsoftsigned,catal... Microsoft Corp...

O Invalid 06/04/202308:20... 0.. microsoftsigned,catal... Microsoft Corp...

RISK SCORE : 06/04/2023 08:20... microsoftsigned,catal... Microsoft Corp...
05/25/2023 10:47. microsoftsigned Microsoft Cory
06/04/202308:20... microsoftsigned,catal... Microsoft Corp...
06/04/2023 08:20... microsoftsigned,catal... Microsoft Cor

microcnft cionad Mirrncnft Carn

4+ Add Ha: @ Delete Import | @

FILE HasH source aDDED BY ADDED DATE COMMENTS FILE STATUS
Import admin 0 0 .. demo acklist
Import admin 0 09... des Blacklist
Import admin demo Blacklist
Import admin ... des Blacklist
Import admin . de Blacklist
Import admin 0 09.. demo Blacklist
Import admin . des Kist
Import admin . Blacklist
Import admin 0 09:.. des Blacklist
Import admin 09... demo Blackl
Import admin S Blacklist
Import admin 5 Blacklist
Import admin 0-... Blackl
Import admin 0 09-. Mist
Import admin 5 Blacklist
Import admin 0 . demo Blacklist

Import admin 0 09 demo Mist

Showin/ of 22563 blocked file hashes

For more information, see Manage Blocked File Hashes topic in the NetWitness Endpoint User Guide.
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Hosts View Enhancements

The Hosts view is enhanced with the Remote Shell feature to help administrators and analysts access the
remote agents and perform remediation actions during investigation. You can execute the commands
only in the quiet mode.

NETWITNESS ate Respond Users — Hosts  Tiles  Dashboard cports ¥ @  admin>

Y Filters Sendpointbrok... v 7 Analyze Events | v H OScan v || STags v H % More Actions v ES

O  HOSTNAME RISKSCORE OS- DESCRIPTION LAST SCAN TIME USERNAME AGENT LAST SEEN B

SAVED FILTERS

Select 100 i i 8.1Ent.. O :18:06 am \AdministratorWindow Manag... afew seconds ago

Analyze Events

{dows8.1Ent... -- - afew seconds ago

HOST STATUS

Delete

O Managed sots
art Scan

O Roaming

O Isolated
O Standalone Remote Shell

Assign Tags
RISK SCORE

Unassign Tags

Download MFT to Server

Download System Dump to Server

HOSTNAME Download Files to Server

Contains v Reset Risk Score For Selected Host

USERNAME Uninstall Selected Agent

Contains

NIC MAC ADDRESS

Contains

1PV

Contains

AGENT LAST SEEN @ ) custoM DATE

\&‘ Showing 2 out of 2 hosts | 1 selected
NetWitness Remote Shell

DESKTOP-

windows End Session
Please note that all activities performed in this session is being recorded in the system's audit log for security purposes.

Here is a list of available commands that can be used with the remote shell feature:

help: view a list of available commands

cd: change the current working directory

del: delete a file

rmdir: delete a folder

dir: list the contents of a directory

mkdir: create a new directory

tasklist: list all active processes on the computer
taskkill: terminate a process

call: execute a process on a remote computer

reg: view or modify Windows registry settings

Use appropriate quiet and force flag for any command which needs action confirmation.

Note: The Remote Shell connection will disconnect after 15 minutes of inactivity.

For more information, see Remote Shell topic in the NetV int User Guide.
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Advanced Linux Agent - File Event Tracking Enhancement

Linux Agent - File Event Tracking is introduced to help analysts view the file related activities by an
executable, such as writetoexecutable. Analysts can view and monitor file events to detect threats
on Linux machines.

For more information, see Introduction to Endpoint Investigation topic in the NetWitness Endpoint
User Guide.

File Log Collection Enhancement

NetWitness Platform XDR supports collection of MicrosoftIIS logs. You can select MicrosoftIIS from

the Log File Type drop-down list in (Admin) > Endpoint Sources > Policies > Define File
Policy Settings to collect and monitor MicrosoftIIS file logs.

For more information, see Appendices topic in the NetWitness Endpoint Configuration Guide.

User and Entity Behavior Analytics

The following section describes the new enhancements for UEBA component:

Enhanced Configuration Support for Multiple UEBA Servers

NetWitness introduces the ability to deploy multiple UEBA servers in your environment, providing
increased flexibility and control. With this enhancement, administrators can distribute the UEBA server
deployment across dedicated servers, such as one server for Logs and Endpoint data and another for
Network (TLS) data. This data segregation ensures that each server can focus on its designated data type,
resulting in faster and more streamlined processing. With the data segregation, analysts can now select
the specific data type using the drop-down option provided for Multiple UEBA servers. This feature
helps analysts to focus on the relevant users, network entities, and alerts associated with each UEBA
server.

NETWITNESS estigate Users Hosts Files

OVERVIEW EN
USERS L TW A3 WORK $ TOP ALERTS  All Entities Last 3 Months

TOP RISKY USER
0:00pm | USERS | Jasmine 5/01/2023 00am | USERS | Jasmine

©

O Sortby Trending Data Last 7 Days
)0:00am | USERS | Jasmine... 05/01/2023 11:00:00am | USERS | testuser...

+1
SCORE
05/01/2023 10:00:00am | USERS | testuser... 05/01/2023 12:00:00pm | USERS | Jasmine...

0:00pm | USERS | testuser 2 05/01/202304:00:00pm | USERS | Jasmine

ALERTS SEVERITY ( La

@ Medium
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For more information, see the Configure Multiple UEBA Servers topic in the NetWitness UEBA

Configuration Guide.

Introducing Contextual Information for Users

Analysts can now view contextual information about users on the NetWitness Users page. This
enhancement enables analysts to make better decisions and take appropriate actions. A single place
contains contextual information about users to help analysts identify and prioritize areas of investigation.
The Context Highlights panel enables analysts to view contextual information for selected users,
including total Respond alerts and incidents associated with them. Moreover, analysts can also switch to
the Investigate view for a deeper look at users for focused analysis and investigation.

NETWITNESS Invesligate espond Users sls Files Dashboard Reports

Akiko Sakamoto H
USIRS

42

ALERTS

SORT BY

Severity

Abnormal File Access| Hourly
05/11/2023 04:00:00 pm

20
CONTEXT HIGHLIGHTS % @ G bata pavs)

il @ Watch Profile
13 t1 Days
INCIDENTS  ALERTS

0

T
Medium B8 NotaRisk
@ Context Lookup
Q Pivot to Investigate
nai
i= Add/Remove from List WBEEHT
EMEDIUM

Alert Overview >

improper a
wodificati

% ) Multiple File Delete Events (30.0)
Alert Flow

®

% | Multiple File Access Events (30.0)

% | Abnormal File Access Time (05/11/2023 04...

Snooping User| Hourly l MEDIUM
05/11 :00 pm

l MEDIUM

l MEDIUM

For more information, see the View Contextual Information for Users topic in the Net/Witness UEBA
Users Guide.

UEBA Performance Improvement

NetWitness UEBA (On-premises) has been enhanced to improve the performance of its data processing
capabilities by updating the adaptor task and effectively allocating available free memory on UEBA
services. This results in faster processing time and better performance for all UEBA tasks.

For more information on the supported scale, see the Learning Period Per Scale for 12.3 topic in the
UEBA Configuration Guide.

Concentrator, Decoder, and Log Decoder Services

Application Rule Enhancements

NetWitness has enhanced the Application Rules to help administrators manage the rules efficiently by
adding the following improvements:
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o Under Session Options, the option Alert on is renamed to Flag session with rule name in meta key
in the Application Rule tab. With this enhancement, administrators can now select a custom meta key
from the drop-down, and a meta value corresponding to the rule name will be generated when the
session metadata matches the rule.

o Administrators can now select the Notify option to trigger alert generation and choose the Severity
level while creating or modifying the Application Rules. The severity levels are Critical, High,
Medium, and Low.

Rule Editor

Rule Definition
Rule Name
Condition
All string literals and time stamps must be quoted.
Do not quote number values and ip addresses.
Examples : 1. device.group="Windows Compliance' && service = 443
2. time = 2015-jan-01 00:00:00' - u
3. ip.src = 10.0.0.0/8,172.16.0.0/12,192.168.0.0/16 | | extension = torrent
Session Data Session Options
[¥ Stop Rule Processing [V Flag session with rule name in meta key alert v
=Forward
) Keep [] Transient
. v i
) Filter [ Notify
- Severity  Low v
® Truncate
® Al
() After First Bytes
() After SSL/TLS Handshake
NOTE: If applied to a session that is not SSL/TLS, this option will truncate the payload.

Reset Cancel OK

For more information, see the Configure Application Rules topic in the Decoder and Log Decoder
Configuration Guide.
Core Database Tuning

Improved optimized storage efficiency for maintaining high-speed access to both raw and metadata. With
this latest update, NetWitness offers the option to utilize ZSTD compression, for your data storage needs.
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o ZSTD Compression for Data Storage: ZSTD compression now supports storing raw and metadata
separately. This feature saves considerable storage space while ensuring swift access to your data.
You can now balance data compression and access performance excellently.

o Configurable Compression Ratio: Users can configure the compression ratio to tailor the balance
between compression efficiency and data access speed. This flexibility lets you fine-tune the
compression settings based on your specific use cases and requirements.

For more information, see the Database Configuration Nodes topic in the Core Database Tuning
Guide.
Logstash Event Sources

Introducing NetWitness JDBC Logstash Input plugin support to collect logs from the following
databases.

e Oracle 11g, 12¢, 18c, and 19¢
« IBMDB2

You can also use Custom Typespec to collect logs from databases that are not supported out of the box.

For more information, see the Configure Logstash Event Sources topic in the NetWitness Log
Collection Guide.

Log Integrations

NetWitness Platform XDR supports the integration of the following event sources to collect and parse
logs. Unless specified, these services are supported on NetWitness Platform XDR 11.7.0.0 or later.

e As a launch partner for AWS AppFabric, NetWitness empowers customers to use this simplified,
standardized method of securing new and existing AWS apps. For more information, see S3 Universal
Connector.

e FluentD

o Jamf Protect

e JDBC Oracle 11g, 12¢, 18c, and 19¢ (Supported from 12.3 onwards)
e JDBC IBMDB?2 (Supported from 12.3 onwards)

e Custom JDBC Typespec (Supported from 12.3 onwards)

e Microsoft Azure Log Analytics (Support for Azure Kubernetes logs)
o OPSWAT Meta Access Cloud

e S3 Universal Connector (Support for Cloudflare RBI logs)

o Symantec Data Center Security (Symantec DCS)

e VMware Unified Access Gateway (UAG)

For more information on integrating the parser services, see NetWitness Platform Integrations Guide.
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Third-Party Integrations

Splunk Integration: Bidirectional workflow allows data flow between NetWitness and Splunk for
additional context and increased efficiency. The NetWitness Query App for Splunk connects to a
NetWitness Concentrator, facilitating regular polling of the NetWitness API to gather new session
meta data. The collected meta data can be subsequently indexed by Splunk, ensuring timely analysis
and processing. For more information, see NetWitness Query App for Splunk.

Security

Customers can use keytool to import certificates to JVM trust. This has helped them to move away from
communicating over untrusted channel.

For more information on using keytool to import certificates to JVM trust, see the article Cusrom
Certificate Issue in CCM.

Platform

The following section describes the new enhancements for Platform component:

Backup and Restore Improvements

The Passwordless remote copying feature allows administrators to avoid entering the password in the
Command Line Interface (CLI) while exporting and importing the data using the NetWitness
Recovery Tool (NRT) and the NetWitness Recovery Wrapper Tool.

For more information, see Recovery Tool User Guide.

NetWitness Platform XDR allows the non-root users to perform backup and recovery of data using
the NetWitness Recovery tool (NRT) and the NetWitness Recovery Wrapper tool.

For more information, see Recovery Tool User Guide.

NetWitness Recovery Wrapper Tool is enhanced with the following options to allow administrators to
backup group of the hosts:

o Category Group: This group allows you to create a backup of all the hosts specific to a given
category such as Log Hybrid, Log Collector, Standalone Broker in the environment.

o Host Group: This group allows you to create a backup of all the hosts specific to a given group
created on the /admin/appliances page.
You can use the backup to restore any of the hosts in case of configuration issues or catastrophic
failures.

For more information, see Recovery Tool User Guide.

Service Topology Export

NetWitness Platform XDR allows the Administrators to view details of the service aggregation flow map
and export the relationship map for IT use cases.
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Security Fixes

For more information on Security Fixes, see https://community.netwitness.com/t5/netwitness-platform-
advisories/ct-p/netwitness-advisories#security.

Upgrade Paths

The following upgrade paths are supported for NetWitness 12.3.0.0
o NetWitness 12.2.0.1 to 12.3.0.0

e NetWitness 12.2.0.0 to 12.3.0.0

e NetWitness 12.1.1.0 to 12.3.0.0

e NetWitness 12.1.0.1 to 12.3.0.0
e NetWitness 12.1.0.0 to 12.3.0.0
e NetWitness 12.0.0.0 to 12.3.0

e NetWitness 11.7.3.0 to 12.3.0.0
e NetWitness 11.7.2.0 to 12.3.0.0
* NetWitness 11.7.1.2 to 12.3.0.0
e NetWitness 11.7.1.1 to 12.3.0.0
e NetWitness 11.7.1.0 to 12.3.0.0
e NetWitness 11.7.0.2 to 12.3.0.0
e NetWitness 11.7.0.1 to 12.3.0.0
e NetWitness 11.7.0.0 to 12.3.0.0

For more information on upgrading to 12.3.0.0, see Upgrade Guide for NetWitness 12.3.0.0

Warning: Before upgrading the UEBA host to 12.3.0.0, you must perform the backup of your
Elasticsearch data such as Users, Entities, Alerts, and Indicators to retain them post upgrade. For more
information, see NetWitness UEBA Configuration Guide for 12.3.0.0.

Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).
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What's New in Previous Releases (11.7 to 12.2.0.1)

The section provides new features and enhancements for all supported previous releases.

For more information, see https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-
7-to-12-1-1/ta-p/695650.
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Fixed Issues in 12.3.0.0 Release

This section lists issues fixed in 12.3.0.0 version.

For additional information on fixed issues, see the Fixed Version column in the NetWitness® Platform Known Issues list
(https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872) on
NetWitness Community Portal.

Reporting Engine Fixes

ASOC-128177 After upgrading to the 12.1 version, Reporting Engine cannot forward logs to
SFTP server after finishing the queries due to script issues. As a result, reporting
engine report is not saved in the SFTP server.

ASOC-127736 An error message is displayed on the Report page after enabling Push to Decoder
in an alert for a NetWitness Platform Database rule in Reporting Engine. As a
result, Report page cannot push the rule to the decoder on the Report page.

ASOC-127577 Test chart feature in Reports (Reports > Charts > Add new chart > Test Chart)
is unable to load with certain time ranges such as lhr, 3hr, 6hr, 12hr, and 24hr.
This issue occurs because Start and End dates are set as required request
parameters.

Endpoint Fixes

ASOC-127545 In Endpoint, the Hosts tab is not loading because of the presence of huge bash
history for a few agents. As a result, you can see timeouts or delays in mongo.db

ASOC-127319 Process Tree is not displayed in the Respond Service for high and critical
Endpoint alerts (Host> Event Details > View alert Details). This issue occurs

when the session ID of the event exceeds the integer limit of 32 bits. As a result,
you cannot investigate the events.


https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872
https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872

SA Services

ASOC-127584 While filtering app rules under Decoder (Admin > Services > Decoder > config),
the enable and disable functionality is not working correctly. As a result, the
display order of any row remains the same and does not update after filtering the
rules.

SADOCS-2392 If you download a file from the Events page with Korean characters in the file
name, an underscore replaces the Korean characters in the file name. The fix
converts the Korean characters of the UTF character set. But the Korean characters
of the Non-UTF character set depends on JVM 20 or 21. This will be addressed in
future releases.

Threat Intelligence

ASOC-100727 On failover, recurring custom feeds created before the failover are failing and not
getting pushed to the core.

Core Services (Broker, Concentrator, Decoder, Archiver) Fixes

ASOC-113643 When the log decoder forwards the logs in RFC-3164 format to the other sources,
the event destination receives the logs in the format which is specified for higher-
order AppRule.

SACE-19321 While applying an aggregation filter on Archiver to archiver aggregation, all data

aggregates because the aggregation filter does not function. This issue is fixed and
Archiver to Archiver aggregation now supports query filters to filter out certain
meta keys from sessions during aggregation.

ASOC-124102 For rabbitmq.log, queue exchange and its binding is not getting created. Hence, it
triggers an alarm 'LogCollector Event Process Queue with no Bindings'. In the
12.3 version, the binding commands are part of NetWitness platform.



Administration Fixes

ASOC-121321 NwLogDecoder service frequently receives error messages in /var/log/messages
because the message upload cannot recognize parameters such as finalCount,

ASOC-128043 The Jobs (Admin > System > Jobs) with lengthy queries take longer to load. As a
result, the load time of the Jobs page is impacted.

SMS Fixes
ASOC-126357 Unable to establish a secure connection between ESM and Log Decoders because
the certificates that ESM service uses are not available on the Log Decoder nodes.
As a result, SMS fails to upload ESM feed files to the connected Log Decoders.
ESA Fixes
ASOC-127546 When the user sends an event to ESPER, and then it throws an exception runtime,

the details need to be captured and moved to Mongo.DB. But, if the user gets
frequent exceptions, the process becomes slow due to many databases writes.

Warehouse Connector Fixes

ASOC-133986 Avro file processing in the warehouse connector is extremely slow due to large
data that causes Avro files to pile up and duplicate.

ASOC-133988 After rebooting Network Decoder or Log Decoder, an alarm is triggered in Health
& Wellness to indicate a Lockbox failure.



Known Issues in 12.3.0.0 Release

Issues that remain unresolved in this release are documented in the NetWitness® Platform Known Issues list on the NetWitness
community portal: https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-

issues/ta-p/571872



https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872
https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872

Build Numbers for 12.3.0.0 Components

The following table lists the build numbers for various components of NetWitness 12.3.0.0

NetWitness Admin Server

NetWitness Advanced Analytics Content

NetWitness Advanced Analytics Server

NetWitness Appliance
NetWitness Appliance Nonfips
NetWitness Archiver
NetWitness Audit Plugin
NetWitness Audit RT
NetWitness Bootstrap
NetWitness Broker
NetWitness Broker Nonfips
NetWitness Carlos RT
NetWitness Cloud

NetWitness Cloud Connector Server
NetWitness Cloud Link Server

NetWitness Collectd

NetWitness Collectd SMS
NetWitness Component Descriptor
NetWitness Concentrator
NetWitness Concentrator Nonfips
NetWitness Config Management

NetWitness Config Server

rsa-nw-admin-server-12.3.0.0-230530014857.5.c0e2al9.el7.centos.noarch.rpm

rsa-nw-advanced-analytics-content-12.3.0.0-
230613124604.5.4770638.el7.centos.noarch.rpm

rsa-nw-advanced-analytics-server-12.3.0.0-
230613124531.5.4770638.el7.centos.noarch.rpm

rsa-nw-appliance-12.3.0.0-12777.5.8¢90c3468.e17.x86_64.rpm
rsa-nw-appliance-nonfips-12.3.0.0-12777.5.8c90c3468.el7.x86_64.rpm
rsa-nw-archiver-12.3.0.0-12777.5.8¢90c3468.el7.x86_64.rpm
rsa-audit-plugins-12.3.0.0-4853.5.dace80b86.el7.noarch.rpm
rsa-audit-rt-12.3.0.0-4853.5.dace80b86.e17.x86_64.rpm
rsa-nw-bootstrap-12.3.0.0-2306160858.5.492a0d 1 .el7.noarch.rpm
rsa-nw-broker-12.3.0.0-12777.5.8c90c3468.el7.x86_64.rpm
rsa-nw-broker-nonfips-12.3.0.0-12777.5.8c90c3468.el7.x86_64.rpm
rsa-carlos-rt-12.3.0.0-2770.5.4e€93683a.el7.x86_64.rpm
rsa-nw-cloud-12.3.0.0-12777.5.8¢90c3468.¢e17.x86_64.rpm

rsa-nw-cloud-connector-server-12.3.0.0-
230523142637.5.432d8ef.el7.centos.noarch.rpm

rsa-nw-cloud-link-server-12.3.0.0-
230511090224.5.d2efa6f.el7.centos.noarch.rpm

rsa-collectd-12.3.0.0-4853.5.dace80b86.e17.x86 64.rpm
rsa-collectd-sms-12.3.0.0-4853.5.dace80b86.¢e17.x86 64.rpm
rsa-nw-component-descriptor-12.3.0.0-2307041631.5.0d0a586.el7.noarch.rpm
rsa-nw-concentrator-12.3.0.0-12777.5.8¢90c3468.e17.x86_64.rpm
rsa-nw-concentrator-nonfips-12.3.0.0-12777.5.8¢90c3468.el7.x86_64.rpm
rsa-nw-config-management-12.3.0.0-2306160859.5.e5dbb35.el17.noarch.rpm
rsa-nw-config-server-12.3.0.0-230614082002.5.4bec355.el7.centos.noarch.rpm



NetWitness Console
NetWitness Content Server

NetWitness ContextHub Server
NetWitness Correlation Server (ESA)

NetWitness Dashboard Content
NetWitness Decoder

NetWitness Decoder Content
NetWitness Decoder Analytics Content
NetWitness Decoder Nonfips
NetWitness Decoder Content
NetWitness Deployment Upgrade
NetWitness Endpoint Agents

NetWitness Endpoint Broker Server

NetWitness Endpoint Decoder Analytics
Content

NetWitness Endpoint Server
NetWitness Esper Enterprise

NetWitness Integration Server
NetWitness Investigate Server
NetWitness Legacy Web Server

NetWitness License Server
NetWitness Log Collector
NetWitness Log Collector Content
NetWitness Log Collector Perl
NetWitness Log Collector Tools
NetWitness Log Decoder

rsa-nw-console-12.3.0.0-12777.5.8¢90c3468.¢el7.x86_64.rpm
rsa-nw-content-server-12.3.0.0-230612030617.5.6429c13.el7.centos.noarch.rpm

rsa-nw-contexthub-server-12.3.0.0-
230614055744.5.e2e01bf.el7.centos.noarch.rpm

rsa-nw-correlation-server-12.3.0.0-
230516090433.5.d0c3976.el7.centos.noarch.rpm

rsa-nw-dashboard-content-20230616110614-5.noarch.rpm
rsa-nw-decoder-12.3.0.0-12777.5.8c90c3468.el7.x86_64.rpm
rsa-nw-decodercontent-12.3.0.0-12777.5.8¢90c3468.¢17.x86_64.rpm
rsa-nw-decoder-analytics-content-20230616110614-5.noarch.rpm
rsa-nw-decoder-nonfips-12.3.0.0-12777.5.8¢90c3468.¢17.x86 64.rpm
rsa-nw-decodercontent-12.3.0.0-12777.5.8¢90¢3468.e17.x86_64.rpm
rsa-nw-deployment-upgrade-12.3.0.0-2306160900.5.2395b51.el7.noarch.rpm
rsa-nw-endpoint-agents-12.3.0.0-2306141519.5.2d42119.e17.x86_64.rpm

rsa-nw-endpoint-broker-server-12.3.0.0-
230614010041.5.29afaf8.el7.centos.noarch.rpm

rsa-nw-endpointdecoder-analytics-content-20230616110614-5.noarch.rpm

rsa-nw-endpoint-server-12.3.0.0-230620020656.5.8351980.el7.centos.noarch.rpm
rsa-nw-esper-enterprise-12.3.0.0-2303231741.5.04c15de.el7.noarch.rpm

rsa-nw-integration-server-12.3.0.0-
230531075324.5.6dc4898.el7.centos.noarch.rpm

rsa-nw-investigate-server-12.3.0.0-
230530001121.5.ab3a460.el7.centos.noarch.rpm

rsa-nw-legacy-web-server-12.3.0.0-
230630083209.5.b2aa0d7.el7.centos.noarch.rpm

rsa-nw-license-server-12.3.0.0-230404045616.5.72437bd.el7.centos.noarch.rpm
rsa-nw-logcollector-12.3.0.0-15098.5.c66d46119.e17.x86_64.rpm
rsa-nw-logcollectorcontent-20230614103642-5.e17.x86 64.rpm
rsa-nw-logcollector-perl-12.3.0.0-15098.5.c66d46119.¢17.x86 64.rpm
rsa-nw-logcollector-tools-12.3.0.0-15098.5.c66d46119.e17.x86_64.rpm
rsa-nw-logdecoder-12.3.0.0-12777.5.8c90c3468.el17.x86_64.rpm



NetWitness Log Decoder Analytics
Content

NetWitness Log Decoder Base Content

NetWitness Log Player

NetWitness Malware Analytics Server

NetWitness Metrics Server

NetWitness Node Infra Server

NetWitness Orchestration Cli

NetWitness Orchestration Server

NetWitness Placeholder
NetWitness Presidio Airflow
NetWitness Presidio Config Server

NetWitness Presidio Core

NetWitness Presidio Elastic Search Init

NetWitness Presidio Ext NetWitness
NetWitness Presidio Flume
NetWitness Presidio Manager
NetWitness Presidio Output
NetWitness Presidio Ul

NetWitness Protobufs

NetWitness Recovery Tools
NetWitness Relay Server
NetWitness Reporting Engine Server
NetWitness Respond Server
NetWitness Root CA Update
NetWitness SA Tools

NetWitness Security Cli

NetWitness Security Server

rsa-nw-logdecoder-analytics-content-20230616110614-5.noarch.rpm

rsa-nw-logdecoder-base-content-20230614103642-5.e17.x86_64.rpm
rsa-nw-logplayer-12.3.0.0-12777.5.8¢90¢3468.¢17.x86 _64.rpm

rsa-nw-malware-analytics-server-12.3.0.0-
230630091956.5.260a353.el7.centos.x86_64.rpm

/rsa-nw-metrics-server-12.3.0.0-230511053142.5.23b4ed1.el7.centos.noarch.rpm

rsa-nw-node-infra-server-12.3.0.0-
230509040518.5.15a12b7.el7.centos.noarch.rpm

rsa-nw-orchestration-cli-12.3.0.0-2306160903.5.e98afa6.el7.noarch.rpm

rsa-nw-orchestration-server-12.3.0.0-
230614065500.5.1242be3.el7.centos.noarch.rpm

rsa-nw-placeholder-12.3.0.0-2306160901.5.500d706.el7.noarch.rpm
rsa-nw-presidio-airflow-12.3.0.0-2306221221.5.8ac7e19.el7.noarch.rpm
rsa-nw-presidio-configserver-12.3.0.0-2306221221.5.8ac7¢19.el7.noarch.rpm
rsa-nw-presidio-core-12.3.0.0-2306221221.5.8ac7e19.el7.noarch.rpm
rsa-nw-presidio-elasticsearch-init-12.3.0.0-2306221221.5.8ac7¢19.el7.noarch.rpm
rsa-nw-presidio-ext-netwitness-12.3.0.0-2306221240.5.2d6feb8.el7.noarch.rpm
rsa-nw-presidio-flume-12.3.0.0-2306221238.5.a31ce74.el7.noarch.rpm
rsa-nw-presidio-manager-12.3.0.0-2306221221.5.8ac7e19.el7.noarch.rpm
rsa-nw-presidio-output-12.3.0.0-2306221221.5.8ac7e19.el7.noarch.rpm
rsa-nw-presidio-ui-12.3.0.0-2306221243.5.5f6¢77a.el7.noarch.rpm
rsa-protobufs-rt-12.3.0.0-939.5.755aalcca.el7.x86 _64.rpm
rsa-nw-recovery-tool-12.3.0.0-2306160903.5.15c08f7.el7.noarch.rpm
rsa-nw-relay-server-12.3.0.0-230614011121.5.1361258.el7.centos.noarch.rpm
rsa-nw-re-server-12.3.0.0-5985.5.43¢875596.e17.x86_64.rpm
rsa-nw-respond-server-12.3.0.0-230621025346.5.992ecd5.el7.centos.noarch.rpm
rsa-nw-root-ca-update-12.3.0.0-2306160904.5.¢752734.el7.noarch.rpm
rsa-sa-tools-12.3.0.0-2306160905.5.e2a3b05 .el7.noarch.rpm
rsa-nw-security-cli-12.3.0.0-2306160906.5.bc29190.el7.noarch.rpm
rsa-nw-security-server-12.3.0.0-230616073026.5.d03¢80d.el7.centos.noarch.rpm



NetWitness Shell

NetWitness SOS Report Plugins
NetWitness SMS Runtime
NetWitness SMS Server
NetWitness Source Server
NetWitness Source Server Content
NetWitness Thing

NetWitness User Interface

NetWitness Workbench

rsa-nw-shell-12.3.0.0-230614131040.5.1df56af.el7.centos.noarch.rpm
rsa-nw-sosreport-plugins-12.3.0.0-2306160906.5.801926f.el7.noarch.rpm
rsa-sms-runtime-rt-12.3.0.0-4853.5.dace80b86.e17.x86_64.rpm
rsa-sms-server-12.3.0.0-4853.5.dace80b86.e17.x86_64.rpm
rsa-nw-source-server-12.3.0.0-230704021941.5.f609470.el7.centos.noarch.rpm
rsa-nw-sourceserver-content-20230614103642-5.el7.x86_64.rpm
rsa-nw-thing-12.3.0.0-12777.5.8¢90c3468.e17.x86_64.rpm
rsa-nw-ui-12.3.0.0-230630035034.5.129f5bfd7a.el7.centos.noarch.rpm
rsa-nw-workbench-12.3.0.0-12777.5.8c90c3468.e17.x86 64.rpm



Getting Help with NetWitness Platform XDR

Product Documentation

The following documentation is provided with this release.

NetWitness Platform Master Table of https://community.netwitness.com/t5/netwitness-platform-online/tkb-p/netwitness-
Contents online-documentation
NetWitness Platform 12.3.0.0 Product https://community.netwitness.com/t5/netwitness-platform-online/tkb-p/netwitness-
Documentation online-documentation

NetWitness Platform 12.3.0.0 Upgrade https://community.netwitness.com/t5/netwitness-platform-online/upgrade-guide-
Guide for-12-2/ta-p/696583

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

* See the documentation for all aspects of NetWitness here: https://community.netwitness.com/t5/netwitness-platform/ct-
p/netwitness-documentation

¢ Use the Search and Create a Post ficlds in NetWitness Community portal to find specific information here:
https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-discussions

¢ See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-p/netwitness-
knowledge-base

» See Troubleshooting section in the guides.
¢ See also NetWitness® Platform Blog Posts.

¢ If you need further assistance, contact NetWitness Support.

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the following information:
* The version number of the NetWitness Platform product or application you are using.

e The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.
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https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-discussions
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https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-p/netwitness-knowledge-base
https://community.netwitness.com/t5/netwitness-community-blog/bg-p/netwitness-blog

NetWitness Community Portal https://community.netwitness.com

In the main menu, click Support > Case Portal > View My Cases.

International Contacts (How to Contact https://community.netwitness.com/t5/support/ct-p/support

NetWitness Support)

Community https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions

NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com

NetWitness Educational Services

Sign up for access to NetWitness courses and additional resources on the NetWitness Educational Services and Training.

NetWitness Education Portal https://netwitness.sabacloud.com/Saba/Web
spf/NA10P2PRD088/guestapp/home;spf-url=guest%2F guestlearningcatalog

NetWitness Educational Services Course https://community.netwitness.com/t5/netwitness-education-courses/tkb-

Catalog p/netwitness-training

NetWitness Educational Services Training https://community.netwitness.com/t5/netwitness-education-blog/netwitness-

Schedule instructor-led-training-schedule/ba-p/655826

NetWitness Educational Services Support education.support@netwitness.com

Contact

Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform XDR documentation.
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