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Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers common
questions and provides solutions to known problems, product documentation, community discussions, and case
management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of RSA
trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their
respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or its
affiliates are furnished under license, and may be used and copied only in accordance with the terms of such license
and with the inclusion of the copyright notice below. This software and the documentation, and any copies thereof,
may not be provided or otherwise made available to any other person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is hereby
transferred. Any unauthorized use or reproduction of this software and the documentation may be subject to civil
and/or criminal liability. This software is subject to change without notice and should not be construed as a
commitment by RSA.

It is advised not to deploy third-party repos or perform any change to the underlying NetWitness Operating System
that is not part of the supported NetWitness version. Any such change outside of the NetWitness approved image
may result in a service or functionality conflict and require a reimage of the NetWitness system to bring
NetWitness back to an optimized functional state. In the event a third-party repo is deployed, or other non-
supported change is made by the customer without NetWitness approval, the customer takes full responsibility for
any system malfunction until the issue can be remediated through troubleshooting efforts or a reimage of the
service.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license agreements
applicable to third-party software in this product may be viewed on the product documentation page on NetWitness
Community. By using this product, a user of this product agrees to be fully bound by terms of the license
agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or export of
encryption technologies, and current use, import, and export regulations should be followed when using, importing
or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in this
publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is subject to
change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN
THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Miscellaneous

This product, this software, the associated documentations as well as the contents are subject to NetWitness’
standard Terms and Conditions in effect as of the issuance date of this documentation and which can be found at
https://www.netwitness.com/standard-form-agreements/.

© 2024 RSA Security LLC or its affiliates. All Rights Reserved.
April, 2024
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Release Notes

What's New in 12.4.0.0 Release

The NetWitness 12.4.0.0 Release Notes describe new features, enhancements, security fixes, upgrade
paths, fixed issues, known issues, end-of-life functionality, build numbers, and self-help resources.

Enhancements

The following sections are a complete list and description of enhancements to specific capabilities:
e Upgrade

* Investigate
e Event Stream Analysis (ESA)

* Respond

e Response Actions

e Insight
e User and Entity Behavior Analytics

* Endpoint
e Policy-based Centralized Content Management (CCM)

e Concentrator, Decoder, Log Collector, and Archiver Services

e Log Integrations

* Security

To locate the documents that are referred to in this section, see
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-
p/676246.

The Product Documentation section has links to the documentation for this release.

Upgrade

The following section describes the new enhancement for Upgrade:

Alma OS Migration

RedHat announced that CentOS Linux 7 will reach the end of life (EOL) on June 30, 2024. To address
this change, NetWitness Platform is now integrated with the new version, AlmaLinux. When you
upgrade to the NetWitness 12.4 version, you will be automatically migrated from CentOS 7.9 to
AlmaLinux 8.9. The NetWitness Platform 12.4 upgrade process is easy and regular, like any other
previous upgrades. You do not have to follow any specific procedure for upgrading to AlmaLinux OS.
AlmaLinux provides several key benefits and new features:

5 What's New in 12.4.0.0 Release


https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246
../../../../../../../Content/__ReleaseNotes/12100/ProdctDoc.htm

Release Notes

o The upgrade to AlmaLinux is an inherently automated process with zero manual intervention.

o [t comes with a pre-upgrade tool that helps administrators discover and mitigate issues before running
the actual upgrade process.

o Saves time and administrative efforts.
» Retains control over installed applications.

o Preserves most of the configuration information.

NetWitness Platform streamlines the upgrade process, saves time and resources, and maintains control
over installed applications and configurations when migrating from CentOS 7.9 to AlmaLinux 8.9.

Investigate

The following section describes the new enhancements for the Investigate component:

Interactive Network Parser Creation

In the Investigate > Events view, users can convert the exact patterns selected or keywords found in the
network traffic they review in text session reconstruction into a network parser. This streamlined process
allows the user to generate meta to trigger an incident (e.g., a future detection) without understanding
how to create the parser.

Users can also create a network parser using keywords from the (Configure) > Policies > Content

Library > More > Search Pattern Rule view.

AR Create Search Pattern

YSIS
SEARCH PATTERN NAME
Last 30 Days v
Please enter the pattern n tify in nt Library

SearchPatternRule

KEYWORDS @

Network Event D S Text | Packet File Host Email

&, Download PCAP | v/ Copy Selected Text

Decode Selected Text

deviceProduct

Encode Selected Text

........ <.(...carlos.audit..@...
"msg": "

{

{\"deviceVendor\":\"RSA\", \"deviceProduct\":\"NetWitness\",\"deviceService\" |\

{

ceVersion\":\"12.4.0.0\",\"identity\":\"admin\", \"sourceAddress\":\" 25
:56722\",\"sessionId\":2115,\"category\":\"AUTHENTICATION\", \"operation}’

Create Search Pattern ° SERVICE PORT

Use ; to separate multiple Service Port Numbers

\"success\",\"userRole\":\"admin.owner, aggregate, connections.manage,datz
er.manage, dpo.manage, everyone,index.manage, logs.manage, parsers.manage, rules.mnz
sdk.manage, sdk.meta, sdk.packets, services.manage, storedproc.execute, storedpro¢ “
,users.manage\",\"userGroup\":\"Administrators\"}", !

“rawmsg": " SELECT POLICY
{\"deviceVendor\":\"RSA\",\"deviceProduct\":\"NetWitness\",\"deviceService\" |\
ceVersion\":\"12.4.0.0\",\"identity\":\"admin\", \"sourceAddress\":\"

:56722\",\"sessionId\":2115,\"category\":\"AUTHENTICATION\", \"operation)’

\"success\",\"userRole\":\"admin.owner, aggregate, connections.manage,datz

8 of 5,000 events
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NETWITNESS vestigate Respond Users Hosts Dashboard Report: ¢ 2 2 admin

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  ESA RULES  CUSTOM FEEDS  INCIDENT RULES ~ MORE

CONFIGURATION ~ CONTENT

Content Library FEED  SASE INTEGRATION PLUGIN  APPLICATION RULE LOG DEVICE | SEARCH PATTERN RULE | MORE «

Policies (14) Y | + CreateRule

Groups (12)
NAME KEYWORDS LAST UPDATED POLICIES
Services (8)
searchapattern3 Creditard;Visa 0 17/01/2024 10:25:59 am testAv
© Settings searchpatternl [c application 0 13/01/2024 02:10:03 pm testAv
Event Stream Analysis searchpattern2 | Custom keep-alive 80 13/01/2024 02:10:27 pm None
searchpattern3 |Custo ipeg 80 13/01/202402:13:51 pm None

SearchPatternRule |custom 75e45d477b3a7b... O 17/01/2024 02:37:26 pm None

SearchPatternRulezxcvbnm | Custom DOWNG o 17/01/2024 12:46:33 pm None

All Decoder Services above 12.0.0.0are
managed by Centralized Content
Management ®

Tc

1- 6 of 6 Search Pattern Rules | O selected 1 50 Search Pattern Rules per page

For more information, see Create a Search Pattern in the Text Tab topic in the NetWitness Investigate
User Guide and Manage Search Pattern Rule topic in the Policy-based Centralized Content
Management Guide.

Download More Sessions than Displayed in Events Table

A new user preference, Maximum Session Export Limit, has been added to the Events Preferences
panel in the Investigate > Events view. Analysts can use this setting to adjust the number of available
sessions for exporting using the Download All menu options. This enhancement makes the number of
exported sessions independent from the number of sessions displayed in the Events table.

Event Preferences

DEFAULT EVENTS VIEW

Text

DEFAULT LOG FORMAT

Download Text

DEFAULT NETWORK FORMAT

Download PCAP

DEFAULT META FORMAT

Download Text

DOWNLOAD EXTRACTED FILES AUTOMATICALLY

MAXIMUM SESSION EXPORT LIMIT (©

QUERY BAR

Guided Mode O Advanced Mode

DEFAULT EVENT SORT ORDER

O Unsorted (default) O Ascending Descending
QUERY TIME @ @
CollectionTime O Event Time

RELATIVE TIME RANGE SETTINGS

For more information, see Set User Preferences for the Events View topic in the NetWitness
Investigate User Guide.
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Option to Download Files with Custom Names

Analysts can now use custom names when downloading event files from the Events panel view. Custom
names make it easier to organize and manage downloaded event files, saving analysts time and effort.

Packet

L, Download PCAP |\ | |@ ) commonN FiLe PATTERNS (@) SHADE BYTES @) ) DISPLAY PAYLOADS ONLY

Enter the File Name

FILE NAME
000000
000016
000032
000048
000064

000080

investigation-pcap-files-0116

000000
000016
000032
000048
000064

000080

For more information, see Download Data in the Events View topic in the NetWitness Investigate User
Guide.

Event Stream Analysis (ESA)

The following section describes the new enhancement for the ESA component:

Migrate custom scripts for notifications

You can migrate custom scripts to set up notifications. If a custom script needs file(s) to be accessed for
read/write/execute operation, then file(s) must be in /tmp or /var/tmp directories.

Respond

The following sections describe the new enhancements for the Respond component:

MITRE ATT&CK® Integration with NetWitness

MITRE ATT&CK® is a curated knowledge base of adversary Techniques and Tactics. It provides an
appropriate level of categorization for adversary action and specific ways of defending against it.
Analysts can view the high-level list of specified tactics, techniques, and sub-techniques, along with their
details, and learn how potential threats and vulnerabilities in their environment are associated with the
MITRE ATT&CK framework.

The new ATT&CK®O Explorer Panel provides information about the adversary tactics and techniques
associated with the Incidents in the Respond view.
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88 ATT&CK® Explorer

Reconnaissance

v Overview

ATT&CK ID TYPE

Tactic

DESCRIPTION

The adversary is trying to gather information they can use to plan future
operations.

Reconnaissance consists of techniques that involve adversaries actively or
passively gathering information that can be used to support targeting. Such
information may include details of the victim organization, infrastructure, or
staff/personnel. This information can be leveraged by the adversary to aid in other
phases of the adversary lifecycle, such as using gathered information to plan and
execute Initial Access, to scope and prioritize post-compromise objectives, or to
drive and lead further Reconnaissance efforts.

v Techniques (2)

ID NAME DESCRIPTION

Gather Victim Identity Inf... Adversaries may gather information a...

Active Scanning Adversaries may execute active recon...

NetWitness Live is integrated with MITRE ATT&CK framework to help analysts to view the MITRE
ATT&CK Tactics and Techniques associated with the Application Rules and Event Stream Analysis

Rules. The Service Details Right panel (Conﬁgure) > Policies > Content > Content Library
> Application Rule or Event Stream Analysis Rule > click a row > Service Details Right panel) is
enhanced to provide information about the MITRE ATT&CK Tactics and Techniques.

You can tag MITRE ATT&CK Tactics and Techniques while creating a custom Application Rule or
Event Stream Analysis Rule.

What's New in 12.4.0.0 Release
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You can also select the MITRE ATT&CK Tactics and Techniques while creating an incident from the
Investigate > Events view.

Create Incident 5 @x

An incident will be created from the selected events. Please provide a name for the alert & the
incident.

Manual alert fi

Command and

ontent Injec

e (optional)

Cancel

With this, the ATTACK. TACTIC and ATTACK. TECHNIQUE metakeys in the Events Metadata
panel has been enhanced with MITRE ATT&CK®© Lookup integration to help you gain more
information on the specific tactic and technique associated with the event.

NETWITNESS Investigate

EVENTS  MAIWARF ANALY

& endpointloghybrid1 - Concentrator Show: Meta and Events
o

01/22/2024 05:34am 02/01/2024 05:45am €@

Fvents Meta 23 Events | 11l RSA Endpoint Analysis whload All nt__ Endpoint Event De
Meta Group | [ 18 Ordering v/ O eveNtTME  mostuaMe  summARy DESTIN @ Refocus on [ ot atteddtacticcont] ] o | Overvicy

O  01/22/202405:2.. NW-BGAIN13 MpCmdRun . exe is registered as task \Microso.. N Event M;
0 Copy Value

o 02405:2.. NW-BGAIN13  MpCndRun.exe is registered as fask \Microso.. Copy Statement SemiEe > @@ o bupLicATES

Decoder Source (1) C 01/22/202405:2.. NW-BG4IN13  MpCmdRun.exe is registered as task \Microso.. Live Lookup

it
i 01/22/2024052.. NW-BGAIN13  MsMpEng.exe is registered as service Micros..

o A °
oghybrid1 01/22/2024052.. NW-BG4IN13  NisSrv.exe is registered as service Microso.. © MITRE ATT&CK® Lookup ATTACK.TACTIC

2024 The MITRE Corporation. This work is reproduced and distributed with the permission of The MITRE Corporat

I ATTACK.TACTIC

Device Type / 2. NW-BGA9N13  MoTTVnew.exe present in |

devi p s ! present in c .
01/22/202405:2.. NW-BG4IN13  Xin_MobaX.exe present in C:\Users\manu.. — defense evasion
— & Customize
L o 02405:2.. NW-BG4IN13 DragExt64.d11 present in C:\Users\manuk... ATTACK.TECHNIQUE
n # scheduled task
@ ATTS&CK Tacts o 01/22/202405:2.. NW-BG4IN13 Newtonsoft.Json.d11 present in C:\Users...
- ATTACK.TECHNIQUE
01/22/202405:2.. NW-BGAIN13  1ibX11-6.d1l present in C:\Users\manuku.. e e
execution

o: 02405:2.. NW-BGAIN13  swrast_dri.so present in C:\Users\manuk..
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EVENTS  MAL 88 ATT&CK® Explorer

WARL ANALYSIS
Saved Queries & endpointloghybrid1 - Concentrator v All Data N 4 Defense Evasion

R ' Overview
ttack.all exists

ATT&CK 1D TYPE

Tactic
01/22/2024 05:34am

DESCRIPTION

ents ‘ <’ Events Meta ‘ [l RSA Endpoint Analysis Download All The adversary is trying to avoid being detected.

EVENT TIME HOSTNAME SUMMARY DESTINATION COMMAND LINE SOURCE COMMAND LINE Defense Evasion consists of techniques that adversaries use to avoid detection
throughout their compromise. Techniques used for defense evasion include
01/22/202405:2.. NW-BG49N13  MpCmdRun.exe is registered as task \Micros.. uninstalling/disabling security software or obfuscating/encrypting data and

scripts. Adversaries also leverage and abuse trusted processes to hide and
01/22/202405:2.. NW-BG49N13 MpCmdRun. exe is registered as task \Micros.. masquerade their malware. Other tactics’ techniques are cross-listed here when

those techniques include the added benefit of subverting defenses.
01/22/202405:2.. NW-BG49N13 MpCmdRun. exe is registered as task \Micros..

01/22/202405:2... NW-BG49N13 MsMpEng.exe is registered as service Micros.. Techniques (43)

01/22/202405:2.. NW-BG49N13 NisSrv.exe is registered as service Microso.. NAME DESCRIPTION

01/22/202405:2.. NW-BG4IN13  MoTTYnew.exe present in C:\Users\manuku.. Direct Volume Access Adversaries may directly access a volu..
01/22/202405:2.. NW-BG4IN13  Xiin_MobaX.exe present in C:\Users\manu... -
Rootkit Adversaries may use rootkits tohidet..

Obfuscated Files or Infor... Adversaries may attempt tomake ane...

01/22/202405:2.. NW-BG49N13 1ibX11-6.d11 present in C:\Users\manuku... Masquerading Adversaries may attempt to manipula...

01/22/202405:2..  NW-BG49N13 DragExt64.d11 present in C:\Users\manuk...

01/22/202405:2.. NW-BG49N13 Newtonsoft.Json.d11 present in C:\Users...

01/22/202405:2..  NW-BG49N13 swrast_dri.so present in C:\Users\manuk.. ‘ Process Injection Adversaries may inject code into proc...

Indicator Removal Adversaries may delete or modify art...
O 01/22/202405:2.. NW-BG4IN13 1ibXdmcp-6.d11 present in C:\Users\manu.. 1

_ P S ) ) . ‘Adversaries may obtain and abuse cre...
The new ATT&CKO Explorer Panel is displayed when you click MITRE ATT&CKO Lookup.

For more information, see NetWitness Respond User Guide for 12.4, NetWitness Investigate User Guide,
and Policy-based Centralized Content Management Guide.

01/22/202405:2.. NW-BG49N13 21ib1.d11 present in C:\Users\manukumar...

Response Actions

Response Actions are the reactive operations performed on configured metas using a third-party tool or
connector such as ThreatConnect after triaging an event. Response Actions, the new feature added in

(CONFIGURE) > More allows you to perform the following actions:

o Create and manage Response Actions for the supported metas available in Respond, Investigate,
Hosts, and Users view.

o Perform Quick Actions on the configured meta and post the meta with additional parameters to the

11 What's New in 12.4.0.0 Release
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connector for taking further actions.

NETWITNESS estiga espon er L Dashboarc

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  ESA RULES  CUSTOM FEEDS  INCIDENT RULES | RESPONSE ACTIONS | MORE

Response Actions

Y + Create v £ View Action History
O NAME 7  DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED LAST UPDATED BY
ThreatConnect p_ + 2 Enabled 12/13/202301:11:21 pm admin
Thre: ip_s i )] Enabled 12/13 6am dey

2 Enabled

1-3 of 3 Response Actions | O selected

For more information, see NetWitness Response Actions Configuration Guide for 12.4,

Insight

The following sections describes the new enhancements for the Insight component:

Whitelist Insight Alerts in Respond View

Administrators and analysts can now whitelist unwanted and recurring Insight alerts generated in the
Respond > Alerts view. This enhancement provides the ability to select specific values, such as IP
Address and Asset Type, and define a Whitelist condition to prevent unwanted alerts from being
generated for these values. Using this enhancement, analysts can streamline the alert management
process by excluding specific IP addresses or asset types that are known to be reliable and secure. This
optimization minimizes unnecessary alerts generated on the Respond > Alerts view, reducing the time
and effort required to review and analyze alerts.

For more information, see the NetWitness Insight section in the NetWitness Documentation Portal.

User and Entity Behavior Analytics

The following section describes the new enhancements for UEBA component:

Support for Cisco Adaptive Security Appliance (ASA) and Fortinet VPN Devices

NetWitness UEBA has added support for the Cisco ASA and Fortinet VPN devices. With this
enhancement, UEBA can now process Cisco ASA and Fortinet VPN logs, which helps to gather and
analyze user activity information.
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For more information, see the UEBA Supported Sources by Schema section in the U£BA
Configuration Guide.
UEBA Performance Improvements

The following performance improvements are made for UEBA in the 12.4.0.0 version:

o Optimized the aggregation and accumulation models to generate and store models in parallel.
» Optimized the hourly score aggregation task to aggregate and score in parallel.

For more information on the supported scale, see the Learning Period Per Scale for 12.4 topic in the
UEBA Configuration Guide.
Endpoint

The following section describes the new enhancements for Endpoint component:

View Installed Applications

The Hosts details > System Info view has been enhanced to allow analysts to view the information
about the various applications installed on a Windows machine.

AUTORUNS  FILES  DRIVERS  LIBRARIES  ANOMALIES DO ADS YSTEM INFO  HISTORY

Host File Entries Ne es  Security P ts vs Patches  Security uration | Installed Applications

APPLICATION NAME PUBLISHER INSTALLED ON VERSION
NVM for Windows 1.1.10 Ecor Ventures LLC 02/01/2023 1110

NWE Agent RSA Security LLC 12/18/2023 12400
Mozilla Maintenance Service Mozilla 03/11/2022 627 1200

7-Zip 23.01 (x64) Igor Paviov 06/26/2023 5654 2301

Java SE Development Kit 8 Update 321 (64-bit) Oracle Corporation 03/09/2022 322005 8032107
Microsoft Visual C++ 2019 X86 Minimum Runtime - 14.28.29913 Microsoft Corporation 03/03/2022 460 142829913
Mozilla Firefox (x64 en-US) Mozilla 12/20/2023 226767 1210
Cerberus FTP Server Cerberus LLC 09/13/2023 55092 1310
Microsoft Visual C++ 2019 X86 Additional Runtime - 14.28.29913 Microsoft Corporation 03/03/2022 10420 14.28.29913
Teams Machine-Wide Installer Microsoft Corporation 03/03/2022 123352 14032771
Studio 3T 3T Software Labs 02/13/2023 330334 2022100
Microsoft Visual C++ 2015-2022 Redistributable (x64) - 14.30.30704 Microsoft Corporation 09/13/2023 20635 14.30.30704.0
Dell Command | Update Dell Inc. 07/07/2023 33692 490

Git ‘The Git Development Community 08/04/2023 327041 24103

Microsoft Intune Management Extension Microsoft Corporation 12/03/2023 18454 1732020

For more information, see NetWitness Endpoint User Guide for 12.4.

Standalone Scan for Linux Agents

Administrators can execute offline or standalone scans on Linux hosts to perform threat analysis on the
Air-gapped Linux machines.
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NETWITNESS sers Dashboard Reports S ¢ ©) admin

Y Filters Samstiled.. Oscan v || ©Tags - $ More Actions v ElH)

S TS HOSTNAME RISK SCORE.  OS - DESCRIPTION LAST SCAN TIME USERNAME AGENT LAST SEEN AGENT SCAN STA {52

Select ) amont

HOST STATUS

O Managed AlmaLinux

O Roaming E—
AlmaLinux 9.2

O Isolated

Standalone

RISK SCORE

For more information, see NetWitness Endpoint User Guide for 12.4.

Policy-based Centralized Content Management (CCM)

The following enhancements are made for CCM in 12.4.0.0 version:

Enhancements for Proper Functioning and Deployment of Custom Parsers into
Services through CCM

Introduced the capability to import individual XML (Log Device content type) to Content Library. You
can upload either the base parsers or extended parsers as a standalone XML file. While importing XML
files, you can optionally associate it with its corresponding base parser, effectively treating it as an
extension parser. To import a standalone XML as an extended parser, select Import as Extended
Custom Parser in the Import screen.

NETWITNESS

POLICIES

Oneor| | mport (® Dismiss
CONTENT

Updating the content which is a part of 1 or more policies changes
Content Library the associated policy's status to 'Unpublished’ Republish the policies to
deploy the changes.
Policies (1)

Groups (1)

Services (4) . Click or drag the files here to upload

upports the fol extension: *en

@ citrixnsmsg-custom.xml

O Import as Extended Custom Parser @
O Overwrite @

The Content Library now displays base parsers and extension parsers as distinct items, providing a clear
and organized view for users. This separation ensures that users can easily identify and manage both
types of parsers within the library. Furthermore, when an extension parser is added to a policy, the
corresponding base parser is automatically included in the policy as well. This streamlined integration
simplifies the process for users, eliminating the need to manually link base and extension parsers when
creating or editing policies.
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For more information, see the Import Content to Content Library section in the Policy-based
Centralized Content Management Guide.

Enhancements during Removal of a Service from Group

While removing a service from the group, you can opt to either delete the content from service and then
remove the service from the group or remove the service from the group without deleting the content.

For more information, see the Edit a Group, Edit a Policy and Delete a Policy sections in the Policy-
based Centralized Content Management Guide.

Capability to Remigrate Content from Service

CCM is enhanced to re-migrate content from a service even if it is already migrated and/or assigned to
Groups and Policies. While migrating content from a service already associated to a policy, you can
optionally update the associated policy with migrated content. To update the existing policy and group
for service after remigrating the service, the options available in the Migrate Content from Service
page are updated to Create/Update Policy and Group for Each Service and Skip Creating/Updating
a Policy and Group.

Migrate Content from Service

For more information, see the Migrate Content from Service section in the Policy-based Centralized
Content Management Guide.

Ul Enhancements

The MORE navigation menu is added to the CCM UI to view Bundles, Search Patterns, and Integrations
by default. As you select the content type from the MORE menu, that content type appears on the left of
the MORE menu.
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NETWITNESS nvesti X Hosts Files Da d [ % ©) admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES ESA RULES CUSTOM FEEDS MORE

CONFIGURATION CONTENT

Content Library FEED APPLICATION RULE

S’ | + CreateRule

O RULENAME 1+ RULE VALUE

LOG DEVICE PARSER MORE

Policies (2) NETWORK RULE

Groups (1) EVENT STREAM ANALYSIS RULE

PDATED POLICIES

Services (4) SEARCH PATTERN RULE
O  Accesses Administrative Share U...  accesses administrative share usi| 2022 07:26:44am  None

BUNDLE

& Settings

Event Stream Analysis

Some Decoder Services are not

m]

Activates BITS Job

Adding User using dbus-send Cre...

Adds Files To BITS Download Job

Adds Windows Firewall Rule

Allocates Remote Memory on Ma...

Anonymous NTLM Logon Detect...

activates bits job

Adding User using dbus-send Cre...

adds files to bits download job

adds windows firewall rule

allocates remote memory on mac...

anonymous ntim logon detected

endpoint

endpoint

endpoint

endpoint

log

2022 07:26:52 am

12/21/2022 03:22:30 pm

10/19/2022 07:26:52 am

10/18/2022 06:18:23 am

10/18/2022 06:18:32 am

09/20/2021 12:58:14 pm

None

None

None

None

None

None

managed by Centralized Content

Management @ AntSword Tool Usage AntSword Tool Usage packet 09/17/202210:18:22am  None

To manage Content for all Decoder
Services using Centralized Content
Management,

1- 50 of 820 Application Rules | O selected

Application Rules per page

Concentrator, Decoder, Log Collector, and Archiver Services

The following enhancements are made for Concentrator, Decoder, Log Collector, and Archiver Services
in 12.4.0.0 version:

Capability to Deprecate the Use of IP Address for Basic Authentication

Netwitness has deprecated the use of IP address for Windows Collection Basic Authentication. Now, you
must use the FQDN in the Event Source Address and add an entry of the same FQDN in "etc/hosts'
while configuring Basic Authentication.

New Utility to Stream Meta From Decoders to 3rd Party Tools

Introduced a beta utility to stream meta from network decoders to other 3rd party tools, making it easy to
integrate NetWitness Platform with other products. All or a subset of meta data can be streamed to limit
the amount sent to the 3rd party tool depending on the use case.

For more information, see Meta Export Installation and Configuration Guide.

Log Integrations

NetWitness Platform supports the integration of the following event sources to collect and parse logs.
Unless specified, these services are supported on NetWitness Platform 12.2.0.0 or later.

o Palo Alto Prisma Access
e VMware vSphere
¢ Deeplnspect

o GCP Windows VM Logs (via GCP Plugin)
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Note: From 12.4 onwards, VMWare plugin is also available for the collection of VMWare events and
tasks.

For more information on integrating the parser services, see NetWitness Platform Integrations Guide.

Security

Single Sign-On (SSO) Authentication Independent of Active Directory (AD)
Configuration in NetWitnhess

Starting from NetWitness Platform version 12.4, NetWitness offers SSO that is independent of AD
configuration in NetWitness. It allows user authorization by using the list of user groups embedded in the
SAML authentication token received from ADFS and verifying them against user groups already set up
in NetWitness. This eliminates the need for users to configure or rely on Active Directory settings within
NetWitness for user authentication. NetWitness now supports both Azure ADFS and Microsoft ADFS.

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports admin v

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

Users Roles External Group Mapping Settings OGSO TN EL LTI Single Sign-On Settings

Enable SSO
Auto Import IDP Metadata
Use Proxy
Import IDP Metadata Browse
Entity ID
Enable Global Logout
Enable SAML Token Based SSO Authorization [
SAML External Group Attribute Name http://schemas.xmlsoap.org/claims/Group
Before you enable the Single Sign-On Authentication Settings,
+ Make sure you configure an Active Directory, map user roles to active directory groups and configure ADFS as Identity Provider which is supported by NetWitness Platform

+ For SSO without Active Directory, select "Enable SAML-Based SSO Authorization" and map user roles under the "External Group Mapping > SSO" tab.
Make sure that your SSO Identity Provider sends group details in the SAML auth token.

Apply Export Service Provider Metadata

For more information, see Set Up Single Sign-On Authentication topic in the System Security and User
Management Guide.

Security Fixes

For more information on Security Fixes, see https://community.netwitness.com/t5/netwitness-platform-
advisories/ct-p/netwitness-advisories#security.

Upgrade Paths

The following upgrade paths are supported for NetWitness 12.4.0.0
o NetWitness 12.3.1.0 to 12.4.0.0

e NetWitness 12.3.0.0 to 12.4.0.0
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e NetWitness 12.2.0.1 to 12.4.0.0
e NetWitness 12.2.0.0 to 12.4.0.0

For more information on upgrading to 12.4.0.0, see Upgrade Guide for NetWitness 12.4.0.0

IMPORTANT: If you want to upgrade from 11.7.x or 11.7.x.x versions to 12.4.0.0 version, you must
first upgrade to 12.2.0.0 or 12.3.0.0 version before upgrading to 12.4.

Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).
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What's New in Previous Releases (11.7 to 12.3.1.0)

The section provides new features and enhancements for all supported previous releases.

For more information, see https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-
in-previous-releases-11-7-to-12-1-1/ta-p/695650.
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Fixed Issues in 12.4.0.0 Release

This section lists issues fixed in 12.4.0.0 version.

For additional information on fixed issues, see the Fixed Version column in the NetWitness® Platform
Known Issues list (https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-
platform-known-issues/ta-p/571872) on NetWitness Community Portal.

Policy-based Centralized Content Management (CCM) Fixes

ASOC-142018 The Log device contents published from CCM are not
disabled when contents are deleted for a service.

ASOC-141524 The ESA rules could not be saved by editing or updating
the ESA rule. NetWitness UI and SA logs showed a run

time exception while saving the rule. Also, on
troubleshooting, the RSA OSINT Non-IP Threat Intel

Feed did not have a unique ID associated with the policy,
and occurred in multiple documents in the content policy
collections.
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Known Issues in 12.4.0.0 Release

Issues that remain unresolved in this release are documented in the NetWitness® Platform Known Issues
list on the NetWitness community portal: https://community.netwitness.com/t5/netwitness-platform-
known-issues/netwitness-platform-known-issues/ta-p/571872
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Build Numbers for 12.4.0.0 Components

The following table lists the build numbers for various components of NetWitness 12.4.0.0

NetWitness Admin Server

NetWitness Advanced Analytics
Content

NetWitness Advanced Analytics
Server

NetWitness Appliance
NetWitness Archiver
NetWitness Audit Plugin
NetWitness Audit RT
NetWitness Bootstrap
NetWitness Broker
NetWitness Carlos RT
NetWitness Cloud

NetWitness Cloud Connector
Server

NetWitness Cloud Link Server

NetWitness Collectd
NetWitness Collectd SMS

NetWitness Component
Descriptor

NetWitness Concentrator

NetWitness Config Management
NetWitness Config Server

NetWitness Console

rsa-nw-admin-server-12.4.0.0-
240117024246.5.165a1170.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-content-12.4.0.0-
231212110357.5.9b3b362.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-server-12.4.0.0-
231212110325.5.9b3b362.el8.alma.noarch.rpm

rsa-nw-appliance-12.4.0.0-12866.5.1aefe557c¢.el8.x86_64.rpm
rsa-nw-archiver-12.4.0.0-12866.5.1aefe557c¢.el8.x86_64.rpm
rsa-audit-plugins-12.4.0.0-4892.5.9d0750b41.el8.noarch.rpm
rsa-audit-rt-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm
rsa-nw-bootstrap-12.4.0.0-2401240926.5.a3d68ef.el8.noarch.rpm
rsa-nw-broker-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm
rsa-carlos-rt-12.4.0.0-2787.5.721a8daa7.el7.x86_64.rpm
rsa-nw-cloud-12.4.0.0-12867.5.957818c84.e18.x86_64.rpm

rsa-nw-cloud-connector-server-12.4.0.0-
240116135943.5.4220688.el8.alma.noarch.rpm

rsa-nw-cloud-link-server-12.4.0.0-
240117032857.5.d4a8422. el8.alma.noarch.rpm

rsa-collectd-12.4.0.0-4892.5.9d0750b41.¢l8.x86_64.rpm
rsa-collectd-sms-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-component-descriptor-12.4.0.0-
2402280945.5.4c3391a.el8.noarch.rpm

rsa-nw-concentrator-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-config-management-12.4.0.0-
2402050947.5.b7e9164.el18.noarch.rpm

rsa-nw-config-server-12.4.0.0-
240109020724.5.dc657b7.el8.alma.noarch.rpm

rsa-nw-console-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm
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NetWitness Content Server
NetWitness ContextHub Server

NetWitness Correlation Server
(ESA)

NetWitness Dashboard Content

NetWitness Decoder

NetWitness Decoder Analytics
Content

NetWitness Decoder Content
NetWitness Deployment Upgrade
NetWitness Endpoint Agents
NetWitness Endpoint Broker

Server

NetWitness Endpoint Decoder
Analytics Content

NetWitness Endpoint Server
NetWitness Esper Enterprise
NetWitness Integration Server
NetWitness Investigate Server
NetWitness Legacy Web Server
NetWitness License Server
NetWitness Log Collector

NetWitness Log Collector
Content

NetWitness Log Collector Perl

rsa-nw-content-server-12.4.0.0-
240109040529.5.314£c043.el8.alma.noarch.rpm

rsa-nw-contexthub-server-12.4.0.0-
240122010054.5.d98d0ac61.el8.alma.noarch.rpm

rsa-nw-correlation-server-12.4.0.0-
240117103632.5.61d080a9.el8.alma.noarch.rpm

rsa-nw-dashboard-content-20231220155210-5.noarch.rpm
rsa-nw-decoder-12.4.0.0-12866.5.1aefe557c.el8.x86 64.rpm

rsa-nw-decoder-analytics-content-20231220155210-5.noarch.rpm

rsa-nw-decodercontent-12.4.0.0-12866.5.1aefe557c.el8.x86
64.rpm

rsa-nw-deployment-upgrade-12.4.0.0-
2402150604.5.dbd95e3.¢el8.noarch.rpm

rsa-nw-endpoint-agents-12.4.0.0-2402061657.5.db93b9a.el8.x86
64.rpm

rsa-nw-endpoint-broker-server-12.4.0.0-
240103053136.5.8430874.el8.alma.noarch.rpm

rsa-nw-endpointdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-endpoint-server-12.4.0.0-
240125030031.5.12¢246114.el8.alma.noarch.rpm

rsa-nw-esper-enterprise-12.4.0.0-
2311071130.5.04c15de.el8.alma.noarch.rpm

rsa-nw-integration-server-12.4.0.0-
240117101347.5.0ed5¢cc33.el8.alma.noarch.rpm

rsa-nw-investigate-server-12.4.0.0-
240109023320.5.2a0d2764.el8.alma.noarch.rpm

rsa-nw-legacy-web-server-12.4.0.0-
240122162503.5.40628dd.el8.almalinux.noarch.rpm

rsa-nw-license-server-12.4.0.0-
240111044400.5.a6108af.el8.alma.noarch.rpm

rsa-nw-logcollector-12.4.0.0-15127.5.527ec7727.e18.x86_64.rpm

rsa-nw-logcollectorcontent-20240105141144-5.x86_64.rpm

rsa-nw-logcollector-perl-12.4.0.0-15127.5.527ec7727.e18.x86
64.rpm
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NetWitness Log Collector Tools

NetWitness Log Decoder

NetWitness Log Decoder
Analytics Content

NetWitness Log Decoder Base
Content

NetWitness Log Player

NetWitness Malware Analytics
Server

NetWitness Meta Export Utility

NetWitness Metrics Server
NetWitness Node Infra Server
NetWitness Orchestration Cli
NetWitness Orchestration Server
NetWitness Placeholder
NetWitness Presidio Airflow
NetWitness Presidio Config
Server

NetWitness Presidio Core
NetWitness Presidio Elastic

Search Init

NetWitness Presidio Ext
NetWitness
NetWitness Presidio Manager

NetWitness Presidio Output

NetWitness Presidio Ul

rsa-nw-logcollector-tools-12.4.0.0-15127.5.527ec7727.el8.x86
64.rpm

rsa-nw-logdecoder-12.4.0.0-12866.5.1acfe557¢.el8.x86_64.rpm

rsa-nw-logdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-logdecoder-base-content-20240124060008-5.x86_64.rpm

rsa-nw-logplayer-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-malware-analytics-server-12.4.0.0-
240207115909.5.1511622.¢l8.almalinux.x86_64.rpm

rsa-nw-metaexport-utility-12.4.0.0-110124.5.el8.x86_64.rpm

rsa-nw-metrics-server-12.4.0.0-
240109050254.5.c078db1.el8.alma.noarch.rpm

rsa-nw-node-infra-server-12.4.0.0-
240116091133.5.7086116.el8.alma.noarch.rpm

rsa-nw-orchestration-cli-12.4.0.0-
2401091103.5.7317baa.el8.noarch.rpm

rsa-nw-orchestration-server-12.4.0.0-
240119064852.5.a87bb81f.el8.alma.noarch.rpm

rsa-nw-placeholder-12.4.0.0-
2310040926.5.cebd204.el8.noarch.rpm

rsa-nw-presidio-airflow-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-configserver-12.4.0.0-
2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-core-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-elasticsearch-init-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-ext-netwitness-12.4.0.0-
2401151152.5.18bd06b.el8.noarch.rpm

rsa-nw-presidio-manager-12.4.0.0-
2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-output-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-ui-12.4.0.0-
2402270745.5.0844250.el8.noarch.rppm
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NetWitness Protobufs

NetWitness Recovery Tools
NetWitness Relay Server
NetWitness Reporting Engine
Server

NetWitness Respond Server

NetWitness Response Actions
Server

NetWitness Root CA Update

NetWitness SA Tools

NetWitness Security Cli

NetWitness Security Server

NetWitness Shell

NetWitness SOS Report Plugins

NetWitness SMS Runtime RT
NetWitness SMS Server

NetWitness Source Server

NetWitness Source Server
Content

NetWitness User Interface

NetWitness Workbench

rsa-protobufs-rt-12.4.0.0-928.5.6254aabd8.e18.x86 64.rpm

rsa-nw-recovery-tool-12.4.0.0-
2401230435.5.f34a9fd.el8.noarch.rpm

rsa-nw-relay-server-12.4.0.0-
240112083607.5.6d41796.el8.alma.noarch.rpm

rsa-nw-re-server-12.4.0.0-5996.5.b76234be4.e18.x86_64.rpm

rsa-nw-respond-server-12.4.0.0-
240110052505.5.1eda6132f.el8.alma.noarch.rpm

rsa-nw-response-actions-server-12.4.0.0-
240116034125.5.0af5d71.el8.alma.noarch.rpm

rsa-nw-root-ca-update-12.4.0.0-
2401221231.5.96¢d15b.el8.noarch.rpm

rsa-sa-tools-12.4.0.0-2401251338.5.89600eb.cl8.noarch.rpm

rsa-nw-security-cli-12.4.0.0-
2401091103.5.18ab320.el8.noarch.rpm

rsa-nw-security-server-12.4.0.0-
240123034132.5.11d9341.el8.alma.noarch.rpm

rsa-nw-shell-12.4.0.0-
240108140410.5.0b0d73f5.el8.alma.noarch.rpm

rsa-nw-sosreport-plugins-12.4.0.0-
2401162235.5.af21a76.el8.noarch.rpm

rsa-sms-runtime-rt-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm
rsa-sms-server-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-source-server-12.4.0.0-
240207074107.5.4b84868b1.el8.alma.noarch.rpm

rsa-nw-sourceserver-content-20240105141144-5.x86_64.rpm
rsa-nw-ui-12.4.0.0-
240131063757.5.d1b137ecbe.el8.alma.noarch.rpm
rsa-nw-workbench-12.4.0.0-12866.5.1acfe557c.el8.x86 64.rpm
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Getting Help with NetWitness Platform

Product Documentation

The following documentation is provided with this release.

NetWitness Platform https://community.netwitness.com/t5/netwitness-platform-online/tkb-
Master Table of Contents p/netwitness-online-documentation

NetWitness Platform https://community.netwitness.com/t5/netwitness-platform-online/tkb-
12.4.0.0 Product p/netwitness-online-documentation

Documentation

NetWitness Platform https://community.netwitness.com/t5/rsa-netwitness-platform-

12.4.0.0 Upgrade Guide staged/upgrade-guide-for-12-4/ta-p/709308

NetWitness Analytics on To learn more about new features and enhancements in NetWitness
Cloud Analytics on Cloud releases, check the following What's New section:

For UEBA Cloud, see
https://docs.netwitness.com/netwitnessueba/release information/whats
new/.

For Insight, see https://docs.netwitness.com/netwitnessinsight/release-
information/insight whatsnew/.

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

* See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

e Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/tS/netwitness-discussions/bd-p/netwitness-
discussions

¢ See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base

¢ See Troubleshooting section in the guides.
¢ See also NetWitness® Platform Blog Posts.

¢ If you need further assistance, contact NetWitness Support.
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Release Notes

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

e The version number of the NetWitness Platform product or application you are using.

* The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com

NetWitness Educational Services

Sign up for access to NetWitness courses and additional resources on the NetWitness Educational
Services and Training.

NetWitness Education Portal https://netwitness.sabacloud.com/Saba/Web
spf/NA10P2PRD088/guestapp/home;spf-
url=guest%2Fguestlearningcatalog

NetWitness Educational Services  https://community.netwitness.com/t5/netwitness-education-
Course Catalog courses/tkb-p/netwitness-training

NetWitness Educational Services  https://community.netwitness.com/t5/netwitness-education-
Training Schedule blog/netwitness-instructor-led-training-schedule/ba-p/655826

NetWitness Educational Services  education.support@netwitness.com
Support Contact

Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform
documentation.
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