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Create Host Build Stick

These instructions tell you how to apply a NetWitness Platform software image (ISO file) to a thumb
drive so you can image an RSA NetWitness Platform host with the NetWitness Platform software
image.

IMPORTANT: You no longer need to label the flash drive when imaging RSA NetWitness Platform
11.3.0.2 and later ISO files to the flash drive (USB medium). The 11.3.0.2 ISO requires an imaging
tool [for example, ETCHER (https://etcher.i0)] to write to a flash drive. For the 11.0 - 11.2 ISO files,
you were required to format and label the flash drive. UNetbootin does not work with 11.3.0.2 and
later ISOs.

Resources Required

Y ou need the following tools to complete these instructions.
o Automated tool to create a build stick [for example ETCHER (https://etcher.i0)].

o Automated tool to reinstate the Windows file system on USB Device after you create the build stick
[For example, Minitool Partition Wizard (http://download3.minitool.com/10.2.2/pw 102-free.exe)].

o NetWitness Platform USB ISO file.

« USB drive with capacity sufficient enough to accommodate the NetWitness Platform ISO file.

Note: Make sure that you have all of the resources listed above before starting the process.

Build Stick Installation Media

Installation media is in the form of ISO files, which are available for download from Download Central
(https://download.rsasecurity.com). As part of your order fulfillment, RSA gives you access to the ISO
files that pertain to each customer order.

NetWitness Platform ISO Files

The rsa-<release number>.<build-number>.<0S number>-usb.iso is the file naming
convention for ISO files. When installing software on your NetWitness Platform host, make sure you are
using the correct release. This document uses rsa-11.x.x.x.<build-number>.el7-usb.iso as an
example of an ISO file.

Contact Customer Care at nwsupport@rsa.com for assistance.
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Create a NetWitness Platform USB Build Stick

Note: You must use a USB drive with capacity sufficient enough to accommodate the NetWitness
Platform ISO file.

These instructions tell you how to create a USB "build-stick" to load the operating system and
NetWitness Platform software onto your NetWitness Platform host.

Caution: All existing data on the USB drive will be destroyed.

1. Download a automated tool to create the build stick onto your windows PC install it.
You need a tool that etches an Linux file system on the USB drive to burn the NetWitness Platform
ISO image on the USB drive. The ISO is unreadable in a Windows files system. Etcher is an
example of a tool that will etch an Linux file system on the USB drive and Etcher is used as an
example in this procedure. Etcher is available at: https://etcher.io.

2. Download the NetWitness Platform USB ISO image.

3. Insert the USB drive that you will use as the build stick.

4. Start the automated tool.
A prompt similar to the following is displayed.

© Etcher - X

-+

Select image

ZETCHER e resin.io
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5. Click Select Image.
A File explorer with the available OS images similar to the following Explorer displayed.
X

This PC » Downloads v O Search Downloads o

older v M @

" )

rsa-nw-11.0.0.0. nnnn.el7-dvd
rsa-rw-11.0.0.0.nnnn.el7-dvd
rsa-rw-11.1.0.0.nnnn.el7-ush
rsa-rw-11.1.0.0.nnnn.el7-usb
rsa-rw-11.2.0.0.nnnn.el7-usb
rsa-rw-11.2.0.0. nnnn.el7-ush
rsa-rw-11.2.0.0.nnnn.el7-dvd
rsa-rw-11.3.0.2.nnnn.el7-usb
rsa-rw-11.3.0.2. nnnn.el7-ush
d rsa-nw-11.3.0.2.nnnn.el7-dvd

EEEEEEEEE

i _‘] rsa-nw-11.3.0.2.nnnn
|_] rsa-nw-11.3.0.2.nnnn

E rsa-signed_0S v
v £ >

gngme:| rsarw-11.3.0.2.nnnn vl OSImaggs ~

6. Select the appropriate ISO from the File explorer and click Open.
The following options are displayed.
© FEtcher - bt

© — A

rsa-nw-11._..3693.iso SanDisk U..SB Device
Flash!

“FETCHER Qresm.lo

7. Click Flash!.
The completion progress of creating the flash drive is displayed as shown in the following example.
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@ Etcher - 10% Flashing — >

© — A

rsa-nw-11...3693.iso SanDisk U..SB Device .
10% Flashing

SETCHER gresm.lo

8. Type yes in response to any other prompts until the process completes .
When the process is complete, the following information is displayed.
€ Etcher - X

« Flash Complete! Flaskh Aunihme

Introducing FETCHERPRO

Discover More

made with by @resin.io

9. Close Etcher.
10. Go to My Computer, right click USB and click Safely Remove or Eject.

11. After the USB drive is ejected, unplug the USB device.
The bootable USB is now ready.
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Reinstate Windows File System on USB Device after Creating
Build Stick with Etcher

After you use Etcher to create a USB stick bootable on a host running CentOS, it becomes unusable by
default on a Windows. If want to put a new ISO on this USB drive, use Etcher again to copy over the old
ISO.

However, if you want to use the USB drive for other general storage purposes, you need to follow the
following procedure to make it readable in Windows.

L.

Download and install the Minitool Partition Wizard (http://download3.minitool.com/10.2.2/pw102-
free.exe).

Make sure that the USB device is inserted in the correct drive.

Run the MiniTool Wizard.
Your hard drive (for example, Disk 1) and the USB device drive (for example, Disk 2) are
displayed.

Select the USB Device drive (for example, Disk 2).

General View Disk Partition Dynamic Disk Wizard Help

v &§ X i B & @

Apply  Undo Discard Migrate OS to SSD/HD Copy Partition Copy Disk Partition Recovery

Convert Disk (~ Disk1 | [ E—

@, Copy Disk GPT SYSTEM(FA | (Other) C:Windows(NTFS)

SPcopyiD 476.94 GB | 2.9 GB (Use:| 128 MB 473.9 GB (Used: 53%)
#% Convert MBR Disk to GPT Disk
. Disk2 |

Clean Disk @ b MBR E:ANACOND | (Unallocated)

- 7.59GB 9 MB (Used: | 7.6 GB

4 Wipe Disk
[ Delete All Partitions Partition Capacity Used Unused File System Type Status
Check Disk ® w Disk 1 (TOSHIBA THNSNK512GCS8 SATA 512GB RAID, GPT, 476.94 GB)
[= Align All Partitions *:SYSTEM 2.93 GB 33.13 M8 2.90 GB FAT32 B GPT (EFI System partition) Active & System
X Rebuild MeR = 128.00MB  128.00 MB 08 Other B GPT (Reserved Partition) None
Bl Surface Test C:Windows 473.88G8  251.82GB  222.07GB NTFS B GPT (Data Partition) Boot

©) Partition Recovery
Disk Properties

E:ANACONDA 8.78 MB 8.56 MB 226.00 KB FAT16 @ Primary None
0 Operations Pending

=5 7.58 GB 0B 7.58 GB Unallocated B Logical None
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5. Right click the USB Device drive (for example, Disk 2) displayed in the Partition detail table.
The disk partitioning commands are displayed.

General View Disk  Partiion Dynamic Disk  Waard  Help

v & X F B Q2 @

Agply  Undo  Duscard  Migrate 0510 SSOMD Copy Parttion Copy Disk  PartRion Recovery

Convert Disk ] Disk 1 S E—
a g GFT SYSTEM{FA | (Other) C:Windows(NTFS)

Copy Disk 476.94G8 20GH(Use | 128MB | 470.9 GB (Used: 53%)
5 Convert MBR Disk to GPT Disk

‘  Dbkz  —
Clean Disk = i,. ;:a EANACOND | (
o - \ 9 MB (Used: | 7.6 CB
[\ Delete Al Farttions Fartoon Capacty Used Unused Fie System Type Status
Chack Disk =) e Disk 1 (TOSHIBA THNSNKS12GCS8 SATA 51268 RAID, GPT, 476.94 G8)
= Algn Al Partitions =:SYSTEM 29068 NIM 2.90 G8 FAT22 B GPT (EFI System partiion) Actre & System
K Rebuld MBR - 128.00M8  128.00 M8 08 Other B GPT (Reserved Partition) one
B Serfocs Test C:Windows 47388G8  25182C8  22207G8 NTES B GPT (Dats Parttion)

Qfmm

Boot
e e o pee—

E-AMACONDA 8.7a M8 856V

B Prmary hone
M Rebuld MER
0 Operations Pending
- . a
7.58G8 ° & - Legueal Nons
& Copy
] Surface Test

€} Partibon Recovery
* Wipe Disk
¥4 Convert MBR Disk to CPT Disk

i) Propertes

General View Disk Partition Oynamic Disk Wizard Help

vax HE & QB @

Apply  Undo Discard  Migrate OS to SSO/HD Copy Portition Copy Disk Portition Recovery

Change Partition = Disk1 | E—

) g GFT SYSTEM(FA | (Other) C:Windows(NTFS)
1ty Move/Resize Parttion 476.94G8 | 2.9GB (User| 128MB | 473.9 GB (Used: 53%)
25 Merge Partition

- _ Disk2

RSP b s | . D:USB_NAME(FAT32)

B Change Cluster Size 7.59GB  |7.6 GB (Used: 0%)

£ Convert FAT to NTFS Partition Ccapactty Used Unused File System Type Status

5 Set Partiton as Logical
s Disk 1 (TOSHIBA THNSNKS12GCS8 SATA 512G8 RAID, GPT, 476.94 GB)
Partition Management @

m “:SYSTEM 2.93GB 33.13 M8 2.90G8 FAT32 B GPT (EFI System partition) Active & System
Delete Partition

y L 128.00 MB 128.00 MB (1:} Other B GPT (Reserved Partition) None

®. copy C:Windows 473.88 GB 251.81 GB 222.07 G8 NTFS W GPT (Data Partition) Boot

=, Align Partition .. Disk 2 (PNY USB 2.0 FD US8, Removable, MBR, 7.59 G8)

4 Wipe Partition D:USB_NAME 7.59 GB 15.20 M8 7.57 G8 FAT32 Primary Hone
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7. Click Apply in the toolbar.

& MiniTool Partition Wizard Free 10.2.3

General View Disk Partiion Dynamic Disk Wizard Help

=YW
Apply d  Migrate OS to SSD/HD Copy Partition Copy Disk Partition Recovery

Convert Disk =) Disk1 | NN & EE—

a GPT SYSTEM(FA | (Other) C:Windows(NTFS)
Copy Disk 476.94G8 |2.9G8 (Use|128MB | 473.9 GB (Used: 53%)

¥4 Initialize to GPT Disk

5 Convert MBR Disk to GPT Disk & : 2 - -
75968 (7608

Clean Disk )

4 Wipe Disk Partition Capacity Used Unused File System Type Status
Check Disk o) s Disk 1 (TOSHIBA THNSNKS12GCS8 SATA 512GB RAID, GPT, 476.94 G8)

X Rebuid MBR =:SYSTEM 2.93GB 33.13 M8 2.90 GB FAT32 B GPT (EFI System partition) Active & System
(] Surface Test = 128.00 M8  128.00 M8 0B Other B GPT (Reserved Partiton) None
© Parttion Recovery C:Windows 473.88G8  251.82G8  222.07GB NTES B GPT (Data Partition) Boot
. e —
1 Operations Pending

gt . = 7.59 GB 08 7.59 GB Unallocated B Logical None

8. Right click on the

same disk (for example, Disk 2) and click Create.

Wizas

General View Disk Partition Dynamic Disk Wizard Help

v & X [ & L @

Apply Undo  Discard Migrate OS to SSD/HD Copy Partition Copy Disk Partition Recovery

Partition Management @ Disk 1 L |
- GFT SYSTEM(FA | (Other) C:Windows(NTFS)
@ create Parttion 476.94G8 | 2.9 GB (Use:| 128 MB 473.9 GB (Used: 53%)
“4 Wipe Partition
Disk 2
Check Partition ® & mer
7.59 GB
[5) Surface Test 2
] Partiion Properties Partition Capacity Used Unused Fie System Type Status
0 Operations Pending waee Disk 1 (TOSHIBA THNSNK512GCS8 SATA 512GB RAID, GPT, 476.94 GB)
*:SYSTEM 29368 33.13M8 2.90G8 FAT32 B GPT (EFI System partion) Active B System
= 12800 M8  128.00 MB 08 Other B GPT (Reserved Partition) None
C:Windows 473.88G8 251.82 GB 222.06 G8 NTFS @ GPT (Data Partition) Boot

.. Disk 2 (PNY USB 2.0 FD USB, Removable, MBR, 7.59 GB)

Unallocated

£) surface Test

4 Wipe Poartition

2] Properties

The Create New Partition dialog is displayed.
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9. Complete the dialog with the USB Drive information you want and click OK.

‘ﬂ;i Create New Partition

o‘) Please specify the size and the location for the new partition.

Partition Label: USB_NAMH
Creste As: Primary v | Drive Letter: D: -
File System: NTFS * | Cluster Size: Default v
Size And Location
« )

7.59 GB (Used:0.00 MB)
Unallocated Space Before: 0.00 GB ~
Partition Size: 7.59 GB ~
Unallocated Space After: 0.00 GB -
Partition Align to: MB -

n Tutg oK Cancel

10. Click Apply in the toolbar.
Your USB Drive is displayed in Windows File ERxplorer after the process completes.

72X MiniTool Partitio

General

v ia X

Apply | Undo  Discard

Change Partition

N Move/Resze Partition
Merge Partition

Split Partition
Change Cluster Size

-
< B8

Convert NTFS to FAT
£ Set Partition as Logical

Partition Management
[ Delete Partition

/# Format Partibon

B, Copy Partition

[=, Align Partition

4 Wipe Partition

R Set Label

& Change Drive Letter
B change Partition Type D
B change Serial Number
@ Hide Partition

P setacwve

Check Partition
) Surface Test
=] Partition Properties

2 Operations Pending
& 1. Create (D:) on Disk 2

rd Free 10.2.3

View Disk Partiton Oynamic Disk

®

@

Wizard  Help

= KB L @

Migrate OS to SSD/HD Copy Partition Copy Disk Partition Recovery

Disk 1 I
GPT SYSTEM(FA | (Other)
476.94 GB | 2.9 GB (User 128 MB

C:Windows(NTFS)
473.9 GB (Used: 53%)

_ Disk2
.. MR D:USB_NAME(NTFS)
7.59G8 | 2.6 GB (Used: 0%)
Partition Capacity
2 of 2 pending operations.
e Disk 1 (TOSHIBA THNSNKS12GCSS SATA 51
Create Partition
*:SYSTEM X Adive
SYSTE 2.93G8 Partion Letter- & System
e 128.00 MB b Disk Index: 2 Nooe
Partition Starting LBA: 2048
C:Windows 4738868 2 Partition Size: 7772 MB Boot

&.. Disk 2 (PNY USB 2.0 FD USB, Removable, M8

Partition Label: USB_NAME
Primary: Yes

11
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