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Release Notes

What's New
The RSA NetWitness® Platform 11.5.1 release provides new features and enhancements for every role 
in the Security Operation Center. 

Upgrade Paths
The following upgrade paths are supported for NetWitness Platform 11.5.1.0: 

 l RSA NetWitness® Platform 11.3.x.x to 11.5.1.0* 

 l RSA NetWitness® Platform 11.4.x.x to 11.5.1.0

 l RSA NetWitness® Platform 11.5.0.0 to 11.5.1.0

 l RSA NetWitness® Platform 11.5.0.1 to 11.5.1.0

* If you are upgrading from 11.3.0.0, or 11.3.0.1, you must upgrade to 11.3.1.1 before you can upgrade to 
11.5.1.0.
If you are upgrading from NetWitness Platform version (10.6.6.x) or (11.2.x.x or below), you must 
upgrade to 11.3.0.2 before you can upgrade to 11.5.1.0. For more information, see the guides that apply to 
your environment.
For more information on upgrading to 11.5.1.0, see Upgrade Guide for RSA NetWitness Platform 11.5.1. 

Enhancements
The following sections are a complete list and description of enhancements  to specific capabilities:

 l Investigation - SIEM and Network Detection & Response

 l Endpoint Investigation 

 l User Entity Behavior Analytics

 l Incident Response

 l Endpoint Configuration

 l Broker, Concentrator, Decoder and Log Decoder Services

 l Administration and Configuration

 l Log Collection

 l Logstash Integration

 l Licensing

To locate the documents referred to in this section, go to the RSA NetWitness Platform 11.x Master 
Table of Contents: https://community.rsa.com/docs/DOC-81328. Product Documentation has links to the 
documentation for this release.

What's New 4

https://community.rsa.com/community/products/netwitness/115
https://community.rsa.com/docs/DOC-114927
https://community.rsa.com/docs/DOC-81328


Release Notes

Investigation - SIEM and Network Detection & Response

JSON Viewer for Logs
The JSON log data in the Events page renders in an easy-to-read JSON format instead of the raw block 
format using the Render JSON toggle switch. It allows analysts to identify nodes, node values, and 
position of the node in the tree. By default, the switch is enabled, and JSON snippets in a log event are 
detected and displayed in an expanded tree format. The system supports rendering of logs with a mix of 
text and JSON to display in both Respond and Investigate views.
For more information, see the "View a JSON String in Tree Format in the Text Tab" topic in the 
NetWitness Investigate User Guide.
Below is an example of the Render JSON switch enabled.

Investigation Using the Event Time
Analysts can directly query and sort events using event time (the time the event occurred) instead of 
collection time (the time the Decoder received the event). This eliminates the need to find the log or the 
Endpoint events relevant to the actual time range, thus, saving time and effort of the analyst as the events 
are displayed as they happen. For more information, see the NetWitness Investigate User Guide.
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Manual Column Width Adjustments Automatically Apply
When analysts manually adjust the width of a column in the Events panel, the column width is preserved 
as a personal preference and is applied every time the column is used in the Events list, overriding any 
default column width. For more information, see the NetWitness Investigate User Guide.

Option to Add Multiple Filters Prior to Query
An analyst can build a query with multiple filters pivoting through the meta available in the Events Filter 
panel. For more information, see “Drill into Meta Values” in the NetWitness Investigate User Guide.

New Icons for Meta Keys
The Events page  includes new unique icons for every meta key displayed in the Events query bar, Filter 
Events panel, and Event Meta reconstruction panel to help analysts recognize items while visually 
scanning the data available on the page. The icons use color to indicate meta key search capability and 
are categorized based on the family of metadata. For more information, see the NetWitness Investigate 
User Guide.
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Below is an example of the new icons.

Springboard Panel Enhancements

 l The panel rendering time is improved and the memory usage is reduced. For example, when the 
administrator adds or scroll across the panel, only the displayed panels are loaded and not the hidden 
panels.

 l Includes User’s Trending Data (24 hours) and Trending Data (7 days) options in the UEBA panels.

 l Clicking on a Springboard panel row name or clicking  at the top of the panel, takes you  to a new tab 
for quick hunting and investigation. 

 l Includes drop-down filter options for  menus such as Data Source and Meta key.

For more information, see the "Managing the Springboard" topic in the NetWitness Platform Getting 
Started Guide.

Expanded Network Visibility with Endpoint Data Enrichment
Network events are further enriched with additional host information. It includes alerts and process 
details associated with the enriched host values. This additional data enables an analyst to investigate an 
event more efficiently.
Example 1

An analyst can use the Process Tree option to see the origin of a process and associated process 
information.
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Example 2

An analyst can see the Alerts section to see the alerts triggered on a host. This section provides 
information on alerts, incidents, and events count associated with the host.

For more information, see "Examine Event Details in the Events View" in the NetWitness Investigate 
User Guide.

Note: Expanded Network Visibility is a policy setting that enables Insights and Advanced agents to 
monitor the network events. It can optimize the frequency of sending endpoint events for network 
(packet) correlation. For more information on how to enable the Expanded Network Visibility policy, 
see Creating Groups and Policies in the NetWitness Endpoint Configuration Guide.

Improved Meta Group Usage while Filtering Events
Analysts can efficiently use  meta groups to control the options available in the Filter Events panel. It 
includes the following enhancements:
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 l The last meta group is used instead of resetting to the default meta key group.

 l Ability to change the default view (AUTO, OPEN, CLOSE, or HIDDEN) for all the meta keys at 
once.

 l The default meta group displays the list of meta keys and can be cloned.

For more information, see the NetWitness Investigate User Guide.
Below is an example showing the option to change the default view for all meta keys.

Performance Improvements while Filtering Events
To decrease the time taken to load the panel, estimations for the events count (>) and size (~) are 
enabled by default. Analysts can also view the debug information that provides the time it takes for the 
services to present the meta key values. It helps analysts to identify the services that might be causing 
the latency. For more information, see the NetWitness Investigate User Guide.

Option to Download Files from Multiple Events
In the Events view, analysts can  securely download bulk files for multiple events versus per individual 
event. The downloaded files are present in a password protected zip file to limit exposure to potentially 
malicious files. For more information, see the NetWitness Investigate User Guide.
Below is an example showing the new Download Files option.
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Enhanced Events Query Experience
Analysts can  resume a canceled query, to load more meta keys in the Events Filter panel. When the 
Filter Events panel is being loaded, new messages indicate which meta keys are going to load next. It 
will also indicate if the query is canceled. For more information, see the NetWitness Investigate User 
Guide.

User Experience Improvements while Filtering Events
During review of meta key values, analysts can see the unit of measure when the values are sorted 
based on the event size. If analysts want to shift focus to one specific meta key, they can change their 
view so all other meta keys in the meta group are closed. For more information, see the NetWitness 
Investigate User Guide.

Endpoint Investigation 

Extended Linux Agent Support with SUSE
Introduced agent support for SUSE Linux Enterprise Server 12 SP5 and later. This enables RSA 
NetWitness to detect threats on resources running on SUSE Linux Enterprise Server. For more 
information, see the NetWitness Endpoint Agent Installation Guide.
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User Entity Behavior Analytics

User Profile Baselines 
Modeled Behaviors for users provides analysts with insights on the usual daily activities of users 
monitored by UEBA. UEBA monitors abnormal user behaviors to identify risky users and this requires 
data to be processed over a certain period of time during which the usual behavior is captured. Unlike 
alerts for users, Modeled Behaviors reflect the activities of the user within a day of the service 
configuration. For example, if a user fails multiple times by logging in with incorrect credentials within 
an hour, analysts can view these behaviors as Failed Authentications for the user, even if an anomaly 
was not triggered. This allows Analysts to explore user behaviors, even if they don't rise to a critical 
level. For more information, refer to “View Modeled Behaviors” in the NetWitness UEBA User Guide.

Incident Response

Improved the User Entity Behavior Analytics Incident Rule
The User Entity Behavior Analytics incident rule  captures user entity behavior grouped by both UEBA 
Classifier ID and UEBA Entity Name. The incident name automatically created by the rule  contains the 
a user-friendly UEBA Entity Name instead of UEBA Classifier ID.
In addition, the User Entity Behavior Analytics incident rule default priority threshold ranges are  
consistent with the severity ranges in NetWitness UEBA.

Priority Threshold Default Value

Critical 98

High 93

Medium 85

Low 1
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For example, with the Critical priority  set to 98, incidents with a risk score of 98 or higher are assigned a 
Critical priority for this rule. 

For more information, see “Update the User Entity Behavior Analytics Incident Rule Priority 
Thresholds, Grouping Options, and Title” in Set Up and Verify Default Incident Rules.

Endpoint Configuration

Added Option to Select CPU Utilization for Manual Scans
On-demand host scans provide analysts the flexibility of choosing the CPU utilization. Analysts can use 
the CPU Maximum slider to select the CPU percentage so that the agent can limit the usage within the 
specified range. The Endpoint agents use the selected CPU percentage to get the latest snapshot. It 
ensures a quick snapshot creation and optimal CPU performance. For more information, see “Scan 
Hosts” in the NetWitness Endpoint User Guide.

Broker, Concentrator, Decoder and Log Decoder Services

Expanded Selective Network Data Collection
Administrators can choose to collect from 41 new protocols available in the collection policies. A new 
detail panel displays a preview of the policy with the following information:
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 l Decoders that received the policy

 l Protocol rules in the policy

 l Last policy update (time and user)

For more information, see "Supported Protocols for Selective Network Data Collection" topic in 
Decoder Configuration Guide for RSA NetWitness Platform.

Improved search experience with N-gram free-text search 
The N-gram functionality is enabled by default to improve the free-text search experience. It allows 
analysts to search sub-strings of text providing more accurate results with a minimal index size increase 
compared to previous N-gram implementations. By default, this only applies to unparsed logs that are 
processed by the log tokenizer on the Log Decoder to generate word metadata.
For more information, see "ngrams" in the Core Database Tuning Guide for RSA NetWitness Platform.

Administration and Configuration

RAID Configuration for PowerVault and DACs
When allocating PowerVault storage to a Decoder / Log Decoder, users  have a configuration option to 
include a hot-spare. For more information see "Storage Configuration Tasks" topic in Storage Guide for 
RSA NetWitness Platform .
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Log Collection

Enhanced JSON Log Mapping (BETA)
JSON Log Mapping is enhanced to automatically add mappings for the JSON nodes in a log. You only 
have to choose the meta value and no longer have to manually enter the name and the path of the 
mapping.

After you complete the JSON log mappings, the JSON nodes and values are highlighted in green in the 
JSON tree, this allows you to identify which nodes are mapped. Once you map the JSON nodes that are 
needed, you can quickly remove the unmapped JSON nodes. For more information see "Auto Discover 
JSON Mappings" topic in Log Parser Customization Guide for RSA NetWitness Platform

Logstash Integration

NetWitness Export Connector
NetWitness Platform version 11.5.1 introduces "NetWitness Export Connector 1.0", an input plugin for 
Logstash that can be used to export NetWitness Platform events and routes the data where you want, in a 
streaming fashion that gives you the flexibility to unlock a variety of downstream use cases. For more 
information, see NetWitness Export Connector - Installation and Configuration Guide for 
RSA NetWitness Platform.
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Licensing

Enhanced License Details

 l Admins can check the compliance status of newly introduced Meta-only licenses.

 l Usage data for Throughput license is consolidated and organized to show details of multiple statistics 
that are used to measure the compliance of the network throughput licenses. For more information, 
see the Licensing Management Guide.

Throughput License Calculation Changes
NetWitness Platform version 11.5.1 includes fixes to the metrics used in reporting for Network (Packet) 
Throughput usage. License metrics includes the overall network traffic analyzed and the raw network 
data stored after the analysis. Your Network Throughput License usage may increase, which may cause 
license violation banners in some situations.   The Out-of-Compliance notifications for Network 
Throughput licenses has been temporarily adjusted to delay the display of the license violation banner by 
45-days. For more information, see the Licensing Management Guide.
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Fixed Issues
This section lists issues fixed after the last major  release. For additional information on fixed issues, see 
the Fixed Version column in the RSA NetWitness® Platform Known Issues list on RSA Link: 
https://community.rsa.com/community/products/netwitness/documentation/known-issues

Administration Fixes

Tracking Number Description

SACE-13731/
ASOC-101328

In NetWitness Platform 11.4.0.1, Single Sign-On does not work even after 
implementing it. 

SACE-13668/
ASOC-98036

NwLogPlayer time stamp converted into milliseconds for LogDecoder 
processing.

SACE-13256/
ASOC-91953

PAM is not enabled, but the PAM displays a warning message. 

Core Services (Broker, Concentrator, Decoder, Archiver) 
Fixes 

Tracking Number Description

SACE-13400/
ASOC-102074

Unable to query on the content of the emails in the network (packets) data.

SACE-14165/
ASOC-102072

The Broker service is not able to retrieve the meta keys and the user 
interface hangs when a  query is run.

SACE-14051/
ASOC-101846

Issue with deployment of Non-IP feeds with IPv6 values (non CIDR) on 
Decoders or  Log Decoders. The first entry on the feed fails to load. 
 

ASOC-101087/
ASOC-101107

Issue with logging UUID's or obsolete IP addresses in core services 
system log files.
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Log Decoder Fixes

Tracking Number Description

SACE-13928/
ASOC-101847

In the Investigate > Explore view, the capture.appfilter.bytes 
parameters does not display the correct count.

SACE-13985/
ASOC-101191

Index customizations for Retention Log Hybrid  service not reflecting on 
updating entities from Index definition files on Decoder.

SACE-13350/
ASOC-95972

Log Decoder service crashes if changes are done to the log forwarding 
configuration fields logs.forwarding.enabled and 
logs.forwarding.destination.

ASOC-95972 Log Decoder service crashes if changes are done to the log forwarding 
configuration fields logs.forwarding.enabled and 
logs.forwarding.destination.

Log Collection Fixes

Tracking Number Description

SACE-13403 The bookmarking file failed to update the correct bookmark time as the 
NwVmwareCollector PERL script execution failed because of linefeeds 
and exception (starttime and userName field) errors.

Investigate Fixes

Tracking Number Description

SACE-13887/
ASOC-101526

Unable to export the PCAP files from the ADMIN > System > Jobs 
panel.

ASOC-100133 Filter Events Panel Shows Unexpected Results for Query Containing an 
Unwrapped OR.

ASOC-97975 Permissions to manage meta groups and column groups in Investigate do 
not apply in Investigate.
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Event Stream Analysis (ESA) Fixes

Tracking Number Description

SACE-12773 While creating a Rule with subquery using is 
OneOfIgnoreCase/isNotOneOfIgnoreCase functions for array 
comparison with context hub list,  the functions 
OneOfIgnoreCase/isNotOneOfIgnoreCase are not called by Esper.

ASOC-101423 Position tracking does not get migrated for data sources with a deployment 
name that contains @ or _ characters at the end of the deployment name. 

SACE-12736/
ASOC-102521

When multiple users make changes (adding or removing rules) to ESA 
Deployment groups, the user who clicks "deploy" first will overwrite the 
changes of other users.

ASOC-103097 After upgrading to version 11.5, the ESA correlation server does not 
aggregate events from the configured data sources.

Health and Wellness Fixes

Tracking Number Description

SACE-13666 The Historical Graph does not show the graph, instead it shows only the 
tooltip when checking for data other than current day.

Malware Fixes

Tracking Number Description

SACE-14144/
ASOC-101768

The MD5SUM hash value and the file in 
spectrum/repository/files directory does not match.

Context Hub Fixes

Tracking Number Description

SACE-12733/
ASOC-93550

RSA NetWitness Platform Admin server is not stable because the 
RabbitMQ service is overloaded. 
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UEBA Fixes

Tracking Number Description

ASOC-102780 The User Profile view displays data for inactive users.

ASOC-101686 When performing a rerun, UEBA deployments with the TLS schema will 
not trigger alerts for two weeks.

ASOC-100389 After upgrading UEBA from 11.3 to 11.5, the saved filters in the UI do not 
work.

ASOC-100310 After upgrade from 11.2 or 11.3 to 11.5, adapter logs are not written.
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Product Documentation
The following documentation is provided with this release. 

Documentation Location URL

RSA NetWitness Platform 11.x 
Master Table of Contents

https://community.rsa.com/docs/DOC-81328

RSA NetWitness Platform 11.5 
Product Documentation

https://community.rsa.com/community/products/netwitness/115

RSA NetWitness Platform 11.5.1 
Upgrade Guide

https://community.rsa.com/docs/DOC-114927

Feedback on Product Documentation
You can send an email to sahelpfeedback@rsa.com to provide feedback on RSA NetWitness Platform 
documentation.
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Getting Help with NetWitness Platform

Self-Help Resources
There are several options that provide you with help as you need it for installing and using NetWitness 
Platform:

 l See the documentation for all aspects of NetWitness Platform here: 
https://community.rsa.com/community/products/netwitness/documentation

 l Use the Search and Ask it fields in RSA Link to find specific information here: 
https://community.rsa.com/welcome

 l See the RSA NetWitness® Platform Knowledge Base: 
https://community.rsa.com/community/products/netwitness/knowledge-base

 l See Troubleshooting the RSA NetWitness® Platform: 
https://community.rsa.com/community/products/netwitness/documentation/troubleshooting

 l See also RSA NetWitness® Platform Blog Posts.

 l If you need further assistance, contact RSA Support.

Contact RSA Support
If you contact RSA Support, you should be at your computer. Be prepared to provide the following 
information:

 l The version number of the RSA NetWitness Platform product or application you are using.

 l The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

RSA Link https://community.rsa.com 
In the main menu, click My Cases.

International Contacts (How to 
Contact RSA Support)

https://community.rsa.com/docs/DOC-1294

Community https://community.rsa.com/community/support
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Build Numbers
The following table lists the build numbers for various components of NetWitness Platform 11.5.1.0.

Component Version Number

NetWitness Platform Audit 
Plugins

11.5.1.0-4633.5.dfa234a96.el7.noarch.rpm

NetWitness Platform 
Admin Server

11.5.1.0-200903125045.5.1cd2430.el7.centos.noarch.rpm

NetWitness Platform 
Appliance

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Archiver

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Broker

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Concentrator

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Config Management

11.5.1.0-2009221219.5.1c258d2.el7.noarch.rpm

NetWitness Platform 
Config Server

11.5.1.0-201013040027.5.8d3f3f2.el7.centos.noarch.rpm

NetWitness Platform 
Console

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Content Server

11.5.1.0-200916084613.5.5a128a8.el7.centos.noarch.rpm

NetWitness Platform 
ContextHub Server

11.5.1.0-200916100907.5.76183ab.el7.centos.noarch.rpm

NetWitness Platform 
Correlation Server (ESA)

11.5.1.0-200918140811.5.1b32a0f.el7.centos.noarch.rpm

NetWitness Platform 
Decoder

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Deployment Upgrade

11.5.1.0-2007011851.5.22cec34.el7.noarch.rpm

NetWitness Platform 
Endpoint Agents

11.5.1.0-2009242046.5.0f8aec7.el7.x86_64.rpm

NetWitness Platform 
Endpoint Broker Server

11.5.1.0-200930080320.5.9cf34b8.el7.centos.noarch.rpm
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NetWitness Platform 
Endpoint Server

11.5.1.0-200930063035.5.5c24860.el7.centos.noarch.rpm

NetWitness Platform 
Integration Server

11.5.1.0-200902030748.5.10b7da8.el7.centos.noarch.rpm

NetWitness Platform 
Investigate Server

11.5.1.0-200915161133.5.ab796ca.el7.centos.noarch.rpm

NetWitness Platform 
Legacy Web Server

11.5.1.0-201027134652.5.0304ffd.el7.centos.noarch.rpm

NetWitness Platform 
License Server

11.5.1.0-201027025739.5.311661f.el7.centos.noarch.rpm

NetWitness Platform Log 
Decoder

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform Log 
Player

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform 
Malware Analytics Server

11.5.1.0-201016050512.5.eac5558.el7.centos.x86_64.rpm

NetWitness Platform 
Metrics Server

11.5.1.0-200924101236.5.3d0f70c.el7.centos.noarch.rpm

NetWitness Platform 
Orchestration Server

11.5.1.0-200917124122.5.1ce9338.el7.centos.noarch.rpm

NetWitness Platform 
Reporting Engine Server

11.5.1.0-5872.5.75cab0c7b.el7.x86_64.rpm

NetWitness Platform 
Respond Server

11.5.1.0-200903125113.5.cea9b59.el7.centos.noarch.rpm

NetWitness Platform Root 
CA Update

11.5.1.0-2010201838.5.eca3a4a.el7.noarch.rpm

NetWitness Platform SDK 11.5.1.0-11324.5.81ea008ea.el7.x86_64.rpm

NetWitness Platform 
Security Server

11.5.1.0-200917013306.5.5b864f4.el7.centos.noarch.rpm

NetWitness Platform 
Source Server

11.5.1.0-200902084940.5.0bbc763.el7.centos.noarch.rpm

NetWitness Platform User 
Interface

11.5.1.0-200925113323.5.f27563d4a0.el7.centos.noarch.rpm

NetWitness Platform 
Workbench

11.5.1.0-11382.5.07bae7f5f.el7.x86_64.rpm

NetWitness Platform SMS 
Runtime

11.5.1.0-4633.5.dfa234a96.el7.x86_64.rpm

NetWitness Platform SMS 
Server

11.5.1.0-4633.5.dfa234a96.el7.x86_64.rpm
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Release Notes

Revision History

Date Description

November
2020

Release to Operations
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