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RSA Security Analytics Integration with Splunk

Splunk captures, indexes and correlates real-time data in a searchable repository from which it can generate
graphs, reports, alerts, dashboards and visualizations.

These integrations allow customers with Security Analytics and Splunk the ability to forward relevant data
between the systems as well as pivot from one to the other in order to improve an investigation’s workflow.

The Splunk package is delivered as a ZIP archive that contains the components for the different integration

points. You download the file from RSA Link. You can find the package on the RSA Link Downloads space
here.

Additionally, the source is supplied in this document, in the Appendix: Source Code section.

Currently, the following integration points are supported on Security Analytics 10.6:

e RSA Security Analytics Context Actions Integration

o Forward Security/Audit Logs to Splunk

o Splunk to RSA Security Analytics Integration

Forward ESA Alert Syslog Notifications to Splunk

Forward Security/RE Logs to Splunk
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RSA Security Analytics Context Actions Integration

The Security Analytics/Splunk integration enables analysts to pivot from meta information in Security
Analytics to the Splunk search screen with source IP and/or destination IP data from a Security Analytics
Investigation screen used as the starting drill-point into the Splunk dataset. This enables focused, time-based
searches of the Splunk dataset instead of broad IP-only searches.

We use the context actions integration to configure RSA Security Analytics-to-Splunk integration. Each of
the integrations provide a different field or result in Splunk. The general context action allows searching for
the meta key value from Security Analytics in any message in Splunk (no field context). The rest are specific
for the meta key from Security Analytics. For example, using the Search Splunk - Source IP action looks
up the SrRC key in Splunk.

Complete Integration Procedure

The overview of the entire process is:

I. Add a Context Menu Action in Security Analytics.

II. Using the Integration from the Security Analytics Investigation screen to:

o Select a meta value that is part of the integration (source IP, destination IP, or hostname),

o Use the context sensitive menu (right-click) to open a Splunk browser window. This window opens to
the Splunk search screen, already searching for the meta key value that you selected in Security
Analytics.

The following section walks through an example using the Source IP integration.

Note: You will need to repeat the procedure for the other available context menu actions (destination IP,
hostname, and general).

Add a Context Menu Action

This procedure walks through adding the Search Splunk - Source IP context menu action in Security
Analytics.

1. Log into Security Analytics.
2. Navigate to the Context Menu Actions.
a. In the Security Analytics menu, select Administration > System.

b. In the options panel, select Context Menu Actions.

RSA Security Analytics Context Actions Integration 6
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= Hosts W Health & Wellness RSA ‘Security Analytics

Bsecurity @ @

& Administration © £ Services N Event Sources 2= System

Info i
Context Menu Actions
Updates
+ - |
Licensing [ Menu item Id Version Type Modules €SS Classes
Email [ Add to Community Feed add-meta-community... 1 UAP.common.context... investigation alias-host, ip-dst, ip-src...
Global Notifications [l Remove from Private Feed remove-meta-private-.. 1 UAP.COMMON.CONTEXL... investigation alias-host, ip-dst, ip-src...
5 q [ Add to Private Feed add-meta-private-live-... 1 UAP.common.cantext... investigation alias-host, ip-dst, ip-src...
Legacy Notifications
] Apply Drill in New Tab drillDownNewTabEqu... 1 UAP.COMMON.CONTEXL... investigation meta-value-name-link
System Logging . . o
[ Apply IEQUALS Drill in New Tab drillDownNewTabMot.. 1 UAP.common.context... investigation meta-value-name-link
Global Auditing O] Apply IEQUALS Drill drillDownNotEquals 1 UARCOMMON.Context..  investigation  meta-value-name-link
Jobs [ Openin New Tab viewListNewTab 1 UAP.COMMON.CONTEXL... investigation meta-value-session-link
Live Services [ Geo-map Locations in New Tab viewGeoMapNewTab 1 UAP.common.cantext... investigation meta-value-gea-map-li...
X ] Live Lookup defaultLiveMenuOption 1 UAP.COMMON.CONTEXL... investigation meta-value-name-link, ...
URL Integration
[ change Selected to Open change-meta-view-AC.. 1 UAP.common.context... investigation metaGrouplanguages...
I G [l Change Selected to Closed change-meta-view-AC.. 1 UAP.COMMON.CONTEXL... investigation metaGrouplanguages...
Investigation [ Change Selected to Auta change-meta-view-AC... 1 UAP.common.cantext... investigation metaGrouplanguages...
ESA [l Change Selected to Hidden change-meta-view-AC... 1 UAP.common.context... investigation metaGroupLanguages...
. [ Refocus Investigation in New Tab rootDrill 1 UAP.common.context... investigation meta-value-name-link
HTTP Proxy Settings 5 &
[ Scan for Malware malwareScanAction 1 UAP.common.context... investigation meta-value-name-link

NTP Settings

3. Add the Splunk Context Menu Action.

a. In the toolbar, click +.

b. The following text represents the code for the Source IP context action.

Note: To copy the source into Security Analytics, use the code listing in the Appendix: Source Code
section.

"displayName":
"cssClasses": [
"ip-src",
"ip.src"

"[Search Splunk - Source IP]",

1,

"description”: "Splunk search Source IP",
"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "Custom",
"modules”: [
"investigation™

1

"local": "false",

"groupName": "externallLookupGroup",

"urlFormat": "http://SPLUNKIP:8000/en-

US/app/search/search?q=search%20src%3D{0}&earliest=-30d&latest=now",

"disabled": "",

"id": "SplunkLogLookupSrc",

"moduleClasses": [
"UAP.investigation.navigate.view.NavigationPanel",
"UAP.investigation.events.view.EventGrid"
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€.

15

"openInNewTab": "true"

}

The screen should look similar to this (without the red box):

Context Menu Configuration

Configuration  {
"displayName": "[Search Splunk - Source IP]",
"rssClasses": [
“ip-src”,
“ip.src”
L
"description™ "Splunk search Source IP",
“type": "UAP.common.contextmenu.actions.URLContextAction”,
"version": "Custom",
"modules": [
“investigation"
]f
"local: "false",
"EroupMNan el
"urlFormat"§'http//SPLUNKIP:
g=search%20src
"disabled": ",
"id": "SplunkLoglLookupSre",
"moduleClasses™ [
"UAPR.investization.navigate.view.NavigationPanel".

un(aroan

8000/en-US/app/search/search?
earllest=- atest=now,

Cancel OK

Edit the following line (shown outlined in red in the image above), replacing SPLUNKIP with the IP
address of your Splunk server:

"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?
For example:

"urlFormat": "http://10.100.32.8:8000/en-US/app/search/search?

Note: If you are using SSL, change http to https.

Optional. If your source, destination, and hostname meta keys in Splunk are not named src, dest, and
hostname respectively, then you need to update the context actions language to match your meta
keys.

For example, in the above code, note the following line:
"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?q=search%20src%3D

If your source IP meta key in Splunk is not named sre, replace sre in the line above with the actual
name of your meta key.

Click OK.

RSA Security Analytics Context Actions Integration 8
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The context menu action is added to the end of the list, as shown below (outlined in red):

& Administration © = Hosts £ Services R Event Sources W Health & Wellness = System a Security e RSA ‘Security Analytics
L Context Menu Actions
Updates
+ - | &
EEE [ Menu item Id Version Type Modules €55 Classes
Email 1 AGdrRemove Trom list adaaloList 1 UAF.COMMON.CONTEXL.. Investgauon meta-value-name-Iink, ...
[ Apply IEQUALS Drill InvestigationEventDril... 1 UAP.common.context..  investigation nw-event-value-drillabl...
Global Notifications
[ Apply Contains Drill InvestigationEventDril... 1 UAP.common.context... investigation nw-event-value-drillabl...

Legacy Notifications

Apply Drill in New Tab nvestigationEventDril... UAP.COMMON.CONTEXL... tion nw-event-value-drillabl...
System Logging Apply IEQUALS Drill in New Tab m ntDril... UAP.common.con investigation nw-event-value-drillabl...
Global Auditing Apply Contains Drill in New Tab nvestigationEventDril... UAP.common.context... investigation nw-event-value-drillabl...
Job [ Apply EQUALS InvestigationEventRef.. 1 UAP.common.context... investigation nw-event-value-drillabl...
joDS
[ Apply IEQUALS InvestigationEventRef.. 1 UAP.common.cantext... investigation nw-event-value-drillabl...
Live Services 5 _ . o N
[ Apply Contains InvestigationEventRef... 1 UAP.COMMON.CONTEXL... investigation nw-event-value-drillabl...
URL Integration [J Find Session Fragments InvestigationEventRef... 1 UAP.common.context... investigation ip.src, ip.dst, ipvB.src, i...
I Context Menu Actions [ Refocus EQUALS Drill in New Tab InvestigationEventRef... 1 UAP.COMMON.CONTEXL... investigation nw-event-value-drillabl...
Investigation [ Refocus IEQUALS Drill in New Tab InvestigationEventRef.. 1 UAP.common.context... investigation nw-event-value-drillabl...
[l Refocus Contains Drill in New Tab InvestigationEventRef.. 1 UAP.COMMON.CONTEXL... investigation nw-event-value-drillabl...
ESA
[l Find Session Fragments in New Tab InvestigationEventRef.. 1 UAP.common.context... investigation ip.src, ip.dst, ipvé.src, i...
HTTP Proxy Settings
xy & | ] [Search Splunk - Seurce IP] SplunkLoglookupSre Cus...  UAP.cOmMON.CONTeXL... investigation ip-sre, ip.sre

NTP Settings

Using the Integration

This section walks through how to view the meta in the Splunk interface.

1.
2.

Log into Security Analytics.

In the Security Analytics menu, select Investigation > Navigate.

Select an event that has values for the source IP (ip.src) meta key.

Right click on a meta key value (these are in blue text, with the selected address circled in red) in the
Source IP Address key, and select External Lookup > Search Splunk - Source IP from the menu:

[Search Splunk - Source IP]
Google Malware Diagnostic for IPs and Hostnames

SANS IP History

0.100.32.34 c06) 1N 10N 229 2 (1 144 1
. '\; ; £ Add to Community Feed

McAfee SiteAdvisor for Hostnames

54.140.21 (31 Add to Private Feed ECAT 10C Lookup
1100.228.4 (2 Remove from Private Feed BFK Passi i
92.168.32.78 assive DNS Collection
1.76.58.2009 (6 Live Lookup CentralOps Whois for IPs and Hostnames
100.34.41 (48 Scan for Malware Malwaredomainlist.com Search
11003213 (4 Add/Remove from list Malwaredomains.com Search
:?g;;;ggéi External Lookup ] Robtex IP Search

Investigation > SamSpade Search
ﬂ Data Science 1 ThreatExpert Search

5. The Splunk application launches and executes a search against the [P address you selected. Note that the
IP address in the Splunk search field matches the meta key value in the Security Analytics Investigation

9 RSA Security Analytics Context Actions Integration



Splunk Integration

view that you selected.

Search & Reporting
Q Ngm{ Search SaveAsv  Close
(src=10.100.32.9 Last 30 days ~ Q
e
3,939 of 87,900 events matched  No Event Sampling ~ Jobv 11 WM A~ & ® Smart Mode v
Events (3,939) Patterns Statistics Visualization
Format Timeline — Zoom Out 1 day per column
Sep 17,2016 h .
]
List ~ #Format « 50 Per Page 1 2 3 4 5 B 7T 8 9 Mext »
< Hide Fields i= All Fields { | Time L
»  9/23/16 Sep 23 15:40:45 10.100.32.1 Sep 23 2016 15:41:08: %ASA-6-302015: Built outbound UDP connect
X 3:40:45.000 PM  ion 30842622 for outside:10.104.128.235/53 (10.104.128.235/53) to inside:10.100.32.34/50636
Selected Fields (10.100.32.34/50636)
a host 1 host = 10.100.32.1 source = 10.100.32.1 sourcetype = cisco:asa src = 10.100.32.34
a source 1
" . > 9/23M16 Sep 23 15:40:45 10.100.32.1 Sep 23 2016 15:41:08: %ASA-6-106100: access-list inside access_
@ sourcetype 3:40:45.000 PM  in permitted udp inside/10.100.32.34(50636) -> outside/10.104.128.235(53) hit-cnt 1 first h
asre | it [0x637cc5ed, 0xBe505a9d]
o host=10.100.32.1 . source=10.100.32.1 = sourcetype = cisco:asa = src = 10.100.32.34
Interesting Fields
a action 1 > 9/23M16 Sep 23 15:40:45 10.100.32.1 Sep 23 2016 15:41:08: %ASA-6-302015: Built outbound UDP connect
3:40:45.000 PM  ion 30842620 for outside:10.104.128.235/53 (10.104.128.235/53) to inside:10.100.32.34/49655
@ app 1 (10.100.32.34/49655)
a Cisco_ASA_action 1 host=10.100.32.1 | source=10.100.32.1 = sourcetype = cisco:asa | src = 10.100.32.34
# Miern ASA mocecana id 7
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Forward Security/Audit Logs to Splunk

You can forward the RSA Security Analytics security (audit) logs to Splunk.

How it Works

RSA uses Global Audit Logging feature to send the security logs to the Splunk Syslog server that you specify
from the Global Audit Logging screen in Security Analytics.

These are the steps required to send Security Analytics audit logs to Splunk:

I. Set Splunk as a Syslog Notification Server

II. Add a New Configuration to Global Audit Logging

Set Splunk as a Syslog Notification Server

Set Splunk as a Global Notification Server

1. Inthe Security Analytics menu, select Administration > System.
2. In the options panel, select Global Notifications.
3. Click the Servers tab.

4. From the + - drop-down menu, select Syslog.

The Define Syslog Notification Server dialog is displayed.

Define Syslog Motification Server

Provides auditing through the use of the RFC 5424 syslog protocol. Regulations, such as SOX, PCI
DSS, HIPAA, and many others are requiring organizations to implement comprehensive security
measures, which often include collecting and analyzing logs from many different sources. Syslog has
proven to be an effective format to consolidate logs, as there are many open source and proprietary
tools for reporting and analysis.

Enable ™
Name#® splunk
Description

Server IP Or Hostname* | 10.100.32.136

Server Port 514
Protocol upp v
Facility USER ~

Max Alerts Per Minute 500

Max Alert Wait Queue )
Size

11 Forward Security/Audit Logs to Splunk
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5. Configure the Syslog notification server as described in the following table.

s o

Enable Select to enable the notification server.
Name A name to identify or label the Splunk syslog server.
Description (Optional) A brief description of the notification server.

Server IP or Hostname The Splunk server hostname or IP address.

Server Port For the port, use the value that you configured Splunk to listen on for Syslog.
Protocol Select UDP.
Facility Select USER for the syslog facility.

Note: The Max Alerts Per Minute and Max Alert Wait Queue Size ficlds are not used for Global
Audit Logging.

6. Click Save.

Add a New Configuration to Global Audit Logging

1. In the Security Analytics menu, select Administration > System.
2. In the options panel, select Global Auditing.

The Global Audit Logging Configurations panel is displayed.

Forward Security/Audit Logs to Splunk
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& Administration © == Hosts £ Services R Event Sources W Health & Wellness SE System B Security 0) 2‘.’,‘ e RSA 'Security Analytics
[ Global Audit Logging Configurations
Updates These configuraticns define how audit logs are forwarded te external syslog systems.

Notification Servers and Templates view settings
Licensing

+
Email ) .

[ Name Notification Server Notification Template
Global Notifications [ LogDecoder Logdecoder Audit_Loging_All_Parameters
Legacy Notifications [ win_Syslog _Win_Syslog_Server Audit_Loging All_Parameters
System Logging ] REand IPDB Syslog Server RE and IPDB Syslog Server Audit_Loging_All_Parameters

. [J HQsA HQ Log Decoder Audit Logging Template - Light
I Global Auditing

[ My Syslog My Syslog Server Audit Logging Template - Full
Jobs
Live Services
URL Integration
Context Menu Actions
Investigation
ESA
HTTP Proxy Settings
NTP Settings
Log Parser Mappings

| Page 1 of1 | | C Displaying 1 -5 of 5

2 admin | @English {United States) | GMT+00:00 Send Us Feedback | 10.6.0.0.22075-5

3. Click + to add a global audit logging configuration.
The Add New Configuration dialog is displayed.

Add New Configuration

Audit logs will be forwarded to the selected Motification Server with the selected Template.
The audit logs contain some of these user actions:

User login success, User login failure User logouts,Maximum login failures exceeded All Ul pages accessed,Committed
configuration changes,Queries performed by the user,User access denied,Data export cperations

Notification Servers and Templates view settings

Configuration Name NWtoSPLUNK

Motifications Motification Server Notification Template

splunk ~ 10.5 Default Audit CEF Template w

Reset Form

4. In the Configuration Name field, type a unique name for the global audit logging configuration.

13 Forward Security/Audit Logs to Splunk
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5. In the Notifications section, select the syslog Notification Server to use for this configuration. Use the

global notification server that you created when you Set Splunk as a Syslog Notification Server.

6. For the Notification Template, select the 10.5 Default Audit CEF Template.

7. Click Save.

Forward Security/Audit Logs to Splunk 14



Splunk to RSA Security Analytics Integration

The Splunk/Security Analytics integration enables analysts to pivot from meta information in Splunk to the
Security Analytics Investigation screen. The source IP and/or destination IP data from the Splunk dataset is
used as starting drill-point into Security Analytics.

RSA uses the Splunk built in functions for Workflow actions to enable right click ability to pivot into Security
Analytics, with parameters injected to search for the equivalent data in Security Analytics.

Limitations

When pivoting from Splunk to Security Analytics, note that the most recent, one year's worth of data is
queried against. Depending on how much data you have in Security Analytics, this query can take a while to
run.

This limitation is due to the way that Splunk stores the Month value; Splunk represents the Month value as
text, while Security Analytics requires a digit. As a result, retrieving data for a shorter duration cannot be
accomplished at this time.

Complete Integration Procedure

The overview of the entire process is:

I. Install the App in Splunk

II. Configure Splunk to Point to Security Analytics

ITI. Use the Integration

15 Splunk to RSA Security Analytics Integration
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Install the App in Splunk

1. Download the RSA Security Analytics Splunk app to a location that is accessible to the Splunk web
interface. RSA distributes this file as a compressed TAR file, Splunk_RSA _SecurityAnalytics.tar.gz in
the RSA Link Downloads space.

2. Log into Splunk.

Splunk Enterprise 6.5

You will see the main Splunk screen:

Administrator Messages Settings Activity Help

Apps & Explore Splunk Enterprise

S

Search & Reporting

— o

Choose a home dashboard

3. Select Apps > o Manage Apps).
PP ge App

The following screen is displayed:

Administrator Messages  Seftings  Activity~  Help

Apps

il rom e Crete 309

Showing 1-19 of 19 items. Resulisper page | 25|
Name ¢ Folder name & Version ¢ Update ¢ Visible ¢ Sharing * status ¢ Actions

checking
SplunikForwarder SplunikForvarder Yes Mo Disabled | Enable
SplunkLightForwarder SplunkLightForwarder Yes No Disabled | Enable
Splunk Add-on for Blue Coat Splunk_TA bluecoatproxysg 342 Yes No Enabled | Disable  Edit properties | View objects | [2 Vien
Splunk Add-on for Cisco 326 Yes No Enabled | Disable  Editproperties | View objects | 12 View
Splunk Add-on for 324 Yes No Enabled | Disable  Editproperties | View objects | 12 View
Log Event Alert Action 643 Yes Mo Enabled | Disable
Webhook Alert Action 643 Yes No Enabled | Disable

643 Yes No Enabled

Yes No Enabled | Disable  Edit pro
Getting started gettingstorted 10 Yes Yes Disabled | Enable
introspection_generator_addon  introspection generator_adden 643 Yes No Enabled | Dissble  Edit properties | View objects
Home launcher Yes Yes App | Permissions  Enabled Lounch app | Edit propertes | View obje
learned learned Yes No. App | Permissions __Enabled | Disable _Editproperties | View objects

Splunk to RSA Security Analytics Integration 16
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4. Select Install app from file.

Administrator Messages Settings Activity Help

Upload app

Apps » Upload app

Upload an app

If you have a .spl or tar gz app file to install, you can upload it using this form.
“ou can replace an existing app via the Splunk CLL (2 Learn more.

File

|_Choose File | no file selected

] Upgrade app. Checking this will overwrite the app if it already exists.

coe [ o]

5. Browse to the RSA Security Analytics Splunk App file (Splunk_RSA_SecurityAnalytics.tar.gz).

6. Click Upload.
The Apps page will show all of Splunk’s installed applications.

Once installation has been completed, the user will be brought back to the Apps page where they will see that
RSA Security Analytics Analytics App is now listed as an installed App.

Configure Splunk to Point to Security Analytics

Y ou must update settings in Splunk to point to your Security Analytics server.

1. From the Splunk top navigation menu, select Settings > Fields.

Administrator Messages Settings: Activity Help

KNOWLEDGE DATA
Searches, reports, and alerts Data inputs
Data models Forwarding and receiving
Event types Indexes
Add Data Tags Report acceleration
summaries
Lookups Source types
User interface
Alert actions DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Distributed All configurations Forwarder management
Management Distributed search
Console SYSTEM
Server settings USERS AND AUTHENTICATION
Server controls Access controls
Licensing

2. Select Workflow actions.

Y our screen should look similar to the following:

17 Splunk to RSA Security Analytics Integration
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Workflow actions

Fields » Workflow actions

App context | Home (launcher) s Owner | Any * m

[Z) Show only objects created in this app context [ Leamn more

Showing 1-6 of 6 items Resultsperpage | 26 | %

Name 2 Owner * App * Sharing * Status Actions

etb No owner system Clobal | Permissions Enabled | Disable Clone

ifx No owner system Clobal | Permissions Enabled | Disable Clone

rsa_sa_dest admin Splunk_RSA_SecurityAnalytics Global | Permissions Enabled | Disable Clone | Move | Delete

rsa_sa_src admin Splunk_RSA_SecurityAnalytics Global | Permissions Enabled | Disable Clone | Move | Delete
rsa_sa_src_dest admin Splunk_RSA_SecurityAnalytics Global | Permissions Enabled | Disable Clone | Move | Delete

show_source No owner system Global | Permissions Enabled | Disable Clone
About  Support FileaBug Documentation  Privacy Policy @ 2005-2016 Splunk Inc. All rights reserved.

You need to edit all three of the workflow actions that begin with rsa:
o rsa sa dest

e TSa_Sa_SIC

e rsa_sa src_dest

3. Select one of the rsa actions to open the Workflow Actions properties screen. The following image
shows the screen for rsa_sa_dest:

Splunk to RSA Security Analytics Integration
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Administrator

rsa_sa_dest

Fields » Workflow actions » rsa_sa_dest

Label *

Search Security Analytics - Destination IP:3dest3
Enter the label that appears for this action. Optionally, incorporate a field's value by enclosing the field name in dollar signs, e.g. ‘Search for ticket number : Sticketnum.
Apply only to the following fields

dest

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are specified, the workflow action only appears in the field
menus for those fields; otherwise it appears in all field menus.

Apply only to the following event types

Specify a comma-separated list of event types that an event must be associated with for the workflow action to apply to it.

Show action in
Both

Action type *
link

Link configuration
URI*

hitps:({SECURITYANALYTICSIP, igation/DEVICEID/navigate/quen,
Enter the location to link to. Optionally, specify fields by enclosing the field name in dollar signs, e.g. http/www.google.com/search?q=Shosts.

Open link in
New window

Link method
get

4. Make sure the field name in the Apply only to the following fields is set to the field that is in your event
(dest for this example).

5. Inthe URI field, update two strings:

o Replace SECURITYANALYTICSIP with the IP address or hostname of your Security Analytics

SCrver.

o Replace DEVICEID with your Security Analytics device ID. To find your device ID, log into

Security Analytics and select Investigation from the Security Analytics menu.

The following screen shows both the IP (surrounded by a blue rectangle) and the device ID surrounded by
a red circle):

| +

wn | hitps @ [10.100.229.8}investigation{S)

6. Repeat the process for the other workflow actions, rsa_sa_src and rsa_sa_src_dest.

19 Splunk to RSA Security Analytics Integration
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Use the Integration

1. Log into Splunk, or just return to the main screen:

Seftings v Activity~~  Help

‘Administrator M
Explore Splunk Enterprise
Search & Reporting
% —
RSA Security Analytics I I d
ul
. ———
Y0 5 o® ——
() .
o @ -
. -

Choose a home dashboard

Note the new menu item for RSA Security Analytics.

2. Select RSA Security Analytics.

3. Click Data Summary.

splunk> s Administrator Activity ~  Help
Search  Manage Workflow Actions RSA Security Analytics
Q. Search
fnter search here... Altime~ | Q
No Event Sampling v # Smart Mode v
How to Search What to Search
If you aren't familiar with searching in Splunk, or want to learn 272,738 Events amonth ago 15 days ago
more, checkout one of the following resources. INDEXED EARLIEST EVENT LATEST EVENT

Documentation 2 Tutorial 2 Data Summary

Search History

> Expand your search history.

About  Support  FileaBug  Documentation  Privacy Policy © 2005-2016 Splunk Inc. Allrights reserved.

4. Select one of the values in the Host column.

Data Summary

Hosts (4) Sources (5) Sourcetypes (3)

Host al Count Last Update
10.100.229.66 v 2121 9/9/16 1:11:59.000 PM
10.100.229.8 ul v 51985 9/25/16 11:36:22.000 AM
10100321 alv 152,796 0/23/16 3:40:48,000 PM
10.100.32.240 alv 65836 9/28/16 11:25:33.000 AM

5. All the fields for that entry are displayed:

Splunk to RSA Security Analytics Integration



Splunk Integration

6.

7.

Listv  Format~ 20 PerPage v 12 3 4 5 6 7 8 39 Next>
< Hide Fields i= Al Fields Galatine it
> 92316 Sep 23 15:40:48 10.100.32.1 Sep 23 2016 15:41:11: %ASA-5-111007: Begin configuration:
3.4048.000PM  10.252.74.246 reading from http [POST]
Selected Fields
et 100 host = 10100321 | source = 10.100.32.1 | sourcetype = cisco:asa
a destip 100¢y; > 92318 Sep 23 15:40:48 10.100.32.1 Sep 23 2016 15:41:11: %ASA-6-725002: Device completed SSL
@ host 1 lick to expand 3.40:48.000PM  handshake with client outside:10.252.74.246/56089
o source 1 host = 10100821 | source = 10.100.32.1 | sourcetype = cisco:asa
4 sourcetype 1 923,16 Sep 23 15:40:44 10.100.32.1 Sep 23 2016 15:41:07: %ASA-6-106100: access-list inside_ac

3140:44.000PM  cess_in permitted udp inside/10.100.33.92¢123) -> outside/173.71.69.90(123) hit-ent 1
first hit [0xc0ae277a, 0x0]

destip=173.71.69.90 = host=10.100.821 : source =10.100.321

Interesting Fields
aacl 2

a action 6 -

aapp 1 > 97236 Sep 23 15:40:48 10.100.32.1 Sep 23 2016 15:41:11: %ASA-6-725003: SSL client outside:1
3:40:48.000PM  0.252.74.246/56089 request to resume previous session.

a Cisco_ASA_action 6

# Cisco_ASA_message_id 42 host=10.100.32.1 | source =10.100.32.1 | sourcetype = cisco:asa

a Cisco_ASA_vendor_action 12 > 9/23/16 Sep 23 15:40:48 10.100.32.1 Sep 23 2016 15:41:11: %ASA-6-725001: Starting SSL handsha
# date_hour T 3.40:48000PM ke with client outside:10.252.74.246/56089 for TLSv1 session.
# date_mday 4 host =10100821  source = 10.100.32.1 | sourcetype - cisco:asa

Choose an event that has a value for source, destination, or hostname, and click the > to expand the
details.

!
~  9/23/18 Sep 23 15:40:44 10.100.32.1 Sep 23 2016 15:41:07: %ASA-6-106100: access-list inside_ac
3:40:44.000 PM  cess_in permitted udp inside/10.100.33.92(123) -> outside/173.71.69.90(123) hit-cnt 1
first hit [0xcDae277a, 0x0]
Event Actions v
Type ~  Field Value Actions
Selected || destv 173.71.69.90 ~
| dest_ip~ 173.71.69.90 k)
~| host 10.100.32.1 ~
~| source v 10.100.32.1 v
~| sourcetype v cisco:asa v
Event Cisco_ASA_action v allowed ~
Cisco_ASA_message_id v 106100 g
Cisco_ASA_vendor_action ~  permitted g
artion v allowed ~

Click Event Actions, then choose one of the Security Analytics actions. In this example, we are choosing
Search Security Analytics - Destination:

Event Actions +

Build Event Type

IF:10.100.33.92

Search Security Analytics - Source
IP:10.100.33.92, Destination IP: 1

Show Source

The Investigation screen opens in Security Analytics.
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iR httpsa1 0,100,229, 8/Anvestig ation/Mavigate fealuesA3,date/F 01 5-01-01 TOMO0 A0 20

& Investigation  ~ &) Mavigate 2= Eyents ¥ Malware Analysis

2016-01-01 0eomon (3

2016-00-23 15:40:50

Con2ZA717 - Concentrator Rl

O  Ipdsc=173.71.5000 =

2016 | m ‘ 00:00:00 (+0C:00]

Decoder Source (7 val el 2

- lcldzz910 (20)
: Fead Nama ~
L
Cloeed - Click to Open
2 Feed Cate o
& - gory
Cloeed - Click te Open
@ - Feed Cescription L
Closed - Click to Open
s Source IP Address (2 values) &
10.700.33.92176) -10.100.32.258 14)
. ' - ‘p
& Destination IP address ™1 value

1735.71.09.90120]

Note that the Destination IP address that we selected in Splunk is entered into the Security Analytics
Drill field.
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Forward ESA Alert Syslog Notifications to Splunk

You can configure RSA Security Analytics to send ESA alert notifications via Syslog to Splunk.

How it Works

In Splunk, you configure a data input to receive Syslog. In Security Analytics, you configure a Syslog
notification, server, and template, then configure your ESA alerts to use that notification.

These are the steps required to send ESA alert notifications via Syslog to Splunk.

I. Configure a Splunk Data Input

II. Add Global Notification Items

a. Define a Syslog Notification for Splunk

b. Define a Syslog Notification Server for Splunk

c. Define a Syslog Template for Splunk

III. Configure Alerts to Send Logs to Splunk

Configure a Splunk Data Input

You need to configure a Splunk data input to receive logs from RSA Security Analytics.

1. Log into Splunk.

You will see the main Splunk screen:
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splunk Administrator Messages Settings

Apps # Explore Splunk Enterprise

>

Search & Reporting

| I.ll = “

Choose a home dashboard

2. Select Settings > Data Inputs.

Settings
Apps @ terg
[ xnowiense — A
Searches, reports, and alerts
> Data models Forwarding and receiving
Event types Indexes
Search & Reporting Add Data Tags Report acceleration
Fields summaries
Lookups Source types
User interface
Alert actions @ DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Distributed All configurations Forwarder management
Management Distributed search
Conscle ﬂ:? SYSTEM
Server settings L USEAS AND AUTHENTICATION
Server controls Access controls
Licensing
[ S———— - —

Forward ESA Alert Syslog Notifications to Splunk 24



Splunk Integration

3. Setup a collector. In this example, we are setting up a TCP collector.

a. Select Add new for the TCP input type.

splunk Apps Administrator

Data inputs

Local inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to
Forwarding and receiving.

Type

Inputs Actions
Local event log collection - Edit
Collect event logs from this machine.
Remote event log collections 1 Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.
Files & directories 6 Add new
Index a local file or monitor an entire directory.
Local performance monitoring 0 Add new
Collect performance data from local machine.
Remote performance monitoring 0 Add new
Collect performance and event information from remote hosts. Requires domain credentials.
HTTP Event Collector 0 Add new

Receive data over HTTP or HTTPS.

Listen on a TCP port for incoming data, e.g. syslog.

b. Inthe Add Source screen enter:
o the TCP port to listen on (standard Syslog port is 514).
o a value for Source name override, if desired.
¢. Click Next, and set the following:
o For the Source type, select syslog from the drop-down menu.

o For the Host Method, select IP.
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Administrator

AddData ——@ N Review>

Select Source Input Settings Review Done

Source type

The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk Select New
can format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

syslog «~

App context

Application contexts are folders within a Splunk instance that contain

configurations for a specific use case or domain of data. App contexts App Context Search & Reporting v
improve manageability of input and source type definitions. Splunk loads

all app contexts based on precedence rules. Learn More [2

Host

When Splunk indexes data, each event receives a "host" value. The host
value should be the name of the machine from which the event originates. Method ? P DNS
The type of input you choose determines the available configuration
options. Learn More [2

Custo...

d. Click Review.

e. Click Submit to create the data input. If you need to change any of your settings, click the back

button (<), make your changes, and return here to submit when you are ready.

You receive confirmation that your data input was created successfully:
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Administrator o es Settings

Add Data 9

Select Source Input Settings Review Done

~ TCP input has been created successfully.

Configure your inputs by going to Settings = Data Inputs

Start Searching Search your data now or see examples and tutorials. [2

Extract Fields Create search-time field extractions. Learn more about fields. [2
Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. (2

Build Dashboards Visualize your searches, Learn more. [2

Define a Syslog Notification for Splunk
In Global Notifications, define a Syslog Notification for Splunk.
1. Inthe Security Analytics menu, select Administration > System.

2. In the options panel, select Global Notifications.

3. Click the Output tab.

4. From the + - drop-down menu, select Syslog.
The Define Syslog Notification dialog is displayed.

5. Configure the Syslog notification server as described in the following table.

G T == R

Enable Select to enable the notification server.

Name Enter a name to identify or label the Splunk notification.
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G =

Description (Optional) A brief description of the Syslog notification.
Severity Choose a severity level, based on your organization.
Encoding Enter UTF-8

Max Length RSA recommends you set this to 4096.

Include Local Timestamp Select to include the timestamp when sending syslog to Splunk.
Include Local Hostname  Select to include the hostname when sending syslog to Splunk.
Identity String Leave blank.

Here is an example of this screen with data filled in:

Define Syslog Notification

Provides auditing through the use of the RFC 5424 syslog protocol. Regulations, such as SOX, PCI
D55, HIPAA, and many others are requiring organizations to implement comprehensive security
measures, which often include collecting and analyzing logs from many different sources. Syslog has
proven to be an effective format to consolidate logs, as there are many open source and proprietary
tools for reporting and analysis.

Enable i
Mame * Splunk Syslog

Description Motification for sending ESA logs to Splunk

Severity Informational

Encoding UTF-8

Max Length 4096|

Include Local Timestamp i
Include Local Hostname T4

Identity String

6. Click Save.

Forward ESA Alert Syslog Notifications to Splunk
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Define a Syslog Notification Server for Splunk
In Global Notifications, define a Syslog Notification Server for Splunk.
1. Inthe Security Analytics menu, select Administration > System.

2. In the options panel, select Global Notifications.

3. Click the Servers tab.

4. From the + - drop-down menu, select Syslog.
The Define Syslog Notification Server dialog is displayed.

5. Configure the Syslog notification server as described in the following table.

G ==

Enable Select to enable the notification server.
Name A name to identify or label the Splunk syslog server.
Description (Optional) A brief description of the notification server.

Server IP or Hostname The Splunk server hostname or [P address.

Server Port For the port, use the value that you configured Splunk to listen on for Syslog.
Protocol Select TCP.
Facility Select SYSLOG for the syslog facility.

Note: The Max Alerts Per Minute and Max Alert Wait Queue Size ficlds are not used for Global
Audit Logging.

Here is an example of this screen with data filled in:
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Define Syslog Notification Server

Provides auditing through the use of the RFC 5424 syslog protocol. Regulations, such as SOX, PC
D55, HIPAA, and many others are requiring organizations to implement comprehensive security
measures, which often include collecting and analyzing logs from many different sources. Syslog has
proven to be an effective format to consolidate logs, as there are many open source and proprietary
tools for reporting and analysis.

Enable 4
Mame* Splunk Server
Description Syslog server for Splunk

Server IP Or Hostname®*  10,100.32.8

Server Port 514
Protocol TCP w
Facility SYSLOG W

Max Alerts Per Minute 500

Max Alert Wait Queue

Cancel

6. Click Save.

Define a Syslog Template for Splunk
In Global Notifications, define a template for Splunk.
1. Inthe Security Analytics menu, select Administration > System.
2. In the options panel, select Global Notifications.

3. Click the Templates tab.

4. From the action menu for the default Syslog template, choose Duplicate:

Forward ESA Alert Syslog Notifications to Splunk
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Global Notifications

Output Servers Templates
+ -FAI B &~ Search *
L] Name ~ Template Type Description Actions
[] Default SMTP Template Event Stream Analysis Default SMTP Template F -
[] Default SNMP Template Event Stream Analysis Default SNMP Template T -
[] Default Script Template Event Stream Analysis System default FreeMarker... | £F ~
¥ Default Syslog Template Event Stream Analysis Default Syslog Template T -
[] ESM Default Email Template  Event Source Monitoring ESM Default Em e
Edit
[l ESM Default SNMP Template  Event Source Monitoring ESM Default SN Duplicate
[] ESM Default Syslog Template  Event Source Monitoring ESM Default Sysl Export

In the Duplicate Alert Template Name field, enter a name for the template, then click OK.
The new template is added to the list of templates.

Add a Description, and then paste in the text listed below (or copy it from the file that you downloaded
from RSA Link).

<#include "macros.ftl"/>CEF:0|RSA|Security Analytics
ESA[10.6.0|S${statement} |${moduleName} |S${severity}|rt=${time?datetime} id=${id}
source=S${eventSourceld}<#list events as x> sessionid=${x.sessionid!" "}
service=§{x.service!" "} protocol=${x.protocol!" "} src=${x.ip src!" "} dst=${x.ip dst!"
"} hostname=<#if x.alias host?has content><@value of x.alias host /></#if> dport=5${x.ip
dstport!" "} duser=${x.user dst!" "} suser=${x.user src!" "} userGroup=${x.group!" "}

fname=${x.filename!" "} </#list>

Note: If pasting the above text into an editor, combine the text into a single line by replacing all new
lines with spaces. The text is also available in the Code for ESA Alerts Notification Template section of
the Appendix.

Here is the template that we have defined:
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Define Template

Marme * Alerts to Splunk Template

Template Type |Event Stream Analysis W
Description Send alerts to Splunk system

Template * <#include "macros.ftl"/>CEF:0 | R5A | Security Analytics

ESA | 10.6.0 | ${statement} | $#{moduleMame} | ${severity} | rt=%{time?datetime}
id=%{id} source=%{eventSourceld}<#list events as x> sessionid=%{x.sessionid!"
"} service=%{x.service!l” "} protocol=%{x.protocol!" "} src=%{x.ip_srcl" "}
dst=%{x.ip_dst" "} hostname=<#if x.alias_host?has_content=<@value_of
w.alias_host f=</#if> dport=${c.ip_dstport!" "} duser=${x.user_dst!" "}
suser=4{x.user_src!" "} userGroup=${x.group!" "} fnrame=%{x.filename!" "}
<#ist=

Cancel Save

7. Optional. Depending on the alerts in your system, you can add or remove fields to the template text listed

above.

8. Click Save.

Configure Alerts to Send Logs to Splunk

After you have configured the notification items, you need to configure your ESA alerts to use these items.
1. In the Security Analytics menu, select Administration > Alerts > Configure.

2. From the Rule Library, select a rule and choose Edit from the Actions menu.
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| Alerts

Rules

RULES
I Rule Library

Services Settings ~ SAMPLE - Blacklist - From in...

RSA ‘Security Analytic

&) Summary #&Configure

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to

GET RULES FROM RSA LIVE +o =A | B &~ ¥ © |Filter X
Rule Name ~ Description Trial Rule Type Actions

DEPLOYMENTS () =

[¥/ SAMPLE - Blacklist - From ...  Monitors for no.. Yes Rule Builder E+ 03

[] SAMPLE - Non SMTP Traffic...  Monitors for non...  Yes Rule B Dl

Edit
[0 SAMPLE - P2P Software as ... P2P software as..  Yes Rule B Duplicate
[0 SAMPLE - Whitelist - From 0...  Whitelist Germa...  Yes Rule Bi Export

The Rule Builder screen appears.

3. Inthe Notifications section, click +- > Syslog to configure Syslog notifications for the rule.

Rule Builder

Bulld a rule using drag-and-drop and auto-complete tools.

Rule Name *

Description

Trial Rule

Severity ¥

Conditions *

Enrichments

Debug

SAMPLE - Blacklist - From inside countries that are not the US, Non SMTP Traffic on TCP Port 25 Containing Executable

Monitors for non-SMTP traffic on TCP destination port 25 containing executable.

This is using the same criteria from the rule "SAMPLE - Non SMTP Traffic on TCP Port 25 Containing Executable” with the
additional requirement that the country have a source IP that does not appear to be from the United States.

C4

Low ¥
&= Investigation
Statement Oceurs Connector Correlated On

Maon SMTP Traffic on TCP Port 25 Containing Ex.. 1

Group By v
Occurs Within minutes
+ = Global Motifications
Ermail Motification Motification Server Template
bl Mo parameters to edit.
Syslog
Script n of every minutes
+ & Settings
Qutput Enrichment Source ESA Event Stream Meata Enrichment Source Column Name
GeolP Default GeolP src_ip Ipwd
O
Close Show Syntax | * = required field

33
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A notification row is added to the Notifications section.

Notifications + = Global Motifications
Cskput Motification Motification Server Template
SYSLOG Select Notification Select Notification Server Select Template
] Output Suppression of every minutes

4. Select the notification, notification server, and template that you created earlier.

Notifications o+ = Global Notifications
Qutput Motification Motification Server Template
SYSLOG Splunk Syslog Splunk Server Alerts to Splunk Template
[] Output Suppression of every minutes

5. Click Save to save your changes and close the Rule Builder screen.

Repeat these steps for any other rules that you want to send information to Splunk.

Conclusion

This chapter described how to configure your notifications and rules, and have a data input in Splunk to listen
on. Once this is done, when alerts are triggered, the information that you configured in your Notification
template is sent to Splunk. You can then use Splunk to search for and view the Security (ESA) logs that are
sent from RSA Security Analytics.
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You can forward the RSA Security Analytics security (Reporting Engine) logs to Splunk.

How it Works

RSA uses Reporting Alerts feature to send the security logs to the Splunk Syslog server that you specify from
the Reporting Engine Output Actions screen in Security Analytics.
These are the steps required to send Security Analytics ESA logs to Splunk:

I. Configure a Splunk Data Input

II. Add a Reporting Engine Output Action

ITI. Configure a Rule to Send Logs to Splunk

Configure a Splunk Data Input

You need to configure a Splunk data input to receive logs from RSA Security Analytics.

1. Log into Splunk.

You will see the main Splunk screen:

>

Search & Reporting

Choose a home dashboard
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2. Select Settings > Data Inputs.

Settings
Apps tery
I KNOWLEDGE = DATA
Searches, reports, and alerts
> Data models Forwarding and receiving
Event types Indexes
Search & Reporting Add Data Tags Report acceleration
Fields summaries
Lookups Source types
User interface
Alert actions @ DISTRIBUTED ENVIRONMENT
Advanced search Indexer clustering
Distributed All configurations Forwarder management
Management Distributed search
Console ﬂ:? SYSTEM
Server settings 1 USEAS AND AUTHENTICATION
Server controls Access controls
Licensing
[ S———— - —
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3. Setup a collector. In this example, we are setting up a TCP collector.

a. Select Add new for the TCP input type.

splunk Apps Administrator

Data inputs

Local inputs

Settings

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two Splunk instances, go to

Forwarding and receiving.

Type Inputs Actions
Local event log collection Edit
Collect event logs from this machine.

Remote event log collections 1 Add new
Collect event logs from remote hosts. Note: this uses WMI and requires a domain account.

Files & directories 6 Add new
Index a local file or monitor an entire directory.

Local performance monitoring 0 Add new
Collect performance data from local machine.

Remote performance monitoring 0 Add new
Collect performance and event information from remote hosts. Requires domain credentials.

HTTP Event Collector 0 Add new

Receive data over HTTP or HTTPS.
TCP

Listen on a TCP port for incoming data, e.g. syslog.

b. Inthe Add Source screen enter:
o the TCP port to listen on (standard Syslog port is 514).
o a value for Source name override, if desired.

¢. Click Next, and set the following:

o For the Source type, select syslog from the drop-down menu.

o For the Host Method, select IP.

~
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AddData ——@ N Review>

Select Source Input Settings Review Done

Source type

The source type is one of the default fields that Splunk assigns to all
incoming data. It tells Splunk what kind of data you've got, so that Splunk Select New
can format the data intelligently during indexing. And it's a way to
categorize your data, so that you can search it easily.

syslog «~

App context

Application contexts are folders within a Splunk instance that contain

configurations for a specific use case or domain of data. App contexts App Context Search & Reporting v
improve manageability of input and source type definitions. Splunk loads

all app contexts based on precedence rules. Learn More [2

Host

When Splunk indexes data, each event receives a "host" value. The host
value should be the name of the machine from which the event originates. Method ? P DNS
The type of input you choose determines the available configuration
options. Learn More [2

Custo...

d. Click Review.

e. Click Submit to create the data input. If you need to change any of your settings, click the back

button (<), make your changes, and return here to submit when you are ready.

You receive confirmation that your data input was created successfully:
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Administrator Messages Settings

Add Data 9

Select Source Input Settings Review Done

.~ TCPinput has been created successfully.

Configure your inputs by going to Settings = Data Inputs

Start Searching Search your data now or see examples and tutorials. [2

Extract Fields Create search-time field extractions. Learn more about fields. (2
Add More Data Add more data inputs now or see examples and tutorials. [2
Download Apps Apps help you do more with your data. Learn more. [2

Build Dashboards Visualize your searches, Learn more. [2

Add a Reporting Engine Output Action

In the Reports view, define an Output Action.

1. Inthe Security Analytics menu, select Administration > Services.
2. Inthe Services Grid, select a Reporting Engine service.

3. Click ¥ /> View > Config.

4. Select the Output Actions tab, and navigate down to the Syslog Configurations section.

Syslog Configurations

+
O Syslog Name ~ Encoding Host Port Max length Identity String Transport Protocel
[l DEFAULT_SYSL.. UTF8 localhost 514 2048 uppP
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5. Click + to add a Syslog configuration. Fill in the following information:
o Inthe Server Name ficld, enter the IP address or hostname of the Splunk server.

o In the Transport Protocol field, select TCP from the drop-down menu.

For the other fields, select values based on your needs. For details on these parameters, see Reporting
Engine Output Actions Parameters. Below is an example configuration screen.

New Syslog Configuration

Syslog Name *  re_sa_syslog_splunk
Encoding * UTF8

Server Mame * | 10.100.32.8

Server Port * 514 o

Max Length * 4096 o
Identity String  SASplunkRETest

] Include the local hostname in syslog messages.
[V Truncate overly large syslog messages.

[ Optionally use IDENT protocol.

™ Include the lacal timestamp in syslog messages.

Transport TEP
Protocol *

St

Syslog Message
Delimiter

Cancel

6. Click Save.

Configure a Rule to Send Logs to Splunk

In the Reports view, add an alert that, when triggered, will send log information to Splunk.
1. Inthe Security Analytics menu, select Reports.

2. From the Manage tab, select Alerts from the navigation bar.

Forward Security/RE Logs to Splunk
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ld Reports

Manage

Rules Reports Charts Lists Warehouse Analytics 5

Alert

+ =4 | Enable (O Disable | & #f -~ | EE Template [ View Schedule
[l Enabled Pushed? Mame Description
O Yes Locky C2 Regex RE Alert Locky C2 Regex RE Alert

3. Inthe Alerts section, select M Template

4. Create a new template.

a. For Name, enter a descriptive name.

b. Inthe Message field, enter the following text:

CEF:0|${deviceVendor} |${deviceProduct} |${deviceVersion} |S${name} |${severity} |
externalld=${meta.sessionid} service=${meta.service} proto=${meta.ip.proto}
act=${meta.action} src=${meta.ip.src} spt=S${meta.tcp.srcport} dhost=${meta.alias.host}
dst=${meta.ip.dst} dpt=${meta.ip.dstport} duser=${meta.user.dst} suser=${meta.user.src}
csl=${meta.did} requestClientApplication=${meta.client} cslLabel=DecoderName
request=${meta.referer} cs5Label=QueryString cs5=${meta.query}
cs6Label=UDPDestinationPort cs6=${meta.udp.dstport} fsize=S${meta.size}

fileType=S${meta.extension} fname=${meta.filename} filePath=${meta.directory}

Note: If pasting the above text into an editor, combine the text into a single line by replacing all
new lines with spaces. The text is also available in the Code for RE Alerts Notification Template
section of the Appendix.

This show as example of the dialog box:
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Create/Modify Template

Name RE-CEF-Alert-Splunk

Message CEF:0| ${deviceVendor}| ${deviceProduct}| ${deviceVersion} | ${name} | ${severity}|
externalld=%${meta.sessionid} service=${meta.service} proto=%${meta.ip.proto}
act=%{meta.action} src=${meta.ip.src} spt=#{meta.tcp.srcport} dhost=${meta.alias.host}
dst=${meta.ip.dst} dpt=${meta.ip.dstport} duser=${meta.user.dst} suser=${meta.user.src}
cs1=%{meta.did} requestClientApplication=%${meta.client} cs1Label=DecoderName
request=${meta.referer} cs5Label=QueryString cs5=%${meta.query}
csélLabel=UDPDestinationPort csé=${meta.udp.dstport} fsize=${meta.size}
fileType=%${meta.extension} fname=%{meta.filename} filePath=%${meta.directory}

Cancel Save

c. Click Save.
5. Select an Alert, and click the 4 (Edit) icon to modify the alert.

The Create/Modify Alert screen is displayed.

6. Inthe Notification section, select the Syslog tab, and click +

The New Syslog Configuration dialog box is displayed.

Forward Security/RE Logs to Splunk
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MNew Syslog Configuration

Syslog Configs
Execute
Facility
Severity

Body

Body Termplate

W

Once v
Local7 (23) ud
Warning v

https:#/${sa.host}/investigation/${device.idp/na
vigate/event/DETAILSS ${meta.sessionid}

e

Fill in the parameters as follows.

« In the Syslog Configs field, select the Syslog Configuration that you created in Add a Reporting Engine

Output Action.

o In the Execute field, select Each event.

o Select a Facility and Severity based on the needs of your organization.

o Inthe Body Template field, select the template that you just created in step 4.

Here is an example of the dialog box with the fields filled in:

New Syslog Configuration

Syslog Configs  re_sa_syslog_splunk ~

Execute
Facility
Severity
Body

Each event w
Local? (23)

Critical w

CEF:0 | RSA | Security_Analytics | 10.6.0| ${nam
e}| ${severity}| externalld=${meta.sessionid}
service=%{meta.service}
proto=%{meta.ip.proto} act=%{meta.action}

Body Template v

Note: If you make any changes to the template, you need to edit the Syslog Configuration again, and
re-select the Body Template.
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8. Click Save.

Conclusion

This chapter described how to configure output actions and rules, and have a data input in Splunk to listen on.
Once this is done, when alerts are triggered, the information that you configured in your Reports Alerts view
is sent to Splunk. You can then use Splunk to search for and view the Security (RE) logs that are sent from

RSA Security Analytics.
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The Splunk package is delivered as a ZIP archive that contains the components for the different integration points. You download the file from RSA Link.
You can find the package on the RSA Link Downloads space here.

Note: You can cut and paste the code below. Use an editor that can save it as text. You can then use this if you cannot download the posted ZIP
archive.
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Search Source IP

The following code contains the necessary source for implementing the Search Splunk - Source IP context menu action.

{

"displayName": "[Search Splunk - Source IP]",
"cssClasses": [
"ip-src",
"ip.src"
]J
"description": "Splunk search Source IP",
"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "Custom",
"modules”: [
"investigation"
]J
"local": "false",
"groupName": "externallLookupGroup",
"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?q=search%20src%3D{0}&earliest=-30d&latest=now",
"disabled": "",

"id": "SplunkLogLookupSrc",

"moduleClasses™: [
"UAP.investigation.navigate.view.NavigationPanel”,
"UAP.investigation.events.view.EventGrid"

1,

"openInNewTab": "true"
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Search Destination IP

The following code contains the necessary source for implementing the Search Splunk - Destination IP context menu action.

{

"displayName": "[Search Splunk - Destination IP]",
"cssClasses": [
"ip-dst",
"ip.dst"
1,
"description"”: "Splunk search Destination IP",
"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "Custom",
"modules”: [
"investigation"
1,
"local": "false",
"groupName": "externallLookupGroup",
"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?q=search%20dest%3D{0}&earliest=-30d&latest=now",
"disabled": "",

"id": "SplunkLogLookupDest",

"moduleClasses™: [
"UAP.investigation.navigate.view.NavigationPanel",
"UAP.investigation.events.view.EventGrid"

1,

"openInNewTab": "true"

47 Appendix: Source Code



Splunk Integration

Search Hostname

The following code contains the necessary source for implementing the Search Splunk - Hostname context menu action.
{

"displayName": "[Search Splunk - Hostname]",
"cssClasses": [

"alias-host",

"alias.host"

15

"description”: "Splunk search Hostname",
"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "Custom",
"modules": [
"investigation"
]J
"local": "false",
"groupName": "externallLookupGroup",
"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?q=search%20hostname%3D{0}&earliest=-30d&latest=now",
"disabled": "",

"id": "SplunkLoglLookupHostname",

"moduleClasses™: [
"UAP.investigation.navigate.view.NavigationPanel”,
"UAP.investigation.events.view.EventGrid"

15

"openInNewTab": "true"
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General Search

The General search can be used for events that do not have values for any of the meta keys used in the other context actions—source IP, destination
IP or hostname. The Search Splunk - General menu item performs a generic search on any IP address or host name. RSA Security Analytics passes
the value that you select and enters it to Splunk, into the search field. The following code contains the necessary source for implementing the Search
Splunk - General context menu action.

{

"displayName": "[Search Splunk - General (IP and hostname)]",

"cssClasses": [

"ip-src",

"ip-dst",

"alias-host",

"ip.src",

"ip.dst",

"alias.host™

1

"description”: "Splunk search Generic",
"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "Custom",
"modules": [
"investigation"

15

"local": "false",
"groupName": "externallLookupGroup",
"urlFormat": "http://SPLUNKIP:8000/en-US/app/search/search?q=search%20{0}&earliest=-30d&latest=now",
"disabled": "",
"id": "SplunkLoglLookupGeneral",
"moduleClasses™: [
"UAP.investigation.navigate.view.NavigationPanel",
"UAP.investigation.events.view.EventGrid"

1

"openInNewTab": "true"
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Code for ESA Alerts Notification Template

The following code is entered into the Global Notifications template that you add in the Define a Syslog Template for Splunk section.

<#include "macros.ftl"/>CEF:0|RSA|Security Analytics ESA|10.6.0|${statement}|S${moduleName} |S${severity}|rt=${time?datetime}

1id=${id} source=${eventSourceld}<#list events as x> sessionid=${x.sessionid!"™ "} service=${x.service!" "}
protocol=${x.protocol!" "} src=${x.ip src!" "} dst=${x.ip dst!" "} hostname=<#if x.alias host?has content><@value of x.alias_
host /></#if> dport=${x.ip dstport!" "} duser=${x.user dst!"™ "} suser=${x.user src!" "} userGroup=${x.group!" "}
fname=${x.filename!" "} </#list>
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Code for RE Alerts Notification Template

The following code is entered into the Syslog Configuration dialog box for any Reporting rules whose logs you want to send to Splunk. The procedure
is describe in Configure a Rule to Send Logs to Splunk.

CEF:0]|${deviceVendor} |${deviceProduct} |${deviceVersion}|${name} |${severity}| externalld=${meta.sessionid}
service=${meta.service} proto=${meta.ip.proto} act=${meta.action} src=${meta.ip.src} spt=${meta.tcp.srcport}
dhost=${meta.alias.host} dst=${meta.ip.dst} dpt=${meta.ip.dstport} duser=${meta.user.dst} suser=${meta.user.src}
csl=${meta.did} requestClientApplication=${meta.client} cslLabel=DecoderName request=${meta.referer} csSLabel=QueryString
csb=${meta.query} cs6Label=UDPDestinationPort cs6=${meta.udp.dstport} fsize=${meta.size} fileType=${meta.extension}

fname=${meta.filename} filePath=${meta.directory}
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