
Fundamental concepts of the
NetWitness Platform
Threat visibility and analysis
capabilities 
Email reconstruction, event and
file analysis, and meta keys
Basic architecture and data flow
Drawing data from logs, packets,
and endpoint
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F O U N D A T I O N S

Essential administrative tasks to get the
NetWitness Platform up and running
Configuring hosts and services
Managing users
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A D M I N I S T R A T I O N  I

Administration and operation of the
NetWitness Platform.
NetWitness Platform Services
Health and Wellness
Event Source Monitoring
Backup and recovery
Administration tools for monitoring and
troubleshooting the NetWitness platform
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Endpoint Agents, Hosts, & Scans
Risk Scores and Metadata 
Files and Libraries
Processes, Autoruns and Anomalies
Alerts and Incidents
Malicious Behavior & App Rules
Forensic Tools
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ADMINISTRATOR

This certification reflects the fundamental knowledge required of
administrators managing NetWitness Platform deployments. The
prerequisite for this certification is the NetWitness Certified
Associate certification.

N E T W I T N E S S  S P E C I A L I S T  A D M I N I S T R A T O R
C E R T I F I C A T I O N  E X A M

https://www.linkedin.com/company/netwitness-education/posts/?feedView=all
mailto:education.support@netwitness.com
https://community.netwitness.com/t5/student-resources/tkb-p/university-student-resources
https://community.netwitness.com/t5/netwitness-education-blog/netwitness-education-specialist-administrator-certification/ba-p/684730
https://www.youtube.com/channel/UC8hccQ2zEQpiXKvp3ue1XhA
https://community.netwitness.com/t5/netwitness-xdr-training/netwitness-platform-foundations/ta-p/684757
https://community.netwitness.com/t5/netwitness-xdr-training/netwitness-platform-administration-i/ta-p/686140
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