NETWITNESS

HUNTER

NETWITNESS
PLATFORM
FOUNDATIONS

¢ Fundamental concepts of the
NetWitness Platform
e Threat visibility and analysis

capabilities

¢ Email reconstruction, event and N E T W I T N E S S
file analysis, and meta keys P LAT F O R M

e Basic architecture and data flow A N A L Y S I S

and endpoint
¢ Responding to incidents with the

ananlysis of logs, packets and
Advanced Endpoint

¢ |nvestigating incidents in the queue,
documenting incidents, and escalating
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NETWITNE S S or closing incidents
¢ Analyzing incidents using
P LAT F O R M recommended processes
INTRODUCTION TO
HUNTING
e Describing threat hunting and incident
response roles
¢ Using hunting techniques, methodology, N E T W I T N E S S
and tools to detect threats P LAT F O R M
e Describing the NetWitness Hunting
Cards HUNTING CHALLENGE
¢ |dentifying protocol and service
anomalies e A private group Instructor-led class that
* Responding to incidents and reporting gives you the opportunity to hunt for
findings adversaries in a realistic environment

¢ |dentifying targeted and compromised
systems, reconstructing the sequence of
events, and proposing a remediation plan
o Competing with other participants to
collect points through investigation and by
answering questions
Conducting analyses using knowledge of
networking protocols, endpoint operating
systems, and common cyber-attack
vectors

NETWITNESS SPECIALIST ANALYST
CERTIFICATION EXAM

% This certification reflects the fundamental knowledge required of
ASMILESEl  security analysts performing incident response and analysis with the

XDR

NetWitness Platform. The prerequisite for this certification is the
RRAYST NetWitness Certified Associate certification.

S NETWITNESS
EDUCATION



https://www.linkedin.com/company/netwitness-education/posts/?feedView=all
mailto:education.support@netwitness.com
https://community.netwitness.com/t5/student-resources/tkb-p/university-student-resources
https://community.netwitness.com/t5/netwitness-education-blog/netwitness-education-specialist-analyst-certification/ba-p/684734#M128
https://www.youtube.com/channel/UC8hccQ2zEQpiXKvp3ue1XhA
https://community.netwitness.com//t5/netwitness-platform-training/netwitness-platform-analysis-11-6-ilt/ta-p/651739
https://community.netwitness.com/t5/netwitness-xdr-training/netwitness-platform-foundations/ta-p/684757
https://community.netwitness.com/t5/netwitness-education-courses/netwitness-platform-analysis-11-6-ilt/ta-p/651739
https://community.netwitness.com/t5/netwitness-education-courses/netwitness-platform-introduction-to-hunting-11-6-ilt/ta-p/651745
https://community.netwitness.com/t5/netwitness-education-courses/netwitness-platform-content-creation-11-6-ilt/ta-p/651753
https://community.netwitness.com/t5/netwitness-education-courses/netwitness-platform-hunting-challenge/ta-p/564867
https://community.netwitness.com/t5/netwitness-education-courses/netwitness-education-role-based-training/ta-p/682742

