Import Roaming Agents Relay Certificates on Console Server

The Roaming Agents Relay (RAR) client certificate (EcatRelayClient.pfx) and CA certificate
(EcatRelayCA.cer) must be imported on the Console Server system in order to properly encrypt

and verify communication with RAR.

1. Certificates must be imported to the certificate store for the local machine, not the currently
logged in user. To access the certificate store for the local machine, open the Run dialog
and execute MMC to open the Management Console. Under the File menu select

Add/Remove Snap-in.
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Enables you to add snap-ins to or remowve them from the snap-in console.

2. Select Certificates from the left pane and click Add.
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The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.




3. Choose Computer account and click Next
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4. Choose Local computer and click Finish
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5. Click OK to continue
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6. You will now be back at the Management Console with the Certificate Management Snap-In
added. First we will import the ECAT RAR client certificate. Expand the
Certificates/Personal Folder. Right-click on Certificates, select All Tasks/Import
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7. This will launch the certificate import wizard. Click Next at the first window
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8. Change the file type to Personal Information Exchange and browse to the directory
containing the certificates copied from the RAR server
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9. Select the file EcatRelayClient.pfx and click Open
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11. Enter the password chosen when the certificates were initially created on the RAR server
and click Next
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12. Ensure the certificates are being placed in the Personal Certificate store and click Next
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13. Preview your configuration and click Finish.
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14. You should now see the EcatRelayClient certificate in the Personal Certificate store

& File  Action View Favorites Window Help

-|T X

e 2@ 42 XE=H

] Console Root lssued To =
4 @ Certificates (Local Computer)
4[] Personal
| Certificates
4[] Trusted Root Certification Authi
B Certificates
i | Enterprise Trust
b [ Intermediate Certification Authc
b | Trusted Publishers
b 1 Untrusted Certificates
i | Third-Party Root Certification A
[ ] Trusted People
b | Client Authentication lssuers
b || Remote Desktop
- [ ] Certificate Enrollment Requests
b [-] Smart Card Trusted Roots
B SMS
b |1 Trusted Devices

lssued By

< m [ [>]

<1

Mare Actions

Maore Actions

IPElscmai store contains 1 certificate.




15. Next the EcatRelayCA certificate must be added to the system. Expand the Trusted Root
Certificate Authorities folder and right-click on Certificates. Select All Tasks/Import.

[ File Action View Favorites Window Help

e 2

Bl oz H

b [ Trusted Devices

Elapocan

) AffirmTrust Commercial
5] Affirm Trust Networking
5l AffirmTrust Premium

53] AffirmTrust Premium ECC

| Console Roat Issued To i Issued By
4 Gl Certificates (Local Computer) 5 AAA Certificate Services AAA Certificate Services

4 [ Personal 5/ ABA.ECOM Root CA ABA.ECOM Root CA

| Certificates 55 AC Raiz Certicamars 5.4, AC Raiz Certicamara 5.4,
4 || Trusted Root Certification Auth 5 AC RAIZ DNIE AC RAIZ DNIE

Fe—

) = AC RAIZ FNMT-RCM

b ) Enterg AllTasks v Import.. I EE
b Interny | yiew el ACCVRAIZT

Trust =
['Z g o New Window from Here M Root ACEDICOM Roct

| Untr
=t N F— DVANCED A-CERT ADVANCED
ACMLE

b Trust Refresh . ) -
b [ Client _ thentication CA G1 Actalis Authentication CA G1
b B Resii Export List... thentication Root CA Actalis Authentication Root CA
b [ Certif Help oxternal CA Root AddTrust External CA Root
b ] Smart Card Trusted Roots CpraammioA-CD-To1 AdrminCA-CD-TO1
b ] SMS 5 Admin-Root-CA Admin-Root-C4

ADOCADZ

AffirmTrust Commercial
AffirmTrust Metworking
AffirmTrust Premium
AffirmTrust Premium ECC

[>]

(<] it [

|2

More Actions

Mare Actions

[ <]
Add a certificate to a store

16. This will launch the certificate import wizard. Click Next at the first window.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
ligts from your disk to a certificate stare.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.
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17. Browse to the directory containing the certificates copied from the RAR server. Select
EcatRelayCA.cer and click Open
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18. Preview your settings and click Next
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19. Ensure the certificates are being placed in the Trusted Root Certificate Authorities
Certificate store and click Next
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.
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20. Preview your configuration and click Finish.
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Completing the Certificate Import Wizard

You have specified the following settings:
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21. Scroll through the list of Certificate Authority certificates and verify the EcatRelayCA
certificate is present
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Trusted Root Certification Authorities store contains 408 certificates. I




