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Overview

The following document will describe how to configure integrations between RSA NetWitness and LogRythm.



Version Testing

LogRythm

This guide was created and tested on LogRythm Version 7.1.9, and it may work on versions as old as 7.0.0

RSA NetWitness

This was created and tested on RSA NetWitness 10.6.1.1, but it should work on versions of RSA NetWitness
going backto 10.5.0.0.



Getting Started

Right-Click Integrations

Critical Start Threat Analytics Google Chrome Extensionension

RSA NetWitness has the ability to conduct investigationsvia a web interface. Many other security tools (SIEM, IPS, threat
feeds, etc.)also use a web interface. Critical Start released their Threat Analytics Search extension for Chrome that

allows integration of 3rd party (web GUI) security tools with RSA NetWitness.
If you aren’t familiar with the extension, it can be summarized as a:

“Tool for security analysts, malware hunters, and incident responders that allows the use the of right-click menu in
Chrome to conduct single or group searches for selected text such as file hash, IP address, or domain. The extension
reduces time analysts spend visiting the same websites repeatedly to gather information about IP addresses, websites,
file hashes, and domains.”

source: https://community.fireeye.com/people /criticalstartl /blog/2014/03/31/fireey e-integration-with-rsa-netwitn esssecurity-analytics

Configuring the Critical Start extensionis very simple. Adetailed instructional video is located here:
https://community.rsa.com/videos/21070. There is also a configuration guide on RSA Link that focuses entirely on

configuring the plugin located here: https://community.rsa.com/docs/DOC-63056.

This extension allows a user toright click and drill into virtually any piece of metadatain RSA NetWitness while in

virtually any one of your existing security tools while using Google Chrome.


https://community.fireeye.com/people/criticalstart1/blog/2014/03/31/fireeye-integration-with-rsa-netwitnesssecurity-analytics
https://community.rsa.com/videos/21070
https://community.rsa.com/docs/DOC-63056

Setting up the Critical Start Plugin

Install the Plugin

1. Go to https://chrome.google.com/webstore/category/extensions and type ‘Threat Analytics’ in the search bar

and hit enter. Then click on the + ADD TO CHROME button.

®
&

® = Chrome Web Store - Threat /' X

C' @ Secure https://chrome.google.com/webstore/search/Threat%20Analytics

= chrome web store

l Threat Analytics X l

« Home

Extensions
Themes

Apps

FEATURES
Runs Offline
By Google
Free

Available for Android

Works with Google Drive
RATINGS

* %k ok ok

* %k k  &up

* %k &up

* * &up

google.

Threat Analytics Search
offered by criticalstart.com

Use the right-click menu in Chrome to conduct single or group searches for selected text.

Norton Safe Web
offered by https://identitysafe.norton.com

Norton Safe Web provides protection from online threats while you browse the web.

Norton Safe Search
offered by https://identitysafe.norton.com

Search safely online by enabling Norton Safe Search as your default search provider for maximum
protection on Chrome.

Unlimited Free VPN

Chrome

Unlimited Free VPN

NW Seattle Investigations
offered by www.nwseattleinvestigations.com

Damestic and International Corporate Investigations and Protection

-* + ADDTO CHROME

Search Tools
Kekokokok (13)

+ ADDTO CHROME

Productivity
Jokdokok (8)

+ ADDTO CHROME

Productivity
*kkokd (5)

+ ADD TO CHROME

Productivity
*kkd o (67)

+ ADDTO CHROME

Social & Communication

2. Click ‘Add Extension’...

It can:

Add "Threat Analytics Search"?

= Read and change all your data on the websites you visit

S,

Critical Start

3. You will now see that the extension is installed to the right of your browsers address bar

wsa RSA | Security Solutions to Ac x

& C' @ Secure https://www.rsa.com/en-us



https://chrome.google.com/webstore/category/extensions

Configuring the Plugin

1. Nextclickon the ‘Threat Analytics’ icon to the right of your browsers address bar and then click ‘Manage
Extensions’

#
™o

Threat Analytics Search

Options
Remove from Chrome...
Hide in Chrome Menu

. Manage Extensions

2. Nextclickon ‘Options’

Threat Analytics Search ~ 4.0.1 | Enabled i

aicasat  Use the right-click menu in Chrome to conduct single or group searches for selected

text. \

Permissions i(_)7Q tions

Developer website

[] Allow in incognito

3. Nextclickthe ‘Security Analytics’ link

= Critical Start
\_/ \ Search Providers | Options | Feedback | About

Crmcal Start Security Analytics || NetWitness | Carbon Black

4. Nextyou will need to get some information from Netwitness to complete the setup. Login into the Netwitness Ul
and open an Investigation.

€ Investigation ® Navigate < Evel

(D Dashboard

@ Investigaticr ® Navigate
, ¥ Events

& Malware Analysis
>

M- Incidents

N Alerts

|24 Reports

A Administration
@ Live

A Profile

() Sign Out




5. Here you will be lookingto obtain the RSA Netwitness Device ID. It will be the number between investigation and
navigate in your browsers address bar. In this case itis <7>, but each case will likely be different.

®  ® < INVI"NW-P-CON - Concentr x od Thislis the ‘Device ID} e
& C = = B J/investigation)/7/havigate/values % @

€ Investigation ® Navigate < Events & Malware Analysis
-

B NW-P-CON - Concentrator [ESELNIEEEEE ¥ Query © [ Profile © [ Meta | "8 Total Descending ~ B3 Event Count Save Events Actions

n
~

2017 3% 13:43:00 (+00:00) Last 3 Hours 2017 3% 16:42:59 (+00:00)

6. Nextyou will fillin the appropriate information to complete the setup ofthe Threat Analytics plugin.

Click checkbox to enable the Security Analytics plugin.

Enter the IP address of your RSA Netwitness instance.

Enter the Device ID you obtained from the step above.

To make it easy, change the ‘Search Range’ options to (1)(3)(12)(24), these are time ranges in hours that
will be queried, and can be set to whatever your requirements are.

e. Click ‘Save new config’ to SAVE your configuration.

o0 oo

Critical Start Security Analytics | NetWitness | Carbon Black

Security Analytics Configuration

Paste example link from Security Analytics Investigation to
autofill settings.

1 Enable RSA Security Analytics Settings

Enable debug popup window
HTTPS (SSL) Enabled

Switch Focus to New Tab

2 Security Analytics Host (IP Address/Hostname)

Port Number (leave blank if port 80 and HTTP or port 443 and

3 DevicelD |
Search Range 1 in Hour(s) 1
Search Range 2 in Hour(s) 3
4
Search Range 3 in Hour(s) 12
Search Range 4 In Hour(s) 24

5 e (S |




7. Nextyou can configure advanced query options. There are (3) out of the box Pivot Queries included, but you can
add as many as you would like. If you can query for itin Netwitness you can add an option for itin the Threat
Analytics plugin. The example below will illustrate adding the user.src Meta Key.

a. Under ‘Display Name’ enter <Search User Source>
b. Under ‘Security Analytics Pivot (Query)’ enter <user.src="TESTSEARCH’>
c. Click ‘Add new query’

Add More Query Options

To add a new query, replace the search term with "TESTSEARCH" in your query and copy the query to the 'Query' field below.

Display name Security Analytics Pivot (Query)
—* Search User Source —*‘ user.src="TESTSEARCH]
—* Add new query

Manage Security Analytics Pivot Queries

Display label Query Enabled Delete
4-1-0 Search Hostname alias.host="TESTSEARCH'
0%0 Search Source IP ip.src=TESTSEARCH
0-1-0 Search Destination IP ip.dst=TESTSEARCH

8. Now you should see your new quiery below. You can add as many additional Pivot Queries as you would like.
Click the ‘Save’ button when you are done to save your configuration. You may also quickly export your
configuration and import it on another machine, give it to your co-workers, SOC analysts, etc.

Manage Security Analytics Pivot Queries
Display label Query Enabled Delete
"I" Search Hostname alias.host="TESTSEARCH'
b search Source IP ip.src=TESTSEARCH
"I" Search Destination IP ip.dst=TESTSEARCH
| 0-1-0 Search User Source user.src="TESTSEARCH'
—




Using the Plugin in LogRythm

1. From the LogRythm Ul identify an IP address that you would like to further investigate and hover your mouse
overit.

:#*LogRhythm ’// Searcch.. ¥~ &~

Events ® Live Data = Default Analyze

INSPECTOR Y

Thu 27 [ Wed 03 May 07

Top Classification Top Common Event Top Process Name Top Host (Impacted) Top Application
Warning Packet Dropped 3135k 2320k icmp 3135k
6.292k
656.0
4840
4620
1310
1240

0

Top Entity (Impacted) Top User (Origin) Top Host (Origin) Top Country (Origin) Top User (Impacted)

s 334k United States 3135k
4.260k
4.086k
gdp09_ [3.905k
4p07._. 2955k
2655k
N2 2584k

11 1579

O 1P Address (Origin or Impacted) Is (11.4.

2. Hover your mouse over the target and the IP address will pop-out. Use your mouse to ‘highlight’ the IP address
and ‘Right-Click’ it, select ‘Threat Analytics’ > ‘RSA Security Analytics’ > Choose the Meta Key Pivot you’d like to
search on > then choose the ‘Time Ra n_ge'_you’d like to query on.

#*LogRhythm Search. £+ 200

Events Live Data Default Analyze

INSPECTOR Y

Thu 27 Sat 29 ay wed 03

Top Classification Top Common Event Top Process Name Top Application

Top Entity (Impacted) Top User (Origin) Top Host (Origin) o ) Top User (Impacted)

2]

D IP Address (Origin or Impacted) ks (11.4 am a

- 406PM
- / 7 q
m C Options ~m 70 B ne




3. Aweb querywill be automatically sent to RSA Netwitness and an investigation window will automatically open.
See below that the IP 11.4x.xxx.x08 was queried by ip.src, for the previous 3 hours. You can now drill into a more
comprehensive investigation, export the PCAP, etc...

@ Investigation ® Navigate @ Events & Malware Analysis o2 e
© You have exceeded license usage limits. Please see Licensing Overview for additional details. e
B sA-Broker [SIGCRd ,I Go ¥ Query ® EJProfile ©@ [JRSAWeb Analysis & Total Descending © B8 Event Size Save Events Actions
C| ip.sre=11.4 8 -—
2017 g3 14:07:00 (-05:00) Custom 2017 g3 15:07:59(-05:00) | <
=
| .y
x
& Options A Hide
&»  ServiceType (2 P
OTHER (214.92 KB) - HTTP (2.18 KB)
Source IP Address L
<o L—
11.4 08(217.1 KB)
g . Destination IP Address L
192 1.2 (115.05 KB) - 192.1 1(99.5KB) - 205 13(2.55 KB,
TCP TCP Destination Port values) P v

4. Anywhere in LogRythm that you can highlight an IP address, you can rightclick and pivot into a RSA Netwitness
investigation. You can configure virtually any query in Threat Analytics that you can create in RSA Netwitness.
Once the Threat Analytics plugin is configured, you can use itin any web-based tool that you use within your
organization.
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Send RSA Netwitness AuditLogs and ESA Alerts to LogRythm

This section will walk you through sending Netwitness Audit Logs and ESA Alerts to a centra lized location or log
repository. This is helpful for decreasingthe number of places you have to look for system alerts.

1. Logintothe RSA NetWitness GUI with “Administrative” Credentials
2. Go to: Administration>System>Global Notifications

A Administration & Hosts 8 Services M\ Event Sources @ Health & Wellness 3= System & securi
L] = ]
Info Global Notifications
Updates

\. Output Servers Templates

+o-Z D

Email
a Enable Name ~ Output

I Global Notifications

Licensing

&

4 @ LogRhythm Syslog
Legacy Notifications

o Email
System Logging
Global Auditing
Jobs

Live Services

URL Integration

3. Click “Output” and then click the “+” Sign and choose “Syslog”. Ensure configuration matches image below:

Define Syslog Notification

Provides auditing through the use of the RFC 5424 syslog protocol. Regulations, such as SOX, PCl
DSS, HIPAA, and many others are requiring organizations to implement comprehensive security
measures, which often include collecting and analyzing logs from many different sources. Syslog has
proven to be an effective format to consolidate logs, as there are many open source and proprietary
tools for reporting and analysis.

Enable 4

Name * LogRhythm

Description Notification for sending ESA logs to LogRhythm
Severity Informational v

Encoding UTF-8

Max Length 4096

Include Local Timestamp 4

Include Local Hostname 4

Identity String

13



Click “Servers” tab and then click the “+” Sign and choose “Syslog” from the menu.

A Administration © & Hosts £ services M Event Sources @ Health & Wellness 2= System & Secur

+

inis Global Notifications
et Output Templates
Licensing \ .
+0 - | B &
Email =
O Enable Name ~ Output
I Global Notifications i
yS
Legacy Notifications
LB L] Syslog
System Logging
Email
Global Auditing
Syslog
Jobs
Live Services

URL Integration

Ensure you update the values highlighted below. The Server IP address will be the IP Address of your LogRythm
Syslog SmartConnector

Define Syslog Notification Server

Provides auditing through the use of the RFC 5424 syslog protocol. Regulations, such as SOX, PCl
DSS, HIPAA, and many others are requiring organizations to implement comprehensive security
measures, which often include collecting and analyzing logs from many different sources. Syslog has
proven to be an effective format to consolidate logs, as there are many open source and proprietary
tools for reporting and analysis.

Enable T4

Name* LogRhythm Audit

Description Sending Audit SYSLOG to LogRhythm

Server IP Or Hostname* 1 4

s o 514 (Chooselappropriateloption
Protocol ubpP v [CR/UDP,

Facility , USER v

Max Alerts Per Minute 500

Max Alert Wait Queue
Size:

Cancel Save




6. Clickthe “Templates” Tab, then click i

A Administration ~

&= Hosts

£ services M Event Sources

@ Health & Wellness == System

Info
Updates
Licensing
Email

I Global Notifications
Legacy Notifications
System Logging
Global Auditing
Jobs
Live Services
URL Integration
Context Menu Actions
Investigation
ESA
HTTP Proxy Settings

NTP Settings

Global Notifications

N

Output Servers
-Z B %
Name ~

10.5 Default Audit Human-Readable Format
Default SMTP Template

Default SNMP Template

Default Script Template

Default Syslog Template

ESM Default Email Template

ESM Default SNMP Template

ESM Default Syslog Template

Health & Wellness Default SMTP Template
Health & Wellness Default SNMP Template

Health & Wellness Default Syslog Template

| Page 1 of1 | I C

Template Type

Audit Logging

Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Source Monitoring
Event Source Monitoring
Event Source Monitoring
Health Alarms

Health Alarms

Health Alarms

v

7. Fill outthe “Define Template” field as illustrated below and click “Save”.

Define Template

Template *

Name*  ==» LogRhythm ESA Syslog Template

Template Type l Event Stream Analysis

VI

Description == LogRhythm Default Syslog Template

©

o\

copy/paste appropriate CEF Template |>
S — 3 = @

Cancel

15



8. Configure your ESA Alert to use the new template by adjustingthe following highlighted notifications settings:

M Alerts Summary  “%Configure

Rules Services Settings I Non HTTP Traffic on TCP Po.. @
Kule Name ~ Non HI IF [raffic on ILF Fort 8U Lontaining kxecutable
Description Detects non-HTTP traffic on TCP destination port 80 containing an executable. You can configure the list of executable file
extensions and TCP port for HTTP traffic.
Trial Rule 4
Severity * Low >
Parameters Name ~ Value
Using these TCP destination ports 80 2]
With these file extensions exe,com,vb,vbs,vbe,cmd,bat,ws,wsf,scr,shs,pif hta,jar,jsjse, Ink =
< »
Notifications + - Global Notifica
Output Notification Notification Server Template
7 SYSLOG —mmapLogRhythm ~==p LogRhythm === LogRhythm ESA Syslog Template
(1 Output Suppression of every minutes
Enrichments + - Settings
Output Enrichment Source ESA Event Stream Meta Enrichment Source Column Name

No parameters to edit.

Close Show Syntax = * = required field

9. Rememberto re-deploythe rule to push the new notification templates.

10. Update the configuration to add and to send Global Audit Logs . Choose the Notification Sever you created in
Step 4 and click ‘Save’.

& Hosts 8 services 3\ Event Sources @ Health & Wellness = System & Security

Info
Updates na og systen
Licensing I
Email
Name Notification Server Notification Template

Global Notifications
Legacy Notifications
System Logging

| Global Auditing e

Jobs Audit logs will be forwarded to the selected Notification Server with the selected Template

Add New C

Live Services

URL Integration

Context Menu Actions
Investigation

ESA

Notification fication Template

HTTP Proxy Settings
fault Audit CEF Template| v

LogRhythm A

NTP Settings

Save

| Page of 0 (& No data to display
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11. Once you have Audit Logs and ESA Alerts being sent to LogRythm you will need to onboard ‘Netwitness’ as a log
source in LogRythm. In this case the .153 is from the ESA and the .152 is from the SA Server.

:Ezt“‘l)'i"‘."‘“vU"l'» e - [Deployment Manager - [
% File Edit View MyLlogRhythm Tools Window Help - X
@ | @ | & PersonaiDushbosrd | investigate 4 Toil | @ ReportCenter | 8] List Manager | Sy Deployment Monitor [ Deployment Mansg

¥
COEETTE.
Action Status Search Scope  Search Result  Log Interface  Device [P Address  Log Host Name  Log Source Host  Log Source Type MPE Policy  Log Source Name  Collection Host  Last Time Seen “‘
1] = ® ® ® ® ® = ® ® [CREEE ® - ‘
0 g System Monitor  Not Found Syslog 1= Unknown Unknown 1142 Enbty: Ml 2. 582017 217 P [
[ |[Pending Global Not Found Syslog TT a3 Unknown Unknown 114053 Entity: MBS 592017 1259, |
[0 |[Pending Global Not Found Syslog 14 153 Unknown Unknown 1.4 Entty: MR 5972017 1259 |
() |Pending Global Not Found Syslog M 153 Unknown Unknown 113 Entty: MY 2 592017 1259 |
» |
[0 |[Pending Global Not Found Syslog n 183 &— ESA Urkrown Unknown na i
[ |Pending Global Not Found Syslog 14008 T Unknown Unknown N5 Entty: MI 592017 1259 l
[0 |Pending Global Not Found Syslog 114 1583 Unknown Unknown 11.amms3 Entty: M 2. 592017 1258
[ |Pending Global Not Found Syslog n. 153 Unknown Unknown 1 i3 Enbty: Mi 2 592017 1259. |
[] |Pending Global Not Found Syslog 1" 153 Unknown Unknown nNa Entity: MBUER . 5972017 1258.. |
(] |Pending Global Not Found Syslog nd 153 Unknown Unknown N3 Entty: M2 592017 1258
[0 |[Pending Global Not Found Syslog 1.4 153 Unknown Unknown N w53 Entty: Ml m2. 592017 117 P
[ |[Pending Global Not Found Syslog “&5 Unknown Unknown Ne o 2 Entity: MEER . 5972017 3.05 P.
[0 |Pending Global Not Found Syslog Mg g8 Unknown Unknown Ne w5 Entity: M50 5972017 305 P.
O |pending Global Not Found Syslog Ne 0152 | g QIR vriknoun Unknown N4 52 Entty: MI w2 592017 305 P
[0 |Pending Global Not Found Syslog N w152 Unknown Unknown NEmns2 Entity: M 2. 592017 305 P.
[0 |Pending Global Not Found Syslog a4 w152 Unknown Unknown Nea g 52 Entity: MR 592017 305 P. pe
Fiter by | ] | [Host Name... J = | [Eeey... | (] [Log Sowce Type.. | [] [ inchude E=N o |

17



LogRythm Advanced Integration

LogRythm generates ‘Alarms’ which contains Meta Data that that can be used to query againstin RSA Netwitness. Below
isan example the the Meta Data thatis generated and populatesa LogRythm Alarm.

#LogRhythm

d 28095444 | Outbound

Data,

Alarm id

Alarm Dat

B &

ation To Known Rogue

mam
State

Comments & Details

te

Alarm Name

Classification

Log Source

Common

MPE Rule

Direction

Event

Name

Entity (Origin)

Entity

(Impacted)

Host (mpacted) 8

Location
(Origin)

Location

(mpacted)

Network
(Origin)

Known

Application

TCP/UDP
(Origin)

TCP/UDP

Port

Port

(Ompacted)

Protocol

LogRythm has a ‘Smart Response’ plugin that can run PowerShell scripts & commands and automate tasks within
LogRythm. A script can be written to run a web query in RSA Netwitness searching specific Meta Keys and a write/paste
the RSA Netwitness investigatuion URL into the LogRythm ‘Comments’ field.

3 Al Engine Rule Winxd

Action [Brmatfiesprselcions s vt o vt s

o

LogRythm 'Notes:' field would go here...

Execution Sequence Action Name Approvalls)

Required Execution Target

PowerShell Script to Launch Netwitness Investigation and <paste> URL into

Run Actions *—

Set Action elect g

Parameters  Define the command five parameters that pass constant vakue: or data fiekls o the executabls
Name  Swtch  Type  Vele Time Zone

Approvals

The action must be approved by af least one person in esch
level prox to being executed

Level Name Type

Rule Blocks  Settings  Natify ;mT Information

<Back Nest>

Time Format

Exocute SmartResponse Action from:

Fiom PlafommMansger

Alara 1d

28095444

Alars Date

Apr 26 2017 8:48:13pa

Alarm Name

+» Outbound Communication To Known Rogue State

Classification

wve Attack

Log Source

s 11 4 Cisco ASA

Common Event

Protocol Anomaly

MPE Rule Name

PIX-X-500003: Bad TCP Header Length
Direction

Outbound

Entity (Origin)

Core/Mm wmst v r 5F

Entity (Impacted)

Global Entity
Most (Origin) p
oo 11,4 12 dfp—
Host (Impacted) ¢
eve 87 0 5,82
Location (Origin)

United States, Ohio, Columbus
Location (Impacted)

Russ Sankt-Peterburg, St Petersburg
Network (Origin

MOC — 4.0
Known Application

wee HTTPS

TCP/UDP Port (Origin)

ve 50794

TCP/UDP Port (Impacted)

wes 443

Protocol

TP

CHULY (Vg

Entity
(impacted)

Host (Origin) 1

Host (impacted) 8

Location Jnited States, Ohio, (
(Origin)

internal source

destination

18



Use Case —Pivotinginto Newitness via ‘Smart Response Plugin’

The use case would be as follows; An Alarm is generated in LogRythm, the Smart Response plugin runs PowerShell script,
the RSA Netwitness investigationis initiated,and the investigation URL is written into the ‘Comments’ of the Alarm.

#*LogRhythm Dashboards Alarms Cases Searches Reports

Location
(Origin)

Location
(impacted)

Network
(Origin)

Known
Application

TCP/UDP Port
(Origin)

TCP/UDP Port

IAlarmlislgenerated¥SmarjResponselplugin} (mpacted)
jiriggersINetwitness]investigationAWrites) R
URRinto]cCommentstfield i

Object

Outbound Communication i
Known Rogue State

Core/MDX & T SF
Apr26201784813pm Id: 28095444

Severity
Vendor
Message ID

Alarm Actions

IAnalystisAlertedlandlclicks]link3

Alarm
Description
Additional
Details

s cospe@elile ZEXIILERERE E * % 8@
The analystis notified of the Alarm and can click on the URL in the Comments of the Alarm to pivot into the RSA
Netwitness Investigation.

2017 & 18:09:00 (+00:00) Custom 2017 g 18:09:59 (+00:00)
° ~
- tthernet Source Address
- Ethernet Destination Address -
Ethernet Protocol o
P Protocol /
Source IP Address »
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References

Sample - ESASyslog Alert Template

Do not copy and paste this directly, the formatting will be not properly convey from Word. Instead, copy and paste into
Notepad++ then paste into RSA Netwitness, orimport as outlined in the installation steps.

<#tinclude "macros.ftl">
<#tlist events as x>

CEF:0|RSA|NetWitness|10.6.2 |S{x.event_type!""} S{moduleName}|S{x.severity!""}| act="<#if
x.action?has_content><@value_ofx.action /></#if>" app=S{x.protocol!""} destinationDnsDomain=5{x.domain_dst!""}
destinationServiceName="${x.client!""}" dmac=${x.eth_dst!""} sntdom=5{x.ad_domain_src!""} dproc="${x.process!""}"
dpt=$S{x.tcp_dstport!""} dst=S{x.ip_dst!""} duid="S{x.user_dst!""} dvc=S${x.device_ip!""} dvchost=${x.device_host!""}
endTime=S{time?datetime}externalld=S{x.rid!""} fileType=S{x.filetype!""} fileName="${x.filename!""}"

msg="S{x.event_desc!""}" transportProtocol=S{x.service!""}reason="${x.result_code!""}"
requestClientApplication="${x.user_agent!""}" requestMethod="<#if x.action?has_content><@value_ofx.action
[></#if>" sourceHostName=${x.host_src!""} src=${x.ip_src!""} smac=${x.eth_src!""}
sourceDnsDomain=S{x.domain_src!""}suid='$S{x.user_src!""} type=S{x.medium!""}
deviceCustomDatel1=5{x.event_time!""}deviceCustomDatellLabel="Event Time"
cs2=S{time?datetime?iso_m_nz("GMT+01")} cs2Label="Custom Time String plus 1 Hour"
cs1=S{time?datetime?iso_m_nz("GMT-01")} csllabel="Custom Time Stringminus 1 Hour" cat="${x.event_cat_name!""}"
spriv="S{x.group!""}" cs3="S{x.alert_id!""}" cs3Label="Alert ID" cs4="S{x.msg_id!""}" cs4lLabel="Message ID"
cs5="${x.risk_info!""}-S{x.risk_suspicious!""}-S{x.risk_warning!""}" cs5Label="Risk Categories" cs6="${x.category!""}"
cs6lLabel="NW Category" suser='${x.ad_username_src!""} deviceExternalld=${x.did!""} dhost=<#if
x.alias_host?has_content><@value_ofx.alias_host/></#if> spt=S{x.tcp_srcport!""} duser='S{x.ad_username_dst!""}
fileSize=${x.size!""} fileHash=${x.checksum!""} outcome="${x.ec_outcome!""}" cn1=S{x.sessionid!""}
cnllabel="SessionID" </#list>
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Additional Comments

As of June 6" 2017, the date this integreation guide was created, Right-Click context from Netwitness —LogRythm is not
possible due to the process in which LogRythm creates queries inits Ul. The LogRythm Ul uses a query builder which
then re-writes the query on the LogRythm Server in Lucene syntax and queries its database.

Also as of June 6™ 2017 the date this integration guide was created it was not possible to natively Right -Click (pivot) from

LogRythm to Netwitness. Much of the right-click ability/functionality within LogRythm is disabled which is why we chose
to utilize the Google Chrome ‘Threat Analytics’ plugin.
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Contact Customer Care

RSA SecureCare Online: https://knowledge.rsasecurity.com/ or
https://community.rsa.com/community/rsa-customer-support

Phone: 1-800-995-5095, option 3

International Contacts: http://www.emc.com/support/rsa/contact/phone-numbers.htm

Email: support@rsa.com

Community: https://community.rsa.com/community/products/netwitness

Basic Support: Technical Support for your technical issues isavailable during  8amto 5pm

your local time, Monday through Friday.

Enhanced Support: Technical Support is available by phone 24 x 7 x 365 days of
the year for Severity 1 and Severity 2 issues only.

Preparing to Contact Customer Care

When you contact Customer Care, you should be at your computer. Be prepared to give the following information:

I. The version number of the RSA NetWitness product or application you are using.

2. The type of hardware you are using.
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