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Solution Summary

X15

X15 Enterprise solves the complex problem of collecting and correlating large volumes of machine-
generated data from network, security, and other infrastructure in real-time. Parallel computing, query
optimization, integrated search and analytics, and real-time data availability are some of the key principles
behind its patented architecture. By using X15 Enterprise to analyze RSA NetWitness data stored in the
RSA Warehouse, the X15 platform provides a unified view across network operations to detect anomalies,
investigate incidents, and audit compliance violations.
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RSA NetWitness Configuration

RSA NetWitness Configuration

In order to integrate with X15 Enterprise, you must first have an RSA Analytics Warehouse installed and
configured as part of your RSA NetWitness infrastructure. RSA Analytics Warehouse provides the capacity
to process large amounts of current and longer term data through a Hadoop-based distributed
computing system that collects, manages, and enables advanced analytics and reporting on Security
Analytics data. RSA Analytics Warehouse requires a service called the Warehouse Connector to collect
metadata and events from Decoder and Log Decoder and write them in Avro format into a Hadoop-based
distributed computing system.

The Warehouse can be made up of three or more nodes depending on the organization's analytic,
archiving, and resiliency requirements.

The following diagram depicts the architecture of a Security Analytics network that implements the RSA
Analytics Warehouse component.
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For more information on installing and configuring the Warehouse Connector, or for supported Hadoop
environments, consult the Warehouse Connector Overview section of the RSA NetWitness product

documentation at https://sadocs.emc.com
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring X15 Enterprise with RSA NetWitness. This document is
not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All X15 components must be installed and working prior to the integration. Perform the necessary tests to
confirm that this is true before proceeding.

! * Important: The configuration shown in this Implementation Guide is for
example and testing purposes only. It is not intended to be the optimal
setup for the device. It is recommended that customers make sure X15
Enterprise is properly configured and secured before deploying to a
production environment. For more information, please refer to the X15
Enterprise documentation or website.

X15 Enterprise Configuration

X15 offers a comprehensive system for storing and analyzing all enterprise data types within a single
modern big data repository built on HDFS and abstracting away the complexity so that security operators
do not also need to become Big Data experts to use it. The simpler X15 integration model saves
substantial time, resources and money, especially when compared to the effort involved in integrating
disparate open source computing frameworks within Hadoop.

Getting Data In

X15 provides various lightweight data ingestion agents for importing raw data along with other extracted
fields. Data can reside anywhere in the network on any filesystem.

For example, data residing in HDFS can be loaded onto X15 by using the hdfsloader utility. The hdfsloader
is a command line utility which can be executed from anywhere as long as it has access to the HDFS
system as well as the X15 cluster.

This permits accessing Warehouse data in HDFS of any format including AVRO.

Given the path pattern to include or exclude a file, the hdfsloader ingests the contents of the files into
X15. Note: File change notifications are not available with HDFS mode.

Run ./hdfsloader to see a complete list of options. Here is a typical hdfsloader command:

sh /opt/x15/tools/bin/hdfsloader ‘database_name’ ‘table_name’ "hdfs://localhost:9000" -ingestor-host-
pool localhost -path-list /typical-warehouse-path -finished-files-path /file_status

Options database, table, "hdfs-uri*, "-ingestor-host-pool", “-path-list" are required.

Similar to hdfsloader the filemonitor utility is used to monitor and ingest data from regular files or entire
directories outside of HDFS. As in the hdfsloader case the filemonitor can be executed from anywhere the
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X15

data resides as long as it can communicate with the X15 cluster. Here is an example of a filemonitor
command:

sh /opt/x15/tools/bin/filemonitor 'db_name' 'table_name' --path '/data_path' -mp '/path_to_file_history'

X15 Enterprise

Once the connector has been configured, analysts can use X15 Enterprise to search huge sets of raw data
in order to quickly find the needle in the haystack and then perform further SQL-based quantitative
analysis on the resulting records to gain deeper insights into a threat.

In Figure 1.7 below you can see a set of sample data loaded into a table named rsa_data:

Dashboards ~ Alerts Tables Queries Search

Tables + Add table -3

Name « Table type Owner Updated on Properties Fields Indexes

rsa_data Managed primary admin Jan 22,2017 2:04 PM e i

Test
Managed primary
No
Table Name Hem
admin
Jan 22,2017 2:04 PM

Jan 22,2017 2:04 PM

~ 1,038,055
/ )
No. events

Random

Disabled

Figure 1.1 - New table with RSA data

Click the ‘Open’ button, bottom-right, to view the contents of this table in the Search view. Notice the
search bar is automatically populated with a 'SELECT * FROM’ statement. Below that, a timeline chart
shows the number of events over time. On the left drawer there is a list of all the available fields extracted.
At this point we are ready to start analysing our data as well as create and save charts right from this view.
See Figure 1.2 below.
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Dashboards ~

Alerts Tables

Queries

Search

SELECT % FROM "rsa_data"|

£
20k
10k

0
01AM ou1s

1000 records Last upeated

ninutes ago

All fields
Time
ts

action

[< <]

alert_id

[<]

alias_host

[<]

bytes_src

[<]

category

[<]

criticality

<]

device_class

<]

device_ip

<]

device_type

direction

<]

Eirsa_data

01:30

‘ @ Time

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-85-27Tel:

2015-05-27Tel:

2015-85-27Tel:

2015-05-27Tel:

142-87:

142-87:

142-87:

142-87:

143-87:

143-87:

143-87:

143-87:

143-87:

143-87:

143-87:

143-87:

i)

v O #

Y Filter on timeline range

01:45 02 AM 02:15 02:30 0285
Hide timeline @Alltime ~ lil Show visualization EBField ~

action alert_id alias_host bytes_src
["fw:outbound-network-traffic"] null null null
["fw:outbound-network-traffic"] null null null
null null null null
null null null null
["fw:outbound-network-traffic"] null null null
null null null null
null null ["10.255.78.1 :"] null
null null null null
["fw:outbound-network-traffic"] null null null
null null null null
["Duplicate TCP SYN"] null null null
["Duplicate TCP SYN"] null null null

Figure 1.2 - A view of all fields in our table.

Records 1 - 1000 in 632 ms

A quick way of looking at the rsa data distribution by device class would be to issue the following query:
(SELECT * FROM "rsa_data") | top device_class

This is a combination of SQL syntax with X15's pipe-delimited language (XPL). This quickly returns a count

of events by device_class and their corresponding percentage. See Figure 1.3 below.

Dashboards ~

Alerts Tables

Queries

Search

(SELECT * FROM "rsa_data") | top device_class

292

7 records vastupdated2 minutes ag

Allfields
device_class
count

percent

¢ device_class
Firewall
null
Windows Hosts
1D$
Access Control
Wireless Devices

Web Logs

count

698477

335862

2882

782

24

21

6

Alltime -

percent

67.28708979774675

32.35502935778933

0.2776346147362134

0.0753331952545867

©.002312016222647162

©.002023014194816267

5.780040556617905E—4

Figure 1.3 - top device_class
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We have added another table of known blacklisted ip’s into X15. Figure 1.4 shows our newly added table
‘blacklist_ips’ containing ~7k records.

xXi1s Dashboards = Alerts  Tables  Qu Search = Test *
Tables + Add table Q )
Name » Table type Owner Updated on Properties  Fields  Indexes
blacklist_ips Managed primary admin Jan 22,2017 5:13 PM Name blacklist_ips
rsa_data Managed primary admin Jan 22,2017 2:04 PM Test
able type Managed primary
No
View XML
blacklisted IPs adin

Jan 22,2017 5:13PM

Jan 22,2017 5:13PM

~7,122

a

No. of bad IPs

Random

Disabled

Comment

Figure 1.4 - blacklist ips table added

A common exercise is usually filtering out records which contain a blacklisted ip. In our case we will use
the ‘blacklist_ips’ table as a reference table and join it with ‘rsa_data’. For example let’s join the ‘rsa_data’
table and ‘blacklist_ips’ on the predicate ‘ip_dst'="bl_ip" as in Figure 1.5:

SELECT * from "rsa_data" a join "blacklist_ips" b on a.ip_dst = b.bl_ip

Alerts  Tables Queries

(SELECT % from "rsa_data" a join "blacklist_ips" b on a.ip_dst = b.bl_ip)

Show timeline OAlltime ~ Ll Show visualization EBfield + [@Savequery -~

> oTme action alertid alias_hest bytes_sre category devics,_class device_ip device_type direction directory duration_tim
2015-05-27701:38:51-07:00  null null null null null Firewall 10.255.14.132  ciscoasa null aull null
2015-05-27761:15:03-07:00  null null aull null null null Firewall 16.255.14.132  ciscoasa null aull null
2015-05-27T61:10:18-07:00  null null aull null null null Firewall 10.255.14.132  ciscoasa null aull null
2015-05-27T62:54:07-07:00  null null null null null null Firewall 10.255.14.132  ciscoasa null null null
2015-05-27761:58:33-07:00  null null null null null null Firewall 16.285.14.132  ciscoasa null null null
2015-05-27T61:18:19-07:00  null null null null null Firewall 16.255.14.132  ciscoasa null null null
2015-05-27761:04:28-07:00  null null null null null Firewall 10.255.14.132  ciscoasa null n null
2015-05-27761:04:34-07:00  null null null null null null Firewall 16.285.14.132 ciscoasa null null null
2015-05-27T61:06:47-07:00  null null aull null null null Firewall 10.255.14.132  ciscoasa null aull null
2015-05-27T01:38:51-07:00  null null null null null null Firewall 10.255.14.132  ciscoasa null aull null
2015-05-27761:39:49-07:00  null null null null null null Firewall 16.285.14.132  ciscoasa null null null
2015-05-27T61:11:44-07:00  null null null null null null Firewall 16.255.14.132  ciscoasa null null null
2015-05-27T01:12:23-07:00  null null null null null Firewall 10.255.14.132  ciscoasa null aull null
2015-05-27761:14:03-07:00  null null null null null Firewall 16.285.14.132 ciscoasa null null null
2015-AS-27TAT+15:28-07:00  null a1 a1 a1l a1l a1 Firewall 1075514122 ciscansa a1l a1 o1l
Q unsaved search query runtime —P  Records1-157in585ms

Figure 1.5 - Check ip_dst if it contains blacklisted IPs.
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The above search looked for matches of the ip_dest field against the blacklisted IPs. What if we need to
find out if any of the blacklisted IPs are to be found anywhere in the raw_log field of the ‘rsa_data’ table?
For that we utilize the @@ operator which allows X15 to search the index for values coming from the
blacklisted IPs table. In addition we will combine this new join query with the XPL ‘top’ command on the
countrylD. Run the following search:

(SELECT * FROM "rsa_data" a join "blacklist_ips" b on a.raw_log @@ 'b.bl_ip') | top countryid

See Figure 1.6

x1s Dashboards »  Alerts  Tables  Queries

(SELECT * FROM "rsa_data" a join "blacklist_ips" b on a.raw_log @@ 'b.bl_ip') | top countryid

10 records Last updated less than a minute ago Alltime v lail Show visualization  EBField v  [BSavequery ~
> countryid count percent
RUS 205285728 23.62082362082362

UKR 147661664 16.99041699041699
CHN 92063446 10.593110593110593
BLR 53234731 6.1253561253561255
usa 50646150 5.827505827505828
VNM 31288066 3.6001036001036

KAZ 30725331 3.53535353535353255
THA 19358084 2.2274022274022274
TWN 16431862 1.8907018907018907

FRA 16319315 1.8777518777518778

B rsa_data Records 1 - 10in 165733 ms

Figure 1.6 - Top blacklisted sources by Country

On the same Search view we will now create a chart based on the last results. Click on 4 shewvisualizatien = A st
of options for X & Y axis and data Series is presented on the left hand side. See Figure 1.7. The table
results can still be seen on the bottom of the screen. Once the chart representation is complete we can
save the chart as a widget in a new or existing dashboard via the menu on the right as shown below in
Figure 1.7.
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xXis Dashboards ~  Alerts  Tables  Queries  Search 2 B =w- ©®
1 (SELECT * FROM "rsa_data" a join "blacklist_ips" b on a.raw_log @@ 'b.bl_ip') | top countryid
10 records Last updated 14 minutes ago Alltime » Ll Hidevisualization ~ EBField v+  [BSavequery ~
ceneRaL Saveas query
A Save as view
Visualization type THATWN
KAz Saveas wid
Ple chart -
VNM RUS . N
Theme
usa Export
EEEEEEE B8 Qe . ‘ >
Pie chart format \ ‘cualizat ;
Visualization options BR
© Solid
) Donut
CHN i
semes KR Save As options
> countryid count percent
1 RUS 205285728 23.62082362082362
2 UKR 147661664 16.99041699041699
3 CHN 92063446 10.593110593110593
= | @rdm e | Smadim x | Sblackistips X | Hmadin e |+ Records 1 - 10in 165733 ms

Figure 1.7 - From ‘search’-to-‘chart’ workflow

Conclusion

X15's Real-time event data warehouse for Hadoop offers a robust complement to existing security
solutions. Organizations can leverage the RSA NetWitness Suite for tried-and-true correlation and
operational security monitoring capabilities, while using X15 for security analytics at massive scale —
flexibly spanning diverse data, for historic and real-time ad-hoc forensic analysis.
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