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Solution Summary

RAZ-LEE

iSecurity for IBM I, by Raz-Lee, triggers in real-time information. It sends in CEF format:

e  Security alerts when a potential security breach has been detected.

e Event messages when a site-defined event has occurred; messages can be of varying severity levels, from

Informational through Emergency.
e  User created messages

¢ QAUDIJRN, QHST, Message Queues, Apache and other IFS logs, and more

It is all pre-defined but modify-able. All special needs can be easily be added.

Providing real-time alerts and event messages and integrating this information within the larger context
of RSA Security Analytics monitoring and reporting, will provide multi-platform customers the ability to

add previously unsupported IBM I Security-related events into their overall system.

RSA NetWitness Features

Raz-Lee iSecurity for IBM-i 11.4

Integration package name
Device display name within NetWitness

Event source class

Collection method

Common Event Format

razleesecurity_audit
razleesecurity_firewall
apache_apache

Analysis
Firewall

Syslog

L=

iSecurity
for IBM i

> Network Access

> QAUDIRN

> Anti-Virus

> Special Authority Requests

> QHST

> Message Queues

> Appl. Data Accessess & Changes, including editing
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RAZ-LEE

RSA NetWitness Community

The RSA NetWitness Community is an online forum for customers and partners to exchange technical
information and best practices with each other. All NetWitness customers and partners are invited to

register and participate in the RSA NetWitness Community.

Release Notes

What's New In This Release

Release Date
March 1, 2016 Initial support for Raz-Lee custom parser.
January 3, 2019 Initial support for custom Raz-Lee syslog cef parser.

l. Important: The RSA NetWitness CEF parser is dependent on the

partner adhering to the CEF Rules outlined in the ArcSight Common
Event Format (CEF) Guide. A copy of the Common Event Format guide

can be found on http://protect724.hp.com/.

Eg. Jan 18 11:07:53 host CEF:Version | Device Vendor | Device
Product | Device Version | Signature ID | Name | Severity | [Extension]

I Important: The time displayed in the CEF log header is parsed into

evt.time.str. No other time formats are parsed by default.
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring the Raz-Lee iSecurity with RSA NetWitness. This
document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products and install the required components.

All Raz-Lee components must be installed and working prior to the integration. Perform the necessary
tests to confirm that this is true before proceeding.

P Important: The configuration shown in this Implementation Guide
is for example and testing purposes only. It is not intended to be the
optimal setup for the device. Itis recommended that customers make
sure Raz-Lee iSecurity is properly configured and secured before
deploying to a production environment. For more information, please
refer to the Raz-Lee iSecurity documentation or website
(www.razlee.com).

Raz-Lee iSecurity Configuration

SIEM Syslog Configuration

Numerous iSecurity products integrate with SEM/SIEM systems by sending security alerts instantaneously
to these systems. Message alerts contain detailed event information about application data changes,
deletes or reads of objects and files, emergency changes in user authorities, IFS viruses detected,
Ransomware, Malware and other malicious attacks on the IBM i and more.

Use iSecurity Audit to set SIEM general alert definitions and use iSecurity Action to determine if SIEM
alerts will be generated in individual cases.

The iSecurity SIEM Syslog feature sends event alerts from various IBM i facilities (such as logs and
message systems) to a remote RSA Security Analytics server within a range of severities such as
Emergency, Alert, Critical, Error, Warning and more.

READY
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1. Type STRAUD on the IBM i command line; the iSecurity Audit main menu appears. Select option 81.
System Configuration.

[ AUAUDHMN 1Secur1ty/Audit
System: RRAZLEE3

Settings Analysis

1. 0S/400 Audit Features 41. Queries and Reports

2. RActivation 42. Display Log
Real -Time Detection Rules Related Modules/Options

11. Real -Time Auditing 61. Hork HWith RActions

12. Fireuwall /Screen 62. User Management

13. Status & Active Job (SysCtl) 68. Compliance

14. Message Queue &% QHST (SysCtl) 69. Other Related Modules

15. IFS Logs

Definitions General
32. Copy Time Groups 82. Maintenance Menu
35. General Groups 83. Central Administration

89. Base Support
Selection or command

=] l

F3=Exit F4=Prompt FO9=Retrieve Fl12=Cancel
F13=Information Assistant F16=System main menu

2. From the iSecurity/Base System Configuration menu, select One SIEM option, options 31-33.

iSecurity/Base System Configuration  25/12/18 10:57:56
Audit SIEM Support
1. General Definitions 30. Main Control----- > RActive
3. Log QSH, PASE activity Ss1 Y
5. Auto start activities in ZAUDIT 32. SIEM 2: -------- N
9. Log & Journal Retention 33. SIEM 3: -------- N
34. JSON Definitions (for DAM)
Action 35. SNMP Definitions
11. General Definitions 36. Twitter Definitions
12. SMS/Special Definitions
13. E-Mail Definitions 39. Syslog test
SIEM Event Clasification General
21. QSYSOPR, QHST, MsgQ & User msgs 91. Language Support
22. QAUDJRN Type/Sub Severity Setting 99. Copyright Notice
Selection ===> ||
Release ID . . . . . . . . . . . . . . 13.46 18-11-07 657CD9D E4A 5634 8
Authorization code A (starts with 4) . 8 RAZLEE3
Authorization code B (starts with N)
F3=Exit F22=Enter Authorization Code
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3. In the SIEM Definitions screen define the syslog transmission type to use, to which IP address,
from which facility (list of optional facilities below), in what range of severity (list below) and the

format of the message. Preferably use *CEF.

RAZ-LEE

SIEM I Definitions 25/12/18 11:04:42
SIEM 1 name . . . . . . . . . . S1 Port: 514
SYSLOG type . . . . . . . . . . 1 1=UDP, 2=TCP, 3=TLS
Destination address . . . . . . 10.200.1.103
"Severity"” range to auto send . 0 -7 Emergency - Debug
"Facility" to use . . . . . . . 22 Local use 6 (LocalB)
Msg structure or XLEEF, %CEF . *CEF

Modify data, or press Enter.

*¥LEEF, %CEF, XCEF-SPLUNK, or mix variables and constants (ex & %):

&1=First level msg &3=Msg Id. %&4=System &5=Modul e
&6=1IP &7=Audit type &E=SubType &8=Host name &9=User
&H=Hour &M=Minute &S=Second &X=Time
%d=Day in month &m=Month (mm) &y=Year (yy) &x=Date
%a/&A=Heekday (abbr/full) %b/&B=Month name (abbr/full)
Convert data to CCSID . . . . . 0 0=Default, 65535=No conversion
Maximum length . . . . . . . . 9800 128-9800

Note: Re-activate subsystem after changes.

F3=Exit F12=Cancel F22=Set SYSLOG handl ing per audit sub-type

4. From the previous screen select the appropriate option to define the severities for QAUDIRN, select

22, QAUDIRN Type/Sub Severity Setting and modify it if needed.

Subset by type.

4=Harning S5=Notice 6=Info 7=Debug
SIEM IBM Audit

Type field of the record.
4 AF C XAUTFAIL Val idation failure

INI N
|
| &l
IS
D
T
o

listed as a callable API.

F3=Exit F21=Set 1 as IBM F22=Set 2 as IBM F23=Set 3 as IBM

QAUDJRN Severily Setling

by entry
Type options, press Enter. by text.
blank=Do not send 0=Emergency 1=Alert 2=Critical 3=Error

1 23 STD Type Type

. *RAUTFAIL operation to which the user was not authorized.
7 4 4 4 AF B xPGMFAIL A program ran a restricted machine interface
- instruction.

7 4 4 4 AF B XAUTFAIL Restricted instruction

755 4 AF C xPGMFAIL A program which failed the restore-time program

val idation checks was restored. Information about
the failure is in the Validation Value Violation

*PGMFAIL A program accessed an object through an
unsupported interface or callable program not

More. ..
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5. From that same screen select 21. QSYSOPR, QHST, MsgQ & User msgs for instructions.
6. To send Message Queues, QHST to SIEM perform the following steps:

e From iSecurity Audit main menu Select option 14. Message Queue & QHST (SysCtl).
e Select 1. Control Message Queues/QHST and F6=Add New.

_=l Hdd Message Queue
Message queue e e e e e e e QHST Name, QHST
Library . . . . . . . . . . QsyYs Name, XLIBL
Active definition Y A=Auto start, N=No,
B Y=Yes, requires manual activation
Operation mode . . . . . . . . 5 1=Periodic, 5=QHST, 9=Immediate
For 1, Mumber of seconds . . 300
For 9, Break program . . . . XSTD Name, %STD SMZ4/AUSOURCE RAUMSGBRK
Library . . . . . . . . . Name, XLIBL
Send to SIEM . . . . . . . . . Y Y=Yes, N=No
Send to user Data Queue s ® & XNONE Name, XNONE
Library . . . . . . Name, XLIBL
Check rules & perform Actions. Y Y=Yes, N=No
For Check rules, Group Id @9 @1, @2, ..., @9=QHST

Dupl icates may appear if RAction sends to SIEM/Data Queue, selected above.
QHST requires Operation mode S5, Group @9.

F3=Exit F4=Prompt F12=Cancel

7. In the same way Administrators can define Controls for any Message Queue. To specify similar rules
for number of message queues, give them the same Group ID. Select 11. Message Queue rules
and follow the instructions to specify whether to perform an action that will send all or part of the
messages.

READY
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RAZ-LEE

To send IFS logs (e.g. WebSphere, Apache) to SIEM. From iSecurity Audit main menu select 15. IFS
Logs, 1. Work with Definition, F6=Add New, and specify the log details.

Add IFS Log Auditing

Subject WEBSPHERE
Description . . . . . . . . HebSphere server
Inform SIEM 1 2 3 . . . . . Y Y=Yes
Auto-start . . . . . . . . Y 7 Y=Yes
Dir . . . . . . . . . . . . /uuww/uebshpere/log
File prefix . . . . . access
Original input format ¥CEF ¥CEF, xLEEF, XFREE
Severity $ % 5 & ® 5 8 % 7 0-7
Add date . . . . . . . . . ¥ Y=Yes
Add system Y Y=Yes
Add subject N Y=Yes
|

Maximum message length is 5000.
F3=Exit F12=Cancel

To send Firewall messages to Syslog, in command line type STRFW to open iSecurity Firewall, select

81. System Configuration menu.

15ecurity (part I) Globkbal Parameters

Fireuwall

1. General Definitions

Additional Settings

User Exit Programs

Transaction Post Processing
Intrusion Detection System
Passuword Exit Programs

Enable ACTION (CL Script + more)
Log Retention

ONOOUNDWN

Other Products Definitions RActive

11. Command N
21. Screen N
31. Password Y
41. 2FA

Selection ===

Rel ease ID

Authorization code S, 5 T B 3 & 6
F3=Exit F22=Enter authority code

SIEM Support

78. Main Control----- > Active
72. SIEM 2: N
73. SIEM 3: N
74. JSON N

79. Setting Severity for Servers

General

81. iSecurity/Base Configuration
91. Language Support

99. Copyright Notice

17.51 18-06-14

25712718 12:17:07

657CD9D E4RA 5634
8 RAZLEE3

8
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10. Select option 71-73. Syslog Definitions.

SYSLOG Detinitions 25712718 12:23:46
SIEM 1 name . . . . . . . . . . EIEH Port: 514
SYSLOG type . . . e e e 1 1=UDP, 2=TCP, 3=TLS
Send if in FYI mode T Y Y=Yes, N=No
Destination address 10.200.100.3
"Severity" range to auto send . 0@ - 7 Emergency - DEBUG

" Rejects are considered 1=Alert

"Facil ity" to use . . £ s s 0w 22
Msg structure or *LEEF *CEF . *CEF
*LEEF (IBM QRadar), %CEF (HP ArcSight) or mix variables and constants (ex & %):
&k1=First level msg &3=Msg Id. &4=System &5=Module
&6=1IP &7=Service &8=Host name %&9=User
&H=Hour &M=Minute &S=Second &X=Time
&d=Day in month &m=Month (mm) &y=Year (yy) &x=Date
&a/&A=Heekday (abbr/full) &b/&B=Month name (abbr/full)
Convert data to CCSID . . . . . 0 B=Default, 65535=No conversion
Maximum length . . . . . . . . 1024 128-9800

Note: Re-activate subsystem after changes.
F3=Ex1it F12=Cancel

11. From the previous screen, select 79. Setting Severity for Servers and modify it if needed.
12. You may send SIEM alerts based on selective situations in the system.
Messages and events might be filtered by their field values, directed to Action,

Action can send alerts with text that contains fields from the events by:

E-mail

Local workstation message queue

Local user message queue

Remote user on another systems over the network
SMS to a cellular telephone

SIEM

Among the subjects that can be handled by Action, are:
Audit log — QAUDIRN, QHST, Message Queues, etc.
Firewall events — ODBC, FTP, Telnet, etc.
Changes of values on data files, including comparison to previous values (AP-Journal)
And more.

READY
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13. In this scenario, after defining the filter, you will be presented with the following screen. Select
8=SIEM and specify to which SIEM to direct the alert.

! * Important: More than one SIEM can be specified. Use commas or

blanks to separate their numbers.

Holeg Hlert He55age
Type choices, press Enter.

Action Name . . . . VICT150301
Description. . . . . Created by Action

Define alert message recipients
1=E-mail 2=Message Queue 3=User 4=Remote User 5=LAN user 6=SMS 7=Special

8=SIEM 9=SNMP T=Tuwitter

Message ID . . . . . XAUTO ¥AUTO, Message ID

Type Recipient address, %USER, %DEV, %JOB, XSYSTEM; SIEM 1/2/3

1 VICTOR@GRAZLEE.COM

8 1]

a More. . .
F3=Exit F4=Prompt F12=Cancel

14. Anti-Virus, Anti-Ransomware, Screen (adjusted screen time out) allow for simple selection of
reporting to 1-3 of the predefined SIEMs.

READY
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RSA NetWitness Configuration

Deploy the enVision Config File

To use the RSA Common Event Format, deploy the enVision Config File from the NetWitness Live
module. Log into NetWitness and perform the following actions:

I Important: Using this procedure will overwrite the existing

table_map.xml.

From the NetWitness menu, select Configure > Live Content.

In the keywords field, enter: enVision.

NetWitness will display the Envision Config File in Matching Resources.
Select the checkbox next to Envision Config File.

AN

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin ® (3
Live Content Incident Rules Respond Notifications ESA Rules  Subscriptions Custom Feeds Log Parser Rules

Search Criteria Matching Resources

Keywords B showResults @ | | 3 package
envision config file [ Subscribed Name Updated Type

2018-08-20 3:03 PM s: table-map.xm

Catey no Envision Config File Log Device

0| O

Cerber Ransomware 2018-12-10 8:18 AM Application Rule Detect: 2t correlate 1o o]

[CIFEATURED

5. Click Deploy in the menu bar.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin® | ()
Live Content Incident Rules Respond Notifications  ESA Rules  Subscriptions Custom Feeds Log Parser Rules
Search Criteria Matching Resources
Keywords B3 show Results @ | [E] Details B, Deploy M Subscribe | 3 Package
envision config file 1| Sapactibed| Name Gt Updated T Descriptian
Category M yes Envision Config File 2014-03-07 4:50 P 2018-09-20 3:03 PM Log Device This file is used to update the Log Device base config files: table-map.

READY
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6. Select Next.

Deployment Wizard

Resources Services Review Deploy
Total resources: 1
Resource Names Resource Type Dependency of
Envision Config File Log Device

Cancel Next

7. Select the Log Decoder and select Next.

Deployment Wizard

Resources Services Review
™ Name Host Type
~ vm3112 - Log Decoder wm3112 Log Decoder
Cancel Previous Next

I Important: In an environment with multiple Log Decoders, deploy
the Envision Config File to each Log Decoder in your network.

-12 -
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8. Select Deploy.

Deployment Wizard

Resources] Services Review Deploy
Service Service Type Resource Name Resource Type
wvm3112-LogD... LogDecoder Envision Config File Log Device

Cancel Previous Deploy

9. Select Close, to complete the deployment of the Envision Config file.

Deployment Wizard
Resources Services Review
Live deployment task finished successfully

Service Name Resource Name Status Progress

wm3112-Llog De...  Envision Config File 10f1

READY
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Deploy the Common Event Format

Next, you will need to deploy the Common Event Format file from the NetWitness Live module. Log
into NetWitness and perform the following actions:

1. From the NetWitness menu, select Live > Search.
2. In the keywords field, enter: Common Event Format

Search Criteria

Keywards

| Commen Event Aormat

Category
[ FEATURED
» (] THREAT
» CJIDENTITY
b (I ASSURANCE
» [ OPERATIONS
[JSPECTRUM

[ MALWARE ANALYSIS

3. RSA NetWitness will display the Common Event Format in Matching Resources.

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
Live Content Incident Rules Respond Notifications ESA Rules  Subscriptions Custom Feeds Log Parser Rules
Search Criteria Matching Resources
Keywords S Show Results & | | 3 Package
Commen Event Format || Subscribed Name Created Updated Type Description
Caszgory O no Common Evert Format 2014-09-17 8:49 P 2018-12-17 12:26 M Log Devies 10.2 or higher.Log Device content for event source"Comman Event Farma]

4. Select the checkbox next to Common Event Format.

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Live Content Incident Rules Respond Notifications  ESA Rules  Subscriptions Custom Feeds Log Parser Rules

Search Criteria Matching Resources

Keywords how Results @ | [ Details 8, Deploy 3 Subseribe | 3 Package
CommenEvent format 1 Subscribed| Name Created Updated Type Description
Category ¥ no Common Event Format 2014-09-17 8:49 PM 20181217 12:26 PM Log Device 10.4 or higher.Log Device content for event source”Common Event Fol

5. Click Subscribe and click Deploy in the menu bar.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin®  (3)
Live Content Incident Rules Respond Notifications ESA Rules Subscriptions Custom Feeds Log Parser Rules
Search Criteria Matching Resources
Keywaords B8 show Results © | [B Details ] Deploy R Subscribe | 3§ Package
Common Event Format [0 subscrived| Name Created Updated Type Description
Carzgory ™ yes Common Event Format 2014-09-17 8:49 PM 2018-12-17 12:26 PM Log Device 10.4 or higher.Log Device content for event source"Common Event Fo

READY
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6. Select Next.

Deployment Wizard

Resources Services Review Deploy
Total resources: 1
Resource Names v | Resource Type Dependency of
Commaon Event Format Log Device

Cancel

7. Select the Log Decoder and Select Next.

Deployment Wizard

Resources Services Review Deploy
Service Service Type Resource Name Resource Type
vm3112-LogD... LogDecoder Common Event Formar Log Device
Cancel Previous Deploy

= * Important: In an environment with multiple Log Decoders, deploy
the Common Event Format to each Log Decoder in your network.

-15 -
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8. Select Deploy.

Deployment Wizard

Resources Services Review Deploy
Service Service Type @ Resource Name Resource Type
vm3112-LogD... LogDecoder Common Event Formar Log Device

Cancel Previous Deploy

9. Select Close, to complete the deployment of the Common Event Format.

Deployment Wizard
Resources Services Review
Live deployment task finished successfully

Service Name Resource Name Status Progress

wm3112-LlogDe... Common Event Formar 1of1 [ ]

READY
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10. Ensure that the CEF Parser is enabled on the Log Decoder(s) by selecting Admin > Services from
the NetWitness Dashboard.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services FEvent Sources Health & Wellness  System  Security

11. Locate the Log_Decoder and click the gear ¥ to the right and select View>Config.

11.1.0.0 o 1C
System View 2
Ctats Delete
Config Edit
| Explore Start
Logs Stop
Security Restart

12. Check the box next to the cef Parser within the Service Parsers Configuration and select Apply.

Service Parsers Configuration Ensble Al Disable Al
Mame Config Value

casiteminder L\) L]

cef ™

celerra u

checkpointfw [

checkpointfw L]

ciscoace 1)
Ciscoacsxp L]
riscoass ]
ciscoidsxm| H

13. Restart the Log Decoder services.

READY
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Edit the Common Event Format to collect Endgame event times

I Important: The cef.xml file is overwritten by NetWitness Live
during updates, it is important to maintain backups of the file in the
event of a typing error or unforeseen event.

1. Using WinSCP or other application to access the RSA NetWitness Log Decoder open a connection and
locate the /etc/netwitness/ng/envision/etc/devices/cef folder. Backup cef.xml and edit the
existing CEF. XML file.

2. Locate the end of the <MESSAGE section and copy/paste the following lines below into the file after
the /> of the preceding <MESSAGE and contents;

Example

<MESSAGE

idl="razleesecurity_audit"

id2="razleesecurity_audit"

functions="&1t;@msg: *PARMVAL ($MSG)&gt;&1t;@event_time:*EVNTTIME ($MSG, '%W-%M-%D-
%H.%T.%S' ,param_event_time)&gt;"

content="&1t;param_event_time&gt;&1t;msghold&gt;" />

<MESSAGE
idl="razleesecurity_firewall"
id2="razleesecurity_firewall"
functions="&1t;@msg: *PARMVAL ($MSG)&gt;&1t;@event_time:*EVNTTIME ($MSG, "'%W-%M-%D-
%H.%T.%S' ,param_event_time)&gt;"
content="&1t;param_event_time&gt;&lt;msghold&gt;" />

<MESSAGE

idl="apache_apache"

id2=" apache_apache"

functions="&1t;@nsg:*PARMVAL ($MSG)&gt;&1t;@event_time:*EVNTTIME ($MSG, '%W-%M-%D-
%H.%T.%S' ,param_event_time)&gt;"

content="&1t;param_event_time&gt;&lt;msghold&gt;" />

READY
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Edit the Common Event Format Custom to support custom fields

I Important: The cef-custom.xml file is not overwritten by

NetWitness Live during updates, however it is important to maintain
backups of the file in the event of a typing error or unforeseen event.

1. Using WinSCP or other application to access the RSA NetWitness Log Decoder open a connection and
locate the /etc/netwitness/ng/envision/etc/devices/cef folder.

2. If the cef-custom.xml file does not exist copy the attached cef-custom.xml.razlee file to the

folder specified above and rename to cef-custom.xml.

If the file does exist create a backup of cef-custom.xml.

Edit the cef-custom.xml file and the attached cef-custom.xml.razlee file. Copy the contents of

the cef-custom.xml.razlee file from between the <ExtensionKeys> and </ExtensionKeys>,

do not include the <ExtensionKeys> tags. Paste the contents copied into the existing cef-custom.xml

file between the <ExtensionKeys> tags.

5. The attached cef-custom.xml.razlee file below contains keys used specifically for the integration
with Raz-Lee.

L]

cef-custom.xml.razl
ee

W

Edit the NetWtness Table-Map-Custom.xml file

I Important: The Table-Map-Custom.xml file is not overwritten by

NetWitness Live during updates, however it is important to maintain
backups of the file in the event of a typing error or unforeseen event.

1. Using WiInSCP or other application to access the RSA Netwitness Log Decoder open a connection and
locate the /etc/netwitness/ng/envision/etc/ folder.

2. If the table-map-custom.xml file does not exist copy the attached table-map-

custom.xml.razlee file to the folder specified above and rename to table-map-custom.xml.

If a table-map-custom.xml file exists, backup the table-map-custom.xml file.

Edit the existing table-map-custom.xml and the attached table-map-custom.xml.razlee file

copy and paste the contents of the cef-custom.xml.razlee file from between the

<mappings>...</mappings> >, do not include the <mappings> tags. Paste the contents

copied into the existing table-map-custom.xml file between the <mappings> tags.

5. The attached table-map-custom.xml.razlee file below contains keys used specifically for the
integration with Raz-Lee.

L]

table-map-custom.x
ml.razlee

W

6. Restart the Log Decoder services to begin log collection.

READY

-19 -



Raz-Lee
iSecurity for IBM-i 11.4 R‘Z‘LEE

Raz-Lee razleesecurity_audit Collection partial sample from NetWitness Investigator:

device.type = "razleesecurity_audit’ ~
O LCollection Time Event Type Theme Size Details

“>ipsrc: 111,167

€ sessionid : 297833

# deviceip: 10.165.148.47

B medium: 32

B device.ype: razleesecuriny_sudit
# device.class: Analysis

¥ version: 1.0

@ event.oype: MJS1300Q

B eventdesc: |S/M Actions that affect jobs
# Severity: 5

# Usersrc: DB

# result: success

B jobName : 976702/QUSER/QZDASCINIT
8 PGM : QSYS/QZDASDINIT
B reason: JS/M Modify profile or group profile
# nemame: othersrc

9 country.src: Australia

@ latdecsre: -33.494

9 longdec.src: 143.2104

[ isp.sro: Cloudflare

Q org.src: Cloudflare

] Sequencelum : 0012230814
¥ Typeoflob: B

i Subtypejob: |

i Job.name : QZDASCINIT

@ Job.u=zer.name : QUSER

# job.num: 076702

# Device.desc: *N

# Effective.user: DB

i Job.desc: QDFTSVR

& Job.desclib: QGPL

# |ob.gueue : *N

H# Job.guelib: *N

] Cutput.queue: *DEV

# Cut.que.lib: *N

# Printdevice : PRTD1

B Librarydist: *N

i Effective.group : *N

* Supp.grps: *N

# |UID.desc: N

# JUD.name: DB

[0 2019-01-10T20:11:43  Log razleesecurity_audit TKB

READY
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Raz-Lee razleesecurity_firewall Collection sample from NetWitness Investigator:

LEE

device.type = razleesecurity_firawall

' collestionTime Event Type

O 2019-01-10T20:11:43 Log

razleesecurity_firewall

Size

497 bytes

Details

€¥jpsrc: 178240346
©¥ sessionid 1 2097846
device.ip: 10.185.148.47

medium : 32

(D E

]

device.type : razleesecurity_firewall

device.class : Firewall

version: 1.0

eventtype: GREGS34

event.desc: 37/A*FTPCLN FTP Client-Outgeing Rgst Validation
Severity: 9

user.src: RLTOOLS

result: success

# johName: 260790/RLTOOLS/FTP2AL

PGM : *NONE/*NCONE

reason ! 37/A FTP Oient-Outgoing Rgst Validation

EEEEW

]

B E E

]

netname : other src
country.src: Germany
city.src . Becherbach
latdec.src: 49,6334
longdec.src: 7.6805

isp.src: PfalzConnect GmbH

OFEo<0<0<0

org.sro: PfalzConnect GmbH

i RequestFuncron : CHG_DIR
# Actionallowed: 0

B Decisionlevel : FWIPA

H AuthGrotTollser: *ALL

# AuthGrntForObj: 0.0.0.0

Serverld: 37
msg.id : razleesecurity_firewall
device.disc: 100

£3

]

]

device.disc.type : razleesecurity_firewall

m &

did: vm3112
& rid: 218

ip.all: 10.165.148.47
user.ail : RLTOOLS
ip.all: 178,249.3.46

=

]
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Raz-Lee apache_apache Collection partial sample from NetWitness Investigator:

RAZ-LEE

device.type = 'apache_apache’ ~

| collectionTime Event Type

Theme

apache_apache

Size

704 bytes

> pere; 1,1,1,175

€ sessionid : 297839

# gevice.ip: 10.165.148.47
medium: 32

# device.type: apache_apache
# device.class: Analysis

# msg.id: apache apache
ventiype: 304
# eventdesc: GE

[N ]

Q@ country.src: Australis
9 latdecsrc: 33.404
@ longdecsrc: 142.2104

.sre: Cloudflare

i host.dst: S520.RAZLEE.COM

t: B0
apache
flistpdf
ns GET

?f'z directory : fwww/webserver/htdocs)

filename : listpdf
W extension; pdf
{# Vircual Host 1 S520.RAZLEE.COM

Resporice Time : 0

res.sre: 0

8 Referer: herp://1.1.1.105/index!.htm|
€2 alias.host: 5520.RAZLEE.COM
ip.addr: 1.1.1,105

other misc

E E

apache_access_log

regClienthpp : Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKi/537.36 (KHTML, lik
X-Forwarded-For ; -

100

device.disc.type : apache_apache

did : vm3112

rid : 411

i B

device.

0

secke) Chrome/69.0,3407.100 Saf;
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RAZ-LEE

Certification Checklist for RSA NetWithess

Date Tested: January 10, 2019

Certification Environment

Product Name Version Information Operating System
RSA NetWitness 11.2.1 Virtual Appliance
Raz-Lee iSecurity for IBMi 11.4 IBMi

NetWitness Test Case

Result

Device Administration

Partner’s device name appears in Device Parsers Configuration
Device can be enabled from Device Parsers Configuration
Device can be disabled from Device Parsers Configuration
Device can be removed from Device Parsers Configuration

Investigation
Device name displays properly from Device Type
Displays Meta Data properly within Investigator

\/ = Pass .% = Fail N/A = Non-Available Function

-23-
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RAZ-LEE

Appendix

NetWitness Disable the Common Event Format Parser
To disable the NetWitness Common Event Format Parser and not delete it perform the following:

1. Select the NetWitness Admin > Services.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness

System

Security

2. Select the Log Decoder, then select View > Config.

11.1.0.0 o 3
System View >
Stats Delete
Config Edit
[ Explore =L
Logs stop
Secy rrt}.l Restart

3. From the Service Parses Configuration window, scroll down to the CEF parser and uncheck the
Config Value checkbox.

Service Parsers Configuration e L
Mame Config Value
casiteminder I} L]

cef [+

celerra L]
checkpointfw L]
checkpointfivi [
ciscoace [
CiSCoOacsxp B
CisCOass [
ciscoidsxml L]

4. Click Apply to save settings.
|

RSA
READY
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NetWitness Remove Device Parser
To remove the NetWitness Integration Package files from the environment, perform the following:

1. Connect to the NetWitness Log Decoder/Collector Server using SSH and open the
/etc/netwitness/ng/envision/etc/devices folder.

g-?root@vm3093:/etc/netwitness/ng/envision/etc/devices lro|-E f@

2. Search for and delete the CEF folder and its contents.

READY
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