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RSA NetWitness Suite Integration with Slack
As threats evolve, it is important for organizations to keep pace. As part of this trend, many organizations are
moving to Slack for team communications and to help drive a more efficient operational workflow. You can
use RSA NetWitness Suite to help drive some of the changes as well. You can configure ESA to send alerts
from NetWitness Slack using the "run script" capability.

Prerequisites
You need the following items before you begin the integration process:

l Slack Account

l Webhook URL

l Channel and Username

Integration Steps
The remainder of this document discusses the steps for integrating the RSA NetWitness Suite ESA Slack.

1. Create Script Output Action

2. Define Script Notification Server

3. Define a Script Template

4. Update ESA Rule Output Action
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Create Script Output Action
This section describes how to create a script output action.

Login to the RSA NetWitness Suite server UI to complete the following procedure for creating a Script
Output Action.

1. In the Security Analytics menu, select Administration > System > Global Notifications.

2. Ensure the Output tab is selected.

3. Click and select Script from the drop-down menu to add a script.

4. Enter a name and description for the script.

5. Copy and paste the following text into the Script area:

#!/bin/bash

webhook_url="WEB HOOK URL"

channel="CHANNEL NAME"

username="USERNAME"

text=$*

escapedText=$(echo $text | sed 's/"/\"/g' | sed "s/'/\'/g" )

json="{\"channel\": \"$channel\", \"username\":\"$username\", \"icon_emoji\":\"ghost\",
\"attachments\":[{\"color\":\"danger\" , \"text\": \"$escapedText\"}]}"

/usr/bin/curl -s -d "payload=$json" "$webhook_url”

Your screen should look similar to the following:
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6. Click Save to close the dialog box and save the script.
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Define Script Notification Server
Next, you need to set Slack as a Global Notification Server.

1. In the Security Analytics menu, select Administration > System Global Notifications.

2. Click the Servers tab.

3. From the drop-down menu, select Script.

The Define Script Notification Server dialog is displayed.

4. Enter a name for the notification server, and accept the default values.

5. Click Save.
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Define a Script Template
In Global Notifications, define a template for Slack.

1. In the Security Analytics menu, select Administration > System.

2. In the options panel, select Global Notifications.

3. Click the Templates tab.

4. Click to define a new template.

The Define Template dialog box is displayed.

5. Fill in the fields in the Define Template dialog box as follows:

l Enter a name

l From the Template Type menu, select Event Stream Analysis

l Enter a description

l Copy and paste the following text into the Template feed:

<#-- The default template, renders all alert data as a json object --><#include
"macros.ftl"/>ESA Rule Name : ${moduleName} - Alert Severity : ${severity} - Alert Time
: ${time?datetime?iso_utc} - Event source : ${eventSourceId} - id : ${id}

Your screen should look similar to the following:

6. Click Save.
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Update ESA Rule Output Action
Finally, configure a Rule output action.

1. In the Security Analytics menu, select Alerts > Configure.

2. In the Rule Library, select the rule for which you want to receive alerts in Slack.

The RSA Live ESA Rule tab is displayed.

3. Click and select Script from the drop-down menu.

4. For the Notification, Notification server and Template fields, select the items you created earlier.

5. Save the rule.

6. Redeploy the updated rule to the ESA Service.

This completes the integration of RSA NetWitness Suite with Slack. Check your slack account for alerts
from thr RSA ESA service.
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